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TRANSACTION AUTHENTICATION USING
VIRTUAL/AUGMENTED REALITY

FIELD OF TECHNOLOGY

Aspects of the disclosure relate to providing apparatus
and methods for authenticating a transaction based at least 1n
part on the use of virtual and/or augmented reality. Aspects
of the disclosure also relate to providing apparatus and
methods for remotely authenticating a proxy based at least
in part on the proxy’s use of augmented reality and/or virtual

reality.

BACKGROUND

Legacy passwords and authentication codes typically
require the mput of numbers, letters and/or symbols to form
an authentication code. The numbers and letters available to
the user to create the code are limited to the numbers, letters
and symbols displayed on a keyboard or pad. It would be
desirable, therefore, to provide systems and methods for
enabling a user to create a password that includes actions
that are different from the legacy numbers, letters and
symbols. Furthermore, 1t typically 1s diflicult for a user to
remember a password that includes a meaningless string of
numbers, letters and symbols. It would be further desirable,
therefore, to provide systems and methods for enabling a
user to create a dynamic password that 1s engaging for the
user and easy to remember.

Augmented reality and virtual reality are being increas-
ingly used for both entertainment and business purposes.
Both augmented reality and virtual reality include an almost
limitless number of actions that can be performed by the user
within the augmented/virtual reality. Furthermore, aug-
mented and virtual reality create engaging and exciting
realities for a user that can be easily remembered and
repeated at a later point 1n time.

It would be desirable, therefore, to provide apparatus and
methods for using augmented and/or virtual reality for
creating a user password. It would also be desirable to
provide apparatus and methods for using augmented and/or
virtual reality to authenticate a transaction based on actions
performed by a user while using the augmented/virtual
reality.

An individual may be presented with the need to authen-
ticate a proxy for carrying out one or more functions, such
as financial transactions, on his behalf. Remote authentica-
tion of a proxy can be dificult, especially when the 1ndi-
vidual 1s not present to verily that the person presenting
himself as the proxy is, 1n fact, the person that he desires to
be her/his proxy. It would be further desirable to provide
apparatus and methods for using augmented and/or virtual
reality to authenticate a proxy based on actions performed
by the proxy while using the augmented/virtual reality.

SUMMARY OF THE DISCLOSURE

Systems, methods and apparatus for providing a password
using augmented and/or virtual reality are provided. Sys-
tems, methods and apparatus for authenticating one or more
of a transaction and a proxy are provided.

The apparatus may include an electronic transaction
authentication system for authenticating a proxy on behalf of
a customer.

The authentication system may include a financial insti-
tution platform. The financial institution platform may
receive from a customer one or more of a voice recording,
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2

a customer bank account number, two or more physical
features of the proxy, two or more actions for being per-
forming by the proxy in a virtual reality environment, and an
amount of funds to be withdrawn from the customer bank
account and transierred to the proxy.

The authentication system may include a scanner 1includ-
ing facial recognition technology for scanning at least a
portion of a physical form of the proxy. The authentication
system may include a virtual reality headset for displaying
to the proxy the virtual reality environment and tracking the
proxy’s actions in the virtual reality environment.

The authentication system may 1nclude a financial trans-
action engine including a set of processors for determining
if the scanned physical form of the proxy includes the two
or more features and determining 1f the proxy’s actions 1n
the virtual reality environment included the two or more
actions. The two or more processors may be configured to
authenticate the proxy and instruct an audio player for
playing the voice recording to the proxy if the physical form
includes the two or more features and the proxy’s actions
include the two or more actions.

T'he authentication system may include the audio player
for playing the voice recording to the proxy.

BRIEF DESCRIPTION OF THE DRAWINGS

The objects and advantages of the invention will be
apparent upon consideration ol the {following detailed
description, taken in conjunction with the accompanying
drawings, 1 which like reference characters refer to like
parts throughout, and in which:

FIG. 1 shows an illustrative graphical user interface in
accordance with the invention;

FIG. 2 shows an illustrative graphical user interface in
accordance with the invention;

FIG. 3 shows steps of an 1llustrative process in accordance
with the mnvention; and

[

FIG. 4 shows steps oi
with the mvention.

an 1llustrative process 1n accordance

DETAILED DESCRIPTION

Apparatus and methods for using augmented and/or vir-
tual reality for authentication purpose are provided.

The apparatus and methods of the invention may include

an e¢lectronic transaction authentication system. The elec-
tronic transaction authentication system may be used to
authenticate a proxy on behalf of a customer.
The critenia for authenticating the proxy may be based on
criteria such as patterns displayed on a three-dimensional
object presented to a camera and a sequence of displaying
the patterns to the camera, physical features of the proxy
and/or actions taken by the proxy in a virtual reality envi-
ronment.

The criteria are described herein as being selected by a
customer different from the proxy. In other embodiments, a
financial institution may set the predetermined criteria. In
these embodiments, the criteria be a pre-set password. In yet
other embodiments, the proxy himself may select the criteria
to be used to authenticate himself. In these embodiments, the
criteria be a user-selected password and the proxy and the
customer may be the same individual.

It should be understood that, 1n the application, the term
proxy relates to an individual that 1s being authenticated
using the augmented/virtual reality systems and methods
described herein. The proxy, as described herein, may or

may not carry out one or more actions on behall of a
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different individual after his authentication using the aug-
mented/virtual reality systems and methods.

The authentication system may include a financial insti-
tution platform for receiving, from a customer, one or more
ol a voice recording, a customer bank account number, two
or more physical features of the proxy, two or more actions
for being performing by the proxy in a virtual reality
environment, and/or an amount of funds to be withdrawn
from the customer bank account and transierred to the proxy.
The two or more actions may be performed by the proxy by
manipulating an avatar displayed to the proxy on a virtual
reality headset.

The financial nstitution platform may include two more
processors. The financial institution platform may include a
graphical user interface. The customer may upload data to
the graphical user interface. The graphical user interface
may be presented on a financial institution’s baking website
or any other suitable website. The customer may update data
that defines his proxy and assists 1n the 1dentification of his
proxy at a remote location.

The customer may subsequently communicate to his
proxy the two or more actions that customer selected for
being performed 1n the virtual reality environment. This may
enable the customer to create his own means for his proxy’s
identification and enable him to communicate the virtual
reality actions to the proxy in whichever method he feels
most secure. This also gives the customer greater mvolve-
ment 1n his proxy’s authentication process.

In some embodiments, once the proxy has been authen-
ticated, the proxy may be given certain permissions, pass-
words, funds, etc. The proxy may then use these permis-
s1ons, passwords and/or funds to execute actions on behalf
of the customer. In exemplary embodiments, the customer
may request the proxy to execute a financial transaction on
his behalf. In additional exemplary embodiments, the cus-
tomer may request the proxy to transier money to a third
party on his behalf.

The two or more physical features may be selected from
a group comprising hair color, height, eye color, weight
and/or any other suitable physical feature. The two or more
actions may be selected from a group including grabbing an
object, lifting up an object, throwing an object, placing an
object 1n a basket, jumping, rolling, sitting, lying down and
flying, smashing, shooting, eating, putting on a piece of
clothing, walking, running, building, and any other action
that may be performed in a virtual reality environment.

The authentication system may include a scanner includ-
ing facial recognition technology for scanning at least a
portion of a physical form of the proxy. The scanner may
transmit the scanned data to a financial transaction engine.

In some embodiments, the virtual reality environment
may prompt the proxy to create an avatar having his own
personal physical features. The physical features that the
proxy 1s prompted to select for his avatar may include at
least the two or more physical feature of the proxy mnput by
the customer into the financial institution platform. The
proxy may be prompted to select for his avatar features that
match his own personal features.

For example, i1 a user mput into the platform that the
proxy has blonde hair and green eyes, the proxy may be
prompted to select the hair color and eye color of his avatar.
If the proxy does not select an avatar having blonde hair and
green eyes, the two features input by the customer into the
platform, the proxy may not be authenticated by the authen-
tication system. In some of these embodiments the authen-
tication system may include the scanner and authentication
steps associated with the scanner. In some of these embodi-
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ments the authentication system may not include the scanner
and the authentication steps associated with the scanner.

The authentication system may include the virtual reality
headset for displaying to the proxy the virtual reality envi-
ronment and for tracking the proxy’s actions 1n the virtual
reality environment. The proxy may perform actions in the
virtual reality environment by mampulating an avatar. The
virtual reality headset may transmit data relating to the
proxy’s actions in the virtual reality environment to the
financial transaction engine.

The virtual reality headset may display the avatar within
the virtual reality environment. The avatar may include the
two or more physical features of the proxy. The avatar may
include two or more physical features of the customer.

The authentication system may include the financial trans-
action engine including a set of processors. The set of
processors may determine if the scanned physical form of
the proxy includes the two or more features and determinming
if the proxy’s actions in the virtual reality environment are
included the two or more actions. The proxy’s actions 1n the
virtual environment may be performed by the avatar.

In some embodiments, 11 the proxy performs an action 1n
the virtual reality environment that 1s not included 1n the two
or more actions, the set of processors may decline to
authenticate the proxy.

In some embodiments, the proxy may execute a first set
ol actions not within the two or more actions that will not
result in the proxy’s not being authenticated to the system,
such as simply moving the avatar through the virtual reality
environment, opening doors, looking through windows, etc.
However, the proxy may execute a second set of actions that
are not included in the two or more actions that, when
executed, will result 1n the proxy’s not being authenticated
to the system, such as the avatar picking up a coin, building
or destroying something, or executing any other similar
action that modifies a state of objects within the virtual
reality environment.

In the event that that the physical form includes the two
or more features and the proxy’s actions include the two or
more actions, the set of processors may authenticate the
proxy. In some embodiments, the customer may not upload
features of the proxy to the database. In these embodiments,
the apparatus may not include the scanner and the authen-
tication may not be based on the two or more features.

The two or more processors may transmit to the proxy,
alter authentication, two or more passwords and/or funds.
The two or more processors may update one or more
databases to record that the proxy has access permissions or
signatory permissions to one or more customer accounts.

The authentication of the proxy by the transaction engine
may include authenticating the proxy to execute a financial
transaction on behalf of the customer and transierring funds
to the proxy from a financial account of the customer.

When the customer 1s a first customer, the authentication
of the proxy by the transaction engine may include authen-
ticating the proxy to execute a financial transaction on behalf
of a second customer. The authentication of the proxy may
also 1nclude transferring funds to the proxy from a financial
account of the first customer to execute the transaction on
behalf of the second customer.

The authentication of the proxy by the transaction engine
may complete a verification step ol a transaction, wherein
the transaction includes two or more verification steps. The
authentication of the proxy by the transaction engine may be
a first or intermediate step in a multi-part verification
process of a transaction, wherein the transaction includes
two or more verification steps.
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The authentication of the proxy by the transaction engine
may complete a pending transaction. For example, when the
proxy 1s a business executive, the authentication of the
proxy/business executive may be the final verification step
required to authenticate a large transaction, a business deal,
a merger/acquisition, or any other suitable business or
financial agreement.

The authentication of the proxy by the transaction engine
may include giving the proxy permissions to access a
customer bank account. The authentication of the proxy may
include updating an electronic signature database to include
authorizing the proxy as a signatory of the customer.

In some embodiments, the set of processors may mstruct
an audio player to play the voice recording in the event that
that physical form 1ncludes the two or more features and the
proxy’s actions include the two or more actions.

The authentication system may include the audio player.
The audio player may play the voice recording to the proxy.
The audio player may be integral to the headset. The audio
player may be separate from the headset.

When the customer 1s a {irst customer, the voice recording,
may include instructions from the first customer, to the
proxy, regarding the transferring of funds to a second
customer or any other instructions or messages. In some
embodiments, the avatar displayed by the virtual headset
may resemble the first customer. The voice recording may
include verbal instructions, from the first customer, to the
proxy. The verbal instructions may include instructions
regarding actions that the proxy is to perform for the second
customer. The verbal 1nstructions may include an authori-
zation code for the proxy to use when executing a transac-
tion for the second customer.

The authentication system may include a printer. The
printer may print for the proxy a transcript of the voice
recording after the audio player has finished playing the
voice recording.

The financial transaction engine may withdraw the
amount of funds from the customer bank account and
transier the funds to the proxy after instructing the audio
player to play the voice recording. The customer may be a
first customer. The proxy may use the funds to execute one
or more transactions for a second customer in accordance
with the first customer’s request 1n the voice recording.

The authentication system may include a biometrics sen-
sor. The financial 1nstitution may receive from the customer
biometric data. The biometrics sensor may receive biometric
data from the proxy. The second set of processors may
determine 1if biometric data received from the biometric
sensor matches the biometric data recerved from the cus-
tomer. I the data does not match, the two or more processors
may not authenticate the proxy. If the data does match, and
the remaining authentication conditions are met, the two or
more processors may authenticate the proxy.

In some embodiments, the financial institution platform
may receive, from the user, an order in which the mnput two
or more actions must be performed within the virtual reality
environment. In some of these embodiments, the wvirtual
reality headset may store an order in which the proxy’s
actions were performed 1n the virtual reality environment.
The set of processors may authenticate the proxy only 1f the
physical form includes the two or more features, the proxy’s
actions include the two or more actions and the two or more
actions are performed 1n the order mput by the user in the
financial institution platform.

In some embodiments, the proxy may be provided with a
limited time to perform the two or more actions 1n the virtual
reality environment. The virtual reality headset may include
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a timer that 1s activated when the proxy begins to interact
with the virtual reality environment. When the time hits a
predetermined time, such as 1 minute, 2 minutes, 5 minutes,
10 minutes, or any other suitable number of minutes, the
proxy’s session may be terminated. The set of processors
may then proceed to determine whether or not to authenti-
cate the proxy based on the proxy’s actions within the virtual
reality environment.

The virtual headset may include a geospatial locator. The
virtual headset may record a geospatial location at which the
proxy’s movement was recorded. The platform may receive
from the customer one or more geospatial locations. The two
or more processors may determine 1f the location of the
headset determined by the geospatial locator 1s included in
the one or more geospatial locations received from the
customer. If the geospatial data does not match, the two or
more processors may not authenticate the proxy. If the
geospatial data does match, and the remaining authentica-
tion conditions are met, the two or more processors may
authenticate the proxy.

—

The wvirtual headset may append a timestamp to the
actions performed by the proxy in the virtual reality envi-
ronment. The platform may receive from the customer a
time range. The two or more processors may determine 1f the
timestamp 1s included 1n the time range. If the timestamp 1s
not included 1n the time range, the two or more processors
may not authenticate the proxy. If the timestamp 1s included
in the time range, and the remaining authentication condi-
tions are met, the two or more processors may authenticate
the proxy.

The virtual headset may include a sensor. The sensor may
determine the wavelength and frequency of light exposed to
the sensor. The headset may transmit to the two or more
processors data detailing frequency, or range of frequencies,
of light exposed to the sensor. The two or more processors
may store predetermined values for acceptable light frequen-
cies for being exposed to the sensor. If the received data 1s
not within the predetermined values, the two or more
processors may not authenticate the proxy.

The virtual reality headset may be used 1n a control room
that 1s Iit with light having a set range of {frequencies. It the
two or more processors determine that the virtual reality
headset was exposed to light having frequencies outside the
set range, the proxy may not be authenticated. This may add
an additional layer of security by ensuring that the data 1s
being generated in control room and not 1n a different,
unsecured location.

The virtual reality headset may be used 1n a bank 1n which
the lights 1s within a set range of frequencies. If the two or
more processors determine that the headset was exposed to
light outside of the set range, the proxy may not be authen-
ticated.

In some embodiments, two or more processors may
generate a first token 1n response to the authentication of the
proxy’s two or more actions and two or more features. The
two or more processors may generate a second token in
response to the determining of the geospatial location of the
virtual headset. The first and second token, combined, may
together form a one-time token that gives the proxy authen-
tication to perform a transaction, make a payment, receive a
payment, or perform any other suitable action.

The one-time token may also include one or more addi-
tional or alternate tokens generated by the two or more
processors in response to one, two, more, or each of the
authentication of the proxy based on the biometric data, the
timestamp, the light exposed to the sensor, the time within
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which the proxy’s actions in the virtual reality environment
were performed, or any other suitable authentication step(s)
described herein.

The apparatus and methods of the invention may include
an authentication system including a financial institution
plattorm for receiving, from a customer, two or more
physical features of two or more proxies and two or more
actions for being performing by each of the two or more
proxies 1n a virtual reality environment. The apparatus may
include the scanner, virtual reality headset and the financial
transaction engine including the set of processors.

Each of the proxies may be assigned actions by the
customer for executing in the virtual reality environment.
The authentication of each proxy may be performed as set
forth above when detailing the authentication of a single
proxy by the financial transaction engine including the set of
Processors.

The avatar presented to each proxy may include physical
features of the proxy input, by the customer, into the
financial institution platform. In some embodiments, the
customer may select a sequence for which proxy must be
authenticated first, which one second, etc. In some of these
embodiments, the virtual reality environment displayed to
cach proxy after the first proxy may be the environment last
displayed to the most previous proxy that was authenticated.

In some embodiments, the virtual reality environment
may display different data to each proxy. In some embodi-
ments, a first proxy may be displayed an authentication page
and a second proxy may be displayed an authorization page.
In some embodiments, a first proxy may be shown a {irst set
of mstructions, a second proxy may be shown a second set
of instructions, etc. This may assist 1n providing each proxy
with only the data that each proxy need to know when the
transaction at 1ssues involves multiple, discrete steps that
need to be performed by different individuals.

The authentication of each proxy may create a token. The
token may be part of a multi-part token. When each proxy
in the group of proxies has been authenticated, all the tokens
of the multi-part token may be generated and the multi-part
token may be complete. Generation of all the tokens
included i1n the multi-part token may trigger a financial
transaction such as the transfer of funds, the closing of a
business deal, or the start or completion of any other suitable
business or financial agreement.

Each token may be assigned a weight. The weight of each
token may be based at last 1n part on the proxy’s location
within a hierarchy of a business. The larger the weight of the
token, the more importance the token has within the multi-
part token. For example, a C.E.O.’s token may have a much
greater weight than a token created by a clerk.

The apparatus and methods of the mnvention may include
an electronic transaction authentication system for authen-
ticating a proxy on behalf of a customer.

The authentication system may include a first set of
processors for recerving from the customer a first two-
dimensional pattern, a second two-dimensional pattern, a
third two-dimensional pattern and a sequence for presenting
the first, second and third pattern. The patterns may include
lines, shapes, pictures, and/or any other suitable markings or
drawings. An exemplary sequence 1s presenting a first of the
faces first, a second of the faces second, and a third of the
taces third, or 1n any other order.

The first set of processors may include a graphical user
interface. The customer may upload the patterns via a
graphical user interface. The graphical user interface may be
presented on a financial institution’s baking website or any
other suitable website.
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The user may transmit the patterns to the proxy to enable
the proxy to authenticate himself at a financial institution or
any other institution. This enables the customer to partici-
pate 1n his proxy’s authentication, giving the customer
greater involvement 1n his proxy’s authentication process.
The customer’s selection and uploading of the patterns and
the sequence enables the customer to create his own means
for his proxy’s 1dentification and enables him to communi-
cate the data to the proxy 1n whichever method he feels most
secure.

Once the proxy has been authenticated, the proxy may be
given certain permissions, passwords, funds, etc. The proxy
may then use these permissions, passwords and/or funds to
execute actions on behalf of the user. In exemplary embodi-
ments, the user may request the proxy to execute a financial
transaction on his behalf. In additional exemplary embodi-
ments, the user may request the proxy to transier money to
a third party on his behalf.

The authentication system may include a camera operable
to record the proxy’s movement of an object in space. The
object may be a cube, a sphere, a rhombus, or any other
suitable three-dimensional object.

The camera may extract, from the recording, a first face
of the object presented to the camera, a second face of the
object presented to the camera and a third face of the object
presented to the camera. The camera may record a sequence
in which the faces were presented to the camera.

The authentication system may include a financial trans-
action engine including a second set of processors for
receiving data from the first set of processors and the camera
and determining 1f each of the first, second and third face
includes one of the first, second and third patterns.

If each of the first, second and third faces includes one of
the first, second and third patterns, the second set of pro-
cessors may determine if faces were presented to the camera
in the sequence received from the first processor.

It each of the first, second and third faces include one of
the first, second and third patterns, and if faces were pre-
sented to the camera 1n the sequence recerved from the first
processor, the second set of processors may authenticate the
pProxy.

The second set of processors may decline to authenticate
the proxy 1f one or more of the first, second and third faces
include a pattern diflerent from the first, second and third
patterns. The second set of processors may decline to
authenticate the proxy if faces were not presented to the
camera in the sequence received from the first processor.

The authentication of the proxy by the transaction engine
may include authenticating the proxy to execute a financial
transaction on behalf of the customer and transierring funds
to the proxy from a financial account of the customer.

When the customer 1s a first customer, the authentication
of the proxy by the transaction engine may include authen-
ticating the proxy to execute a financial transaction on behalf
of a second customer. The authentication of the proxy may
also 1nclude transferring funds to the proxy from a financial
account of the first customer to execute the transaction on
behalf of the second customer.

The authentication of the proxy by the transaction engine
may complete a verification step ol a transaction, wherein
the transaction includes two or more verification steps. The
authentication of the proxy by the transaction engine may be
a first or intermediate step in a multi-part verification
process ol a transaction, wherein the transaction includes
two or more verification steps.

The authentication of the proxy by the transaction engine
may complete a pending transaction. For example, when the
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proxy 1s a business executive, the authentication of the
proxy/business executive may be the final verification step
required to authenticate a large transaction, a business deal,
a merger/acquisition, or any other suitable business or
financial agreement.

The authentication of the proxy by the transaction engine
may include giving the proxy permissions to access a
customer bank account. The authentication of the proxy may
include updating an electronic signature database to include
authorizing the proxy as a signatory of the customer.

The authentication system may include a biometrics sen-
sor. The first set of processors may receive the customer
biometric data. The biometrics sensor may receive biometric
data from the proxy. The second set of processors may
determine 1 biometric data received from the biometric
sensor matches the biometric data recerved from the cus-
tomer. If the biometric data matches, and the faces and
sequence were determined to match, the second set of
processors may authenticate the proxy. In the event that
biometric data received from the biometric sensor does not
match the biometric data received from the customer, the
second set ol processors may decline to authenticate the
Proxy.

The authentication system may include a scanner includ-
ing facial recognition technology. The first set of processors
may receive from the customer a photograph of the proxy.
The scanner may scan the face of the proxy. The second set
ol processors may determine 1 data received by the scanner
correlates to the photograph received from the customer. If
the scanned data correlates to the photograph, and the faces
and sequence were determined to match, the second set of
processors may authenticate the proxy. If the data recerved
by the scanner does not correlate to the photograph recerved
from the customer, the second set of processors may decline
to authenticate the proxy.

The camera may include a geospatial locator. The camera
may record a geospatial location at which the proxy’s
movement was recorded. The first set ol processors may
receive from the customer one or more geospatial locations.
The second set of processors may determine 1i the location
of the camera determined by the geospatial locator 1is
included 1n the one or more geospatial locations received
from the customer. I1 the geospatial locator 1s included 1n the
one or more geospatial locations, and the faces and sequence
were determined to match, the second set of processors may
authenticate the proxy. If the location of the camera deter-
mined by the geospatial locator 1s not included in the one or
more geospatial locations received from the customer, the
second set ol processors may decline to authenticate the
Proxy.

The camera may append a timestamp to the recorded data.
The first set of processors may recerve from the customer a
time range. The second set of processors may determine 1t
timestamp 1s included 1n the time range. If the timestamp 1s
included 1n the time range, the second set of processors may
authenticate the proxy. If the timestamp 1s not included 1n
the time range, the second set of processors may decline to
authenticate the proxy.

The second set of processors, after the authentication of
the proxy, may generate a token. The token may be part of
a multi-part token. The multi-part token may be used to
authenticate a transaction.

The first set of processors may receive from the customer
two or more {first, second and third two-dimensional pat-
terns. Each set of first, second and third patterns may be
associated with authenticating one proxy included in a group
of two or more proxies. The first set of processors may also
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receive from the customer a sequence for presenting each set
of first, second and third patterns. The customer may upload
the patterns via the graphical user interface. The graphical
user interface may be presented on a financial 1nstitution’s
baking website or any other suitable website. The customer
may also mput data identifying each of the proxies included
in the group of two or more proxies.

Each proxy may present to the camera a three-dimen-
sional object. The authentication of each proxy may be
performed as set forth above when discussing the authenti-
cation of a single proxy by the second set of processors.

The authentication of each proxy may create a token. The
token may be part of a multi-part token. When each proxy
in the group of proxies has been authenticated, all the tokens
of the multi-part token may be generated. Generation of all
the tokens included 1n the multi-part token may eflectuate a
financial transaction such as the transfer of funds, close a
business deal, or complete any other suitable business or
financial agreement.

Each token may be assigned a weight. The weight of the
token may relate to the location of the proxy in the hierarchy
ol a business. The larger the weight of the token, the more
importance the token has within the multi-part token. For
example, a C.E.O.’s token may have a much greater weight
than a token created by a clerk.

The apparatus and methods of the invention may include
a method for authenticating a proxy for executing a trans-
action on behalf of a customer. The authentication may be
based on the movement of a three-dimensional object in
space. The object may have a plurality of faces. The move-
ment of the object may be tracked by a camera.

The method may include receiving, from a first set of
processors, a first two-dimensional pattern, a second two-
dimensional pattern, a third two-dimensional pattern and a
sequence for presenting the first, second and third pattern.

The method may include tracking, using a camera, the
movement of the object 1 space. The method may also
include capturing, using the camera, a first face of the object
presented to the camera, a second face of the object pre-
sented to the camera and a third face of the object presented
to the camera. The method may further include recording,
using the camera, a sequence in which the faces were
presented to the camera.

The method may include transmitting data from each of
the first set of processors and the camera to a second set of
processors. The method may also include determining, using
the second set of processors, 1f each of the first, second and
third face includes one of the first, second and third patterns.
The method may further include determiming 11 the sequence
recorded by the camera 1s equal to the sequence recerved
from the first processors.

If each of the first, second and third faces include one of
the first, second and third patterns, and if the sequence
recorded by the camera 1s equal to the sequence received
from the first processor, the method may include using the
second set of processors to authenticate the proxy for
executing the transaction on behalf of the customer.

The method may also include using the second set of
processors to decline to authenticate the proxy 1f one or more
of the first, second and third faces include a pattern different
from the first, second and third patterns. The method may
turther include using the second set of processors to decline
to authenticate the proxy if the sequence recorded by the
camera 1s different from the sequence received from the first
Processor.
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The apparatus and methods of the invention may include
an authentication system including a combination of the
augmented and wvirtual reality systems and methods
described herein.

For example, a customer may upload on a graphical user
interface the first, second and third faces, the pattern, and
also features of the proxy and/or actions to be performed by
the proxy in a virtual reality environment.

The authentication system may include the camera, the
scanner, the virtual reality headset, the audio player, and the
financial transaction engine. The authentication system may
perform the functions described above 1n authenticating the
pattern and sequence of the faces and 1n authenticating the
physical form of the proxy and the actions of the proxy in the
virtual reality environment. The authentication system may
include a set of processors for authenticating the faces and
sequence of the three-dimensional object and for authenti-
cating the physical form of the proxy and the actions of the
proxy in the virtual reality environment. The authentication
system may some or all of the apparatus and methods
described above.

[lustrative embodiments of apparatus and methods in
accordance with the principles of the mnvention will now be
described with reference to the accompanying drawings,
which form a part hereof. It 1s to be understood that other
embodiments may be utilized and structural, functional and
procedural modifications may be made without departing
from the scope and spirit of the present invention.

The drawings show illustrative features of apparatus and
methods 1 accordance with the principles of the invention.
The {features are illustrated 1n the context of selected
embodiments. It will be understood that features shown 1n
connection with one of the embodiments may be practiced
in accordance with the principles of the invention along with
features shown in connection with another of the embodi-
ments.

Apparatus and methods described herein are illustrative.
Apparatus and methods of the mnvention may mvolve some
or all of the features of the illustrative apparatus and/or some
or all of the steps of the illustrative methods. The steps of the
methods may be performed in an order other than the order
shown or described herein. Some embodiments may omit
steps shown or described 1n connection with the 1llustrative
methods. Some embodiments may include steps that are not
shown or described in connection with the illustrative meth-
ods, but rather shown or described 1n a different portion of
the specification.

One of ordinary skill 1n the art will appreciate that the
steps shown and described herein may be performed in other
than the recited order and that one or more steps illustrated
may be optional. The methods of the above-referenced
embodiments may involve the use of any suitable elements,
steps, computer-executable instructions, or computer-read-
able data structures. In this regard, other embodiments are
disclosed herein as well that can be partially or wholly
implemented on a computer-readable medium, for example,
by storing computer-executable instructions or modules or
by utilizing computer-readable data structures.

FIG. 1 shows illustrative graphical user interface 101.
[llustrative graphical user interface 101 may include wel-
come text 103. Illustrative graphical user interface 101 may

also 1include data input fields for inputting a proxy’s personal
data, such as Proxy Name 105, Address 107, Phone Number

109 and E-mail 111.

The user may also be presented with the option of
uploading different patterns at Patterns 113. The patterns
may be later presented to the camera of the electronic

10

15

20

25

30

35

40

45

50

55

60

65

12

transaction authentication system by the proxy. The user
may be responsible for transmitting the patterns to the proxy.
The graphical user display may include text stating “add
more Patterns™ (not shown) enabling the user to upload more
than three patterns. The user may also select a sequence for
displaying the patterns using Sequence of displaying pattern
115. Each drop-down box may include the numbers 1-3, 1-6,
1-8, or any other suitable range of numbers. This may allow
the user to select a sequence for displaying the patterns to the
camera.

FIG. 2 shows illustrative graphical user interface 201.
Illustrative graphical user interface 201 may include wel-
come text 201. Illustrative graphical user interface 201 may
also include data mput fields 205 for mputting a proxy’s
personal data. Illustrative graphical user interface 201 may
also include actions 207 for the proxy to perform 1n a virtual
reality environment. Illustrative graphical user interface 201
may also iclude order 209 1n which the proxy must execute
the selected actions. Order 209 may be optional. In other
embodiments, a user may simply select two or more actions
for the proxy to perform 1n the virtual environment without
speciiying the order in which the two or more actions must
be performed.

FIG. 3 shows an illustrative process for performing in
accordance with the apparatus and methods of the invention.
At step 301, the process may include recording, using a
camera, movement of a three-dimensional object having at
least a first, second and a third face. At step 303 the process
may include extracting from the recording a pattern dis-
played on the faces that are presented to the camera. At step
305 the process may include determining a sequence 1n
which the faces, having the patterns, were viewed. At step
307 the process may include retrieving 1n a database stored
patterns and a stored sequence of the patterns. At step 309
the process may 1nclude determining 11 the recorded patterns
and the recorded sequence match the stored patterns and the
stored sequence. At step 311 the process may include, if the
recorded and stored data match, authenticating the indi-
vidual presenting the object to the camera for executing a
financial transaction.

FIG. 4 shows an illustrative process for performing in
accordance with the apparatus and methods of the invention.
At step 401 the process may include presenting a display to
a user. At step 403 that process may include allowing the
user to select an avatar, including hair color and facial
features. At step 4035 the process may include displaying
display a virtual reality environment presenting the avatar
with a plurality of options. At step 407 the process may
include recording options selected by the user. At step 409
the process may include correlating the avatar’s hair color
and facial features with stored data including the user’s hair
color and features. At step 411 the process may include
determining 1f the options selected by the user are equivalent
with stored options associated with authenticating a financial
transaction. At step 413 the process may include, if the
avatar’s features match the stored user’s features and 11 the
selected options match the stored options, authenticating the
user to execute the financial transaction. At step 415 the
process may include, based on the avatar’s features and the
selected options, creating a token or a part of a token to be
used 1n a financial transaction.

Thus, systems and methods for remote authentication of
a proxy have been provided. Persons skilled 1n the art will
appreciate that the present invention can be practiced by
other than the described embodiments, which are presented
for purposes of 1llustration rather than of limitation.
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What 1s claimed 1s:

1. An electronic transaction authentication system for
authenticating a proxy to execute a financial transaction on
behalf of a customer, the system comprising:

a financial institution platform for receiving, from the

customer, the customer being different from the proxy,
a voice recording, a customer bank account number,
two or more physical features of the proxy, two or more
actions for being performing by the proxy in a virtual
reality environment, and an amount of funds to be
withdrawn from the customer bank account and trans-
ferred to the proxy;

a scanner including facial recognition technology for

scanning at least a portion of a physical form of the
proxy and transmitting the scanned data to a financial

transaction engine;
a virtual reality headset for:
displaying to the proxy the virtual reality environment;
tracking the proxy’s actions in the virtual reality envi-
ronment; and
transmitting the tracked data to the financial transaction
engine;

the financial transaction engine including a set of proces-

sors for:

determining 1f the scanned physical form of the proxy
includes the two or more physical features;

determining if the proxy’s actions 1n the virtual reality
environment included the two or more actions; and

if the scanned physical form 1ncludes the two or more
features and the proxy’s actions include the two or
more actions, authenticating the proxy and instruct-
ing an audio player for playing the voice recording to
the proxy;

the audio player for playing the voice recording to the

proxy; and

the financial transaction engine for, after the authenticat-

ing the proxy:

updating one or more databases to record that the proxy
has access permissions to one or more customer bank
accounts of the customer;

authenticating the proxy to execute a financial transac-
tion on behalf of the customer; and

withdrawing the amount of funds from the customer
bank account and transferring the funds to the proxy
alter 1nstructing the audio player to play the voice
recording.

2. The authentication system of claim 1 wherein, when the
customer 1s a first customer, the voice recording includes
instructions to the proxy to transfer the funds to a second
customer.

3. The authentication system of claim 1 wherein the
virtual reality headset i1s further configured to display an
avatar within the virtual reality environment.

4. The authentication system of claim 3 wherein the avatar
includes the two or more physical features.

5. The authentication system of claim 1 further compris-
ing a biometrics sensor wherein:

the financial institution platform i1s further configured to

recelve biometric data from the customer;

the biometrics sensor 1s configured to receive biometric

data from the proxy; and

the second set of processors 1s configured to determine 11

the biometric data received from the biometric sensor
matches the biometric data received from the customer.

6. The authentication system of claim 1 wherein the two
or more actions are selected from a group comprising
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grabbing an object, lifting up an object, throwing an object,
placing an object 1n a basket, jumping, rolling, sitting, lying
down and flying.

7. The authentication system of claim 1 further compris-
ing a printer for printing to the proxy a transcript of the voice
recording after the audio player has finished playing the
voice recording.

8. The authentication system of claim 1 wherein the two
or more physical features are selected from a group com-
prising hair color, height, eye color and weight.

9. An clectronic transaction authentication system for
authenticating a proxy to execute a financial transaction on
behalf of a customer, the system comprising:

a first set of processors for receiving from the customer,
the customer being different from the proxy, a first
two-dimensional pattern, a second two-dimensional
pattern, a third two-dimensional pattern and a sequence
for presenting the first, second and third pattern;

a camera operable to:
record the proxy’s movement of an object 1n space;
extract, from the recording, a first face of the object

presented to the camera, a second face of the object
ect

L

presented to the camera and a third face of the obj
presented to the camera; and

record a sequence 1n which the faces were presented to
the camera;

a financial transaction engine including a second set of

processors for:

receiving data from the first set of processors and the
camera;

determining 11 each of the first, second and third face
includes one of the first, second and third patterns;

it each of the first, second and third faces includes one
of the first, second and third patterns, determining 11
taces were presented to the camera 1n the sequence
received from the first processor;

if each of the first, second and third faces include one
of the first, second and third patterns, and if faces
were presented to the camera in the sequence
received from the first processor, authenticating the
proxy, the authenticating the proxy including authen-
ticating the proxy to execute a financial transaction
on behalf of the customer, updating one or more
databases to record that the proxy has access per-
missions to one or more customer bank accounts of
the customer, and transiferring funds to the proxy
from a financial account of the customer:;

declining to authenticate the proxy if one or more of the
first, second and third faces include a pattern differ-
ent from the first, second and third patterns; and

declining to authenticate the proxy if faces were not
presented to the camera in the sequence received
from the first processor.

10. The authentication system of claim 9 wherein, when
the customer 1s a {first customer, the authenticating of the
proxy by the transaction engine includes authenticating the
proxy to execute a financial transaction on behalf of a second
customer and transierring funds to the proxy from a financial
account of the first customer to execute the transaction on
behalf of the second customer.

11. The authentication system of claim 9 wherein the
authenticating of the proxy by the transaction engine com-
pletes a verification step of a transaction, wherein the
transaction includes two or more verification steps.

12. The authentication system of claim 9 wherein the
authenticating of the proxy by the transaction engine com-
pletes a pending transaction.
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13. The authentication system of claim 9 wherein the
authenticating of the proxy by the transaction engine
includes giving the proxy permissions to access a customer
bank account and updating an electronic signature database
to include authorizing the proxy as a signatory of the
customer.

14. The authentication system of claim 9 further compris-
ing a biometrics sensor wherein:

the first set of processors 1s further configured to receive

first biometric data from the customer:

the biometrics sensor 1s configured to receive second

biometric data from the proxy; and

the second set of processors 1s configured to:

determine 11 the second biometric data received from
the biometric sensor matches the first biometric data
received from the customer; and

if the second biometric data recerved from the biomet-
ric sensor does not match the first biometric data
recerved from the customer, declining to authenticate
the proxy.

15. The authentication system of claim 9 further compris-
ing a scanner including facial recognition technology
wherein:

the first set of processors 1s further configured to receive

from the customer a photograph of the proxy;
the scanner 1s configured to scan a face of the proxy; and
the second set of processors 1s further configured to:

determine if data received by the scanner correlates to
the photograph receirved from the customer; and

if the data received by the scanner does not correlate to

the photograph received from the customer, declin-
ing to authenticate the proxy.
16. The authentication system of claim 9 wherein:
the camera includes a geospatial locator and 1s configured
to record a geospatial location at which the proxy’s
movement was recorded;
the first set of processors 1s further configured to receive
from the customer one or more geospatial locations;
the second set of processors 1s further configured to:
determine 1f the location of the camera determined by
the geospatial locator 1s included 1n the one or more
geospatial locations received from the customer; and
if the location of the camera determined by the geo-
spatial locator 1s not included in the one or more
geospatial locations received from the customer,
declining to authenticate the proxy.
17. The authentication system of claim 9 wherein:
the camera 1s further configured to append a timestamp to
the recorded data;
the first set of processors 1s further configured to receive
from the customer a time range;
the second set of processors 1s further configured to:
determine 1f the timestamp 1s included in the time
range; and
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if the timestamp 1s not included 1n the time range,
declining to authenticate the proxy.

18. The authentication system of claim 9 wherein the
second set of processors 1s further configured to, after the
authentication of the proxy, generate a token that 1s part of
a multi-part token, the multi-part token being used to authen-
ticate a transaction.

19. A method for authenticating a proxy for executing a
transaction on behalf of a customer, the authentication being
based on a movement of a three-dimensional object 1n space,
the object having a plurality of faces, the movement being
tracked by a camera, the method comprising:

recerving data from a first set of processors, the data

including a first two-dimensional pattern, a second
two-dimensional pattern, a third two-dimensional pat-
tern and a sequence for presenting the first, second and
third pattern, the data being received from the cus-

tomer;

tracking, using the camera, the movement of the object 1n
space;

capturing, using the camera, a first face of the object
presented to the camera, a second face of the object
presented to the camera and a third face of the object
presented to the camera;

recording, using the camera, a sequence in which the
faces were presented to the camera;

transmitting the data from each of the first set of proces-
sors and the camera to a second set of processors;

determining, using the second set of processors, 11 each of
the first, second and third face includes one of the first,
second and third patterns;

determining 1f the sequence recorded by the camera 1s
equal to the sequence received from the first processor;

if each of the first, second and third faces include one of
the first, second and third patterns, and 11 the sequence
recorded by the camera 1s equal to the sequence
received from the first processor, using the second set
of processors to authenticate the proxy for executing
the transaction on behalf of the customer and update
one or more databases to record that the proxy has
access permissions to one or more customer bank
accounts of the customer, the customer being an i1ndi-
vidual different from the proxy;

using the second set of processors to decline to authen-
ticate the proxy if one or more of the first, second and
third faces include a pattern different from the first,
second and third patterns; and

using the second set of processors to decline to authen-
ticate the proxy 1if the sequence recorded by the camera
1s different from the sequence received from the first set
of processors.
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