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(57) ABSTRACT

A system for detecting malicious hardware on a data com-
munication network, such as a vehicle CAN bus, 15 pro-
vided. The system includes a teleprocessing device, an AC
signal generating device, and an i1mpedance measuring
device. In a preliminary step, a set of impedance measure-
ments of N reference AC signals 1s formed, and a threshold
value 1s set. The signal generating device injects a set of N
AC signals 1nto the network bus and the bus impedance for
cach of the N frequencies 1s measured, where a set of
impedance values of N RT-signals 1s formed. Then, each of
the impedance values of the R1-signals and the impedance
values of the respective reference AC signal are statistically
compared, to thereby form a set of N comparison-results.
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Upon determining that any of the impedance values of the
RT-signals 1s greater than the threshold, an alert 1s activated.
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SYSTEM AND PROCESSES FOR
DETECTING MALICIOUS HARDWARE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a national stage entry of PCT/IL2018/
050859 filed Aug. 1, 2018 which claims convention priority
from U.S. patent application 62/540,160 filed on Aug. 2,
2017, the contents each of which are hereby incorporated by
reference in their entirety.

FIELD OF INVENTION

The present invention 1s directed to systems and processes
detecting malicious hardware on a data communication
network, such as a vehicle CAN bus, and more particularly,
to systems and processes for injecting signals of multiple
frequencies onto the network bus, measuring the bus imped-
ance, and alerting upon detecting an impedance variation
that 1s greater than a preset threshold.

BACKGROUND AND PRIOR ART

Moderm car structure contains communication networks
with a plurality of components being typically ECUs. Even
simple vehicles have several communication networks
responsible for car functions—1irom braking to tlash lights,
windshield wipers, etc. Each network contains many ECUs
which communicate with each other by implementing pro-
tocols such as CAN, Flexray, LIN, Ethernet, etc. The term
“CAN” 15 used herein to represent, with no limitations, all
types of vehicle local networks.

There are many communication protocols commonly
used in vehicles including CAN bus protocol, FlexRay
protocol, MOST bus protocol, LIN and Ethernet protocols
and Byteflight databus. These vehicle communication pro-
tocols are designed to allow ECUs to communication with
cach other using a network topology such as described 1n
FIGS. 1 and 2. These protocols are message-based protocols.
Each ECU located 1n the network can send messages to other

ECUs on the network as illustrated in FIG. 3. FIG. 4

illustrates, among other things, example components 125 of
a vehicle 110 that 1n normal operation send and/or receive
CAN-bus messages over CAN-bus 120, as required.

While prior art embodiments such as U.S. Pat. No.
8,955,130 by Nikolay Kalintsev et al. “Kalintsev’” discloses
a general solution 1nvolving sending signals and measuring
outcome for CAN bus protocol or standing wave measuring.
The method of the present mvention mvolves impedance
measurements that can supply an adequate solution not only
tor CAN bus lines but a true general solution whether the
tested lines are CAN bus, FLexray, Analog lines, etc. Kal-
intsev did not refer to a problem of the interference of the
injected signal with existing equipment sensitivity. Practical
experiments showed that injecting a signal to a CAN bus
often causes various distortions to ECUs, resulting in a car
entering an error state, for example, presenting check engine
eITor.

A hacker, an attacker or a potential attacker can connect
his own unit to the network, send malicious messages and
commands, i1mpersonate legitimate commands of other
ECUs and cause scenarios that can be used for inflicting
damages, extortion, endangering human lives and proper-
ties.
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There 1s therefore a need for independent methods such as
impedance measurement and low current measurement, for
detecting such non-authorized connections and track the
presence ol malicious units.

The terms “car” and “vehicle” are used herein inter-
changeably.

The term “Deep Sleep Mode™ as used herein refers to a
state of a vehicle network while the vehicle 1s shutting down.
The shutting down of the vehicle takes some time to
perform, wherein during this state, it 1s expected that a time
interval, in which there 1s no CAN communication for at
least a preconfigured time interval (for example, 20 sec-
onds), exists.

The measurement of the impedance of transmission lines
1s a practical problem 1n radio technology and other fields.
Measurements of impedance may be carried out at one
frequency, or the variation of device impedance over a range
of frequencies may be of interest. Devices that can carry out
such measurements of impedance and the variation of
impedance over a range ol frequencies are known 1n the art,
for example, AD5933 by Analog Devices: http://www.a-
nalog.com/en/products/ri-microwave/direct-digital-synthe-
s1s/adS5933 html. Such a device 1s referred to herein as an
“impedance measuring device”.

Abbreviations

ABS Advanced Break System

BUS A network topology i which nodes are directly

connected to a common linear (or branched) hali-
duplex link.

CAN Control Area Network

CPD CAN Parasite Detector

CRC Cyclic Redundancy Check

ECU Electronic Control Unit

ERR Error

FlexRay An automotive network communications proto-
col developed to govern on-board automotive comput-
ing. It 1s designed to be faster and more reliable than
CAN and TTP, but 1t 1s also more expensive

GPRS General Packet Radio Service

GPS Global Positioning System

HTTP Hyper Text Transier Protocol

LIN Local Interconnect Network, a serial network proto-
col used for communication between components in
vehicles

MOST bus Media Oriented Systems Transport, a high-
speed multimedia network technology optimized by the
automotive mdustry

MSE Mean squared error

OBD On Board Diagnostics

RT Real Time

SWR Standing wave ratio

TTP Time-Triggered Protocol, an open computer network
protocol for control systems. It was designed as a
time-triggered fieldbus for wvehicles and 1industrial
applications

VSWR Voltage standing wave ratio

SUMMARY OF INVENTION

The principal intentions of the present invention include
providing independent methods such as impedance mea-
surement and low current measurement, for detecting such
non-authorized connections and track the presence of mali-
cious units. The methods based on impedance measurement
include generating AC electrical current (I can decide to
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send and collect related data indicating that a non-authorized
connection 1s present on the network. The methods based on
low current 1njection, either AC or DC current/voltage may
be used.

CAN bus protocol allows the CAN physical layer for
transmission rates of up to 1 Mbit/s for use within road

vehicles. The commonly used CAN bus rates are typically’
with no limitations, 125 Kbit/s or 500 Kbit/s or 1 Mbat/s.

In one preferred embodiment, the impedance measure-
ment 1s performed by a device such as, with no limitations,
ADS5933 device of Analog Devices. In this measurement
frequency rates measurements can usually be in the range of
several Khz to several dozen Khz—for example 5 Khz to 30
Khz. However, these measurements can interfere with the
proper operation of the vehicle’s systems since measurement
frequencies are not very different than bit rates commonly
used 1n vehicles systems. In such embodiment, measure-
ments take place in Deep Sleep Mode. Since typically,
intruders can place a malicious hardware on a vehicle data
communication network when the vehicle 110 1s 1nactive.
Hence, making the impedance measurement during Deep
Sleep Mode, makes sense.

When the monitoring unit that monitors CAN bus, and
when there 1s no communication on that bus for a specific,
preconfigured time duration (for example, with no limita-
tion—there 1s no CAN communication for at least 20
seconds), the monitoring unit allows for impedance mea-
surement and does not allow on board diagnostics (OBD)
requests and communications during that same time. There-
fore, during the Deep Sleep Mode, the impedance measure-
ment does not interfere with other communications, and the
measurement result 1s thus reliable.

In another embodiment, the impedance measurements are
performed 1n a different range of frequencies, for example,
with no limitations, several hundred Mhz range (for example
300 Mhz or 400 Mhz). This enables much quicker measure-
ments since measurement period 1s much shorter, without
interfering with vehicle systems. Therefore, such embodi-
ments are operable including when vehicle 1s active.

The present invention further provides statistical mea-
sures such as MSE comparing, to thereby improve the
successiul rates and properly distinguish between malicious
units and approved units. In some embodiments, the statis-
tical comparison uses a machine learning technique of data
sets comparison, as an alternative to the mentioned MSE
averaging. For example, a prediction algorithm such as
logistic regression, random forest or other machine learning
algorithms that can be leveraged to improve the system
performance results.

The system of present mvention can be deployed in
existing car architectures and does not require significant car
architecture modifications.

According to the teachings of the present invention there
1s provided an example system for detecting malicious
hardware on a data communication network, such as a
vehicle data communication network, having a network bus,
the system including a teleprocessing device coupled with
digital memory, an AC signal generating device, and an
impedance measuring device.

In a preliminary initialization step, the teleprocessing
device forms and stores in the digital memory a set of N
reference AC signals mjected by the AC signal generating,
device 1nto the data communication network, wherein each
of the AC signals 1n the set of N reference AC signals has a
different frequency, and wherein each of the AC signals 1n
the set of N reference AC signals 1s the average of k,
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impedance measurements ol multiple AC signals of the
same frequency, wherein k,>0.

In a second preliminary imtialization step, an initial
impedance-related alert-threshold value 1s set and stored 1n
the digital memory.

The teleprocessing device 1s configured to activate the AC
signal generating device to thereby inject the set of N AC
signals 1nto the data communication network.

The teleprocessing device 1s further configured to activate
the impedance measuring device to thereby measure the
network bus impedance for each of the N frequencies,
forming a set of impedance values of N R1-signals each of
a different frequency as 1n the set of N reference AC signals.

The teleprocessing device 1s further configured to statis-
tically compare each of the impedance values of the R1T-
signals with the respective impedance values of the respec-
tive reference AC signal, to thereby form a set of N
comparison-results, wherein upon determining, by the tele-
processing device, that any of the impedance values of the
RT-signals 1s greater than the alert-threshold value, the
teleprocessing device activates an alert.

Optionally, each of the impedance values of the N R1-
signals 1s an average ol k, impedance measurements for
cach frequency, wherein k,>1.

Optionally, the statistically comparing 1s uses on Mean
Square Error (MSE) computation.

Optionally, the statistically comparing 1s used on a
machine learming technique of data sets comparison, the
machine learning techmique 1s a prediction algorithm
selected from the group including a logistic regression and
random forest.

Optionally, the digital memory 1s part of a remote server.

According to further teachings of the present immvention
there 1s provided an example process for detecting malicious
hardware on a data communication network having a net-
work bus, the process includes the steps of:

a. providing an AC signal generating device;

b. providing an impedance measuring device;

c. providing digital memory for storing digital data;

d. 1n a first preliminary initialization step, forming and
storing 1n the digital memory a set of N reference AC
signals 1njected by the AC signal generating device 1nto
the data communication network, wherein each AC
signal 1n the set of N reference AC signals has a
different frequency, and wherein each AC signal in the
set of N reference AC signals 1s the average of k,
impedance measurements of multiple AC signals of the
same frequency, wherein k,>0;

¢. 1n a second preliminary mitialization step, the telepro-
cessing device sets and stores 1n the digital memory an
initial impedance-related alert-threshold value;

f. injecting the set of N AC signals mto the data commu-
nication network by the AC signal generating device;

g. measuring the network bus impedance for each of the
injected AC signal by the impedance measuring device
to thereby create a respective set of N impedance
values of N RT-si1gnals each of a different frequency as
in the set of N reference AC signals;

h. statistically comparing each of the measured 1imped-
ance values of the N RT-signals with the respective
impedance values of the reference AC signal 1n the
initial set, to thereby form a set of N comparison-
results; and

1. upon determining that any of the impedance values of
the R1-signals 1s greater than the alert-threshold value,
activating an alert.
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In some embodiments, where the working bit rate of the
data communication network bus 1s substantially lower than
the frequencies of the AC signals and thereby, the AC signals
do not interfere with the normal operational activity of the
network bus.

In some embodiments, the working bit rate of the data
communication network bus 1s such that the AC signals may
interfere with the normal operational activity of the network
bus. In such embodiments the steps of determining the
alert-threshold value; the injecting of the set of N AC signals
into the data communication network; and the measuring of
the network bus impedance for each of the injected AC
signal, 1s performed when the data communication network
1s 1n Deep Sleep Mode.

According to further teachings of the present invention
there 1s provided an example system for detecting malicious
hardware on a data communication network, such as a
vehicle data communication network, having a network bus,
the system 1ncluding a teleprocessing device, a low current
signal generating device, and a low current measuring
device.

The teleprocessing device 1s configured to activate the
low current signal generating device to thereby continuously
inject low current signal.

The teleprocessing device 1s configured to activate the
low current measuring device to thereby continuously mea-
sure the low current signal, wherein upon determining, by
the teleprocessing device, that the low current 1s lower than
a preset current-threshold value, activate an alert.

In some embodiments of this system, the low current
signal 1s less than 100 pA.

In embodiments of this system, the low current signal may
be either AC or DC.

In some embodiments of these systems, the digital
memory 1s part of a remote server.

According to further teachings of the present invention
there 1s provided an example process for detecting malicious
hardware on a data communication network having a net-
work bus, the process including the steps of:

a. providing a low current signal generating device;

b. providing a low current measuring device;

c. continuously jecting a low current signal into the data
communication network by the low current signal
generating device;

d. continuously measuring the low current signal by the
low current measuring device; and

¢. upon determining that the low current 1s lower than a
preset current-threshold value, activate an alert.

This document references terms that are used consistently
or interchangeably herein. These terms, including variations
thereof, are as follows.

A “computer” includes machines, computers and comput-
ing or computer systems (for example, physically separate
locations or devices), servers, computer and computerized
devices, processors, processing systems, computing cores
(for example, shared devices), and similar systems, work-
stations, modules and combinations of the atorementioned.
The aforementioned “computer” may be in various types,
such as a personal computer (e.g., laptop, desktop, tablet
computer), or any type of computing device, including
mobile devices that can be readily transported from one
location to another location (e.g., smartphone, personal
digital assistant (PDA), mobile telephone or cellular tele-
phone).

A server 1s typically a remote computer or remote com-
puter system including a cloud-based computer/server, or
computer program therein, 1n accordance with the “com-
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puter” defined above, that 1s accessible over a communica-
tions medium, such as a communications network or other

computer network, including the Internet. A “server” pro-
vides services to, or performs functions for, other computer
programs (and their users), in the same or other computers.
A server may also include a virtual machine, a software-
based emulation of a computer.

It should be noted that where the present invention 1s
described 1n terms of the server configured to be a cloud-
based server, 1t 1s given by way of example only, with no
limitation, and any other type of server known 1n the art may
be used.

Unless otherwise defined herein, all technical and/or
scientific terms used heremn have the same meaning as
commonly understood by one of ordinary skilled 1n the art
to which the invention pertains. Although methods and
materials similar or equivalent to those described herein may
be used 1n the practice or testing of embodiments of the
invention, example methods and/or materials are described
below. In case of conflict, the patent specification, including
definitions, will control. In addition, the materials, methods,
and examples are illustrative only and are not intended to be
necessarily limiting.

BRIEF DESCRIPTION OF TH.

(Ll

DRAWINGS

Some embodiments of the present immvention are herein
described, by way of example only, with reference to the
accompanying drawings. With specific reference to the
drawings in detail, 1t 1s stressed that the particulars shown
are by way of example and for purposes of illustrative
discussion of embodiments of the mvention. In this regard,
the description taken with the drawings makes apparent to
those skilled in the art how embodiments of the invention
may be practiced.

Attention 1s now directed to the drawings, where refer-
ence-like numerals or characters indicate corresponding or
similar components. In the drawings:

FIG. 1 (prior art) illustrates an example of a network
topology.

FIG. 2 (prior art) illustrates another example of a network
topology.

FIG. 3 (prior art) illustrates yet another example of a
network topology having various ECUSs.

FIG. 4 1s a schematic diagram showing an example
system for detecting malicious hardware, according to
embodiments of the present invention.

FIG. 5 1s a schematic flow chart diagram showing an
example preliminary process for determining an initial/
updated impedance threshold value for a CAN bus having a
known specific configuration, according to embodiments of
the present invention.

FIG. 6 1s a schematic flow chart showing an example
process for detecting malicious hardware on a vehicle data
communication network, utilizing impedance measure-
ments, according to embodiments of the present invention.

FIG. 7 1s a schematic flow chart showing another example
preliminary process for determining an nitial/updated
impedance threshold value for a CAN bus having a known
specific configuration, according to embodiments of the
present 1nvention.

FIG. 8 1s a schematic flow chart showing another example
process for detecting malicious hardware on a vehicle data
communication network, utilizing impedance measure-
ments, according to embodiments of the present invention.

FIG. 9 1s a schematic diagram showing an example
vehicle-identification system for detecting malicious hard-
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ware on a vehicle data communication network utilizing low
current measurements, according to embodiments of the

present mvention.

FIG. 10 (prior art) 1s a schematic diagram showing an
example of a current-sense amplifier.

FIG. 11 1s a schematic flow chart showing another
example process for detecting malicious hardware on a
vehicle data communication network, utilizing continuous
low current injection and measurement, according to
embodiments of the present invention.

DETAILED DESCRIPTION OF SOME
EMBODIMENTS OF THE INVENTION

Before explaining at least one embodiment of the inven-
tion 1n detail, 1t 1s to be understood that the 1invention 1s not
necessarily limited 1n 1ts application to the details of con-
struction and the arrangement of the components and/or
methods/processes set forth 1n the following description
and/or 1llustrated 1n the drawings. The invention 1s capable
of other embodiments or of being practiced or carried out 1n
various ways.

As will be appreciated by one skilled 1n the art, aspects of
the present invention may be embodied as a system, meth-
ods/processes or as computer program products. Accord-
ingly, aspects of the present invention may take the form of
being an entirely hardware embodiment, an entirely soft-
ware embodiment (including firmware, resident software,
micro-code, etc.) or an embodiment combining software and
hardware aspects that may all generally be referred to herein
as a “circuit,” “module” or “system.” Furthermore, aspects
of the present invention may take the form of a computer
program product embodied in one or more non-transitory
computer readable (storage) medium(s) having computer
readable program code embodied thereon.

An embodiment 1s an example or implementation of the
invention. The various appearances of “one embodiment,”
“an embodiment™ or “some embodiments” do not necessar-
ily all reter to the same embodiment. Although various
features of the invention may be described 1n the context of
a single embodiment, the features may also be provided
separately or 1n any suitable combination. Conversely,
although the invention may be described herein in the
context of separate embodiments for clarity, the invention
may also be implemented 1n a single embodiment.

Reference 1n the specification to “one embodiment™, “an
embodiment”, “some embodiments” or ‘“other embodi-
ments” means that a particular feature, structure, or charac-
teristic described 1n connection with the embodiments 1s
included 1n at least one embodiment, but not necessarily all
embodiments, of the invention. It 1s understood that the
phraseology and terminology employed herein are not to be
construed as limiting and are for descriptive purpose only.

Throughout this document, numerous textual and graphi-
cal references are made to trademarks, and domain names.
These trademarks and domain names are the property of
their respective owners, and are referenced only for expla-
nation purposes herein.

It should be noted that orientation related descriptions
such as “bottom™, “up”, “upper”, “down”, “lower”, “top
and the like, assumes that the associated vehicle 1s opera-
tionally situated.

Reference 1s made to the drawings. FIG. 4 1s a schematic
diagram showing an example vehicle-identification system
100 for detecting malicious hardware on a vehicle data
communication network using, for example, impedance
measurement according to embodiments of the present
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invention. Vehicle-identification system 100 includes a
vehicle 110 having a CAN-bus 120, a teleprocessing device
130, a data base (DB) 170, an AC signal generating device
140, an impedance measuring device 142 and optionally, a
vehicle-intrusion server, such as cloud-based server 150.
Optionally, AC signal generating device 140 and impedance
measuring device 142 are embodied as a single device.

The AC signal generator 140 1s configured to generate
signals 1n a preconfigured range of frequencies, wherein a
set of such signals 1s preset, wherein the signals of the preset
group of signals have frequency within the preconfigured
range of frequencies.

The schematic flow chart 200 shown 1n FIG. 5 describes
an embodiment process for determining an initial/updated

impedance threshold value for CAN bus 120 having a

specific, known configuration. Process 200 proceeds as

follows:

Step 210: placing an AC signal generating device and
impedance measuring device data.

As a preliminary step, an AC signal generating device 140
and an impedance measuring device 142 are placed on
CAN bus 120. AC signal generating device 140 and
impedance measuring device 142 may be embodied as
a single device.

Step 220: setting a frequency range.

The AC signal generator 140 1s configured to generate
reference signals 1n a preconfigured range of frequen-
cies, wherein a set of N such reference signals, each

having a different frequency, 1s formed, wherein the

frequency of each of the signals 1s within the precon-

figured range of frequencies.

Step 240: mjecting the set of AC signals within the set
frequency range.

Teleprocessing device 130 injects, one at a time, the
signals of the set of signals formed 1n step 220.

Step 250: measuring the CAN bus impedance for each
frequency.

Teleprocessing device 130 measures the CAN bus imped-
ance for each 1njected signal having 1ts own frequency.

Step 260: collecting N impedance measurements.
leleprocessing device 130 collects, for each trequency
the last K impedance measurements, and saves the
impedance measurements 1 DB 170.
Step 270: averaging the measuring impedance for each
frequency.

Teleprocessing device 130 averages the measuring
impedance for each frequency;.

In a non-limiting example, the last K impedance mea-
surements 1n each frequency, are averaged, as follows:

1 =K '
EZ (IMP;) =avg 1mp;,
i=1

where K>0.

T'he result 1s a set of N averaged-golden-signals-set.

Ieleprocessing device 130 then saves the averaged-
golden-signals-set in DB 170.

Step 280: setting a threshold.

It should be noted that the setting of an alert-threshold
value may be done empirically, depending on the
statistical comparison used, such as mean square error
(MSE), being a non-limiting example.

In some embodiments, the statistical comparison uses a
machine learning technique of data sets comparison, as
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an alternative to the mentioned MSE averaging. For
example, a prediction algorithm such as logistic regres-
ston, random forest or other machine learning algo-
rithms that can be leveraged to improve the system
performance results.

Example

A set of impedance average avg_imp; 1s created, as 1n step
270.

Then, teleprocessing device 130 performs a statistical
comparison using, as a non-limiting example, mean
square error (MSE). For each frequency, the latest set
of the last N impedance measurements 1s compared to
the respective impedance average avg_imp,, as tollows:

2 7 (Las t_measurement,—avg_1mp J-)EZM SE_com-
parison_result,.

The value of the alert-threshold may then be calculated
based on the averages of the N MSE_comparison_re-
sults and set as follows:

1 i=J
X #~ Z (MSE_TH_result,) = alert-threshold,
i=1

where X 1s a desired factor.

Teleprocessing device 130 then saves the impedance
alert-threshold value 1n DB 170. Optionally, telepro-
cessing device 130 may report the alert to a vendor’s
cloud-based security operation center or to the driver.

[end of process 200]

It should be noted that process 200 may be repeated

periodically to update the averaged-golden-signals-set.

The schematic flow chart 300 shown in FIG. 6 describes

an embodiment process for detecting malicious hardware on

a vehicle data communication network (120), utilizing

impedance measurements. Process 300 proceeds as follows:

Step 310: providing a number K of impedance measure-
ments.

The number K of impedance measurements 1s set.

Step 330: injecting the set of AC signals within the precon-
figured frequency range.

Teleprocessing device 130 injects, one at a time, the
signals of the set of the N signals, within the precon-
figured frequency range, compatible with the saves
averaged-golden-signals-set, formed 1n step 220.

Step 340: measuring the CAN bus mmpedance for each
frequency.

Teleprocessing device 130 measures the CAN bus imped-
ance for each 1njected signal having 1ts own frequency.

Step 350: collecting the last K impedance measurements.

Teleprocessing device 130 collects K impedance mea-
surements, saved in DB 170.

Step 360: averaging the measuring impedance for each
frequency.

Teleprocessing device 130 averages the measuring
impedance for each frequency,.

In a non-limiting example, the K impedance measure-
ments each frequency, are averaged, as follows:

1 =K '
Ez (IMP;) = avg 1mp;,
i=1
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where K>0.
The result 1s a set of N averaged-R1-signals-set.
Step 370: statistically comparing averaging-R1-result-set to
respective averaged-golden-signals-set.
Teleprocessing device 130 performs a statistical compari-
son using, as a non-limiting example, mean square
error (MSE). For each frequency, the averaged-RT-

signals-set 1s compared to the respective impedance 1n
averaged-golden-signals-set for that frequency , as fol-
lows:

PN a (Last_measuremeng-—av g 1mp j)E =MSE_com-
parison_result..

Preferably, teleprocessing device 130 then uses the set of
the “last-measurements” to update the set of the
“avg_1mp” and the impedance alert-threshold. That 1s,
the “avg 1mp” may be using the last K impedance
measurements, including the “last-measurement”. The
recalculated “avg_imp” 1s then saved in DB 170.

Teleprocessing device 130 then saves the impedance
alert-threshold value in DB 170.

Step 375: check 1f comparison-result>a preset alert-thresh-
old.

Teleprocessing device 130 check 11 at least one compari-
son-result>a preset alert-threshold.

Example

The setting of an alert-threshold value may be done
empirically, depending on the statistical comparison
used, such as mean square error (MSE), being a non-
limiting example.

Using MSE 1n this non-limiting example, leads to an
MSE-result that 1s an average of all squares of the
differences between each signal average impedance
and the respective signal in the averaged-golden-sig-
nals-set.

Disconnecting a device from the CAN bus or adding one

to the CAN bus, typically leads to a jump 1n the average
of MSE results of:

1000*(average of all MSE results).

Hence, by setting the alert-threshold to X*(average result
of multiple MSE results), where X 1s set, for example

to X=10, we obtain, upon disconnecting a device from
the CAN bus or adding one to the CAN bus:

1000*(average of all MSE results)>>alert-threshold.

[end of example]

It has been determined that for all comparison-results .
comparison-result,<alert-threshold, theretore go to step
382.

Step 380: prompt alert.

It has been determined that at least one comparison-
result >alert-threshold. Therefore, an alert 1s set alert-
ing a possibility of the presence of malicious hardware.

Step 382: comparing averaging-RT-result-set to respective
threshold 1n thresholds-set. there 1s no presence of mali-
cious hardware.

Step 390: delay impedance measurements for a preconfig-
ured time 1nterval.

Optionally, teleprocessing device 130 delays further
impedance measurements for a preconfigured time-
interval.

Go to step 330.

lend of process 300]

The schematic flow chart 400 shown 1n FIG. 7 describes

a preferred embodiment process for determiming an 1nitial/
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updated impedance threshold value for CAN bus 120 have

a specific, known configuration. Process 400 proceeds as

follows:

Step 410: providing an AC signal generating device and
impedance measuring device data.

Teleprocessing device 130 begins by placing AC signal
generating device 140 and impedance measuring
device 142 on CAN bus 120. AC signal generating
device 140 and impedance measuring device 142 may
be embodied as a single device.

Step 420: setting a frequency range.

The AC signal generator 140 1s configured to generate
signals 1 a preconfigured range of Ifrequencies,
wherein a set of such signals, each of a diflerent
frequency, 1s preset, wherein the signals of the formed
preset group have a frequency within the preconfigured
range ol frequencies.

Step 430: detecting entrance to a Deep Sleep Mode.

Teleprocessing device 130 monitors activity of the CAN
bus, to determine entrance to a Deep Sleep Mode. For
example, with no limitation—there 1s no CAN com-
munication for at least 20 seconds.

Upon detecting entrance to a Deep Sleep Mode, imped-
ance measuring steps 435 takes place, as follows:
Step 440: mjecting the set of AC signals within the set
frequency range.
Teleprocessing device 130 injects, one at a time, the
signals of the set of signals formed in step 420.
Step 450: measuring the CAN bus immpedance for each
frequency.
Teleprocessing device 130 measures the CAN bus imped-
ance for each injected signal having its own frequency.
Step 460: collecting N impedance measurements.
Teleprocessing device 130 collects N impedance mea-
surements, saved in DB 170.
Step 470: averaging the measuring impedance for each
frequency.
Teleprocessing device 130 averages the measuring
impedance for each frequency;,.
In a non-limiting example, the statistical averaging 1s
performed as follows, using mean square error (MSE):
In a non-limiting example, firstly, the last K impedance
measurements each frequency, are averaged, as tol-
lows:

1 =K '
EZ (IMP;) = avg_imp;,
i=1

where K>0.
The result 1s a set of N averaged-golden-signals-set.
Teleprocessing device 130 then saves the averaged-
golden-signals-set in DB 170.
Step 480: setting a threshold.
Teleprocessing device 130 sets an impedance alert-thresh-
old value similarly to the threshold setting 1n step 280.
Teleprocessing device 130 then saves the impedance
alert-threshold value 1n DB 170. Optionally, telepro-
cessing device 130 may report the alert to a vendor’s
cloud-based security operation center or to the driver.
[end of process 400]
It should be noted that process 400 may be repeated
periodically to update the averaged-golden-signals-set.
The schematic flow chart 500 shown in FIG. 8 describes
an embodiment process for detecting malicious hardware on
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a vehicle data communication network (120), utilizing
impedance measurement. Process 300 proceeds as follows:
Step 510: providing a number K of impedance measure-
ments.
The number K of impedance measurements 1s set.
Step 520: detecting entrance to a Deep Sleep Mode.
Teleprocessing device 130 monitors activity of the CAN
bus, to determine entrance to a Deep Sleep Mode. For
example, with no limitation—there 1s no CAN com-
munication for at least 20 seconds.
Step 5235: checking 11 entered Deep Sleep Mode.
Teleprocessing device 130 checks 11 conditions for enter-
ing Deep Sleep Mode exist. If not, go back to step 520.
Step 530: imjecting the set of AC signals within the set
frequency range.
It has been determined that the CAN bus entered Deep
Sleep Mode.
Teleprocessing device 130 injects, one at a time, the
signals of the set of signals formed 1n step 420.
Step 340: measuring the CAN bus impedance for each
frequency.
Teleprocessing device 130 measures the CAN bus imped-
ance for each 1njected signal having 1ts own frequency.
Step 5350: collecting the last K impedance measurements.
Teleprocessing device 130 collects K impedance mea-
surements, saved in DB 170.
Step 560: averaging the measuring impedance for each
frequency.
Teleprocessing device 130 averages the measuring
impedance for each frequency.
In a non-limiting example, the K impedance measure-
ments each frequency; are averaged, as follows:

1 =K '
EZ (IMP;) = avg imp;,
i=1

where K>0.

The result 1s a set of N averaged-RT-signals-set.

Step 570: statistically comparing averaging-R1-result-set to
respective averaged-golden-signals-set.

Teleprocessing device 130 performs a statistical compari-
son using, as non-limiting example, mean square error
(MSE). For each frequency, the averaged-R1-signals-
set 15 compared to the respective impedance in aver-
aged-golden-signals-set for that frequency , as tollows:

=N - 2_
2 (Last_measuremen‘g-—:zwg_lmpj) =MSE_com-
parison_result..

Preferably, teleprocessing processing device 130 then
uses the set of the “last-measurements™ to update the
set of the “avg_1mp” and the impedance alert-thresh-
old. That 1s, the “avg_1mp” may be using the last K
impedance measurements, including the “last-measure-
ment”. The recalculated “avg_imp” 1s then saved in DB
170.

Teleprocessing device 130 then saves the impedance

alert-threshold value 1n DB 170.

Step 575: check 1f comparison-result>a preset alert-thresh-
old.

Teleprocessing device 130 check 11 at least one compari-
son-result>a preset alert-threshold. If not, go to step
582.

Step 580: prompt alert.

It has been determined that at least one comparison-

result >alert-threshold. Theretore, an alert 1s activated,
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alerting a possibility of the presence of malicious
hardware. Optionally, teleprocessing device 130 may
report the alert to a vendor’s cloud-based security
operation center or to the dniver.

Step 582: proceed.

Process 500 proceed, weather the presence of a malicious
hardware has been detected or not.

Step 390: delay impedance measurements for a preconfig-
ured time 1nterval.

Optionally, teleprocessing device 130 delays further
impedance measurements for a preconfigured time
interval.

o to step 323.

[end of process 500]

Reference 1s made to the drawings. FIG. 9 1s a schematic
diagram showing an example of vehicle-identification sys-
tem 600 for detecting malicious hardware on a vehicle data
communication network utilizing, for example, low current
measurements, according to embodiments of the present
invention. Vehicle-identification system 600 includes a
vehicle 610 having a CAN-bus 620, a teleprocessing device
630, a data base (DB) 670, a low current signal generating
device 640, a low current measuring device 642 and option-
ally, a vehicle-intrusion server, such as cloud-based server
650. Optionally, low current signal generating device 640
and low current measuring device 642 are embodied as a
single device. Current source such as XTR111 of T1, may be
used for low current signal generating device 640. FI1G. 10
schematically shows a non-limiting example of a current-
sense amplifier 60 Max44284 component of Maxim, that
can be for low current measuring device 642.

Typically, the low current signal generator 640 1s config-
ured to generate low current signals, for example, with no

limitations, 1<100 pA into tested lines, such as with no
limitations, a CAN-bus 620.

The schematic tlow chart 700 shown 1n FIG. 11 describes
another embodiment process for detecting malicious hard-
ware on a vehicle data communication network (620),
utilizing continuous low current injection and measurement.
Process 700 proceeds as follows:

Step 710: providing a low current signal generating device
and low current measuring device data.

Teleprocessing device 630 begins by placing low current
signal generating device 640 and low current measur-
ing device 642 on CAN bus 620. Low current signal
generating device 640 and low current measuring
device 642 may be embodied as a single device.

Step 720: continuously injecting a low current signal into the

CAN bus.

Teleprocessing device 630 activates low current signal
generating device 640 to continuously 1nject low cur-
rent signal into the CAN bus 620. The current signal
itself may be a continuous signal or a pulse signal.

It should be noted that low current signal generating
device 640 1s configured to 1nject the low current signal
onto CAN bus 620, wherein the low current signal
“rides” on top of the other signals in CAN bus 620
without interfering. This then allows to monitor voltage
changes evolving in the system using current-sense
amplifier 60, such as Max44284, having a precise
resistor and a special amplifier.

It should be noted that the imjected current can be con-
tinuous, or we can decide to send short pulses which are
fast enough (for example every 100 ms) to catch any
change on the bus in real time. A change can be a
replacement of an ECU on the bus or a disconnection
or adding a device.
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Step 730: continuously measuring the low current signal on
the CAN bus.

Teleprocessing device 630 activates low current measur-
ing device 642 to continuously sense the tlow of the
low current signal in the CAN bus 620.

Step 735: check 11 the detected low current 1s greater than a
preset threshold.

Teleprocessing device 630 checks if the detected low
current 1s lower than a preset alert-threshold. If not, go
to step 782.

Step 780: prompt alert.

It has been determined that at the detected low current 1s
lower than a preset alert-threshold. Therefore, an alert
1s activated, alerting a possibility of the presence of
malicious hardware. Optionally, teleprocessing device
130 may report the alert to a vendor’s cloud-based
security operation center or to the driver.

Step 782: proceed.

Process 700 proceed, weather the presence of a malicious

hardware has been detected or not.
lend of process 700]

The mvention being thus described 1n terms of several
embodiments and examples, 1t will be obvious that the same
may be varied 1n many ways. Such variations are not to be
regarded as a departure from the spirit and scope of the
invention, and all such modifications as would be obvious to
one skilled in the art.

What 1s claimed 1s:

1. A non-interfering system for detecting a malicious
modification of hardware on an in-vehicle communication
bus, the system comprising;:

a. a teleprocessing device coupled with digital memory;

b. an AC signal generating device; and

c. an 1impedance measuring device,
wherein, 1n a preliminary initialization step, said telepro-
cessing device forms and stores 1n said digital memory a set
of N reference AC signals injected by said AC signal
generating device mto the in-vehicle communication bus,
wherein each AC signal 1n said set of N reference AC signals
has a different frequency, and wherein each AC signal 1n said
set of N reference AC signals 1s the average of k, impedance
measurements of multiple AC signals of the same frequency,
wherein k,>0;
wherein 1n a second preliminary initialization step, an 1nitial
impedance-related alert-threshold value 1s set and stored 1n
said digital memory;
wherein 1n a real-time operation said teleprocessing device
1s configured to activate said AC signal generating device to
thereby 1nject said set of N AC signals into the 1n-vehicle
communication bus 1n such a low current level which 1s not
interfering with either an active operation or with a deep
sleep mode of the m-vehicle communication bus;
wherein in the real-time operation said teleprocessing device
1s configured to activate said impedance measuring device to
thereby measure the network bus impedance for each of said
N frequencies, forming a set of impedance values of N
RT-signals each of a different frequency as in said set of N
reference AC signals;
wherein said teleprocessing device 1s configured to statisti-
cally compare each of said impedance values of said N
RT-signals with the respective impedance values of said
reference AC signal in the 1mitial set, to thereby form a set
of N comparison-results;
wherein upon determining, by said teleprocessing device,
that any of said impedance values of said RT-signals 1s
greater than said alert-threshold value, said teleprocessing
device activates an alert:
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wherein said real-time operation of the system 1s performed
either during an active operation of the i-vehicle commu-
nication bus, or during a deep sleep mode of the in-vehicle
communication bus;

wherein the m-vehicle communication bus has at least three

clectronic control units (ECUs); and

wherein the malicious modification of hardware 1s a replace-
ment of an ECU on the in-vehicle communication bus or a
disconnection or addition of a device.

2. The system as 1n claim 1, wherein said statistically
averaging 1s a Mean Square Error (MSE) averaging.

3. The system as in claam 1, wherein said statistically
averaging uses a machine learning technique of data sets
comparison, said machine learning technique 1s a prediction
algorithm selected from the group including a logistic
regression and random forest.

4. The system as 1 claim 1, wherein each of said
impedance value of said N R-signals 1s an average of k,
impedance measurements for each frequency, wherein k,>1.

5. The system as 1n claim 1, wherein said digital memory
1s part of a remote server.

6. The system as 1n claim 1, wherein said digital memory
1s part of a remote server.

7. The non-interfering system as 1n claim 1, wherein:

a. when the real-time operation i1s performed simultane-
ously with the active operation of the m-vehicle com-
munication bus, the impedance measurement 1s further
performed 1n a non-interfering frequency range difler-
ent from the frequency of signals normally existing on
the 1n-vehicle communication bus; and

b. when the real-time operation 1s performed simultane-
ously with the deep sleep mode of the bus, the system
first determines a period of no transmission on the
in-vehicle communication bus longer that a predefined
period.

8. A non-interfering process for detecting a malicious
modification of hardware on an in-vehicle communication
bus having at least three Electronic Control Units (ECUs)
ECUs, the process comprising the steps of:

a. providing an AC signal generating device;

b. providing an impedance measuring device;

c. providing digital memory for storing digital data;

d. 1n a first preliminary initialization step, forming and
storing 1n said digital memory a set of N reference AC
signals 1njected by said AC signal generating device
into the in-vehicle communication bus, wherein each
AC signal 1n said set of N reference AC signals has a
different frequency, and wherein each AC signal 1n said
set of N reference AC signals 1s the average of k,
impedance measurements of multiple AC signals of the
same frequency, wherein k,>0;

¢. 1n a second preliminary initialization step said telepro-
cessing device sets and stores 1n said digital memory an
initial impedance-related alert-threshold value;

f. 1n a first real-time operation step, injecting said set of N
AC signals into the in-vehicle communication bus by
said AC signal generating device 1n such a low current
level which 1s not interfering with either an active
operation or with a deep sleep mode of the in-vehicle
communication bus;

g. 1 a second real-time operation step, measuring the
network bus impedance for each said mnjected AC
signal by said impedance measuring device to thereby
create a respective set of N impedance values of N
RT-signals each of a different frequency as 1n said set
of N reference AC signals;
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h. statistically comparing each said measured impedance
value of said N RT-signals with the respective imped-
ance value of said reference AC signal 1n the 1nitial set,
to thereby form a set of N comparison-results; and

1. upon determining that any of said impedance values of
said RT-signals 1s greater than said alert-threshold
value, activating an alert;

wherein said real-time steps are performed either during an
active operation of the in-vehicle communication bus, or
during a deep sleep mode of the in-vehicle communication
bus;

wherein the m-vehicle communication bus has at least three
clectronic control units (ECUSs); and

wherein the malicious modification i1s a replacement of an
ECU on the 1n-vehicle communication bus or a discussion or
addition of a device.

9. The process as 1 claim 8, wherein said statistically
averaging 1s a Mean Square Frror (MSE) averaging.

10. The process as in claim 8, wherein said statistically
averaging uses a machine learning technique of data sets
comparison, said machine learning technique 1s a prediction
algorithm selected from the group including a logistic
regression and random forest.

11. The process as in claim 8, wheremn said digital
memory 1s part of a remote server.

12. The process as 1n claim 8, wherein the working bit rate
of the m-vehicle communication bus 1s substantially lower
than the frequencies of the AC signals and thereby, the AC
signals do not interfere with the normal operational activity
ol the network bus.

13. The process as 1n claim 8, wherein the working bit rate
of the 1n-vehicle communication bus 1s such that the AC
signals may interfere with the normal operational activity of
the network bus, and wherein:

a. said determining said 1nitial set of impedance threshold

values for a respective preset set of N AC signals;

b. said injecting of said set of N AC signals 1nto the data
communication network; and

¢. said measuring of the network bus impedance for each
of said imjected AC signal,
1s performed when the data communication network 1s

in Deep Sleep Mode.

14. The non-interfering process as in claim 8, wherein:

a. when the first and second real time steps are performed
simultaneously with the active operation of the in-
vehicle communication bus, the impedance measure-
ment 1s further performed in a non-interfering 1ire-
quency range different from the frequency of signals
normally existing on the in-vehicle commumnication
bus; and

b. when the first and second real time steps are performed
simultaneously with the deep sleep mode of the in-
vehicle communication bus, the system first determines
a period of no transmission on the m-vehicle commu-
nication bus longer than a predefined threshold period.

15. A non-interfering system for detecting a malicious
modification of hardware on an in-vehicle communication
bus, the system comprising;:

a. a teleprocessing device;

b. a low current signal generating device; and

c. a low current measuring device,
wherein the low current of the low current signal generating
device and the low current of the low current measuring
device are either AC or DC configured to such a level which
1s not mterfering with either an active operation or with a
deep sleep mode of the in-vehicle communication bus;




US 11,068,590 B2

17

wherein said teleprocessing device 1s configured to activate
said low current signal generating device during an active
operation of the in-vehicle communication bus, or during a
deep sleep mode of the in-vehicle communication bus to
thereby continuously inject the low current signal;
wherein said teleprocessing device 1s configured to activate
said low current measuring device during an active opera-
tion of the in-vehicle communication bus, or during a deep
sleep mode of the mn-vehicle communication bus to thereby
continuously measure said low current signal;

wherein the in-vehicle communication bus has at least three
clectronic control units (ECUs);

wherein the malicious modification 1s a replacement of an
ECU on the in-vehicle communication bus or a disconnec-
tion or addition of a device; and

wherein upon determining, by said teleprocessing device,
that the low current 1s lower than a preset current-threshold
value, activate an alert.

16. The system as in claim 15, wherein said low current
signal 1s less than 100 pA.

17. The non-interfering system as in claim 15, wherein:

a. when the real-time operation 1s performed simultane-

ously with the active operation of the m-vehicle com-
munication bus, the impedance measurement 1s further
performed in a non-interfering frequency range difler-
ent from the frequency of signals normally existing on
the 1n-vehicle communication bus; and

b. when the real-time operation 1s performed simultane-

ously with the deep sleep mode of the in-vehicle
communication bus, the system {first determines a
period of no transmission on the n-vehicle communi-
cation bus longer that a predefined period.

18. A non-interfering process for detecting a malicious
modification of hardware on an in-vehicle communication
bus comprising the steps of:

a. providing a low current signal generating device;

b. providing a low current measuring device;

c. continuously 1injecting during an active operation of the

in-vehicle communication bus, or during a deep sleep
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mode of the in-vehicle communication bus a low
current signal into the in-vehicle communication bus by
said low current signal generating device;

d. continuously measuring during the active operation of
the 1n-vehicle communication bus, or during the deep

sleep mode of the in-vehicle communication bus the
low current signal by said low current measuring
device; and
¢. upon determining that the measured low current 1s
lower than a preset current-threshold value, activate an
alert;
wherein the mjected low current of the signal generating
device and the low current of the current measuring device
are AC or DC configured to a level which 1s not interfering
with either an active operation or with a deep sleep mode of
the 1in-vehicle communication bus:
wherein the in-vehicle communication bus has at least three
clectronic control units (ECUSs); and
wherein the malicious modification i1s a replacement of an
ECU on the n-vehicle communication bus or a disconnec-
tion or addition of a device.
19. The process as 1n claim 18, wherein said low current
signal 1s less than 100 pA.
20. The system as in claim 18, wherein said digital
memory 1s part of a remote server.
21. The non-interfering process as in claim 18, wherein:
a. when the first and second real time steps are performed
simultaneously with the active operation of the in-
vehicle communication bus, the impedance measure-
ment 1s further performed in a non-interfering 1ire-
quency range different from the frequency of signals
normally existing on the in-vehicle communication
bus; and
b. when the first and second real time steps are performed
simultaneously with the deep sleep mode of the in-
vehicle communication bus, the system first determines
a period of no transmission on the m-vehicle commu-
nication bus longer than a predefined threshold period.

% o *H % x



	Front Page
	Drawings
	Specification
	Claims

