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METHOD AND APPARATUS FOR
MANAGING EMBEDDED UNIVERSAL
INTEGRATED CIRCUIT CARD EUICC

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a national stage of International Appli-

cation No. PCT/CN2016/102721, filed on Oct. 20, 2016,
which 1s hereby incorporated by reference in 1ts entirety.

TECHNICAL FIELD

Embodiments of the present invention relate to the field of
eUICC management, and 1n particular, to a method and an

apparatus for managing an embedded universal integrated
circuit card eUICC.

BACKGROUND

In an application and development process of telecom
technologies, appearance of a contract phone, a carrier
branded smartphone, and the like allows for a good balance
between costs of using a communications service by a user
and operational benefits of an operator. To constrain a user
to use a communications service according to an agreement,
usually, on a contract phone, a carrier branded smartphone,
or the like, some operations of the user or services supported
by the device are limited to some extent in a range con-
forming to regulations. For example, an operator makes
some agreements with a user 1n aspect of a 4G service. To
constrain the user to comply with the agreements, support-
ing ol a 4G service of another operator may be limited on a
contract phone used by the user. This 1s also referred to as
a network lock or a simlock (simlock).

However, 1n such a manner, when or before the agree-
ments expire, 1f termination of the agreements 1s desired in
a paid manner, usually, the contract phone or the carrier
branded smartphone needs to be carried to a physical store
of the operator for techmical agreement termination (or
referred to as unlocking). Alternatively, a customer service
phone 1s called, or an operator web page 1s browsed by using
a computer, or another manner 1s used, to 1nitiate an agree-
ment termination/unlock request, and then the operator
updates firmware, soltware, or a parameter of the contract
phone by using OTA (over the air, over the air) or DM
(device management, device management) to perform
unlocking, and even some contract phones or carrier branded
smartphones do not support termination of the agreements.
In some countries, for example, Japan, there are legal
provisions that an operator shall be obliged to provide an
unlock service to a user.

SUMMARY

Embodiments of the present invention provide a method
and an apparatus for managing an embedded universal
integrated circuit card eUICC, so as to unlock the eUICC by
using a terminal 1n which the eUICC 1s installed. This 1s
convenient and fast, and provides a high-quality user expe-
rience.

According to a first aspect, an embodiment of the present
invention provides a method for managing an embedded
universal integrated circuit card eUICC. The eUICC 1s
installed 1in a terminal, a profile 1s 1installed 1n the eUICC, the
profile 1s locked according to a policy rule, and the method
includes: determining, by the terminal, 1dentifier informa-
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tion and verification information of the profile that needs to
be unlocked, where the 1dentifier information of the profile
1s used to i1dentily the profile installed in the terminal; and
sending, by the terminal, a first unlock message to the
cUICC, where the first unlock message carries the identifier
information and the verification imnformation of the profile,
and the first unlock message 1s used to instruct the eUICC to
determine the profile, and unlock the profile according to the
policy rule after verification performed according to the
verification information succeeds. By using this embodi-
ment of the present invention, unlocking can be imple-
mented on a used terminal device by using an LPA module,
so that complex operations for implementing unlocking by
a user externally can be avoided. It the terminal completely
downloads the profile and locks the card by using the LPA,
in a scenario in which the user pays an additional fee for
unlocking, a contract expires, user switching 1s performed,
a secondhand terminal transaction 1s performed, or the like,
an operator or the user triggers unlocking.

In an optional implementation, the determining, by the
terminal, 1dentifier information of the profile that needs to be
unlocked includes: receiving, by the termuinal, a second
unlock message, where the second unlock message carries
the identifier information of the profile, and the second
unlock message 1s used to instruct to unlock the profile.

In another optional implementation, when the second
unlock message 1s from a profile download server, the
second unlock message further includes the verification
information. By using this embodiment of the present inven-
tion, the profile download server may trigger unlocking of
the eUICC.

In still another optional implementation, before the send-
ing, by the terminal, a first unlock message to the eUICC, the
method further includes: generating, by the terminal, prompt
information according to the first unlock message, and
displaying the prompt information on a user interface, where
the prompt information is used to prompt for the profile that
needs to be unlocked; and receiving, by the terminal, unlock
confirmation information by using the user interface. By
using this embodiment of the present invention, verification
can be performed by using verification information entered
by a user.

In yet another optional implementation, when the second
unlock message 1s from the terminal, the determining, by the
terminal, verification information includes: receiving, by the
terminal, the verification information by using a user inter-
face. By using this embodiment of the present invention, the
terminal may trigger unlocking of the eUICC.

In yet another optional implementation, the unlocking the
profile according to the policy rule includes: receiving, by
the terminal, a third unlock message sent by the eUICC,
where the third unlock message carries the 1dentifier infor-
mation and the verfication information of the profile; and
sending, by the terminal, the third unlock message to a
profile download server, so that the profile download server
performs verification and/or registration.

In yet another optional implementation, when the second
unlock message 1s from the terminal, the determining, by the
terminal, verification information includes: sending, by the
terminal, a fourth unlock message to the profile download
server, where the fourth unlock message carries the identifier
information of the profile that needs to be unlocked, and the
fourth unlock message 1s used to message the verification
information; and recerving, by the terminal, the verification
information sent by the profile download server.

In yet another optional 1implementation, the method fur-
ther includes: obtaining, by the terminal, information about
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the eUICC and information about an SM-DP, to perform
mutual authentication on the eUICC and the SM-DP.

In yet another optional implementation, after the receiv-
ing, by the terminal, a second unlock message, the method
turther includes: displaying, by the terminal, a payment
interface, to perform a pay-to-unlock operation.

According to a second aspect, an embodiment of the
present invention provides a method for managing an
embedded universal integrated circuit card eUICC. The
cUICC 1s installed 1n a terminal, a profile 1s installed in the
cUICC, the profile 1s locked according to a policy rule, and
the method 1ncludes: receiving, by the eUICC, a first unlock
message sent by the terminal, where the first unlock message
carries 1dentifier information and verification information of
the profile, and the identifier information of the profile 1s
used to i1dentily the profile installed in the terminal; deter-
mimng, by the eUICC, the profile, and performing verifi-
cation according to locally stored venfication information
and the verification imnformation carried in the first unlock
message; and unlocking, by the eUICC, the profile accord-
ing to the policy rule after the verification succeeds.

In an optional implementation, the unlocking, by the
cUICC, the profile according to the policy rule includes:
determining, by the eUICC according to the policy rule,
whether the profile satisfies an unlock condition; and 11 the
profile satisfies the unlock condition, unlockmgj by the
cUICC, the profile, and setting a provisioning profile PP to
an enabled state.

In another optional implementation, before the unlocking,
by the eUICC, the profile according to the policy rule, the
method further includes: sending, by the eUICC, another
unlock message to a profile download server by using the
terminal, where the another unlock message carries the
identifier information and the verification information of the
profile, and the another unlock message 1s used to message
the profile download server to confirm to unlock the profile;
and receiving, by the eUICC by using the terminal, unlock
response information sent by the profile download server.

In still another optional implementation, before the
unlocking, by the eUICC, the profile according to the policy
rule, the method further includes: performing, by the
cUICC, mutual authentication with the SM-DP by using the
terminal.

According to a third aspect, an embodiment of the present
invention provides a method for managing an embedded
universal integrated circuit card eUICC. The eUICC 1s
installed 1in a terminal, a profile 1s installed 1n the eUICC, the
profile 1s locked according to a policy rule, and the method
includes: determining, by a profile download server, 1den-
tifier information and verification information of the profile
that needs to be unlocked, where the identifier information
of the profile 1s used to i1dentity the profile 1nstalled 1n the
terminal; and when the profile satisfies an unlock condition,
after verification performed according to the verification
information succeeds, marking, by the profile download
server, the profile as unlocked.

In an optional implementation, after the determiming, by
an SM-DP, identifier information and verification informa-
tion of the profile that needs to be unlocked, the method
turther includes: sending, by the profile download server, an
unlock message to the terminal, where the unlock message
carries the identifier immformation of the profile, and the
unlock message 1s used to instruct to unlock the profile.

In still another optional implementation, the determining,
by an SM-DP, identifier information and verification infor-
mation of the profile that needs to be unlocked includes:
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receiving, by the profile download server, the identifier
information and the verification immformation of the profile
that are sent by the terminal.

According to a fourth aspect, an embodiment of the
present mvention provides an apparatus for managing an
cUICC. The apparatus can implement steps performed by
the terminal 1n the method according to the first aspect and
the optional implementations. The apparatus may be imple-
mented by hardware, or may be implemented by executing
corresponding software by hardware. The hardware or sofit-
ware 1ncludes one or more modules corresponding to the
foregoing function.

According to a fifth aspect, an embodiment of the present
invention provides an apparatus for managing an eUICC.
The apparatus can implement steps performed by the eUICC
in the method according to the second aspect and the
optional 1mplementations. The apparatus may be 1mple-
mented by hardware, or may be implemented by executing
corresponding software by hardware. The hardware or sofit-
ware 1ncludes one or more modules corresponding to the
foregoing function.

According to a sixth aspect, an embodiment of the present
invention provides an apparatus for managing an eUICC.
The apparatus can implement steps performed by the epro-
file download server in the method according to the third
aspect and the optional implementations. The apparatus may
be implemented by hardware, or may be implemented by
executing corresponding soitware by hardware. The hard-
ware or software 1includes one or more modules correspond-
ing to the foregoing function.

According to a seventh aspect, an embodiment of the
present invention provides a terminal. The terminal includes
a transcerver, a processor, and a memory. The transcerver 1s
configured to interact with a profile download server, and
may include a recerver and a transmitter. The memory 1s
configured to store a program and data. "

The processor
executes the program stored in the memory, to implement
steps performed by a sending device according to the first
aspect and the optional implementations.

According to an eighth aspect, an embodiment of the
present invention provides a profile download server. The
receiving device includes a transceiver, a processor, and a
memory. The modules may be connected by using a bus. The
transceiver 1s configured to communicate with a terminal.
The memory 1s configured to store program code and data.
The processor performs, according to a program instruction
stored 1n the memory, operations and steps of the profile
download server according to the third aspect and the
optional implementations.

According to a ninth aspect, an embodiment of the present
invention provides an eUICC. The receiving device includes
a transcerver, a processor, and a memory. The modules may
be connected by using a bus. The transceiver 1s configured
to communicate with a terminal and a profile download
server. The memory 1s configured to store program code and
data. The processor performs, according to a program
instruction stored in the memory, operations and steps of the
cUICC according to the second aspect and the optional
implementations.

According to a tenth aspect, an embodiment of the present
invention provides a computer storage medium, configured
to store a computer soltware instruction used by the fore-
going terminal and including a program designed to perform
the first aspect and the optional implementations.

According to an eleventh aspect, an embodiment of the
present invention provides a computer storage medium,
configured to store a computer software 1nstruction used by
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the foregoing eUICC and including a program designed to
perform the second aspect and the optional implementations.

According to a twelfth aspect, an embodiment of the
present invention provides a computer storage medium,
configured to store a computer software instruction used by
the foregoing profile download server and including a pro-
gram designed to perform the third aspect and the optional
implementations.

According to a thirteenth aspect, an embodiment of the
present invention provides an eUICC management system.
The eUICC management system includes a terminal, an
cUICC, and a profile download server, where the terminal 1s
the terminal according to the seventh aspect; the profile
download server 1s the profile download server according to
the eighth aspect; and the eUICC 1s the eUICC according to
the ninth aspect.

BRIEF DESCRIPTION OF DRAWINGS

To describe the technical solutions in the embodiments of
the present invention or in the prior art more clearly, the
following briefly describes the accompanying drawings
required for describing the embodiments or the prior art.
Apparently, the accompanying drawings in the following
description show some embodiments of the present inven-
tion, and a person of ordinary skill in the art may still derive
other drawings from these accompanying drawings without
creative eflorts.

FIG. 1 1s a schematic diagram of a system architecture
according to the present invention;

FIG. 2 1s a schematic structural diagram of a terminal
according to an embodiment of the present invention;

FIG. 3 1s a schematic structural diagram of an eUICC;

FIG. 4 1s a schematic flowchart of a method for managing,
an eUICC according to an embodiment of the present
invention;

FIG. SA 1s an example of a terminal;

FIG. 3B 1s an example of another terminal;

FIG. 5C 1s an example of still another terminal;

FIG. 5D 1s an example of yet another terminal;

FIG. SE 1s an example of yet another terminal;

FIG. SF 1s an example of yet another terminal;

FIG. 6 1s a signaling exchange diagram of a method for
managing an eUICC according to an embodiment of the
present ivention;

FI1G. 7 1s a signaling exchange diagram of another method
for managing an eUICC according to an embodiment of the
present mvention;

FIG. 8 1s a signaling exchange diagram of still another
method for managing an eUICC according to an embodi-
ment of the present invention;

FIG. 9 1s a schematic structural diagram of an apparatus
for managing an eUICC according to an embodiment of the
present mvention;

FIG. 10 1s a schematic structural diagram of another
apparatus for managing an eUICC according to an embodi-
ment of the present invention;

FIG. 11 1s a schematic structural diagram of still another
apparatus for managing an eUICC according to an embodi-
ment of the present mnvention;

FIG. 12 1s a schematic structural diagram of an eUICC
according to an embodiment of the present invention;

FIG. 13 1s a schematic structural diagram of a terminal
according to an embodiment of the present invention; and
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FIG. 14 1s a schematic structural diagram of a profile
download server according to an embodiment of the present
invention.

DESCRIPTION OF EMBODIMENTS

To make the objectives, technical solutions, and advan-
tages of the embodiments of the present invention clearer,
the following clearly and completely describes the technical
solutions 1n the embodiments of the present invention with
reference to the accompanying drawings 1n the embodiments
of the present invention. Apparently, the described embodi-
ments are some but not all of the embodiments of the present
invention. All other embodiments obtained by a person of
ordinary skill 1n the art based on the embodiments of the
present invention without creative eflorts shall fall within
the protection scope of the present invention.

In the embodiments of the present mvention, a UICC
(Unmiversal Integrated Circuit Card, universal integrated cir-
cuit card) 1s a removable smart card. A user only needs to
draw out a UICC card from a terminal and insert the UICC
card into another terminal, to conveniently transfer infor-
mation stored 1n the UICC from the terminal to the another

terminal.

An eUICC (embedded UICC, embedded universal inte-
grated circuit card) 1s formed by embedding the UICC nto
a terminal by using encapsulation, welding, or the like. The
cUICC 1s inconvenient to plug and cannot be randomly
changed like the UICC, and therefore, can avoid a risk of
being stolen or used for another purpose. The eUICC may
also be referred to as an eSIM (embedded Subscriber
Identity Module, embedded subscriber identity module) or a
smart card.

An ICCID (Integrated Circuit Card ID, itegrated circuit
card identifier) 1s used to uniquely identily a profile. The
ICCID may also be referred to as a profile ID.

An EID (eUICC-ID, eUICC identifier) 1s an eUICC
identifier, and 1s used to umquely identify an eUICC.

An EIS (eUICC Information Set, eUICC information set)
1s an eUICC information set and includes basic information
of an eUICC, for example, information such as an EID, a
production date, total storage space, available storage space,
a quantity of profiles currently stored in the eUICC, and a
type.

A profile 1s a set of file structures, data, application
programs, and the like, and may include one or more
network access applications and corresponding network
access credentials, for example, an international mobile
subscriber 1dentity and a personal key 1dentity (Key Identity,
KI).

A provisioning profile 1s a profile having a provisioning
type or attribute, which 1s referred to as a provisioning
proflle for short. The profile 1s mainly used to provide a
connection between an eUICC and a profile download
server. The profile download server manages the eUICC and
the profile by using the connection provided by the profile
(for example, downloads a new profile, and enables, dis-
ables, or deletes the profile).

An operational profile 1s a profile having an operational
type or attribute, Which i1s referred to as an operational
profile for short. A terminal and an eUICC may access, by
using the profile, all allowed networks that the profile
subscribes to. A function of the operational profile 1s similar
to that of an existing UICC.

An enabled profile 1s an enabled profile. Only a file and

an application 1n the enabled profile can be selected by using
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an interface between a terminal and an eUICC. That 1s, a
profile can be used by the terminal to access a network, only
alter the profile 1s enabled.

A disabled profile 1s a disabled profile, that 1s, a profile
that 1s not used to access a network.

Policy rules are policy rules, and are a series of rules used
to control a behavior of an eUICC or a behavior of another
entity that remotely manages an eUICC, for example, a
condition that needs to be satisfied for performing an opera-
tion.

As shown 1n FIG. 1, FIG. 1 1s a schematic diagram of a
system architecture according to the present invention. The
system architecture includes:

an SM-DP (Subscription Manager-Data Preparing, sub-
scription manager-data preparing) that may generate,
according to basic subscription information (for example, an
IMSI (International Mobile Subscriber Identity, interna-
tional mobile subscriber identity)) provided by an MNO
(Mobile Network Operator, mobile network operator), a
profile that can be downloaded to an eUICC, and 1s also
referred to as a profile provisioner or a profile download
Server;

an EUM (eUICC Manufacturer, eUICC manufacturer)
that 1s an eUICC manufacturer, produces and sells eUICC
cards, and provides delivery information (an EIS) of the
cUICC to an SM-SR mmitially associated with the eUICC;
and

a CI (Certificate Issuer, certificate 1ssuer) that 1s a certifi-
cate 1ssuer and used to i1ssue a certificate to another entity
such as a download server.

In the embodiments of the present invention, a terminal
(Terminal) may also be referred to as a system, a subscriber
unit, a subscriber station, a mobile station, a mobile station,
a remote station, a remote terminal, a mobile device, a user
terminal, a mobile terminal, a wireless communications
device, a user agent, a user apparatus, or user equipment
(User Equipment, UE for short). For example, the terminal
may be a cellular phone, a cordless phone, a smartwatch, a
wearable device, a tablet device, an unmanned aerial
vehicle, a vending machine, a sensor device, a Session
Inmtiation Protocol (Session Initiation Protocol, SIP {for
short) phone, a wireless local loop (Wireless Local Loop,
WLL for short) station, a personal digital assistant (Personal
Digital Assistant, PDA for short), a handheld device having
a wireless communication function, a computing device, an
in-vehicle communications module, a smart meter, a smart

home device or another processing device connected to a
wireless modem. An eUICC 1s installed 1n the terminal, a
profile 1s installed 1n the eUICC, and the profile imncludes
policy rules.

The terminal 1s further described below with reference to
FIG. 2. FIG. 2 shows an example of an embodiment of a
terminal 200 configured to implement a method 1n the
present invention. The terminal 200 includes an application
processing circuit 202, an eUICC 204, and one or more radio
interfaces, and an associated baseband processing circuit
206.

The application processing circuit 202 may include a
digital signal processor, a microprocessor, a field program-
mable gate array, or a plurality of processing components
installed on one or more substrates. The application pro-
cessing circuit 202 may further include a memory. The
memory may 1include, for example, an SRAM, a flash
memory, and an SDRAM component. The memory stores a
computer executable instruction and data that can be
executed by a processor subsystem.
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The application processing circuit 202 may include an
LPA (Local Profile Assistant, local provisioning profile
assistant) module. The LPA 1s configured to: download and
manage a profile, and provide a Ul interface to a terminal
user (for example, provide a profile 1nstallation list), so that
the terminal user can manage a local profile 1n an eUICC
(enable, disable, delete, and unlock). In addition, an EID
and/or an ICCID may be searched for by using the LPA
module. The LPA may be a virtual logic module, or may be
a physical module, for example, a field programmable gate
array.

The application processing circuit 202 and the one or
more baseband processing circuits 206 both directly com-
municate with the eUICC 204. The application processing
circuit 202 directly communicates with the eUICC 204 by
using the LPA. However, a person of ordinary skill 1n the art
should understand that, various aspects of the present inven-
tion provide multi-layer access control and parallel access.
Therefore, in some embodiments, the application processor
may directly access a tool kit application program without
allecting main access control on a client interface. For
example, a user can search any profile for contact informa-
tion without (operationally) switching to a different profile.

The LPA includes:

a local discovery service (Local Discovery Service, LDS),
a local provisioning profile download (Local Profile Down-
load, LPD), and a local user interface Ul iterface (Local
User Interface, LUI). A user terminal and the LPA 1n the
cUICC may include any one or more of the LDS, the LPD,
or the LUIL

The LUI (Local User Interface, local user interface)
module provides a Ul for user selection and user switching,
and provides a Ul for unlocking the eUICC and removing a
SIMLock by a user. The LUI module may receive an unlock
request from a network or an unlock request triggered by a
user of the terminal. When the unlock request from the
network 1s received, the verification information may be
carried. After the LUI informs the user that an unlock
operation 1s to be performed, the LUI notifies the eUICC,
and after the eUICC successiully performs matching on the
verification 1nformation, the eUICC 1s unlocked. For
example, a disable not allowed parameter 1n a policy rule 1s
changed, so that an enabled profile may be disabled, or a
“disable” switch 1n a policy rule 1s enabled, so that a policy
rule for locking the eUICC 1s mvalid, or an enabled profile
1s deleted, to unlock the eUICC. That the eUICC 1s locked
may mean that an enabled profile that 1s 1n the eUICC and
that 1s being used to access a particular operator network
cannot be replaced, that 1s, the terminal can access only a
subscribed and eligible service provided by the particular
operator network. When the unlock request from the user of
the terminal 1s receirved, after the user enters verification
information 1n the LUI, the LUI may notify the eUICC, so
that after the eUICC successtully performs matching on the
verification information, the eUICC 1s unlocked. When the
unlock request from the user of the terminal 1s recerved, the
terminal may further request a server to return the verifica-
tion information, so as to unlock the eUICC. Further, the
server may calculate a payment amount required for unlock-
ing, and after successiul payment, the server returns the
verification information, the LUI notifies the eUICC, and
alter the eUICC successiully performs matching on the
verification information, the eUICC 1s unlocked.

The baseband processing circuit 206 1s further configured
to communication with another device such as a network
device. Proper antennas and modem subsystems are
deployed, so that the baseband processing circuit 206 sup-
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ports different radio technologies such as a GSM, CDMA, a
UMTS, LTE/LTE-A, WiMAX, a WLAN, Bluetooth, a

LPWAN (Low-Power Wide-Area Network, low power wide

area network). LoRa (Long Range, long range low power
Internet of Things transmission technology), Sigiox, NB-
IoT (Narrow-Band 10T, narrowband IoT), and LTE-M (Long
Term Evolution Machine to Machine, Long Term Evolution
Machine to Machine).

It should be noted that FIG. 2 shows only a simplified
structure of the terminal. Although not shown, the terminal
may further include one or more components of a touch-
screen (such as a multi-touch interface), an LCD display, a
speaker and/or a microphone.

A structure of the eUICC 1s further described with refer-
ence to FIG. 3. As shown 1n FIG. 3, the eUICC 1includes:

an EHCASD (eUICC Controlling Authority Security
Domain, eUICC controlling authority security domain) used
to store a certificate and a private key of the eUICC, and
store a public key of a CI, where the ECASD may also store
a key used for key negotiation, or the like; and the ECASD
stores the key and the certificate of the eUICC; and

an ISD-R (Issuer Security Domain Root, 1ssuer security
domain root) that 1s preset before delivery of the eUICC, 1s
a security domain having a relatively high authority, 1s used
to complete some security verification, and may be further
used to create a new ISD-P (Issuer Security Domain Profile,
1ssuer security domain profile).

The ISD-P 1s also referred to as a profile domain, 1s space
used to store the profile, and stores a key for performing
security communication with the SM-DP, and a credential
used to decrypt and 1install the profile.

Two profiles are further shown in FIG. 3, where one 1s an
enabled profile, and the other 1s a disabled profile. Each
profile further includes: a file system, an NAA (Network
Access Application, network access application), a policy
rule, another application, and an MNO-SD (Mobile Network
Operator Security Domain, mobile network operator secu-
rity domain).

An eUICC operating system includes a platform service
management unit (Platform Service Manager) and a telecom

framework (Telecom Framework). The platform service
management unit 1s configured to provide a platform man-
agement function and a policy rule execution mechanism.
The telecom framework 1s configured to provide a standard
network authorization algorithm to the NAA, and further

can configure an algorithm by using a requirement param-
eter.

FI1G. 4 15 a schematic flowchart of a method for managing,
an eUICC according to an embodiment of the present
invention. As shown in FIG. 4, the eUICC 1s 1nstalled 1n a
terminal, a profile 1s mstalled in the eUICC, and the profile
1s locked according to a policy rule. The policy rule further
correspondingly includes verification information. The veri-
fication information may be a preset password or verification
code such as a PIN, or may be 1dentity information such as
an operator 1dentifier. The method specifically includes the
following steps.

Step 412: The terminal receives a second unlock message,
where the second unlock message carries an identifier of the
profile.

When an unlock operation 1s performed on the profile,
first, a profile of an eUICC on which an unlock operation 1s
to be performed needs to be determined, that 1s, the terminal
determines 1dentifier information of the profile that needs to

be unlocked.
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The terminal further needs verification information, to
facilitate verification, thereby ensuring that only a party
having an authority can unlock the profile.

Step 414: The terminal sends a first unlock message to the
cUICC, where the first unlock message carries the identifier
and verification information of the profile.

The first unlock message 1s used to mstruct the eUICC to
unlock the profile after verification succeeds.

Step 416: The eUICC performs verification according to
the verification imformation.

After receiving the first unlock message sent by the
terminal, the eUICC performs verification according to the
verification information carried 1n the first unlock message,
for example, makes a comparison according to locally stored
verification information, or determines, according to the
verification information, whether an initiator of the first

unlock request has an authority.

Step 418: The eUICC unlocks the profile, and re-enables
a PP.

After determining the verification information, the eUICC
unlocks the profile identified by the 1dentifier information of
the profile carried 1n the first unlock message, for example,
releases an operation authority of the profile, for example,
deletes the profile, or downloads and enables a profile of
another operator for use.

After the eUICC performs verification according to the
verification information and determines that the verification
fails, the terminal remains in a locked state.

In this embodiment of the present invention, the terminal
in which the eUICC 1s installed implements the unlock
operation on the eUICC, so that the eUICC 1s more conve-
niently unlocked, a use scenario of the eUICC 1s 1ncreased,
and costs for producing a contract phone by an operator 1s
reduced. Therelore, usability of the contract phone 1s higher,
and high-quality user experience 1s provided.

In a specific implementation process of this embodiment
of the present invention, there are a plurality of implemen-
tations for sources of the second unlock message. This
embodiment of the present invention 1s further described by
using that the second unlock message 1s from a profile

download server or the terminal.

In an embodiment, when the unlock message 1s from the
profile download server, the second unlock message further
carries the verification information. The profile download
server may send the second unlock message to the terminal,
where the second unlock message carries the identifier
information and the verification information of the profile.
The method turther specifically includes the following steps.

Step 422: The terminal displays prompt information indi-
cating whether to unlock the profile.

After receiving the second unlock message sent by the
proflle download server, the terminal may display the
prompt information on a user interface, to prompt for the
profile that needs to be unlocked.

After recerving a confirmation message by using the user
interface, the terminal performs step 414.

After the terminal receives, by using the user interface, a
message indicating cancellation or no, the terminal remains
in the locked state.

In another embodiment, when the second unlock message
1s from the terminal, the terminal further needs to determine
the verification information. The method further specifically
includes the following steps.

Step 442: The terminal receives the verification informa-
tion by using a user interface.
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After this step, step 414 may be performed.

After step 416 1s performed, after the verification per-
formed by the eUICC succeeds, registration may be per-
tformed with the profile download server, and the following
step further needs to be performed.

Step 444: The terminal receives a third unlock informa-
tion sent by the eUICC, where the third unlock information
carries the idenfifier information and the verification infor-
mation of the profile.

Step 446: The terminal sends the third unlock information
to the profile download server. The third unlock information
carries the identifier information of the profile, and may
turther carry the verification information. Alternatively, the
third unlock information may further carry information
indicating that the verification performed by the eUICC
succeeds.

Step 448: The profile download server performs verifica-
tion and/or registration according to the third unlock infor-
mation.

The profile download server may return a confirmation
message after the verification succeeds and/or the registra-
tion succeeds. The eUICC performs step 418 after receiving,
the confirmation message sent by the profile download
Server.

In still another embodiment, when the second unlock
message 1s from the terminal, the terminal may further verity
the verification information for the profile download server.
The method further specifically includes the following steps.

Step 432: The terminal sends a fourth unlock message to
the server, where the fourth unlock message carries the
identifier information of the profile.

Step 434: The profile download server returns the verifi-
cation information.

Step 414 continues to be performed.

This embodiment of the present invention 1s further
described below with reference to the accompanying draw-
ings. As shown i FIG. 4A to FIG. F, the terminal 2000
includes a main body 2100. The main body 2100 includes a
touchscreen 2110. A touch panel and a display panel may be
integrated to implement input and output functions of the
terminal 2000. The touchscreen 2100 displays the user
interface. A photosensitive element 2120, an earpiece 2130,
a camera 2140, a function key 2150, a volume key 2160, and
a power key 2170 are further shown in the figure. The
camera 2140 may be a front-facing camera or may include
a rear-facing camera. It should be learned that, the terminal
shown 1n the figure 1s merely an example, and the terminal
in this embodiment of the present invention may include
more or fewer components.

As shown in FIG. SA, an LUI module 1n the terminal 2000
includes a profile information list. Profile information 1n the
cUICC can be viewed by triggering by a user. FIG. SA
shows three profile (a 1stProfile option 2111, a 2ndProfile
option 2112, and a 3rdProfile option 2113) management
options, an option 2114 of a provisioning profile, and a user
switching option 2115. A profile corresponding to the
1stProfile option 2111 1s enabled (enabled), and profiles
corresponding to the other options are 1n a disabled state
(disabled).

A profile operation interface corresponding to the 1stPro-
file option 2111 may be entered by selecting the 1stProfile
option 2111. As shown in FIG. SA, a profile operation
interface shown in FIG. 5B can be entered by tapping the
1stProfile option 2111 by using a user touch point 2200. As
shown 1n FIG. 5B, the operation interface includes a profile
disabling (disabling) option 2116, a profile deletion option
2117, a profile transfer option 2118, and a profile unlock

10

15

20

25

30

35

40

45

50

55

60

65

12

option 2119. Options such as the profile disabling option
2116, the profile deletion option 2117, and the profile
transier option 2118 are in an unselectable state (a locked
state). The profile unlock option 2119 1s 1n a selectable state.
An unlock operation may be triggered by tapping the profile
unlock option 2119 by using a user touch point 2300.

As shown in FIG. 5C, the terminal receives an unlock
request sent by a network side; or when the user triggers and
taps the profile unlock option 2119, a prompt may be given
by using the user interface, where the prompt may include
confirmation and cancellation options. The confirmation
option may be triggered by using a user touch point 2400, to
enter a verification mformation mput interface shown 1in
FIG. SD. As shown 1n FIG. 5D, the user 1s prompted to enter
a s1x-digit personal identification number (Personal Ident-
fication Number, PIN) on the user interface, to perform
verification. In addition, the confirmation and cancellation
options may be further provided. The confirmation option
may be triggered by using a user touch point 2500, to
perform confirmation.

The PIN may be predefined by an operator server, or may
be obtained by using negotiation between an operator server
and user equipment. For example, the operator may set an
initial PIN and store the initial PIN in the operator server and
the eUICC. The user equipment may change the PIN stored
in the eUICC, and notily the operator server; or the user
equipment requests PIN changing from the operator server.

After the terminal receives the unlock request triggered by
the user and sends the unlock request to the server, the server
determines an unlock condition, and when the unlock con-
dition 1s that a particular fee needs to be paid, notifies the
user of a required amount. As shown 1n FIG. 5E, an unlock
and payment prompt 1s displayed by using the LUI, to
prompt the user to complete payment before unlocking. The
prompt may include confirmation and cancellation options.
The confirmation option may be triggered by using a user
touch point 2600, to confirm the payment. After the payment
succeeds, a prompt may be given. As shown 1n FIG. 5F, a
payment success interface 1s displayed.

This embodiment of the present invention i1s further
described below with reference to FIG. 6 to FIG. 8. For clear
descriptions, in the following embodiments, the eUICC 1s
used as a separate body for description, and 1n the following
embodiments, the terminal mainly provides the LPA mod-
ule. It should be learned that, the eUICC 1s 1nstalled 1n the
terminal, and in the following embodiments, descriptions are
provided by using only that the SM-DP 1s an example of the
profile download server. Description manners 1n the follow-
ing embodiments do not constitute a limitation to the struc-
ture.

FIG. 6 1s a signaling exchange diagram of another method
for managing an eUICC according to an embodiment of the
present invention. In this embodiment of the present inven-
tion, the eUICC 1s embedded 1n a terminal, a profile 1s
installed 1n the eUICC, and the profile includes policy rules.
In this embodiment of the present invention, a bound profile
in the eUICC 1n the terminal 1s unlocked by using an LPA
deployved 1n the terminal, thereby improving user experi-
ence. The LPA may be deployed 1n the terminal, or may be
deployed 1n the eUICC. An SM-DP 1s a server generating
and downloading the profile. An operator server i1s an
operator server bound with a currently enabled profile in a
user terminal and providing a service.

As shown i FIG. 6, this embodiment of the present
invention specifically includes the following steps.

S610: The SM-DP recerves a first unlock request (Unlock

request sent by the operator server, where the first unlock
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request carries any information or a combination of any
information of an EID, an ICCID, or verification informa-
tion.

Specifically, the operator server stores an EID, an ICCID,
verification information used to unlock a profile in the

cUICC, and the like. The operator server may request,
according to the EID, the ICCID, and the verification
information, the SM-DP to unlock the profile in the eUICC
that 1s 1ndicated by the FEID and the ICCID.

For example, when publishing a terminal 1n which an
cUICC 1s installed, an operator may install a profile 1 the
cUICC 1n the terminal, and configure policy rules, so that
operations such as disabling, deletion, removal, or profile
switching can be performed on the profile only after the
profile 1s unlocked. These operations may be uniformly
referred to as locked user authorities. A user can use the
locked user authorities only after these authorities are
unlocked. A profile unlock condition may be that a user (a
user who uses the terminal) pays a fee, a contract expires, or
the like.

When the operator publishes the terminal in which the
cUICC 1s installed, the operator server and the eUICC may
correspondingly store an EID, an ICCID, and verification
information of the terminal. The user may perform registra-
tion by using the terminal or the operator server. The
operator server determines user information (for example, a
name, a mail address, and a living address) by using the
registration. The verification information may be further
changed by using the registration. For example, the verifi-
cation mnformation may be a PIN. The operator server and
the eUICC generally store a default PIN, and the user may
change the PIN during the registration.

The venification information may be a PIN that 1s agreed
on 1n advance, or may be an operator identifier. An eUICC
operating system or an eUICC platform presets an authority
list of policy rules that can set. The authority list includes an
“Allowed Operators™ field, and a policy rule corresponding
to an operator identifier. For example, an authority corre-
sponding to an operator A identifier corresponding to an
operator A may be an authority to set “Disabling of this
Profile 1s not allowed”. That 1s, the operator A has an
authority to set that a particular profile cannot be disabled.
Alternatively, an authority corresponding to an operator A
identifier 1s an authority to set or unset “Disabling of this
Profile 1s not allowed”. When the authority 1s disabled, the
user can unlock the terminal, and disable the profile.

In addition, after the registration 1s finished, during use of
the terminal, the verification information may be changed.
For example, change of the verification information may be
initiated by using the terminal, or change of the verification
information may be mitiated by using the operator server.

In this embodiment of the present invention, when the
user 1s out of contract, the operator server may 1nitiate an
unlock operation; or after the user pays the operator, the
operator server may 1nitiate an unlock operation. In conclu-
sion, when the operator server determines that the profile 1n
the eUICC 1n the terminal satisfies the unlock condition, the

operator server may 1initiate the unlock operation.
S620: The SM-DP imitiates mutual authentication

between the eUICC and the SM-DP. A process of the mutual
authentication is further described below.

The SM-DP sends an initial authentication request (for
example, Push to imtialized mutual certification) to the
terminal.

The terminal may send a request (for example, getEU.
info) to the eUICC by using the LPA, to obtain eU.

challenge.
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The terminal may send an 1nitial authentication (authen-
tication performed by the eUICC on the SM-DP) message

(Inttial Authentication) to the SM-DP by using the LPA, to

initiate an 1mitial authentication process. The 1nitial authen-
tication request may carry eUICC challenge information,

SVN, eUICCinfol, and an address of the SM-DP.

The SM-DP checks the eUICC challenge information, the
cUICC 1nfol, the corresponding address of the SM-DP that
are recerved, and generates SM-DP challenge information.
The SM-DP signs the address of the SM-DP, the eUICC
challenge information, and the SM-DP challenge informa-
tion, and then sends the address of the SM-DP, the eUICC

challenge imnformation, and the SM-DP challenge informa-
tion to the LPA. After recerving the address of the SM-DP,

the eUICC challenge information, and the SM-DP challenge
information that are signed and sent by the SM-DP, and
checking the address of the SM-DP, the LPA sends infor-

mation with a signature to the eUICC for check.

After checking and confirming the information signed by

the SM-DP, the eUICC signs eUICC challenge, ECKA,
eUICCinfo2, and the like. The eUICC sends the information
with a signature to the SM-DP by using the LPA of the
terminal, and the SM-DP authenticates the eUICC. The
SM-DP checks the signature of the eUICC, determines that
the terminal 1n which the eUICC 1s located 1s an eligible
terminal to be unlocked. The SM-DP generates SM-DP
sign2, where the SM-DP sign2 1s information obtained after
the venification information and the ICCID are signed by the
SM-DP, and sims obtained PIN information and sends the
PIN information to the eUICC. The verification information
may be a PIN that i1s agreed on 1n advance, or an operator
identifier.

S630: The SM-DP sends a second unlock request (the
second unlock request 1n this step 1s equivalent to the second
unlock message 1n the embodiment shown 1n FI1G. 4) to the
terminal, where the second unlock request carries a signature
of the SM-DP. The second unlock request may carry the EID
and/or the ICCID, and the verification information with the
signature. For example, the second request may be an unlock
request carrying the SM DP _sign2. After the mutual authen-
tication 1s performed on the eUICC and the SM-DP, after the
SM-DP and the eUICC confirm 1dentities of each other, the
SM-DP may send the second unlock request to the eUICC.

S540: After recerving the second unlock request sent by
the SM-DP, the terminal generates prompt information, to
prompt the user to confirm to unlock the enabled profile of
the eUICC.

In this embodiment of the present invention, unlocking of
the eUICC 1s mitiated from the network side (the SM-DP 1s
a network side device of the terminal). In an unlocking
process, the terminal may prompt the user, and unlock the
enabled profile in the eUICC after the user enters confirma-
tion information. Specifically, after receiving the second
unlock request, the terminal may perform determining, and
alter determinming that the second unlock request 1s from the
network side, generate the prompt information, to prompt
the user to confirm to unlock the profile 1n the eUICC. The
terminal may determine, by using a signature 1n the second
unlock request, whether the second unlock request i1s from
the network side, that 1s, determine whether the second
unlock request includes the signature of the SM-DP.

After recerving that the user confirms to unlock the profile
of the eUICC, the terminal sends the second unlock request
to the eUICC (the second unlock request in this step 1s
equivalent to the first unlock message 1n the embodiment

shown 1n FIG. 4).
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S660: The eUICC unlocks the corresponding profile
according to the second unlock request.

After receiving the second unlock request, the eUICC
may obtain by parsing the EID and/or the ICCID, and the
verification information that are carried in the second unlock
request, compare locally stored verification information with
the verification information obtained by parsing, and if the
verification information 1s the same, unlock the profile

corresponding to the FID and/or the ICCID. The eUICC

may modily a parameter 1in the policy rule, for example,
disables a parameter “Disabling of this Profile 1s not
allowed”, to unlock the profile.

After the UICC 1s unlocked, the provisioning profile 1s
restored to the enabled state, to configure or obtain a new
proflle to access a new network and obtain a network
connection service.

S670: The eUICC sends an unlock success confirmation
message (Notily unlock success) to the terminal.

S680: The terminal sends the unlock success confirmation
message to the SM-DP.

FI1G. 7 1s a signaling exchange diagram of another method
for managing an eUICC according to an embodiment of the
present invention. By using this embodiment of the present
invention, a method for initiating unlocking of a profile 1n an
cUICC to a network side by using an LPA 1n a terminal 1s
provided, and an ecligible unlock operation 1s ensured by
entering verification information by a user. As shown 1n FIG.
7, this embodiment of the present invention specifically
includes the following steps.

S710: The terminal determines a first unlock request (the
first unlock request 1n this step 1s equivalent to the second
unlock message 1n the embodiment shown in FIG. 4), where
the unlock request carries an FID and/or an ICCID, and the
first unlock request 1s used to request to unlock a profile

indicated by the EID and/or the ICCID.

The terminal may receive, by using the LPA, the first
unlock request entered by the user. Specifically, the terminal
may determine, by using a user interface provided by the
LPA and used for unlocking the profile corresponding to the
EID and/or the ICCID, the first unlock request entered by the

user.

S720: The terminal obtains verification information
required for unlocking the eUICC.

As described 1n the embodiment shown in FIG. 6, an
operator server and the eUICC store at least one piece of
information such as the EID, the ICCID, or the verification
information used to unlock the profile in the eUICC.

The terminal may send an obtaiming request to the eUICC
or the operator server by using the LPA, to obtain the EID,
the ICCID, the verification information used to unlock the
profile 1n the eUICC, and the like that are stored in the
cUICC.

The terminal may prompt the user to enter the verification
information, so as to receive the verification information
entered by the user. The verification information may be a
PIN.

After determiming that the first unlock request 1s received,
the terminal needs to determine whether the user has an
authority to perform an unlock operation on the eUICC.
Theretfore, the user needs to provide the verification infor-
mation. S730: The terminal sends a second unlock request
(Unlock request) (the second unlock request 1n this step 1s
equivalent to the first unlock message 1 the embodiment
shown 1n FIG. 4) to the eUICC, where the second unlock

request may carry the verification information, and the RD
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and/or the ICCID, and the second unlock request 1s used to
request to unlock the profile indicated by the EID and/or the
ICCID.

S740: The eUICC performs matching between locally
stored verfication information corresponding to an EID
and/or an ICCID and the venfication information in the
received second unlock request.

In an embodiment, if the locally stored venfication infor-
mation corresponding to the EID and/or the ICCID matches
the verification information in the received second unlock
request, the eUICC may request the terminal to perform
mutual authentication between the eUICC and an SM-DP
For a process of the mutual authentication, refer to a process
in S220 in FIG. 2. After the mutual authentication between
the eUICC and the SM-DP succeeds, S660 1s performed.

S750: The eUICC sends a third unlock request (unlock
verily request) (the third unlock request in this step 1s
equivalent to the third unlock message in the embodiment
shown 1 FIG. 4) to the terminal, where the third unlock
request carries the FID and/or the ICCID, and the verifica-
tion mformation; the eUICC may sign the FID and/or the
ICCID, and the wverfication information; and the third
unlock request 1s used to request the SM-DP to confirm to
unlock the profile indicated by the EID and/or the ICCID.

The termunal forwards the third unlock request to the
SM-DP.

S760: After receiving the third unlock request, the SM-DP
verifies the EID and/or the ICCID, and the wverification
information, and it the EID and/or the ICCID, and the
verification information are correct, the SM-DP confirms to
unlock the profile.

Unlocking of the profile needs to be confirmed by the
network side, and recording 1s performed on the network
side.

Specifically, the SM-DP may parse the third unlock
request, to obtain the EID and/or the ICCID, and the
verification information, determine the verification informa-
tion corresponding to the EID and/or the ICCID and stored
in the operator server, compare the verification information
corresponding to the EID and/or the ICCID and stored 1n the
operator server with the verification information obtained by
parsing the third unlock request, and when the verification
information 1s the same, record the profile identified by the
EID and/or the ICCID as unlocked.

S770: The SM-DP sends unlock confirmation information
(unlock verily response) to the terminal.

After recerving the unlock confirmation information, the
terminal sends the unlock confirmation information to the
eUICC.

S780: After receiving the unlock confirmation informa-
tion sent by the SM-DP, the eUICC unlocks the profile
identified by the EID and/or the ICCID.

For a process 1 which the eUICC unlocks the profile
identified by the EID and/or the ICCID, refer to the embodi-
ment shown in FIG. 2.

In this embodiment of the present invention, after unlock-
ing the profile identified by the EID and/or the ICCID, the
cUICC may set a PP to an enabled state, to install a new
profile.

FIG. 8 1s a signaling exchange diagram of still another
method for managing an eUICC according to an embodi-
ment of the present mmvention. By using this embodiment of
the present invention, the following technical effect can be
provided: when a user requests to unlock a profile, a network
side notifies and requests, according to an attribute of the
profile, an LPA required for the profile, and the LPA 1s
selected without perception by the user, thereby improving
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user experience. As shown in FIG. 8, this embodiment of the
present mvention specifically includes the following steps.

S810: A terminal determines a first unlock request (the
first unlock request 1n this step 1s equivalent to the second
unlock message 1n the embodiment shown in FIG. 4), where
the unlock request carries an FID and/or an ICCID, and the
first unlock request 1s used to request to unlock a profile
indicated by the RD and/or the ICCID.

For this step, refer to descriptions of S810.

S820: The terminal mmtiates mutual authentication
between an eUICC and an SM-DP,

For this step, refer to descriptions of $620.

S830: The terminal sends a second unlock request (unlock
request) (the second unlock request 1n this step 1s equivalent

to the fourth unlock message 1n the embodiment shown in
FIG. 4) to the SM-DP, where the second unlock request

carries the EID and/or the ICCID, and the first unlock
request 1s used to request to unlock the profile corresponding,
to the EID and/or the ICCID.

S840: After receiving the second unlock request, the
SM-DP determines whether the profile corresponding to the
EID and/or the ICCID satisfies an unlock condition.

S850: When the profile corresponding to the EID and/or
the ICCID satisfies the unlock condition, determine verifi-
cation information corresponding to the EID and/or the
ICCID. The SM-DP returns a response message ol the
second unlock request, where the response message carries
verification information with a signature of the SM-DP. The
verification information may be a PIN. Alternatively, the
verification information may be identifier information of an
operator to which the profile belongs (for example, the
unlock response carries SM-DP signed2 (the verification
information)).

After receiving the response message of the second
unlock request sent by the SM-DP, the terminal sends the
response message to the eUICC.

S860: After recerving the response message sent by the
SM-DP (the response message 1n this step 1s equivalent to
the first unlock message in the embodiment shown in FIG.
4), the eUICC obtains by parsing the verification informa-
tion. Locally stored verification information 1s found accord-
ing to the EID and/or the ICCID, matching 1s performed
between the locally stored verification information and the
verification information that 1s obtained by parsing accord-
ing to the response information, and 1f the matching suc-
ceeds, an unlock operation 1s performed.

S870: After successfully performing unlocking, the
cUICC returns an unlock confirmation message (unlock
response) to the terminal, where the unlock confirmation
message may carry one or more of the EID, the ICCID, or
the venfication information.

In this embodiment of the present invention, after unlock-
ing the profile identified by the EID and/or the ICCID, the
cUICC may set a PP to an enabled state, to install a new
profile.

FIG. 9 1s a schematic structural diagram of an apparatus
for managing an eUICC according to an embodiment of the
present invention. As shown in FIG. 9, a profile 1s installed
in the eUICC, the profile 1s locked according to a policy rule,
and the apparatus includes:

a processing unit 901, configured to determine 1dentifier
information and verification information of the profile that
needs to be unlocked, where the identifier information of the
profile 1s used to 1dentity the profile installed 1n the terminal;
and

a sending unit 902, configured to send a first unlock
message to the eUICC, where the first unlock message
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carries the 1dentifier information and the verification infor-
mation of the profile, and the first unlock message 1s used to
instruct the eUICC to determine the profile, and unlock the
proflle according to the policy rule after verification per-
formed according to the verification information succeeds.

Optionally, the apparatus further includes:

a recerving unit 903, configured to receive a second
unlock message, where the second unlock message carries
the identifier information of the profile, and the second
unlock message 1s used to instruct to unlock the profile.

Optionally, when the second unlock message i1s from a
profile download server, the second unlock message further
includes the verification information.

Optionally, the processing unit 901 1s further configured
to: generate prompt information according to the first unlock
message, and display the prompt information on a user
interface, where the prompt information 1s used to prompt
for the profile that needs to be unlocked.

The recetving umt 903 is further configured to receive
unlock confirmation information by using the user interface.

Optionally, when the second unlock message 1s from the
terminal, the processing unit 901 receives the verification
information by using the user interface.

Optionally, the recerving unit 903 is further configured to
receive a third unlock message sent by the eUICC, where the
third unlock message carries the identifier information and
the verification mformation of the profile.

The sending unit 902 1s further configured to send the
third unlock message to a profile download server, so that
the profile download server performs verification and/or
registration.

Optionally, the sending unit 902 1s further configured to
send a fourth unlock message to the profile download server,
where the fourth unlock message carries the 1dentifier infor-
mation of the profile that needs to be unlocked, and the
fourth unlock message 1s used to message the verification
information.

The recerving unit 903 1s further configured to receive the
verification information sent by the profile download server.

Optionally, the apparatus turther includes: the processing
unmit 901 1s further configured to obtain information about the
cUICC and information about an SM-DP, to perform mutual
authentication on the eUICC and the SM-DP.

Optionally, the apparatus further includes: a display unit,
configured to display a payment interface, to perform a
pay-to-unlock operation.

FIG. 10 1s a schematic structural diagram of another
apparatus for managing an embedded universal integrated
circuit card eUICC, according to an embodiment of the
present imvention. A profile 1s installed 1n the eUICC, the
profile 1s locked according to a policy rule, and the apparatus
includes:

a recerving unit 1001, configured to receive a first unlock
message sent by the terminal, where the first unlock message
carries 1dentifier information and verification information of
the profile, and the identifier information of the profile 1s
used to i1dentily the profile installed in the terminal; and

a processing unit 1002, configured to: determine the
profile, and perform verification according to locally stored
verification information and the venfication information
carried 1n the first unlock message.

The processing unit 1002 1s further configured to unlock
the profile according to the policy rule after the verification
succeeds.

Optionally, the processing unit 1002 is further configured
to: determine, according to the policy rule, whether the
profile satisfies an unlock condition; and
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if the profile satisfies the unlock condition, unlock the
profile, and set a provisioning profile PP to an enabled state.

Optionally, the apparatus further includes: a sending unit
1003, configured to send another unlock message to a profile
download server by using the terminal, where the another
unlock message carries the identifier information and the
verification information of the profile, and the another
unlock message 1s used to message the profile download
server to confirm to unlock the profile; and

the receiving unit 1002 is further configured to receive, by
using the terminal, unlock response mformation sent by the
profile download server.

Optionally, the processing unit 1001 1s further configured
to perform mutual authentication with the SM-DP.

FIG. 11 1s a schematic structural diagram of still another
apparatus for managing an embedded umversal integrated
circuit card eUICC according to an embodiment of the
present mvention. A profile 1s installed 1n the eUICC, the
profile 1s locked according to a policy rule, and the apparatus
includes:

a processing unit 1101, configured to determine 1dentifier
information and verification mnformation of the profile that
needs to be unlocked, where the identifier information of the
profile 1s used to 1dentify the profile installed 1n the terminal.

When the profile satisfies an unlock condition, the pro-
cessing unit 1101 1s further configured to: after verification
performed according to the verification information suc-
ceeds, mark, by the profile download server, the profile as
unlocked.

Optionally, the apparatus further includes:

a sending unit 1102, configured to send an unlock mes-
sage to the terminal, where the unlock message carries the
identifier information of the profile, and the unlock message
1s used to instruct to unlock the profile.

Optionally, the apparatus further includes: a recerving unit
1103, configured to receive the 1dentifier information and the
verification information of the profile that are sent by the
terminal.

FIG. 12 1s a schematic structural diagram of an eUICC
according to an embodiment of the present invention. The
cUICC may specifically include a receiver 1201, a trans-
mitter 1202, a processor 1203, and a memory 1204. The
modules may be connected by using a bus 1205.

The receiver 1201 and the transmitter 1202 are configured
to support information sending and receiving between the
cUICC: and the terminal or the profile download server 1n
the foregoing embodiment. For example, the receiver 1201
and the transmitter 1202 may be interface circuits, and
support communication between the eUICC and an appli-
cation processor of the terminal. In a process 1n which the
cUICC communicates with the terminal, data and a signal-
ing message are processed by the processor 1203, and are
sent by the transmitter 1202 to the terminal. A signal from
the terminal 1s received by the receiver 1201, and 1s pro-
cessed by the processor 1203, to obtain data and signaling
information sent or forwarded by the terminal. The proces-
sor 1203 further performs a processing process of the eUICC
in FIG. 4 and FIG. 6 to FIG. 8 and/or another process applied
to a technology described 1n this application. The memory
1204 1s configured to store program code and data of the
cUICC.

FIG. 13 1s a schematic structural diagram of a terminal
according to an embodiment of the present invention. The
terminal may specifically include a recerver 1301, a trans-
mitter 1302, a processor 1303, and a memory 1304, and a
display 1306. The modules may be connected by using a bus
1305.
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The recerver 1301 and the transmitter 1302 are configured
to support information sending and receiving between the
terminal and the eUICC or the profile download server in the
foregoing embodiment. For example, the receiver 1301 and
the transmitter 1302 may be interface circuits, and support
communication between the terminal and the eUICC; or
may be radio frequency circuits, and support communication
between the terminal and the profile download server. The
display 1306 1s mainly configured to interact with a user. In
some possible implementations, the display 1306 may be a
touchscreen integrated with iput and output functions. In a
process 1n which the terminal communicates with the eUICC
or the profile download server, data and a signaling message
are processed by the processor 1303, and are sent by the
transmitter 1302 to the eUICC or the profile download
server. A signal from the eUICC or the profile download
server 1s received by the recerver 1301, and 1s processed by
the processor 1303, to obtain data and signaling information
sent or forwarded by the eUICC or the profile download
server. The processor 1303 further performs a processing
process of the terminal 1n FIG. 4 and FIG. 6 to FIG. 8 and/or

another process applied to a technology described 1n this
application. The memory 1304 1s configured to store pro-
gram code and data of the terminal.

FIG. 14 1s a schematic structural diagram of a profile
download server according to an embodiment of the present
invention. The profile download server may specifically
include a receiver 1401, a transmitter 1402, a processor
1403, and a memory 1404. The modules may be connected
by using a bus 1405.

The recerver 1401 and the transmitter 1402 are configured
to support information sending and receiving between the
profile download server and the eUICC or the terminal in the
foregoing embodiment. For example, the receiver 1401 and
the transmitter 1402 may be radio frequency circuits, and
support communication between the profile download server
and the eUICC or the terminal. In a process 1 which the
profile download server communicates with the eUICC or
the terminal, data and a signaling message are processed by
the processor 1403, and are sent by the transmitter 1402 to

the UICC or the terminal. A signal from the UICC or the
terminal 1s received by the receiver 1401, and 1s processed
by the processor 1403, to obtain data and signaling infor-
mation sent by the UICC or the terminal. The processor 1403
turther performs a processing process of the profile down-
load server mn FIG. 4 and FIG. 6 to FIG. 8 and/or another
process applied to a technology described 1n this application.
The memory 1404 1s configured to store program code and
data of the profile download server.

It should be understood that in all the foregoing embodi-
ments ol the present nvention, the processor may be a
central processing unit (Central Processing Unit, CPU {for
short), or the processor may be another general purpose
processor, a digital signal processor (DSP), an application-
specific integrated circuit (ASIC), a field programmable gate
array (FPGA), or another programmable logic device, a
discrete gate or a transistor logic device, a discrete hardware
component, or the like. The general purpose processor may
be a microprocessor or the processor may be any normal
processor, or the like.

The memory may include a read-only memory and a
random access memory, store program code, and provide an
instruction and data to the processor.

The communications bus may further include a power
bus, a control bus, a status signal bus, and the like, n
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addition to a data bus. However, for clear description,
various types of buses in the figure are marked as the
communications bus.

In an implementation process, steps in the foregoing
methods can be implemented by using a hardware integrated
logical circuit 1n the processor, or by using instructions 1n a
form of software. The steps of the method disclosed with
reference to the embodiments of the present invention may
be directly performed by a hardware processor, or may be
performed by using a combination of hardware in the
processor and a software module. A software module may be
located 1n a mature storage medium 1n the art, such as a
random access memory, a flash memory, a read-only
memory, a programmable read-only memory, an electrically
erasable programmable memory, a register, or the like. The
storage medium 1s located 1n the memory, and a processor
reads information in the memory and completes the steps in
the foregoing methods 1n combination with hardware of the
processor. To avoid repetition, details are not described
herein again.

Terminologies such as “component”, “module”, and “sys-
tem” used 1n this specification are used to indicate computer-
related entities, hardware, firmware, combinations of hard-
ware and software, software, or software being executed.
For example, a component may be, but 1s not limited to, a
process that runs on a processor, a processor, an object, an
executable file, a thread of execution, a program, and/or a
computer. As shown 1n figures, both an application that runs
on a computing device and a computing device may be
components. One or more components may reside within a
process and/or a thread of execution, and a component may
be located on one computer and/or distributed between two
or more computers. In addition, these components may be
executed from various computer-readable media that store
various data structures. For example, the components may
communicate by using a local and/or remote process and
according to, for example, a signal having one or more data
packets (for example, data from two components interacting,
with another component 1n a local system, a distributed
system, and/or across a network such as the Internet inter-
acting with other systems by using the signal).

In addition, aspects or features of the present mmvention
may be implemented as a method, an apparatus or a product
that uses standard programming and/or engineering tech-
nologies. The term “product” used 1n this application covers
a computer program that can be accessed from any computer
readable component, carrier or medium. For example, the
computer-readable medium may include but 1s not limited
to: a magnetic storage component (for example, a hard disk,
a tloppy disk or a magnetic tape), an optical disc (for
example, a CD (Compact Disk, compact disk), a DVD
(Digital Versatile Disk, digital versatile disk), a smart card
and a flash memory component (for example, EPROM
(Erasable Programmable Read-Only Memory, erasable pro-
grammable read-only memory), a card, a stick, or a key
drive). In addition, various storage media described 1n this
specification may indicate one or more devices and/or other
machine-readable media that 1s used to store information.
The term “machine readable media” may include but 1s not
limited to a radio channel, and various other media that can
store, contain and/or carry an instruction and/or data.

A person of ordinary skill in the art may be aware that, 1n
combination with the examples described in the embodi-
ments disclosed 1n this specification, units and algorithm
steps may be implemented h electronic hardware, computer
software, or a combination thereof. To clearly describe the
interchangeability between the hardware and the software,
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the foregoing has generally described compositions and
steps ol each example according to functions. Whether the
functions are performed by hardware or software depends on
particular applications and design constraint conditions of
the technical solutions. A person skilled 1in the art may use
different methods to implement the described functions for
cach particular application, but 1t should not be considered
that the implementation goes beyond the scope of the
present invention.

The foregoing descriptions are merely example imple-
mentations of the present invention, but are not intended to
limit the protection scope of the present imvention. Any
variation or replacement readily figured out by a person
skilled 1n the art within the technical scope disclosed 1n the
present invention shall fall within the protection scope of the
present invention. Therefore, the protection scope of the
present invention shall be subject to the protection scope of
the claims.

What 1s claimed 1s:
1. A method for managing an embedded universal inte-
grated circuit card (eUICC) installed 1n an electronic device,
wherein the method comprises:
recerving, by the electronic device from a network side
device while an already 1nstalled profile of an operator
1s installed 1n the eUICC and 1s locked according to a
policy rule, a first unlock message that instructs to
unlock the already installed profile and that carries
identifier information of the already installed profile
and verification information; and
sending, by the electronic device, a second unlock mes-
sage to the eUICC, wherein the second unlock message
carries the identifier information of the already installed
profile and the venfication information to prompt the
cUICC to determine the already installed profile, per-
form verification according to the verification informa-
tion, and unlock the already installed profile according
to the policy rule after the wverification succeeds,
wherein first operations can be performed after the
already 1nstalled profile 1s unlocked, and wherein the
first operations comprise disabling the already installed
profile, deleting the already installed profile, download-
ing a second profile of another operator, or enabling the
second profile of the other operator.
2. The method of claim 1, further comprising:
displaying, by the electronic device, prompt information
on a user interface, wherein the prompt information
prompts for the already installed profile; and

recerving, by the electronic device, unlock confirmation
information using the user interface.

3. The method of claim 2, further comprising generating,
by the electronic device, the prompt information.

4. The method of claim 1, further comprising:

obtaining, by the electronic device, information about the

eUICC and information about the network side device;
and

performing, by the electronic device, mutual authentica-

tion on the eUICC and the network side device.

5. The method of claim 1, further comprising displaying,
by the electromic device, payment information on a user
interface to prompt performance of a pay-to-unlock opera-
tion.

6. The method of claim 1, further comprising;:

recerving, by the electronic device, an unlock request

from at least one of a network or a user interface; and
sending, by the electronic device, a notification to the
cUICC that an unlock operation 1s to be performed,
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wherein the eUICC 1s unlocked after the eUICC suc-
cessiully performs matching on the verification infor-
mation.

7. The method of claim 1, wherein the network side
device 1s a subscription manager.

8. The method of claim 7, wherein the method further
comprises determining that the first unlock message 1s from
the network side device, and wherein the electronic device
sends the second request message responsive to determining
that the first unlock message 1s from the network side device.

9. An electronic device comprising;:

an embedded umversal integrated circuit card (eUICC),

wherein an already installed profile of an operator is
installed i the eUICC, and wherein the already
installed profile 1s locked according to a policy rule;

a transceiver; and

a processor coupled to the eUICC and the transceiver and

configured to:

receive, from a network side device while the already
installed profile 1s installed 1n the eUICC and 1s
locked according to the policy rule, a first unlock
message that instructs to unlock the already installed
profile and that carries identifier information of the
already 1nstalled profile and verification information;
and

send a second unlock message to the eUICC, wherein
the second unlock message carries the identifier
information of the already installed profile and the
verification information to prompt the eUICC to
determine the already installed profile, perform veri-
fication according to the verification information,
and unlock the already installed profile according to
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the policy rule after the wverification succeeds,
wherein first operations can be performed after the
already 1nstalled profile 1s unlocked, and wherein the
first operations comprise disabling the already
installed profile, deleting the already installed pro-
file, downloading a second profile of another opera-
tor, or enabling the second profile of the other
operator.

10. The electronic device of claim 9, further comprising
a touchscreen coupled to the processor and configured to:

display prompt information on a user interface, wherein

the prompt information prompts for the already
installed profile to be unlocked; and

receive unlock confirmation imformation using the user

interface.

11. The electronic device of claim 10, wherein the pro-
cessor 1s further configured to generate the prompt informa-
tion.

12. The electronic device of claim 9, wherein the proces-
sor 1s further configured to:

obtain information about the eUICC and information

about the network side device; and

perform mutual authentication on the eUICC and the

network side device.

13. The electronic device of claim 9, further comprising
a touchscreen coupled to the processor and configured to
display a payment information on a user interface to prompt
performance of a pay-to-unlock operation.

14. The electronic device of claim 9, wherein the network
side device 1s a subscription manager.
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