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MANAGING COMPONENT OWNERSHIP
INFORMATION ACROSS A
CORRESPONDING LIFE CYCLE

BACKGROUND

The present disclosure relates to generally managing
component ownership information across a corresponding
life cycle.

The Internet of Things (IoT) 1s the network of physical
objects or “things” embedded with electronics, chips, sofit-
ware, sensors, and network connectivity (e.g., components),
which enables these objects to collect and exchange data. As
IoT systems become popular, the makers of various com-
ponents related to IoTs can benefit from having a registry of
component ownership and associated information about
component operation. Current implementations of such reg-
1stries are geared towards automatically collecting this infor-
mation 1n a single registry of a component manufacturer,
who uses the collected information for diagnostics of the
component.

However, the current implementations pose a challenge
for containing registration information for many component
users who do not directly sell components to the end-user of
these components. For instance, users may not want to go to
the component maker for registration, since the end product
may include many different components. In addition, current
registry systems are geared towards registration of a product
sold directly to end user, and are not able to collect regis-
tration information for components that are embedded
within this product. Such components may go through a
sequence of being embedded 1nto larger components which
eventually become part of the final product. As a result,
current registry systems become inetlective for 1ts desired
functions of components that are embedded within other
components.

SUMMARY

According to an embodiment, a method for registering a
component 1s provided. The method includes receiving a
request for registration of the component. The method also
includes acquiring registration information of the compo-
nent 1 response to the request by communicating directly
with the component and exacting the registration informa-
tion and modilying a registration entry associated with the
component 1n a registration database according to the reg-
istration information. According to other embodiments, the
method can be implemented 1n a system and/or computer
program product.

Additional features and advantages are realized through
the techmiques of the present disclosure. Other embodiments
and aspects of the disclosure are described 1n detail herein.
For a better understanding of the disclosure with the advan-
tages and the features, refer to the description and to the
drawings.

BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

The subject matter which 1s regarded as the mvention 1s
particularly pointed out and distinctly claimed 1n the claims
at the conclusion of the specification. The forgoing and other
teatures, and advantages of the invention are apparent from
the following detailed description taken 1n conjunction with
the accompanying drawings in which:

FIG. 1 depicts a cloud computing environment according,
to an embodiment of the present invention;
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FIG. 2 depicts abstraction model layers according to an
embodiment of the present invention;

FIG. 3 depicts an IoT delivered from cloud environment
according to an embodiment of the present invention;

FIG. 4 depicts an environment for managing component
ownership iformation 1n accordance with an embodiment;

FIG. § depicts a directed graph illustrating component
ownership 1n accordance with an embodiment;

FIG. 6 depicts a process flow for managing component
ownership information in accordance with an embodiment;
and

FIG. 7 depicts another process flow for managing com-
ponent ownership information 1n accordance with an
embodiment.

DETAILED DESCRIPTION

In view of the above, provided herein 1s a mechanism for
transierring registration ol a component as the component
proceeds through 1ts life-cycle stages. Generally, embodi-
ments herein relate to a system, a method, and/or a computer
program production that maintain registries for diflerent
owners of a component. The registries can communicate
registration information as the component changes owner-
ship changes according to predefined relationships between
the owners. The registries can employ a single request
operation to i1dentily the registration information across all
life-cycle stages.

It 1s understood 1n advance that although this disclosure
includes a detailed description on cloud computing, 1imple-
mentation of the teachings recited herein are not limited to
a cloud computing environment. Rather, embodiments of the
present invention are capable ol being implemented in
conjunction with any other type of computing environment
now known or later developed.

Cloud computing 1s a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g. networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be
rapidly provisioned and released with minimal management
ellort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.

Characteristics are as follows:

On-demand seli-service: a cloud consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed automatically without
requiring human interaction with the service’s provider.

Broad network access: capabilities are available over a
network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There 1s
a sense of location independence i1n that the consumer
generally has no control or knowledge over the exact
location of the provided resources but may be able to specity
location at a higher level of abstraction (e.g., country, state,
or datacenter).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, in some cases automatically, to quickly scale
out and rapidly released to quickly scale 1n. To the consumer,
the capabilities available for provisioning often appear to be
unlimited and can be purchased 1n any quantity at any time.
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Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capa-
bility at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user
accounts ). Resource usage can be monitored, controlled, and
reported providing transparency for both the provider and
consumer of the utilized service.

Service Models are as follows:

Software as a Service (SaaS): the capability provided to
the consumer 1s to use the provider’s applications running on
a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as
a web browser (e.g., web-based e-mail). The consumer does
not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Platform as a Service (PaaS): the capability provided to
the consumer 1s to deploy onto the cloud infrastructure
consumer-created or acquired applications created using
programming languages and tools supported by the provider.
The consumer does not manage or control the underlying
cloud mfrastructure including networks, servers, operating
systems, or storage, but has control over the deployed
applications and possibly application hosting environment
configurations.

Infrastructure as a Service (IaaS): the capability provided
to the consumer 1s to provision processing, storage, net-
works, and other fundamental computing resources where
the consumer 1s able to deploy and run arbitrary software,
which can include operating systems and applications. The
consumer does not manage or control the underlying cloud
inirastructure but has control over operating systems, stor-
age, deployed applications, and possibly limited control of
select networking components (e.g., host firewalls).

Deployment Models are as follows:

Private cloud: the cloud infrastructure 1s operated solely
for an organization. It may be managed by the organization
or a third party and may exist on-premises or oil-premises.

Community cloud: the cloud infrastructure 1s shared by
several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on-
premises or oll-premises.

Public cloud: the cloud infrastructure 1s made available to
the general public or a large industry group and 1s owned by
an organization selling cloud services.

Hybrid cloud: the cloud infrastructure 1s a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standard-
1zed or proprietary technology that enables data and appli-
cation portability (e.g., cloud bursting for load-balancing
between clouds).

A cloud computing environment 1s service oriented with
a focus on statelessness, low coupling, modulanty, and
semantic interoperability. At the heart of cloud computing 1s
an infrastructure comprising a network of interconnected
nodes.

Referring now to FIG. 1, illustrative cloud
environment 50 1s depicted. As shown, cloud computing
environment 50 comprises one or more cloud computing
nodes 10 with which local computing devices used by cloud
consumers, such as, for example, personal digital assistant
(PDA) or cellular telephone 34A, desktop computer 34B,
laptop computer 34C, and/or automobile computer system
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54N may communicate. Nodes 10 may communicate with
one another. They may be grouped (not shown) physically or
virtually, 1n one or more networks, such as Private, Com-
munity, Public, or Hybrid clouds as described hereinabove,
or a combination thereof. This allows cloud computing
environment 50 to offer inirastructure, platforms and/or
software as services for which a cloud consumer does not
need to maintain resources on a local computing device. It
1s understood that the types of computing devices 54A-N
shown 1n FIG. 1 are intended to be illustrative only and that
computing nodes 10 and cloud computing environment 50
can commumnicate with any type of computerized device over
any type of network and/or network addressable connection
(e.g., using a web browser).

Referring now to FIG. 2, a set of functional abstraction
layers provided by cloud computing environment 50 (FIG.
1) 1s shown. It should be understood 1n advance that the
components, layers, and functions shown i FIG. 2 are
intended to be illustrative only and embodiments of the
invention are not limited thereto. As depicted, the following
layers and corresponding functions are provided:

Hardware and software layer 60 includes hardware and
software components. Examples of hardware components
include: mainirames 61; RISC (Reduced Instruction Set
Computer) architecture based servers 62; servers 63; blade
servers 64; storage devices 65; and networks and networking,
components 66. In some embodiments, software compo-
nents include network application server software 67 and
database soltware 68.

Virtualization layer 70 provides an abstraction layer from
which the following examples of virtual entities may be
provided: wvirtual servers 71; virtual storage 72; virtual

networks 73, including virtual private networks; virtual
applications and operating systems 74; and virtual clients
75.

In one example, management layer 80 may provide the
functions described below. Resource provisioning 81 pro-
vides dynamic procurement of computing resources and
other resources that are utilized to perform tasks within the
cloud computing environment. Metering and pricing 82
provide cost tracking as resources are utilized within the
cloud computing environment, and billing or invoicing for
consumption of these resources. In one example, these
resources may comprise application software licenses. Secu-
rity provides identity verification for cloud consumers and
tasks, as well as protection for data and other resources. User
portal 83 provides access to the cloud computing environ-
ment for consumers and system administrators. Service level
management 84 provides cloud computing resource alloca-
tion and management such that required service levels are
met. Service Level Agreement (SLA) planning and fulfill-
ment 85 provide pre-arrangement for, and procurement of,
cloud computing resources for which a future requirement 1s
anticipated 1n accordance with an SLA.

Workloads layer 90 provides examples of functionality
for which the cloud computing environment may be utilized.
Examples of workloads and functions which may be pro-
vided from this layer include: mapping and navigation 91;
soltware development and lifecycle management 92; virtual
classroom education delivery 93; data analytics processing
94 transaction processing 95; and mobile desktop 96.

It 1s understood 1n advance that although this disclosure
includes a detailed description of IoT delivered 1n a cloud
computing environment, implementation of the teachings
recited herein are not limited to a cloud computing envi-
ronment. Rather, embodiments of the present invention are
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capable of being implemented 1n conjunction with any other
type of computing environment for IoT now known or later
developed.

IoT delivered via a cloud computing 1s an infrastructure
comprising a network of interconnected nodes.

Referring now to FIG. 3, illustrative IoT delivered via a
cloud computing environment 350 1s depicted. As shown,
this environment 350 comprises one or more cloud comput-
ing nodes 310 with which local computing devices embed-
ded 1n Internet of Things, such as, for example, a smart
watch 354A, a smart washer/dryer combination 3354B, a
reirigerator 354C, and/or automobile computer system 334N
may communicate. Nodes 310 may communicate with one
another. They may be grouped (not shown) physically or
virtually, 1n one or more networks, such as via the public
Internet, a private Intranet, a home computer network, or a
combination thereol. The nodes 310 may offer a variety of
services for use by the different computing devices 354A-N
which may include functions such as registration, data
cleaning, or data storage. It 1s understood that the types of
computing devices 354A-N shown 1n FIG. 3 are intended to
be illustrative only and that computing nodes 310 and cloud
computing environment 350 can communicate with any type
of computerized device over any type of network and/or
network addressable connection (e.g., using a web browser).

Turning now to FIG. 4, an environment 400 for managing,
component ownership information 1s generally shown in
accordance with an embodiment. FIG. 4 includes compo-
nents A-B, a system 410, a device 420, a product 430, a local
area network 440, an internet 450, a registration service 460,
and a registration database 470.

The components A-B, the system 410, the device 420, and
the product 430 are the “things™ of the Internet of Things
(IoT) across the environment 400. The components A-B
themselves can be any hardware and/or software, such as a
controller, a chip, a sensor, a network device, etc. or any
combination thereof, that are sold or change ownership
between entities as a single unit. The components A-B can
be considered base-tier components. A base-tier component
1s an original hardware and/or software that can be nesting
into a next-tier component.

The system 410 can be any component that includes other
components such as hardware and/or software, such as a
controller, a chip, a sensor, a network device, etc. or any
combination thereof. In an embodiment, the system 410 can
be a next-tier component that embeds and operates, man-
ages, and controls the components A-B. An enfity can take
ownership of the components A-B, the components A-B 1n
another larger component (e.g., the system 410), or resell
any combination of the components A-B and the system 410
to another entity. An enftity could be an individual, a busi-
ness, a corporation, a government agency, etc. or a combi-
nation thereof which creates, modifies, buys, sells, resells or
owns components, or combinations of components.

In general, the components A-B and the system 410 can
also implement a collection service, which can be hardware,
soltware, or combination thereolf, to gather registration
information. For example, components may have the ability
to collect the information while others may not. Diflerent
types of collection mechanisms to collect information
include, but are not limited, to collecting information by
reading a bar-code to collect serial number mnformation of a
component, reading another type of code (e.g., such as a
quick response code to collect information about a compo-
nent), reading the information in a non-volatile storage area
of an electronic component to collect information, prompt-
Ing a user to enter 1n registration information using a display
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embedded 1n system 410, providing a user with an applica-
tion of a smartphone to enter registration information etc.
The registration information can include, but i1s not limited
to, internet protocol addresses, domain names, serial num-
bers, media access control address, identifiers, a set of
variables indicating operations of the components A-B and
the system 410, attributes of the components A-B and the
system 410, etc. Further, registration information can
include a unique 1dentifier for each individually and/or the
combination of the components A-B and the system 410,
plus any other information, such as its location, status, etc.
The components A-B and the system 410 can include
network capabilities, such that each can communicate
amongst each other or to any external components/systems
(e.g., the registration service 460 and the registration data-
base 470). The components A-B and the system 410 can also
communicate, e¢.g., the registration information, to any
external components/systems mdividually or on behall of
one another.

The device 420 can be an upper-tier component or system
that includes hardware and/or software and that receives the
system 410. The product 430 can be a top-tier component or
system that includes hardware and/or software and that
receives the device 420. The product 430 can be can final
product, which 1s utilized by a client. A client can be an
entity who 1s not going to embed into the final product
and/or Turther component. The network 440 and the internet
450 can be any communication structure (as described
above) capable of supporting communication between the
clements of the environment. The interconnections of the
environment 400, which are represented by the dashed-lines,
can be supported by network interfaces of the elements of
the environment 400 or by network interfaces available via
some other mechanism present in the environment 400.

The registration service 460 can be a computing device,
component, or system that includes hardware and/or sofit-
ware capable of performing registration operations. The
registration service 460 could run 1n a cloud computing
environment as described earlier. Due to the connectivity of
the environment 400, the registration operation can procure
the registration information directly, or through the above
noted collection services, from the components A-B and the
system 410 (and the environment 400). In turn, the Com-
ponents A-B can be configured to communicate to registra-
tion service 460 and provide the registration information
(e.g., the registration service 460 can be mvoked by any
component A-b of the environment 400 that has a processor
capable of running soitware and has a way to 1nterconnect
to the registration service 460). The registration database
470 can be a computing device, component, or system that
includes hardware and/or software capable of storing, main-
taining, and communication the registration information.
The registration service 460 and the registration database
470 are representative within the environment, as these
clements can indicate one or more of the same. In order to
determine which component will communicate to the reg-
1stration service, one or more of the components can main-
tain information about component ownership as described
turther 1n FIG. 5.

Turning now to FIG. 5, a directed graph 500 illustrating
component ownership 1s depicted 1 accordance with an
embodiment. The directed graph 500 models life-cycle
changes of the components A-B, the system 410, the device
420, and the product 430. Each Node A-I in the directed
graph 500 represents a life-cycle stage. A life-cycle stage 1s
a combination of at least one component and an entity, such
that each entity associated with the node 1s 1n ownership of
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the at least one component. In one embodiment, a life-cycle
of a component 1s a sequence of ownerships that the com-
ponent goes through (e.g., may be referred to as an owner-
ship graph). An ownership graph can indicate components
about whose registration information ought to be collected
and about which ownership information need not be col-
lected. The ownership graph can be maintained by any
component, such as the electronic controller or any of the
other components described 1n FIG. 3.

In the directed graph 500, each arrow indicates a change
of ownership to another entity. Each arrow can also indicate
an embedding of a component from a previous node into an
upper level product (e.g., a change 1s state). Each Node A-I
can an implementation of the collection service that collects
the registration information of that node. Each arrow can
further indicate a passing of registration information
upstream along the direct graph 500. In this way, the
collection services can support the registration operation at
any stage along the directed graph 500. Also, in the directed
graph 500, the leading of multiple arrows 1nto a node (e.g.,
as shown for Node C) represents a combining of down-
stream components and information at the upstream node
(e.g., the Node C receives and includes all components and
registration information from Nodes B, D, E). Note that, in
the directed graph 500, some of the Nodes A-I includes
components that are capable of registration and these nodes
can be referred to as registration nodes. The registration
nodes are indicated with a star.

An example of building a combination washer/dryer will
now be described with respect to FIGS. 6-7. In this example,
the component A can be an electronic controller; the com-
ponent B can be a power stabilizer; the system 410 can be
an embedded processor; the device 420 can be a washer; and
the product can be the combination washer/dryer. The
washer can further include a chassis and other components
that are mechanical and do not include electrical communi-
cative abilities.

At Node A, the chassis for the washer (device 420) 1s
manufactured by a first company (entity E ). The chassis 1s
provided to second company (entity E,), who white-labels
the chassis at Node B. Enftity E; can then resells the
white-labeled chassis to other compames, such as a third
company (entity E ). In addition to receiving the chassis
from entity E5, entity E - receives the electronic controller
(component A) from a forth company (entity E,) repre-
sented by Node D and the power stabilizer (component B)
from a fifth company (entity E,.) represented by Node E.
Enftity E . at Node C assembles washer (device 420), which
at this stage does not include the embedded processor (the
system 410). The electronic controller and the power stabi-
lizer are capable of automatically performing the collection
service and supporting the registration operation individu-
ally, on behalf of each other, on behalf of the chassis, and/or
on behalf of the assembled washer. Thus, the collection
service and the registration operation can be performed by
the electronic controller and the power stabilizer at Nodes D
and E at any time or at Node C once the washer 1s assembled.

Entity E - can supply the washer to sixth company (entity
E ), which makes a combination washer/dryer at Node G.
To make the combination washer/dryer, the entity E; also
obtains a dryer from a seventh company (entity E,.) at Node
F. The dryer also has the embedded processor that 1s capable
of performing registration through the environment 400 (as
indicated by the star). The embedded processor 1s configured
to receive and operate the electronic controller and the
power stabilizer. The combination washer/dryer can be sold
by entity E to a wholesaler (entity E,;) at Node H. The
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entity E,, can then provide the combination washer/dryer to
a retailer (entity E,) at Node 1. Clients, in turn, can buy the
combination washer/dryer from the entity E, and put the
combination washer/dryer 1n a home (e.g., in a network
440).

An example of a registration operation at Node D will
now be described with respect to a production of the
washer/dryer combination 1n view of FIG. 6. FIG. 6 depicts
a process flow 600 for managing ownership mnformation of

the electronic controller in accordance with an embodiment.
The process tlow 600 begins at block 610, where the
registration service 460 and the electronic controller com-
municate a request for registration of the electronic control-
ler. The request can be mitiated from the electronic control-
ler or by the registration service 460. In one embodiment, the
clectronic controller can imtiate the request when it 1s
powered on 1n an installation. In another embodiment, the
clectronic controller can simply connect with the registration
service when 1t 1s powered on, and the registration service
initiates the registration request after consulting the owner-
ship graph as described 1n FIG. 5.

At block 620, the registration service 460 determines a set
of components to collect registration information for using
the ownership graph. For example, the electronic controller
doing registration can consult an ownership graph to deter-
mine the set of components about which registration infor-
mation that needs to be sent to the registration service 460.
In alternate embodiments, the ownership information may
be maintained by the registration service 460 which instructs
the electronic controller of the components about whose the
registration information needs to be collected. In other
embodiments, a set of predefined software programs, or a set
of external business rules may be used to determine the set
of components about whom ownership information ought to
be collected.

At block 6235, the registration service 460 acquires reg-
istration information by using collection services of different
component. For example, the electronic controller obtains
the registration information using an included collection
service or using a collection service provided by another
component. Such registration information contains details of
different component whose registration information can be
sent to the registration service. The registration information
of one component may include information from the regis-
tration information of another component. For instance, a
name of an owner and a location of installation can be
determined for each component from the information for the
overall product 1n which the components are included. The
clectronic controller uses a life ownership graph to deter-
mine the types of registration information that should be
copied from one component to another. It can do so using a
variety of mechanisms, including but not limited to copying
attributes like location information from one component to
another, using a set of business rules to determine how to
combine registration iformation, using an embedded sofit-
ware program to combine the registration information in a
pre-programmed manner, efc.

At block 630, the registration service 460 acquires reg-
istration information of the electronic controller 1n response
to the request received m of block 610. To acquire the
registration information, the registration service 460 can
communicate directly with the electronic controller through
the interconnection of the environment 400. At block 650,
the registration service 460 adds a registration entry for the
clectronic controller 1n the registration database 340 accord-
ing to the registration mformation.




US 11,062,323 B2

9

In view of the above, the registration operation can
implement throughout the life-cycle of the washer, when the
capability of registration 1s available to any of the entities at
a particular Node A-I. For example, at any stage, the
registration of a top level component i1s the only one that
performs the registration operation, and 1s responsible for
relaying the registration information about the other embed-
ded components. In turn, relationships between the entities
and the components can be maintained on a bilateral basis,
and policy restrictions on sharing registration information
can be enforced by the registration service 460 and the
registration database 440. Further, 11 a component configu-
ration cannot be changed by an upper-tier component, a
redirection/rewrite option can be provided at the upper
component, or other remedial action taken.

In an embodiment, the registration service 460 can be a
plurality of registries, each of which can correspond to the
entities of the Nodes A-I (or life-cycle stages). These dii-
ferent registries can be physically distinct, or be physically
one with logical distinctions. Management of plurality of
registries will be described.

In an example scenario, a first component can be a chip.
The chip can be manufactured by a chip maker, which
reflects a first life-cycle stage of the chip. The chip can then
be embedded into a second component, such as a network
card produced by a card manufacturer. This embedding into
the second component retlects a second life-cycle stage of
the chip. The chip 1s a base-tier component, and the card 1s
an upper-tier component or second-level product.

The network card can be embedded into a third compo-
nent, such as a system (e.g., a motherboard) by a system
manufacturer, which reflects a third life-cycle stage of the
chip. The system can then be further embedded into a forth
component, such as a device (e.g., a computer) by a device
marker, which reflects a fourth life-cycle stage of the chip.
The system 1s an upper-tier component or third-level prod-
uct, and the device 1s an upper-tier component or top-level
product.

In this way, the ownership of the chip moves from the chip
maker (e.g., a first entity) to the card manufacturer (e.g., a
second enfity) to the system manufacturer (e.g., a third
entity) to the device maker (e.g., a fourth entity). Each entity
can include a corresponding registry for collecting and
managing the registration information of all the components
at a particular life-cycle stage. Each entity can then register
all the components at a particular life-cycle stage (according
to the process flow 400) with their corresponding registry as

the chip moves into their ownership.

In another example scenario, a life-cycle change can
occur with respect to a processor that 1s mcorporated into a
smart graphics card, which i1s incorporated into a music
system or a GPS system that i1s incorporated into a car. The
ownership of the processor moves from a processor manu-
tacturer (e.g., a first entity) to a smart graphics card manu-
facturer (e.g., a second entity) to a marker of the music
system/GPS system (e.g., a third entity) to a car manufac-
turer (e.g., a fourth enftity). Fach entity can include a
corresponding registry for collecting and managing the
registration information of all the components at a particular
life-cycle stage. Each entity can then register all the com-
ponents at a particular life-cycle stage (according to the
process flows herein) with their corresponding registry as
the chip moves into their ownership.

In the above example scenarios, the registration opera-
tions can be performed at the particular life-cycle stage to
provide registration information to the registries of the
entities. The registration information can be marked by a
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umque 1dentifier that 1s specific to the components, the
entities, etc. The registration operation can provide the
registration information via a single registration request. In
an embodiment, the single registration request 1s invoked by
the highest-tiered component at a particular life-cycle stage.

For example, when the product 430 (e.g., the combination
washer/dryer, the computer, the car) 1s procured by a client
and connected to a network 440, the registration operation
can be performed for all components of the product 430 by
the product 430 1tself. In another example, after the combi-
nation washer/dryer 1s by entity E ;, the embedded processor
can perform the registration operation (e.g., 1f there 1s
network 440 access at Node G) as this 1s the highest-tier
components.

In another example, after the washer 1s assembled by
entity E_, either the electronic controller or the power
stabilizer can perform the registration operation (e.g., 1f
there 1s network 440 access at Node C) as these components
are on the same tier. In addition, the registration information
collected at Node C by the collection service can be based
on predefined relationships between the entities E , through
E .. For instance, the predefined relationship can be based on
a determination by entity E . as to whether entity E . will
provide any registration information to entity E . If regis-
tration information 1s provided, E - can determine as to what
will be the granularity of registration information provided
(1.e. per component UUDI, on a group, aggregate only, etc.).
E, can also determine as to what 1s the registration infor-
mation that will be reported back from entity E; to entity E
(e.g., 1dentity of entity E ., diagnostic information, location,
etc.).

The predefined relationship can be embodied 1n a hard-
ware or software of any component. In this way, while a
component may be capable of communicating registration
information to a corresponding registry, a current owner of
that component may not want to share registration informa-
tion (e.g., the owner of the components may or may not want
to have corresponding registration mformation go to previ-
ous owners), as sharing registration information may violate
some regulation or credential set by the current owner.

Additional 1ssues can also arise when bootstrapping com-
ponents to establish network connectivity to a corresponding
registration service, as registries can become contlicted with
having several owners trying to manage registration infor-
mation concurrently. For example, the chip may be hard-
configured with an internet protocol address or domain name
that goes to the registration service of the chip maker and
thus subsequent entities may be forced to connect to the
registration service ol the chip maker (e.g., the chip 1s
configured to allow communication only to the chip maker).

To address the above, an embodiment utilizing one reg-
istration request to account for all of the components will
now be described with respect to FIG. 7. FIG. 7 depicts
another process flow 700 for managing component owner-
ship mformation across a corresponding life cycle 1n accor-
dance with an embodiment. In the below description, refer-
ences may be made to the above FIG. 7 and embodiments for
illustrative purposes.

The process flow 700 begins at block 710, where a
registry receives a request for registration. If the life-cycle
stage ol the washer/dryer combination 1s at Node G, this
request can be the one registration request effective for the
components A-B (the electronic controller and the power
stabilizer) and the system 330 (the embedded processor).
The request can be mitiated from the embedded processor.
The request can indicate a request type, such as component
request or system request.
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A component request 1s a request by a base-tier compo-
nent or by an upper-tier component that does not currently
incorporate other components. The component request can
identily the electronic controller or the power stabilizer. The
component request can also i1dentity the embedded system
independent of the electronic controller and the power
stabilizer.

A system request 1s a request on behalf of multiple
components by an upper-tier component. The system request
can 1dentily the embedded processor (e.g., an upper level
product) on behalf of as least one of the electronic controller
and the power stabilizer.

At block 7135, the registry 1dentifies the request type of the
request. If the request type 1s the component request, then
the process flow 700 proceeds to block 720. If the request

type 1s a system request, then the process tlow 700 proceeds
to block 723.

At block 720, the registry acquires registration informa-
tion by communicating directly with a component, such as
only communicating with the embedded processor.

At block 7235, the registry acquires registration informa-
tion by communicating directly with a component on behalf
of all components. For example, the registry can commu-
nicate with the embedded processor and receive registration
information for the electronic controller, the power stabi-
lizer, and/or the embedded processor.

In this way, when the registry communicates with the
embedded processor, the registration information of the
clectronic controller and the power stabilizer can be pro-
tected according to the predefined relationships between the
owners/entities of these components (e.g., only the needed
registration information 1s extracted without extracting pro-
prietary information other components to maintain the secu-
rity of these other components).

At block 750, the registry modifies a registration entry 1n
the registration database 340 according to the registration
information.

In an embodiment, when a component 1s capable of
registration, that component can be configured with an
address ol a registration service. The registration service
address can be determined by a business relationship
between the different entities. When the component registers
with that registration service, the registration mnformation
can be then relayed either forward or reverse (or both) along
the life-cycle stages that re maintained by the registration
service (e.g., sent to enftities corresponding to previous or
subsequent nodes). The registration information that 1s
passed can then be selected by the registration service on the
basis of an agreement between the links of the life-cycle.

Further, on registration time, a device including the com-
ponent can be istructed on where to send different infor-
mation that 1s available in the device to different services.
The different information can be either relayed by the
registration service to other services, or the device may be
redirected to provide some information to a different site.
This different site can be a different registration service or a
different site dedicated to collection information (e.g. diag-
nostic mformation from a component).

Furthermore, when the final product that contains the
component 1s installed 1n the user premises, the final product
can contact the registration service designated by the final
life-cycle stage. The component can be configured, prior to
the installation within the final product, the identity of this
service. The registration service then passes the registration
information along the segment of the life-cycle stages as
needed.
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Technical effects and benefits include maintaining regis-
tration as a component progresses through life-cycle stages.
For example, by receiving the registration information, the
registration service 460 and the registration database 470 1n
turn can provide the technical eflects and benefits automat-
ing 1information about a components/cards/systems/etc.,
tracking warranty information, collecting statistics about
usage, and performing diagnostics. Thus, embodiments
described herein are necessarily rooted 1mn computing envi-
ronment to perform proactive operations to overcome prob-
lems specifically arising 1n the realm of registering compo-
nents.

The present invention may be a system, a method, and/or
a computer program product at any possible technical detail
level of integration. The computer program product may
include a computer readable storage medium (or media)
having computer readable program instructions thereon for
causing a processor to carry out aspects of the present
invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program 1nstructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine 1nstructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, con-
figuration data for integrated circuitry, or either source code
or object code written 1 any combination of one or more
programming languages, including an object oriented pro-
gramming language such as Smalltalk, C++, or the like, and
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procedural programming languages, such as the “C” pro-
gramming language or stmilar programming languages. The
computer readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the user’s
computer and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN)
or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the
Internet using an Internet Service Provider). In some
embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate
arrays (FPGA), or programmable logic arrays (PLA) may
execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, 1n order to
perform aspects of the present invention.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks 1n the
flowchart 1llustrations and/or block diagrams, can be imple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the tlowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified 1 the tlowchart and/or block diagram block or
blocks.

The computer readable program 1nstructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series ol operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the istructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified 1n the tlow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion ol instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the blocks may occur out of the order
noted 1n the Figures. For example, two blocks shown in
succession may, 1n fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It
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will also be noted that each block of the block diagrams
and/or flowchart illustration, and combinations of blocks 1n
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts or carry out
combinations of special purpose hardware and computer
instructions.
The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are mtended to include the plural forms
as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “comprises™ and/or
“comprising,” when used 1n this specification, specity the
presence ol stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one more other features, integers, steps,
operations, element components, and/or groups thereof.
The descriptions of the various embodiments of the
present 1nvention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill 1n the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found in the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.
What 1s claimed 1s:
1. A method for registering a plurality of components of
an appliance or automobile computer system, the plurality of
components comprising an embedded processor as an upper-
level component and one or more lower-level components
included within the upper-level component, the method
comprising;
recerving, by a first registration service of a plurality of
services, a request for registration of the embedded
processor and the one or more lower-level components,

wherein the request 1s 1nitiated by the embedded proces-
sor being preconfigured to send different available
registration information to different services of the
plurality of services,
wherein the registration information comprises internet
protocol addresses, domain names, serial numbers,
media access control address, identifiers, a set of vari-
ables indicating operations of the plurality of compo-
nents and the appliance or the automobile computer
system, and attributes of the plurality of components
and the appliance or the automobile computer system,

wherein the one or more lower-level components com-
prise a controller and a power stabilizer,

wherein the request 1s based on a preconfiguration of the

embedded processor comprising an address of the first
registration service after a collection service of the
embedded processor accumulates first and second reg-
1stration information;

identilying a request type of the request for registration,

wherein the request type 1s one of a component type
and a system type;

acquiring, by the first registration service, the first regis-

tration information of the embedded processor and the
one or more lower-level components 1n response to the
request by communicating directly with a network
interface of the embedded processor and extracting the
first registration information directly from the one or
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more lower-level components i the request type 1s a
component type and directly from the one or more
lower-level components on behalf of multiple lower-
level components 1 the request type 1s a system type,

wherein the registration mnformation comprises a unique
identifier of the embedded processor,

wherein the extracting of the first registration information
comprises only extracting a needed portion of the first
registration information without extracting proprietary
information of the one or more lower-level components
to maintain a security of the one or more lower-level
components;

sending, by the network interface of the embedded pro-
cessor to a second registration service of the plurality of
services, the second registration information of the
embedded processor and the one or more lower-level
components based on the preconfiguration of the
embedded processor comprising an address of the
second registration service, the second registration
information being different from the first registration
information:

modilying, by the first registration service, a registration
entry associated with the embedded processor 1n a
registration database according to the first registration
information; and

passing, by the first registration service, the first registra-
tion mformation of the embedded processor 1o a third
registration service of the plurality of services that 1s
different from the first registration service and at a
different site dedicated to collection information,

wherein the passing of the first registration information
comprises passing selected portions of the first regis-
tration imnformation on a basis of an agreement,

wherein an ownership life-cycle 1s maintained in the
embedded processor and a representation of the own-
ership life-cycle of a plurality of components 1s main-
taimned 1n the first registration service.

2. A computer program product, the computer program

product comprising a non-transitory computer readable stor-
age medium having program instructions for registering a
plurality of components of an appliance or automobile
computer system, the plurality of components comprising an
embedded processor as an upper-level component and one
or more lower-level components included within the upper-
level component, the program instructions executable by
processors of a plurality of services to cause:

receiving, by a first registration service of the plurality of
services, a request for registration of the embedded
processor and the one or more lower-level components,

wherein the request 1s mitiated by the embedded proces-
sor being preconfigured to send different available
registration information to different services of the
plurality of services,

wherein the registration information comprises internet
protocol addresses, domain names, serial numbers,
media access control address, 1dentifiers, a set of vari-
ables indicating operations of the plurality of compo-
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nents and the appliance or the automobile computer
system, and attributes of the plurality of components
and the appliance or the automobile computer system,

wherein the one or more lower-level components com-
prise a controller and a power stabilizer,

wherein the request 1s based on a preconfiguration of the
embedded processor comprising an address of the first
registration service after a collection service of the
embedded processor accumulates first and second reg-
1stration information;

identilying a request type of the request for registration,
wherein the request type 1s one of a component type
and a system type;

acquiring, by the first registration service, the first regis-
tration information of the embedded processor and the
one or more lower-level components 1n response to the
request by communicating directly with a network
interface of the embedded processor and extracting the
first registration information directly from the one or
more lower-level components if the request type 1s a
component type and directly from the one or more
lower-level components on behalf of multiple lower-
level components 1 the request type 1s a system type,

wherein the registration information comprises a unique
identifier of the embedded processor,

wherein the extracting of the first registration information
comprises only extracting a needed portion of the first
registration information without extracting proprietary
information of the one or more lower-level components
to maintain a security of the one or more lower-level
components;

sending, by the network interface of the embedded pro-
cessor to a second registration service of the plurality of
services, the second registration information of the
embedded processor and the one or more lower-level
components based on the preconfiguration of the
embedded processor Comprising an address of the
second registration service, the second registration
information being different from the first registration
information;

moditying, by the first registration service, a registration
entry associated with the embedded processor 1n a
registration database according to the first registration
information; and

passing, by the first registration service, the first registra-
tion mformation of the embedded processor 1o a third
registration service of the plurality of services that 1s
different from the first registration service and at a
different site dedicated to collection information,

wherein the passing of the first registration mformation
comprises passing selected portions of the first regis-
tration mnformation on a basis of an agreement,

wherein an ownership life-cycle 1s maintained i1n the
embedded processor and a representation of the own-
ership life-cycle of a plurality of components 1s main-
taimned 1n the first registration service.
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