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300

o

MERCHANT COMPUTER GENERATES A PUBLIC-PRIVATE KEY PAIR
301

MERCHANT COMPUTER SENDS PUBLIC KEY TO CERTIFICATE AUTHORITY
302

CERTIFICATE AUTHORITY VERIFIES AUTHENTICITY OF MERCHANT
303

CERTIFICATE AUTHORITY GENERATES SIGNED MERCHANT CERTIFICATE
304

CERTIFICATE AUTHORITY SENDS MERCHANT CERTIFICATE TO MERCHANT
COMPUTER
300

MERCHANT GENERATES SIGNED MERCHANT APPLICATION CERTIFICATE
306

MERCHANT COMPUTER STORES MERCHANT APPLICATION CERTIFICATE AND
MERCHANT APPLICATION PRIVATE KEY IN MERCHANT APPLICATION
307

FIG. 3



U.S. Patent Jul. 13, 2021 Sheet 4 of 8 US 11,062,306 B2

CONSUMER SELECTS ITEMS FOR PURCHASE FROM REMOTE TRANSACTION
PROCESSOR COMPUTER (E.G., MERCHANT COMPUTER)
THROUGH MOBILE APPLICATION ASSOCIATED WITH
THE TRANSACTION PROCESSOR (E.G., MERCHANT APPLICATION) OF MOBILE
DEVICE
401

CONSUMER SELECTS REMOTE PAYMENT TRANSACTION OPTION PROVIDED ON
THE TRANSACTION CHECK OUT SCREEN OF THE TRANSACTION PROCESSOR
APPLICATION
402

TRANSACTION PROCESSOR APPLICATION (E.G., MERCHANT APPLICATION})
PASSES TRANSACTION DATA AND TRANSACTION PROCESSOR PUBLIC KEY
CERTIFICATE TO MOBILE PAYMENT APPLICATION ON SECURE ELEMENT
OF MOBILE DEVICE

403

MOBILE PAYMENT APPLICATION VALIDATES THAT THE TRANSACTION
PROCESSOR APPLICATION (E.G., MERCHANT APPLICATION) IS AUTHENTIC
USING THE TRANSACTION PROCESSOR PUBLIC KEY CERTIFICATE
404

MOBILE PAYMENT APPLICATION PROVIDES ENCRYPTED PAYMENT
CREDENTIALS TO TRANSACTION PROCESSOR APPLICATION
(E.G., MERCHANT APPLICATION)

405

TRANSACTION PROCESSOR APPLICATION (E.G., MERCHANT APPLICATION})
INITIATES A PAYMENT TRANSACTION WITH A TRANSACTION PROCESSOR
COMPUTER (E.G., AREMOTE MERCHANT SERVER COMPUTER) USING THE
ENCRYPTED PAYMENT CREDENTIALS
406

FIG. 4
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SECURE REMOTE PAYMENT
TRANSACTION PROCESSING USING A
SECURE ELEMENT

CROSS-REFERENCES TO RELATED
APPLICATIONS

This application 1s a continuation application of U.S.
application Ser. No. 15/471,800, filed on Mar. 28, 2017,
which 1s a continuation application of U.S. patent applica-
tion Ser. No. 14/461,227, filed on Aug. 15, 2014, which 1s a
non-provisional of and claims the benefit of priority to U.S.
Provisional Application No. 61/866,514, filed Aug. 15,
2013, which are hereby incorporated by reference in their
entirety for all purposes.

This application 1s related to the subject matter of U.S.
Non-Provisional application Ser. No. 14/332,245, filed Jul.
15, 2014, the entire contents of which are hereby incorpo-
rated by reference for all purposes. The above-referenced
application 1s assigned to the same assignee as the present
application.

BACKGROUND

An increasing number of consumers are using devices
configured to use near-field communication (NFC) and other
proximity communication protocols for payment transac-
tions. For example, a consumer’s mobile device may com-
prise NFC hardware and a secure element or other secure
storage medium for storing sensitive account information. In
order to conduct a payment transaction, the consumer may
place the mobile device 1n proximity to a point of sale
terminal, access device, or other proximity or contactless
communication reader. The transaction may then be pro-
cessed using secure payment information stored on the
secure storage medium, without the user requiring to pro-
vide a physical credit card or manually enter a credit card
number.

Consumers may also conduct online payment transactions
using mobile devices. For example, a consumer may down-
load a merchant application and select some items to pur-
chase. Then, to conduct the payment transaction, the con-
sumer may enter payment information using a physical or
on-screen keyboard. However, the manual entry of payment
information to merchant applications 1s often redundant, as
the consumer may already have payment information stored
in a secure storage medium. Further, the manual entry of
payment information may introduce security risks such as a
vulnerability to eavesdropping.

Accordingly, there 1s a need to allow a consumer to use
secure payment credentials stored on a mobile device to
initiate and process a remote transaction. However, the
payment credentials stored on the mobile device are sensi-
tive and the merchant applications on the mobile device may
be open to hacking, spoofing, and other security threats. As
such, there 1s a need to ensure the payment credentials stored
securely on the mobile device are secured against potential
malicious applications and threats on the mobile device
during payment transaction processing.

Furthermore, traditional remote transactions have limited
security features and a higher risk of fraud because a
consumer 1s not present at a merchant or service provider for
verification that the payment credentials have not been
stolen or intercepted and are not being used by a malicious
third party. Accordingly, there 1s a need to increase the
security ol remote transactions 1nitiated from mobile
devices.
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2

Embodiments of the present invention address these prob-
lems and other problems individually and collectively.

BRIEF SUMMARY

Embodiments of the present invention are directed to
methods, apparatuses, computer readable media and systems
for securely processing remote transactions. For example,
embodiments of the present invention allow consumers to
use a mobile device comprising secure and sensitive pay-
ment credentials during a remote payment transaction 1niti-
ated through a merchant website or merchant application.
The merchant website or merchant application may utilize a
secure element based mobile payment application to obtain
payment credentials (e.g., account number and expiration
date) instead of having the consumer provide the account
number and expiry date using the keypad or obtaining the
information from an unsecure memory. Embodiments pro-
vide a secure process lor transierring sensitive payment
information while protecting the sensitive information from
untrusted, unsecure, and/or potentially malicious mobile
applications (e.g., the merchant application).

Further, embodiments incorporate the generation of chip-
based dynamic authentication data (e.g., dynamic crypto-
grams or other values) for remote transactions initiated
though the mobile payment application and provide addi-
tional security over typical remote payment transactions.
Accordingly, embodiments provide more secure and robust
remote payment transaction systems. As such, embodiments
enhance the security level of card not present transactions by
providing unique, dynamic, and verifiable cryptograms in
transactions that typically do not have the capability of
including such security features.

One embodiment of the invention 1s directed to a method
of processing a remote transaction initiated by a mobile
device. The comprises receiving, by a mobile payment
application on a secure memory of the mobile device,
transaction data from a transaction processor application on
the mobile device. The method further comprises validating,
that the transaction processor application 1s authentic and in
response to validating the transaction processor application,
providing encrypted payment credentials to the transaction
processor application. The transaction processor application
initiates a payment transaction with a transaction processor
server computer using the encrypted payment credentials.

Another embodiment of the invention 1s directed to a
mobile device including a processor and a computer-read-
able medium coupled to the processor. The computer-read-
able medium may comprise a transaction processor appli-
cation configured to process a remote payment transaction.
The mobile device may further comprise a secure processor
and a secure computer-readable medium coupled to the
secure processor. The secure computer-readable medium
comprising code, executable by the secure processor, for
performing a method of processing a remote transaction.
The method may comprise receiving transaction data from
the transaction processor application on the mobile device
and validating that the transaction processor application 1s
authentic. The method may further include providing
encrypted payment credentials to the transaction processor
application in response to validating the transaction proces-
sor application. The transaction processor application may
initiate a payment transaction with a transaction processor
server computer using the encrypted payment credentials.

Another embodiment of the invention i1s directed to a
system for processing a remote transaction including a
mobile device and a transaction processor server computer
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communicatively coupled to the mobile device. The mobile
device may include a processor and a computer-readable
medium coupled to the processor. The computer-readable
medium may comprise a transaction processor application
configured to process a remote payment transaction. The
mobile device may further comprise a secure processor and
a secure computer-readable medium coupled to the secure
processor. The secure computer-readable medium compris-
ing code, executable by the secure processor, for performing
a method of processing a remote transaction. The method
may comprise recerving transaction data from the transac-
tion processor application on the mobile device and validat-
ing that the transaction processor application 1s authentic.
The method may further include providing encrypted pay-
ment credentials to the transaction processor application in
response to validating the transaction processor application.
The transaction processor application may 1nitiate a payment
transaction with a transaction processor server computer
using the encrypted payment credentials. The transaction
processor server computer may be configured to provide
transaction information to the mobile device, receive the
encrypted payment information from the transaction proces-
sor application on the mobile device, decrypt the encrypted
payment information using a transaction processor private
key stored at the transaction processor server computer, and
initiate transaction processing using the decrypted payment
information.

These and other embodiments
described 1n further detail below.

of the i1nvention are

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a block diagram of an exemplary system for
performing a remote transaction using a merchant applica-
tion of a mobile device, according to some embodiments of
the 1nvention.

FIG. 2 shows a block diagram of an exemplary mobile
device that may be used with some embodiments of the
invention.

FIG. 3 shows a flow diagram of an exemplary method for
provisioning merchant public/private key pairs and mer-
chant application certificates using a certificate authority,
according to some embodiments of the invention.

FIG. 4 shows a tlow diagram of an exemplary method for
processing a remote transaction using a transaction proces-
sor application of a mobile device, according to some
embodiments of the mvention.

FIGS. 5A-5C show a flow diagram of an exemplary
method for processing a remote transaction using a merchant
application of a mobile device, according to some embodi-
ments of the mvention.

FIG. 6 shows a block diagram of an exemplary computer
apparatus.

DETAILED DESCRIPTION

Embodiments of the present invention are directed to
systems and methods for securely processing remote trans-
actions initiated by untrusted merchant applications on a
mobile device. Embodiments provide a secure transaction
processing system that protects sensitive payment informa-
tion stored 1 a secure memory of the mobile device and
allows for transmission of that sensitive payment informa-
tion 1 a secure manner to perform a remote payment
transaction.

When performing a remote electronic commerce (1.€.,
e-commerce) transaction on a mobile device, a consumer
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may need to provide payment credentials (e.g., account
identifier, expiration date, dynamic verification values, etc.)
and other sensitive information to the merchant web server
computer so that the merchant may identify the consumer
account and 1nitiate payment for the transaction. Normally a
consumer may key enter or otherwise input a primary
account number (PAN), expiration date, and card verifica-
tion value (e.g., CVV2) mto the mobile device which then
sends that information to a merchant server. However, this
method 1s not secure and may lead to fraudulent transac-
tions. For example, there 1s no way for a merchant to know
if the consumer 1s who they present themselves to be or if the
consumer possesses the underlying payment device or
merely intercepted or maliciously obtained the PAN, expi-
ration date, and card verification value from the device and
1s using 1t without the proper authorization.

According to embodiments of the present invention, a
merchant web server computer may securely obtain account
credentials from a mobile payment application of a mobile
device that securely stores the account information. Further-
more, because the remote transaction 1s being initiated
through a mobile payment application on the mobile device,
some embodiments may provide additional authentication
data that further ensures that the account information on the
mobile device 1s authentic and was provisioned or installed
in an authorized manner. Accordingly, embodiments provide
more secure remote payment transaction processing Sys-
tems.

In some embodiments, the mobile payment application
may obtain the account information from a secure element
or secure memory of a mobile device. Additionally, because
the transaction 1s being processed using a mobile payment
application that may be configured to provide chip data (e.g.,
a dynamic value, cryptogram, etc.) during proximity or
contactless communications, the remote transaction may
include dynamic chip data (e.g., dynamic value or crypto-
gram) for the remote transaction. Typically, during an
e-commerce transaction, a merchant would not be capable of
receiving highly secure chip data (e.g., a dynamic value or
cryptogram) because of the consumer key entry of account
information and/or the lack of access to chip data. However,
embodiments of the present invention provide a dynamic
verification value, dynamic authentication information, and/
or other chip data for validation during transaction process-
ng.

Accordingly, embodiments allow a merchant computer
130 to securely receive both account credentials and chip
data from a mobile payment application during a remote
payment transaction. Therefore, a remote merchant server
computer may receive sullicient data to build a standard
“card present” chip transaction authorization request mes-
sage which provides a higher level of security than a typical
remote transaction.

Embodiments of the invention have several advantages.
For example, embodiments improve the security of payment
transactions using untrusted or unknown merchant applica-
tions on a mobile device. In some embodiments, a remote
transaction application, a mobile payment application, and/
or any other third party application may be configured to
validate the authenticity of a merchant application by deter-
mining the status of a merchant key certificate provided by
the merchant application. Accordingly, the remote transac-
tion application may ensure that the merchant certificate 1s
currently valid with a certificate authority or other certificate
database. For example, the remote transaction application
may provide the merchant certificate identifier to a certifi-
cate authority and may receive a status of the certificate
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(e.g., valid, revoked, etc.) in return. If the certificate 1s
revoked or out of date, the remote transaction application
may receive an updated certificate from the certificate
authority and may continue with the transaction.
Additionally, a remote transaction application or mobile
payment application may validate that the merchant certifi-
cate 1s authentic using a certificate authority public key. For
example, the mobile payment application may have the
certificate authority public key stored 1n the secure element
or other secure memory of the mobile device or may have
access to the key from the general purpose memory of the
mobile device. The merchant certificate may be signed by a
private key of the certificate authority and thus, the mobile
payment application may apply the corresponding certificate
authority public key in order to validate that the merchant
certificate was signed by the certificate authority. Accord-
ingly, 1f the mobile payment application can validate the
signature by the certificate authority private key, the mobile
payment application may determine that the certificate

authority provided the merchant certificate, the merchant
certificate 1s authentic, and that the merchant certificate can
be trusted.

Accordingly, 1f the merchant application 1s validated, the
mobile payment application may extract the public key from
the merchant certificate and may use the public key to
encrypt sensitive payment information (e.g., payment cre-
dentials (e.g., primary account number (PAN), token, expi-
ration date, etc.), dynamic vernfication value, transaction
amount, etc.) for delivery to a merchant computer 130 for
remote transaction processing. The use of the merchant
public key prevents unscrupulous applications or devices
from gaining access to the sensitive data, since the payment
information 1s unreadable without the corresponding vali-
dated transaction processor private encryption key (e.g.,
merchant private key, merchant application private key,
acquirer private key, etc.).

The merchant computer 130 may securely store the cor-
responding private key associated with the merchant public-
private key pair and may use the private key to decrypt the
payment information and initiate a transaction. For example,
the merchant server computer may initiate a payment trans-
action by mapping the decrypted payment information to an
authorization request message configured to be processed by
a payment processing network. As such, embodiments may
ensure the merchant application 1s authentic and may secure
information using encryption keys provided by the merchant
application to ensure only the merchant computer 130
associated with the merchant application may decrypt and/or
access the secure payment information. Accordingly, remote
transactions may be secured and may use dynamic verifi-
cation data that typically 1s not available 1n such transac-
tions.

Additionally, embodiments provide more secure payment
systems by allowing the use of highly secure and diflicult to
reproduce information during a remote transaction. For
example, the dynamic cryptogram or dynamic value pro-
vided during the transaction allows for a higher level of trust
by a merchant that the consumer 1s authorized to perform a
transaction using the account. Accordingly, fewer fraudulent
transactions and charge backs will be processed by payment
processing networks, issuers, and merchants.

Furthermore, embodiments are more convenient to con-
sumers and users because the system allows for a consumer
to use payment information (e.g., account information) that
1s already present on a mobile device to 1itiate and process
a transaction. Previous remote transactions required a con-
sumer to enter payment information manually or used infor-
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mation that was not stored 1n a secure memory. Accordingly,
embodiments provide a more secure and convenient method
for consumers to 1nitiate remote transactions from a mobile
device.

Further, because of the use of a transaction processor
(e.g., merchant, acquirer, etc.) specific public key by the
mobile payment application when passing the payment
credentials, the sensitive payment information may be pro-
tected when being transmitted or communicated to a desti-
nation entity. Accordingly, embodiments provide a secure
communication process for transmitting sensitive iforma-
tion related to a remote transaction to allow for protection of
sensitive account credentials and other payment information
that may be static and re-used in future transactions (e.g.,
static account 1dentifiers, expiration date, etc.).

Prior to discussing embodiments of the invention,
description of some terms may be helpiul 1n understanding
embodiments of the invention.

A “remote transaction” may include any transaction
where one party to a transaction 1s separated by some
distance and/or by a device from another party to a trans-
action. For example, a remote transaction may include a
“card-not present,” electronic commerce, or other online
transaction performed through communication between two
or more devices. For instance, remote transactions may
include devices that are not present in the same location or
multiple devices where the two parties (e.g., a merchant and
a consumer) are not using the same device to complete the
transaction. A remote transaction may include any type of
transaction including a person-to-person transaction, busi-
ness-to-business transaction, retail or other provider-cus-
tomer transaction, or any other type of transaction using any
type of account (e.g., debit, credit, pre-paid, etc.).

Additionally, a remote transaction may include an in-store
transaction that 1s not completed using a merchant point-oi-
sale device (1.e., access device) and instead 1s completed by
a consumer using their mobile device to communicate with
a remote (or local) merchant server computer configured to
process the remote transactions. Traditionally, remote trans-
actions have had a higher chance of fraud because remote
transactions do not allow a payee the opportunity to identify
the payer or otherwise ensure that the payment they are
receiving 1s legitimate, as the two parties are not present in
the same location during the transaction (such as 1n a “card
present” or in-store transaction). A local, card present,
face-to-face, or 1n-store transaction may include a transac-
tion where two or more parties to a transaction are present
in the same location and use the same transaction device, or
1s performed through at least one present individual or entity
to authenticate the identity of a payer and/or payee.

As used herein, “payment information” may include any
relevant 1nformation for performing a payment. For
example, the payment information may include any sensi-
tive account information and/or personal information that
may be used to identity and/or authenticate a consumer
account at an 1ssuer. Further, 1n some embodiments, the
payment information may also include merchant informa-
tion, consumer information, mobile device information,
routing information, or any other relevant information that
may be used to administer, manage, and communicate
payment transactions. As such, payment information may
include both sensitive and non-sensitive information. For
example, payment information may include the sensitive
information associated with a transaction or account (e.g.,
payment credentials) and may be sent along with other
non-sensitive information that may not be considered pay-
ment information (e.g., transaction amount, etc.).
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As used herein, “payment credentials” may include any
information that allows a processor to 1dentity, verity, and/or
process a payment transaction using a consumer account.
For example, a payment credential may include an account
identifier (e.g., primary account number (PAN)), a token
(e.g., account identifier substitute), expiration date, card
verification value (e.g., CVV, CVV?2, etc.), a dynamic cryp-
togram or dynamic value (e.g., dCVV, dynamic authentica-
tion data, etc.), personal information associated with an
account (e.g., name, address, etc.), an account alias (e.g.,
username, etc.), or any other relevant information.

In some embodiments, the payment credentials may be
stored 1n a secure memory ol a mobile device. In some
embodiments, the secure memory may be referred to as a
“secure element.” The secure memory of the mobile device
may be configured such that the data stored in the secure
memory may not be directly accessible by outside applica-
tions and a mobile payment application associated with the
secure memory may be accessed to obtain the payment
credentials stored or provisioned on the secure memory.
Accordingly, a merchant application may interface with a
mobile payment application, a remote transaction applica-
tion, or other application or applet in order to interface with
the mobile payment application 1n order to gain access to the
payment credentials stored on the secure memory. In some
embodiments, a software development kit (SDK), an appli-
cation programming intertace (API), or other third party
programming code or module may be accessed by a mobile
application (e.g., merchant application) 1n order to interface
and/or request payment information from a mobile payment
application.

As used herein, “transaction information” or “transaction
data” may include any data associated with a transaction.
For example, transaction information may include a trans-
action amount, transaction time, transaction date, merchant
information (e.g., registered merchant identifier, address,
merchant computer internet protocol (IP) address, etc.),
product information (e.g., serial numbers, product names or
other 1dentifiers, etc.), or any other relevant information to
a transaction. The transaction information may be provided
to a mobile device by a merchant server computer before or
alter the consumer 1nitiates a payment transaction through
the merchant application (or other transaction processor
application). In some embodiments, the transaction infor-
mation may be used to 1dentity a specific merchant associ-
ated with a transaction to allow entities within the transac-
tion processing system to 1dentify the appropriate merchant

(or other service provider) for the transaction.

As used herein, “merchant Information” may include any
information that 1s associated with a merchant, payee, ser-
vice provider, producer, or other relying party in a transac-
tion. For example, merchant information may include a
merchant identifier that was determined during registration
with a remote payment service or application, payment
processing network, or other transaction processing entity
associated with the remote transaction processing system. In
some embodiments, the merchant identifier may be used to
determine a registered merchant computer public key, mer-
chant application public key, and/or acquirer public key
associated with a transaction.

A “dynamic value” may include any data that changes.
For example, the dynamic value may change over time (e.g.,
periodically), use (e.g., per transaction), and/or change
based on received imnformation (e.g., mnput information to an
algorithm). For instance, a dynamic value may include an
authentication value that may change every time a transac-
tion 1s 1mitiated and may be generated using a shared secret
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algorithm or other shared information between two entities
such that one entity may validate that the other entity has
access to the shared secret and 1s thus, authentic. This may
also be referred to as authentication data. The dynamic value
may be generated by applying the shared secret algorithm to
shared transaction data (e.g., amount, merchant information,
etc.), payment credential information (account identifier,
expiration date, etc.), and/or dynamic mput date (e.g., time,
unpredictable number used for the transaction, etc.). Any
relevant dynamic algorithm and shared information may be
used and different dynamic algorithms may be used for
different types of transactions (e.g., remote vs. proximity
(e.g., NFC) transaction).

In some embodiments, a dynamic value may include a
cryptogram that 1s generated using a shared secret algorithm
between two entities. For example, the cryptogram may be
generated per transaction based on a derived algorithm that
1s specific to each consumer device and/or 1ssuer account
and may be validated at a payment processor or an 1ssuer of
the account for each transaction. For example, a payment
processing network may be provided shared algorithms
and/or encryption keys from an 1ssuer associated with an
account and may validate the dynamic values on behalf of
the 1ssuer. In other embodiments, the 1ssuer may validate the
dynamic data themselves. Such dynamic values may be
referred to as dynamic card verification values (e.g., dCVV,
dCVV?2), unique authentication verification values (UAVV),
token authentication verification value (TAVV), etc., and
may be distinguished based on the input data and the
algorithm used to generate the verifiable dynamic values.
For example, a token authentication verification value may
use a token as an input to a verification algorithm while a
dynamic card verification value may use a primary account
number as an input to generate the dCVV.

As used herein, “encrypted payment information” may
include any payment information that has been made unin-
telligible to some parties to prevent unauthorized access to
the payment information. For example, the encrypted pay-
ment mmformation may not be read by a recipient without
access to a shared secret or access to a designated encryption
key. As such, the encrypted payment information may be
made unintelligible through a process that 1s reversible and
repeatable such that two entities can share information using
a shared secret or encryption keys without unauthorized
entities being able to understand or gain access to the
sensitive payment information or sensitive payment creden-
tials within the payment information (unless they gain
access to the shared secret or encryption keys).

Additionally, 1n some embodiments, the encrypted pay-
ment information may include any combination of encrypted
sensitive 1nformation and unencrypted less sensitive or
non-sensitive information. For example, in some embodi-
ments, encrypted payment information may include
encrypted payment credentials (e.g., sensitive account 1den-
tifiers and expiration dates) and unencrypted transaction
information (e.g., transaction amount, product identifiers,
etc.). In other embodiments, the encrypted payment infor-
mation may include all of the relevant transaction informa-
tion encrypted. For instance, in some embodiments, the
encrypted payment information may include both encrypted
payment credentials and encrypted transaction information.

In some embodiments, the encrypted payment informa-
tion may be generated by a mobile payment application of
a mobile device such that the mobile payment application
may use a public encryption key (e.g., transaction processor
public key) that may be used to encrypt stored or recerved
payment credentials and/or other payment information for a
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transaction. For example, a mobile payment application may
extract a transaction processor public encryption key from a
transaction processor public key certificate (also referred to
as a transaction processor digital certificate) after validating
the public key certificate and may use the extracted trans-
action processor public key to encrypt the sensitive payment
information. The extracted transaction processor public
encryption key may be paired with a transaction processor
private encryption key that may be securely stored at a
transaction processor (e.g., merchant server computer,
acquirer computer, merchant processor computer, etc.) con-
figured to decrypt the encrypted payment information and
initiate a payment transaction using the decrypted payment
information.

As used herein, “decrypted payment information” may
include payment information that has been converted from
an unintelligible state to an understandable state. For
example, decrypted payment imnformation may include the
result of applying an appropriate encryption key to
encrypted payment information to obtain the original pay-
ment information. For instance, a transaction processor
private key may be applied to encrypted payment informa-
tion that was encrypted with a transaction processor public
key 1n order to decrypt the encrypted payment information
and obtain the underlying payment information. Further,
where the encrypted payment information includes both
encrypted and unencrypted mformation, the decrypted pay-
ment information may be obtained by decrypting the
encrypted portions while not decrypting the unencrypted
portions.

A “transaction processor’” may include any entity that 1s
associated with processing a transaction. For example, a
merchant, a mobile device, a merchant application or other
mobile application on a mobile device (e.g., an acquirer
application, merchant processor application, or payment
service provider application), an acquirer computer, a pay-
ment processing network, and any other entity in a transac-
tion processing eco-system may be a transaction processor.
In some embodiments, a transaction processor may be
associated with a particular public key (e.g., merchant public
key, merchant application public key, acquirer public key,
etc.) and a private key (e.g., merchant private key, merchant
application private key, acquirer private key, etc.) that may
be used to encrypt and decrypt payment information during
processing of a remote payment transaction.

As such, 1n some embodiments, the transaction processor
may be the entity that 1s configured to decrypt the encrypted
payment information and initiate a payment transaction. A
payment transaction may be mnitiated through any suitable
manner including passing the decrypted payment informa-
tion to another party or by generating and/or mapping
decrypted payment mformation to an authorization request
message. For example, 1n some embodiments, the transac-
tion processor may initiate a payment transaction by map-
ping the decrypted payment information to an authorization
request message configured to be processed by a payment
processing network.

A “transaction processor application” may include any
soltware, code, applet, or other information executable by a
processor to 1itiate and process a remote transaction asso-
ciated with a transaction processor. For example, a transac-
tion processor application may include a merchant-specific
application that 1s designed to allow for remote transaction
processing on a mobile device. Alternatively or in combi-
nation, the transaction processing application may be pro-
vided by an acquirer, merchant processor, payment service
provider, or other thurd party aggregator that allows for
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transactions from multiple merchants and/or suppliers to be
processed through a single application.

A “transaction processor server computer” may include
any computer, server, system, or device that 1s configured to
process a remote transaction. For example, a transaction
processor server computer may be configured to communi-
cate with a transaction processor application during remote
transaction processing in order to initiate a payment trans-
action associated with transaction data and payment creden-
tials received from the transaction processor application.
The transaction processor server computer may be config-
ured to iitiate a transaction that 1s configured to be pro-
cessed by a payment processing network. For example, the
transaction processor server computer may be configured to
receive encrypted or decrypted payment information, gen-
crate an authorization request message, and send the autho-
rization request message to an acquirer computer, payment
processing network computer, or other entity configured to
process a transaction. For instance, the transaction processor
server computer may include a merchant computer 130,
acquirer computer, merchant processor computer, payment
service provider computer, or any other entity configured to
process transactions received from the transaction processor
application.

A “mobile payment application” may include any appli-
cation configured to facilitate a payment transaction from a
mobile device or other electronic device. For example, a
mobile payment application may store sensitive payment
information and/or payment credentials for a consumer
account 1n a secure manner such that the payment informa-
tion, account information, payment credentials, personal
information, or any other relevant information may be
protected from unauthorized access. The mobile payment
application may be configured to provide the sensitive
information to an authorized soitware application or module
on a mobile device, a contactless element, or any other
soltware or hardware configured and authorized to commu-
nicate with the mobile payment application. For example, a
mobile payment application may be configured to interface
with other mobile applications or merchant applications on
a mobile device 1n order to provide payment information for
a transaction. For instance, the mobile payment application
may provide a software development kit (SDK) or applica-
tion programming interface (API) that merchant applica-
tions and/or other mobile applications may use to interface
with the mobile payment application. The mobile payment
application may be configured to provide the sensitive
information in encrypted form using extracted public keys
from a transaction processor public key certificate received
during a transaction or using stored keys on a secure
memory.

Further, 1n some embodiments, the mobile payment appli-
cation may comprise any API, service, application, applet, or
other executable code suitable to retrieve payment informa-
tion from a secure element, generate payment information
(e.g., a dynamic value using an unpredictable number, etc.)
for a transaction, encrypt the payment information using an
extracted transaction processor public key, and communi-
cate with a remote transaction application, transaction pro-
cessor application (e.g., merchant application, acquirer
application, etc.), and/or any other application in order to
securely communicate the encrypted payment information
to a transaction processor server computer (e.g., merchant
computer 130, acquirer computer, etc.). The mobile payment
application may further be configured to obtain securely
stored information 1mncluding a payment processing network
public key, payment credentials, third party keys (e.g.,
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certificate authority public keys), etc., and may be capable of
communicating with a mobile gateway to obtain 1ssuer
updates for the account information stored on the secure
clement or other secure memory using over the air updates.

Over the air updates may be provided for any relevant
information on the mobile payment application. For
example, one or more of the certificate authority public keys
stored 1n the secure element and/or accessed by the mobile
payment application may be updated using over the air
issuer updates. Further information regarding the capabili-
ties of the mobile gateway may be found 1n U.S. application
Ser. No. 13/662,843, filed Oct. 29, 2012, titled “Over The

Air Update of Payment Transaction Data Stored 1in Secure
Memory,” U.S. application Ser. No. 12/563,410, filed Sep.

21, 2009, titled “Apparatus and Method for Preventing
Unauthorized Access to Payment Application Installed in
Contactless Payment Device,” and U.S. application Ser. No.

13/563,421, filed Sep. 21, 2009, titled “Over The Air Update

of Payment Transaction Data Stored in Secure Memory,”
which are hereby incorporated by reference in their entirety,
for all purposes.

A “merchant application” may include any application
associated with a party to a transaction. For example, a
merchant application may be associated with a particular
merchant or may be associated with a number of different
merchants and may be capable of identifying a particular
merchant (or multiple merchants) which are parties to a
transaction. For instance, the merchant application may store
information identifying a particular merchant server coms-
puter that 1s configured to provide a sales environment in
which the merchant server computer 1s capable of process-
ing remote transactions initiated by the merchant applica-
tion. Further, the merchant application may also include a
general purpose browser or other software designed to
interact with multiple merchant server computers as long as
the browser 1s configured to identily the merchant server
computer and process a remote transaction. The merchant
application may be installed on general purpose memory of
a mobile device and thus, may be susceptible to malicious
attacks, cracks, etc. Accordingly, the merchant application
may be treated as an untrusted or unknown application by
secure systems within the mobile device and remote pay-
ment transaction processing system.

In some embodiments, a merchant application may store
a merchant public key certificate (also referred to as a
merchant certificate) associated with a merchant computer
130 configured to process a remote transaction. The mer-
chant public key certificate may include a merchant name, a
certificate 1dentifier, certificate authority information, a pub-
lic key associated with the merchant computer 130, may be
signed by a private key of a certificate authority, and may be
verifiable as being authentic by an entity having a certificate
authority public key. The merchant public key certificate
may include any other information that allows an entity to
validate and/or verity the authenticity of a merchant appli-
cation and/or merchant computer 130 associated with the
merchant certificate.

In some embodiments, a merchant application may 1niti-
ate a payment transaction by sending decrypted payment
information to a merchant server computer and the merchant
server computer may then generate an authorization request
message for the payment transaction using the decrypted
payment mformation. In other embodiments, the merchant
application may be configured to generate an authorization
request message and send the authorization request message
to a merchant server for processing.

10

15

20

25

30

35

40

45

50

55

60

65

12

Additionally, in some embodiments, a merchant applica-
tion may be operated by or associated with an acquirer,
payment service provider, or back-end processor that 1s
operating on behall of one or more merchants and/or pro-
cessing one or more merchants’ remote transactions. For
example, the merchant application may include a payment
service provider that 1s configured to process remote trans-
actions on behalf of a merchant computer 130. Additionally,
an acquirer may process transactions on behalf of merchant
computers and may provide an acquirer application that
performs similar functionality to the merchant application
by allowing consumers to 1nitiate remote payments through
the acquirer application.

A “public/private key pair” may include a pair of linked
cryptographic keys generated by an entity. The public key
may be used for public functions such as encrypting a
message to send to the entity or for verifying a digital
signature which was supposedly made by the entity. The
private key, on the other hand may be used for private
functions such as decrypting a recerved message or applying
a digital signature. The public key will usually be authorized
by a body known as a certification authority (1.e., certificate
authority) which stores the public key 1n a database and
distributes 1t to any other entity which requests 1t. The
private key will typically be kept in a secure storage medium
and will usually only be known to the entity. However, the
cryptographic systems described herein may feature key
recovery mechanisms for recovering lost keys and avoiding
data loss. The public/private key pairs may be generated
using RSA or elliptic curve cryptography (ECC) techniques
as well as any other relevant techniques associated with
public key infrastructure (PKI).

A “public key” may include any encryption key that may
be shared openly and publicly. The public key may be
designed to be shared and may be configured such that any
information encrypted with the public key may only be
decrypted using a private key associated with the public key
(1.e., a public/private key pair).

A “private key” may include any encryption key that may
be protected and secure. For example, the private key may
be securely stored at an entity that generates a public/private
key pair and may be used to decrypt any information that has
been encrypted with the associated public key of the public/
private key pair.

A “digital signature” may refer to the result of applying an
algorithm which allows a signing party to manifest, and a
verilying party to verily, the authenticity and integrity of a
document or other data. For example, for a public/private
key pair, the signing party may act by means of the private
key (1.e., signing the data with the private key) and the
verilying party may act by means of the public key (.e.,
validating the signed data using the public key). This process
may certily the authenticity of the sender and the integrity of
the signed document because of the so-called principle of
nonrepudiation which does not allow disowning what has
been signed. A certificate or other data that includes a digital
signature by a signing party 1s said to be “signed” by the
signing party.

A “certificate” may include an electronic document or
data file that establishes the identity and/or authenticity of an
entity. For example, a certificate may use a digital signature
to bind a public key with data associated with an identity.
The certificate may include one or more data fields, such as
the legal name of the identity, a serial number of the
certificate (1.e., certificate 1dentifier), a valid-from and valid-
to date for the certificate, certificate-related permissions, or
any other relevant information to i1dentity and/or authenti-
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cate an entity or the certificate 1tself. For instance, a certifi-
cate may contain a “valid-from™ date indicating the first date
the certificate 1s valid, and a “valid-to” date indicating the
last date the certificate 1s valid. Further, a certificate may also
contain a hash of the data 1n the certificate including the data
ficlds. Additionally, each certificate may be signed by a
certificate authority private key to allow relying entities to
validate the certificate by applying a certificate authority
public key to the certificate.

For example, “transaction processor certificate” may
include any certificate associated with any entity configured
to process a remote transaction. For example, the transaction
processor certificate may be generated during an on-board-
ing or other registration step with a mobile payment appli-
cation, certificate authority, remote transaction application,
payment processing network, i1ssuer, or other remote trans-
action processor associated with the remote transaction
processing system. Accordingly, the transaction processor
certificate may be provided by a certificate authority during
on-boarding or registration for a remote payment transaction
system. The transaction processing certificate may include a
public key associated with the transaction processor and the
transaction processor may securely store the private key
associated with the transaction processor public key.

A “certificate authority” may include any entity config-
ured to 1ssue certificates. The certificate authority may prove
its 1dentity using a certificate authority certificate, which
includes the certificate authority’s public key. The certificate
authority certificate may be signed by another certificate
authority’s private key, or may be signed by the same
certificate authority’s private key. The latter 1s known as a
seli-signed certificate. The certificate authority also typically
maintains a database of all certificates 1ssued by the certifi-
cate authority.

In a typical certificate i1ssuing process, the certificate
authority receives an unsigned certificate from an enfity
whose 1dentity 1s known. The unsigned certificate includes a
public key, one or more data fields, and a hash of the data in
the certificate. The certificate authority may sign the certifi-
cate with a private key corresponding to the public key
included on the certificate authority certificate. The certifi-
cate authority may then store the signed certificate 1n a
database, and 1ssue the signed certificate to the entity.
Thereatter, the entity may use the certificate as a means for
presenting the authenticity and identity of the enftity.

In some embodiments, a certificate authority may include
any ol the entities from the transaction processing eco-
system. For example, a payment processing network, 1ssuer,
acquirer, or any other entity within the transaction system
may also be responsible for 1ssuing and certifying certifi-
cates. For instance, a merchant, merchant application, or
acquirer computer that i1s configured to process remote
transactions may be register with a payment processing
network, mobile wallet provider, or any other third party in
order to obtain a public key certificate signed by the respec-
tive entity that allows the entity to validate the certificate and
ensure the certificate 1s valid for any given transaction. In
some embodiments, an entity within the remote payment
transaction processing system may contact a certificate
authority to determine whether the status of a certificate has
been updated, 1s 1n good standing, has been revoked, efc.
Accordingly, the certificate authority may be configured to
provide status mformation regarding 1ssued certificates.

A “server computer” may include a powertul computer or
cluster of computers. For example, the server computer can
be a large mainframe, a minicomputer cluster, or a group of
servers functioning as a unit. In one example, the server
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computer may be a database server coupled to a web server.
The server computer may be coupled to a database and may
include any hardware, software, other logic, or combination
of the preceding for servicing the requests from one or more
client computers. The server computer may comprise one or
more computational apparatuses and may use any of a
variety of computing structures, arrangements, and compi-
lations for servicing the requests from one or more client
computers. A server computer may comprise a processor and
a computer-readable medium coupled to the processor. The
computer-readable medium may comprise code, executable
by the processor, for perform any software program or other
methods and functionality associated with the server com-
puter.

I. Exemplary Systems for Processing Remote Mobile Pay-
ment Transactions Using a Secure Element

FIG. 1 shows a block diagram of an exemplary system
100 for performing a remote transaction using a secure
clement 122 and a merchant application 121 of a mobile
device 120, according to some embodiments of the mmven-
tion. The system 100 comprises a user (e.g., consumer 110),
a mobile device 120 including a merchant application 121,
a secure element 122, a mobile payment application 123,
and a remote transaction application 124, a merchant com-
puter 130, a certificate authority 140, an acquirer computer
150, a payment processing network 160, and an 1ssuer
computer 170. The various entities may be configured to
communicate with one another over any suitable wireless or
wired communication network and using any suitable com-
munications protocol, mcluding open or proprietary com-
munications protocols.

As used herein, an “issuer” may typically refer to a
business enftity (e.g., a bank) that maintains financial
accounts for a user and oiten issues a portable consumer
device such as a credit or debit card to the user. The 1ssuer
may also 1ssue or provision account information to a mobile
device 120 to allow for mobile payments 1nitiated by the
mobile device 120. A “merchant™ 1s typically an entity that
engages 1n transactions and can sell goods or services. An
“acquirer” 1s typically a business entity (e.g., a commercial
bank) that has a business relationship with a particular
merchant or other entity. Some entities can perform both
issuer and acquirer functions. Some embodiments may
encompass such single entity 1ssuer-acquirers. Each of the
entities may comprise one or more computer apparatuses
(e.g., merchant computer 130, acquirer computer 150, pay-
ment processing network computer 160, and 1ssuer com-
puter 170) to enable communications, or to perform one or
more of the functions described herein.

The payment processing network 160 may include data
processing subsystems, networks, and operations used to
support and deliver certificate authority services, authoriza-
tion services, exception file services, transaction scoring
services, and clearing and settlement services. An exemplary
payment processing network 160 may include VisaNet™,
Payment processing networks such as VisaNet™ are able to
process credit card transactions, debit card transactions, and
other types of commercial transactions. VisaNet™, 1n par-
ticular, mcludes a VIP system (Visa Integrated Payments
system) which processes authorization requests and a Base
II system which performs clearing and settlement services.

The payment processing network 160 may include one or
more server computers. A server computer 1s typically a
powerful computer or cluster of computers. For example, the
server computer can be a large mainirame, a minicomputer
cluster, or a group of servers functioning as a unit. In one
example, the server computer may be a database server
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coupled to a web server. The payment processing network
160 may use any suitable wired or wireless network, includ-
ing the Internet.

In some card present or in-store payment transactions, the
user purchases a good or service at a merchant location using
a mobile device 120. For example, the user’s mobile device
120 can interact with an access device (not shown) at a
merchant associated with merchant computer 130. For
example, the user may tap the mobile device 120 against an
near-field communication (NFC) reader 1n the access device.
Alternatively, 1n a remote or “card not present” transaction,
the user may indicate payment details to a merchant com-
puter 130 electronically over a communications network,
such as 1n an online transaction.

An authorization request message may be generated by
mobile device 120 or merchant computer 130 and then
forwarded to the acquirer computer 150. After recerving the
authorization request message, the authorization request
message 1s then sent to the payment processing network 160.
The payment processing network 160 then forwards the
authorization request message to the corresponding 1ssuer
computer 170 associated with an 1ssuer associated with the
user.

An “authorization request message” may be an electronic
message that 1s sent to a payment processing network 160
and/or an 1ssuer computer 170 of a payment card to request
authorization for a transaction. An authorization request
message according to some embodiments may comply with
ISO 8583, which 1s a standard for systems that exchange
clectronic transaction information associated with a pay-
ment made by a user using a payment device or payment
account. The authorization request message may include an
issuer account identifier that may be associated with a
payment device or payment account. An authorization
request message may also comprise additional data elements
corresponding to “identification mformation” including, by
way ol example only: a service code, a CVV (card vertifi-
cation value), a dCVV (dynamic card verification value), an
expiration date, etc. An authorization request message may
also comprise “transaction information,” such as any infor-
mation associated with a current transaction, such as the
transaction amount, merchant identifier, merchant location,
etc., as well as any other information that may be utilized 1n
determining whether to 1dentify and/or authorize a transac-
tion. The authorization request message may also include
other information such as information that identifies the
access device that generated the authorization request mes-
sage, information about the location of the access device,
etc.

After the 1ssuer computer 170 receives the authorization
request message, the 1ssuer computer 170 sends an autho-
rization response message back to the payment processing,
network 160 to indicate whether the current transaction 1s
authorized (or not authorized). The payment processing
network 160 then forwards the authorization response mes-
sage back to the acquirer computer 150. In some embodi-
ments, payment processing network 160 may decline the
transaction even 1 1ssuer computer 170 has authorized the
transaction, for example depending on a value of the fraud
risk score. The acquirer computer 150 then sends the
response message back to the merchant computer 130.

An “authorization response message” may be an elec-
tronic message reply to an authorization request message
generated by an 1ssuing financial nstitution 170 or a pay-
ment processing network 160. The authorization response
message may include, by way of example only, one or more
of the following status indicators: Approval—transaction
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was approved; Decline—transaction was not approved; or
Call Center—response pending more imnformation, merchant
must call the toll-free authorization phone number. The
authorization response message may also mclude an autho-
rization code, which may be a code that a credit card 1ssuing
bank returns 1n response to an authorization request message
in an electronic message (either directly or through the
payment processing network 160) to the merchant computer
130 that indicates approval of the transaction. The code may
serve as prool of authorization. As noted above, in some
embodiments, a payment processing network 160 may gen-
erate or forward the authorization response message to the
merchant.

After the merchant computer 130 receives the authoriza-
tion response message, the merchant computer 130 may then
provide the authorization response message to the user. The
response message may be displayed by the mobile device
120 or may be printed out on a physical receipt. Alternately,
if the transaction 1s an online transaction, the merchant may
provide a web page or other indication of the authorization
response message as a virtual receipt. The receipts may
include transaction data for the transaction.

At the end of the day, a normal clearing and settlement
process can be conducted by the payment processing net-
work 160. A clearing process 1s a process ol exchanging
financial details between an acquirer computer 150 and an
issuer computer 170 to facilitate posting to a customer’s
payment account and reconciliation of the user’s settlement
position.

In the remote transaction processing system of FIG. 1, the
mobile device 120 1s configured to mitiate and process a
remote transaction with a merchant computer 130 using a
merchant application 121, remote transaction application
124, and a mobile payment application 123 to provide a
secure remote payment transaction environment, even when
using an unknown merchant application 121 or other mobile
application (e.g., web browser) installed on the mobile
device 120. Note that some embodiments may include an
acquirer application or other transaction processor applica-
tion (instead of a merchant application 121) which may
communicate with a transaction processor server computer
(e.g., acquirer computer 150, merchant processor computer,
etc.) to process a remote transaction.

A user (e.g., consumer 110) may operate a mobile device
120 to perform any number of functions. For example, the
consumer 110 may use mobile device 120 to conduct remote
payment transactions by communicating with a remote
merchant server computer 130. The merchant computer 130
may deliver information regarding available products and
services to the merchant application 121 which the con-
sumer 110 may use to 1itiate a remote transaction, whether
located at a merchant location or being remote from the
merchant location.

A “mobile device” may include any electronic computing
device. For example, a mobile device 120 may include a
mobile phone, tablet, netbook, laptop, or any other suitable
mobile computing device. The mobile device 120 may
comprise a merchant application 121, a remote transaction
application 124, and a mobile payment application 123. The
mobile payment application 123 may be stored 1n a secure
memory (e.g., secure element 122).

A remote transaction application 124 may include any
API, application, applet, or other executable code suitable to
interface between a secure application on a secure memory
(e.g., a mobile payment application 123) and a merchant
application 121 (and/or any other non-secure application
configured to perform e-commerce transactions). For
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example, the remote transaction application 124 may be
installed as part of general memory of the mobile device 120
but may be configured to use one or more application
programming interfaces (APIs) of a secure mobile payment
application 123 1n order to be an intermediary for remote
payment transactions mitiated by the merchant application
121. Accordingly, the remote transaction application 124
may be configured to communicate with a mobile payment
application 123 (e.g., Visa™ Paywave™ application) that 1s
stored on a secure element 122 of the mobile device 120. In
some embodiments, the remote transaction application 124
may be embedded 1n a merchant application 121 and may be
used by the merchant application 121 1n order to interface
with a mobile payment application 123 provisioned on the
secure element 122. In some embodiments, the remote
transaction application 124 may be secured and embedded 1n
the secure element 122. Additionally, 1n some embodiments,
the remote transaction application 124 functionality could be
provided by the merchant application 121 or could be
embedded 1nto an operating system of the mobile device
120. In some embodiments, the remote transaction applica-
tion may include a mobile wallet or digital wallet. In some
embodiments, the remote transaction application may be
provided by a payment processing network or other entity
associated with the mobile payment application.

The remote transaction application 124 may provide
mobile payment application access control verification (e.g.,
provides security functions for the mobile payment appli-
cation 123) by only allowing access to the mobile payment
application 123 when a consumer has provided secure
credentials (e.g., username, password, etc.) or otherwise
been authenticated. For example, 1f a signature of a digital
certificate cannot be validated or i1f a certificate 1s not
matched with a certificate authority 140, the remote trans-
action application 124 may decline a request for a remote
transaction from the merchant application 121 and the
transaction processing may end (and the consumer may be
prompted to try a different payment method or to try again).
Alternatively, 11 the certificate 1s valid or 11 the status has not
been revoked, the remote transaction application 124 may
pass the request for the payment information to the mobile
payment application 123.

A merchant application 121 may include any mobile
program, soltware, or other suitable executable code suitable
to conduct a payment transaction. In some embodiments,
merchant application 121 may be a merchant-specific appli-
cation. In other embodiments, merchant application 121 may
be a general purpose application, such as a web browser.
Further, merchant application 121 may be associated with
parties that are not merchants and instead process payments
on behall of merchants or other service providers (e.g.,
payment service providers, acquirers, etc.).

A certificate authority 140 may include any computer,
device, or system that 1s configured to 1ssue public key
certificates to ftransaction processors (e.g., merchants,
acquirers, etc.) configured to process remote transactions.
The certificate authority 140 may be configured to commu-
nicate with the mobile device 120, merchant computer 130,
and/or a payment processing network 160. For example, as
shown 1 FIG. 1, the certificate authority 140 may commu-
nicate with a merchant computer 130 to issue a signed
merchant public key certificate to a merchant computer 130
configured to process remote transactions through a mer-
chant application 121. The certificate authority 140 may
receive a merchant public key during an on-boarding or
other registration process for the remote transaction process-
ing system and may securely return a signed merchant
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public key certificate to the merchant computer 130. The
merchant public key certificate may include a merchant
public key and may be signed by a certificate authority
private key to allow entities within the transaction process-
ing system to validate the authenticity of the merchant
public key certificate.

The certificate authority computer 140 may be coupled to
a certificate database that includes certificate status for
issued certificates that may be verified by the mobile device
120, merchant computer 130, payment processing network
computer 160, or any other entity in the transaction pro-
cessing system. The certificate authority 140 may revoke
certificates that expire, are used maliciously, are revoked by
a merchant computer 130, are incorrect or unverifiable, or
have any other problem. Accordingly, the certificate author-
ity 140 may maintain and respond with a certificate status in
response to a request for a status associated with a certifi-
cate.

Secure element 122 may include a hardware or software
component operable to securely store any information and/
or secure applications. For example, the secure element 122
may be operable to store payment information. Further, a
mobile payment application 123 may be provisioned and
stored on the secure element 122 to securely access person-
alized sensitive information (e.g., payment credentials,
tokens, account i1dentifiers, etc.) associated with a consum-
er’s financial account. For instance, in some embodiments,
secure element 122 may include a secure crypto-processor
or a contactless integrated circuit to protect information
stored on the secure element 122. The secure element 122
may have a separate processor, information stored thereon
may be encrypted with secret keys only held by trusted
service managers or other designated entities, and the secure
clement 122 may contain any other hardware such that the
secure element 122 may be a secure area where important
and/or sensitive information (e.g., payment credentials,
encryption keys, and any other sensitive information) may
be stored. Further, the secure data elements of the secure
clement 122 may only be accessed using the special secret
secure element keys that only certain trusted service man-
agers may have access to.

Mobile payment application 123 may include any appli-
cation programming intertace (API), application, applet, or
other executable code suitable to retrieve payment informa-
tion from a secure storage module or secure element 122.
Further, the mobile payment application 123 may be con-
figured to communicate with a remote transaction applica-
tion 124 and/or merchant application 121. In some embodi-
ments, the mobile payment application 123 may be secured
such that general purpose applications may not communi-
cate with the mobile payment application 123 or may only
be provided with a specific set of commands for interacting
with the mobile payment application 123. For example,
mobile payment application 123 may run in the secure
clement 122 (as shown 1in FIG. 2) or other trusted environ-
ment, as a kernel service, or at a higher permission level than
other applications (e.g., merchant application 121).

Mobile payment application 123 may include a certificate
and/or public key associated with the certificate authority
140, which may be used to validate certificates 1ssued and/or
signed by the certificate authority 140. In some embodi-
ments, mobile payment application 123 may be operable to
generate cryptograms associated with the payment informa-
tion using shared secret algorithms associated with a pay-
ment processing network 160 or issuer computer 170. For
example, mobile payment application 123 may be operable
to generate a dynamic card verification value (dCVV2)
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associated with a payment account of an 1ssuer computer
170. In other embodiments, the mobile payment application
123 may be capable of generating dynamic values that may
be validated by a payment processing network 160 sharing
a secret with the personalized mobile payment application

123

Returming to FIG. 1, the certificate authority 140 may be
associated with the merchant server computer 130 and may
1ssue a public key certificate to the merchant computer 130
that may be used during remote payment transaction pro-
cessing to establish trust the mobile payment application 123
and the merchant server computer 130, and that the mer-
chant computer 130 1s authentic and 1s authorized to obtain
the sensitive payment credentials 1n the encrypted payment
information. The process by which the certificate authority
140 may 1ssue a merchant certificate 1s described in more
detall mm FIG. 4 below. Some non-limiting examples of
certificate 1ssuing methods may be found in ANSI X9.24
Part 2 Retail Financial Services Symmetric Key Manage-
ment Part 2: Using Asyvmmetric lechniques for the Distri-
bution of Symmetric Keys and ISO 11568 Part 4 Banking—
Key  management  (vetaily—Part 4.  Asymmetric
cryptosystems—Key management and life cycle.

The mobile payment application 123 may be configured
to extract a public key from a received or stored public key
certificate for use in processing the remote transaction. The
public key may be extracted using any suitable processes. In
some embodiments, the public key may be extracted before
or after validation and/or verification of the public key
certificate. In some embodiments, a single certificate author-
ity root public key may be stored at the mobile payment
application 123 associated with a single certificate authority
140, while 1n other embodiments, multiple certificate author-
ity root keys may be stored at the mobile device 120. The
certificate authority root public key may be used in a
signature validation process to ensure the public key cer-
tificate 1s valid and active with an 1ssuing certificate author-
ity 140. The particular root key to use 1n validating a
certificate may be indicated by the certificate authority 140
and the certificate being validated. For example, a merchant
certificate of a first length may be validated using a first
certificate authority root public key associated with the
certificate authority 140 while a merchant certificate of a
second length may be validated using a second certificate
authority root public key associated with the certificate
authority 140.

FIG. 2 shows a block diagram of an exemplary mobile
device 120, according to some embodiments of the mnven-
tion. The mobile device 120 may include circuitry that 1s
used to enable certain device functions, such as telephony.
The mobile device 120 may include a processor and a
computer-readable medium coupled to the processor. The
computer-readable medium may comprise a transaction pro-
cessor application configured to process a remote payment
transaction. The mobile device 120 may further comprise a
secure processor and a secure computer-readable medium
coupled to the secure processor. The secure computer-
readable medium comprising code, executable by the secure
processor, for performing a method of processing a remote
transaction. The method may comprise receiving transaction
data from the transaction processor application on the
mobile device 120 and validating that the transaction pro-
cessor application 1s authentic. The method may further
include providing encrypted payment credentials to the
transaction processor application in response to validating
the transaction processor application. The transaction pro-
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cessor application may initiate a payment transaction with a
transaction processor server computer using the encrypted
payment credentials.

The functional elements responsible for enabling those
functions may include a processor 120(A) that 1s pro-
grammed to execute instructions that implement the func-
tions and operations of the device. The processor 120(A)
may access data storage 120(E) (or another suitable memory
region or element) to retrieve mstructions or data used in
executing the instructions, such as a merchant application
121, remote transaction application 124, or other mobile
applications. Data input/output elements 120(C), such as a
keyboard or touchscreen, may be used to enable a user to
operate the mobile device 120 and mput data (e.g., user
authentication data). Data input/output elements 120(C) may
also be configured to output data (via a speaker, for
example). Display 120(B) may also be used to output data
to a user. Communications element 120(D) may be used to
enable data transfer between mobile device 120 and a wired
or wireless network (via antenna 120(H), for example) to
assist 1n connectivity to the Internet or other communica-
tions network, and enabling data transfer functions.

Mobile device 120 may also include a contactless element
interface or secure memory interface 120(F) to enable data
transier between contactless element 120(G) and other ele-
ments of the device, where contactless element 120(G) may
include a secure memory (€.g., a secure element 122) and a
near field communications data transier element (or another
form of short range or contactless communications technol-
ogy). As noted, a cellular phone or similar device 1s an
example of a mobile device 120 that may be used 1n
accordance with embodiments of the present invention.
However, other forms or types of devices may be used
without departing from the underlying concepts of the
invention. Further, devices may not require the capability to
communicate using a cellular network 1n order to be suitable
for use with embodiments of the present invention.

A. Merchant Certificate Issuance/Provisioning Methods

FIG. 3 shows a flow diagram of an exemplary method 300
for provisioning merchant public/private key pairs and mer-
chant certificates using a certificate authority 140, according
to some embodiments of the invention. In some embodi-
ments, method 300 may be performed 1n order to provide a
merchant computer 130 with a cerfificate indicating the
merchant’s trustworthiness or authenticity. Subsequently,
the received merchant certificate may be included in mer-
chant applications installed on or provided to mobile
devices. These merchant certificates may be referred to as
merchant application certificates.

At step 301, a merchant computer 130 generates a mer-
chant public-private key pair. The merchant public-private
key pair may be generated in any suitable format such as
RSA or elliptical curve cryptography (ECC). In some
embodiments, a merchant private key may be stored
securely on a merchant computer 130.

At step 302, the merchant computer 130 sends the mer-
chant public key of the public-private key pair to a certificate
authority 140. The certificate authority 140 may include any
suitable entity configured to 1ssue and validate a certificate.
For example, 1n some embodiments, the certificate authority
140 may include a payment processing network 160, a
mobile wallet provider, an entity that 1s not included in the
typical payment transaction processing system, or any other
entity.

At step 303, the certificate authority 140 verifies the
authenticity of the merchant using any suitable means. For
example, merchant computer 130 may provide the certificate
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authority 140 with information providing the identity of the
merchant computer 130 as being operated by the merchant.
In one example, merchant computer 130 may provide a
document signed by an authorized signatory of a merchant
(c.g., the merchant organization’s president). In some
embodiments, the certificate authority 140 may provide an
on-boarding or registration process through which the mer-
chant (or other certificate recipient) may register for a
merchant certificate and for use of the remote payment
transaction system described herein.

At step 304, certificate authornity 140 generates a signed
merchant certificate using the received merchant certificate
signing request which includes the merchant public key.
Typically, the merchant certificate may be signed by the
certificate authority root private key. The certificate author-
ity signature allows an entity to validate the authenticity of
the merchant certificate using a certificate authority root
public key. The certificate authority root public key may be
provided to multiple entities mvolved with the transaction
processing system to allow for validation of the merchant
public key certificate during transaction processing.

At step 3035, certificate authority 140 sends the signed
merchant certificate to the merchant computer 130. The
signed merchant certificate may include the merchant public
key, a certificate identifier (e.g., serial number), a certificate

authority identifier, the legal name of the merchant, a
valid-from and valid-to date for the certificate, certificate-
related permissions, or any other relevant information to
identily and/or authenticate an entity or the certificate 1tself.

At step 306, merchant computer 130 generates a signed
merchant application certificate using the merchant private
key. Thus, a chain of trust may be established from the
merchant application certificate, to the merchant certificate,
to the certificate authority root certificate. In some embodi-
ments, the signed merchant application certificate may be
associated with an instance or version ol a merchant appli-
cation 121. For example, the merchant application certificate
may be used to verily that the merchant application 121 1s
from the merchant. Thereafter, the merchant application
certificate may be validated using a merchant public key.

At step 307, merchant computer 130 stores the merchant
application certificate and a merchant application private
key associated with the merchant application certificate 1n a
merchant application 121. Thus, when the merchant appli-
cation 121 1s loaded onto a mobile device 120, the authen-
ticity of the merchant application 121 may be verified.

In some embodiments, the merchant application certifi-
cate and the private key associated with the merchant
application certificate may be stored at the merchant com-
puter 130. Accordingly, in some embodiments, the certifi-
cate may be passed to the merchant application 121 during
transaction processing to validate the i1dentity of the mer-
chant computer 130. Further, in some embodiments, a
merchant certificate provided by the certificate authority 140
may be provided to the merchant application 121 during a
transaction to allow for validation of the merchant server
computer 130 associated with the transaction. Thus, 1n some
embodiments, the merchant certificate may be used and
provisioned 1nto a merchant application 121 instead of a
merchant application certificate. Accordingly, the merchant
certificate may be provisioned onto the merchant application
121 and all data may be passed to the merchant computer
130 which stores the merchant private key associated with

the merchant certificate provisioned to the merchant appli-
cation 121. This embodiment 1s discussed in fturther detail
below 1n reterence to FIGS. 5A-5C.
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It should be understood that FIG. 3 i1s intended to be
descriptive and non-limiting. For example, in some embodi-
ments of the invention, the merchant public-private key pair
may be generated by the certificate authority 140, and the
merchant private key may be provided to the merchant
computer 130 securely, for example using a Public-Key
Cryptography Standards (PKCS) #12 message. Additionally,
in some embodiments and as described 1n more detail below
in reference to FIGS. 5A-5C, the merchant application
certificate (also referred to as a merchant certificate) may be
provided by a merchant computer 130 during a transaction
in response to an indication of remote transaction process-
ing.

B. Exemplary Methods for Secure Remote Payment Trans-
action Processing Using a Secure Element

FIG. 4 shows a flow diagram of an exemplary method 400
for securely processing a remote transaction using a trans-
action processor application (e.g., merchant application 121)
of a mobile device 120, according to some embodiments of
the invention. In some embodiments, the method of FIG. 4
may be performed after a transaction processor public
encryption key certificate has been provisioned (e.g., 1n
accordance with method 400) and stored 1n the transaction
processor application (e.g., merchant application 121) of the
mobile device 120 with or without the transaction processor
private key (e.g., merchant private key). Subsequently, the
method of FIG. 5 may be performed 1n order to conduct a
remote payment transaction for goods or services through
the transaction processor application (e.g., merchant appli-
cation 121, acquirer application, etc.).

At step 401, a consumer selects items for purchase
received from a remote transaction processor computer (e.g.,
merchant server computer 130) through a mobile application
associated with the transaction processor (e.g., merchant
application 121) of the mobile device 120.

At step 402, the consumer selects the remote payment
transaction option provided on a transaction payment check-
out screen of the transaction processor application (e.g.,
merchant application 121).

At step 403, the transaction processor application (e.g.,
merchant application 121) passes transaction data and pre-
viously provisioned transaction processor public key certifi-
cate (e.g., merchant public key certificate or merchant appli-
cation public key certificate) to mobile payment application
123 on secure element 122 of mobile device 120.

At step 404, the mobile payment application 123 validates
that the transaction processor application (e.g., merchant
application 121) 1s authentic using the receirved transaction
processor public key certificate (e.g., merchant public key
certificate). As described above, a variety of validation
processes may be completed to ensure the transaction pro-
cessor application (e.g., merchant application 121) 1s
authentic. For example, the mobile payment application 123
may apply a certificate authority public key to the received
transaction processor public key certificate to validate that
the transaction processor public key certificate 1s signed by
a certificate authority 140. It the signed public key certificate
1s validated using the certificate authority 140, the transac-
tion processor public key certificate may be determined to be
authentic as 1t was signed by a trusted certificate authority
140.

Additionally, 1n some embodiments, the mobile payment
application 123 may verily that the transaction processor
certificate 1s currently valid with a certificate authority 140
by sending a validation request to the certificate authority
140. For example, the mobile payment application 123 may
communicate with a certificate authority 140 to ensure that
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the public certificate 1s currently valid and 1n good standing,
(e.g., has not been reported, via certificate revocation lists
(CRLs) or online certificate status protocol responders
(CSPRs) or the like, as compromised or revoked). For
instance, the mobile payment application 123 may send the
public key certificate i1dentifier to the certificate authority
140 or to another provider (e.g., certificate revocation list
manager) to determine the status of the certificate.

Further, in some embodiments, if the mobile payment
application 123 (or a remote transaction application 124)
determines that the transaction processor certificate 1s not
currently valid with the certificate authority 140, the mobile
payment application 123 may update the transaction pro-
cessor certificate with the certificate authority 140 and
receive an updated merchant certificate for processing the
remote transaction. Accordingly, the remote transaction may
continue based on the update public certificate recerved from
the certificate authority 140.

At step 405, the mobile payment application 123 provides
encrypted payment credentials to transaction processor
application (e.g., merchant application 121). In some
embodiments, the mobile payment application 123 may
provide the encrypted payment credentials 1n response to
validating the transaction processor application as being
authentic. The mobile payment application 123 may also
provide transaction data and other account and/or transac-
tion related information as encrypted payment information.
For example, the payment information may include payment
credentials (e.g., account identifier, expiration date, etc.),
transaction data (e.g., transaction total, product information,
etc.), merchant information (e.g., merchant identifier), and
any other relevant information. Additionally, the mobile
payment application 123 may generate a dynamic value
using a shared algorithm associated with a payment pro-
cessing network 160 or an 1ssuer computer 170. The
dynamic value may be included 1n the payment information
and may be validated by the payment processing network
160 or the 1ssuer computer 170 during transaction process-
ng.

Additionally, 1n some embodiments, the mobile payment
application 123 may provide the encrypted payment creden-
tials by extracting a transaction processor public key from
the transaction processor certificate, determining payment
credentials stored 1n the secure memory associated with the
transaction data, and encrypting the payment credentials
using the extracted transaction processor public key.

The mobile payment application 123 may determine the
payment credentials for the transaction through any suitable
method 1including receiving a consumer 1dentifier associated
with the remote transaction application 124 that the con-
sumer may have logged into while shopping, checking out
of the merchant application 121, or during the remote
transaction processing steps. Accordingly, the transaction
data included 1n the request for payment credentials received
from the merchant application 121 and/or remote transaction
application 124 may include transaction data that may
include a consumer identifier, a mobile wallet 1dentifier,
account credential identifiers, or other identifier for deter-
mimng the appropriate consumer account credentials stored
in the secure element 122 for the transaction. For instance,
during check out, once a consumer selects a remote trans-
action, the merchant application 121 or the remote transac-
tion application 124 may determine the available accounts
and request selection of an account by the consumer. Fur-
ther, the mobile payment application 123 may request the
consumer indicate the appropriate account during transac-
tion processing. Alternatively or in combination, a default
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account may be associated with the remote transaction
application 124, the transaction processor application, or the
mobile payment application 123 for remote transactions.

At step 406, the transaction processor application (e.g.,
merchant application 121) imitiates a payment transaction
with a transaction processor computer (€.g., a remote mer-
chant server computer 130) using the encrypted payment
credentials. The transaction processor application may 1ini-
tiate a payment transaction through any suitable method. For
example, 1n some embodiments, the transaction processor
application 1mitiates remote transaction processing by send-
ing the encrypted payment credentials and the transaction
data to the transaction processor server computer. Accord-
ingly, the ftransaction processor server computer may
decrypt the payment credentials using a transaction proces-
sor private key and generate an authorization request mes-
sage using the decrypted payment credentials. The transac-
tion processor server computer may generate the
authorization request message by mapping the decrypted
payment information to an authorization request message
configured to be processed by a payment processing network
160.

In some embodiments, the transaction processor applica-
tion may initiate the payment transaction by decrypting the
payment credentials using a transaction processor applica-
tion private key, generating an authorization request mes-
sage including the decrypted payment credentials, and send-
ing the authorization request message to the transaction
processor server computer.

FIGS. 5A-5C show an exemplary flow diagram for an
exemplary implementation of the secure remote transaction
processing system, according to one embodiment. In the
example provided 1n FIGS. 5A-5C, the transaction processor
application includes a merchant application 121 and the
transaction processor computer includes a remote merchant
server computer 130. However, note that in some embodi-
ments, the transaction processor could include an acquirer
computer 150 associated with a merchant, a payment gate-
way (not shown), a merchant processor (not shown), or any
other third party associated with a merchant, service pro-
vider, or payee. Note that 1s such embodiments, the trans-
action processor application 1s associated with the transac-
tion processor server computer which may provide
purchasing information and host payment services on behalf
of a merchant or a group of merchants, service providers,
etc.

At step 501, a consumer finishes their shopping experi-
ence through a merchant application 121 that communicates
with a merchant online or e-commerce server computer.
When the consumer 1s prepared to checkout of their shop-
ping experience and complete the purchase, the consumer
may log into a third party applet or remote transaction
application 124 or service layer present on the mobile device
120 using a third party (e.g., mobile wallet provider) cre-
dential. In some embodiments, the consumer may have
already logged 1nto the mobile wallet or may have a default
mobile wallet or account 1n which to perform a transaction.

At step 502, the consumer 1mitiates a remote transaction
payment checkout through the merchant application 121 by
selecting an available option for a remote check out or
remote payment transaction. The merchant application 121
may determine that remote transactions are available based
on the availability and/or status of the mobile payment
application 123, the profile of the consumer once logged into
the mobile wallet, or may provide a remote payment trans-
action checkout option for all transactions. Once the con-
sumer selects the remote check out option, the merchant
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application 121 may request transaction data from the mer-
chant computer 130. In some embodiments, the merchant
computer 130 may have already provided this information to
the merchant application 121. However, 1n the embodiment
shown 1n FIGS. SA-5C, the merchant application 121 may
inform the merchant computer 130 that a remote payment
transaction has been 1nitiated.

At step 503, the merchant computer 130 may generate
transaction data for the transaction. The transaction data may
include any relevant information for the transaction includ-
ing transaction amount, date and time, a merchant 1dentifier
associated with the payee, consumer 1dentification informa-
tion (e.g., username, consumer identifier, etc.), and any other
relevant information for initiating and processing a remote
payment transaction.

At step 504, the merchant computer 130 may sign the
generated transaction data using a merchant private key of
the merchant private-public key pair. As described 1n rela-
tion to FIG. 3, the merchant private-public key pair may be
generated by a certificate authority 140 before transaction
processing and the private key may be returned to the
merchant computer 130 and stored securely for use in
remote transaction processing.

At step 5035, the merchant computer 130 may send the
signed transaction data and a merchant public key certificate
stored at the merchant computer 130 to the merchant appli-
cation 121 of the mobile device 120. In some embodiments,
the merchant public key certificate may be present or
installed into the merchant application 121 and may be
merely combined with the transaction data by the merchant
application 121. The merchant certificate may be signed by
a certificate authority 140 associated with the remote trans-
action processing system and the mobile payment applica-
tion 123 may have access to the public root key of the
certificate authority 140 for validation of the merchant
certificate.

At step 306, the merchant application 121 sends the
signed transaction data and the merchant public key certifi-
cate to the remote transaction application 124. In some
embodiments, the merchant application 121 may provide an
option to select a payment card or account for payment
through a remote transaction application 124. The consumer
may select an account in order to initiate payment.

At step 3507, the remote transaction application 124
requests a merchant certificate status from a certificate
authority computer 140.

At step 508, the certificate authority computer 140 may
determine the status of the merchant certificate. The certifi-
cate authority computer 140 may determine the status
through any suitable manner. For example, the request for
merchant certificate status may include a serial number or
other certificate identifier of the merchant certificate that
may allow the certificate authority computer 140 to search a
certificate database for the status associated with the mer-
chant certificate 1dentifier.

At step 509, the certificate authority computer 140 gen-
crates and sends a merchant certificate response to the
remote transaction application 124. The response may
include the status of the merchant certificate (e.g., active,
suspended, revoked, etc.).

At step 510, the remote transaction application 124 may
validate the transaction eligibility of the transaction data to
determine whether the access should be provided to the
mobile payment application 123. The remote transaction
application 124 may perform any suitable eligibility checks
to determine whether the transaction 1s eligible including
validating the merchant i1dentifier 1s configured and/or reg-
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istered for remote transaction processing, that the transac-
tion data 1s complete and includes all necessary information
for performing the transaction, that the merchant certificate
1s 1n good standing, that the transaction 1s not over a
threshold amount, that the merchant identifier for the trans-
action 1s associated with the merchant certificate (i.e., that
the merchant certificate matches the merchant generating the
transaction data), or any other relevant transaction data
cligibility checks.

At step 511, 1f the remote transaction application 124
determines that the transaction 1s eligible for remote trans-
action processing, the remote transaction application 124
communicates the transaction data and the merchant certifi-
cate to a mobile payment application 123 residing on the
secure element 122. The remote transaction application 124
may use APIs or other commands to request that the mobile
payment application 123 (e.g., Visa™ Paywave™ applica-
tion) provide provisioned payment credentials (e.g., a pay-
ment token, primary account number (PAN), pseudo-PAN,
Ghost PAN, expiration date, etc.) that are stored on the
secure element 122 1n a secured manner.

The payment information request sent to the mobile
payment application 123 may include consumer credential
identifier information that 1s suitable to 1dentify a consumer
account (e.g., payment credentials associated with the
mobile payment application 123), a type of transaction (e.g.,
a remote transaction), and any other information that may be
relevant to the mobile payment application 123 for process-
ing the remote payment transaction. For example, the
request may include a consumer’s name, a payment pro-
cessing network identifier associated with the payment
method (e.g., Visa™, MasterCard™, etc.), and the last four
digits an account number in order for the mobile payment
application 123 to identily payment credentials or account
information in which to use for the remote payment trans-
action.

At step 512, the mobile payment application 123 validates
the merchant certificate using a stored certificate authority
public key associated with the merchant public key certifi-
cate. In some embodiments, more than one certificate
authority public key may be stored and/or accessible by the
mobile payment application 123. For example, different
certificate authority public keys (and private keys) may be
used to validate (and s1gn) merchant certificates of different
lengths Further, where the mobile payment application 123
1S conﬁgured to process transactions using public-private
key pairs signed by diflerent certificate authorities, diflerent
certificate authority public keys may be identified and used
to validate the merchant certificate associated with each
certificate authority 140. Accordingly, the mobile payment
application 123 may determine the appropriate certificate
authority public key from the merchant certificate informa-
tion (e.g., serial number, certificate authority information,
etc.) and may select the appropnate certificate authority
public key for validating the merchant certificate by match-
ing stored certificate authority public keys with the certifi-
cate authority information in the merchant certificate.

At step 513, it the merchant public key certificate 1s
validated, the mobile payment application 123 extracts the
public key from the merchant public key certificate.

At step 514, the mobile payment application 123 validates
the signed transaction data using the extracted merchant
public key from the merchant certificate. Accordingly, the
mobile payment application 123 may determine whether the
merchant server computer 130 associated with the merchant
certificate generated and signed the transaction data. There-
fore, the mobile payment application 123 may validate the
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merchant certificate 1s provided by a certificate authority
140, 1s currently valid, and that the transaction data was
provided by the appropriate merchant computer 130 with
access to the merchant private key corresponding to the
merchant public key in the merchant certificate. Accord-
ingly, the mobile payment application 123 may be confident
regarding the authenticity and security of the merchant
application 121 as being associated with the approprate
merchant server computer 130.

At step 315, the mobile payment application 123 retrieves
payment credentials from the secure element 122 of the
mobile device 120 and generates any payment information
that 1s not stored for in the secure element 122. For example,
the mobile payment application 123 may receive a consumer
identifier or account credential 1dentifier associated with a
consumer account identifier stored 1n the secure element 122
and may be determine the account identifier and the expi-
ration data associated with the received consumer identifier
or consumer account credential identifier. However, the
dynamic value (1.e., cryptogram) and/or other transaction
dependent information (e.g., liability indicator) may not be
present 1n the secure element 122 or may need to be
generated based on the transaction data. Accordingly, the
mobile payment application 123 may generate and/or deter-
mine the payment information for the transaction. For
example, the payment information may include payment
card data (e.g., a payment account number (PAN) and
expiration date), a cryptogram (such as a dynamic card
verification value (dCVV or dCVV2), or other dynamically
generated data), and/or any other mmformation suitable to
conduct a remote payment transaction.

At step 516, the mobile payment application 123 encrypts
the payment information using the extracted merchant pub-
lic key associated with the merchant certificate.

At step 517, the mobile payment application 123 sends the
encrypted payment information to the merchant application
121. It should be noted that in the embodiment shown 1n
FIG. 3§, because the merchant private key 1s not known by
the merchant application 121, the encrypted payment infor-
mation cannot be deciphered by the merchant application
121. Further, the encrypted payment information may
include any relevant information to identity the transaction
and inform the mobile payment application 123 (or the
remote transaction application 124) as to which merchant
application 121 i1n which to send the encrypted payment
information.

At step 518, the merchant application 121 receives the
encrypted payment information and sends the encrypted
payment information to the merchant computer 130. The
merchant application 121 may determine the appropnate
merchant computer 130 1 which to send the encrypted
payment information through any suitable method. For
example, routing information may be included 1n the pay-
ment response, the merchant application 121 may have a
destination merchant computer 130 associated with the
remote payment transaction when the payment 1s 1mtiated,
or the merchant application 121 may have a designated
merchant computer 130 1n which to send the payment
response.

Any number of diflerent methods may be used to send the
encrypted payment information to the merchant computer
130. For example, the encrypted payment information may
include unencrypted routing information associated with the
merchant computer 130 such that the merchant application
121 may automatically route the encrypted payment infor-
mation to the merchant computer 130. Alternatively or in
combination, the merchant application 121 may have the
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routing information (e.g., server computer address) associ-
ated with merchant computer 130 programmed into the
merchant application 121 and when the transaction 1s 1niti-
ated, the merchant application 121 may know that any
respective payment response message may be routed to the
merchant computer 130. Further, a flag or other data element
(e.g., merchant i1dentifier) in a message received including
the encrypted payment information may indicate to the
merchant application 121 as to where and 1n which entity to
send the encrypted payment information.

Additionally, 1n some embodiments, the mobile payment
application 123 may be configured to send the encrypted
payment information directly to the merchant computer 130.
Accordingly, the mobile payment application 123 may use
address information included 1n the merchant certificate or
merchant information provided in the transaction data to
determine the appropriate merchant server computer 130 1n
which to send the purchase response directly.

At step 519, the merchant computer 130 receives the
encrypted payment information and decrypts the encrypted
payment information using the merchant private key stored
at the merchant computer 130. Thus, the merchant computer
130 may gain access to the payment information (e.g.,
payment credentials and/or other secure information) that
the mobile payment application 123 obtained and encrypted
from the secure memory of the mobile communication
device. For example, the merchant server may obtain an
account identifier (e.g., a primary account number (PAN)),
an expiration date associated with a payment account, a
transaction specific cryptogram or dynamic value, a security
level, a liability indicator, transaction data, and any other
relevant information to mnitiating a payment transaction. The
cryptogram provides additional authentication and valida-
tion opportunities for the payment processing network 160
and/or 1ssuer computer 170 and allows for mimimized risk of
fraud 1n such remote transactions.

At step 520, the merchant computer 130 may validate the
signed transaction data to ensure the transaction data was not
altered, modified, and/or switched during transaction pro-
cessing. The merchant computer 130 may determine the
transaction mnformation (e.g., transaction total, time, date,
merchant identifier, etc.) and may recreate a signature of the
transaction data using the merchant private key and may
compare the generated signed transaction data with the
received signed transaction data. As such, the merchant
computer 130 may validate that the transaction data pro-
vided before encryption by the mobile payment application
123 has not been altered during the transaction processing.

At step 521, the merchant computer 130 may use the
decrypted payment information to initiate a payment trans-
action. For example, merchant computer 130 may generate
an authorization request message using the decrypted pay-
ment nformation and the authorization request message
may include information that would typically be present in
card-present transactions (e.g., payment credentials,
dynamic chip data (1.e., cryptogram), etc.). Accordingly, the
merchant computer 130 may map the decrypted payment
information (as well as the other transaction information
included in the payment information) to the format associ-
ated with an authorization request message of the merchant
computer 130, acquirer computer 150, payment processing
network 160, and 1ssuer computer 170. Accordingly, the
merchant computer 130 may map the decrypted payment
information to predetermined fields within the authorization
request message in order to allow transaction entities within
the transaction ecosystem to identify an account, an authen-
tication level, and process the transaction as 1f the transac-
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tion occurred in person or through a near-field communica-
tion or other proximity based transaction using the mobile
payment application 123.

At step 522, the merchant computer 130 may send the
authorization request message to an acquirer computer 150
associated with the merchant computer 130 for processing of
the transaction. As with any of the communications
described herein, the authorization request message may be
sent along a secure communication channel using an
encrypted link encryption key or encryption process.
Accordingly, 1n some embodiments, the payment informa-
tion included 1n the authorization request message may be
encrypted an additional time and sent to the acquirer com-
puter 150 for processing. Any other secure process may be
used to send the authorization request message to the
acquirer computer 150 through a secure process.

At step 3523, the acquirer computer 150 may route the
authorization request message to a payment processing
network 160 associated with the issuer identifier (e.g., a
BIN) or account identifier (e.g., primary account identifier)
provided 1n the authorization request message. The payment
processing network 160 may be configured to process the
payment transaction as 1f the payment transaction were a
card present or other local transaction.

In some embodiments, the payment processing network
160 may not be aware that the payment transaction 1s a
remote payment transaction because the authorization
request message may have the same secure data fields that
other chip based card present transactions would have.
Accordingly, the remote payment transaction may have the
same security features and risks associated with card present
transactions which may lead to fewer fraudulent transac-
tions.

In some embodiments, the payment processing network
160 may determine that the authorization request message 1s
associated with a remote payment transaction based on the
type of cryptogram or dynamic data generated by the mobile
payment application 123 or by a security level indicator
provided 1 the payment information or authorization
request message. For example, the mobile payment appli-
cation 123, the merchant application 121, or the merchant
computer 130 may provide a security level indicator that
informs the payment network as well as issuers that the
transaction originated remotely but was processed through
the secure remote payment transaction processing method
described herein. In such embodiments, there may be dii-
terent security level indicators for a traditional key entered
or non-secure card-not-present transaction. Accordingly, the
security level indicator may inform the various entities as to
who 1s liable for fraud i1n a payment transaction (e.g., a
merchant, an 1ssuer, remote transaction application provider,
payment processing network 160, etc.) as well as the risks
associated with such transaction types.

In some embodiments, the payment processing network
160 may be configured to perform transactions using tokens,
pseudo-PANs, or any other account substitute. In such
embodiments, the payment credentials may include an
account substitute and the payment processing network 160
may determine and i1dentity a corresponding account iden-
tifier 1n the authorization request message. Accordingly, the
payment processing network 160 may modily the authori-
zation request message to include the account identifier
associated with the received payment credentials (e.g.,
token) and may incorporate any other information that may
be used to process the transaction by a corresponding 1ssuer
computer 170.
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At step 524, the payment processing network 160 may
forward the authorization request message to an 1ssuer
computer 170 associated with the consumer account i1den-
tified in the authorization request message for the remote
payment transaction.

At step 325, the 1ssuer computer 170 may validate the
dynamic value (e.g., cryptogram) in the authorization
request message. The i1ssuer computer 170 may parse the
authorization request message to determine the cryptogram
or other dynamic verification value and may access the
issuer key used to generate the cryptogram in order to
generate a validation authentication value. It the validation
authentication value and the dynamic value match, the 1ssuer
computer 170 may know that the transaction was generated
by a legitimate device and determine that the likelithood that
this transaction 1s fraudulent 1s low. Accordingly, the 1ssuer
computer 170 may use the validation result when determin-
ing the risk level and authorization decision for the trans-
action. Therefore, an 1ssuer may use the validation result to
know that the transaction 1s likely authentic and should be
authorized.

At step 526, the 1ssuer computer 170 may perform a risk
assessment and authorization decision process where the
issuer computer 170 may use the relevant information from
the authorization request message including any validation
information from the payment processing network 160
related to the transaction (e.g., a risk score, results of other
authentication processes, etc.) and may make a decision
regarding whether the transaction 1s authorized.

At step 527, the 1ssuer computer 170 may generate and

send an authorization response message including an 1ndi-
cation as to whether the transaction i1s authorized back
through the payment processing network 160.

At step 528, the payment processing network computer
160 forwards the authorization response message to the
acquirer computer 150.

At step 529, the acquirer computer 150 forwards the
authorization response message to the merchant computer
130.

At step 530, the merchant computer 130 may determine
that the transaction 1s completed and may perform any
necessary steps to complete the transaction including deliv-
ering products, scheduling services, or any other relevant
steps to complete the transaction.

At step 3531, the merchant computer 130 forwards the
result of the authorization response message to the merchant
application 121 1n order to notify the consumer 110 as to
whether the transaction 1s authorized and 1s successtully
completed.

It should be understood that the exemplary tlow diagram
of FIGS. 5A-5C 1s mtended to be descriptive and non-
limiting. For example, any number of diflerent entities may
be used to decrypt the encrypted payment information. For
instance, in some embodiments, a merchant application 121,
an acquirer application, or any other relevant party may be
used for decrypting and passing payment mformation to a
corresponding remote computer. Other transaction entities
may also be configured to decrypt the encrypted payment
information and initiate a payment transaction.

For instance, instead of using a merchant public key to
encrypt the payment information, a merchant application
public key (associated with a private key stored at the
merchant application 121) or an acquirer public key (asso-
ciated with a private key stored at an acquirer computer 150)
may be used to encrypt the payment information and the
encrypted payment information may be passed to each




US 11,062,306 B2

31

respective entity (e.g., merchant application 121 or acquirer
computer 1350) for decrypting and generation of an autho-
rization request message.

In such embodiments, depending on the configuration of
the remote transaction processing system, any number of
transaction processor public key certificates (e.g., merchant
application public key certificate, merchant public key cer-
tificate, acquirer public key certificate, etc.) may be passed
to the mobile payment application 123. The merchant appli-
cation 121 may then extract and use the public key associ-
ated with each transaction processor entity (e.g., merchant
application 121, merchant computer 130, acquirer computer
150, payment gateway, etc.) to encrypt the payment infor-
mation with the associated extracted transaction processor
public key. The mobile payment application 123 may then
send the encrypted payment information to a transaction
processing entity (e.g., a merchant application 121, mer-
chant computer 130, acquirer computer 150, etc.) associated
with the receirved public key certificate (and subsequently
the public key extracted and used to encrypt the payment
information).

For example, where the public key certificate includes a
merchant application public key certificate, the mobile pay-
ment application 123 may extract the merchant application
public key and use 1t to encrypt the payment information and
send the encrypted payment information to the merchant
application 121. The merchant application 121 may then use
a stored merchant application private key to decrypt the
encrypted payment information using the merchant applica-
tion private key. Accordingly, the merchant application 121
may have access to the sensitive information that was stored
on the secure element 122 as well as secure information that
was generated using the secure algorithms of the mobile
payment application 123 for the payment transaction. The
merchant application 121 may then imitiate a payment trans-
action using the decrypted payment information. For
example, the merchant application 121 may generate an
authorization request message configured to be sent through
a payment processing network 160. Alternatively, the mer-
chant application 121 may encrypt the decrypted payment
information again using a merchant server key and may send
the payment information to the merchant computer 130 for
decryption and imitiation of the payment transaction. As
such, the decrypted payment information may be passed to
a merchant computer 130 for generation of an authorization
request message or other mitiation of a payment transaction.

Additionally, where the public key certificate includes an
acquirer public key certificate, the mobile payment applica-
tion 123 may use the extracted acquirer public key to encrypt
the payment mformation and send the encrypted payment
information to the acquirer computer 150. Sumilar processes
to those described above regarding sending the merchant
public key encrypted payment information may be used to
send the encrypted payment information to the acquirer
computer 150 including either routing the information
through the merchant application 121 and merchant com-
puter 130 or directly sending the encrypted payment infor-
mation to the acquirer computer 150. The acquirer computer
150 may then decrypt the encrypted payment information,
initiate a payment transaction, and send an authorization
request message to a payment processing network 160
above.

Accordingly, there are many options for securely process-
ing the remote payment transaction 1n order to pass sensitive
information from a mobile payment application 123 of a
mobile device 120 to a remote server computer without
allowing the sensitive information to be intercepted by
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malicious third parties and while providing the security
benefits of card-present or local transactions while complet-
ing a remote payment transaction.

II. Exemplary Computer Apparatus

FIG. 6 15 a high level block diagram of a computer system
that may be used to mmplement any of the entities or
components described above. The subsystems shown 1n
FIG. 6 are mterconnected via a system bus 675. Additional
subsystems include a printer 603, keyboard 606, fixed disk
607, and monitor 609, which 1s coupled to display adapter
604. Peripherals and input/output (I/0) devices, which
couple to I/O controller 600, can be connected to the
computer system by any number of means known 1n the art,
such as a serial port. For example, serial port 605 or external
interface 608 can be used to connect the computer apparatus
to a wide area network such as the Internet, a mouse nput
device, or a scanner. The interconnection via system bus 675
allows the central processor 602 to communicate with each
subsystem and to control the execution of instructions from
system memory 601 or the fixed disk 607, as well as the
exchange of information between subsystems. The system
memory 601 and/or the fixed disk may embody a computer-
readable medium.

Storage media and computer-readable media for contain-
ing code, or portions of code, can include any appropriate
media known or used 1n the art, including storage media and
communication media, such as but not limited to volatile and
non-volatile, removable and non-removable media 1mple-
mented 1n any method or technology for storage and/or
transmission ol information such as computer-readable
istructions, data structures, program modules, or other data,
including RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disk (DVD)
or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices,
data signals, data transmissions, or any other medium which
can be used to store or transmit the desired information and
which can be accessed by the computer. Based on the
disclosure and teachings provided herein, a person of ordi-
nary skill in the art will appreciate other ways and/or
methods to implement the various embodiments.

The above description 1s 1llustrative and 1s not restrictive.
Many varnations of the invention may become apparent to
those skilled in the art upon review of the disclosure. The
scope ol the mvention may, therefore, be determined not
with reference to the above description, but instead may be
determined with reference to the pending claims along with
their full scope or equivalents.

It may be understood that the present invention as
described above can be implemented in the form of control
logic using computer software in a modular or integrated
manner. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art may know and
appreciate other ways and/or methods to implement the
present invention using hardware and a combination of
hardware and software.

Any of the software components or functions described 1n
this application, may be implemented as software code to be
executed by a processor using any suitable computer lan-
guage such as, for example, Java, C++ or Perl using, for
example, conventional or object-oriented techniques. The
soltware code may be stored as a series of instructions, or
commands on a computer readable medium, such as a
random access memory (RAM), a read only memory
(ROM), a magnetic medium such as a hard-drive or a tfloppy
disk, or an optical medium such as a CD-ROM. Any such
computer readable medium may reside on or within a single




US 11,062,306 B2

33

computational apparatus, and may be present on or within
different computational apparatuses within a system or net-
work.

One or more features from any embodiment may be
combined with one or more features of any other embodi-
ment without departing from the scope of the mmvention.

A recitation of “a”, “an” or “the” 1s intended to mean “‘one

or more” unless specifically indicated to the contrary.

What 1s claimed 1s:
1. A method comprising:
selecting, by a transaction processor application i a
communication device, items for purchase in a trans-
action at a merchant server computer;
wherein the communication device 1s a mobile phone;
wherein the communication device comprises a secure
element:;
identifying, by the transaction processor application in the
communication device, a payment account;

communicating, by the transaction processor application,
transaction data associated with the transaction to a
payment application 1 the secure element on the
communication device:
retrieving, by the payment application {from the secure
clement in the communication device, a payment cre-
dential associated with the 1dentified payment account;

sending, by the payment application in the secure ele-
ment, the payment credential to the transaction proces-
sor application;

transmitting the payment credential, by the transaction

processor application 1n the communication device, to
the merchant server computer;

receiving, by the merchant server computer, the transmit-

ted payment credential; and

initiating, by the merchant server computer, a payment

transaction with the payment credential.

2. The method of claim 1, wherein the payment credential
comprises a token.

3. The method of claim 2, wherein the transaction pro-
cessor application 1s a merchant application.

4. The method of claim 1, further comprising:

receiving, by the communication device, a selection of the

payment account, the selection identifying the payment
account.

5. The method of claim 1, wherein the payment credential
1s 1n encrypted form as the payment credential 1s transmuitted
from the communication device to the merchant server
computer.

6. The method of claim 1, further comprising:

receiving, by the payment application, signed transaction

data from the transaction processor application; and
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validating, by the payment application, the signed trans-
action data using a transaction processor public key
before retrieving the payment credential from the
secure element in the communication device.
7. A system comprising:
a communication device comprising:
a first processor; and
a first non-transitory medium, the first non-transitory
medium comprising instructions when executed by the
first processor, causes the first processor to perform the
steps of:
selecting, by a transaction processor application in the
communication device, items for purchase in a trans-
action at a merchant server computer;
wherein the communication device 1s a mobile phone;
wherein the communication device comprises a secure
element;
identifying, by the transaction processor application in the
communication device, a payment account;

communicating, by the transaction processor application
in the communication device, transaction data associ-
ated with the transaction to a payment application in the
secure element on the communication device;

retrieving, by the payment application from the secure
clement 1n the communication device, a payment cre-
dential associated with the 1dentified payment account;

sending, by the payment application in the secure ele-
ment, the payment credential to the transaction proces-
sor application; and

transmitting the payment credential, by the transaction

processor application in the communication device, to
the merchant server computer; and

the merchant server computer, the merchant server com-

puter comprising a second processor, and a second
computer readable medium comprising code, execut-
able by the second processor for performing steps
including: initiating a payment transaction with the
payment credential.

8. The system of claim 7, wherein the payment credential
comprises a token.

9. The system of claim 7, wherein the transaction pro-
cessor application 1s a merchant application.

10. The system of claim 7, wherein mitiating the payment
transaction with the payment credential includes generating
an authorization request message comprising the payment
credential.

11. The system of claim 7, wherein the steps further
comprise:

recerving a selection of the payment account from a user,

the selection identifying the payment account.
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