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MOBILE APPLICATION IDENTIFICATION
IN NETWORK TRAFFIC VIA A SEARCH
ENGINE APPROACH

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of and claims benefit of
priority under 35 U.S.C. § 120 to U.S. application Ser. No.
14/304,136, entitled “Mobile Application Identification 1n
Network Traflic Via A Search Engine Approach,” filed on
Jun. 13, 2014, now U.S. Pat. No. 9,853,876, 1ssued on Dec.
26, 2017, which 1s incorporated herein by reference 1n 1ts
entirety.

BACKGROUND OF THE INVENTION

A mobile app 1s a computer program designed to run on
smartphones, tablet computers and other mobile devices.
The term “mobile app™ or simply “app” refers to a mobile
software application. Apps are usually available through
application distribution platforms that are typically operated
by the provider of the mobile operating system, such as the
“App Store®” operated by Apple, Inc., “Google Play®”
operated by Google Inc., “Windows Phone Store™ operated
by Microsoit Inc., etc. These application distribution plat-
forms typically take the form of an online store (commonly
referred to as an application market place), where users can
browse through different app categories, view information
about each app (such as reviews or ratings), and select the
app. The selected app 1s offered as an automatic download,
alter which the app install. Usually, the selected app 1is
downloaded from the platform to a target device, such as a
particular mobile device (e.g., 1IPhone®, Android® phone,
Windows Phone®, etc.) installed with a corresponding
mobile operating system. However, the selected app may
also be downloaded to laptop or desktop computers in
certain situation.

SUMMARY

In general, 1n one aspect, the present invention relates to
a method for 1dentifying a network application. The method
includes analyzing, by a processor of a computer system, a
source code of a network application, among a plurality of
network applications, to extract a plurality of source code
tokens, generating an index document of the network appli-
cation based on the plurality of source code tokens, wherein
the mdex document 1s included 1 a plurality of index
documents corresponding to the plurality of network appli-
cations, extracting, by the processor, a plurality of packet
header tokens from a packet header of a packet in a tlow,
comparing, by the processor, the plurality of packet header
tokens to the plurality of index documents to generate a
plurality of match scores, wherein each of the plurality of
match scores represents a similarity measure between the
plurality of packet header tokens and one of the plurality of
index documents, and determining, based at least on a match
score of the plurality of match scores and corresponding to
the network application, that the flow 1s generated by the
network application.

In general, 1n one aspect, the present invention relates to
a system for identitying a network application. The system
includes a processor of a computer system, memory coms-
prising 1nstructions executable by the processor, wherein the
istructions comprises (1) a network application analyzer
configured to analyze a source code of a network applica-
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2

tion, among a plurality of network applications, to extract a
plurality of source code tokens, and generate an index
document of the network application based on the plurality
of source code tokens, wherein the index document 1s
included 1n a plurality of index documents corresponding to
the plurality of network applications, (1) a tlow analyzer
configured to extract a plurality of packet header tokens
from a packet header of a packet in a flow, and (111) a
correlation analyzer configured to compare the plurality of
packet header tokens to the plurality of index documents to
generate a plurality of match scores, wherein each of the
plurality of match scores represents a similarity measure
between the plurality of packet header tokens and one of the
plurality of index documents, and determine, based at least
on a match score of the plurality of match scores and
corresponding to the network application, that the tlow 1s
generated by the network application, and a repository
configured to store the a plurality of index documents.

In general, 1n one aspect, the present invention relates to
a computer readable medium storing instructions, when
executed by the computer to 1dentify a network application,
the instructions 1nclude functionality for analyzing a source
code of a network application, among a plurality of network
applications, to extract a plurality of source code tokens,
generating an 1mdex document of the network application
based on the plurality of source code tokens, wherein the
index document 1s included in a plurality of index docu-
ments corresponding to the plurality of network applica-
tions, extracting a plurality of packet header tokens from a
packet header of a packet in a flow, comparing the plurality
of packet header tokens to the plurality of index documents
to generate a plurality of match scores, wherein each of the
plurality of match scores represents a similarity measure
between the plurality of packet header tokens and one of the
plurality of index documents, and determining, based at least
on a match score of the plurality of match scores and
corresponding to the network application, that the flow 1s
generated by the network application.

Other aspects and advantages of the invention will be

apparent from the following description and the appended
claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 shows a system block diagram according to aspects
of the mvention.

FIG. 2 shows a flowchart of a method according to aspects
of the mvention.

FIG. 3 shows a computer system according to aspects of
the 1nvention.

FIG. 4 shows a table representing an example structure of
an mdex document according to aspects of the invention.

FIG. § shows a table representing an example index
document according to aspects of the invention.

FIG. 6 shows a table representing various fields 1n a
packet header according to aspects of the invention.

FIG. 7 shows a table representing an example query
document according to aspects of the mvention.

DETAILED DESCRIPTION

Specific embodiments of the mvention will now be
described 1n detail with reference to the accompanying
figures. Like elements in the various figures are denoted by
like reference numerals for consistency.

In the following detailed description of embodiments of
the mvention, numerous specific details are set forth in order
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to provide a more thorough understanding of the imnvention.
In other instances, well-known features have not been
described 1n detail to avoid obscuring the invention.

The web (or “World Wide Web”) 1s a system of inter-
linked hypertext documents (1.e., web pages) accessed via
the Internet using URLs (1.e., Universal Resource Locators)
and IP-addresses. The Internet 1s composed of machines
(e.g., computers or other devices with Internet access)
associated with IP-addresses for identifying and communi-
cating with each other on the Internet. The Internet, URL,
and IP-addresses are well known to those skilled in the art.
The machines composing the Internet are called endpoints
on the Internet. Internet endpoints may act as a server, a
client, or a peer 1in the communication activity on the
Internet. The endpoints may also be referred to as hosts (e.g.,
network hosts or Internet hosts) that host information as well
as client and/or server software. Network nodes such as
modems, printers, routers, and switches may not be consid-
ered as hosts.

Generally, a flow (or traflic stream) between two network
hosts 1s a series of data records (referred to as packets or data
packets) regarding the communication between the two
network hosts engaged 1n an Internet transaction. The Inter-
net transaction may be related to completing a task, which
may be legitimate or malicious. Each packet includes a
block of data (i.e., actual packet content, referred to as
payload) and supplemental data (referred to as header)
containing mnformation regarding the payload. Each flow 1s
referred to as attached to each of the two hosts and 1s
uniquely defined by a 5-tuple 1dentifier (1.e., source address,
destination address, source port, destination port, and trans-
port protocol). Specifically, each packet 1n a tflow includes,
in its header, the 5-tuple identifier of the flow. Throughout
this disclosure, the terms “trafhic flow”, “flow”, “trafhic
stream”™ and “‘stream” are used interchangeably and may
refer to a complete tlow or any portion thereof depending on
the context unless explicitly stated otherwise.

Further, the term “transport protocol” refers to a protocol
associated with or based on top of a transport layer of a
computer network. For example, the transport protocol may
be referred to as layer-four protocol with respect to the OSI
model (1.e., Open Systems Interconnection Reference Model
of the network architecture). Examples of layer-four proto-
cols include TCP, UDP, etc.

Packet capture 1s the act of capturing data packets cross-
ing a network. Partial packet capture may be performed to
record headers without recording the total content of corre-
sponding payloads. Deep packet capture may be performed
to capture complete network packets including each packet
header and complete packet payload. Once packets 1n a tlow,
or a portion thereol, are captured and stored, deep packet
inspection may be performed to review network packet data,
perform forensics analysis to uncover the root cause of
network problems, 1dentily security threats, and ensure data
communications and network usage complies with outlined
policy. Throughout this disclosure, a complete network
packet including packet header and complete packet payload
may be referred to as a full payload packet while the
complete packet payload may be referred to as a full packet
payload. The term “payload” may refer to full packet

payload, partial packet payload, a collection of tull/partial
packet payloads within a flow or a portion thereof, 1n an
interchangeable manner depending on the context unless
explicitly stated otherwise.
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4

Generally, embodiments of the invention provide a sys-
tem and method to analyzing network tratlic to identify
network applications responsible for generating the tratlic on
a per packet basis.

FIG. 1 shows a system block diagram of a system (100)
in accordance with one or more embodiments of the mven-
tion. Those skilled 1n the art, having the benefit of this
detailed description, will appreciate the components shown
in FIG. 1 may differ among embodiments of the invention,
and that one or more of the components may be optional.
Although specific numbers of components are shown in
FIG. 1, different number of each component may be
included. In one or more embodiments of the invention, one
or more of the components shown 1n FIG, 1 may be omitted,
repeated, supplemented, and/or otherwise modified from
that shown 1n FIG. 1. Accordingly, the specific arrangement
of components shown 1n FIG. 1 should not be construed as
limiting the scope of the mvention.

As shown 1n FIG. 1, the system (100) includes a network
traflic classification tool (120), a network application distri-
bution platform (150), a user system (140), and a computer
network (110). The network traflic classification tool (120)
includes a data repository (128), one or more application
interfaces (121), an acquisition module (123), a network
application analyzer (124), a flow analyzer (125), and a
correlation analyzer (126). The user system (140) includes a
processor (141), a user interface (142), and a display umit
(143). The computer network (110) may include wired
and/or wireless portions of the Internet and/or other data
communications networks such as wide area networks
(WANSs), local area networks (LLANSs), etc. Further, the
computer network (110) includes network nodes (e.g., server
node (112), client node (113), data collectors (114), etc.),
which are devices configured with computing and commu-
nication capabilities for executing applications in the net-
work (110).

As shown 1n FIG. 1, the server node (112) and client node
(113) communicate with each other by exchanging data
packets forming a bi-directional flow (111), which includes
two uni-directional tlows (111a) and (1115) represented by
two arrows. In one or more embodiments, the server node
(112) and the client node (113) exchange data packets 1n the
bi-directional flow (111) as a result of a network application
executing on the server node (112) and the chient node (113).
In this context, the bi-directional tlow (111) 1s referred to as
being generated by the network application executing on the
server node (112) and client node (113). For example, the
source 1P address 1n the 5-tuple of the um-directional flow
(111a) and the destination IP address in the 5-tuple of the
unit-direction flow (1115) are both the IP address of the
server node (112), referred to as the server IP address. The
destination IP address 1n the 5-tuple of the uni-directional
flow (111a) and the source IP address in the 5-tuple of the
unmit-direction flow (1115) are both the IP address of the
client node (113), referred to as the client IP address. The
source port in the S-tuple of the uni-directional flow (111a)
and the destination port 1n the 5-tuple of the unit-direction
flow (111b) are both the port of the server node (112),
referred to as the server port. The destination port in the
S-tuple of the uni-directional flow (111a) and the port 1n the
S-tuple of the unit-direction flow (1115) are both the port of
the client node (113), referred to as the client port. Further,
the server port and the transport protocol in both 3-tuples are
characteristics of the application executing on the server
node (112) and the client node (113). In one or more
embodiments, the client portion of the network application
1s downloaded from the network application distribution
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platiorm (150) and 1nstalled on the client node (113). In one
or more embodiments, the network application 1s a mobile
app where the client portion of the application 1s down-
loaded from the network application distribution platiorm
(150) and installed on a mobile device (1.e., the client node
(113), such as 1Phone®, Android® phone, Windows
Phone®, etc.).

In one or more embodiments, the application distribution
plattorm (150) includes an online store, and one or more
severs of the online store, that are operated by the provider
of a mobile operating system, such as the “App Store®”
operated by Apple, Inc., “Google Play®” operated by
Google Inc., “Windows Phone Store” operated by Microsoit
Inc., eftc.

In one or more embodiments, certain device(s) (e.g., data
collectors (114)) within the computer network (110) may be
configured to collect network data (e.g., bi-directional tlow

(111)) for providing to the network tratlic classification tool

(120). Each of these components 1s described below. One of
ordinary skill 1n the art will appreciate that embodiments are
not limited to the configuration shown 1n FIG. 1.

In one or more embodiments of the mnvention, the network
traflic classification tool (120) 1s configured to interact with
the computer network (110) using one or more of the
application interface(s) (121). The application interface
(121) may be configured to receive data (e.g., bi-directional
flow (111)) from the computer network (110) and/or store
received data to the data repository (128). Such network data
captured over a time period (e.g., an hour, a day, a week,
etc.) 1s referred to as trace or network trace. Network trace
contains network traflic data related to communications
between nodes 1n the computer network (110). For example

the network trace may be captured on a routine basis using,
the data collectors (114) and selectively sent to the applica-
tion interface (121) from tune to tune to be formatted and
stored 1n the repository (127) for analysis. For example, the
data collectors (114) may be a packet analyzer, network
analyze, protocol analyzer, smiiler, netflow device, semantic
traflic analyzer (STA), or other types of data collection
device that intercept and log data tratlic passing over the
computer network (110) or a portion thereof. In one or more
embodiments, the data collectors (114) may be deployed 1n
the computer network (110) by a network communication
service provider (e.g., ISP), a network security service
provider, or other business or government entities. The data
collector (114) may be configured to capture and provide
network trace to the application mterface (121) through an
automated process, such as through a direct feed or some
other form of automated process. Such network data may be
captured and provided on a periodic basis (e.g., hourly, daily,
weekly, etc.) or based on a trigger. For example, the trigger
may be activated automatically in response to an event 1n the
computer network (110) or activated manually through the
user system (140). In one or more embodiments, the data
collectors (114) are configured and/or activated by the
network trathic classification tool (120).

In one or more embodiments, the user system (140) 1s
configured to interact with an analyst user using the user
interface (142). The user interface (142) may be configured
to receive data and/or instruction(s) from the analyst user.
The user interface (142) may also be configured to deliver
information (e,g., a report or an alert) to the analyst user. In
addition, the user interface (142) may be configured to send
data and/or instruction(s) to, and receirve data and/or infor-
mation from, the network traflic classification tool (120).
The analyst user may include, but 1s not limited to, an
individual, a group, an organization, or some other entity
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having authority and/or responsibility to access the network
traflic classification tool (120). Specifically, the context of
the term “analyst user” here 1s distinct from that of a user of
the computer network (110), the client node (113), and or the
network application executing on the client node (113). The
user system (140) may be, or may contain a form of, an
internet-based communication device that 1s capable of
communicating with the application interface (121) of the
network traflic classification tool (120). Alternatively, the
network traflic classification tool (120) may be part of the
user system (140). The user system (140) may correspond to,
but 1s not limited to, a workstation, a desktop computer, a
laptop computer, or other user computing device.

In one or more embodiments, the processor (1.¢., central
processing unit (CPU)) (141) of the user system (140) 1s
configured to execute 1nstructions to operate the components
of the user system (140) (e.g., the user interface (142) and
the display unit (143)).

In one or more embodiments, the user system (140) may
include a display umt (143). The display unit (143) may be
a two dimensional (2D) or a three dimensional (3D) display
configured to display information regarding the computer
network (e.g., browsing the network traflic data) or to
display intermediate and/or final results of the network
tratlic classification tool (120) (e.g., report, alert, etc.).

As shown, communication links are provided between the
network traflic classification tool (120), the computer net-
work (110), and the user system (140). A variety of links
may be provided to facilitate the flow of data through the
system (100). For example, the communication links may
provide for continuous, intermittent, one-way, two-way,
and/or selective commumnication throughout the system
(100). The communication links may be of any type, includ-
ing but not limited to wired and wireless. In one or more
embodiments, the network traflic classification tool (120),
the user system (140), and the communication links may be
part of the computer network (110).

In one or more embodiments, a central processing unit
(CPU, not shown) of the network trathic classification tool
(120) 1s configured to execute instructions to operate the
components of the network tratlic classification tool (120).
In one or more embodiments, the memory (not shown) of the
network tratlic classification tool (120) 1s configured to store
soltware instructions for performing the functionality of the
network trathc classification tool (120). The memory may be
one of a variety of memory devices, including but not
limited to random access memory (RAM), read-only
memory (ROM), cache memory, and flash memory. The
memory may be further configured to serve as back-up
storage for information stored in the data repository (128).

The network traflic classification tool (120) may include
one or more system computers, which may be implemented
as a server or any conventional computing system having a
hardware processor. However, those skilled in the art wall
appreciate that implementations of various technologies
described herein may be practiced in other computer system
configurations, 1including hypertext transier protocol
(HT'TP) servers, multiprocessor systems, miCroprocessor-
based or programmable consumer electronics, hand-held
devices, network personal computers, minicomputers, main-
frame computers, and the like.

In one or more embodiments, the network traflic classi-
fication tool (120) i1s configured to obtain and store data 1n
the data repository (128). In one or more embodiments, the
data repository (128) 1s a persistent storage device (or set of
devices) and 1s configured to receive data from the computer
network (110) using the application mtertace (121). The data
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repository (128) 1s also configured to deliver working data
to, and receive working data from, the acquisition module
(123), network application analyzer (124), flow analyzer
(125), and attack campaign inference engine (126). The data
repository (128) may be a data store (e.g., a database, a file
system, one or more data structures configured 1n a memory,
some other medium for storing data, or any suitable com-
bination thereof), which may include information related to
the network traflic classification. Such nformation may
include network trathic data (e.g., network traflic data (130))
captured from the computer network (110) and 1ndex docu-
ments (e.g., index document A (132a), index document B
(1325)) associated with network applications executing 1n
the computer network (110). The data repository (128) may
be a device internal to the network tratlic classification tool
(120). Alternatively, the data repository (128) may be an
external storage device operatively connected to the network
traflic classification tool (120).

In one or more embodiments, the network tratlic classi-
fication tool (120) 1s configured to interact with the user
system (140) using the application interface (121). The
application mterface (121) may be configured to receive data
and/or 1nstruction(s) from the user system (140). The appli-
cation interface (121) may also be configured to deliver
information and/or instruction(s) to the user system (140). In
one or more embodiments, the network trafhic classification
tool (120) 1s configured to support various data formats
provided by the user system (140).

In one or more embodiments, the network traflic classi-
fication tool (120) includes the acquisition module (123) that
1s configured to obtain a network trace from the computer
network (110), for example via data collectors (114). In one
or more embodiments, the acquisition module (123) works
in conjunction with the data collectors (114) to parse data
packets and collate data packets belonging to the same flow
tuple (1.e., the aforementioned 3-tuple) to form the network
trace. For example, such network trace, or information
extracted therefrom, may then be stored in the repository
(127) as the network traflic data (130), etc. In one or more
embodiments of the invention, the network trathic data (130)

includes HTTP trathic data.

In one or more embodiments, a flow parser (e.g., acqui-
sition module (123) 1n conjunction with data collectors (114)
in FIG. 1) reconstructs (e.g., eliminates redundant packets,
collates packets into a correct sequence, etc.) all the packets
that correspond to the same traflic flow (e.g., umi-directional
flows (111a), (1115)) identified by the aforementioned
S-tuple. In one or more embodiments, the tlows are captured
and parsed throughout a pre-configured time interval recur-
ring on a periodic basis (e.g., every minute, hourly, daily,
etc.) or triggered 1n response to an event.

In one or more embodiments of the invention, the network
application analyzer (124) 1s configured to analyze a source
code of a network application to extract a set of application
tokens that are used to generate an index document of the
network application. Typically, there 1s a large number of
network applications executing in the computer network
(110) where an mndex document may be generated from the
source code of each of these network applications. For
example, the mdex document A (132a) corresponds to a
network application A (not shown) and includes application
tokens (e.g., application tokens A (132al), etc.) extracted
from the source code of the network application A (not
shown). Similarly, the index document B (1326) corre-
sponds to a network application B (not shown) and includes
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application tokens (e.g., application tokens B (132541), etc.)
extracted from the source code of the network application B
(not shown).

In one or more embodiments, the source code 1s con-
verted, using a de-compiler tool, from an executable binary
file of the network application. For example, the executable
binary file may be obtained (e.g., downloaded) from the
network application distribution platform (150). In one or
more embodiments, additional application tokens may also
be extracted from additional information obtained from the
network application distribution platform (150) and used to
construct the index document of the network application.
The executable binary file and additional information asso-
ciated with the executable binary file are collectively
referred to as an executable binary file package (also retferred
to as a executable binary archive or a download package). In
one or more embodiments, the network application analyzer
(124) generates the mdex document A (132a) for the net-
work application A (not shown), the mmdex document B
(1325) for the network application B (not shown), etc. using,
the method described in reference to FIG. 2 below. An
example of generating the index document 1s described 1n
reference to TABLES 1-4 below.

In one or more embodiments of the invention, the flow
analyzer (125) 1s configured to extract a set of packet header
tokens from a packet header of a packet 1n a flow. In one or
more embodiments, the flow 1s captured from the computer
network (110) and stored in the repository (128) as part of
the network traflic data (130). For example, the set of packet
header tokens 1s shown as the packet header tokens (131a).
In one or more embodiments, the flow analyzer (125)
extracts the packet header tokens (131a) using the method

described in reference to FIG. 2 below. An example of
extracting packet header tokens i1s described 1n reference to
TABLES 1-4 below.

In one or more embodiments of the invention, the corre-
lation analyzer (126) 1s configured to compare the packet
header tokens (131a) to the index documents (e.g., imndex
document A (132a) for the network application A (not
shown), the index document B (1325b), etc.) stored in the
repository (128) to generate a match score (not shown) for
cach compared index document. Specifically, each match
score represents a similarity measure between the packet
header tokens (131a) and one of the compared index docu-
ment. Accordingly, the correlation analyzer (126) deter-
mines, from among all the compared network applications,
the particular network application that generates the flow
where the packet header tokens (131a) are extracted. In
other words, the correlation analyzer (126) classifies the
flow as generated by the particular network application
whose 1index document exhibits the highest similarity (as
measured by the match score), among all network applica-
tions, when compared to the packet header tokens (131a)
extracted from the flow. In one or more embodiments, the
correlation analyzer classifies the flow containing the packet
header tokens (131a) using the method described 1n refer-
ence to FIG. 2 below. An example of generating the match
score and classitying the flow 1s described in reference to
TABLES 1-4 below.

FIG. 2 depicts a flowchart of a method 1n accordance with
one or more embodiments of the invention. In one or more
embodiments of the invention, one or more of the steps
shown 1n FIG. 2 may be omitted, repeated, and/or performed
in a different order. Accordingly, embodiments of the inven-
tion should not be considered limited to the specific arrange-
ments of steps shown 1n FIG. 2. In one or more embodiments
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of the mvention, the method depicted in FIG. 2 may be
practiced using system (100) described with respect to FIG.
1 above.

Initially 1n Step 201, an executable binary data package of
a network application 1s obtained, for generating a corre-
sponding index document, from a network application dis-
tribution platform. Typically, there 1s a large number of
network applications executing in the computer network
where an index document may be generated from the
executable binary data package of each of these network
applications. Further, the large number of network applica-
tions may be associated with multiple operating systems
where a separate network application distribution platform
exists for each of the multiple operating systems. Accord-
ingly, the executable binary data package 1s obtained from a
particular network application distribution platform corre-
sponding to the operating system under which the network
application may executes. In particular, diflerent executable
binary data packages may be obtained from different net-
work application distribution platforms for different ver-
sions of the same network application where each of the
different versions 1s executable under a respective operating
system. In one or more embodiments, an index document 1s
generated, based on a corresponding executable binary data
package obtained (e.g., downloaded) from a corresponding
network application distribution platform, for each version
ol each network application executing 1n the compute net-
work. In one or more embodiments, the executable binary
data package includes an executable binary file and metadata
associated with the executable binary file.

In Step 202, a network application download package
name of the executable binary data package and/or a link to
an application content webpage are obtained/extracted from
the metadata. The network application download package
name 1s generally assigned by a provider of the network
application download package to identily the executable
binary data package. Diflerent formats of the network appli-
cation download package name may be found in different
network application distribution platforms based on specit-
ics of corresponding operating systems. In addition, the
application content webpage may be generated and main-
tained by the provider of the network application to describe
various aspects of the network application to potential and
actual users of the network application.

In Step 203, 1n response to obtaining the link, a network
application identifier 1s extracted from the application con-
tent webpage. Diflerent formats of the network application
identifier may be found in different network application
distribution platforms based on specifics of corresponding
operating systems. For certain operating system, the network
application 1dentifier and the network application download
package name may be the same.

In Step 204, the source code 1s converted, using a de-
compiler tool, from the executable binary file.

In Step 205, a set of source code tokens 1s extracted from
the source code. In one or more embodiments, one or more
universal resource locator (URL) strings and one or more
key declaration strings are extracted from the source code.
Further, the source code tokens are extracted from these
URL strings and key declaration strings. For example,
domain host names, universal resource identifier (URI) path
strings, and keys may be extracted from the one or more
URL strings as the source code tokens. Additional keys may
also be extracted from the one or more key declaration
strings as additional source code tokens. Example details of
extracting the source code tokens are described in reference

to FIGS. 3.1 to 3.4 below.
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In Step 206, a set of packet header tokens 1s extracted
from a packet header of a packet 1n a flow. In one or more
embodiments, the set of packet header tokens are extracted
based on various fields contained in the packet header as
defined by the network communication protocol. Example
packet header tokens are described in reference to TABLES
1-4 below.

In Step 207, the set of packet header tokens and the set of
index documents are compared to generate a match score for
cach of the index document. Specifically, each match score
represents a similarity measure between the set of packet
header tokens and a corresponding index documents being
compared. In one or more embodiments, the match score 1s
generated by comparing the set of packet header tokens to
the set of source code tokens of the corresponding network
application. In particular, the match score represents the
similarity measure of the set of packet header tokens as
compared to the set of source code tokens. In one or more
embodiments, the match score 1s generated by comparing
the set of packet header tokens to the network application
identifier, the network application download package name,
the domain host names, the URI path strings, and the keys
that are extracted from the network application download
package.

In Step 209, the tlow 1s determined as being generated by
the network application whose index document shows high-
est stmilarity with the set of packet header tokens extracted
from the flow.

An example 1n accordance with aspects of the invention
1s described below 1n reference to TABLES 1-4 below. The
examples described 1n TABLES 1-4 may be based on the
system (100) described 1n reference to FIG. 1 and the
method described in reference to FIG. 2 above. In particular,
the example described in TABLES 1-4 focuses on a solution
for identifying mobile applications responsible for generat-
ing packets observed 1n the network, using a search engine
paradigm. The methodology 1s generic and works for mobile
applications across all popular smartphone mobile platforms
(e.g. Android®, BlackBerry®, 105S®, Nokia Symbian®
S40/S60 and Windows® Mobile). The example methodol-
ogy involves the creation of a corpus of index documents
loaded a priori into a commercial search engine (e.g.,
Apache Solr/Lucene platform known to those skilled in the
art) in the following way. For a given mobile application M,
a unique index document ID(M) 1s created through lexical
analysis (e.g., parsing, tokenization and categorization) of
three different data sources associated with M. First, the
application description (e.g., the aforementioned application
content webpage) page for M that i1s available 1n the mar-
ketplace (e.g., the alorementioned application online store),
which provides application name and category. Second, the
application metadata files found 1n the executable archive
(1.e., download package) of M that provide various 1denti-
fiers and access permissions associated with the application.
And finally, the executable binaries for M from which
relevant network activity related tags and context are
extracted. For example, the executable binaries may be
converted (e.g., decompiled to the SMALI intermediate
language format using the publicly available Android®
‘aapt-apktool’ or running the ‘string” Unmix system com-
mand) mnto Android® source code from which the tags and
context are extracted. Upon completion, this process gener-
ates a structured corpus of mndex documents. Specifically,
one index document 1s generated for each mobile application
available in the marketplace. In other words, if M={M1,
M2, . .., Mn} be the set of all mobile applications in the

Andro1id® and 10S® marketplaces, then corpus 1s defined by
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C={ID(M1), ID(M2), . . ., ID(Mn)}. Clearly, each index
document has an 1dentifier field that associates 1t with a
specific mobile app. This corpus, C, 1s then loaded into a
commercial search engine (e.g., Apache Solr/Lucene plat-
form) which forms the operational system using the corpus
C as the search index.

Given a packet P, observed in the computer network, a
sequence of lexical pre-processing steps (e.g., parsing,
tokenization, categorization) are performed to create a query
document Q(P). Note that this pre-processing 1s, 1n essence,
similar to the one performed to create the corpus index
documents 1 C, as described in the previous paragraph.
Q(P), therefore, has the same lexical structure as that of the
index documents. Q(P) 1s then passed as a query to the
Search Engine which returns a numerical similarity score for
Q(P) vis-e-vis every index document in C. Precisely, let Si
be the search engine match score obtained for Q(P) with
ID(Mi) and the set of scores be denoted as S={Sl1,
S2, ..., Sn}. The system then identifies the application
responsible for producing the packet P, as the one whose
index document had the highest lexical matching score with
Q(P).

The Search Engine Index

For a given mobile application M, the application content
webpage W and the executable binary archive (1.e., the
aforementioned network application download package) E.,
are downloaded from the application market place (e.g.,
1Tunes store®, Google Play®). Typically, the webpage W
provides an unique application content 1d (1.e., the afore-
mentioned network application identifier) and an application
name that may not necessarily be unique. The content 1d has
different forms and functions across platforms: for the
Android platform, 1t 1s 1n a reverse package name format
(e.g., ab.jumper.happy.jump.iree.fan) while in the case of
10S® 1t 15 a 9-digit 1d (e.g., 282935706). Similarly, in terms
of Tunction, while on the Android® and 10S® platforms the
content 1d 1s the same as the application executable 1dentifier
(1.e., the aforementioned network application download
package name) found in the metadata associated with the
executable binary archive E, whereas in the case of Nokia®
and Windows Mobile®, the content 1d and the application
executable 1dentifiers are diferent.

The executable binary archive F 1s then processed, to
extract the following:

(1) Metadata files: Files containing information about
resources and/or information accessed by M (e.g., Manifest
file for an Android® application lists whether or not an
application needs network access permissions, contact list
information etc., while mnifo.plist file contains 1dentifiers for
10S® applications.)

(11) Source code files: Application source code 1n an
intermediate language format.

The contents of both types of files listed above are 1n the
standard ASCII text format. A lexical parser 1s then used to
extract the following texts of interest:

(1) Network application identifiers: A unique identifier
found in the metadata files that 1s assigned to the mobile
application M by the developers of M. As stated earlier, the
network application identifier need not necessarily be the

same as content 1d.
URL strings: URL strings in the standard URL format;

(e.g., http://cus.adwhirl.com/
custom.php?app1d=%os&nid=%s&uuid=%s). Each such
URL string U contains a domain host name (e.g., http://

cus.adwhirl.com). In addition, 1t may contain a URI path
string (e.g., /custom.,php) as well as query parameters (e.g.,

app1d=%s&nid=%s&uuid=%s). A URI path may be ident-
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fied by the forward slash delimiter following the domain
host name, and terminated by question mark or end of string.
A query parameter may be 1dentified by the question mark
or “&” delimiter, and terminated by equal sign). These URL
strings are extracted from the source code files. The network
behavior of M may be characterized by communications
with a subset of these hosts using the same URL strings as
found 1n the source code.

(111) Key declarations: Key/value pairs declared/initialized
in the source code files (e.g., const-string v1, “&ib_exp=").
For example, a key in the key declaration may be 1dentified
by a leading string const-string vn, “& (where n 1s a version
number), and terminated by equal sign. Such declarations
are often used as part of coding conventions and may be
extracted to provide additional prospective query parameters
over and above those hardcoded in URL strings.

Given the labeled test strings thus extracted, an index
document for application M, denoted henceforth as 1D(M),
may be constructed. TABLE 1, as shown in FIG. 4, shows
an example structure of the index document including (1)
“ID” field for storing the aforementioned network applica-
tion 1dentifier extracted from application content webpage,
(11) “PackageName™ field for storing the aforementioned
network application download package name, (111) “Host-
Name™ field for storing the host name extracted from the
URL strings found in the source code, (1v) “URIPath™ field
for storing the URI paths extracted from the URL strings
found 1n the source code, and (v) “Keys” field for storing the
keys extracted from the ULR strings and/or the key decla-
rations found in the source code.

An Example for the Android® Platiorm:

The example below describe the index document creation
process. Consider an application M with the name “Happy
Jump Free”, downloadable from the Google Play® applica-
tion market place. For this app, the file name (1.e., the
alorementioned network application download package
name) of the application executable archive E 1s ab.jump-
er.happy.jump.iree.fan-1.apk. This file name 1s also found 1n
the application content webpage as the unique application
content 1d (1.e., the aforementioned network application
identifier). As noted above, the application name “Happy
Jump Fan Free” 1s also found in the application content
webpage but may not be unique. The application executable
archive E 1s downloaded and decompiled to obtain:

(1) Metadata files: AndroidManifest.xml and apktool.yml

(11) Source code files 1n an intermediate language format.

A sample set of URL strings extracted from the source
code files 1s given below:

www.google-analytics.com

https://api.airpush.com/model/user/getappinto.php-
7packageName=

https://api.airpush.com/v2/api.php?apikey=

From each URL string, the domain host names (1.e.,
www.google-analytics.com, https://ap1.airpush.com) are
extracted and stored in the “HostName” field of the index
document. In addition, the URI path strings (1.e., model,
user, getappinifo.php, v2, ap1.php) are extracted and stored in
the “URIPath” field of the index document. Further, a
number of keys (i.e., packageName, apiKey) are extracted
and stored 1n the “Keys” field of the index document.

In addition to the keys extracted from URL strings in the
source code, key declaration strings are extracted from the
source code files to generate additional keys. Examples of
the key declaration strings are listed below:

const-string v3, “utmwv=4.8.1ma”

const-string v3, “&utmn="

const-string v3, “&utmt=event”
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From these key declaration strings, additional keys (1.e.,
utmvw, utmn, utmt) are extracted and further stored in the
“Keys” field of the index document.

TABLE 2, as shown 1n FIG. 5, shows an example index
document based on the example structure defined in TABLE
1 above. Specifically, various fields in the example 1index
document contains application tokens such as the network
application identifier extracted from the application content
webpage, the network application download package name
(without the file extension .apk) extracted from the meta-
data, and the source code tokens (1.e., host names, URI path
strings, and keys) extracted from the source code. For
example, these application tokens may be extracted to
generate the index document by the network application
analyzer depicted 1n FIG. 1 above.

While the application content 1d and the download pack-
age llle name are the same for Android® Platform, for an
10S® app, the application content 1d 1s a 9-digit number
found 1n the application content webpage whereas the down-
load package name may be referred to 1n the metadata files
as the ctbundleidentifier/softwareversionbundleid.

Similar index documents are constructed for all the apps
in the marketplace to form an index document corpus.
Packet Analyzer and Query Constructor

For a given packet P, intercepted at a vantage point (e.g.,
WiF1 access point, router), the packet header information
contained 1n P 1s parsed and tokenized to obtain contents of
various field defined by the communication protocol.
TABLE 3, as shown 1n FIG. 6, shows an example of various
fields 1n a packet header.

For each packet P, the flow analyzer depicted 1n FIG. 1
above extracts contents from various fields in the packet
header as packet header tokens. These packet header tokens
are used to create a query document Q(P). TABLE 4, as
shown 1n FIG. 7, shows an example query document.

For each network packet P, the query document Q(P), 1s
used to query the search engine mdex described 1n above.
The search engine generates a match score for the given
query for each indexed document in its index set. For
example, the match score assigned to an index document for
the given query may be computed by tallying entries in the
index document that match the entries 1n the query docu-
ment. The computed tally may be normalized based on total
number of entries in the index document to generate the
match score. Further, each entry in the index document may
be assigned a priority weighting (e.g., a number representing,
priority or importance) for computing the tally. Specifically,
an index document entry having a higher priority weighting
contributes more to the tally when the index document entry
(referred to as a matching entry) 1s matched by a query
document entry. In other words, contributions of the match-
ing entries to the match score are proportional to the
corresponding priority weightings. For example, the priority
welghting may be assigned to prioritize the index document
entries n the order of Package
Name>HostName>URI>Keys>Values. This 1s because
Package Names are umique, while HostNames may be
shared across multiple apps. In general, higher priority
welghtings are assigned to those fields that have a higher
probability of being unique across all network applications
in the computer network.

In the example described herein, the index document
ID(M1) may have the highest match score among all index
documents in the corpus. Accordingly, the application con-

tent 1d (1.e., the atorementioned network application 1denti-
fier stored 1n the “ID” field of the index document) found 1n

the index document ID(M1) i1s returned as the match. In
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other words, the application identified by this returned
application content 1d 1s determined as the particular appli-
cation that generates the packet, as well as generates the tlow
containing the packet. the In case of ties, the algorithm
returns multiple possible matches for the packet. This 1s
referred to as a fuzzy match.

Embodiments of the mvention may be implemented on
virtually any type ol computer regardless of the platform
being used. For example, as shown 1 FIG. 3, a computer
system (400) includes one or more processor(s) (402),
assoclated memory (404) (e.g., random document access
memory (RAM), cache memory, flash memory, etc.), a
storage device (406) (e.g., a hard disk, an optical drive such
as a compact disk drive or digital video disk (DVD) drive,
a flash memory stick, etc.), and numerous other elements
and functionalities typical of today’s computers (not
shown). The computer (400) may also include mput means,
such as a keyboard (408), a mouse (410), or a microphone
(not shown). Further, the computer (400) may include output
means, such as a monitor (412) (e.g., a liqud crystal display
(LCD), a plasma display, or cathode ray tube (CRT) moni-
tor) for example to display various results such as the feature
vectors, the principal components, the application space, the
signatures, etc. The computer system (400) may be con-
nected to a network (not shown) (e.g., a local area network
(LAN), a wide area network (WAN) such as the Internet, or
any other similar type of network) with wired and/or wire-
less segments via a network interface connection (not
shown). Those skilled 1n the art will appreciate that many
different types of computer systems exist, and the aforemen-
tioned 1nput and output means may take other forms. Gen-
erally speaking, the computer system (400) includes at least
the minimal processing, input, and/or output means neces-
sary to practice embodiments of the mvention.

Further, those skilled 1n the art will appreciate that one or
more elements of the alorementioned computer system
(400) may be located at a remote location and connected to
the other elements over a network. Further, embodiments of
the invention may be implemented on a distributed system
having a plurality of nodes, where each portion of the
invention (e.g., various modules of FIG. 1) may be located
on a different node within the distributed system. In one
embodiments of the invention, the node corresponds to a
computer system. Alternatively, the node may correspond to
a processor with associated physical memory. The node may
alternatively correspond to a processor with shared memory
and/or resources. Further, software istructions for perform-
ing embodiments of the invention may be stored on a
computer readable medium such as a compact disc (CD), a
diskette, a tape, a file, or any other computer readable
storage device.

While the mvention has been described with respect to a
limited number of embodiments, those skilled in the art,
having benefit of this disclosure, will appreciate that other
embodiments can be devised which do not depart from the
scope of the invention as disclosed herein. Accordingly, the
scope of the mvention should be limited only by the attached
claims.

What 1s claimed 1is:
1. A method for identifying a network application, com-
prising:

obtaining, by a processor, from a network application
distribution platform, an executable binary data pack-
age of the network application, wherein the executable
binary data package comprises an executable binary file
and metadata associated with the executable binary file;
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extracting, by the processor, a network application down-
load package name of the executable binary data pack-
age from the metadata to obtain first application tokens
comprising the network application download package
name of the executable binary data package;

obtaining, by the processor, from the network application
distribution platform, a link to an application content
webpage;

extracting, by the processor, in response to obtaiming the

link, a network application identifier from metadata of
the application content webpage to obtain second appli-
cation tokens based on the network application 1denti-
fier:

generating, by the processor, an index document of the

network application based on a plurality of source code
tokens, the first application tokens, and the second
application tokens, wherein the index document 1is
included in a plurality of index documents correspond-
ing to a plurality of network applications;

extracting, by the processor, a plurality of packet header

tokens from a packet header of a packet 1 a tlow to
generate one or more query documents;
comparing, by the processor using a commercial search
engine, the plurality of packet header tokens of the one
or more query documents to the plurality of index
documents to generate a plurality of match scores; and

determining, by the processor, based at least on a match
score of the plurality of match scores, that the flow 1s
generated by the network application.

2. The method of claim 1, wherein generating the match
score of the plurality of match scores comprises:

comparing the plurality of packet header tokens to the

plurality of source code tokens, wherein the match
score represents a similarity measure of the plurality of
packet header tokens as compared to the plurality of
source code tokens.

3. The method of claim 1, further comprising;:

extracting, from a source code of the network application,

a plurality of universal resource locator (URL) strings
and a plurality of key declaration strings; and

further extracting a plurality of domain host names, a

plurality of universal resource identifier (URI) path
strings, and a first plurality of keys from the plurality of
URL strings, as well as a second plurality of keys from
the plurality of key declaration strings.

4. The method of claim 3, wherein generating the match
score of the plurality of match scores comprises:

comparing the plurality of packet header tokens to the

network application identifier, the network application
download package name, the plurality of domain host
names, the plurality of URI path strings, the first
plurality of keys, and the second plurality of keys.

5. The method of claim 4, wherein the match score
represents a similarity measure of the plurality of packet
header tokens as compared to the network application 1den-
tifier, the network application download package name, the
plurality of domain host names, the plurality of URI path
strings, the first plurality of keys, and the second plurality of
keys.

6. The method of claim 3, wherein the plurality of source
code tokens 1ncludes the plurality of domain host names, the
plurality of URI path strings, the first plurality of keys, and
the second plurality of keys.

7. The method of claim 1, turther comprising;:

converting, using a de-compiler tool, the executable

binary file 1nto the source code.
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8. A system for identifying a network application, com-

prising:
a processor ol a computer system; memory comprising
instructions executable by the processor, the instruc-
tions when executed by the processor comprising func-
tionality for:
obtaining, from a network application distribution plat-
form, an executable binary data package of the
network application, wherein the executable binary
data package comprises an executable binary file and
metadata associated with the executable binary file;

extracting a network application download package
name of the executable binary data package from the
metadata to obtain first application tokens compris-
ing the network application download package name
of the executable binary data package;

obtaining, from the network application distribution
platform, a link to an application content webpage;

extracting, 1n response to obtaining the link, a network
application identifier from metadata of the applica-
tion content webpage to obtain second application
tokens based on the network application i1dentifier;

generating an index document of the network applica-
tion based on a plurality of source code tokens, the
first application tokens, and the second application
tokens, wherein the index document 1s included 1n a
plurality of index documents corresponding to a
plurality of network applications;

extracting a plurality of packet header tokens from a
packet header of a packet 1n a flow to generate one
or more query documents;

comparing, using a commercial search engine, the
plurality of packet header tokens of the one or more
query documents to the plurality of index documents
to generate a plurality of match scores; and

determining, based at least on a match score of the
plurality of match scores, that the tlow 1s generated
by the network application.

9. The system of claim 8, wherein generating the match

score of the plurality of match scores comprises:
comparing the plurality of packet header tokens to the
plurality of source code tokens, wherein the match
score represents a similarity measure of the plurality of
packet header tokens as compared to the plurality of
source code tokens.
10. The system of claim 8. the 1nstructions when executed
by the processor further comprising functionality for:
extracting, from a source code of the network application,
a plurality of universal resource locator (URL) strings
and a plurality of key declaration strings; and

turther extracting a plurality of domain host names, a
plurality of universal resource identifier (URI) path
strings, and a first plurality of keys from the plurality of
URL strings, as well as a second plurality of keys from
the plurality of key declaration strings.

11. The system of claim 10, wherein generating the match

score of the plurality of match scores comprises:
comparing the plurality of packet header tokens to the
network application identifier, the network application
download package name, the plurality of domain host
names, the plurality of URI path strings, the first
plurality of keys, and the second plurality of keys.
12. The system reclaim 11, wherein the match score
represents a similarity measure of the plurality of packet
header tokens as compared to the network application 1den-
tifier, the network application download package name, the
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plurality of domain host names, the plurality of URI path
strings, the first plurality of keys, and the second plurality of
keys.

13. The system of claim 10, wherein the plurality of
source code tokens includes the plurality of domain host
names, the plurality of URI path strings, the first plurality of
keys, and the second plurality of keys.

14. The system of claim 8, the instructions when executed
by the processor further comprising functionality for:

converting, using a de-compiler tool, the executable

binary file 1nto the source code.

15. A non-transitory computer readable medium embody-
ing instructions for identifying a network application, the
instructions when executed by a processor comprising func-

tionality for:

obtaining, from a network application distribution plat-
form, an executable binary data package of the network
application, wherein the executable binary data pack-
age comprises an executable binary file and metadata
associated with the executable binary file;

extracting a network application download package name
of the executable binary data package from the meta-
data to obtain first application tokens comprising the
network application download package name of the
executable binary data package;

obtaining, from the network application distribution plat-
form, a link to an application content webpage;

extracting, 1n response to obtaining the link, a network
application i1dentifier from metadata of the application
content webpage to obtain second application tokens
based on the network application 1dentifier;

generating an index document of the network application
based on a plurality of source code tokens, the first
application tokens, and the second application tokens,
wherein the index document 1s included 1n a plurality of
index documents corresponding to a plurality of net-
work applications;

extracting a plurality of packet header tokens from a
packet header of a packet in a flow to generate one or
more query documents;

comparing, using a commercial search engine, the plu-
rality of packet header tokens of the one or more query
documents to the plurality of index documents to
generate a plurality of match scores; and

determining, based at least on a match score of the
plurality of match scores, that the flow 1s generated by
the network application.
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16. The non-transitory computer readable medium of
claim 15, wherein generating the match score of the plurality
of match scores comprises:

comparing the plurality of packet header tokens to the

plurality of source code tokens, wherein the match
score represents a similarity measure of the plurality of
packet header tokens as compared to the plurality of
source code tokens.

17. The non-transitory computer readable medium of
claim 13, the instructions when executed by the processor
turther comprising functionality for:

extracting, from a source code of the network application,

a plurality of universal resource locator (URL) strings
and a plurality of key declaration strings; and

turther extracting a plurality of domain host names, a

plurality of universal resource identifier (URI) path
strings, and a first plurality of keys from the plurality of
URL strings, as well as a second plurality of keys from
the plurality of key declaration strings.

18. The non-transitory computer readable medium of
claiaim 17, wherein the plurality of source code tokens
includes the plurality of domain host names, the plurality of
URI path strings, the first plurality of keys, and the second
plurality of keys.

19. The non-transitory computer readable medium of
claim 17, wherein generating the match score of the plurality
of match scores comprises:

comparing the plurality of packet header tokens to the

network application identifier, the network application
download package name, the plurality of domain host
names, the plurality of URI path strings, the first
plurality of keys, and the second plurality of keys,
wherein the match score represents a similarity mea-
sure of the plurality of packet header tokens as com-
pared to the network application 1dentifier, the network
application download package name, the plurality of
domain host names, the plurality of URI path strings,
the first plurality of keys, and the second plurality of
keys.

20. The non-transitory computer readable medium of
claim 135, the instructions when executed by the processor

turther comprising functionality for:
converting, using a de-compiler tool, the executable

binary file mto the source code.
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