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SYSTEM AND METHOD FOR PERFORMING
FAST COMPUTATIONS USING QUANTUM
COUNTING BASED ON SIMULTANEOUS
SOLUTIONS TO DECISION PROBLEM AND
ASSOCIATED HASHING PROBLEM

CROSS-REFERENCE TO RELATED
APPLICATIONS AND PRIORITY CLAIM

This application 1s a continuation-in-part of U.S. patent
application Ser. No. 14/592,876 filed on Jan. 8, 2015, which

claims priority under 35 U.S.C. § 119(e) to U.S. Provisional

Patent Application No. 61/925,051 filed on Jan. 8, 2014.
Both of these applications are hereby incorporated by ret-
erence 1n their entirety.

TECHNICAL FIELD

This disclosure generally relates to quantum computing
systems. More specifically, this disclosure relates to a sys-
tem and method for performing fast computations using
quantum counting.

BACKGROUND

Many important or useful computations can be expressed
as counting problems. For example, Monte Carlo simula-
tions are used 1n a large number of applications. In 1its
simplest form, a Monte Carlo simulation attempts to count
the size of a set by randomly sampling from a given space
and seeing which samples fall within or “hit” the set. More
generally, a Monte Carlo simulation attempts to compute the
integral of a function over a given space, which can be
reformulated as counting the size of a set underneath a graph
of the function.

Monte Carlo simulation 1s a very general and robust
technique. However, the error of the solution computed
using a Monte Carlo simulation decays at a rate of VN,
where N denotes the amount of work performed in the
simulation. “Quas1” Monte Carlo techniques have been
developed 1n which the error of the solution eventually
decays at a rate of around 1/N. Unfortunately, quas1 Monte
Carlo techniques sufler from a penalty equivalent to (log
N)”, where D denotes the number of dimensions of the
given space. Thus, quasi Monte Carlo techniques are prac-
tical only for very low dimensional spaces.

SUMMARY

This disclosure provides a system and method for per-
forming fast computations using quantum counting.

In a first embodiment, a method 1s provided for solving a
computational problem that is reducible to a problem of
counting solutions to an associated decision problem. The
method includes, using a quantum computer, estimating a
number of the solutions to the decision problem by deter-
mimng 1 there 1s at least one simultaneous solution to both
(1) the decision problem and (1) an associated hashing
problem. The method also includes, using the quantum
computer, increasing a precision of the estimated number of
the solutions to the decision problem by determining 11 there
are multiple solutions to the decision problem that are
simultaneously solutions to the associated hashing problem.
The method further includes outputting or using the esti-
mated number of the solutions to the decision problem as a
solution to the computational problem.
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2

In a second embodiment, an apparatus includes a quantum
computer having at least one quantum circuit. To solve a
computational problem that 1s reducible to a problem of
counting solutions to an associated decision problem, the
quantum computer 1s configured to determine, using the at
least one quantum circuit, 1f there 1s at least one simultane-
ous solution to both (1) the decision problem and (11) an
associated hashing problem 1n order to estimate a number of
the solutions to the decision problem. The quantum com-
puter 1s also configured to determine, using the at least one
quantum circuit, 1f there are multiple solutions to the deci-
sion problem that are simultaneously solutions to the asso-
ciated hashing problem in order to increase a precision of the
estimated number of the solutions to the decision problem.
The estimated number of the solutions to the decision
problem represents a solution to the computational problem.

In a third embodiment, a system includes a quantum
computer having at least one quantum circuit and a classical
computer having at least one processor configured to
execute 1structions stored 1n at least one memory. To solve
a computational problem that 1s reducible to a problem of
counting solutions to an associated decision problem, the
classical computer 1s configured to use the quantum com-
puter to estimate a number of the solutions to the decision
problem by determining if there 1s at least one simultaneous
solution to both (1) the decision problem and (11) an associ-
ated hashing problem. The classical computer 1s also con-
figured to use the quantum computer to 1ncrease a precision
of the estimated number of the solutions to the decision
problem by determining 11 there are multiple solutions to the
decision problem that are simultaneously solutions to the
associated hashing problem. The estimated number of the
solutions to the decision problem represents a solution to the
computational problem.

Other technical features may be readily apparent to one
skilled 1n the art from the following figures, descriptions,
and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of this disclosure and
its features, reference 1s now made to the following descrip-
tion, taken 1 conjunction with the accompanying drawings,
in which:

FIG. 1 1llustrates an example system for performing fast
computations using quantum counting according to this
disclosure:

FIGS. 2 and 3 illustrate an example technique for com-
puting composite hash values during quantum counting and
associated results according to this disclosure; and

FIG. 4 illustrates an example method for performing fast
computations using quantum counting according to this
disclosure.

DETAILED DESCRIPTION

FIGS. 1 through 4, discussed below, and the various
embodiments used to describe the principles of the present
invention 1n this patent document are by way of illustration
only and should not be construed 1n any way to limit the
scope of the mvention. Those skilled 1n the art will under-
stand that the principles of the invention may be imple-
mented 1n any type of suitably arranged device or system.

As noted above, many important or useful computations
(such as Monte Carlo simulations) can be thought of or
implemented as counting problems. This disclosure provides
techniques for fast computations on quantum computing



US 11,049,034 B2

3

hardware using quantum counting. A quantum computer 1s
a computational device that uses quantum mechanics, and
quantum computing exploits quantum mechanical phenom-
ena (such as superposition and entanglement) to perform
operations on data. A quantum computer 1s fundamentally
different from a classical computer. A classical computer 1s
a two-state system that 1s characterized by the use of
multiple bits, each of which can only have one of two values
(a “0” or a *“1”). In contrast, a quantum computer can exist
in a superposition of states. The building block of a quantum
computer 1s a quantum bit or “qubit,” and each qubit can
represent a “1,” a “0,” or any superposition of the two states.
In general, an n-qubit quantum computer can exist in any
superposition of 2”7 states simultaneously, while an n-bit
classical computer can exist 1n only one of the 2" states at a
given time.

In accordance with this disclosure, quantum computing
hardware 1s used to perform quantum counting to solve
various classes of calculations, such as averages, integra-
tions, volumes, and percentiles. This 1s accomplished by
reducing a calculation to a counting problem and solving the
counting problem efliciently using the quantum computing
hardware. As described below, a count can be estimated by
checking 11 there 1s an element of a set being counted that has
a specific hash value. This 1s performed using a hash
function that 1s easily inverted by a quantum computer but
not a classical computer. Efliciency 1s achieved by N-fold
amplification, such as by finding N elements of the set being
counted, which when combined achieve a specific hash
value (where N>1 and possibly where N>>1).

Note that various models of quantum computing exist,
where different quantum computing models correspond to
different ways of exploiting superposition and entanglement
of quantum mechanics. For example, “gate model” quantum
computers apply a sequence of unitary “gate” operators to a
prepared quantum system belfore making a quantum mea-
surement. “Annealing model” quantum computers gradually
freeze a quantum system 1nto a low energy state, allowing
quantum tunneling to occur during the process. “lopologi-
cal” quantum computers use qubits in topologically-con-
strained states that are less sensitive to noise. In the follow-
ing description, one or more specific quantum computing
models may be described as being used to perform fast
computations using quantum counting. However, any suit-
able quantum computing model (now known or later devel-
oped) could be used to support fast computations using
quantum counting as described in this disclosure.

FIG. 1 illustrates an example system 100 for performing
fast computations using quantum counting according to this
disclosure. As shown 1n FIG. 1, the system 100 implements
or includes a quantum computing system 102, which
includes at least one quantum circuit 104. In this example,
cach quantum circuit 104 includes or operates using multiple
qubits 106 and multiple couplers 108 that provide connec-
tivity between the qubits 106. Each quantum circuit 104 also
includes one or more control devices 110 that can aflect the
qubits 106.

Each qubit 106 denotes any suitable structure configured
to 1implement a quantum bit. Any suitable physical imple-
mentations of the qubits 106 (now known or later devel-
oped) could be used, such as those that use photons, atoms,
ions, atomic nuclei, electrons, optical lattices, Josephson
junctions, or quantum dots. Each coupler 108 denotes any
suitable structure configured to {facilitate interactions
between qubits. Any suitable physical implementations of
the couplers 108 (now known or later developed) could be
used, including those that allow interactions between two
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4

qubits 106 and those that allow interactions between more
than two qubits 106. Each control device 110 denotes any
suitable structure configured to change a state or other
characteristic of one or more qubits. Any suitable physical
implementations of the control devices 110 (now known or
later developed) could be used, such as those that can alter
the states of photons, atoms, 10ns, atomic nuclei, electrons,
optical lattices, Josephson junctions, or quantum dots. In
some embodiments, the control devices 110 can generate
magnetic fields to alter the qubits 106.

In some embodiments, the quantum computing system
102 can 1nclude at least one input control device 112 and at
least one readout control device 114 that facilitate mput/
output communications between the quantum computing
system 102 and a classical computing system 116. For
example, the input control device 112 could receive input
data defining a type of problem to be solved or data
associated with the problem to be solved, and the readout
control device 114 could facilitate read-out of the qubits 106
aiter the qubits 106 have settled to their lowest energy states.
Each control device 112, 114 includes any suitable structure
facilitating interactions with an external computing device
Oor system.

In this example, the classical computing system 116
includes at least one processing device 118, at least one
storage device 120, at least one communications unit 122,
and at least one input/output (I/0) unit 124. The processing
device 118 executes instructions that may be loaded mto a
memory 126. The processing device 118 includes any suit-
able number(s) and type(s) of processors or other devices 1n
any suitable arrangement. Example types ol processing
devices 118 include microprocessors, microcontrollers, digi-
tal signal processors, field programmable gate arrays, appli-
cation specific itegrated circuits, and discrete circuitry.

The memory device 126 and a persistent storage 128 are
examples of storage devices 120, which represent any struc-
ture(s) capable of storing and facilitating retrieval of 1nfor-
mation (such as data, program code, and/or other suitable
information on a temporary or permanent basis). The
memory device 126 may represent a random access memory
or any other suitable volatile or non-volatile storage device
(s). The persistent storage 128 may contain one or more
components or devices supporting longer-term storage of
data, such as a read only memory, hard drive, Flash memory,
or optical disc.

The communications umt 122 represents an interface that
supports communications with other systems or devices. For
example, the communications unit 122 could include a
network interface card or a wireless transcerver facilitating,
communications over a wired or wireless network. The
communications unit 122 may support communications
through any suitable physical or wireless communication
link(s).

The I/O unit 124 allows for input and output of data. For
example, the I/O unit 124 may provide a connection for user
input through a keyboard, mouse, keypad, touchscreen, or
other suitable input device. The I/O unit 124 may also send
output to a display, printer, or other suitable output device.

In some embodiments, pre-processing and/or post-pro-
cessing can be handled by components of the classical
computing system 116, while the quantum computing sys-
tem 102 handles fast computations using quantum counting
as described this patent document. In other embodiments,
the quantum computing system 102 operates as a standalone
device (without a classical computing system 116) and
performs fast computations using quantum counting as
described this patent document. When implemented as a
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standalone device, the quantum computing system 102 may
or may not be networked with or otherwise connected to
other machines. In a networked deployment, the quantum
computing system 102 may operate in the capacity of a
server or a client machine in a client-server network envi- 2
ronment or as a peer machine in a peer-to-peer or distributed
network environment.

Although FIG. 1 illustrates one example of a system 100
for performing fast computations using quantum counting,
various changes may be made to FIG. 1. For example, while
shown as being separate systems, various components of the
quantum computing system 102 and the classical computing
system 116 could be combined into a single apparatus or
system. As a particular example, one, some, or all of the
components of the classical computing system 116 could be
used 1n the quantum computing system 102. This may allow,
for instance, the quantum computing system 102 to transmiat/
receive data over at least one network via the communica-

tions unit(s) 122 or to transmit/receive I/O data via the 'O »¢
unit(s) 124.

FIGS. 2 and 3 illustrate an example technique for com-
puting composite hash values during quantum counting and
associated results according to this disclosure. In particular,
FIG. 2 illustrates an example circuit 200 for computing a 25
composite hash value during quantum counting, and FIG. 3
contains an example chart 300 illustrating simulation results
associated with a composite hash function.

As noted above, various computations can be 1mple-
mented as counting problems, and these computations can 30
be performed quickly using quantum counting on quantum
computing hardware (which may be referred to as a “quan-
tum counter”). A quantum counter could be used 1n a variety
of applications. For example, a quantum counter could be
used to solve the following three general classes of calcu- 35
lations (namely because all of these classes of calculations
can be translated into corresponding counting problems):

(1) Tail calculations: Over a large set of iputs x, find the
p” percentile value of f(x).

(2) Integration calculations: Over a large set of mputs X, 40
find the sum or average of f(x).

(3) American integration calculations: Over a large set of

10

15

iputs x=(X,, . . . , X,), find the 1terated average p( ), where
inductively p(x,, . . ., X, )=f(X,, X average _ p(X;, ...,
X .. .)) for some 7. 45

For problem class (1) above, the calculation can be
reduced to a problem of counting x such that J(x)<c and then
performing a binary search for the correct value of c.

For problem class (2) above, the calculation of the aver-
age of F(x) can be turned into a problem of counting points 50
under a graph of . In more detail, it can be assumed, without
a loss of generality, that f(x) takes values in non-negative
integers v with d bits (enough for the desired accuracy). Up
to further scaling, the average to be computed 1s the sum of
this f(x) over all x having D bits. This sum amounts to 55
counting the solutions to the following problem: consider
strings (X, v) of D+d bits and declare such an (X, y) to be 1n
the set to be counted if y<f(x).

For problem class (3) above, the conditional average a(x,,
..., Xg)=average,  p(Xy, ..., Xz )18 represented as the least 60
squares best fit of some chosen functional forms, a(x,, . . .

, X )=2cp,(xX,, . .., X, ), resulting mn the inductive
conclusion that p(x,, . . ., X )=f(X;, . . ., X ;s 2Zcp(X,, . ..
, X ;) once the ¢, values have been determined. To determine
the ¢, values, the solution of the least squares best fit involves 65
the calculation of the averages of the functions p(x,, . . .,

X PAXps - - -5 X)) and pXy, . .., XJPAXy, - . -, X,;) Over

6

all truncated mputs (x,, . . ., X, ;). These function averages
can be computed in the same manner as 1n problem class (2)
above.

(Quantum computers are more naturally suited for decision
problems (finding a solution) rather than counting problems
(finding out how many solutions there are). In this docu-
ment, an NP (non-deterministic polynomial time) class of
problems denotes problems whose solutions can be verified
quickly by a deterministic machine 1 polynomial time.
Also, a #P class of problems denotes problems that count the
number of solutions to a decision problem in the NP class.
The #P class 1s clearly at least as diflicult to solve as the NP
class and 1s conjecturally harder to solve. Classical comput-
ing systems generally require exponential time to solve NP
problems and an even greater exponential time to solve #P
problems.

To enable a quantum computer to count solutions in order
to solve a #P problem (which 1s related to an NP decision
problem), this disclosure provides techmniques based on
solving a hashing problem, which mvolves solutions to a
decision problem. The precision of the solution count is
amplified or improved by solving the same hashing problem
for a number of such decision problems.

To allow a quantum computer to count efhiciently, it
cannot be assumed that all problems 1n the NP class can be
solved efliciently, as this may not be possible even for
quantum computers. Instead, a hash function 1s chosen,
where the hash function 1s easy for a quantum computer to
solve but hard for a classical computer to solve. The classical
hardness of the hash function helps to ensure that the hash
function 1s effectively random relative to the solutions of the
NP decision problem. For example, 1t 1s known that the
discrete logarithm problem can be solved easily on a quan-
tum computer but 1s believed to be exponentially hard on a
classical computer.

In order to provide an estimate of the size of a solution set,
the quantum counter uses the hash function to determine
whether there exists a solution that achieves a specific
random hash value, possibly while adding random “salt” (a
random value) into the input of the hash function. This
makes more eflicient use of a constrained quantum circuit
size but can require that the hash function take on 1its
cllectively random values with equal probability. A small
sample of “yes” or “no” answers to the question of whether
a solution exists that achieves a specific random hash value
can be used to obtain an estimate of the solution set size. For
example, 1f (1) the solution set to the decision problem 1s S,
(11) the set of distinct hash values 1s R, and (111) choosing two
random hash values (and possibly salt) yields one hit on S
and one non-hit on S, the posterior probability distribution
for the size |S| of the solution set 1s proportional to (1-exp
(—=ISI/IR))xexp(—ISI/IRI). This distribution provides confi-
dence itervals for |S| at any specified probability level.

Thus, 1n some embodiments, an assumption can be made
that the sizes of the solution set and set of distinct hash
values are comparable. This allows one to obtain the most
resolution from a hit or non-hit onto a chosen hash value. A
binary search can be used to efliciently reach the parameters
that make this assumption true and yield the most resolution.

After that, the quantum counter accomplishes amplifica-
tion by solving the hashing problem for a sequence of N
solutions to the decision problem (instead of using a single
solution). This provides an estimate whose confidence inter-
val shrinks as 1/N. This 1s because a given confidence
interval for the size IS”™1=ISI"" of the product set provides a
confidence interval of 1/N for the size for |SI. One possible
goal of the disclosed techniques i1s to achieve this 1/N
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convergence with quantum computing resources (measured

in qubits and/or time) proportional only to N or nearly N,
instead of the Monte Carlo requirement of N* for classical
computing. Thus, another requirement could be that the hash
function can be implemented in a quantum circuit of size °
linear or nearly linear in N.

Suppose a hash function meeting the first two require-
ments 1s constructed so that (1) the hash function 1s hard for
classical computers to solve but easy for quantum computers
to solve and (11) 1ts values are substantially equally distrib-
uted, with arbitrary mput and output sizes up to some
discretization. From this, it 1s possible to construct a com-
posite hash function meeting the third requirement of having,
a linear or nearly linear size circuit using the original hash
function as a component.

FIG. 2 illustrates an example circuit 200 for computing a
composite hash value. As shown 1n FIG. 2, the circuit 200
includes multiple quantum circuits 202, including quantum
circuits 202a4-202/%. In some embodiments, each of the >
quantum circuits 202 could be implemented using the same
design as the quantum circuit 104 shown 1n FIG. 1. How-
ever, other embodiments of the quantum circuits 202 could
be used. In general, any suitable circuits implementing a
quantum computing model could be used here. 25

The quantum circuits 202 are arranged in multiple levels
in FIG. 2, namely a lower level 204a and an upper level
2045. In the illustrated example, the lower level 204a
includes quantum circuits 202q-2024d, and the upper level
2045 includes quantum circuits 202¢-202/%. However, each
level 204a and 2045 could include any number of quantum
circuits. In some embodiments, each level 204a and 20454
includes N quantum circuits. Note that the quantum circuit
202¢ 1s shown here 1n divided form for reasons discussed
below. Also, the outputs of the quantum circuits 1n the lower
level 204a undergo a permutation (1n this example a shiit)
betfore being provided to the quantum circuits 1n the upper
level 204b.

The circuit 200 in FIG. 2 can be used to implement a 4
quantum counter, in which case the circuit 200 can be
configured as follows. Let X denote an input set of an
associated NP decision problem, and let r denote an estimate
of the size of the solution set S so that r" is an estimate of
the size of the product set S” of sequences of N solutions to 45
the decision problem. Start with a sequence of N mputs 206
from X, where each input 206 includes or 1s associated with
approximately log,|X| qubits.

The quantum circuits 202a-2024 apply a composite hash
function to the inputs 206 of X. This produces intermediate 50

hash values with approximately Nxr possible values for each
element, and each hash value includes or 1s associated with
approximately (log, r+log, N) qubits. The quantum circuits
202a-202d therefore implement a concatenated hash func-
tion with N components. 55
The resulting qubits are then shufiled, such as by shifting
them circularly by one-half of the width of the intermediate
value for each element. This results in a new sequence of N
permuted intermediate values 208. The quantum circuits
202¢-202/: then apply the same composite hash function to 60
the permuted intermediate values 208, producing a hash
output 210 with approximately r possible values for each
intermediate value. The quantum circuits 202¢-202/ again
therefore implement a concatenated hash function with N
components. The quantum circuit 202¢ here 1s shown 1 65
divided form to represent the fact that the quantum circuit
202¢ 1s recerving half of the qubits from the quantum circuit
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202a and half of the qubits from the quantum circuit 2024
(due to the shifting used to generate the permuted interme-

diate values 208).

If the total number of output qubits for the hash function
1s b, the components of the first concatenated hash function
(quantum circuits 202q-202d) each have approximately
(b/N+log, N) output qubits, and the components of the
second concatenated hash function (quantum circuits 202e-
202/) each have approximately b/N output qubits. The total
number of possible composite hash values for the whole
sequence is as close to r'" as possible and includes a total of
(N log, r) qubits. If the quantum circuit size of the composite
hash function 1s polynomial in the number of mput and
output bits of degree p, the composite hash function uses a
quantum circuit of a size proportional to N(log,NY by
construction, which 1s nearly linear.

FIG. 3 contains an example chart 300 1llustrating simu-
lation results showing that a composite hash function 1is
suiliciently random to meet the first two requirements dis-
cussed above (it 1s hard for classical computers but easy for
quantum computers to solve and its values are substantially
equally distributed). In FIG. 3, the chart 300 plots the
probability of hitting a random composite hash value as a
function of the size of the solution set S. A line 302
represents results obtained using an amplification where N
equals 8, a line 304 represents results obtained using an
amplification where N equals 16, and a line 306 represents
results obtained using an amplification where N equals 32.
As can be seen here, with amplification N, the estimation
error of the size of S decreases as 1/N. In contrast, using a
concatenation of N hash functions (such as only the outputs
of the lower level 204a of quantum circuits 202a-202d 1n
FIG. 2) would cause the estimation error to decrease as 1/
VN, which is equivalent to Monte Carlo simulations using
classical computing systems.

Any suitable composite hash function could be used 1n the
circuit 200. In some embodiments, the following variation of
the Chaum-van Heijst-Plitzmann hash function could be
used. Suppose that p 1s a large prime number and that
g=(p-1)/2 1s also a prime number. Let a and p be two
primitive roots ot Z,*. The hash function:

hAO, ... p=21x{0, ... g-1}—=Z) (1)

can be defined as follows:

h(x.x5)=a ™ mod p (2)

One difference between the hash function 1n Equation (2)
and the Chaum-van Heijst-Pfitzmann hash function 1s the
domain 1n which the inputs x, are allowed to be specified. In
practice, the Chaum-van He1jst-Plitzmann hash function
does not uniformly distribute values since 1t 1s dependent on
the choice of generators. However, 1f one iput 1s allowed to
vary from O to p-2, the distribution 1s nearly uniform since
cach element of the group can be obtained by the first term
alone.

The hash function h 1n Equation (2) 1s strongly collision
resistant. It can be shown that, if one were to find a hash
collision, one would be able to solve a problem that 1s known
to be computationally hard. In this case, it can be shown that
finding collisions of the hash function h makes 1t easy to
solve the discrete logarithm problem, which 1s hard for
classical computers. On the other hand, 1n some embodi-
ments, such as those using gate-model quantum computers,
Shor’s Algorithm 1s known to ethiciently solve the discrete
logarithm problem, making it practical for quantum count-
ing.
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In some cases, the hash function h in Equation (2) by itself
may not be suflicient, since the size of the input to the hash
function can be arbitrarily large. This can be handled 1n any
suitable manner, such as by using the Merkle-Damgard
construction. The Merkle-Damgard construction states that
i one has a collision-resistant hash function h that maps
AxB—A, a compositional chain h" of N such functions
(resulting in a function AxB"—A) will also be collision
resistant. In some embodiments, copies of the circuit 200
configured to solve h may be chained together to solve h”.

Although FIGS. 2 and 3 illustrate one example of a
technique for computing composite hash values during
quantum counting and associated results, various changes
may be made to FIGS. 2 and 3. For example, the circuit 200
could include any suitable number and arrangement of
quantum circuits 200. Also, the results shown 1n FIG. 3 are
merely example results, and other results could be obtained
depending on the implementation.

FI1G. 4 illustrates an example method 400 for performing

fast computations using quantum counting according to this
disclosure. For ease of explanation, the method 400 of FIG.
4 1s described as being used with the system 100 of FIG. 1
and the circuit 200 of FIG. 2. However, the method 400
could be used with any other suitable device or system.
As shown 1n FIG. 4, a computational problem to be solved
1s 1dentified at step 402, and the computational problem 1s
reduced to a counting problem having an associated decision
problem at step 404. This could include, for example,
identifying a computational problem in the NP class involv-
Ing an average, itegration, volume, or percentile and gen-
erating a corresponding counting problem 1n the #P class. As
a particular example, this could mvolve 1dentifying one of
the three classes of problems discussed above (tail, integra-
tion, or American integration calculations) and 1dentilying a
corresponding counting problem. Note that these steps could
be performed manually or in a partially or fully automated
manner, such as by using a classical computing system 116.
In some embodiments, the computational problem
involves finding a percentile of a function f(x) over a large
number of mputs X, and the associated decision problem 1s
to decide whether there 1s an x such that f(x)<c for a given
c. In other embodiments, the computational problem
involves finding an average, sum, or integral of a function
F(x) over a large number of inputs X, and the associated
decision problem 1s to decide whether there 1s a pair (X, y)
for which y<f(x). In still other embodiments, the computa-
tional problem 1nvolves finding a conditional expectation p(
) over a large number of mputs (x,, . . ., X ,), where p(x,, .
s X (X, o X average p(Xg, ..., Xz, ) for some
function f( ) over truncated inputs (X,, . . . , X ;; a). Here, the
computational problem is partially reduced to the problem of
computing averages of p(x,, ..., X, )p{X;, ..., X, and
p,(Xy, ..., XJPAXy, . .., X,) over the truncated 1nputs (x|,
.+ s Xz,1), Where p, and p, denote regression functions.
An estimate of the number of solutions to the decision
problem 1s 1dentified using an associated hashing problem at
step 406. This could include, for example, using a quantum
computing system 102 in which quantum circuits 202 are
arranged to implement a hash function. The quantum com-
puting system 102 uses the quantum circuits 202 to deter-
mine 1f there 1s a simultaneous solution to the decision
problem and the associated hashing problem. For instance,
the quantum computing system 102 can determine an esti-
mate ol a size of the solution set to the decision problem
based on hash hits, namely by using the hash function to
look for solutions that match specific hash values. As noted
above, the hash function represents a function that can be
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solved efliciently with a quantum computer but cannot be
solved efliciently with a classical computer. In some cases,
the hash function uses random salt as part of the hash
computations.

In some embodiments, the hash function 1s based on the
discrete logarithm, which could be implemented using a
composite hash function via the quantum circuits 202. Also,
in some embodiments, the quantum system used with a
sequence of N inputs to the decision problem can have a size
that 1s linear or nearly linear in N. In particular embodi-
ments, the quantum circuits 202 are arranged in multiple
levels 204a and 204b6. The hash function for a sequence of
N 1nputs to the decision problem can be constructed as the
composite ol a concatenated hash function with N compo-
nents 1 the lower level 204aq, a permutation (such as a
shifting of intermediate values), and another composite of a
concatenated hash function with N components 1n the upper

level 2045.

A precision of the estimated number of solutions to the
decision problem 1s increased using N-fold amplification at
step 408. This could include, for example, using the quan-
tum computing system 102 to find N elements of the set
being counted that achieve the specific hash value. In this
way, the quantum computing system 102 can determine 1t
there 1s a sequence of one or more solutions to the decision
problem that are simultaneously one or more solution to the
associated hash function.

The estimated count of the solutions to the decision
problem 1s output or used as a solution to the computational
problem at step 410. This could include, for example, the
quantum computing system 102 or the classical computing
system 116 using the (amplified) estimated number of solu-
tions as the solution to the computational problem 1n the NP
class.

As a particular example of using the method 400, assume
that in step 402 the computational problem identified
involves computing the sum of F(x) over a large number of
X, where f(x) takes on non-negative integer values. In step
404, this can be reformulated as counting the number of
pairs (X, y) among all values of x and all non-negative
integer values of y such that y<f(x). In step 406, let S be the
set of pairs (X, y) among all values of x and all non-negative
integer values of y such that y<f(x). The set S can be defined
as the set of pairs such that the function s(x, y)y=min(l,
F(x)-y) takes the value “1.” Also, let a hash function h(x, y)
take on values 1n a set R such that (1) the values appear to
be random to a classical computer and (1) a quantum
computer can quickly find pairs (x, y) such that h(x, y)=h,
for any chosen h, in R. Consider the combined function sh(x,
v)=(s(X, v), h(x, v)). The quantum computing system 102 1s
used 1n step 406 to find a stmultaneous solution, meaning a
pair (X, v) such that sh(x, y)=(1, h,) for some random choice
of h, in R. This can be performed efhciently because the
hash function can be solved quickly on the quantum com-
puter. The probability of such a solution existing 1s approxi-
mately (1-exp(-ISI/IR])). Suppose this 1s done twice with
different choices of h, and results 1n one hit and one non-hit
on a solution. According to Bayes’ Law, with a uniform prior
distribution on the size of S, the posterior probability dis-
tribution for S| 1s (1-exp(-ISI/IRI))xexp(-ISI/IRI). Choos-
ing the 25th and 75th percentiles of this distribution would
provide a 50% confidence interval for |S|. In step 408, the
previous step (step 406) can be repeated with the product set
SY=Is,, ..., sy 5,2S} of N-tuples of the elements of S.
Assume that the 50% confidence interval for the size
ISYI=ISI™ of the product set has a width E. This translates
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into a 50% confidence interval for ISI of width €/N, thus
providing linearly amplified convergence.

Although FIG. 4 1llustrates one example of a method 400
for performing fast computations using quantum counting,
various changes may be made to FIG. 4. For example, while
shown as a series of steps, various steps in FIG. 4 could
overlap, occur 1n parallel, or occur any number of times.
Also, the method 400 could be performed using a quantum
computing system that includes at least one quantum circuit
configured to perform quantum counting. Other operations
may or may not be performed by the quantum computing,
system, such as when certain functions are performed by a
classical computing system that interacts with the quantum
computing system via an input control device 112 and a
readout control device 114.

In some embodiments, various functions described 1n this
patent document are implemented or supported by a com-
puter program that 1s formed from computer readable pro-
gram code and that 1s embodied 1n a computer readable
medium. The phrase “computer readable program code”
includes any type of computer code, including source code,
object code, and executable code. The phrase “computer
readable medium™ includes any type of medium capable of
being accessed by a computer, such as read only memory
(ROM), random access memory (RAM), a hard disk drive,
a compact disc (CD), a digital video disc (DVD), or any
other type of memory. A “non-transitory” computer readable
medium excludes wired, wireless, optical, or other commu-
nication links that transport transitory electrical or other
signals. A non-transitory computer readable medium
includes media where data can be permanently stored and
media where data can be stored and later overwritten, such
as a rewritable optical disc or an erasable memory device.

It may be advantageous to set forth definitions of certain
words and phrases used throughout this patent document.
The terms “application” and “program” refer to one or more
computer programs, soltware components, sets of instruc-
tions, procedures, functions, objects, classes, instances,
related data, or a portion thereof adapted for implementation
in a suitable computer code (including source code, object
code, or executable code). The term “communicate,” as well
as dernivatives thereof, encompasses both direct and indirect
communication. The terms “include” and “comprise,” as
well as derivatives thereof, mean inclusion without limita-
tion. The term “or” 1s inclusive, meaning and/or. The phrase
“associated with,” as well as derivatives thereof, may mean
to 1include, be included within, interconnect with, contain, be
contained within, connect to or with, couple to or with, be
communicable with, cooperate with, interleave, juxtapose,
be proximate to, be bound to or with, have, have a property
of, have a relationship to or with, or the like. The phrase “at
least one of,” when used with a list of items, means that
different combinations of one or more of the listed 1tems
may be used, and only one 1tem in the list may be needed.

For example, “at least one of: A, B, and C” includes any of
the following combinations: A, B, C, A and B, A and C, B

and C, and A and B and C.

The description in this patent document should not be
read as implying that any particular element, step, or func-
tion 1s an essential or critical element that must be imncluded
in the claim scope. Also, none of the claims 1s mtended to
imvoke 35 U.S.C. § 112(1) with respect to any of the
appended claims or claim elements unless the exact words
“means for” or “step for” are explicitly used in the particular
claim, followed by a participle phrase identifying a function.
Use of terms such as (but not limited to) “mechanism,”
“module,” “device,” “umit,” “component,” “element,”
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“member,” “apparatus,” “machine,” “system,” “processor,’
“processing device,” or “controller” within a claim 1s under-
stood and intended to refer to structures known to those
skilled 1n the relevant art, as further modified or enhanced by
the features of the claims themselves, and 1s not intended to
invoke 35 U.S.C. § 112(1).

While this disclosure has described certain embodiments
and generally associated methods, alterations and permuta-
tions of these embodiments and methods will be apparent to
those skilled 1n the art. Accordingly, the above description of
example embodiments does not define or constrain this
disclosure. Other changes, substitutions, and alterations are
also possible without departing from the spirit and scope of
this disclosure, as defined by the following claims.

2L 2L - Y 4 e 4 2

What 1s claimed 1s:
1. A method for solving a computational problem that 1s
reducible to a problem of counting solutions to an associated
decision problem, the method comprising:
using a quantum computer, estimating a number of the
solutions to the decision problem by determining 1f
there 1s at least one simultaneous solution to both (1) the
decision problem and (11) an associated hashing prob-
lem:
using the quantum computer, increasing a precision of the
estimated number of the solutions to the decision
problem by determining 1f there are multiple solutions
to the decision problem that are simultaneously solu-
tions to the associated hashing problem; and

outputting or using the estimated number of the solutions
to the decision problem as a solution to the computa-
tional problem:;

wherein the hashing problem 1s associated with a hash

function; and

wherein each solution to the hashing problem denotes a

solution that obtains a specified random hash value
from the hash function.

2. The method of claim 1, wherein the hash function uses
a random salt as part of hash computations.

3. The method of claim 1, wherein the hash function 1s
based on the discrete logarithm.

4. The method of claim 1, wherein the associated hashing
problem 1s solved efliciently with the quantum computer but
cannot be solved efliciently with a classical computer.

5. The method of claim 1, wherein:

the computational problem involves finding a percentile

of a specified function F(X) over inputs x; and
the associated decision problem 1nvolves deciding
whether there is an input x such that f(x)<c for a given
value of c.

6. The method of claim 1, wherein:

the computational problem involves finding an average,
sum, or integral of a specified function f(x) over inputs
x; and

the associated decision problem involves deciding

whether there 1s a pair (x, y) for which y<f(x).
7. The method of claim 1, wherein:
the computational problem involves finding a conditional
expectation p( ) over mputs (X, . . ., X ), where p(X;,
s X7, L. X average, p(Xg, ..., X)) Tor
a specified function f( ) over truncated inputs (X, . . .
Xz a); and

the associated decision problem involves computing aver-
ages of p(x;, ..., X, p,(X,, ..., %X, and p,(X;, . . .
, X PXy, . . ., X,) over the truncated inputs (x,, . . .,
X4.1» Where p, and p; are regression tunctions.
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8. The method of claim 1, wherein the associated hashing,
problem 1s solvable for a sequence of N 1nputs using a
quantum circuit having a size that 1s linear or approximately
linear 1n N.

9. The method of claim 1, wherein the hash function for
a sequence of N 1nputs 1s constructed m the quantum
computer as a first concatenated hash function with N first
components, a permutation, and a second concatenated hash
function with N second components.

10. The method of claim 9, wherein:

a total number of output qubits for the hash function 1s b;

cach of the first components of the first concatenated hash

function has approximately (b/N+log, N) output qubits;
and

cach of the second components of the second concat-

enated hash function has approximately b/N output
qubits.

11. An apparatus comprising:

a quantum computer comprising at least one quantum

circuit;

wherein, to solve a computational problem that 1s reduc-

ible to a problem of counting solutions to an associated
decision problem, the quantum computer 1s configured
to:
determine, using the at least one quantum circuit, 1f
there 1s at least one simultaneous solution to both (1)
the decision problem and (1) an associated hashing
problem 1n order to estimate a number of the solu-
tions to the decision problem; and
determine, using the at least one quantum circuit, 1f
there are multiple solutions to the decision problem
that are simultaneously solutions to the associated
hashing problem in order to increase a precision of
the estimated number of the solutions to the decision
problem:;
wherein the estimated number of the solutions to the
decision problem represents a solution to the compu-
tational problem:;

wherein the hashing problem 1s associated with a hash

function; and

wherein each solution to the hashing problem denotes a

solution that obtains a specified random hash value
from the hash function.

12. The apparatus of claim 11, wherein the hash function
uses a random salt as part of hash computations.

13. The apparatus of claim 11, wherein the associated
hashing problem 1s solved efliciently with the quantum
computer but cannot be solved efliciently with a classical
computer.

14. The apparatus of claim 11, wherein:

the computational problem nvolves finding a percentile

of a specified function f(X) over inputs x; and
the associated decision problem i1nvolves deciding
whether there is an input x such that f(x)<c for a given
value of c.

15. The apparatus of claim 11, wherein:

the computational problem involves finding an average,
sum, or integral of a specified function F(x) over inputs
x; and
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the associated decision problem involves deciding
whether there is a pair (x, y) for which y<f(x).

16. The apparatus of claim 11, wherein:

the computational problem involves finding a conditional

expectation p( ) over mputs (X, . . ., X ), where p(X;,
: xff)ZJ“(xl,, s X average, p(X;, e , X 1)) for
a specified function F( ) over truncated inputs (x,, . . .

, Xd; a): and
the associated decision problem imnvolves computing aver-
ages of p(x;, ..., xdﬂ?pl.(xlj ..., Xz and p; (X4, . ..
, X ;) over the truncated mputs (x,, ..., X, ), where p,

and p, are regression functions.
17. The apparatus of claim 11, wherein the at least one

quantum circuit comprises:

a first level of quantum circuits configured to implement
a first concatenated hash function using N 1nputs; and
a second level of quantum circuits configured to 1mple-
ment a second concatenated hash function that operates
on a permutation of outputs of the first level of quantum
circuits.
18. The apparatus of claim 17, wherein:
a total number of output qubaits for the hash function 1s b;
cach of the quantum circuits 1n the first level has approxi-
mately (b/N+log, N) output qubits; and
cach of the quantum circuits in the second level has
approximately b/N output qubaits.
19. The apparatus of claim 11, wherein:
the associated decision problem comprises a non-deter-
ministic polynomial time (NP) class problem; and
the problem of counting the solutions to the associated
decision problem comprises a #P class problem.
20. A system comprising:
a quantum computer comprising at least one quantum
circuit; and
a classical computer comprising at least one processor
configured to execute instructions stored 1n at least one
memory;
wherein, to solve a computational problem that 1s reduc-
ible to a problem of counting solutions to an associated
decision problem, the classical computer 1s configured
to use the quantum computer to:
estimate a number of the solutions to the decision
problem by determining if there i1s at least one
simultaneous solution to both (1) the decision prob-
lem and (1) an associated hashing problem; and
increase a precision of the estimated number of the
solutions to the decision problem by determining it
there are multiple solutions to the decision problem
that are simultaneously solutions to the associated
hashing problem:;
wherein the estimated number of the solutions to the
decision problem represents a solution to the compu-
tational problem:;
wherein the hashing problem 1s associated with a hash
function; and
wherein each solution to the hashing problem denotes a
solution that obtains a specified random hash value
from the hash function.
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