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1

MONEY TRANSFKFER FRAUD PREVENTION
METHODS AND SYSTEMS

BACKGROUND

Using a money-transier system, money can be transferred
between two people i two different locations. A money
transfer company can have a number of agents that establish
a site for money to be sent or received. These agents can be
hired by third parties and may not be trained or supervised
by the money transfer company. Some of these agents may
seek to defraud the money transfer company or its custom-
ers. And these agents may also be easy targets for fraudsters.

BRIEF SUMMARY

- 4 = B Y 4

The terms “invention,” “the invention,” *“‘this invention”

and “the present invention” used 1n this patent are intended
to refer broadly to all of the subject matter of this patent and
the patent claims below. Statements containing these terms
should not be understood to limit the subject matter
described herein or to limit the meaning or scope of the
patent claims below. Embodiments of the invention covered
by this patent are defined by the claims below, not this
summary. This summary 1s a high-level overview of various
aspects of the invention and 1ntroduces some of the concepts
that are further described 1n the Detailed Description section
below. This summary 1s not intended to identily key or
essential features of the claimed subject matter, nor 1s 1t
intended to be used 1n 1solation to determine the scope of the
claimed subject matter. The subject matter should be under-
stood by reference to the entire specification of this patent,
all drawings and each claim.

Embodiments of the invention provide a fraud deterrent
for retail money transiers or stored value products. In some
embodiments, a two dimensional grid of numbers, letters,
characters, and/or symbols can be provided on retail pack-
aging or cards that can be used as an authentication factor
(often a secondary factor) in order to redeem funds. In some
embodiments, methods and/or systems are also provided
that associate control numbers with the grid, create the grid,
provide the grid on packaging, and/or use the gnd to
authenticate a customer. Various other embodiments of the
invention are disclosed.

Embodiments of the invention also include a financial
product package that includes a financial product, packaging
material coupled with the financial product, a control num-
ber printed on the financial product package, and an authen-
tication grid printed on the financial product package. The
authentication grid can include a plurality of symbols 1den-
tifiable by row and column identifiers. In some embodi-
ments, the authentication grid can be associated with the
control number. In some embodiments, the control number
can be secured or hidden.

In some embodiments, the financial product can be a
stored value card, a prepaid credit card, a debit card, a
money card, a money transfer card, etc. In some embodi-
ments, the financial product 1s a plastic card. In some
embodiments, the control number can be a money transfer
control number (MTCN), an account number, a card num-
ber, a transfer code. etc.

In some embodiments, the plurality of symbols in the
authentication grid are generated from the control number
using a cryptographic function, and/or can include charac-
ters, symbols, and numbers. In some embodiments, the
control number 1s printed on the packaging material or the
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2

financial product. In some embodiments, the authentication
orid can be printed on the packaging material or the financial
product.

A method 1s also disclosed that includes receiving a
control number; generating a hash value from the control
number using a cryptographic function; generating an
authentication grid using characters from the hash value; and
printing the authentication grid and/or the control number on
a financial product package that comprises either or both a
financial product and packaging material. In some embodi-
ments, the authentication grid can be a plurality of the
characters identifiable by row and column identifiers. In
some embodiments, the hash value can be a string of
characters.

In some embodiments, the method can also mclude map-
ping the characters from the hash value to unique symbols;
and generating an authentication grid using the unique
symbols mapped from the hash value, wherein the authen-
tication grid includes a plurality of the unique symbols
identifiable by row and column identifiers. In some embodi-
ments, the control number can be received from a financial
organization through a computer network and/or the control
number 1s received from a computer module or algorithm.

Another method 1s also disclosed that includes receiving
a control number from a consumer; producing a represen-
tation of an authentication grid using the control number;
identifving a specific row 1dentifier and a specific column
identifier; sending to the consumer a request to provide the
symbol associated with the specific row 1dentifier and the
specific column identifier; receiving a response from the
consumer that includes a response symbol; comparing the
response symbol with the symbol in the authentication grid
associated with the specific row identifier and the specific
column 1dentifier; and 1n the event the response symbol and
the symbol in the authentication grid associated with the
specific row 1dentifier and the specific column identifier
match, authenticate the consumer. In some embodiments,
the authentication grid can include a plurality of symbols
identifiable by row and column identifiers.

In some embodiments, producing the representation of the
authentication grid using the control number can include
generating a hash value that includes a string of characters
from the control number using a cryptographic function, and
generating an authentication grid using the individual char-
acters from the hash value, where the authentication grid
includes a plurality of individual characters from the string
identifiable by row and column identifiers.

In some embodiments, the control number can be
received through a web server and the request to provide the
symbol associated with the specific row 1dentifier and the
specific column identifier can be sent through the web
server. In other embodiments, the control number can be
received through an agent computer system and the request
to provide the symbol associated with the specific row
identifier and the specific column identifier 1s sent to the
agent computer system.

BRIEF DESCRIPTION OF TH.

L1

DRAWINGS

Ilustrative embodiments of the present invention are
described in detail below with reference to the following
drawing figures.

FIG. 1 15 a block diagram of a system that can be used to
provide an authentication grid according to some embodi-
ments of the invention.
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FIG. 2 1s an example of an authentication grid that can be
used to provide authentication according to some embodi-

ments of the invention.

FIG. 3 1s a flowchart of a method for creating an authen-
tication grid according to some embodiments of the inven-
tion.

FIG. 4 1s a flowchart of a method for using an authenti-
cation grid according to some embodiments of the invention.

FIG. 5 shows examples of authentication grids that can be
used to provide authentication according to some embodi-
ments of the mvention.

FIG. 6 1s a flowchart of a method for creating an authen-
tication grid according to some embodiments of the inven-
tion.

FIG. 7 1s a flowchart of a method for using an authenti-
cation grid according to some embodiments of the invention.

FIG. 8 shows examples of authentication grids that can be
used to provide authentication according to some embodi-
ments of the mvention.

FIG. 9 1s a block diagram of a computer system capable
ol being used 1n at least some portion of the apparatuses or
systems of the present invention, or implementing at least
some portion of the methods of the present invention.

FIG. 10 1s a flowchart of a method for creating an
authentication grid according to some embodiments of the
invention.

FIG. 11 1s a flowchart of a method for using an authen-
tication grid according to some embodiments of the inven-
tion.

DETAILED DESCRIPTION

The subject matter of embodiments of the present inven-
tion 1s described here with specificity to meet statutory
requirements, but this description is not necessarily intended
to limit the scope of the claims. The claimed subject matter
may be embodied 1in other ways, may include diflerent
clements or steps, and may be used 1n conjunction with other
existing or future technologies. This description should not
be interpreted as implying any particular order or arrange-
ment among or between various steps or elements except
when the order of individual steps or arrangement of ele-
ments 1s explicitly described.

Embodiments of the invention provide an authentication
orid that can be used to authenticate a consumer. In some
embodiments, the authentication grid can be printed on a
financial product and/or on the packaging of a financial
product. In some embodiments, the authentication grid can
be created using a hash value of a cryptographic function of
a control number associated with the financial product. That
1s, the control number, for example, can be used as mnput to
the cryptographic function. In some embodiments the
authentication grid can be used to authenticate or validate
that a consumer 1s in possession of either the financial
product and/or the packaging from the financial product.

As used herein, the term “financial product” 1s a physical
item that can be purchased by a consumer and used as legal
tender. A financial product, for example, can be a stored
value card, a prepaid credit card, a money transfer, a money
card, a money transier card (e.g., goCASH), efc.

As used herein, the term “control number” 1s an 1dentifier
that that associates a financial product at a financial 1nstitu-
tion with a funds. A control number, for example, can
include a money transier control number (MTCN), an
account number, a card number, a transfer code, etc.

FIG. 1 1s a block diagram of system 100 that can be used
to provide an authentication grid according to some embodi-
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ments of the invention. System 100 includes computer
system 115 that 1s coupled with financial organization com-
puter system 110, manufacturing system 105, control num-
ber database 120, and/or customer interface system. Com-
puter system 115 can provide operational control or
coordination amongst the various components. The various
blocks shown in FIG. 1 that make up system 100 can be
coupled directly to one another as shown 1n the figure and/or
communicatively coupled through a network (e.g., the Inter-
net). In some embodiments all systems and/or devices
shown 1n FIG. 1 can be coupled together through network
and can communicate with one another.

Manufacturing system 105 can include a device(s) that
manufactures and/or packages a financial product. Manu-
facturing system 105 can include a printer that can print
packaging graphics include an authentication grid on the
packaging of financial products or on the financial product.

Financial organization computer system 110 can be a
computer system associated with any financial institution
such as, for example, a bank, a credit union, a money
transier organization, a credit card company, stored value
card provider, a retail store, an online store, etc. The finan-
cial organization computer system 110 can provide control
numbers provided by the financial organization that are
associated with the financial product manufacture or pack-
aged by the manufacturing system.

Control number database 120 1s coupled with computer
system 115 and 1s used to store control numbers, hashes,
hash functions, authentication grids, etc. Any type of com-
puter storage device can be used such as, for example, a
server, hard drive, cloud drive, etc.

Consumer interface system 125 can be coupled with
computer system 115. The interface can be used to authen-
ticate consumers. Consumer interface system 125 can act as
an intermediary between the consumer and computer system
115. Consumer interface system 123 can include web server
130, agent system 133, and/or call center system 140. Web
server 130 can include a web server(s). Agent system 135
can include a computer system accessible by an agent of the
financial orgamization. And call center system 140 can
include a computer system accessible by a call center agent.

Computer system 115 can coordinate the manufacture
and/or packaging of a financial product as described below
in more detail. This can include, for example, receiving
control numbers from financial organization computer sys-
tem 110. Computer system 115 can create an authentication
orid for each control number recerved from financial orga-
nization computer system 110. Computer system 115 can
send the control numbers and/or the authentication grids to
manufacturing system 105 so that the control numbers and
the authentication grids can be included with the financial
product (e.g., as part of the packaging). Computer system
115 can store the control number, a hash of the control
number, a hash key, and/or the authentication grid within
control number database 120. Computer system 115 can also
coordinate the authentication of a consumer through con-
sumer interface system 125. In some embodiments, only the
control number 1s stored i control number database. In

other embodiments, the control number 1s only stored at the
financial organization.

Each block 1n system 100 can include one or more of the
computer systems show in FIG. 9. Moreover system 100 can
be used to implement all or portions of the methods shown
in FIGS. 3, 4, 6, and 7. Moreover, blocks can be omitted
and/or combined. And additional blocks and/or systems can

be added.
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FIG. 2 shows authentication grid 200 that 1s an example
of a gird can be used to provide authentication according to
some embodiments of the invention. Authentication grid 200
includes eight rows and eight columns of characters. Each
column includes a header row (top row) identifying the
column by letter A-H. And each row includes a header
column (leftmost column) identifying each row by number
1-8. The 64 characters used to populate authentication grid
200 can be created applying a 64 bit cryptographic hash
function (e.g., SHA-2) to a control number. The authenti-
cation grid can be printed on a financial product or the
packaging of the financial product. To authenticate a con-
sumer, the consumer can be asked to provide one or more
characters from within the authentication grid. For example,
the consumer interface system can ask the consumer to
identifyving a character associated with a row (1-8) and a
column (A-H). A correct response(s) shows that the con-
sumer 1s 1n possession of the financial product and/or
packaging, and provides an increased level of fraud protec-
tion.

FIG. 3 1s a flowchart of method 300 for creating an
authentication grid according to some embodiments of the
invention. Method 300 begins at block 305. At block 310
one or more control numbers are received. These control
numbers can be received, for example, at computer system
115 from financial organization computer system 110. In
some embodiments, computer system 115 can create the
control numbers. For example, an algorithm, module, rou-
tine, method, and/or process can be executed by computer
system 115 1n conjunction with method 300 to produce the
control numbers.

At block 315 a hash can be generated from each control
number. For example, the control number can be used as the
input for a cryptographic function that outputs a hash value
that 1s a fixed size character string. Any type of crypto-
graphic function can be used; for example, the secure hash
algorithm (SHA-0, SHA-1, SHA-2, SHA-3). Various other
algorithms are known 1n the cryptography fields that can
also be used without limitation.

At block 320 an authentication grid can be created (e.g.,
authentication grid 200) using the hash value. In some
embodiments, the cryptographic function used in block 315
can be chosen to produce a hash value with the correct
number of characters to populate the entire authentication
orid. In other embodiments, the hash value can be repeated
throughout the grid 1f the character string has fewer char-
acters than grid locations or concatenated if the hash value
1s too long. Regardless, an authentication grid 1s created
from the hash of the control number. Authentication grnid
200, for example, can be created using the SHA-2 crypto-
graphic function that returns 64 characters.

As shown 1 grid 500 in FIG. 5 each grid element 1s
numbered in order from left to right and top to bottom.
Character string 505 can be generated, for example, as a
hash value using a cryptographic function. Each character
from character string 505 can then be systematically placed
in order within grid 500 to produce authentication grid 510.
That 1s, the first character of character string 5035 can be
placed 1n grid element 1 shown 1 grid 500, the second
character of character string 505 can be placed in gnd
clement 2 shown 1n grid 500, the third character of character
string 505 can be placed 1n grid element 3 shown 1n grid 500,
and so on to produce authentication grid 510.

Returming to FIG. 3, at block 3235 the authentication grid
can be printed on the financial product or on the package of
the financial product with or without the control number.

Method 300 can then end at block 330.
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The blocks shown in method 300 can be rearranged,
blocks can be added, and/or blocks can be deleted without
limitation.

FIG. 4 1s a flowchart of method 400 for using an authen-
tication grid according to some embodiments of the mnven-
tion. Method 400 starts at block 405. At block 410 a control

number can be received from a consumer. For example, the
control number can be received from a consumer through
consumer interface system 125. The control number, for
example, can be requested for authentication for a money
transfer or other financial transaction. The control number,
for example, can be requested and/or recerved through a web
interface using web server 130, an agent using agent system
135, a call center agent using call center system 140, or
another consumer interface.

At block 415 the control number can be used to create a
hash value using the same cryptographic function (and/or
including the same keys) as were used to create the authen-
tication grid. This can be done with computer system 115
using, for example, the cryptographic function and/or keys
stored 1n control number database 120. At block 420 the
hash can be used to recreate the authentication grid.

Using the authentication grid, the consumer can be asked
to provide a character associated with a specific location on
the grid at block 425. Using authentication grid 200 as an
example, the consumer can be asked to provide the character
found 1 grid location F6. That 1s, the character at the
intersection of column F and row 6. In this example, the
character 1s “x”. The consumer can be asked to provide this
character by referencing the gnd location, for example,
through a web page hosted by web server 130, an agent
using agent system 133, a call center agent using call center
system 140, or another consumer interface. Various other
notations specifying grid locations can be used.

Ideally, the consumer 1s in possession of the authentica-
tion grid printed on the packaging or financial product and
can provide the correct response. In the example mentioned
above, the consumer can look up the printed character in
column F and row 6 of printed authentication grid 200,
which should be the letter “x”. At block 430 a response from
the consumer can be received by the system. At block 435,
the received response can be compared with the number 1n
the grid. Thus, 1n the current example using authentication
orid 200, if the consumer responds with the character “x”

method 400 proceeds to block 440, 1f anything else 1s
returned then method 400 proceeds to block 445.

In some embodiments, blocks 425, 430, and 435 can be
repeated any number ol times with different grid locations
being provided to the consumer to provide further authen-
tication assurance.

In some embodiments, the authentication grid may not be
completely recreated in block 420. Instead, for example, the
hash value along with knowledge of the authentication grid
layout can be used to query the consumer. For example, at
block 425 of method 400, a random column and row can be
requested. The character number in the hash string can be
identified based on the size of the grid. For example, gnd
500 shows the character number within a string for each grid
location. The consumer’s response can be compared with the
character from the hash string without creating a grid. As
shown 1n grld 500, grid location F4 corresponds to the 307
character 1in the hash strmg And as shown by character
string 505 1n FIG. 5, which, in this example, 1s a hash value,
the 307 character is the letter “a”, which is the letter shown
at grid location F4 in authentication grid 510.
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Method 400 can end at block 450. The blocks shown in
method 400 can be rearranged, blocks can be added, and/or
blocks can be deleted without limitation.

FIG. 6 1s a flowchart of method 600 for creating an
authentication grid according to some embodiments of the
invention. Method 600 begins at block 605. At block 610
one or more control numbers are received. These control
numbers can be received, for example, at computer system
115 from financial organization computer system 110. At
block 615 an authentication grid can be created with ran-
domly created characters populating each grid location. At
block 620 the authentication grid can be printed on the
financial product or on the package of the financial product
with or without the control number. At block 625 the
authentication grid can be saved in conjunction with the
control number; for example, 1n control number database
120. Alternatively, a string of characters corresponding to
the characters populating the authentication grid can be
saved 1n conjunction with the control number. Method 600
can then end at block 630.

The blocks shown in method 600 can be rearranged,
blocks can be added, and/or blocks can be deleted without
limitation.

FI1G. 7 1s a flowchart of method 700 for using an authen-
tication grid according to some embodiments of the inven-
tion. Method 700 starts at block 705. At block 710 a control
number can be received from a consumer. For example, the
control number can be received from a consumer through
consumer interface system 125. The control number, for
example, can be requested for authentication for a money
transfer or other financial transaction. The control number,
for example, can be requested and/or received through a web
interface using web server 130, an agent using agent system
135, a call center agent using call center system 140, or
another consumer interface.

At block 720 the control number can be used to retrieve
the authentication grid associated with the control number.
In some embodiments, an actual authentication grid may not
be retrieved. Instead, a string of characters can be retrieved
that map to the elements 1n the authentication grid. This can
be done, for example, with computer system 115 retrieving,
the authentication grid (or string of characters or other data)
from control number database 120.

Using the authentication grid, the consumer can be asked
to provide a character associated with a specific location on
the grid at block 725. Using authentication grid 200 as an
example, the consumer can be asked to provide the character
found 1n grid location F6. That is, the character at the
intersection of column F and row 6. In this example, the
character 1s “x”. The consumer can be asked to provide this
character, for example, through a web page hosted by web
server 130, an agent using agent system 135, a call center
agent using call center system 140, or another consumer
interface.

Ideally, the consumer 1s 1n possession of the authentica-
tion grid printed on the packaging or financial product and
can provide the correct response. In the example mentioned
above, the consumer can look up the printed character in
column F and row 6 of printed authentication grid 200,
which should be the letter “x”. At block 730 a response from
the consumer can be received by the system. At block 735,
the recetved response can be compared with the number in
the grid. Thus, 1n the current example using authentication
orid 200, 1T the consumer responds with the character “x”
method 700 proceeds to block 740, it anything else 1s
returned then method 700 proceeds to block 745. Method
700 can end at block 750.
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In some embodiments, blocks 725, 730, and 735 can be
repeated any number of times with different grid locations
being provided to the consumer to provide further authen-
tication assurance.

In some embodiments, the authentication grid may not be
completely recreated 1n block 720. Instead, for example, a
string ol characters along with knowledge of the authenti-
cation grid layout can be used to query the consumer. At
block 725 of method 700, a random column and row can be
requested. The character number 1n the character string
associated with the control number can be identified based
on the size of the gnd. For example, grid 500 shows the
character number within a string for each grid location. The
consumer’s response can be compared with the character
from the string without creating a grid. Assuming now that
character string 505 1n FIG. 3§ 1s a string of randomly
generated characters, grid location F4 corresponds to the
30™ character in the hash value. And as shown in character
string 505 of FIG. 5, the 30” character is the letter “a”
which 1s the letter shown at grid location F4 1n authentlca-
tion grid 510.

The blocks shown 1in method 700 can be rearranged,
blocks can be added, and/or blocks can be deleted without
limitation.

FIG. 8 shows examples of authentication grids that can be
used to provide authentication according to some embodi-
ments of the invention. Authentication grid 800 uses sym-
bols, instead of characters, within the gnd location. As
shown, various types of symbols are used including tri-
angles, smiley faces, stars, telephones, mailboxes, hands,
hearts, etc. can be used without limitation. These symbols
may be easier to communicate with an agent during authen-
tication than number or letters, especially between individu-
als with different language backgrounds. The column and
row headers, 1n this example, can still be numbers, while the
orid locations are filled with symbols.

Authentication grid 800 can be created, for example, from
random characters produced using a random number gen-
erator or from a hash value produced using a cryptographic
function as described above. The individual characters
returned from either generator or function can be mapped to
a symbol using a symbol-to-character coder.

Authentication grid 803 1s an example of an authentica-
tion grid that uses symbols for the row and column headers
and characters within the grnid locations. And authentication
810 1s an example of an authentication grid that uses
symbols for the column and row headers as well as within
the grid locations.

Authentication grids can include any dimension and/or
size. For instance the grid can have any number of rows
and/or columns without limitation.

Computer system 900, shown i FIG. 9, includes hard-
ware elements that may be electrically coupled via a bus
990. The hardware elements may include one or more
central processing units 910, one or more put devices 920
(e.g., a mouse, a keyboard, etc.), and one or more output
devices 930 (e.g., a display device, a printer, etc.). Computer
system 900 may also include one or more storage device
940. For example, storage device(s) 940 may be disk drives,
optical storage devices, solid-state storage device such as a
random access memory (“RAM”) and/or a read-only
memory (“ROM”), which can be programmable, flash-
updateable and/or the like.

Computer system 900 may additionally include a com-
puter-readable storage media reader 9350, a communications
system 960 (e.g., a modem, a network card (wireless or
wired), an infra-red communication device, Bluetooth™
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device, cellular communication device, etc.), and working
memory 980, which may include RAM and ROM devices as
described above. In some embodiments, computer system
900 may also include a processing acceleration unit 970,
which can include a digital signal processor, a special-
purpose processor and/or the like.

Computer-readable storage media reader 950 can further
be connected to a computer-readable storage medium,
together (and, optionally, in combination with storage device
(s) 940) comprehensively representing remote, local, fixed,
and/or removable storage devices plus storage media for
temporarily and/or more permanently containing computer-
readable information. Communications system 960 may
permit data to be exchanged with a network, system, com-
puter and/or other component described above.

Computer system 900 may also comprise software ele-
ments, shown as being currently located within a working
memory 980, including an operating system 984 and/or
other code 988. It should be appreciated that alternate
embodiments of computer system 900 may have numerous
variations from that described above. For example, custom-
1zed hardware might also be used and/or particular elements
might be mmplemented in hardware, software (including
portable software, such as applets), or both. Furthermore,
connection to other computing devices such as network
input/output and data acquisition devices may also occur.

Software of computer system 900 may include code 988
for implementing any or all of the function of the various
clements of the architecture as described herein. For
example, software, stored on and/or executed by a system
such as computer system 900, can provide the functions of
the stored value provider subsystem, user subsystem, bill
payment subsystem, gateway subsystem, and/or other com-
ponents of the mmvention such as those discussed above.
Methods implementable by software on some of these
components have been discussed above 1n more detail.

FIG. 10 1s a flowchart of method 1000 for creating an
authentication grid according to some embodiments of the
invention. Method 1000 begins at block 1005. At block 1010
one or more control numbers are received. These control
numbers can be received, for example, at computer system
115 from financial organization computer system 110. At
block 1015 a randomly generated string of characters can be
created. At block 1020, a grid can be created from the string
of characters with one or more characters populating each
orid location. At block 1025 the authentication grid can be
printed on the financial product or on the package of the
financial product with or without the control number. At
block 1030 the authentication grid and/or the string of
characters can be saved in conjunction with the control
number; for example, 1mn control number database 120.
Method 1000 can then end at block 1030.

The blocks shown in method 1000 can be rearranged,
blocks can be added, and/or blocks can be deleted without
limitation.

FIG. 11 1s a flowchart of method 100 for using an
authentication grid according to some embodiments of the
invention. Method 100 starts at block 1105. At block 1110 a
control number can be received from a consumer. For
example, the control number can be received from a con-
sumer through consumer interface system 125. The control
number, for example, can be requested for authentication for
a money transfer or other financial transaction. The control
number, for example, can be requested and/or receirved
through a web interface using web server 130, an agent
using agent system 133, a call center agent using call center
system 140, or another consumer interface.
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At block 1120 the control number can be used to retrieve
a string of characters grid associated with the control num-
ber. The string of characters can map to the elements in the
authentication grid. This can be done, for example, with
computer system 115 retrieving the string of characters from
control number database 120.

Using the string of characters, the consumer can be asked
to provide a character associated with a specific location on
the grid at block 1125. Using authentication grid 200 as an
example, the consumer can be asked to provide the character
found 1 grid location F6. That 1s, the character at the
intersection of column F and row 6. In this example, the
character 1s “x”. Grid 500 can be used, for example, to map
character numbers to the authentication grid and vice versa.
Various other techniques can be used. The consumer can be
asked to provide this character, for example, through a web
page hosted by web server 130, an agent using agent system
135, a call center agent using call center system 140, or
another consumer interface.

Ideally, the consumer 1s 1n possession of the authentica-
tion grid printed on the packaging or financial product and
can provide the correct response. In the example mentioned
above, the consumer can look up the printed character in
column F and row 6 of printed authentication grid 200,
which should be the letter “x”. At block 1130 a response
from the consumer can be received by the system. At block
1135, the received response can be compared with the
number 1 the grid. Thus, 1n the current example using
authentication grid 200, 11 the consumer responds with the
character “x” method 1100 proceeds to block 1140, 1f
anything e¢lse 1s returned then method 1100 proceeds to
block 1145. Method 1100 can end at block 1150.

In some embodiments, at block 1125 of method 1100, a
random column and row can be requested. The character
number in the character string associated with the control
number can be i1dentified based on the size of the grid. For
example, grid 500 shows the character number within a
string for each grid location. The consumer’s response can
be compared with the character from the string without
creating a grid. Assuming now that character string 5035 1n

FIG. 5 1s a string of randomly generated characters, grid
location F4 corresponds to the 30” character in the hash
value. And as shown 1n character string 505 of FIG. 5, the
307 character is the letter “a”, which is the letter shown at
orid location F4 in authentication grid 510.

In some embodiments, blocks 1125, 1130, and 1135 can
be repeated any number of times with different grid locations
being provided to the consumer to provide further authen-
tication assurance.

The blocks shown 1n method 1100 can be rearranged,
blocks can be added, and/or blocks can be deleted without
limitation.

Different arrangements of the components depicted 1n the
drawings or described above, as well as components and
steps not shown or described are possible. Similarly, some
features and subcombinations are useful and may be
employed without reference to other features and subcom-
binations. Embodiments of the invention have been
described for illustrative and not restrictive purposes, and
alternative embodiments will become apparent to readers of
this patent. Accordingly, the present invention 1s not limited
to the embodiments described above or depicted in the
drawings, and various embodiments and modifications can
be made without departing from the scope of the claims
below.
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alpha-numeric row 1dentifier and the specific non-
alpha-numeric column identifier;
recerving, by the authentication computer system, a

What 1s claimed 1s:
1. A method comprising;
consequent to recerving a plurality of control numbers

from a first computer system communicatively coupled

ing, by the authentication computer system, a control
number via the intermediary system from the user
device associated with a consumer, wherein the stored
value card comprises a first authentication grid printed
on the stored value card;

consequent to the receiving the control number and based

at least 1n part on the data stored by the database server:
generating, by the authentication computer system, a
hash value from the control number using a crypto-

user device via the intermediary system, a request to
provide the symbol associated with the specific non-

4

response from the intermediary system that includes a

via a networkﬁ to an authentication computer system, for 5 non-alpha-numeric response symbol;
each respective control number of the plurality of comparing, by the authentication computer system, the
contrfjl numbers: o non-alpha-numeric response symbol with the non-al-
creating, by the authelg}catlon compuier systenill, d glata pha-numeric symbol 1n the representation of the first
structure corresponding 10 a respective authentica- authentication grid associated with the specific non-
tion grid; 10 . . . .
. L. alpha-numeric row identifier and the specific non-
causing, by the authentication computer system, stor- . . L
. . alpha-numeric column identifier; and
age of data corresponding to the respective authen- . . .
= L . in an event the received non-alpha-numeric response
tication grid in a database server communicatively ol and th 1ok , ol in th
coupled to the authentication computer system via Symbol all the non-alp A-IIUMENC 5yMmbol in t © Iep-
the network at least partially by transmitting the 13 resentation of the first authentication grid associated
respective authentication grid so that the respective with the specific non-alpha-numeric row 1dentifier and
authentication grid 1s stored 1n association with the the specific ponﬁ-alpha-numerlc cqlun:m 1dentitier
respective control number by the database server; match, authenticating, by the authentication computer
CElllSiIlg,, by the authentication Compu‘[er Sys‘[enl:J prin‘[_ System, the consumer as a holder of the stored value
ing of a respective stored value card with the respec- 20 card.
tive authentication grid printed on the stored value 2. The method according to claim 1, wherein:
card by a printing device of a second system com- recerving the control number comprises receiving the
municatively coupled to the authentication computer control number through a web server; and
system by the network at least partially by transmuit- sending to the consumer the request to provide the symbol
ting the respective authentication grid to the second 25 associated with the specific non-alpha-numeric row
system; identifier and the specific non-alpha-numeric column
consequent to the printing of a stored value card, com- identifier comprises sending the request through the
municating, by the authentication computer system, web server.
with an intermediary system to facilitate authentication 3. The method according to claim 1, wherein:
of the stored value card for a transaction, the mterme- 30  receiving the control number comprises receirving the
diary system comprising a web server that controls control number through an agent computer system; and
serving of content for rendering on a user device to sending to the consumer the request to provide the symbol
expose a web interface to prompt mput of a control associated with the specific non-alpha-numeric row
number from the stored value card; identifier and the specific non-alpha-numeric column
consequent to the exposing of the web interface, receiv- 35 identifier comprises sending the request to the agent

computer system.
The method according to claim 3, wherein:

the agent computer system 1s located at a call center.

.

A non-transitory, machine-readable medium having

40 1nstructions stored thereon, the instructions executable by

one or more processors for at least:

consequent to recerving a plurality of control numbers

from a first computer system communicatively coupled
via a network to an authentication computer system, for

graphic function, wherein the hash value comprises 45 cach respective control number of the plurality of
a particular number of characters; and control numbers:

producing, by the authentication computer system, a creating a data structure corresponding to a respective
representation of the first authentication grid using authentication grid;
the hash value, the representation of the first authen- causing storage of data corresponding to the respective
tication grid comprising a plurality of non-alpha- 50 authentication grid 1n a database server communica-
numeric symbols corresponding to the particular tively coupled to the authentication computer system
number of characters and 1dentifiable by non-alpha- via the network at least partially by transmitting the
numeric row and column identifiers, the non-alpha- respective authentication grid so that the respective
numeric symbols repeating a number of times authentication grid 1s stored 1n association with the
through the authentication grid equal to a quotient of 55 respective control number by the database server;
(a) a product of a total number of rows of the causing printing of a respective stored value card with
authentication grid and a total number of columns of the respective authentication grid printed on the
the authentication grid and (b) the particular number stored value card by a printing device of a second
ol characters; system communicatively coupled to the authentica-

identifying, by the authentication computer system, a 60 tion computer system by the network at least par-

specific non-alpha-numeric row 1dentifier and a specific tially by transmitting the respective authentication

non-alpha-numeric column identifier that corresponds orid to the second system;

to one or more positions on the first authentication grid consequent to the printing of a stored value card, com-

printed on the stored value card; municating with an ntermediary system to facilitate

sending, from the authentication computer system to the 65 authentication of the stored value card for a transaction,

the intermediary system comprising a web server that
controls serving of content for rendering on a user
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device to expose a web mterface to prompt input of a
control number from the stored value card;
consequent to the exposing of the web interface, receiving

9. A system comprising:
an authentication computer system for at least:
consequent to receiving a plurality of control numbers

a control number via the intermediary system from the

associated with the specific non-alpha-numeric row
identifier and the specific non-alpha-numeric column
identifier comprises sending the request to the agent
computer system.

from a first computer system communicatively

user device associated with a consumer, wherein the s coupled via a network to the authentication computer
stored value card comprises a first authentication grid system, for each respective control number of the
printed on the stored value card; plurality of control numbers:
consequent to the recerving the control number and based creating a data structure corresponding to a respec-
at least in part on the data stored by the database server: tive authentication grid;
generating a hash value from the control number using 10 o ot £ data corresnondine to the respec.
a cryptographic function, wherein the hash value CAtibHe B Erag§ v 1 P q bg P
comprises a particular number of characters; and tve f:mt 'entlcatlon gric 1n a data AsE SETVEL COI
producing a representation of the first authentication municatively o~ upled to the authentlcathn COTL
orid using the hash value, the representation of the puter S?’STem via the ne‘Ework at le‘E}St Partlalliy by
first authentication grid comprising a plurality of 15 transmitting th’“? respectwe: auj[hentlc::at%on grid SO
non-alpha-numeric symbols corresponding to the that tl}e respective authentuiatlon grid 1s stored 1n
particular number of characters and identifiable by association with the respective control number by
non-alpha-numeric row and column identifiers, the the database server;
non-alpha-numeric symbols repeating a number of causing printing of a respective stored value card
times through the authentication grid equal to a 20 with the respective authentication grid printed on
quotient of (a) a product of a total number of rows of the stored value card by a printing device of a
the authentication grid and a total number of col- second system communicatively coupled to the
umns of the authentication grid and (b) the particular authentication computer system by the network at
number of characters; least partially by transmitting the respective
identifying a specific non-alpha-numeric row 1dentifier 25 authentication grid to the second system:;
and a specific non-alpha-numeric column 1dentifier that consequent to the printing of a stored value card,
corresponds to one or more positions on the first communicating with an intermediary system to
authentication grid printed on the stored value card; facilitate authentication of the stored value card for
sending to the user device via the mtermediary system a a transaction, the mtermediary system comprising a
request to provide the symbol associated with the 30 web server that controls serving of content for ren-
specific non-alpha-numeric row 1dentifier and the spe- dering on a user device to expose a web 1nterface to
cific non-alpha-numeric column identifier; prompt mmput ol a control number from the stored
receiving a response irom the intermediary system that value card;
includes a non-alpha-numeric response symbol; consequent to the exposing of the web interface, receiv-
comparing the non-alpha-numeric response symbol with 35 ing a control number via the mtermediary system
the non-alpha-numeric symbol in the representation of from the user device associated with a consumer,
the first authentication grid associated with the specific wherein the stored value card comprises a first
non-alpha-numeric row 1dentifier and the specific non- authentication grid printed on the stored value card;
alpha-numeric column identifier; and consequent to the receiving the control number and
in an event the received non-alpha-numeric response 40 based at least in part on the data stored by the
symbol and the non-alpha-numeric symbol 1n the rep- database server:
resentation of the first authentication grid associated generating a hash value from the control number
with the specific non-alpha-numeric row 1dentifier and using a cryptographic function, wherein the hash
the specific non-alpha-numeric column identifier value comprises a particular number of characters;
match, authenticating the consumer as a holder of the 45 and
stored value card. producing a representation of the first authentication
6. The non-transitory, machine-readable medium of claim orid using the hash value, the representation of the
5, wherein: first authentication grid comprising a plurality of
receiving the control number comprises receiving the non-alpha-numeric symbols corresponding to the
control number through a web server; and 50 particular number of characters and 1dentifiable by
sending to the consumer the request to provide the symbol non-alpha-numeric row and column identifiers,
associated with the specific non-alpha-numeric row the non-alpha-numeric symbols repeating a num-
identifier and the specific non-alpha-numeric column ber of times through the authentication grid equal
identifier comprises sending the request through the to a quotient of (a) a product of a total number of
web server. 55 rows of the authentication grid and a total number
7. The non-transitory, machine-readable medium of claim of columns of the authentication grid and (b) the
5, wherein: particular number of characters;
receiving the control number comprises receirving the identifying a specific non-alpha-numeric row 1dentifier
control number through an agent computer system; and and a specific non-alpha-numeric column identifier
sending to the consumer the request to provide the symbol 60 that corresponds to one or more positions to the first

authentication grid printed on the stored value card;
sending to the user device via the intermediary system
a request to provide the symbol associated with the
specific non-alpha-numeric row identifier and the

specific non-alpha-numeric column i1dentifier;
receiving a response from the mtermediary system that
includes a non-alpha-numeric response symbol;

8. The non-transitory, machine-readable medium of claim 65
7, wherein:
the agent computer system 1s located at a call center.



US 11,037,147 B2

15

comparing the non-alpha-numeric response symbol
with the non-alpha-numeric symbol in the represen-
tation of the first authentication grid associated with
the specific non-alpha-numeric row 1dentifier and the
specific non-alpha-numeric column identifier; and
in an event the received non-alpha-numeric response
symbol and the non-alpha-numeric symbol in the
representation of the first authentication grid associ-
ated with the specific non-alpha-numeric row 1den-
tifier and the specific non-alpha-numeric column
identifier match, authenticating the consumer as a
holder of the stored value card.
10. The system of claim 9, wherein:
receiving the control number comprises receiving the
control number through a web server; and
sending to the consumer the request to provide the symbol
associated with the specific non-alpha-numeric row
identifier and the specific non-alpha-numeric column
identifier comprises sending the request through the
web server.
11. The system of claim 9, wherein:
receiving the control number comprises receiving the
control number through an agent computer system; and
sending to the consumer the request to provide the symbol
associated with the specific non-alpha-numeric row
identifier and the specific non-alpha-numeric column
identifier comprises sending the request to the agent
computer system.
12. The system of claim 11, wherein:
the agent computer system 1s located at a call center.
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