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STORAGE SYSTEM WITH PRIORITIZED
RAID REBUILD

FIELD

The field relates generally to information processing
systems, and more particularly to storage in information
processing systems.

BACKGROUND

In many storage systems, data 1s distributed across mul-
tiple storage devices in accordance with redundant array of
independent disks (RAID) arrangements. Some RAID
arrangements allow a certain amount of lost data to be
rebuilt using parity information, typically in response to a
storage device failure or other type of failure within the
storage system. For example, a RAID 6 arrangement uses
“dual parity” and can recover from simultaneous failure of
two storage devices of the storage system. These and other
RAID arrangements provide redundancy for stored data,
with different types of RAID arrangements providing dii-
terent levels of redundancy. Storage systems that utilize such
RAID arrangements are typically configured to perform a
“self-healing” process after detection of a storage device
failure, and once the self-healing process 1s completed, the
storage system can sustain additional failures. Conventional
techniques of this type can be problematic. For example,
such techmiques can cause bottlenecks on particular remain-
ing storage devices, which can unduly lengthen the duration
of the seli-healing process and thereby adversely impact
storage system performance.

SUMMARY

Hlustrative embodiments provide techniques for priori-
tized RAID rebuild in a storage system. The prioritized
RAID rebuild in some embodiments advantageously
enhances storage system resiliency while preserving a bal-
anced rebuild load. Such embodiments can facilitate the
self-healing process in a storage system 1n a manner that
avoilds bottlenecks and improves storage system pertior-
mance in the presence of failures. For example, some
embodiments can allow the storage system to sustain addi-
tional failures even before the self-healing process 1s fully
completed.

In one embodiment, a storage system comprises a plural-
ity of storage devices, and 1s configured to establish a RAID
arrangement comprising a plurality of stripes each having
multiple portions distributed across multiple ones of storage
devices. The storage system 1s also configured to detect a
tailure of at least one of the storage devices, and responsive
to the detected failure, to determine for each of two or more
remaining ones of the storage devices a number of stripe
portions, stored on that storage device, that are part of stripes
impacted by the detected failure. The storage system 1is
turther configured to prioritize a particular one of the
remaining storage devices for rebuilding of its stripe por-
tions that are part of the impacted stripes, based at least in
part on the determined numbers of stripe portions.

In some embodiments, determining for one of the remain-
ing storage devices the number of stripe portions, stored on
that storage device, that are part of the impacted stripes
illustratively comprises determining a number of data blocks
stored on that storage device that are part of the impacted
stripes, and determining a number of parity blocks stored on
that storage device that are part of the impacted stripes. The
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2

determined number of data blocks and the determined
number of parity blocks are summed to obtain the deter-
mined number of stripe portions for that storage device.

The prionitization of a particular one of the remaining
storage devices for rebuilding of its stripe portions that are
part of the impacted stripes, based at least 1n part on the
determined numbers of stripe portions, illustratively com-
prises prioritizing a first one of the remaining storage
devices having a relatively low determined number of stripe
portions for rebuilding of 1ts stripe portions that are part of
the impacted stripes, over a second one of the remaiming
storage devices having a relatively high determined number
of stripe portions for rebuilding of its stripe portions that are
part of the impacted stripes.

Additionally or alternatively, prioritizing a particular one
of the remaining storage devices for rebuilding of its stripe
portions that are part of the impacted stripes, based at least
in part on the determined numbers of stripe portions, can
comprise selecting, for rebuilding of its stripe portions that
are part of the impacted stripes, the particular one of the
remaining storage devices that has a lowest determined
number of stripe portions relative to the determined numbers
of stripe portions of the one or more other remaining storage
devices.

One or more other additional or alternative criteria can be
taken into account in prioritizing a particular one of the
remaining storage devices over other ones of the remaining
storage devices for rebuilding of its stripe portions that are
part of the impacted stripes. In some embodiments, such
prioritization 1s based at least 1n part on a determination of
storage device health, 1n order to reduce the risk of sustain-
ing a terminal error. For example, a storage device which
already exhibits repeating non-terminal errors such as local
read errors might be more susceptible to a terminal error, and
such health measures can be taken 1nto account 1n selecting
a particular storage device for prioritization.

The storage system 1n some embodiments illustratively
rebuilds, for the particular prioritized one of the remaining,
storage devices, its stripe portions that are part of the
impacted stripes, selects another one of the remaining stor-
age devices for rebuild prioritization, and rebuilds, for the
selected other one of the remaining storage devices, 1ts stripe
portions that are part of the impacted stripes. These opera-
tions of selecting another one of the remaining storage
devices for rebuild priontization and rebuilding, for the
selected other one of the remaining storage devices, its stripe
portions that are part of the impacted stripes, are illustra-
tively repeated for one or more additional ones of the
remaining storage devices, until all of the stripe portions of
the impacted stripes are fully rebuailt.

The storage system 1s further configured 1n some embodi-
ments to balance the rebuilding of the stripe portions of the
impacted stripes across the remaining storage devices. For
example, 1n balancing the rebuilding of the stripe portions of
the 1mpacted stripes across the remaining storage devices,
the storage system 1illustratively maintains rebuild work
statistics for each of the remaining storage devices over a
plurality of iterations of a rebuild process for rebuilding the
stripe portions of the impacted stripes, and selects different
subsets of the remaining storage devices to participate 1n
respective diflerent iterations of the rebuild process based at
least 1in part on the rebuild work statistics.

In some embodiments, maintaining rebuild work statistics
more particularly comprises maintaining a work counter
vector that stores counts of respective rebuild work instances
for respective ones of the remaining storage devices. A
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decay factor may be applied to the work counter vector 1n
conjunction with one or more of the iterations.

Additionally or alternatively, in balancing the rebuilding
of the stripe portions of the impacted stripes across the
remaining storage devices, the storage system 1s 1llustra-
tively configured to track amounts of rebuild work per-
formed by respective ones of the remaining storage devices
in rebuilding the stripe portions of a first one of the impacted
stripes, and excludes at least one of the remaining storage
devices from performance of rebuild work for another one of
the impacted stripes based at least 1n part on the tracked
amounts of rebuild work for the first impacted stripe.

For example, the excluded remaiming storage device for
the other one of the impacted stripes may comprise the
remaining storage device that performed a largest amount of
rebuild work of the amounts of rebuild work performed by
respective ones of the remaining storage devices for the first
impacted stripe.

The storage system 1n some embodiments 1s implemented
as a distributed storage system comprising a plurality of
storage nodes, each storing data in accordance with a
designated RAID arrangement, although 1t 1s to be appreci-
ated that a wide variety of other types of storage systems can
be used 1n other embodiments.

These and other 1llustrative embodiments include, without

limitation, apparatus, systems, methods and processor-read-
able storage media.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of an information processing,
system comprising a storage system incorporating function-
ality for prioritized RAID rebuild 1n an illustrative embodi-
ment.

FIG. 2 1s a flow diagram of a prioritized RAID rebuild
process 1n an illustrative embodiment.

FIG. 3 shows an example RAID arrangement in an
illustrative embodiment in the absence of any storage device
tailure.

FIG. 4 shows the example RAID arrangement of FIG. 3
alter a single storage device failure.

FIG. 5 15 a table showing the sum of aflected members per
storage device alter the storage device failure 1llustrated 1n
FIG. 4.

FIGS. 6 and 7 show examples of processing platforms that
may be utilized to implement at least a portion of an
information processing system 1n illustrative embodiments.

DETAILED DESCRIPTION

[lustrative embodiments will be described herein with
reference to exemplary information processing systems and
associated computers, servers, storage devices and other
processing devices. It 1s to be appreciated, however, that
these and other embodiments are not restricted to the par-
ticular illustrative system and device configurations shown.
Accordingly, the term “information processing system™ as
used herein 1s mtended to be broadly construed, so as to
encompass, for example, processing systems comprising
cloud computing and storage systems, as well as other types
ol processing systems comprising various combinations of
physical and virtual processing resources. An information
processing system may therefore comprise, for example, at
least one data center or other cloud-based system that
includes one or more clouds hosting multiple tenants that
share cloud resources. Numerous different types of enter-
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4

prise computing and storage systems are also encompassed
by the term “information processing system” as that term 1s
broadly used herein.

FIG. 1 shows an information processing system 100
configured 1n accordance with an illustrative embodiment.
The information processing system 100 comprises a plural-
ity of host devices 101-1, 101-2, . . . 101-N, collectively
referred to herein as host devices 101, and a storage system
102. The host devices 101 are configured to communicate
with the storage system 102 over a network 104.

The host devices 101 illustratively comprise servers or
other types of computers of an enterprise computer system,
cloud-based computer system or other arrangement of mul-
tiple compute nodes associated with respective users.

For example, the host devices 101 1in some embodiments
illustratively provide compute services such as execution of
one or more applications on behalf of each of one or more
users associated with respective ones of the host devices.
Such applications illustratively generate input-output (10)
operations that are processed by the storage system 102. The
term “input-output” as used herein refers to at least one of
input and output. For example, 10 operations may comprise
write requests and/or read requests directed to logical
addresses of a particular logical storage volume of the
storage system 102. These and other types of 10 operations
are also generally referred to herein as 10 requests.

The storage system 102 illustratively comprises process-
ing devices ol one or more processing platforms. For
example, the storage system 102 can comprise one or more
processing devices each having a processor and a memory,
possibly implementing virtual machines and/or containers,
although numerous other configurations are possible.

The storage system 102 can additionally or alternatively
be part of cloud infrastructure such as an Amazon Web
Services (AWS) system. Other examples of cloud-based
systems that can be used to provide at least portions of the
storage system 102 include Google Cloud Platiorm (GCP)
and Microsoit Azure.

The host devices 101 and the storage system 102 may be
implemented on a common processing platform, or on
separate processing platforms. The host devices 101 are
illustratively configured to write data to and read data from
the storage system 102 in accordance with applications
executing on those host devices for system users.

The term “user” herein 1s itended to be broadly con-
strued so as to encompass numerous arrangements of
human, hardware, software or firmware entities, as well as
combinations of such entities. Compute and/or storage ser-
vices may be provided for users under a Platform-as-a-
Service (PaaS) model, an Infrastructure-as-a-Service (IaaS)
model and/or a Function-as-a-Service (FaaS) model,
although 1t 1s to be appreciated that numerous other cloud
infrastructure arrangements could be used. Also, illustrative
embodiments can be implemented outside of the cloud
infrastructure context, as in the case of a stand-alone com-
puting and storage system implemented within a given
enterprise.

The network 104 1s assumed to comprise a portion of a
global computer network such as the Internet, although other
types of networks can be part of the network 104, including
a wide area network (WAN), a local area network (LAN), a
satellite network, a telephone or cable network, a cellular
network, a wireless network such as a WiF1 or WiMAX
network, or various portions or combinations of these and
other types of networks. The network 104 1n some embodi-
ments therefore comprises combinations of multiple differ-
ent types of networks each comprising processing devices
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configured to communicate using Internet Protocol (IP) or
other communication protocols.

As a more particular example, some embodiments may
utilize one or more high-speed local networks in which
associated processing devices communicate with one
another utilizing Peripheral Component Interconnect
express (PCle) cards of those devices, and networking
protocols such as InfiniBand, Gigabit Ethernet or Fibre
Channel. Numerous alternative networking arrangements

are possible 1n a given embodiment, as will be appreciated
by those skilled in the art.

The storage system 102 comprises a plurality of storage
devices 106 configured to store data of a plurality of storage
volumes. The storage volumes illustratively comprise
respective logical units (LUNs) or other types of logical
storage volumes. The term *“‘storage volume™ as used herein
1s 1tended to be broadly construed, and should not be
viewed as being limited to any particular format or configu-
ration.

The storage system 102 in this embodiment stores data
across the storage devices 106 1n accordance with at least
one RAID arrangement 107 involving multiple ones of the
storage devices 106. The RAID arrangement 107 in the
present embodiment 1s illustratively a particular RAID 6
arrangement, although 1t 1s to be appreciated that a wide
variety ol additional or alternative RAID arrangements can
be used to store data in the storage system 102. The RAID
arrangement 107 1s established by a storage controller 108 of
the storage system 102. The storage devices 106 in the
context of the RAID arrangement 107 and other RAID
arrangements herein are also referred to as “disks™ or
“drives.” A given such RAID arrangement may also be
referred to 1n some embodiments herein as a “RAID array.”

The RAID arrangement 107 1n this embodiment illustra-
tively includes an array of five different “disks™ denoted
Disk 0, Disk 1, Disk 2, Disk 3 and Disk 4, each a different
physical storage device of the storage devices 106. Multiple
such physical storage devices are typically utilized to store
data of a given LUN or other logical storage volume 1n the
storage system 102. For example, data pages or other data
blocks of a given LUN or other logical storage volume can
be “striped” along with its corresponding parity information
across multiple ones of the disks in the RAID arrangement
107 1n the manner illustrated 1n the figure.

A given RAID 6 arrangement defines block-level striping
with double distributed parity and provides fault tolerance of
up to two drive failures, so that the array continues to operate
with up to two failed drives, irrespective of which two drives
tail. In the RAID arrangement 107, data blocks Al, A2 and
A3 and corresponding p and q parity blocks Ap and Aq are
arranged 1n a row or stripe A as shown. The p and q parity
blocks are associated with respective row parity information
and diagonal parity information computed using well-
known RAID 6 techmques. The data and parity blocks of
stripes B, C, D and E in the RAID arrangement 107 are
distributed over the disks 1n a similar manner, collectively
providing a diagonal-based configuration for the p and q
parity information, so as to support the above-noted double
distributed parity and 1ts associated fault tolerance. Numer-
ous other types of RAID implementations can be used, as
will be appreciated by those skilled 1n the art, possibly using,
error correcting codes 1n place of parity information. Addi-
tional examples of RAID 6 arrangements that may be used
in storage system 102 will be described 1n more detail below
in conjunction with the illustrative embodiments of FIGS. 3,

4 and 5.
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The storage controller 108 of storage system 102 com-
prises stripe configuration logic 112, parity computation
logic 114, and prioritized rebuild logic 116. The stripe
configuration logic 112 determines an appropriate stripe
configuration and a distribution of stripe portions across the
storage devices 106 for a given RAID arrangement. The
parity computation logic 114 performs parity computations
of various RAID arrangements, such as p and q parity
computations of RAID 6, 1n a manner to be described 1n
more detail elsewhere herein. The prioritized rebuild logic
116 1s configured to control the performance of a prioritized
RAID rebuild process 1n the storage system 102, such as the
process illustrated 1n FIG. 2.

Additional details regarding examples of techniques for
storing data in RAID arrays such as the RAID arrangement
107 of the FIG. 1 embodiment are disclosed in U.S. Pat. No.
9,552,258, entitled “Method and System for Storing Data 1n
RAID Memory Devices,” and U.S. Pat. No. 9,891,994,
entitled “Updated RAID 6 Implementation,” each incorpo-
rated by reference herein.

References to “disks” in this embodiment and others
disclosed herein are itended to be broadly construed, and
are not limited to hard disk drives (HDDs) or other rotational
media. For example, at least portions of the storage devices
106 1llustratively comprise solid state drives (SSDs). Such
SSDs are implemented using non-volatile memory (NVM)
devices such as tlash memory. Other types of NVM devices
that can be used to implement at least a portion of the storage
devices 106 include non-volatile random access memory
(NVRAM), phase-change RAM (PC-RAM), magnetic
RAM (MRAM), resistive RAM, spin torque transier mag-
neto-resistive RAM (STT-MRAM), and Intel Optane™
devices based on 3D XPoint™ memory. These and various
combinations of multiple different types of NVM devices
may also be used. For example, HDDs can be used in
combination with or 1n place of SSDs or other types of NVM
devices 1n the storage system 102.

It 1s therefore to be appreciated numerous different types
of storage devices 106 can be used 1n storage system 102 1n
other embodiments. For example, a given storage system as
the term 1s broadly used herein can include a combination of
different types of storage devices, as in the case of a
multi-tier storage system comprising a flash-based fast tier
and a disk-based capacity tier. In such an embodiment, each
of the fast tier and the capacity tier of the multi-tier storage
system comprises a plurality of storage devices with differ-
ent types of storage devices being used 1n different ones of
the storage tiers. For example, the fast tier may comprise
flash drives while the capacity tier comprises HDDs. The
particular storage devices used in a given storage tier may be
varied 1n other embodiments, and multiple distinct storage
device types may be used within a single storage tier. The
term “‘storage device” as used herein i1s intended to be
broadly construed, so as to encompass, for example, SSDs,
HDDs, tlash drives, hybrid drives or other types of storage
devices.

In some embodiments, the storage system 102 illustra-
tively comprises a scale-out all-tflash distributed content
addressable storage (CAS) system, such as an XtremlO™
storage array from Dell EMC of Hopkinton, Mass. A wide
variety ol other types of distributed or non-distributed
storage arrays can be used 1n implementing the storage
system 102 1n other embodiments, including by way of
example one or more VNX®, VMAX®, Unity™ or Pow-
erMax™ storage arrays, commercially available from Dell
EMC. Additional or alternative types of storage products
that can be used 1n implementing a given storage system in
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illustrative embodiments include software-defined storage,
cloud storage, object-based storage and scale-out storage.
Combinations of multiple ones of these and other storage
types can also be used in implementing a given storage
system 1n an illustrative embodiment.

The term “storage system” as used herein 1s therefore
intended to be broadly construed, and should not be viewed
as being limited to particular storage system types, such as,
for example, CAS systems, distributed storage systems, or
storage systems based on flash memory or other types of
NVM storage devices. A given storage system as the term 1s
broadly used herein can comprise, for example, any type of
system comprising multiple storage devices, such as net-
work-attached storage (NAS), storage area networks
(SANSs), direct-attached storage (DAS) and distributed DAS,
as well as combinations of these and other storage types,
including software-defined storage.

In some embodiments, communications between the host
devices 101 and the storage system 102 comprise Small
Computer System Interface (SCSI) or Internet SCSI 1SCSI)
commands. Other types of SCSI or non-SCSI commands
may be used in other embodiments, including commands
that are part of a standard command set, or custom com-
mands such as a “vendor unique command” or VU com-
mand that 1s not part of a standard command set. The term
“command” as used herein 1s therefore intended to be
broadly construed, so as to encompass, for example, a
composite command that comprises a combination of mul-
tiple individual commands. Numerous other commands can
be used 1n other embodiments.

For example, although in some embodiments certain
commands used by the host devices 101 to communicate
with the storage system 102 illustratively comprise SCSI or
1SCSI commands, other embodiments can implement 10
operations utilizing command features and functionality

associated with NVM Express (NVMe), as described in the
NVMe Specification, Revision 1.3, May 2017, which 1s
incorporated by reference herein. Other storage protocols of
this type that may be utilized 1n illustrative embodiments
disclosed herein include NVMe over Fabric, also referred to
as NVMeoF, and NVMe over Transmission Control Proto-
col (TCP), also retferred to as NVMe/TCP.

The host devices 101 are configured to mteract over the
network 104 with the storage system 102. Such interaction
illustratively includes generating 10 operations, such as
write and read requests, and sending such requests over the
network 104 for processing by the storage system 102. In
some embodiments, each of the host devices 101 comprises
a multi-path mput-output (IMPIO) driver configured to con-
trol delivery of 10 operations from the host device to the
storage system 102 over selected ones of a plurality of paths
through the network 104. The paths are illustratively asso-
ciated with respective inmitiator-target pairs, with each of a
plurality of imtiators of the 1nitiator-target pairs comprising,
a corresponding host bus adaptor (HBA) of the host device,
and each of a plurality of targets of the imtiator-target pairs
comprising a corresponding port of the storage system 102.

The MPIO driver may comprise, for example, an other-
wise conventional MPIO driver, such as a PowerPath®
driver from Dell EMC. Other types of MPIO drnivers from
other driver vendors may be used.

The storage system 102 1n this embodiment implements
tfunctionality for prioritized RAID rebuild. This 1llustratively
includes the performance of a process for prioritized RAID
rebuild in the storage system 102, such as the example
process to be described below in conjunction with FIG. 2.
References herein to “‘prioritized RAID rebuild” are
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intended to be broadly construed, so as to encompass various
types of RAID rebuild processes in which rebuilding of
impacted stripe portions on one storage device 1s prioritized
over rebuilding of impacted stripe portions on one or more
other storage devices.

The prioritized RAID rebuild in some embodiments 1s
part ol what 1s also referred to herein as a “seli-healing
process” of the storage system 102, 1n which redundancy in
the form of parity imnformation, such as row and diagonal
parity information, 1s utilized in rebuilding stripe portions of
one or more RAID stripes that are impacted by a storage
device failure.

In operation, the storage controller 108 via 1ts stripe
configuration logic 112 establishes a RAID arrangement
comprising a plurality of stripes each having multiple por-
tions distributed across multiple ones of the storage devices
106. Examples 1include the RAID arrangement 107, and the
additional RAID 6 arrangement to be described below 1n
conjunction with FIGS. 3, 4 and 5. As mentioned previously,
a given such RAID 6 arrangement provides redundancy that
supports recovery from failure of up to two of the storage
devices 106. Other types of RAID arrangements can be
used, including other RAID arrangements each supporting at
least one recovery option for reconstructing data blocks of at
least one of the storage devices 106 responsive to a failure
of that storage device.

The stripe portions of each of the stripes illustratively
comprise a plurality of data blocks and one or more parity
blocks. For example, as indicated previously, stripe A of the
RAID arrangement 107 includes data blocks A1, A2 and A3
and corresponding p and q parity blocks Ap and Aq arranged
in a row as shown. In other embodiments, the data and parity
blocks of a given RAID 6 stripe are distributed over the
storage devices 1n a diflerent manner, other than 1n a single
row as shown in FIG. 1, i order to avoid processing
bottlenecks that might otherwise arise 1n storage system 102.
The data and parity blocks are also referred to herein as
“chunklets™ of a RAID stripe, and such blocks or chunklets
are examples of what are more generally referred to herein
as “stripe portions.” The parity blocks or parity chunklets
illustratively comprise row parity or p parity blocks and g
parity or diagonal parity blocks, and are generated by parity
computation logic 114 using well-known RAID 6 tech-
niques.

The storage system 102 1s further configured to detect a
failure of at least one of the storage devices 106. Such a
tailure 1llustratively comprises a full or partial failure of one
or more of the storage devices 106 in a RAID group of the
RAID arrangement 107, and can be detected by the storage
controller 108. The term “RAID group” as used herein 1s
intended to be broadly construed, so as to encompass, for
example, a set of storage devices that are part of a given
RAID arrangement, such as at least a subset of the storage
devices 106 that are part of the RAID arrangement 107. A
given such RAID group comprises a plurality of stripes,
cach containing multiple stripe portions distributed over
multiple ones of the storage devices 106 that are part of the
RAID group.

Responsive to the detected failure, the storage system 102
determines, for each of two or more remaining ones of the
storage devices 106 of the RAID group, a number of stripe
portions, stored on that storage device, that are part of stripes
impacted by the detected failure, and prioritizes a particular
one of the remaining storage devices 106 of the RAID group
for rebuilding of 1its stripe portions that are part of the
impacted stripes, based at least 1n part on the determined
numbers of stripe portions. The impacted stripes are also
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referred to herein as “degraded stripes,” and represent those
stripes of the RAID group that each have at least one stripe
portion that 1s stored on a failed storage device. The
“remaining ones”’ of the storage devices 106 are those
storage devices that have not failed, and are also referred to
herein as “surviving storage devices” in the context of a
given detected failure.

This priontization approach in some embodiments can
significantly improve a self-healing process of the storage
system 102 by intelligently prioritizing the rebuilding of
stripe portions for certain remaining storage devices over
other remaining storage devices. For example, such priori-
tization can allow the storage system 102 to sustain one or
more additional failures even before the seli-healing process
1s completed. More particularly, in a RAID 6 arrangement,
the disclosed techniques can allow the storage system 102 in
some circumstances to sustain an additional storage device
faillure that might otherwise have led to data loss, by
prioritizing the rebuild for a selected remaining storage
device. After the rebuild 1s completed for the selected
remaining storage device, other ones of the remaining stor-
age devices can be similarly selected by the storage system
102 for prioritized rebuild, until all of the stripes impacted
by the detected failure are fully recovered.

The determination of numbers of stripe portions and the
associated prioritization of a particular storage device for
rebuild are illustratively performed by or under the control
ol the prionitized rebuild logic 116 of the storage controller
108. It should be noted that the term “determining a number
of stripe portions™ as used herein 1s intended to be broadly
construed, so as to encompass various arrangements for
obtaining such information in conjunction with a detected
tailure. For example, the determining may involve comput-
ing the number of stripe portions for each of the remaining
storage devices responsive to the detected failure. Alterna-
tively, the determiming may involve obtaining a previously-
computed number of stripe portions, where the computation
was performed, illustratively by the prioritized rebuild logic
116, prior to the detected failure. Such pre-computed infor-
mation can be stored in a look-up table or other type of data
structure within a memory that 1s within or otherwise
accessible to the storage controller 108. Accordingly, the
numbers of stripe portions on remaining ones of the storage
devices 106 that are impacted by a failure of one or more of
the storage devices 106 can be precomputed and stored in
the storage system 102, possibly in conjunction with con-
figuration of the RAID 6 stripes by stripe configuration logic
112 and/or computation of the row and diagonal parity
information by the parity computation logic 114.

In some embodiments, determining for one of the remain-
ing storage devices 106 the number of stripe portions, stored
on that storage device, that are part of the impacted stripes
illustratively comprises determining a number of data blocks
stored on that storage device that are part of the impacted
stripes, determining a number of parity blocks stored on that
storage device that are part of the impacted stripes, and
summing the determined number of data blocks and the
determined number of parity blocks to obtain the determined
number of stripe portions for that storage device.

The priontization of a particular one of the remaining
storage devices 106 for rebuilding of 1ts stripe portions that
are part of the impacted stripes, based at least 1n part on the
determined numbers of stripe portions, comprises, for
example, prioritizing a {irst one of the remaining storage
devices 106 having a relatively low determined number of
stripe portions for rebuilding of its stripe portions that are
part of the impacted stripes, over a second one of the
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remaining storage devices 106 having a relatively high
determined number of stripe portions for rebuilding of 1ts
stripe portions that are part of the impacted stripes.

Additionally or alternatively, prioritizing a particular one
of the remaiming storage devices 106 for rebuilding of 1ts
stripe portions that are part of the impacted stripes, based at
least 1in part on the determined numbers of stripe portions,
can comprise selecting, for rebuilding of its stripe portions
that are part of the impacted stripes, the particular one of the
remaining storage devices 106 that has a lowest determined
number of stripe portions relative to the determined numbers
of stripe portions of the one or more other remaining storage
devices 106.

One or more other additional or alternative criteria can be
taken into account in prioritizing a particular one of the
remaining storage devices 106 over other ones of the
remaining storage devices for rebuilding of its stripe por-
tions that are part of the impacted stripes. In some embodi-
ments, such prioritization 1s based at least 1 part on a
determination of storage device health, 1n order to reduce the
risk of sustaining a terminal error. For example, a storage
device which already exhibits repeating non-terminal errors
such as local read errors might be more susceptible to a
terminal error, and such health measures can be taken into
account 1n selecting a particular storage device for prioriti-
zation.

The storage system 102 illustratively rebuilds, for the
particular prioritized one of the remaining storage devices
106, its stripe portions that are part of the impacted stripes,
selects another one of the remaining storage devices 106 for
rebuild prioritization, and rebuilds, for the selected other one
of the remaining storage devices 106, 1ts stripe portions that
are part of the impacted stripes. These operations of select-
ing another one of the remaining storage devices 106 for
rebuild prioritization and rebuilding, for the selected other
one of the remaining storage devices 106, 1ts stripe portions
that are part of the impacted stripes, are illustratively
repeated for one or more additional ones of the remaining
storage devices 106, until all of the stripe portions of the
impacted stripes are fully rebult.

The storage system 102 1s further configured in some
embodiments to balance the rebuilding of the stripe portions
of the impacted stripes across the remaining storage devices
106. For example, in balancing the rebuilding of the stripe
portions of the impacted stripes across the remaining storage
devices 106, the storage system 102 1llustratively maintains
rebuild work statistics for each of the remaining storage
devices 106 over a plurality of iterations of a rebuild process
for rebuilding the stripe portions of the impacted stripes, and
selects different subsets of the remaiming storage devices
106 to participate 1n respective different iterations of the
rebuild process based at least 1n part on the rebuild work
statistics.

In some embodiments, maintaining rebuild work statistics
more particularly comprises maintaiming a work counter
vector that stores counts of respective rebuild work 1instances
for respective ones of the remaining storage devices 106. A
decay factor may be applied to the work counter vector 1n
conjunction with one or more of the 1terations. More detailed
examples of a work counter vector and associated decay
factor are provided elsewhere herein.

In balancing the rebuilding of the stripe portions of the
impacted stripes across the remaiming storage devices 106,
the storage system 102 1 some embodiments tracks
amounts of rebuild work performed by respective ones of
the remaining storage devices 106 1n rebuilding the stripe
portions of a first one of the impacted stripes, and excludes
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at least one of the remaiming storage devices 106 from
performance of rebuild work for another one of the impacted
stripes based at least 1n part on the tracked amounts of
rebuild work for the first impacted stripe. For example, the
excluded remaining storage device for the other one of the
impacted stripes may comprise the remaining storage device
that performed a largest amount of rebuild work of the
amounts ol rebuild work performed by respective ones of
the remaining storage devices 106 for the first impacted
stripe.

As indicated previously, the above-described functional-
ity relating to prioritized RAID rebuild 1n the storage system
102 are 1llustrative performed at least in part by the storage
controller 108, utilizing its logic instances 112, 114 and 116.

The storage controller 108 and the storage system 102
may further include one or more additional modules and
other components typically found in conventional imple-
mentations of storage controllers and storage systems,
although such additional modules and other components are
omitted from the figure for clarity and simplicity of 1llus-
tration.

The storage system 102 1n some embodiments 1s 1mple-
mented as a distributed storage system, also referred to
herein as a clustered storage system, comprising a plurality
of storage nodes. Each of at least a subset of the storage
nodes 1illustratively comprises a set of processing modules
configured to communicate with corresponding sets of pro-
cessing modules on other ones of the storage nodes. The sets
ol processing modules of the storage nodes of the storage
system 102 1n such an embodiment collectively comprise at
least a portion of the storage controller 108 of the storage
system 102. For example, 1n some embodiments the sets of
processing modules of the storage nodes collectively com-
prise a distributed storage controller of the distributed stor-
age system 102. A “distributed storage system” as that term
1s broadly used herein 1s intended to encompass any storage
system that, like the storage system 102, 1s distributed across
multiple storage nodes.

It 1s assumed 1n some embodiments that the processing
modules of a distributed implementation of storage control-
ler 108 are interconnected 1n a full mesh network, such that
a process of one of the processing modules can communi-
cate with processes of any of the other processing modules.
Commands 1ssued by the processes can include, {for
example, remote procedure calls (RPCs) directed to other
ones of the processes.

The sets of processing modules of a distributed storage
controller 1llustratively comprise control modules, data
modules, routing modules and at least one management
module. Again, these and possibly other modules of a
distributed storage controller are interconnected 1n the full
mesh network, such that each of the modules can commu-
nicate with each of the other modules, although other types
ol networks and different module interconnection arrange-
ments can be used 1n other embodiments.

The management module of the distributed storage con-
troller in this embodiment may more particularly comprise
a system-wide management module. Other embodiments
can 1nclude multiple instances of the management module
implemented on different ones of the storage nodes. It 1s
therefore assumed that the distributed storage controller
comprises one or more management modules.

A wide variety of alternative configurations of nodes and
processing modules are possible in other embodiments.
Also, the term “‘storage node” as used herein 1s mtended to
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be broadly construed, and may comprise a node that imple-
ments storage control functionality but does not necessarily
incorporate storage devices.

Communication links may be established between the
various processing modules of the distributed storage con-
troller using well-known communication protocols such as

TCP/IP and remote direct memory access (RDMA). For
example, respective sets of IP links used 1n data transfer and
corresponding messaging could be associated with respec-
tive different ones of the routing modules.

Each storage node of a distributed implementation of
storage system 102 illustratively comprises a CPU or other
type of processor, a memory, a network interface card (NIC)
or other type of network interface, and a subset of the storage
devices 106, possibly arranged as part of a disk array
enclosure (DAE) of the storage node. These and other
references to “disks” herein are intended to refer generally
to storage devices, including SSDs, and should therefore not
be viewed as limited to spinning magnetic media.

The storage system 102 in the FIG. 1 embodiment 1s
assumed to be implemented using at least one processing
platform, with each such processing platform comprising
one or more processing devices, and each such processing
device comprising a processor coupled to a memory. Such
processing devices can 1llustratively include particular
arrangements of compute, storage and network resources. As
indicated previously, the host devices 101 may be imple-
mented 1n whole or 1n part on the same processing platform
as the storage system 102 or on a separate processing
platform.

The term “processing platform™ as used herein 1s intended
to be broadly construed so as to encompass, by way of
illustration and without limitation, multiple sets of process-
ing devices and associated storage systems that are config-
ured to communicate over one or more networks. For
example, distributed implementations of the system 100 are
possible, 1n which certain components of the system reside
in one data center 1n a first geographic location while other
components of the system reside 1n one or more other data
centers 1n one or more other geographic locations that are
potentially remote from the first geographic location. Thus,
it 1s possible 1n some implementations of the system 100 for
the host devices 101 and the storage system 102 to reside in
different data centers. Numerous other distributed imple-
mentations ol the host devices and the storage system 102
are possible.

Additional examples of processing platforms utilized to
implement host devices 101 and storage system 102 1n
illustrative embodiments will be described 1n more detail
below 1n conjunction with FIGS. 6 and 7.

It 1s to be appreciated that these and other features of
illustrative embodiments are presented by way of example
only, and should not be construed as limiting 1n any way.

Accordingly, different numbers, types and arrangements
of system components such as host devices 101, storage
system 102, network 104, storage devices 106, RAID
arrangement 107, storage controller 108, stripe configura-
tion logic 112, parity computation logic 114, and prioritized
rebuild logic 116 can be used 1n other embodiments.

It should be understood that the particular sets of modules
and other components implemented in the system 100 as
illustrated 1n FIG. 1 are presented by way of example only.
In other embodiments, only subsets of these components, or
additional or alternative sets of components, may be used,
and such components may exhibit alternative functionality
and configurations.
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The operation of the information processing system 100
will now be described 1n further detail with reference to the
flow diagram of the illustrative embodiment of FIG. 2,
which implements a process for prioritized RAID rebuild in
the storage system 102. The process illustratively comprises
an algorithm implemented at least 1n part by the storage
controller 108 and 1ts logic instances 112, 114 and 116. As
noted above, the storage devices 106 1n some embodiments
are more particularly referred to as “drives” and may com-
prise, for example, SSDs, HDDs, hybrid drives or other
types of drives. A set of storage devices over which a given
RAID arrangement 1s implemented illustratively comprises
what 1s generally referred to herein as a RAID group.

The process as 1illustrated in FIG. 2 includes steps 200
through 210, and 1s described 1n the context of storage
system 102 but 1s more generally applicable to a wide
variety of other types of storage systems each comprising a
plurality of storage devices. The process 1s illustratively
performed under the control of the prioritized rebuld logic
116, utilizing stripe configuration logic 112 and parity com-
putation logic 114. Thus, the FIG. 2 process can be viewed
as an example of an algorithm collectively performed by the
logic mnstances 112, 114 and 116. Other examples of such
algorithms implemented by a storage controller or other
storage system components will be described elsewhere
herein.

In step 200, the storage system 102 utilizes a RAID group
comprising multiple stripes with stripe portions distributed
across at least a subset of the storage devices 106 of the
storage system 102. As part of this utilization, data blocks
are written to and read from corresponding storage locations
in the storage devices of the RAID group, responsive to
write and read operations received from the host devices
101. The RAID group 1s configured utilizing stripe configu-
ration logic 112 of the storage controller 108.

In step 202, a determination 1s made as to whether or not
a Tailure of at least one of the storage devices of the RAID
group has been detected within the storage system 102. It at
least one storage device failure has been detected, the
process moves to step 204, and otherwise returns to step 200
to continue to utilize the RAID group in the normal manner.
The term “storage device failure™ as used herein 1s intended
to be broadly construed, so as to encompass a complete
tailure of the storage device, or a partial failure of the storage
device. Accordingly, a given failure detection in step 202 can
involve detection of full or partial failure of each of one or
more storage devices.

In step 204, the storage system 102 determines for each
remaining storage device a number of stripe portions stored
on that storage device that are part of stripes impacted by the
detected failure. A “remaining storage device” as that term
1s broadly used herein refers to a storage device that 1s not
currently experiencing a failure. Thus, all of the storage
devices of the RAID group other than the one or more
storage devices for which a failure was detected 1n step 202
are considered remaining storage devices of the RAID
group. Such remaining storage devices are also referred to
herein as “surviving storage devices,” as these storage
devices have survived the one or more failures detected 1n
step 202. A more particular example of the determination of
step 204 will be described below in conjunction with FIGS.
3, 4 and 5.

In step 206, the storage system 102 prioritizes a particular
one of the remaining storage devices for rebuilding of 1ts
stripe portions that are part of the impacted stripes, based at
least 1n part on the determined numbers of stripe portions. As
indicated previously, additional or alternative criteria can be
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taken into account in illustrative embodiments 1n prioritizing,
a particular one of the remaining storage devices over other
ones of the remaining storage devices for rebuilding of 1ts
stripe portions that are part of the impacted stripes. These
additional or alternative criteria can include measures of
storage device health, such as whether or not a given storage
device has previously exhibited local read errors or other
types of non-terminal errors, for example, prior to a previous
rebuild. As a given storage device that has previously
exhibited such errors may be more likely to fail 1n the future
than other ones of the remaining storage devices that have
not previously exhibited such errors, the prioritization can
be configured to select a different one of the storage devices.
Other types of storage device health measures can be
similarly used 1n determining an appropriate prioritization.

In step 208, the storage system 102 rebuilds the stripe
portions of the current prioritized storage device. Such
rebuilding of the stripe portions illustratively involves
reconstruction of impacted data blocks and parity blocks
using non-impacted data blocks and parity blocks, using
well-known techniques.

In step 210, a determination 1s made as to whether or not
all of the stripe portions of the impacted stripes of the RAID
group have been rebuilt. If all of the stripe portions of the
impacted stripes have been rebuilt, the process returns to
step 200 1n order to continue utilizing the RAID group.
Otherwise, the process returns to step 206 as shown 1n order
to select another one of the remaining storage devices as a
current prioritized device, again based at least in part on the
determined numbers of stripe portions, and then moves to
step 208 to rebuild the stripe portions of the current priori-
tized device. This repetition of steps 206, 208 and 210
continues for one or more iterations, until it 1s determined 1n
step 210 that all of the stripe portions of the impacted stripes
have been rebuilt, at which point the 1terations end and the
process returns to step 200 as previously indicated.

Different instances of the process of FIG. 2 can be
performed for different portions of the storage system 102,
such as different storage nodes of a distributed 1mplemen-
tation of the storage system 102. The steps are shown in
sequential order for clarity and simplicity of 1llustration
only, and certain steps can at least partially overlap with
other steps.

The particular processing operations and other system
functionality described in conjunction with the flow diagram
of FIG. 2 are presented by way of 1llustrative example only,
and should not be construed as limiting the scope of the
disclosure 1n any way. Alternative embodiments can use
other types of processing operations for prioritized RAID
rebuild 1n a storage system. For example, as indicated above,
the ordering of the process steps may be varied in other
embodiments, or certain steps may be performed at least 1n
part concurrently with one another rather than serially. Also,
one or more of the process steps may be repeated periodi-
cally, or multiple 1nstances of the process can be performed
in parallel with one another 1n order to implement a plurality
of different prioritized RAID rebuild processes for respec-
tive different storage systems or portions thereof within a
given information processing system.

Functionality such as that described 1n conjunction with
the flow diagram of FIG. 2 can be implemented at least in
part in the form of one or more soitware programs stored in
memory and executed by a processor of a processing device
such as a computer or server. As will be described below, a
memory or other storage device having executable program
code of one or more software programs embodied therein 1s
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an example of what 1s more generally referred to herein as
a “processor-readable storage medium.”

For example, a storage controller such as storage control-
ler 108 1n storage system 102 that 1s configured to perform
the steps of the FIG. 2 process can be implemented as part
of what 1s more generally referred to herein as a processing
platform comprising one or more processing devices each
comprising a processor coupled to a memory.

A given such processing device may correspond to one or
more virtual machines or other types of virtualization inira-
structure such as Docker containers or Linux containers
(LXCs). The host devices 101, storage controller 108, as
well as other system components, may be implemented at
least 1n part using processing devices of such processing
platforms. For example, respective distributed modules of
storage controller 108 can be implemented 1n respective
containers running on respective ones of the processing
devices of a processing platform.

Accordingly, the storage controller 108 1s configured to
support functionality for prioritized RAID rebwld of the
type previously described 1n conjunction with FIGS. 1 and
2. For example, the logic imstances 112, 114 and 116 of
storage controller 108 are collectively configured to perform
a process such as that shown 1n FIG. 2, in order to achieve
prioritized RAID rebuild 1n the storage system 102.

Additional illustrative embodiments will now be
described with reference to FIGS. 3, 4 and 5. In these
embodiments, the storage system 102 utilizes a different
RAID 6 arrangement than the RAID arrangement 107 to
distribute data and parity blocks across the storage devices
106 of the storage system 102. The RAID 6 arrangement
supports recovery from failure of up to two of the storage
devices of the RAID group, although other RAID arrange-
ments can be used in other embodiments.

Such a RAID group 1n some embodiments 1s established
for a particular one of the storage nodes of a distributed
implementation of storage system 102. The storage devices
associated with the particular one of the storage nodes are
illustratively part of a DAE of that storage node, although
other storage device arrangements are possible. Each such
storage device illustratively comprises an SSD, HDD or
other type of storage drive. Similar arrangements can be
implemented for each of one or more other ones of the
storage nodes. Again, distributed implementations using
multiple storage nodes are not required.

The RAID 6 arrangement 1s an example of a RAID
arrangement providing resiliency for at least two concurrent
storage device failures, also referred to as a “dual panty”
arrangement. Such arrangements generally implement
RAID stripes each comprising n+k stripe portions, where n
1s the number of data blocks of the stripe, and k 1s the
number of parity blocks of the stripe. These stripe portions
are distributed across a number of storage devices which 1s
the same as or larger than n+k. More particularly, the
embodiments to be described below utilize a RAID 6
arrangement that implements n+2 dual parity, such that the
RAID group can continue to operate with up to two failed
storage devices, 1rrespective of which two storage devices
tail. Such a RAID 6 arrangement can utilize any of a number
of different techniques for generating the parity blocks. Such
parity blocks are computed using parity computation logic
114 of storage system 102. It 1s also possibly to use error
correction codes such as Reed Solomon codes, as well as
other types of codes that are known to those skilled in the art.

As will be described in more detail below, the storage
system 102 illustratively distributes the RAID stripes across
the storage devices 106 in a manner that facilitates the
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balancing of rebuild work over the surviving storage devices
in the event of a storage device failure, thereby allowing the
rebuild process to avoid bottlenecks and complete more
quickly than would otherwise be possible, while also allow-
ing additional failures to be handled more quickly and
ciliciently. It should also be appreciated, however, that there
are numerous other ways to distribute data blocks and parity
blocks mn a RAID array.

Referring now to FIG. 3, an example RAID 6 arrange-
ment 1s shown 1n the absence of any storage device failure.
More particularly, FIG. 3 shows an example RAID 6
arrangement 1 a “healthy” storage system prior to a first
storage device failure. The table 1n the figure illustrates a
RAID 6 arrangement with eight storage devices correspond-
ing to respective columns 1 to 8 of the table. In this
embodiment, n=4 and k=2, and the total number of storage
devices 1s therefore greater than n+k. The storage devices
are also referred to as Storage Device 1 through Storage
Device 8. Each of the storage devices 1s assumed to have a
capacity of at least seven stripe chunklets, corresponding to
respective rows of the table, although only rows 1 through
6 are shown in the figure. Each of the stripe chunklets
denotes a particular portion of 1ts corresponding stripe, with
that portion being stored within a block of contiguous space
on a particular storage device, also referred to herein as an
“extent” of that storage device. The stripe chunklets of each
stripe more particularly include data chunklets and parity
chunklets. As indicated previously, such chunklets are more
generally referred to herein as “blocks™ or still more gen-
erally as “stripe portions.”

The RAID 6 arrangement in this example has seven
stripes, denoted as stripes A through G respectively. Each
stripe has four data chunklets denoted by the numerals 1-4
and two parity chunklets denoted as p and q. Thus, for
example, stripe A has four data chunklets A1, A2, A3 and A4
and two parity chunklets Ap and Aq. Similarly, stripe B has
four data chunklets B1, B2, B3 and B4 and two parity
chunklets Bp and Bq, stripe C has four data chunklets C1,
C2, C3 and C4 and two parity chunklets Cp and Cq, and so
on for the other stripes D, E and F of the example RAID 6
arrangement. This results 1 a total of 42 chunklets 1n the
seven stripes of the RAID 6 arrangement. These chunklets
are distributed across the eight storage devices 1n the manner
illustrated 1n FIG. 3.

FIG. 4 shows the example RAID 6 arrangement of FIG.
3 after a single storage device failure, 1n this case a failure
of Storage Device 3. The “‘aflected members” row at the
bottom of the figure indicates, for each of the surviving
storage devices, a correspondmg number of chunklets which
are part of one of the affected stripes having chunklets on
Storage Device 3. The affected stripes having chunklets on
falled Storage Device 3 include stripes A, B, D, E and G.
More particularly, failed Storage Device 3 includes data
chunklet B1 of stripe B, panty chunklet Dp of stripe D,
parity chunklet Aq of stripe A, data chunklet E4 of stripe E,
and data chunklet G1 of stripe G. The aftected stripes that
are 1mpacted by a given storage device failure are also
referred to herein as “degraded stripes.”

Each of the surviving storage devices has a number of
allected members as indicated in the figure, with each such
allected member being a chunklet that 1s part of one of the
allected stripes impacted by the failure of Storage Device 3.
For example, Storage Device 4 has a total of four such
chunklets, namely, chunklets Ap, B2, D1 and Eq. Storage
Device 1 has a total of three such chunklets, namely,
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chunklets D3, Ep and G3. Smmilarly, each of the other
surviving storage devices has at least three aflected mem-
bers.

This means that each of the surviving storage devices in
this example has aflected members from at least three of the
stripes A, B, D, E and G impacted by the failure of Storage
Device 3. As a result, 11 one of the seven surviving storage
devices were to fail, the storage system would then be
susceptible to data loss upon a failure of another one of the
storage devices, that 1s, upon a third storage device failure,
since the subset of stripes which have already been impacted
by two failures will not have any redundancy to support
rebuild. The failure of the third storage device leading to
data loss 1n thus example could be a complete failure (e.g.,
the storage device can no longer serve reads), or a partial
tallure (e.g., a read error) that impacts at least one of the
stripes that no longer has any redundancy.

Prioritized RAID rebuild is provided responsive to detec-
tion of a storage device failure, such as the failure of Storage
Device 3 as 1llustrated i FIG. 4. This illustratively involves
selecting one storage device and priorntizing the rebuild of
all the stripes which have aflected members 1n the selected
storage device. Once the rebuild of these stripes 1s com-
pleted, all the stripes which have membership 1n this storage
device will regain full redundancy (i.e., four data chunklets
and two parity chunklets i this example). If the prioritized
storage device were to fail after the rebuild of those stripe
portions 1s complete, there would not be any stripe 1n the
storage system which has no redundancy (1.e., has lost two
chunklets). Accordingly, 1f the prioritized storage device
were to fail, the storage system 102 will still be resilient to
yet another failure.

These embodiments are further configured to avoid over-
loading the selected storage device with reads for performs-
ing the rebuild, which might otherwise result in bottleneck-
ing the rebuild and slowing it down. A slower rebuild will
keep the storage system exposed to data loss for a longer
time, and 1s avoided 1n illustrative embodiments by spread-
ing the rebuild load across all of the remaining storage
devices.

In this example, assume that the storage system 102
chooses to prioritize the rebuild of stripes which have
aflected members 1n Storage Device 1. As indicated above,
the stripes that have aflected members 1n Storage Device 1
are stripes D, E and G, as Storage Device 1 includes
chunklets D3, Ep and G3 that are aflected members of the
stripes A, B, D, E and G impacted by the failure of Storage
Device 3.

FIG. 5 15 a table showing the sum of aflected members per

storage device alter the storage device failure 1llustrated 1n
FIG. 4. More particularly, FIG. 5 shows a table of affected
chunklets per storage device for the degraded stripes D, E
and G that have aflected members 1n Storage Device 1. The
stripes D, E and G are the stripes which have members both
in Storage Device 3 and 1n Storage Device 1. In the table, the
existence of a member 1n one of the degraded stripes D, E
or G 1s denoted by a “1” entry. The bottom row of the table
sums the total number of affected members for each storage
device.

To balance the rebuild load, the storage system 102 will
track the amount of work each storage device 1s performing,
and try to balance 1t. On each degraded stripe only four
storage devices are required for performing the rebuild so
the storage system will leverage this redundancy to perform
balanced rebuild. One method for achieving this balance 1s

by way of a “greedy” algorithm which tracks the total
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amount of work for each storage device and upon rebuilding
the next stripe will avoid using the most loaded storage
device.

In this example, a balanced distribution of work will result
in two storage devices participating in a single rebuild and
the rest will participate 1 two rebuilds.

Once the rebuild of all the degraded stripes D, E and G of
Storage Device 1 1s complete, the storage system will choose
the next storage device to rebuild and continue 1n the same
manner until all of the stripes are rebuailt.

An example prioritized RAID rebuild algorithm in an
illustrative embodiment will now be described. The algo-
rithm assumes that the number of stripes 1s small enough to
allow real-time generation of work statistics, illustratively
using a work counter vector of the type described below. The
metadata of RAID storage systems 1s usually kept in RAM
and therefore real-time generation of these work statistics 1s
teasible. Moreover, the amount of time required for gener-
ating work statistics 1s negligible 1n comparison to the
amount of time required by the rebuild process 1tself. Certain
optimizations in generation of work statistics could be
applied depending on the particular type of RAID arrange-
ment being used.

The algorithm 1n this example operates as follows. Upon
detection of a storage device failure in the storage system
102, the algorithm executes the following steps to rebuild all
of the degraded stripes:

1. Let W be a work counter vector having a length given
by the total number of storage devices of the RAID group
and entries representing the accumulated rebuild work of
cach storage device, and initialize W to all zeros.

2. For each of the surviving storage devices, sum the
number of chunklets that are members of degraded stripes,
and denote this sum as the “degraded chunklet sum” for the
storage device.

3. Select a particular storage device, initially as the
storage device having the lowest degraded chunklet sum. If
multiple storage devices have the same degraded chunklet
sum, randomly select one of those storage devices.

4. While there are degraded stripes which have member-
ship 1n the selected storage device, select one stripe S and
perform the following;:

(a) For the storage devices which have chunklets in stripe

S, 1dentily the storage device which to this point has
done the maximum amount of work according to the
work counter vector W, and drop that storage device
from this part of the rebuild process. IT all storage
devices which have chunklets 1n stripe S have done the
same amount of work, a random one of those storage
devices 1s dropped.

(b) Increment the entries 1n the work counter vector W for
the rest of the storage devices.

(c) Rebuild the missing chunklet of the failed storage
device using all the storage devices other than the
storage device dropped 1n Step 4(a).

5. Return to Step 4 to repeat for another selected stripe S,
until all of the degraded stripes with membership in the
selected storage device have been rebuilt, and then move to
Step 6.

6. Return to Step 3 to identify another storage device, until
all of the degraded stripes have been rebwlt, and then move
to Step 7.

7. End rebuild process as the rebuild of all degraded
stripes 15 complete.

An additional 1nstance of the algorithm can be triggered
responsive to detection of another storage device failure.
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For RAID arrangements with redundancy higher than
two, such as n+k RAID arrangements with k>2, multiple
storage devices should be dropped from a current rebuild
iteration 1n Step 4(a). The total number of dropped storage
devices 1n a given mstance of Step 4(a) should be consistent
with the redundancy level supported by of the RAID
arrangement, 1n order to allow rebuild.

A decaying load calculation may be performed 1n some
embodiments to adjust the work counter vector over time.
The load on a storage device 1s in practice very short term.
For example, a read operation which was completed at a
given point in time has no impact on another read operation
taking place one minute later. Therefore, a decay factor .

may be applied to the work counter vector W in the
following manner:

W'+l:ﬂ'm

I

where 0>0>>1 and usually o will be relatively close to 1.
Other decaying approaches can be used in other embodi-
ments.

The above-described operations associated with priori-
tized RAID rebuild are presented by way of illustrative
example only, and should not be viewed as limiting 1n any
way. Additional or alternative operations can be used in
other embodiments.

Again, these and other references to “disks™ 1n the context
of RAID herein are intended to be broadly construed, and
should not be viewed as being limited to disk-based storage
devices. For example, the disks may comprise SSDs,
although 1t 1s to be appreciated that many other storage
device types can be used.

[lustrative embodiments of a storage system with func-
tionality for prioritized RAID rebuild 1n a storage system as
disclosed herein can provide a number of significant advan-
tages relative to conventional arrangements.

For example, some embodiments advantageously
enhance storage system resiliency while preserving a bal-
anced rebuild load.

These and other embodiments can facilitate a self-healing
process 1n a storage system 1n a manner that avoids bottle-
necks on particular remaining storage devices and improves
storage system performance 1n the presence of failures. For
example, some embodiments can allow the storage system
to sustain additional failures even belore the seli-healing
process 1s fully completed. As a result, storage system
resiliency 1s increased from a statistical analysis perspective.

In illustrative embodiments, undesirable increases in the
duration of the self-healing process and the associated
adverse storage system performance impacts are advanta-
geously avoided.

These and other substantial improvements are provided in
illustrative embodiments without significantly increasing the
cost or complexity of the storage system.

It 1s to be appreciated that the particular advantages
described above and elsewhere herein are associated with
particular illustrative embodiments and need not be present
in other embodiments. Also, the particular types of infor-
mation processing system features and functionality as i1llus-
trated 1n the drawings and described above are exemplary
only, and numerous other arrangements may be used 1n other
embodiments.

[lustrative embodiments of processing platiorms utilized
to 1mplement host devices and storage systems with func-
tionality for prioritized RAID rebuild in a storage system
will now be described 1n greater detaill with reference to
FIGS. 6 and 7. Although described in the context of system
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100, these platforms may also be used to implement at least
portions of other information processing systems in other
embodiments.

FIG. 6 shows an example processing platform comprising,
cloud infrastructure 600. The cloud infrastructure 600 com-
prises a combination of physical and virtual processing
resources that may be utilized to implement at least a portion
of the mformation processing system 100. The cloud inira-
structure 600 comprises multiple virtual machines (VMs)
and/or container sets 602-1, 602-2, . . . 602-L implemented
using virtualization infrastructure 604. The virtualization
infrastructure 604 runs on physical infrastructure 605, and
illustratively comprises one or more hypervisors and/or
operating system level virtualization infrastructure. The
operating system level virtualization infrastructure illustra-
tively comprises kernel control groups of a Linux operating
system or other type of operating system.

The cloud infrastructure 600 further comprises sets of
applications 610-1, 610-2, . . . 610-L running on respective

ones of the VMs/container sets 602-1, 602-2, . . . 602-L
under the control of the virtualization infrastructure 604. The
VMs/container sets 602 may comprise respective VIMs,
respective sets of one or more containers, or respective sets
of one or more containers running i VMs.

In some 1implementations of the FIG. 6 embodiment, the
VMs/container sets 602 comprise respective VMs 1mple-
mented using virtualization infrastructure 604 that com-
prises at least one hypervisor. Such implementations can
provide functionality for prioritized RAID rebuild mn a
storage system of the type described above using one or
more processes running on a given one of the VMs. For
example, each of the VMs can implement prioritized rebuild
logic instances and/or other components for implementing
functionality for prioritized RAID rebuild in the storage
system 102.

A hypervisor platform may be used to implement a
hypervisor within the virtualization infrastructure 604. Such
a hypervisor platform may comprise an associated virtual
infrastructure management system. The underlying physical
machines may comprise one or more distributed processing
platforms that include one or more storage systems.

In other implementations of the FIG. 6 embodiment, the
VMs/container sets 602 comprise respective containers
implemented using virtualization infrastructure 604 that
provides operating system level virtualization functionality,
such as support for Docker containers running on bare metal
hosts, or Docker containers running on VMSs. The containers
are 1llustratively implemented using respective kernel con-
trol groups of the operating system. Such implementations
can also provide functionality for prioritized RAID rebuild
in a storage system ol the type described above. For
example, a container host device supporting multiple con-
tainers of one or more container sets can implement one or
more 1nstances ol prioritized rebuild logic and/or other
components for implementing functionality for prioritized
RAID rebuild 1in the storage system 102.

As 1s apparent from the above, one or more of the
processing modules or other components of system 100 may
cach run on a computer, server, storage device or other
processing platform element. A given such element may be
viewed as an example of what 1s more generally referred to
heremn as a “processing device.” The cloud infrastructure
600 shown 1n FIG. 6 may represent at least a portion of one
processing platform. Another example of such a processing
platform 1s processing plattorm 700 shown in FIG. 7.

The processing plattorm 700 1n this embodiment com-
prises a portion of system 100 and includes a plurality of
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processing devices, denoted 702-1, 702-2, 702-3, . . . 702-K,
which communicate with one another over a network 704.

The network 704 may comprise any type ol network,
including by way of example a global computer network
such as the Internet, a WAN, a LAN, a satellite network, a
telephone or cable network, a cellular network, a wireless
network such as a WiF1 or WiMAX network, or various
portions or combinations of these and other types of net-
works.

The processing device 702-1 in the processing platform
700 comprises a processor 710 coupled to a memory 712.

The processor 710 may comprise a miCroprocessor, a
microcontroller, an application-specific integrated circuit
(ASIC), a field-programmable gate array (FPGA), graphics
processing unit (GPU) or other type of processing circuitry,
as well as portions or combinations of such circuitry ele-
ments.

The memory 712 may comprise random access memory
(RAM), read-only memory (ROM), flash memory or other
types of memory, 1n any combination. The memory 712 and
other memories disclosed herein should be viewed as 1llus-
trative examples of what are more generally referred to as
“processor-readable storage media” storing executable pro-
gram code of one or more soltware programs.

Articles of manufacture comprising such processor-read-
able storage media are considered illustrative embodiments.
A given such article of manufacture may comprise, for
example, a storage array, a storage disk or an integrated
circuit containing RAM, ROM, flash memory or other
clectronic memory, or any of a wide variety of other types
of computer program products. The term “article of manu-
facture” as used herein should be understood to exclude
transitory, propagating signals. Numerous other types of
computer program products comprising processor-readable
storage media can be used.

Also 1ncluded 1n the processing device 702-1 1s network
interface circuitry 714, which 1s used to interface the pro-
cessing device with the network 704 and other system
components, and may comprise conventional transceivers.

The other processing devices 702 of the processing plat-
form 700 are assumed to be configured 1n a manner similar
to that shown for processing device 702-1 1n the figure.

Again, the particular processing platform 700 shown 1n
the figure 1s presented by way of example only, and system
100 may include additional or alternative processing plat-
forms, as well as numerous distinct processing platforms 1n
any combination, with each such platform comprising one or
more computers, servers, storage devices or other processing,
devices.

For example, other processing platforms used to imple-

ment 1llustrative embodiments can comprise converged
infrastructure such as VxRail™, VxRack™, VxRack™

FLEX, VxBlock™ or Vblock® converged infrastructure
from Dell EMC.

It should therefore be understood that 1n other embodi-
ments different arrangements of additional or alternative
clements may be used. At least a subset of these elements
may be collectively implemented on a common processing
platform, or each such element may be implemented on a
separate processing platform.

As idicated previously, components of an information
processing system as disclosed herein can be implemented at
least 1n part in the form of one or more software programs
stored 1n memory and executed by a processor of a process-
ing device. For example, at least portions of the functionality
tor prioritized RAID rebuild 1n a storage system of one or
more components of a storage system as disclosed herein are
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illustratively implemented 1n the form of software running
on one or more processing devices.

It should again be emphasized that the above-described
embodiments are presented for purposes of illustration only.
Many variations and other alternative embodiments may be
used. For example, the disclosed techniques are applicable
to a wide variety of other types of information processing
systems, host devices, storage systems, storage devices,
RAID arrangements, storage controllers, stripe configura-
tion logic, parity computation logic, prioritized rebuild logic
and other components. Also, the particular configurations of
system and device elements and associated processing
operations illustratively shown 1n the drawings can be varied
in other embodiments. Moreover, the various assumptions
made above i the course of describing the illustrative
embodiments should also be viewed as exemplary rather
than as requirements or limitations of the disclosure. Numer-
ous other alternative embodiments within the scope of the
appended claims will be readily apparent to those skilled 1n
the art.

What 1s claimed 1s:

1. An apparatus comprising:

a storage system comprising a plurality of storage

devices:

the storage system being configured:

to establish a redundant array of independent disks

(RAID) arrangement comprising a plurality of stripes
cach having multiple portions distributed across mul-
tiple ones of the storage devices;

to detect a failure of at least one of the storage devices;

responsive to the detected failure, to determine for each of

two or more remaining ones ol the storage devices a
number of stripe portions, stored on that storage device,
that are part of stripes impacted by the detected failure;
and

to prioritize a particular one of the remaining storage

devices for rebuilding of 1ts stripe portions that are part
of the impacted stripes, based at least 1n part on the
determined numbers of stripe portions;

wherein prioritizing a particular one of the remaining

storage devices for rebuilding of 1ts stripe portions that
are part of the impacted stripes, based at least 1n part on
the determined numbers of stripe portions, comprises:
prioritizing a first one of the remaining storage devices
having a relatively low determined number of stripe
portions for rebuilding of its stripe portions that are part
of the mmpacted stripes, over a second one of the
remaining storage devices having a relatively high
determined number of stripe portions for rebuilding of
its stripe portions that are part of the impacted stripes.

2. The apparatus of claim 1 wherein the RAID arrange-
ment supports at least one recovery option for reconstructing
data blocks of at least one of the storage devices responsive
to a failure of that storage device.

3. The apparatus of claim 2 wherein the RAID arrange-
ment comprises a RAID 6 arrangement supporting recovery
from failure of up to two of the storage devices.

4. The apparatus of claim 1 wherein the stripe portions of
cach of the stripes comprise a plurality of data blocks and
one or more parity blocks.

5. The apparatus of claim 1 wherein prioritizing a par-
ticular one of the remaining storage devices for rebuilding of
its stripe portions that are part of the impacted stripes, based
at least 1n part on the determined numbers of stripe portions,
COmprises:

selecting for rebuilding of its stripe portions that are part

of the impacted stripes the particular one of the remain-
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ing storage devices that has a lowest determined num-
ber of stripe portions relative to the determined num-
bers of stripe portions of the one or more other
remaining storage devices.

6. The apparatus of claim 1 wherein prioritizing a par-
ticular one of the remaining storage devices for rebuilding of
its stripe portions that are part of the impacted stripes, based
at least 1n part on the determined numbers of stripe portions,
COmMprises:

determining health measures for respective ones of the

remaining storage devices; and

taking the determined health measures into account in

selecting the particular one of the remaining storage
devices for rebuilding of 1ts stripe portions that are part
of the impacted stripes.

7. The apparatus of claim 1 wherein the storage system 1s
turther configured to balance the rebuilding of the stripe
portions of the impacted stripes across the remaining storage
devices.

8. The apparatus of claim 7 wherein balancing the rebuild-
ing of the stripe portions of the impacted stripes across the
remaining storage devices comprises:

maintaiming rebuild work statistics for each of the remain-

ing storage devices over a plurality of iterations of a
rebuild process for rebuilding the stripe portions of the
impacted stripes; and

selecting different subsets of the remaining storage

devices to participate 1n respective different iterations
of the rebuild process based at least in part on the
rebuild work statistics.

9. The apparatus of claim 8 wherein maintaining rebuild
work statistics comprises maintaining a work counter vector
that stores counts of respective rebuild work instances for
respective ones ol the remaining storage devices and
wherein a decay factor 1s applied to the work counter vector
in conjunction with one or more of the iterations.

10. The apparatus of claim 7 wherein balancing the
rebuilding of the stripe portions of the mmpacted stripes
across the remaining storage devices comprises:

tracking amounts of rebuild work performed by respective

ones of the remaining storage devices in rebuilding the
stripe portions of a first one of the impacted stripes; and
excluding at least one of the remaining storage devices
from performance of rebuild work for another one of
the impacted stripes based at least 1n part on the tracked
amounts ol rebuild work for the first impacted stripe;
wherein said at least one excluded remaining storage
device for the other one of the impacted stripes com-
prises the remaining storage device that performed a
largest amount of rebuild work of the amounts of
rebuild work performed by respective ones of the
remaining storage devices for the first impacted stripe.

11. An apparatus comprising;:

a storage system comprising a plurality of storage

devices:

the storage system being configured:

to establish a redundant array of independent disks

(RAID) arrangement comprising a plurality of stripes
cach having multiple portions distributed across mul-
tiple ones of the storage devices;

to detect a failure of at least one of the storage devices;

responsive to the detected failure, to determine for each of

two or more remaining ones of the storage devices a
number of stripe portions, stored on that storage device,
that are part of stripes impacted by the detected failure;
and
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to prioritize a particular one of the remaining storage
devices for rebuilding of 1ts stripe portions that are part
of the impacted stripes, based at least 1in part on the
determined numbers of stripe portions;
wherein determining for one of the remaining storage
devices the number of stripe portions, stored on that
storage device, that are part of the impacted stripes
COMPrises:

determining a number of data blocks stored on that
storage device that are part of the impacted stripes;

determining a number of parity blocks stored on that
storage device that are part of the impacted stripes; and

summing the determined number of data blocks and the
determined number of parity blocks to obtain the
determined number of stripe portions for that storage
device.

12. An apparatus comprising:

a storage system comprising a plurality of storage

devices:

the storage system being configured:

to establish a redundant array of independent disks

(RAID) arrangement comprising a plurality of stripes
cach having multiple portions distributed across mul-
tiple ones of the storage devices;

to detect a failure of at least one of the storage devices;

responsive to the detected failure, to determine for each of

two or more remaining ones ol the storage devices a
number of stripe portions, stored on that storage device,
that are part of stripes impacted by the detected failure;
and

to prioritize a particular one of the remaining storage

devices for rebuilding of 1ts stripe portions that are part
of the impacted stripes, based at least 1in part on the
determined numbers of stripe portions;

wherein the storage system 1s further configured:

to rebuild, for the particular prioritized one of the remain-

ing storage devices, its stripe portions that are part of
the 1impacted stripes;

to select another one of the remaining storage devices for

rebuild prioritization; and

to rebuild, for the selected other one of the remaining

storage devices, its stripe portions that are part of the
impacted stripes.

13. The apparatus of claim 12 wherein the selecting of
another one of the remaining storage devices for rebuild
prioritization and the rebuilding, for the selected other one
of the remaining storage devices, 1ts stripe portions that are
part of the impacted stripes, are repeated for one or more
additional ones of the remaining storage devices until all of
the stripe portions of the impacted stripes are fully rebuilt.

14. A method for use 1n a storage system comprising a
plurality of storage devices, the method comprising:

establishing a redundant array of independent disks

(RAID) arrangement comprising a plurality of stripes
cach having multiple portions distributed across mul-
tiple ones of the storage devices;

detecting a failure of at least one of the storage devices;

responsive to the detected failure, determining for each of

two or more remaining ones ol the storage devices a
number of stripe portions, stored on that storage device,
that are part of stripes impacted by the detected failure;
and

prioritizing a particular one of the remaining storage

devices for rebuilding of 1ts stripe portions that are part
of the impacted stripes, based at least 1n part on the
determined numbers of stripe portions;
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wherein prioritizing a particular one of the remaining
storage devices for rebuilding of 1ts stripe portions that
are part of the impacted stripes, based at least 1n part on
the determined numbers of stripe portions, comprises:
prioritizing a first one of the remaining storage devices
having a relatively low determined number of stripe
portions for rebuilding of its stripe portions that are part
of the mmpacted stripes, over a second one of the
remaining storage devices having a relatively high
determined number of stripe portions for rebuilding of
its stripe portions that are part of the impacted stripes.

15. The method of claim 14 wherein prioritizing a par-
ticular one of the remaining storage devices for rebuilding of
its stripe portions that are part of the impacted stripes, based
at least 1n part on the determined numbers of stripe portions,
COmMprises:

selecting for rebuilding of 1ts stripe portions that are part

of the impacted stripes the particular one of the remain-
ing storage devices that has a lowest determined num-
ber of stripe portions relative to the determined num-
bers of stripe portions of the one or more other
remaining storage devices.

16. The method of claim 14 further comprising balancing
the rebuilding of the stripe portions of the impacted stripes
across the remaining storage devices.

17. A computer program product comprising a non-
transitory processor-readable storage medium having stored
therein program code of one or more software programs,
wherein the program code when executed by a processor of
a storage system comprising a plurality of storage devices,
causes the storage system:

to establish a redundant array of independent disks

(RAID) arrangement comprising a plurality of stripes
cach having multiple portions distributed across mul-
tiple ones of the storage devices;

to detect a failure of at least one of the storage devices;

responsive to the detected failure, to determine for each of

two or more remaining ones of the storage devices a
number of stripe portions, stored on that storage device,
that are part of stripes impacted by the detected failure;
and

to prioritize a particular one of the remaiming storage

devices for rebuilding of 1ts stripe portions that are part
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of the impacted stripes, based at least 1in part on the
determined numbers of stripe portions;

wherein prioritizing a particular one of the remaining

storage devices for rebuilding of 1ts stripe portions that
are part of the impacted stripes, based at least 1n part on
the determined numbers of stripe portions, comprises:
prioritizing a first one of the remaining storage devices
having a relatively low determined number of stripe
portions for rebuilding of its stripe portions that are part
of the mmpacted stripes, over a second one of the
remaining storage devices having a relatively high
determined number of stripe portions for rebuilding of
its stripe portions that are part of the impacted stripes.

18. The computer program product of claim 17 wherein
prioritizing a particular one of the remaining storage devices
for rebuilding of its stripe portions that are part of the
impacted stripes, based at least in part on the determined
numbers of stripe portions, comprises:

selecting for rebuilding of its stripe portions that are part

of the impacted stripes the particular one of the remain-
ing storage devices that has a lowest determined num-
ber of stripe portions relative to the determined num-
bers of stripe portions of the one or more other
remaining storage devices.

19. The computer program product of claim 17 wherein
the program code when executed by the processor of the
storage system further causes the storage system to balance
the rebuilding of the stripe portions of the impacted stripes
across the remaining storage devices.

20. The computer program product of claim 17 wherein
balancing the rebuilding of the stripe portions of the
impacted stripes across the remaining storage devices com-
Prises:

maintaining rebuild work statistics for each of the remain-

ing storage devices over a plurality of iterations of a
rebuild process for rebuilding the stripe portions of the
impacted stripes; and

selecting different subsets of the remaining storage

devices to participate 1n respective diflerent iterations
of the rebuild process based at least in part on the
rebuild work statistics.
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