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SYSTEMS, METHODS, AND MEDIA FOR
MANAGING USER CREDENTIALS

TECHNICAL FIELD

The disclosed subject matter relates to systems, methods,
and media for managing user credentials.

BACKGROUND

Users frequently have different usernames and passwords
for many different applications or user accounts. For
example, a user might have a first username and password
for an email account and a different username and password
for an online banking account. It can be diflicult to remem-
ber many different usernames and passwords. To remember
different usernames and passwords, users often write down
usernames and passwords, either on paper or 1n a digital file.
However, this can create a security risk, for example, for the
information to be stolen and maliciously used.

Accordingly, 1t 1s desirable to provide new systems,
methods, and media for managing user credentials.

SUMMARY

Systems, methods, and media for managing user creden-
tials are provided.

In some embodiments, systems for managing user cre-
dentials are provided, the systems comprising: at least one
hardware processor configured to: receive a first username
corresponding to a first user account of an application for
managing user credentials and a biometric signature of a
user; 1n response to determining that the biometric signature
of the user matches a stored signature corresponding to the
first user account, cause indications of a group of available
services to be presented; receive a selection of a service of
the group of available services; transmit, to a server, an
identifier corresponding to the selected service; receive,
from the server, an encrypted username and an encrypted
password corresponding to a second user account of the
selected service; decrypt the encrypted username and the
encrypted password; cause a first page to be opened that
corresponds to a login page of the selected service; cause a
script to be launched, wherein the script identifies a user-
name entry field and a password entry field on the login
page; cause, using the script, the decrypted username to be
entered 1 the username entry field and the decrypted
password to be entered in the password entry field; and
cause, using the script, a submit button within the login page
to be selected, wherein causing the submit button to be
selected causes the second user account to be authenticated
using the decrypted username and the decrypted password.

In some embodiments, methods for managing user cre-
dentials are provided, the methods comprising: receiving, at
a user device, a first username corresponding to a first user
account of an application for managing user credentials and
a biometric signature of a user of the user device; in response
to determining that the biometric signature of the user
matches a stored signature corresponding to the first user
account, causing indications of a group of available services
to be presented on the user device; receiving, at the user
device, a selection of a service of the group of available
services; transmitting, to a server, an i1dentifier correspond-
ing to the selected service; receiving, from the server, an
encrypted username and an encrypted password correspond-
ing to a second user account of the selected service; decrypt-
ing the encrypted username and the encrypted password;
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causing, on the user device, a first page to be opened that
corresponds to a login page of the selected service; causing,
at the user device, a script to be launched, wherein the script
identifies a username entry field and a password entry field
on the login page; causing, at the user device by the script,
the decrypted username to be entered in the username entry
fiecld and the decrypted password to be entered in the
password entry field; and causing, using the script, a submit
button within the login page to be selected, wherein causing
the submit button to be selected causes the second user
account to be authenticated using the decrypted username
and the decrypted password.

In some embodiments, non-transitory computer-readable
media containing computer executable instructions that,
when executed by a processor, cause the processor to
perform a method for managing user credentials are pro-
vided, the method comprising: receiving, at a user device, a
first username corresponding to a first user account of an
application for managing user credentials and a biometric
signature of a user of the user device; in response to
determining that the biometric signature of the user matches
a stored signature corresponding to the first user account,
causing indications of a group of available services to be
presented on the user device; receiving, at the user device,
a selection of a service of the group of available services;
transmitting, to a server, an i1dentifier corresponding to the
selected service; receiving, from the server, an encrypted
username and an encrypted password corresponding to a
second user account of the selected service; decrypting the
encrypted username and the encrypted password; causing,
on the user device, a first page to be opened that corresponds
to a login page of the selected service; causing, at the user
device, a script to be launched, wherein the script identifies
a username entry field and a password entry field on the
login page; causing, at the user device by the script, the
decrypted username to be entered in the username entry field
and the decrypted password to be entered 1n the password
entry field; and causing, using the script, a submit button
within the login page to be selected, wherein causing the
submit button to be selected causes the second user account
to be authenticated using the decrypted username and the
decrypted password.

BRIEF DESCRIPTION OF TH.

L1

DRAWINGS

Various objects, features, and advantages of the disclosed
subject matter can be more fully appreciated with reference
to the following detailed description of the disclosed subject
matter when considered 1n connection with the following
drawings, 1n which like reference numerals identify like
clements.

FIG. 1 shows an example of a user interface for logging-in
to a user account 1n accordance with some embodiments of
the disclosed subject matter.

FIGS. 2 and 3 show examples of user interfaces for
resetting biometric signatures 1n accordance with some
embodiments of the disclosed subject matter.

FIG. 4 shows an example of a user interface for selecting
an available service or website 1n accordance with some
embodiments of the disclosed subject matter.

FIG. 5 shows an example of a user interface for auto-
matically filling-in a username and a password 1n accor-
dance with some embodiments of the disclosed subject
matter.
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FIG. 6 shows an example of a user interface correspond-
ing to a service that has been successtiully logged-in to 1n
accordance with some embodiments of the disclosed subject
matter.

FIG. 7 shows an example of a user interface that indicates
that multiple services have been logged-in to 1n accordance
with some embodiments of the disclosed subject matter.

FIG. 8 shows an example of a process for signing-in to an
account using a biometric signature 1n accordance with some
embodiments of the disclosed subject matter.

FIG. 9 shows an example of a process for signing-in to an
account using a biometric signature and a mobile device 1n
accordance with some embodiments of the disclosed subject
matter.

FIG. 10 shows an example of a process for automatically
entering user credentials for a selected service or website 1n
accordance with some embodiments of the disclosed subject
matter.

FIG. 11 shows an example of a process for resetting or
confirming a biometric signature in accordance with some
embodiments of the disclosed subject matter.

FIG. 12 shows an example of a process for adding a new
service or a website to a group of available services and/or
websites 1n accordance with some embodiments of the
disclosed subject matter.

FIG. 13 shows a schematic diagram of an illustrative
system suitable for managing user credentials 1n accordance
with some embodiments of the disclosed subject matter.

FI1G. 14 shows a detailed example of hardware that can be
used 1n a server and/or a user device of FIG. 13 1n accor-

dance with some embodiments of the disclosed subject
matter.

DETAILED DESCRIPTION

In accordance with various embodiments, mechanisms
(which can include methods, systems, and media) for man-
aging user credentials are provided.

In some embodiments, the mechanisms described herein
can store user credentials for accessing multiple user
accounts of a user for different websites, apps, or services.
For example, 1n some embodiments, the mechamisms can
store user credentials (e.g., a username and/or a password)
for user accounts for accessing an email account, accessing
a social networking account, accessing a bank account,
and/or any other suitable websites, apps, or services. Addi-
tionally or alternatively, 1n some embodiments, the mecha-
nisms described herein can be used to change a password
associated with a particular user account to a randomly
generated password, update the password associated with
the user account, and store the new password.

In some embodiments, the mechanisms described herein
can be implemented as an application that can be used by a
user to securely access multiple user accounts. For example,
in some embodiments, the user can log-1n to the application,
and, after successiully logging-in, can select a particular
website, app, or service (e.g., a particular email service, a
particular social networking service, a particular banking
service, and/or any other suitable website or service) for
which the user has stored user credentials to access. In some
embodiments, after selecting a particular website, app, or
service for which the user has previously stored user cre-
dentials, the mechanisms can retrieve a username and pass-
word associated with the selected website, app, or service,
and can cause the retrieved username and password to
automatically be entered into user login text boxes associ-
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ated with the selected website, app, or service, as described
below 1n more detail 1n connection with FIG. 10.

In some embodiments, the user can log-in to the appli-
cation to access different websites, apps, or services 1n any
suitable manner. For example, 1n some embodiments, the
user can enter a username corresponding to the application
and can submit a user signature for validation (e.g., entered
via a touchscreen, and/or in any other suitable manner). In
some such embodiments, the mechanisms can verily the
validity of the signature, and can allow the user access to the
application 1n response to validating the signature.

Turning to FIG. 8, an example 800 of a process for using,
a signature to log-1n to an application 1s shown 1n accordance
with some embodiments of the disclosed subject matter.

Process 800 can begin at 802 and can proceed to 804. At
804, process 800 can receive a username associated with an
application for accessing available services, apps, or web-
sites that require authentication. In some embodiments, the
username can be recerved 1n any suitable manner. For
example, 1 some embodiments, the username can be
entered via a user interface, such as user intertface 100 shown
in FIG. 1. In some such embodiments, user interface 100 can
be presented 1n any suitable manner. For example, 1n some
embodiments, user interface 100 can be presented as part pf
an application for accessing available services, websites,
and/or apps being selected (e.g., on a mobile device, on a
desktop computer, and/or on any other suitable device).

At 806, process 800 can receive a biometric signature of
a user. In some embodiments, the biometric signature can be
received 1n any suitable manner. For example, in some
embodiments, the biometric signature can be received via a
gesture on a touchscreen associated with a device that
presented user interface 100. In some embodiments, the
biometric signature can include any suitable information.
For example, in some embodiments, the biometric signature
can be a fingerprint of the user. As another example, 1n some
embodiments, the biometric signature can be a handwritten
gesture of the user.

At 808, process 800 can validate the username with the
signature. In some embodiments, process 800 can validate
the username and the biometric signature using any suitable
technique or combination of techniques. For example, in
some embodiments, process 800 can transmit the username
and the signature to an application web server 1312 as
shown 1n FIG. 13. In some embodiments, application web
server 1312 can venly that the username exists using a
member database server 1302, as shown 1n FIG. 13. If the
username exists, application web server 1312 can determine
a unique 1dentifier associated with the username, and can
transmit a query that includes the unique i1dentifier and the
biometric signature to a biometric signature server 1304, as
shown 1n FIG. 13. In some embodiments, application web
server 1312 can then receive a response from biometric
signature server 1304 that indicates whether the username
and biometric signature are valid. For example, 1n some
embodiments, biometric signature server 1304 can deter-
mine whether the biometric signature matches a biometric
signature previously submitted by the user using any suit-
able technique(s).

At 810, process 800 can determine i1f the username and
biometric signature are valid. For example, 1n some embodi-
ments, process 800 can determine whether the username and
signature are valid based on a response irom biometric
signature server 1304, as described above. As a more
particular example, in some embodiments, process 800 can
determine that the username and signature are valid 1n
response to receiving a response ndicating that the biomet-
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ric signature matches a biometric signature previously sub-
mitted by a user associated with the username. As another
more particular example, in some embodiments, process 800
can determine that the username and signature are not valid
in response to receiving a response indicating that the
biometric signature does not match a biometric signature
previously submitted by a user associated with the user-
name.

If, at 810, process 800 determines that the username and
the biometric signature are not valid (“no” at 810), process
800 can end at 816.

If, at 810, process 800 determines that the username and
the signature are valid (*yes™ at 810), process 800 can allow
the user access to an application for available services or
websites at 812. For example, 1n some embodiments, pro-
cess 800 can display a home page associated with the
application.

At 814, process 800 can display a user interface that
indicates available websites, apps, and/or services.

Turning to FIG. 4, an example 400 of a user imterface for
displaying indications of available websites, apps, and/or
services 1s shown in accordance with some embodiments of
the disclosed subject matter. As illustrated in FIG. 4, user
intertace 400 can include indications of any suitable number
(one, two, five, ten, twenty, and/or any other suitable num-
ber) of websites, apps, and/or services that require a user to
log-in. For example, 1n some embodiments, user interface
400 can include indications of websites, apps, and/or ser-
vices for accessing an email account, accessing a social
networking account, accessing a banking account, and/or
any other suitable services or websites. In some embodi-
ments, each indication can include any suitable information
or content, such as an icon or image associated with the
website, app, and/or service, a name of the website, app,
and/or service, and/or any other suitable content.

Referring back to FIG. 8, process 800 can then end at 816.

Turning to FIG. 9, an example 900 of a process for using
a mobile device to log-in to an application for accessing
available websites, apps, and/or services that require user
authentication 1s shown in accordance with some embodi-
ments of the disclosed subject matter.

Process 900 can begin at 902 and can proceed to 904. At
904, process 900 can recerve a username associated with an
application for accessing available websites, apps, and/or
services. In some embodiments, the username can be
received 1n any suitable manner. For example, in some
embodiments, the username can be entered via a user
interface, such as user interface 100 shown in FIG. 1. In
some such embodiments, user terface 100 can be pre-
sented 1n any suitable manner. For example, mm some
embodiments, user interface 100 can be presented as part of
an application for accessing available websites, apps, and/or
services being selected (e.g., on a mobile device, a desktop
computer, and/or on any other suitable device).

At 906, process 900 can validate the username. For
example, 1n some embodiments, process 900 can transmit a
query to member database server 1302 (as shown 1n FIG. 13)
that determines whether the username exists in a database of
existing users.

Process 900 can determine whether the username 1s valid
at 908. In some embodiments, process 900 can determine
whether the username 1s valid based on any suitable 1nfor-
mation, such as a response from member database server
1302 that indicates whether the username exists in a data-
base of existing users, as described above.
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If, at 908, process 900 determines that the username 1s not
valid or does not exist (“no” at 908), process 900 can end at
920.

If, at 908, process 900 determines that the username 1s
valid and/or already exists (“yes” at 908), process 900 can
proceed to 910 and can 1nitiate a session corresponding to a
mobile device associated with the username. In some
embodiments, process 900 can initiate the session corre-
sponding to a mobile device associated with the username
using any suitable technique or combination of techniques.
For example, 1n some embodiments, process 900 can 1den-
tify a unique member 1dentifier associated with the username
and/or a mobile device identifier (e.g., corresponding to a
mobile phone, tablet computer, and/or other mobile device
associated with the username). As a more particular
example, 1n some embodiments, process 900 can imitiate the
session using information stored 1 a communication server
1310, as shown 1n FIG. 13. Process 900 can then wait for a
response from the mobile device, at 912 and 913.

At 912, process 900 can determine whether at response
was recerved. If so, (*yes” at 912), process 900 can proceed
to 914. Otherwise, process 900 can proceed to 913 (*no” at
912).

At 913, process 900 can determine whether a predeter-
mined duration of time has elapsed since the session was
initiated without a response from the mobile device. In some
embodiments, the predetermined duration of time can be any
suitable amount of time (e.g., one minute, two minutes, five
minutes, and/or any other suitable duration of time).

If, at 913, process 900 determines that the predetermined
duration of time has elapsed (*yes™ at 913), process 900 can
end at 920.

If, at 913, process 900 determines that the predetermined
duration of time has not yet elapsed (“no” at 913), process
900 can proceed to 912 and can continue to wait for a
response from the mobile device.

In some embodiments, the response can include any
suitable information. For example, in some embodiments,
the response can 1nclude a biometric signature from a user
ol the mobile device entered using a touchscreen and/or a
stylus of the mobile device. As described above 1n connec-
tion with FIG. 8, in some embodiments, the biometric
signature can nclude any suitable information, such as a
fingerprint of the user, a handwritten gesture by the user,
and/or any other suitable type of signature.

At 916, process 900 can validate the response from the
mobile device. For example process 900 can validate a
biometric signature received from the mobile device. As a
more particular example, process 900 can determine
whether a biometric signature received from the mobile
device matches a biometric signature previously submitted
by a user associated with the username, as described above
in more detail 1n connection with FIG. 8.

If, at 916, process 900 determines that the response from
the mobile device 1s mvalid (*no” at 916), process 900 can
end at 920.

If, at 916, process 900 determines that the response from
the mobile device 1s valid (“yes” at 916) process 900 can
allow the user to access an interface for accessing available
websites, apps, and/or services at 918. For example, 1n some
embodiments, process 900 can display a home page asso-
ciated with the application. An example of such a user
interface 1s shown in FIG. 4 and 1s described above.

Process 900 can then end at 920.

Turning to FIG. 10, an example 1000 of a user interface
for automatically logging-1n to a website, app, and/or service
of a group of available websites, apps, and/or services and
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changing a password associated with the website, app,
and/or service 1s shown 1n accordance with some embodi-
ments of the disclosed subject matter.

Process 1000 can begin at 1002 and can proceed to 1004.
At 1004, process 1000 can receive a selection of a website,
app, and/or service from a group of available website, apps,
and/or services. For example, in some embodiments, the
selection can be received via a user interface associated with
an application for accessing available websites, apps, and/or
services, such as user iterface 400 shown in FIG. 4 (de-
scribed above). In some embodiments, the selected website,
app, and/or service can correspond to any suitable website,
app, and/or service that requires a user to log-in to a user
account to access mformation and/or features. For example,
as described above, the website, app, and/or service can be
an application or website for accessing an email account,
accessing a social networking account, accessing a bank
account, and/or any other suitable website, app, and/or
service. In some embodiments, 1n response to receiving a
selection of the website, app, and/or service, process 1000
can retrieve or identily an identifier corresponding to the
selected website, app, and/or service.

At 1006, process 1000 can retrieve a username and/or a
password corresponding to the selected website, app, and/or
service. In some embodiments, the username and/or the
password can be encrypted 1n any suitable manner. In some
embodiments, process 1000 can retrieve the username and/
or the password using any suitable technique or combination
of techniques. For example, 1n some embodiments, process
1000 can retrieve the username and/or the password by
transmitting a query to and/or connecting to a trusted app
database server 1306, as shown 1n FIG. 13.

At 1008, process 1000 can retrieve a private PKI key
corresponding to the username. In some embodiments, pro-
cess 1000 can retrieve the private PKI key corresponding to
the username using any suitable technique(s). For example,
in some embodiments, process 1000 can retrieve the private
PKI key from member database server 1302, as shown 1n
FIG. 13. In some embodiments, process 1000 can addition-
ally identily a private PKI key corresponding to the system.
In some embodiments, the private PKI corresponding to the
system can be identified in any suitable manner. For
example, 1n some embodiments, the private PKI key corre-
sponding to the system can be a global variable stored 1n
memory of a user device executing the application that can
be accessed by the application.

At 1010, process 1000 can decrypt the username and the
password retrieved at 1006 using the private PKI key
corresponding to the user and the private PKI key corre-
sponding to the system. In some embodiments, any suitable
PKI decryption algorithm can be used.

At 1012, process 1000 can launch the selected website,
app, and/or service. In some embodiments, the selected
website, app, and/or service can be launched 1n any suitable
manner. For example, in some embodiments, the selected
website, app, and/or service can be launched in a new
browser tab of a browser window executing on a user device
on which the website, app, and/or service was selected at
1004. In some embodiments, the website, app, and/or ser-
vice can be launched by loading a URL corresponding to the
selected website, app, and/or service or website. In some
embodiments, the launched page can include one or more
text entry boxes for entering user credentials to access a user
account associated with the selected website, app, and/or
service.

At 1014, process 1000 can use a script to search a page
corresponding to the launched website, app, and/or service
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for a username textbox and/or a password text box. In some
embodiments, any suitable type of script can be used (e.g.,
a JavaScript script, and/or any other suitable script). In some
embodiments, process 1000 can wait until the page corre-
sponding to the launched website, app, and/or service has
tully loaded betore using the script to search the page for the
username and password text boxes.

At 1016, process 1000 can use the script to {ill-in the
identified username and password text boxes. For example,
in some embodiments, process 1000 can cause the decrypted
username from 1010 to be entered into a username textbox.
As another example, 1n some embodiments, process 1000
can use the decrypted username from 1010 to be entered 1nto
a password textbox. In some embodiments, process 100 can
then cause a submit button on the page corresponding to the
launched service or website to be selected, for example,
using the script. An example of a user interface in which the
username and password have been entered 1s shown 1n user
interface 500 of FIG. 5.

In some embodiments, submission of a username and
password can cause a second page associated with the
website, app, and/or service to be presented, for example, as
shown 1n user interface 600 of FIG. 6. For example, 1n an
instance where the website, app, and/or service 1s a website,
app, and/or service for accessing email, the second page can
include an mmbox corresponding to the submitted username.
As another example, 1n an instance where the website, app,
and/or service 1s a website, app, and/or service for accessing
a bank account, the second page can include an accounts
summary page, and/or any other suitable information. In
some embodiments, 1n an 1nstance where multiple websites,
apps, and/or services have been launched using the tech-
niques described above 1n connection with process 1000, a
page corresponding to each website, app, and/or service can
be launched 1n a new tab of a browser window, as shown 1n
user intertace 700 of FIG. 7.

At 1018, process 1000 can change the password associ-
ated with the selected website, app, and/or service using
random characters. For example, in some embodiments
process 1000 can generate a password that includes any
suitable number (e.g., five, ten, and/or any other suitable
number) of randomly selected alphanumeric and/or other
characters (e.g., punctuation symbols, and/or any other
suitable characters). In some embodiments, process 1000
can wait until the username and password submitted at 1016
have been verified and a subsequent page (e.g., the second
page described above in connection with 1016) has fully
loaded before generating a randomized password.

Note that, in some embodiments, process 1000 can deter-
mine that a new password 1s to be generated 1n response to
any suitable criteria. For example, in some embodiments,
process 1000 can determine that more than a predetermined
duration of time (e.g., more than one month, more than six
months, and/or any other suitable duration of time) has
clapsed since a previous time a password associated with the
selected website, app, and/or service has been changed. As
another example, 1n some embodiments, process 1000 can
determine that a new password is to be generated in response
to recerving an explicit indication from a user of the user
device that the password i1s to be changed (e.g., via a
selection of a “change password” button in a user interface,
and/or 1 any other suitable manner).

In some embodiments, process 1000 can then use a
password change script (e.g., a JavaScript script, and/or any
other suitable type of script) to change a password associ-
ated with the username to the randomized password gener-
ated (as described above). For example, in some embodi-
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ments, the script can cause a “change password” option to be
selected from a security menu or from a settings panel.

At 1020, process 1000 can retrieve a public PKI key
corresponding to a user associated with the username. For
example, 1n some embodiments, process 1000 can identily a
user identifier corresponding to a current application ses-
sion, and can then identify the public PKI key associated
with the user identifier. In some embodiments, process 1000
can retrieve the public PKI key using member database
server 1302, as shown 1n FIG. 13. Additionally, 1n some
embodiments, process 1000 can identify a public PKI key
corresponding to the system. In some embodiments, the
public PKI key corresponding to the system can be stored in
memory of the user device executing the application (e.g., as
a global variable, and/or 1n any other suitable manner), and
can be accessed by the application.

At 1022, process 1000 can encrypt the decrypted user-
name of 1010 and can encrypt the password generated at
1018. In some embodiments, process 1000 can encrypt the
username and the password using the public PKI key
corresponding to the user, the public PKI key corresponding
to the system, and any suitable PKI encryption algorithm.

At 1024, process 1000 can update the username and
password stored 1n association with a user identifier and the
selected service or website for future use. For example, 1n
some embodiments, process 1000 can cause the encrypted
username and the encrypted password to be stored 1n asso-
clation with an application identifier associated with the
selected application and the user identifier on trusted app
database server 1306.

Process 1000 can then end at 1026.

Turning to FIG. 11, an example 1100 of a process for
updating a biometric signature used for user validation in
accordance with some embodiments of the disclosed subject
matter. In some embodiments, process 1100 can be executed
at any suitable frequency (e.g., once per month, once per
year, and/or at any other suitable frequency) to maintain an
updated version of a user signature that 1s used to log-in to
an application for accessing services or websites, as
described above in connection with FIGS. 8 and 9.

Process 1100 can begin at 1102 and can proceed to 1104.
At 1104, process 1100 can receive a username of a user. In
some embodiments, process 1100 can receive the username
in any suitable manner. For example, 1n some embodiments,
process 1100 can recerve the username via a user interface
presented on a user device, as shown 1n user interface 200
of FIG. 2.

At 1106, process 1100 can validate the username. For
example, 1n some embodiments, process 1100 can validate
the username by transmitting a query to member database
server 1302, as shown in FIG. 13.

At 1108, process 1100 can determine whether the user-
name 1s valid based on any suitable information. For
example, 1n some embodiments, process 1100 can determine
that the username 1s valid based on a response from member
database server 1302 that indicates that the username exists
in a database stored on member database server 1302. As
another example, 1n some embodiments, process 1100 can
determine that the username 1s 1nvalid based on a response
from member database server 1302 that indicates that the
username does not exist 1 a database stored on member
database server 1302.

If, at 1108, process 1100 determines that the username 1s
not valid (*no” at 1108), process 1100 can end at 1120.

If, at 1108, process 1100 determines that the username 1s
valid (*yes” at 1108), process 1100 can proceed to 1110 and
can determine a unique identifier corresponding to the
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username and can set any suitable indicator that a biometric
signature associated with the username and/or the unique
identifier 1s to be updated and/or verified. Note that, 1n some
embodiments, the indicator can be set based on any other
suitable criteria, such as that more than a predetermined
amount of time has elapsed since a previous update or
verification of the biometric signature (e.g., more than a
month, more than a year, and/or any other suitable duration
of time).

At 1112, process 1100 can 1dentily a mobile phone
number associated with the username and/or the unique
identifier associated with the username (e.g., a mobile phone
number stored on member database server 1302, and/or
stored 1n any other suitable device), and can transmit a
passcode to the mobile phone using the mobile phone
number. In some embodiments, process 1100 can generate a
passcode ol any suitable number of randomly generated
alphanumeric characters and/or other characters prior to
transmitting the passcode to the mobile phone.

At 1114, process 1100 can receive a passcode via a user
interface presented on the user device (e.g., the user device
that received the username at 1104). An example of a user
interface for entering a passcode 1s shown 1n user interface
300 of FIG. 3.

At 1116, process 1100 can determine whether the pass-
code received at 1114 matches the passcode transmitted to
the mobile phone at 1112.

If, at 1116, process 1100 determines that the passcode
received at 1114 does not match the passcode transmitted to
the mobile phone at 1112 (*no” at 1116), process 1100 can
end at 1120.

If, at 1116, process 1100 determines that the passcode
received at 1114 matches the passcode transmitted to the
mobile phone at 1112 (*yes” at 1116), process 1100 can
proceed to 1118 and can request that a user of the user device
submit an updated signature. In some embodiments, the
updated signature can be received 1n any suitable manner,
such as via a touchscreen of the user device. As described
above 1n connection with FIGS. 8 and 9, the signature can
include any suitable information, such as a fingerprint of the
user, a handwritten gesture by the user, and/or any other
suitable type of signature. In some embodiments, process
1100 can update a biometric signature associated with the
username and/or the unique user identifier to the received
signature. Additionally or alternatively, in some embodi-
ments, process 1100 can compare the received signature to
a previously submitted signature to verily the identity of the
user.

Process 1100 can then end at 1120.

Turning to FIG. 12, an example 1200 of a process for
adding a website, app, and/or service to a group of available
websites, apps, and/or services 1s shown in accordance with
some embodiments of the disclosed subject matter.

Process 1200 can begin at 1202 and can proceed to 1204.
At 1204, process 1200 can receive a selection of a website,
app, and/or service to be added to the group of available
websites, apps, and/or services. In some embodiments, the
selection of the website, app, and/or service can be received
in any suitable manner. For example, in some embodiments,
the selection can be received from a selection of a website,
app, and/or service from a listing of websites, apps, and/or
services supported by an application for accessing websites,
apps, and/or services. In some embodiments, the selection
can be received via a user interface presented as part of an
application for accessing websites, apps, and/or services.

At 1206, process 1200 can recerve a username and a
password corresponding to a user account associated with
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the selected website, app, and/or service. For example, in
some embodiments, the username and password can corre-
spond to user credentials to access an existing account
associated with the selected website, app, and/or service. In
some embodiments, the username and the password can be 5
received 1n any suitable manner, for example, via a user
interface presented on a user device used to select the
website, app, and/or service at 1204.

At 1208, process 1200 can retrieve a public PKI key
associated with the user. In some embodiments, process 10
1200 can 1dentily a unique user 1dentifier associated with the
user and can retrieve the public PKI key using the user
identifier, for example, from member database server 1302.

In some embodiments, process 1200 can additionally 1den-
tify a public PKI key corresponding to the system. For 15
example, 1n some embodiments, the public PKI key corre-
sponding to the system can be stored in memory of the user
device (e.g., as a global variable, and/or in any other suitable
manner) and can be accessed by the application for access-
Ing services or websites. 20

At 1210, process 1200 can encrypt the username and the
password. In some embodiments, process 1200 can encrypt
the username and the password using the public PKI key
corresponding to the user, the public PKI key corresponding
to the system, and any suitable PKI encryption algorithm. 25

At 1212, process 1200 can store the encrypted username
and the encrypted password 1n connection with an identifier
ol the selected website, app, and/or service. For example, 1n
some embodiments, process 1200 can store the encrypted
username and the encrypted password on trusted app data- 30

base server 1306, as shown 1n FIG. 13.

Process 1200 can then end at 1214.

Turning to FIG. 13, an example 1300 of hardware for
managing user credentials that can be used in accordance
with some embodiments of the disclosed subject matter 1s 35
shown. As 1llustrated, hardware 1300 can include a member
database server 1302, a biometric signature server 1304, a
trusted app database server 1306, a personal app server
1308, a communication server 1310, an app web server
1312, a communication network 1314, and one or more user 40
devices 1316, such as user devices 1318 and 1320.

In some embodiments, functions performed by each of
servers 1302-1312 are described above 1n connection with
FIGS. 8-12.

Communication network 1314 can be any suitable com- 45
bination of one or more wired and/or wireless networks in
some embodiments. For example, communication network
1314 can include any one or more of the Internet, an intranet,

a wide-area network (WAN), a local-area network (LAN), a
wireless network, a digital subscriber line (DSL) network, a 50
frame relay network, an asynchronous transfer mode (ATM)
network, a virtual private network (VPN), and/or any other
suitable communication network. User devices 1316 can be
connected by one or more communications links to com-
munication network 1314 that can be linked via one or more 55
communications links to any of servers 1302-1312. The
communications links can be any communications links
suitable for communicating data among user devices 1316
and server 1302-1312, such as network links, dial-up links,
wireless links, hard-wired links, any other suitable commu- 60
nications links, or any suitable combination of such links. In
some embodiments, connection to communication network
1314 can be through any suitable device, such as a network
router.

User devices 1316 can include any one or more user 65
devices (such as user device 1318 and/or 1320) suitable for
accessing and using any websites, apps, and/or services. For

12

example, 1n some embodiments, user devices 1316 can
include a mobile device, such as a mobile phone, a tablet
computer, a wearable computer, a laptop computer, a vehicle
(e.g., a car, a boat, an airplane, or any other suitable vehicle)
information and/or entertainment system, and/or any other
suitable mobile device. As another example, 1 some
embodiments, user devices 1316 can include a non-mobile
device, such as a television, a projector device, a game
console, desktop computer, and/or any other suitable non-
mobile device.

Although servers 1302-1312 are illustrated as multiple
devices, the functions performed by servers 1302-1312 can
be performed using any suitable number of devices (includ-
ing only one) i some embodiments. For example, 1n some
embodiments, one, two, three, or more devices can be used
to implement the functions performed by servers 1302-1312.

Although two user devices 1318 and 1320 are shown 1n
FIG. 13 to avoid over-complicating the figure, any suitable
number of user devices (including only one), and/or any
suitable types of user devices, can be used 1n some embodi-
ments.

Servers 1302-1312 and user devices 1316 can be imple-
mented using any suitable hardware in some embodiments.
For example, in some embodiments, servers 1302-1312 and
user devices 1316 can be implemented using any suitable
general purpose computer or special purpose computer. For
example, a mobile phone may be implemented using a
special purpose computer. Any such general purpose com-
puter or special purpose computer can include any suitable
hardware. For example, as illustrated in example hardware
1400 of FIG. 14, such hardware can include hardware
processor 1402, memory and/or storage 1404, an input
device controller 1406, an input device 1408, display/audio
drivers 1410, display and audio output circuitry 1412, com-
munication interface(s) 1414, an antenna 1416, and a bus
1418.

Hardware processor 1402 can include any suitable hard-
ware processor, such as a microprocessor, a micro-control-
ler, digital signal processor(s), dedicated logic, and/or any
other suitable circuitry for controlling the functioning of a
general-purpose computer or a special purpose computer 1n
some embodiments. In some embodiments, hardware pro-
cessor 1402 can be controlled by a computer program stored
in memory and/or storage 1404 of a user device 1316. For
example, 1n some embodiments, the computer program can
cause hardware processor 1402 to request a username or
signature to log-in to an application executing on user device
1316, present indications of available websites, apps, and/or
services, cause a username and password to be automatically
entered to log-in to a selected website, app, and/or service
and/or perform any other suitable functions. In some
embodiments, hardware processor 1402 can be controlled by
a server program stored 1n memory and/or storage 1404 any
of servers 1302-1312. For example, 1n some embodiments,
the server program can cause hardware processor 1402 to
verily a biometric signature of a user, verily a username of
a user, store credentials associated with different user
accounts, and/or perform any other suitable functions.

Memory and/or storage 1404 can be any suitable memory
and/or storage for storing programs, data, media content,
and/or any other suitable information 1n some embodiments.
For example, memory and/or storage 1404 can include
random access memory, read-only memory, flash memory,
hard disk storage, optical media, and/or any other suitable
memory.

Input device controller 1406 can be any suitable circuitry
for controlling and receiving mput from one or more mput
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devices 1408 1n some embodiments. For example, input
device controller 1406 can be circuitry for receiving input
from a touchscreen, from a keyboard, from a mouse, from
one or more buttons, from a voice recognition circuit, from
a microphone, from a camera, from an optical sensor, from
an accelerometer, from a temperature sensor, from a near
field sensor, and/or any other type of input device.

Display/audio drivers 1410 can be any suitable circuitry
for controlling and driving output to one or more display/
audio output devices 1412 1n some embodiments. For
example, display/audio drivers 1410 can be circuitry for
driving a touchscreen, a flat-panel display, a cathode ray tube
display, a projector, a speaker or speakers, and/or any other
suitable display and/or presentation devices.

Communication interface(s) 1414 can be any suitable
circuitry for interfacing with one or more communication
networks, such as network 1314 as shown in FIG. 13. For
example, interface(s) 1414 can include network interface
card circuitry, wireless communication circuitry, and/or any
other suitable type of communication network circuitry.

Antenna 1416 can be any suitable one or more antennas
for wirelessly communicating with a communication net-
work (e.g., communication network 1314) 1n some embodi-
ments. In some embodiments, antenna 1416 can be omitted.

Bus 1418 can be any suitable mechanism for communi-
cating between two or more components 1402, 1404, 1406,
1410, and 1414 1n some embodiments.

Any other suitable components can be included 1n hard-
ware 1400 1n accordance with some embodiments.

In some embodiments, at least some of the above
described blocks of the processes of FIGS. 8-12 can be
executed or performed in any order or sequence not limited
to the order and sequence shown in and described in
connection with the figures. Also, some of the above blocks
of FIGS. 8-12 can be executed or performed substantially
simultaneously where appropriate or 1n parallel to reduce
latency and processing times. Additionally or alternatively,
some of the above described blocks of the processes of
FIGS. 8-12 can be omutted.

In some embodiments, any suitable computer readable
media can be used for storing 1nstructions for performing the
functions and/or processes herein. For example, 1n some
embodiments, computer readable media can be transitory or
non-transitory. For example, non-transitory computer read-
able media can include media such as non-transitory forms
of magnetic media (such as hard disks, floppy disks, and/or
any other suitable magnetic media), non-transitory forms of
optical media (such as compact discs, digital video discs,
Blu-ray discs, and/or any other suitable optical media),
non-transitory forms of semiconductor media (such as flash
memory, electrically programmable read-only memory
(EPROM), eclectrically erasable programmable read-only
memory (EEPROM), and/or any other suitable semiconduc-
tor media), any suitable media that 1s not fleeting or devoid
of any semblance of permanence during transmission, and/
or any suitable tangible media. As another example, transi-
tory computer readable media can include signals on net-
works, 1 wires, conductors, optical fibers, circuits, any
suitable media that 1s fleeting and devoid of any semblance
of permanence during transmission, and/or any suitable
intangible media.

Accordingly, methods, systems, and media for managing
user credentials are provided.

Although the invention has been described and illustrated
in the foregoing illustrative embodiments, 1t 1s understood
that the present disclosure has been made only by way of
example, and that numerous changes 1n the details of 1mple-

5

10

15

20

25

30

35

40

45

50

55

60

65

14

mentation of the invention can be made without departing
from the spirit and scope of the invention, which 1s limited
only by the claims that follow. Features of the disclosed
embodiments can be combined and rearranged 1n various
ways.
What 1s claimed 1s:
1. A system for managing user credentials, comprising:
a memory; and
at least one hardware processor that 1s coupled to the
memory and that 1s configured to:
receive: a lirst username corresponding to a {irst user
account of an application for managing user creden-
tials; and a biometric signature of a user;
in response to determining that the biometric signature
ol the user matches a stored signature corresponding
to the first user account, cause indications of a group
of available services to be presented;
receive a selection of a service of the group of available
services as a selected service;
transmit, to a server, an i1dentifier corresponding to the
selected service;
receive, from the server, an encrypted username and an
encrypted password corresponding to a second user
account of the selected service:
as part of a single process, decrypt the encrypted
username and the encrypted password, resulting 1n a
decrypted usermame and a decrypted password,
wherein decrypting the encrypted username and the
encrypted password comprises retrieving a private
PKI key associated with the first user account from
a hardware server separate from the hardware pro-
cessor and a private PKI key associated with the
application from the memory and decrypting the
encrypted username and the encrypted password
using the private PKI key associated with the first
user account and the private PKI key associated with
the application;
cause a first page to be opened that corresponds to a
login page of the selected service;
cause a script to be launched, wherein the script 1den-
tifies a username entry field and a password entry
field on the login page;
cause, using the script, the decrypted username to be
entered 1n the username entry field and the decrypted
password to be entered in the password entry field;
cause, using the script, a submit button within the login
page to be selected, wherein causing the submit
button to be selected causes the second user account
to be authenticated using the decrypted username
and the decrypted password;
wait for the second user account to be authenticated
using the decrypted username and the decrypted
password and for a subsequent page to be loaded;
and
in response to the second user account being authenti-
cated using the decrypted username and the
decrypted password and to the subsequent page
being loaded:
generate an updated password by generating a plu-
rality of random characters;
encrypt the updated password;
cause, using the script, a password associated with
the second user account to be changed to the
updated password; and
transmit the encrypted password in connection with
the 1dentifier corresponding to the selected service
to the server.
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2. The system of claim 1, wherein encrypting the updated
password comprises retrieving a public PKI key associated
with the first user account and a public PKI key associated
with the application, wherein the updated password 1s
encrypted using the public PKI key associated with the first
user account and the public PKI key associated with the
application.

3. The system of claim 1, wherein the biometric signature
1s recerved via a touchscreen.

4. The system of claim 1, wherein the at least one
hardware processor 1s further configured to:

receive, via a user interface presented 1n connection with

the application, a selection of a new service to be
included in the group of available services;

receive a username and a password corresponding to a

third user account of the new service;

encrypt the username and the password;

transmit the encrypted username and the encrypted pass-

word to the server in connection with an identifier of
the new service; and

update the group of available services to include the new

Service.

5. A method for managing user credentials, comprising;

receiving, at a user device, a first username corresponding

to a first user account of an application for managing
user credentials and a biometric signature of a user of
the user device;

in response to determining that the biometric signature of

the user matches a stored signature corresponding to
the first user account, causing indications of a group of
available services to be presented on the user device;
receiving, at the user device, a selection of a service of the
group of available services as a selected service;
transmitting, to a server, an 1dentifier corresponding to the
selected service:
receiving, from the server, an encrypted username and an
encrypted password corresponding to a second user
account of the selected service;
as part of a single process, decrypting the encrypted
username and the encrypted password, resulting 1n a
decrypted username and a decrypted password,
wherein decrypting the encrypted username and the
encrypted password comprises retrieving a private PKI
key associated with the first user account from a
hardware server separate from the user device and a
private PKI key associated with the application from a
memory ol the user device and decrypting the
encrypted username and the encrypted password using
the private PKI key associated with the first user
account and the private PKI key associated with the
application;
causing, on the user device, a first page to be opened that
corresponds to a login page of the selected service;

causing, at the user device, a script to be launched,
wherein the script identifies a username entry field and
a password entry field on the login page;

causing, at the user device by the script, the decrypted
username to be entered 1n the username entry field and
the decrypted password to be entered 1n the password
entry field;

causing, using the script, a submit button within the login

page to be selected, wherein causing the submit button
to be selected causes the second user account to be
authenticated using the decrypted username and the
decrypted password;
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waiting for the second user account to be authenticated
using the decrypted username and the decrypted pass-
word and for a subsequent page to be loaded; and

in response to the second user account being authenticated
using the decrypted username and the decrypted pass-
word and to the subsequent page being loaded:
generating an updated password by generating a plu-

rality of random characters;
encrypting the updated password;
causing, using the script, a password associated with
the second user account to be changed to the updated
password; and

transmitting the encrypted password 1n connection with
the 1dentifier corresponding to the selected service to
the server.

6. The method of claim 5, wherein encrypting the updated
password comprises retrieving a public PKI key associated
with the first user account and a public PKI key associated
with the application, wherein the updated password 1s
encrypted using the public PKI key associated with the first
user account and the public PKI key associated with the
application.

7. The method of claim S, wherein the biometric signature
1s rece1ved via a touchscreen associated with the user device.

8. The method of claim 5, further comprising:

recerving, via a user interface presented in connection

with the application, a selection of a new service to be
included in the group of available services;

recerving a username and a password corresponding to a

third user account of the new service;

encrypting the username and the password;

transmitting the encrypted username and the encrypted

password to the server in connection with an 1dentifier
of the new service; and

updating the group of available services to include the

new service.

9. A non-transitory computer-readable medium containing
computer executable instructions that, when executed by a
processor, cause the processor to perform a method for
managing user credentials, the method comprising:

receiving, at a user device, a first username corresponding

to a first user account of an application for managing
user credentials and a biometric signature of a user of
the user device;

in response to determining that the biometric signature of

the user matches a stored signature corresponding to
the first user account, causing indications of a group of
available services to be presented on the user device;
recerving, at the user device, a selection of a service of the
group ol available services as a selected service;
transmitting, to a server, an 1dentifier corresponding to the
selected service;
receiving, from the server, an encrypted username and an
encrypted password corresponding to a second user
account of the selected service;

as part of a single process, decrypting the encrypted

username and the encrypted password, resulting 1n a
decrypted usermmame and a decrypted password,
wherein decrypting the encrypted username and the
encrypted password comprises retrieving a private PKI
key associated with the first user account from a
hardware server separate from the user device and a
private PKI key associated with the application from a
memory ol the user device and decrypting the
encrypted username and the encrypted password using
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the private PKI key associated with the first user
account and the private PKI key associated with the
application;
causing, on the user device, a {irst page to be opened that
corresponds to a login page of the selected service;
causing, at the user device, a script to be launched,
wherein the script identifies a username entry field and
a password entry field on the login page;
causing, at the user device by the script, the decrypted
username to be entered 1n the username entry field and
the decrypted password to be entered 1n the password
entry field;
causing, using the script, a submit button within the login
page to be selected, wherein causing the submit button
to be selected causes the second user account to be
authenticated using the decrypted username and the
decrypted password,
waiting for the second user account to be authenticated
using the decrypted username and the decrypted pass-
word and for a subsequent page to be loaded; and
in response to the second user account being authenticated
using the decrypted username and the decrypted pass-
word and to the subsequent page being loaded:
generating an updated password by generating a plu-
rality of random characters;
encrypting the updated password;
causing, using the script, a password associated with
the second user account to be changed to the updated
password; and

18

transmitting the encrypted password 1n connection with
the 1dentifier corresponding to the selected service to
the server.

10. The non-transitory computer-readable medium of

> claim 9, wherein encrypting the updated password com-
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prises retrieving a public PKI key associated with the first
user account and a public PKI key associated with the
application, wherein the updated password 1s encrypted
using the public PKI key associated with the first user

account and the public PKI key associated with the appli-
cation.

11. The non-transitory computer-readable medium of

claim 9, wherein the biometric signature 1s received via a
touchscreen associated with the user device.

12. The non-transitory computer-readable medium of

claim 9, wherein the method further comprises:

recerving, via a user interface presented in connection
with the application, a selection of a new service to be
included 1n the group of available services;

receiving a username and a password corresponding to a
third user account of the new service;

encrypting the username and the password;

transmitting the encrypted username and the encrypted
password to the server in connection with an 1dentifier
of the new service; and

updating the group of available services to include the
new service.
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