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DETERMINING WHETHER A CELLULAR TELEPHONE IS
COMMUNICATING WITH A GAMING SERVICE THROUGH A KNOWN
NETWORK

DETERMINING WHETHER THE IP ADDRESS OF THE
CELLULAR TELEPHONE HAS A CONFIDENCE LEVEL
GREATER THAN AFIRST THRESHOLD TO BE IN AN
APPROVED LOCATION

DETERMINING WHETHER A SECONDARY, NON-IP ADDRESS
BASED LOCATION DETERMINATION METHOD IDENTIFIES THAT
THE CELLULAR TELEPHONE IS IN AN APPROVED LOCATION
DESPITE THE IP ADDRESS OF THE CELLULAR TELEPHONE
HAVING A CONFIDENCE LEVEL THAT IS NOT GREATER THAN
THE FIRST THRESHOLD

DETERMINING WHETHER TO ALLOW GAMING SERVICES BY A |
GAMING SERVICE PROVIDER BASED ON A DETERMINATION OF |
A LOCATION OF THE CELLULAR TELEPHONE f
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GAMING THROUGH MOBILE OR OTHER
DEVICES

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 13/780,157 filed Feb. 28, 2013 which claims

priority to U.S. provisional application 61/604,115, filed
Feb. 28, 2012; U.S. provisional application 61/680,168, filed

Aug. 6, 2012; and U.S. provisional application 61/736,087
filed Dec. 12, 2012, all of which are hereby incorporated
herein by reference.

FIELD

Some embodiments may generally relate to gaming and/
or mobile devices.

BACKGROUND

Mobile devices, such as cellular telephones, PDAs, note-
book computers, and/or various other devices may be used
by idividuals. Gaming, such as casino gaming, sports
wagering, video gaming, and/or various other forms of
gaming may be performed.

SUMMARY

The following should be understood as example embodi-
ments, and not as claims.

A. A method comprising: determining, by a computing
device, that a first cellular telephone 1s accessing a gaming
service through a first network that 1s known to the gaming
service as being in an approved location; 1n response to
determining that the first cellular telephone i1s accessing the
gaming service through the first network, allowing, by the
computing device, the first cellular telephone to access
gaming services of the gaming service;

determining, by the computing device, that a second
cellular telephone 1s accessing a gaming service through a
second network that 1s not known to the gaming service as
being in the approved location; in response to determining
that the second cellular telephone 1s accessing the gaming
service through the second network, determiming, by the
computing device, that a first confidence level that the
second cellular telephone 1s 1n the approved location based
on a first mternet protocol address of the second cellular
telephone 1s above a threshold confidence; 1n response to
determining that the first confidence level 1s above the
threshold confidence, allowing, by the computing device,
the second cellular telephone to access gaming services of
t
t

e gaming service; determining, by the computing device,
nat a third cellular telephone 1s accessing a gaming service
through the second network that 1s not known to the gaming,
service as being in the approved location; 1n response to
determining that the third cellular telephone 1s accessing the
gaming service through the second network, determining, by
the computing device, that a second confidence level that the
third cellular telephone 1s in the approved location based on
a second internet protocol address of the third cellular
telephone 1s below the threshold confidence; 1n response to
determining that the second confidence level 1s below the
threshold confidence, querying, by the computing device, a
secondary location determination service for a location of
the third cellular telephone; receiving, by the computing
device, an indication of the location of the third cellular
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2

telephone from a secondary location determination service;
and allowing, by the computing device, the third cellular
telephone to access gaming services of the gaming service
based on the location of the third cellular telephone being
gin the approved location.

B. A method comprising: determining, by a computing
device, which of a plurality of geofences a device 1s located
in, wherein a first of the plurality of geofences includes
therein at least a second geofence, and wherein one or more
gaming activities are available to a user of the device when
the device 1s located 1n any of the plurality of geofences;
based on which of the plurality of geofences the device 1s
located 1n, determining, by the computing device, a time at
which a location of the device 1s to be re-determined,
wherein when the device 1s located within the first geofence
but not the second geofence, the time 1s a first value and
wherein when the device 1s located within the first and
second geolences, the time 1s a second value; and at the
determined time, determining, by the computing device, a
location of the device.

B.1 The method of claim B, wherein the second time i1s
greater than the first time. B.2. The method of claim B,
wherein the second time 1s less than the first time. B.3. The
method of claim B, wherein the second time equals the first
time. B.4. The method of claim B, wherein the second
geofence includes therein at least a third geotence.

C. A method comprising: registering, by a computing
device, an application on a device, wherein one or more
gaming activities are available to a user of the device, and
wherein the application 1s at least configured to determine a
location of the device, that the device has changed location,
and/or a distance the device has moved; receiving, by the
computing device, from the application a report wherein the
report 1includes at least one of a location of the device, an
indication that the device has moved, and an indication of a
distance the device has moved; and 1n response to the report,
determining, by the computing device, through geofencing a
location of the device.

C.1. The method of claim C, further comprising: deter-
mining which of a plurality of geofences the device 1s
located 1n, wherein a first of the plurality of geofences
includes therein at least a second geofence, and wherein one
or more of the gaming activities are available to the user
when the device 1s located 1n any of the plurality of
geofences; and based on which of the plurality of geofences
the device 1s located 1n, configuring the application to report
location changes, wherein when the device 1s located within
the first geofence but not the second geofence, the applica-
tion 1s configured to report shorter distance movements of
the device as compared to when the device 1s located within
the first and second geofences.

D. A method comprising: responsive to a user using a
device to access a gaming service to engage 1n at least one
gaming activity, determining by a computing device whether
the user’s device 1s located within a pre-defined location,
wherein the pre-defined location 1s defined by a non-circular
geofence, and wherein determining whether the user’s
device 1s located within the pre-defined location includes
making the determination through the use of geofencing;
and allowing by the computing device the user to engage 1n
the at least one gaming activity from the user’s device based
upon the determination that the user’s device 1s located in
the pre-defined location.

D.1. The method of claim D, wherein the non-circular
geolence 1s a polygonal geofence.

E. A method comprising: determining, by a computing
device, which of a plurality of geofences a device 1s located
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in, wherein a first of the plurality of geofences includes
therein at least a second geofence, and wherein one or more
gaming activities are available to a user of the device when
the device 1s located 1n any of the plurality of geofences;
based on which of the plurality of geofences the device 1s
located 1n, determining, by the computing device, a time at
which a location of the device 1s to be re-determined,
wherein when the device 1s located within the first geofence
but not the second geofence, the time 1s a first value and
wherein when the device i1s located within the first and
second geolences, the time 1s a second value; and at the
determined time, determining, by the computing device, a
location of the device.

E.1. The method of claim E, wherein the second time 1s
greater than the first time. E.2. The method of claim E,
wherein the second time 1s less than the first time. E.3. The
method of claim E, wherein the second time equals the first
time. E.4. The method of claim E, wherein the second
geofence 1ncludes therein at least a third geofence.

F. A method comprising: registering, by a computing
device, an application on a device, wherein one or more
gaming activities are available to a user of the device, and
wherein the application is at least configured to determine a
location of the device, that the device has changed location,
and/or a distance the device has moved; receiving, by the
computing device, from the application a report wherein the
report includes at least one of a location of the device, an
indication that the device has moved, and an indication of a
distance the device has moved; and response to the report,
determining, by the computing device, through geofencing a
location of the device.

F.1. The method of claim F, further comprising: deter-
mimng which of a plurality of geofences the device 1s
located 1n, wherein a first of the plurality of geofences
includes therein at least a second geofence, and wherein one
or more of the gaming activities are available to the user
when the device 1s located in any of the plurality of
geofences; and based on which of the plurality of geofences
the device 1s located 1n, configuring the application to report
location changes, wherein when the device 1s located within
the first geofence but not the second geofence, the applica-
tion 1s configured to report shorter distance movements of

the device as compared to when the device 1s located within
the first and second geofences.

G. A method comprising: responsive to a user using a
device to access a gaming service to engage 1n at least one
gaming activity, determining by a computing device whether
the user’s device 1s located within a pre-defined location,
wherein the pre-defined location 1s defined by a non-circular
geofence, and wherein determining whether the user’s
device 1s located within the pre-defined location includes
making the determination through the use of geofencing;
and allowing by the computing device the user to engage 1n
the at least one gaming activity from the user’s device based
upon the determination that the user’s device 1s located in
the pre-defined location.

(G.1. The method of claim G, wherein the non-circular
geolfence 1s a polygonal geofence.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a block diagram of a hand-reading system
of some embodiments.

FIG. 2 shows apparatus for playing a game in some
embodiments.
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FIG. 3 shows an example process that may be used 1n
some embodiments for validation and/or use of a mobile

device.

FIG. 4 an example set of application that may be executed
by a mobile device to facilitate access to a mobile gaming
service.

FIG. 5 shows an example of a series of geofences shown
on a map of Nevada.

FIG. 6 shows some example processes that may be
performed 1n some embodiments with respect to a geofence.

FIG. 7 some example processes that may be performed 1n
some embodiments with respect to a geofence.

FIG. 8 shows an example architecture that may be used 1n
some embodiments for location determination.

FIG. 9 shows an example method that may be performed
in some embodiments.

FIG. 10 shows an example according to some embodi-
ments.

FIG. 11 shows an example of a series of geofences shown
on a map of a state.

DETAILED DESCRIPTION

I. Example Embodiments

Colloquially, gaming may be referred to as wagering but
it should be understood that embodiments are not limited to
the statutory definition of wagering that 1s limited to games
of chance but rather may include games of skill, fantasy
games, games o chance, and/or any other type of games and
therefore the term gaming i1s used when discussing some
embodiments rather than the term wagering. Gaming may
include a risk of an amount of money that some event will
happen. Such risk may be skill and/or risk based, booked
and/or pari-mutuel, and/or take any form desired. Gaming
may 1nclude paying a fee to enter into a contest that 1s based
on the occurrence of an event. The winner of such a contest
may be provided with an award (e.g., money based on a sum
of contest entry fees). Wagering may be used herein to refer
to such skill or risk based gaming in some instances and
should not be understood to be limited to one or the other
type of gaming unless specified otherwise. Gaming may
include wagering, betting, risking money, paying an entry
fee to a contest, and/or any other form of gaming as desired.
Various embodiments may apply to any type of gaming in
any combination and/or arrangement.

Some example methods and systems that may relate to

gaming are described i U.S. patent application Ser. Nos.
13/080,098 and 13/288,223. U.S. patent application Ser. No.

13/080,098 to Amaitis filed Apr. 5, 2011 1s hereby incorpo-
rated herein by reference. U.S. patent application Ser. No.
13/288,223 to Amaitis filed Nov. 3, 2011 1s hereby incor-
porated herein by reference.

Some embodiments may facilitate gaming on one of more
mobile devices. Some embodiments may allow such gaming
when a mobile device and/or customer 1s 1n a jurisdiction
and/or area 1n which gaming (e.g., gambling, wagering,
lottery, fantasy contests) 1s legal. Some embodiments may
allow such gaming when a mobile device and/or customer 1s
properly authorized and/or controlled. In some embodi-
ments, various procedures and/or apparatus may be used to
ensure security, authenticity, and/or locations of a customer
and/or device. Gaming may be facilitated, in some embodi-
ments, over a cellular network, a wireless communication
network, and/or any desired communication network. In
some embodiments, when 1n a location where such gaming
1s allowed, when a device 1s properly authorized and/or
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controlled, a customer may operate a mobile device to play
one or more games (e.g., place one or more wagers, enter
information that defines play of one or more games) from a
gaming or other account over the communication network.

In some embodiments, gaming may include, for example,
sports betting, casino betting, proposition betting, fantasy
contest playing, sports lottery games, and/or other for of
gaming. In some embodiments, gaming may include gaming
from a gaming account, a credit card, using cash, on credit,
and so on. In some embodiments, jurisdictions and/or areas
in which gaming may be allowed may include, for example,
casino floors, the state of Nevada, outside of hotel rooms,
outside of residences, the city of Atlantic City, 1nside hotel
rooms, and so on. It should be recognized that while some
embodiments are described in terms of sports gaming,
cellular networks, and/or particular areas, that these embodi-
ments are given as examples only and that other embodi-
ments may include any desired types of gaming, any desired
types of communication networks, any desired area(s) and/
or no such elements.

Some embodiments may include technology configured
to facilitate a customer playing a game over a communica-
tion network using a mobile device if the customer 1s 1n a
location where playing the game is legal and/or otherwise
allowed (e.g., the state of Nevada). Some embodiments may
include technology configured to prevent a customer from
playing a game over a communication network using a
mobile device 1f the customer 1s not in a location where
playing the game 1s legal and/or otherwise allowed (e.g.,
may be prevented from placing a bet, may be prevented from
logging 1nto an account, may be logged out of an account
when outside of a legal gaming area, and so on). In some
embodiments, gaming related services may be provided
and/or prevented outside of legal gaming areas as desired
and/or as allowed 1n respective areas. Such gaming related
services may include providing odds, score updates, account
information, and so on. In some embodiments, a location of
a mobile device may be used as a proxy for a location of a
customer. References to a location may be understood as a
location of a mobile device (e.g., a determined location, an
approximate location).

IP Address-Based Location Examples

Some embodiments may include determining a location
based on an IP (Internet Protocol) address. For example, a
location of a user of a mobile device may be determined
based on the IP address of the location. Such a location may
be an estimated location based on received information
about IP addresses. Such received information may include
ISP providers identiiying IP address ranges that are assigned
to a particular location, user identification of a location from
a particular IP address, and/or any imnformation that may be
usetiul i determining a location based on an IP address. A
location may include a location with any desired granularity
and/or a granularity based on available information. For
example, a location may identify a city, a state, a zip code
and/or so on. In some embodiments, a highest level of
granularity that 1s available may be used (e.g., 11 state and
city are both available, city may be used). It should be
recognized that various embodiments may not be limited to
a specific granularity and/or method location determination
or identification. Rather than and/or i addition to a location
where a device 1s, a location may include a location where
something 1s not (e.g., a device may be anywhere except
some places such as not 1n California and this may be useful
i gaming 1s allowed i1n most locations but not a few
locations).

10

15

20

25

30

35

40

45

50

55

60

65

6

Some embodiments may include and/or interact with a
system that provides location mformation based on IP
addresses. One example system that may perform such
functionality includes IP Intelligence offered by Neustar,
which 1s located at 401 Castro Street, Mountain View, Calif.
Some embodiments may include interacting with such a
system (e.g., requesting location information, transmitting,
IP addresses to, receiving location mnformation from, and so
on). For example, 1n response to receiving a request to
access gaming services Irom a device, such a service may be
queried with an indication of the IP address of the device
requesting access to the gaming services. A location may be
determined 1n response to the query (e.g., by accessing
stored 1nformation about IP addresses such as ranges of IP
addresses that ISPs assign to each location and comparing
the IP address to such ranges) and transmitted from the
service to a gaming service. A location may be recerved from
such a service in response to such querying. Some embodi-
ments may include a local copy of an IP-location database.
The local copy may be stored by a gaming service provider
and queried to make a location determination. The local
copy may be updated with a master third party copy peri-
odically (e.g., every week, every month, etc.) and/or as
desired. When various embodiments are discussed and ret-
erence a third party IP location or other third party service,
it should be recognized that a local copy of information or
local service may be used instead of or 1n addition to a third
party service and that a third party service 1s merely given
as a non-limiting example.

Some embodiments may include purchasing and/or stor-
ing IP address information and determining location infor-
mation based on such information. For example, mstead of
and/or 1 addition to using a third party service, some
embodiments may include storing information about IP
addresses and using such information instead of and/or 1n
addition to querying a third party. For example, some
embodiments may store specific IP addresses that have
known locations (e.g., IP addresses associated with a par-
ticular property such as a specific casino, a partner, and so
on). A location may be determined by comparing a received
IP address with such stored information.

In some embodiments, a determination or and/or receipt
of information about a location based on an IP address may
include a confidence of such a location. For example, a IP
based location determination service may i1dentity that based
on known information about locations of IP addresses, a
particular IP address 1s 90%, 100%, 10%, 50%, 0% or any
chance likely to be 1n a location. Any method of determining
confidence may be used. For example, if an ISP provides
information identifying where they assign a particular range
of IP addresses, and the IP address whose location 1s being
determined corresponds to the range, a 100% confidence
may be assigned to that location. As another example, 1t
other information, such as user, merchant, or other reported
information 1s used to determine the location rather than ISP
speciflied information, a lower confidence may be assigned
(e.g., 50%). As another example, 1 observation (e.g., an
indication that the IP addresses has been observed in a
particular location) 1s used to determine a location, a lower
confidence may be assigned (e.g., 50%).

In some embodiments, a determination and/or receipt of
information about a location based on an IP address may
include an 1dentification of a type of network assigning the
IP address. For example, mobile networks may be known to
assign 1P addresses 1n a certain range, so an address may be
identified as a known mobile address. Other networks may
similarly be known to assign addresses 1n a particular range,
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so an address may be 1dentified as being from a network with
whatever characteristic 1s known. It may be important to
know 11 the network to which a particular client device 1s
connected 1s a mobile network (e.g., cell phone network) or
non-mobile network (e.g., Ethernet, Wi-F1, etc.). A mobile
network may be treated differently than a non-mobile net-
work (e.g., IP address location verification may not be used
for mobile network connections but may be used for non-
mobile networks). In some embodiments, a type of network
may influence a confidence level of an IP location.

Multi Level Location Determination

In some embodiments, a gaming service may limit access
to gaming services to devices that are 1n particular locations.
Such locations may include jurisdictions where gaming 1s
legal. Such locations may include properties where gaming
1s legal. Different types of services may be made available
based on a location where a device 1s located (e.g., which
jurisdiction, which state, which casino, on a casino floor vs.
outside, 1n a school, etc.).

Some embodiments may include a multi-level location
determination to facilitate determining which if any gaming
services to allow for a device accessing a gaming service.
For example, in some embodiments, diflerent methods of
location determination may be used 1n different situations.
Such different situations may include different statuses of an
IP address of a device accessing a gaming service. For
example, 11 an IP address 1s known by a gaming provider, a
location of a device may be accepted as known; 1f an IP
address 1s not known but has a high confidence of being 1n
a location based on a third party determination, the third
party determination may be accepted; if an IP address 1s not
known and has a low confidence of being 1n a location based
on a third party determination, a secondary location deter-
mination method may be used (e.g., geofencing, GPS, etc.).
It should be recognized that various embodiments may
include any methodologies 1n any combination for deter-
mimng locations and that references to a third party are
non-limiting and may not use such a third party at all (e.g.,
may use a local cache of an IP location system, a local
geofencing system, etc.). Such multi-level determination
may be performed by a component of a gaming provider
(e.g., a server, a router, a computer system, etc. of a casino
and/or third party gaming service provider) that may interact
with one or more series and/or devices as desired to facilitate
such location determination.

Trusted IP-Based Location or Known Network Location

Some embodiments may include providing gaming ser-
vices to mobile device (e.g., cell phone, laptop) users that
communicate with a gaming service through one or more
known or trusted communication networks (e.g., wifl net-
works at a casino). For example, a gaming service provider
may establish a relationship with one or more venues (e.g.,
casinos). A gaming service provider may provide or other-
wise become associated with a communication network at
the one or more venues (e.g., by establishing a wifl network
that users at the venue may access and/or recording/access-
ing information about a wifi network established by the
venue).

In some embodiments, devices may access a gaming
service through the communication network. The gaming
services may be ofl of the network and may be accessed
through some router or other network interface that connects
the network to the gaming service (e.g., through a public
network such as the Internet). The network interface may
have a known IP address by a gaming service provider (e.g.,
a static IP address that 1s provided by and/or registered with
the gaming service provider to be a trusted source). Such an
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IP address may be visible to off network service accessed by
devices on the network (e.g., by a component of the gaming
provider from packets recerved from devices accessing the
network). A gaming service provider may compare a list of
trusted IP addresses to the IP address in packets (e.g.,
TCP/IP packets) received by the gaming service that identily
a source of the transmission (i.e., the network interface of
the network) to determine that the device 1s accessing the
gaming service from a location covered by the network (e.g.,
through a router that connects the wili network to the
Internet).

In some embodiments, a gaming service may be on a
network and/or devices on the network may be assigned IP
addresses that are visible ofl of the network. Such assigned
IP addresses may be of a known range available for the
network to assign to devices on the network (e.g. assigned
from an ISP or other IP address authority). Such a range of
addresses may be recorded with a gaming service provider
(e.g., stored 1n a known IP address database). Based on a
gaming service being accessed from a device with an IP
address 1n the trusted range, a component of the gaming
service provider may determine that the location of the
device 1s 1 a location covered by the network (e.g., by
referencing a list of stored known IP address locations).

Various methods of assigning IP addresses and determin-
ing IP addresses are known in the art. For example, DHCP
1s a known protocol for assigning IP addresses to devices on
a network. Static and Dynamic IP addresses are known 1n the
art. For example, a network interface of a known network
may be assigned a static IP address. A network interface may
dynamically assign IP addresses to devices on a network 1n
an assigned range. TCP/IP packets are a known format that
may be used and may include an indication of a source IP
address.

A gaming service may determine whether a device
attempting to access a gaming service 1s assigned or other-
wise associated with a trusted IP address associated with a
known location and/or trusted network. If such a device 1s
associated with such a known IP address, the gaming service
may allow gaming to take place. Such allowance may
include allowance without other location verification for as
long as such access 1s occurring in association with the
known IP address. Such location determination based on
known IP addresses may be considered a first level of a
multi-level location determination. In some embodiments, a
gaming service may be accessed from a known network
through a public network.

In some embodiments, a gaming service may be accessed
through a trusted network directly, rather than from the
network through a public network. For example, a gaming
service may be coupled to the known network directly so
that 1t may be accessed without access through a public
network (e.g., the Internet). In some embodiments, the
gaming service may also be accessed through the public
network (e.g., from other unknown networks and/or loca-
tions). Some embodiments may include determiming that the
gaming service 1s being accessed through the known net-
work rather than a public network (e.g., based on an IP
address of a device being of a device 1n a range known to be
on the network, based on an interface that 1s receiving a
request to game being attached to the network rather than a
public network). If a gaming service 1s being accessed
through a known network by a device associated with the
network, the gaming service may allow gaming to take
palace. Such allowance may include allowance without
other location verification for as long as such access 1s
occurring from the known network. Such location determi-
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nation based on access from a known network may be
considered a first level of a multi-level location determina-
tion.

High Confidence IP-Based Location

As discussed herein, some embodiments may include
determining a location of a device accessing a gaming
service from a public network and associated with an IP
address that 1s not familiar to and/or trusted by the gaming
service based on an IP address of the device that may be
available, for example, from a data packet received by the
gaming service. For example, 1f an IP address of a device
attempting to access a gaming service 1s not mn a trusted
range or from a trusted source (e.g., 1 the device 1s not
accessing the gaming service from a will network that has
been registered as a trusted network), a determination of a
location of the device may be attempted and/or made based
on the IP address of the device.

For example, a third party service that associates IP
addresses with locations may be queried for a location with
the IP address of the device. A location where gaming
services are allowed may be received from such a service
with a confidence level of the device being 1n the location.
Some embodiments may include performing such a deter-
mination by the gaming service in addition to and/or as an
alternative to some third party. Accordingly, some embodi-
ments may first determine 1 a network through which a
device 1s accessing a gaming service 1s trusted and if not
may determine an IP-based location of the device before
allowing the device to access gaming services.

A gaming service may perform different actions depend-
ing on the confidence of such a determination. For example,
if such confidence 1s considered high that a device 1s 1 an
approved location, then access to the gaming service may be
allowed. Such allowance may include allowance without
other location verification for as long as such access 1is
occurring in association with the IP address. Such location
determination based on an unknown IP address through a
public network having a high confidence may be considered
a second level of a multi-level location determination.

A threshold confidence that may allow for the second
level to be used may include any desired level. An example
level may include 90%, 75%, 100%, 50% and so on. Such
a threshold may be set based on jurisdictional requirements,
gaming service provider preference, user preference, casino
preference, and so on. While discrete percentages are given
as examples, other embodiments may include qualitative
labels (e.g., a third party may return a label of high or low
confidence rather than a percent confidence).

It should be recognized that although various examples of
IP based and/or other location determination methodology
are described in terms of wireless networks, wifl, and/or
mobile devices, that any type of devices and/or networks
may be used (e.g., laptops, wired networks, etc.). For
example, an IP location determination may be used to
determine a location of a desktop computer accessing a
gaming service. Wired connections may be more likely to
and/or may always result in a high confidence because 1t
may be easier to track and/or report locations for wired
connections.

In some embodiments, a device with an IP address known
to be a mobile network IP address may be treated as low
confidence regardless of a third party’s or other IP location
assessment of the confidence of a location of the device.
Some embodiments may consider a mobile network IP
address to be a low confidence address because 1t 1s assigned
through a mobile network provider (e.g., a cell company).
Because devices attached to mobile networks are more able
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to move than devices attached to wired networks, some
embodiments may treat that ability to move as an indications
of low confidence i the location of the device. Some
embodiments may not include pother confidence indicators
but may base confidence on the network type. Other embodi-
ments may not use network type at all. Network type may be
determined by an IP address, a third party service (such as
a third party location determination service), by self report
from a device, and/or in any manner.

Low Confidence IP-Based Location

As discussed herein, some embodiments may include
determining a location of a device accessing a gaming
service from a public network and associated with an
untrusted network based on an IP address of the device. For
example, 11 an IP address of a device attempting to access a
gaming service 1s not part of a trusted network and the
gaming service, a determination of a location of the device
may be attempted and/or made based on the IP address of the
device.

For example, a third party service that associates IP
addresses with locations may be queried for a location with
the IP address of the device. A location where gaming
services are allowed may be received from such a service
with a confidence level of the device being 1n the location.
Some embodiments may include performing such a deter-
mination by the gaming service in addition to and/or as an
alternative to some third party.

A gaming service may perform different actions depend-
ing on the confidence of such a determination. For example,
i such confidence 1s considered low, then access to the
gaming service may be contingent on a second location
determination. Various examples of a secondary location
determination are given herein. For example, a geofencing
service may be used, a gps query may be used, and/or any
desired location determination technique may be used as a
secondary location determination method.

A threshold confidence that may allow for the second
level to be used may include any desired level. An example
level may 1nclude 90%, 75%, 100%, 50% and so on. Such
a threshold may be set based on jurisdictional requirements,
gaming service provider preference, user preference, casino
preference, and so on.

In some embodiments, 1 a secondary location determi-
nation (e.g., querying a geolencing service) results i a
location that matches the IP-based location or otherwise
verifies that the device 1s 1n an approved gaming location,
then gaming may be allowed. In some embodiments, a
secondary location may be trusted 11 that location disagrees
with the IP based location so that gaming services may be
allowed as long as the secondary location shows that the
device 1s 1n a location where gaming services are allowed.
In some embodiments, 11 a secondary location service results
in a location where gaming 1s not allowed, then gaming
services may be prohibited regardless of what a prior IP
based location determination may have shown. In some
embodiments, if there 1s disagreement between the IP based
location and the secondary location, gaming services may be
prohibited.

In some embodiments, a secondary method of location
determination may include a location that uses a telephone
network to determine a location of a cellular telephone or
other device having a telephone number (e.g., wireless
broadband card) in at least some instances. Such a service
may accept as mput a telephone number and return a
location (e.g., in response to a query from a gaming provider
identifying the phone number). Some embodiments may
include determiming 11 the telephone number 1s available and
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if 1t 1s, using an appropriate location service that accepts the
telephone number as mput to determine a location of the
device.

In some embodiments, a telephone number may be acces-
sible by a gaming software that 1s executed by a mobile
device to access a gaming service. For example, a gaming
application running on a cellular telephone that accesses the
gaming service to allow a user to play games may be able to
determine the phone number of the cellular telephone on
which 1t 1s running (e.g., by querying an operating system
through an API). An Android-based phone, for example,
may allow such functionality. One or more actions may be
performed when such functionality 1s available to facilitate
a secondary location determination method.

In some embodiments, a telephone number may not be
accessible by a gaming software that 1s executed by a mobile
device to access a gaming service. For example, a gaming
application running on a cellular telephone that accesses the
gaming service to allow a user to play games may not be able
to determine the phone number of the cellular telephone on
which it 1s running (e.g., may not be able to query the
operating system through an API). An 10S based phone, for
example, may not allow such functionality. Accordingly, one
or more actions may be performed when such functionality
1s not available to facilitate a secondary location determi-
nation method.

For example, 1n some embodiments, a user may be asked
to enter a telephone number and such entered telephone
number may be used as a telephone number for the tele-
phone. The telephone number may be entered upon regis-
tration and/or during access of the gaming service. In some
embodiments, the user may be trusted to enter a correct
telephone number. In some embodiments, some verification
method may be used (e.g., call the phone randomly or
sometimes or 1n response to a log 1n attempt, SMS to the
phone with a code that must be entered, checking with a
recorded set of information identifying the user’s phone
number, and so on). Any verification method may be used to
so that the gaming service 1s confident that the entered
telephone number 1s 1n fact the telephone number. Such an
action may be taken in response to the gaming service
determining that the device does not provide direct access to
a telephone number of the device through an API.

As another example, 1n some embodiments, a telephone
number may be determined based on information entered by
the user at a sign up process. For example, when signing up
to use the service, the user may be required to provide a
phone number of the device. In some embodiments some
verification of the phone number may be used. In some
embodiments, as described herein, a particular device may
be associated with a service before 1t 1s allowed to be used.
During that process the device may be associated with a
telephone number (e.g., the devices number may be given to
a gaming service to sign the device up for the service and
stored 1n a number database). A service may determine the
device based on a MAC address and/or other authentication
information (e.g., pin, password, security pattern, etc.)
entered 1nto the device. Such information may be used to
determine the telephone number that was associated with
that device at a signup processes. The number that was
associated during the sign up process may then be used to
determine a location.

Some embodiments may use a tertiary location verifica-
tion method. Such a method may be used i1 the confidence
of a location 1s low, 11 the telephone number 1s not available
through an API, and/or 1n response to any possible doubt of
a location. For example, a tertiary location verification
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method may 1include asking a device where 1t 1s located. For
example, a gaming application running on a telephone may
access a GPS location of the telephone and report that
location to the gaming service provider as a tertiary location
determination method. In some embodiments, 1f the location
of the entered or otherwise determined telephone number
and the phone-reported location match, the secondary loca-
tion may be verified. In some embodiments, 1t the locations
do not match, the secondary location may not be trusted. It
may be assumed, for example, that a telephone number has
been faked or entered incorrectly. Such tertiary verification
may be useful, for example, when an 10S device 1s used
because the telephone number of the 10S device may not
always be verifiable so the tertiary GPS location may be
used as a verification method. If the locations do not match,
access 1o a gaming service may be denied.

In some embodiments, a client application may determine
a least costly method of tertiary location determination and
use that to verily location information i1f needed. For
example, a device may support many different location
determination methodologies from cell tower triangulation
to GPS and may use the one that costs the least amount of
system resources.

In some embodiments, a secondary method of location
determination rather than a tertiary method of location
determination may include a method that does not use a
telephone number. For example, such a method may include
a asking a device to determine a location of itself (e.g.,
through gps or other methods) and report that information.
It should be recognized that any method of secondary
location determination may be used that does or does not
rely upon telephone numbers, self-reported and/or phone-
reported information, and so on.

In some embodiments, an IP address change 1n a client
device may result 1n a client losing connectivity to a gaming
provider. In order to regain connectivity, the client may be
required to verily location through some method such as
those described herein. In some embodiments, this loss of
connectivity may occur because a change 1s detected by a
gaming provider. In some embodiments, such a change may
occur because of a VPN connection established between a
client and gaming provider a gateway that 1s established 1n
response to a logon being severed because the chient IP
address changes. In embodiments that establish such a VPN,
all data may be routed through the VPN that comes and goes
to the client device while the client device 1s connected to
perform gaming services (e.g., by adjusting routing table
entries at the client device to route all traflic through the
VPN to a gateway of the gaming provider). A gateway may
thereby block unwanted data such as proxy connections,
remote desktop connections, connections that may be
attempting to circumvent security, play remotely, or perform
other unwanted actions. In some embodiments, a VPN may
only allow gaming related actions that are addressed to
and/or from the gaming provider to reach the client while the
client 1s engaged 1n gaming actions with the gaming pro-
vider. In some embodiments, to continue using a gaming
service, a device location may be required to be verified
(e.g., using one or more levels of a multi-level location
verification protocol).

Non-Gaming Locations and Failed or Unsupported
Checks

In some embodiments, 1 an IP location determination
results 1n a location where gaming i1s not allowed, then
various actions may be taken as desired. Such actions may
depend on a confidence level of the location.
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For example, 1n some embodiments, in all instances, a
backup location determination method may be used (e.g.,
geofencing) and may be trusted over the IP-based location
determination. Such a backup location determination may
therefore override an IP location based determination in
some embodiment 1n which 1t 1s used.

As another example, 1n some embodiments, 11 a confi-
dence level that a location 1s 1n a non-gaming area 1s above
a threshold, then gaming may be prohibited. Such prohibi-
tion may be made without consulting a backup location
determination method. For example, such a threshold may

include a 100%, 90%, 75%, 50%, etc., threshold.

As vyet another example, 1n some embodiments, if a
confidence level that a location 1s 1n a non-gaming area 1s
below a threshold, then a secondary location determination
method may be used. Such secondary location determination
method may be trusted over the IP-based location determi-
nation method.

In some embodiments, an error may occur in location
determination and/or a location determination method may
not be supported by a device (e.g., a device may not include
GPS). It a location determination policy requires a location
to be determined but such a situation occurs, the device may
be considered to have failed a location determination, access
to a gaming service may be denied until a location 1s
determined, some number of additional attempts at location
determination may be made, some prior location may be
assumed to be the location, some reported location from a
different level of location determination may be used, and/or
any desired action may be taken. A gaming service may take
one or more such actions as desired.

Various examples of location determinations and reac-
tions to such location determinations have been given. It
should be recognized that such location determinations are
given as examples only and that various embodiments may
include any desired methodology of location determination,
any desired levels, any desired threshold, and combination
of elements, no elements, more elements, and so on as may
or may not be described herein. It should be recognized that
although some examples may have been described 1n terms
of allowing gaming services or not allowing gaming ser-
vices, similar and/or different examples may apply to deter-
mine which gaming services and/or other services to be
allowed and/or offered (e.g., how to brand an interface,
which games to allow, which log 1ns to present, etc.) based
on a location determination (e.g., a multi level location
determination method may result 1n a location determination
that 1s used to determine to allow games and which games
in which branding).

Various examples of location determination made when a
user attempts to access a gaming service are given. It should
be recognized that such location determination may occur as
desired and/or 1n response to any trigger. For example, such
location determination may be made when an application 1s
running (e.g., started, periodically, randomly, based on dis-
tance to border, based on location, based on speed of
movement, based on direction of movement, based on a
change 1n a device IP address and/or network through which
the device 1s accessing the gaming service), 1n response to
a trigger (e.g., an attempted login, a wager request, periodi-
cally, randomly, based on location). In some embodiments,
a component of a gaming service, such as a gateway or

server, may detect an event or determine that a location
determination 1s desired and facilitate such a location deter-

mination in response to such a determination.
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Signal Strength Examples

Some embodiments may include preforming an action
based on a signal strength of a known network. For example,
in a multi-level location determination method, if a signal
strength of a known network decreases below some thresh-
old, some action may be taken (e.g., by a mobile device, by
a gaming service, by a gaming service and device). A lower
signal strength may, for example, be indicative that a border
of an area covered by the known network 1s being reached.

In some embodiments, an application may report a signal
strength to a gaming operator (e.g., periodically, 1n response
to a signal strength changing, 1n response to a signal strength
reaching a threshold, etc.). In some embodiments, a location
determination method (e.g., one relied upon by a gaming
operator) may change based on a signal strength reported
being lower than some threshold (e.g., 50% ol maximum).
For example, a secondary method of location determination
may be used 1n such instances until and/or unless the signal
strength returns to a higher level. Accordingly, around an
edge of an area covered by a known network, a secondary
location method (e.g., geofencing, GPS, soft tag, etc.) may
be used to verily that the device 1s still in the area that 1s
supposed to be covered by the network and/or to allow for
a smooth transition when an IP address changes. In some
embodiments, a rate of use of a secondary location deter-
mination method may increase as a signal strength decreases
so that as a user gets closer to an edge of a known network,
the rate of polling increases.

Some embodiments may include using a secondary loca-
tion determination method 1n some or all levels of a multi
level location determination methodology. Such a secondary
method may act as a verifier of another method. A frequency
of use of such a verifier may depend on which level of
determination 1s being used (e.g., more frequent for less
confident levels), a level of confidence, a signal strength, a
distance to a jurisdictional border, and so on.

In some embodiments, around a border of a jurisdiction,
such as a state, and/or when crossing a border of a jurisdic-
tion, such as a state, mobile devices, such as cell phones may
be assigned new IP addresses. For example, in some
embodiments, a 3G network may operate across state lines
and a 4G network may be state specific. Accordingly, as a
mobile device 1s brought across state lines the device may
disconnect from one 4G network, connect to the 3G net-
work, and then connect to the other 4G network. In other
examples, a 3G network may differ per state, and/or there
may be no 3G network that crosses state lines. Accordingly,
a gaming service provider may rely upon an IP address to
determine locations for a cellular telephone 1n some
instances without reference to secondary location determi-
nation methods if such a cell phone 1s using a state specific
mobile network that 1s known to the gaming operator to be
state specific. Accordingly, although some embodiments as
discussed above may treat mobile networks more harshly, 1f
such a mobile network 1s a state specific mobile network that
1s known to the gaming operator, such harsh treatment may
not be triggered.

In other methods, such secondary location determination
methods may be used to verily other location determination
methodology as discussed elsewhere.

In some embodiments, a gaming application may monitor
a GPS and force an IP address change when a determination
1s made that a mobile device crosses a state line. In some
embodiments, a GPS may be reported to a gaming operator
and a gaming operator may require a new VPN tunnel to be
formed 1t a GPS crosses a state line. In some embodiments,
a GPS of a phone may be momitored by a gaming application
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and may be reported to a gaming service provider as a device
nears a jurisdictional or other important boundary that may
trigger some location determination action such as a differ-
ent level or source of location determination to be used. In
some embodiment, a rate of GPS reporting may increase as
distance to a border decreases.

Further Alternative Location Determination Methods

It should be recognmized that any methodology of alterna-
tive location determination may be used in various embodi-
ments and that the examples of GPS, geofencing, soit
tagging, IP location, and so on are non-limiting examples
only. For example, rather than IP location being a top level
of a multi-level location determination method, GPS may be
such a top level. Any arrangement and combination of
location determination may be used as desired.

As an example, some embodiments may include a loca-
tion determination methodology that operates based on
available networks (e.g., will networks that are detectable
from a particular location). Such embodiments may include
detecting and/or storing wifl networks and/or strengths at
various locations (e.g., a plurality of users may transmit such
information and GPS information for storage). Such infor-
mation may be used as a map of an area defined by strengths

of wifi networks at each spot in the area. At a later time,
when a location 1s desired to be determined for a user, the
available wifi network and/or strength of those networks
may be compared to the stored information to determine a
likely location. For example, an application may transmit a
list of available wifi networks and signal strengths of those
networks to a central server and/or third party that may
determine the likely location of the device based on a
mapping of location to will networks and/or signal strengths.

Example Methods and Apparatus

FIG. 9 1llustrates an example method that may be per-
formed in some embodiments. Such a method may be
performed, for example, by a component of a gaming
service (e.g., a gateway, a service, etc.). Such a location
determination may include a location determination for a
particular stage of use. For example, such location determi-
nation may refer to a sign in stage of use. If the location
determination succeeds and no further location determina-
tion 1s needed, some embodiments may still make further
location determination checks in other use stages (e.g., 1n
response to actions, after time has passed, etc.).

As 1llustrated, some embodiments may include determin-
ing whether a cellular telephone (or other device such as a
laptop, desktop, augmented reality device, etc.) 1s commu-
nicating with a gaming service through a trusted or other-
wise known network. A method may include allowing
gaming services 1f the cellular telephone 1s determined to be
communicating through the trusted or otherwise known
network. Further location based determinations for a par-
ticular method may not be needed 1f such a first level of
determination 1s successiul 1n some embodiments. Further
location determinations and/or backup determinations may
be used 1n some embodiments even 11 such a primary level
succeeds.

As 1llustrated, some embodiments may include determin-
ing whether the IP address of the cellular telephone has a
confidence level greater than a first threshold of being 1n an
approved location. A method may include allowing gaming
services 1f the IP address 1s determined to have a confidence
level above the first threshold of being in the approved
location. Further location based determinations for a par-
ticular method may not be needed 11 such a second level of
determination 1s successiul 1n some embodiments. Further
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location determinations and/or backup determinations may
be used 1n some embodiments even if such a secondary level
succeeds.

As 1llustrated, some embodiments may include determin-
ing whether a secondary, non-IP address based location
determination method identifies that the cellular telephone 1s
in an approved location despite the IP address of the cellular
telephone having a confidence level that 1s not greater than
the first threshold. A method may include allowing gaming
service 1f the non-IP address based location identifies that
the cellular telephone 1s 1n the approved location.

As 1llustrated, some embodiments may include determin-
ing whether to allow gaming services by a gaming service
provider based on a determination of a location of the
cellular telephone. For example, if a level of location
determination results in the cellular telephone being in an
approved location, gaming may be allowed. Otherwise,
gaming may be prevented. Such a method and/or determi-
nation may be made periodically, 1n response to a trigger,
and so on and desired.

It should be recognized that FIG. 9 1s given as a non-
limiting example only. Various embodiments may include
performing one or more methods to facilitate any desired
functionality. For example, methods may include actions
that allow users to perform actions as described with respect
to any combination of embodiments described herein. Dii-
ferent ordering of actions may be used in different methods.
For example, in methods that prefer IP location determina-
tion to network location determination, ordering of first and
second blocks may be reversed.

FIG. 10 illustrates an example of some embodiments. As
illustrated 1 FIG. 10, some embodiments may include a
component of a gaming service provider 1001 (e.g., a
gaming server, an accounting server, etc.), a interface com-
ponent 1003 (e.g., a gateway of a gaming service provider,
one or more network interfaces of a gaming service provider,
etc.), an authorized/trusted network 1005 (e.g., a network
run by or registered with a gaming service provider in a
known and/or controlled location, a wifi network, a wired
network, etc.), a communication service provider 1007 (e.g.,
a cell phone provider, Sprint, etc.), one or more IP based
location determination services 1009 (e.g., a system that
allows a IP address to be correlated to a location 1n some
manner that may be a third party or party of a gaming service
provider) one or more geofencing or other location deter-
mination services 1011 (e.g., a service that maintains
geolences and allows querying related to them by a gaming
service provider that may be part of or separate from a
gaming service provider), a set of devices 1013a, b, ¢ (e.g.,
cellular telephones, mobile devices, stationary devices, lap-
tops, desktops, kiosks, etc.), one or more areas 1013q, b that
may be covered by an authorized network 1005 (e.g., an area
1n a casino, an area that a wifl network covers, a building 1n
which jacks to access a wired network are located, etc.), and
one or more geolences 1017 (e.g., geofences related to a
geofence provider 1011). It should be recognized that the
example of FIG. 10 1s given as a non-limiting example only
and that other embodiments may include any combination of
clements that may work together in any manner. For
example, 1n some embodiments, a gaming operator may
provide IP based location determination locally, may per-
form geofencing calculations locally from location data
received from a user device and/or network provider, and so
on.

In some embodiments, gaming service provider 1001 may
include any number of components arranged 1n any manner
to provide gaming services (e.g., gambling, lottery, fantasy
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competitions) to one or more users. For example, a gaming
service provider may include one or more computing
devices (e.g., servers, blades, etc.) configured to perform one
or more methods. A gaming service provider may perform a
method such as that shown i1n FIG. 9 and/or provide any
desired functionality such as functionality described herein
in combination with any elements and/or alone.

In some embodiments, interface component 1003 may
include any number of components arranged to allow a
gaming service provider to interface with one or more
networks and/or mobile devices. For example, such an
interface component may include a gateway, a network
interface card, and so on arranged to connect to one or more
networks. In some embodiments, a separate such intertace
component may be included for each network (e.g., a
proprietary network may include one, and a public network
may 1nclude another one). An interface component may be
part of a gaming service provider 1001 and/or a separate
clement. An iterface component may perform a method
such as that shown in FIG. 9 and/or provide any desired
functionality such as functionality described herein 1n com-
bination with any elements and/or alone.

In some embodiments, authorized network 1005 may
include a wireless and/or wired network. Such a network
may include a network authorized by a gaming service
provider, run by a gaming service provider, connected to a
particular network interface of a gaming service provider,
and/or 1n any manner authorized to access a gaming service
provider. Authornized network 1005 may include one or more
network access points, routers, and so on that may allow a
connection to a public network and/or private network that
may 1include resources such as a connection to gaming
service provider. For example, such a network may include
a network or sub-net operated by a trusted internet service
provider that assigns the network or sub-net to a particular
area. As another example, such a network may include a
network operated by a trusted establishment in a fixed
location.

In some embodiments, communication service provider
1007 may include a service that provides communication
services to one or more devices. For example, such a service
provider may include a cellular telephone company such as
Sprint. Such a service provider may allow a device using the
service to access a gaming service provider and/or a public
network such as the Internet.

In some embodiments, IP based location determination
service 1009 may include one or more components that may
tfacilitate location determination based on an IP address.
Such a service may be part of a gaming service provider
and/or a third party service provider. Such a service may
respond to requests with location information, confidence of
the location based on an IP address, and/or a network type
of a device using the IP address. Such a service may include
any number of computing devices and/or other elements.

In some embodiments, other location determination ser-
vice 1011 may include one or more components that may
facilitate location determination based on any desired
method (e.g., geofencing, soit tagging, GPS querying, and
sO on). Such a service may be part of a gaming service
provider and/or a third party service provider. Such a service
may respond to requests with location information and/or
confldence of the location based an 1dentification of a device
such as a telephone number. Such a service may include any
number of computing devices and/or other elements.

In some embodiments, devices 1013 a, b, ¢ may include
any desired mobile and/or stationary devices in any combi-
nation. For example, devices may include cellular tele-
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phones, laptops, and so on. Such devices may be configured
to communicate through one or more networks and/or
services providers (e.g., 1007 and/or 1005). Such devices
may be configured to execute one or more applications that
may facilitate gaming services, methods and/or functionality
described herein.

In some embodiments, area 10135 may include an area of
a casino, a floor of a building, a merchant, a building that has
jacks for wired connections, and so on. An area covered may
be configured to only include a specific region of a casino,
only cover the interior of a casino, only cover casino
grounds, and so on. For examples, access points may be
arranged and/or configured so that an entire first floor of a
casino 1s covered, but other areas are not. It should be
recognized that any area may be covered that 1s continuous
and/or non continuous 1n any manner with any devices.

In some embodiments, geofence 1017 may include an
area around which a geofence has been established. Various
examples of geolences are given herein.

In some embodiments, as illustrated 1n FIG. 10, devices
10134, b, c may operate 1n the state of Nevada. This 1s given
as an 1llustrative example only.

In some embodiments, device 10134 may access a net-
work 1005 while 1n area 1015 covered by the network 1005.
Gateway 1003 and/or gaming service provider 1001 may
determine that the device 1013a should have access to the
gaming services based on the device accessing the gaming
services through the network.

In some embodiments, device 10135 may access commu-
nication service 1007. Device 10135 may attempt to access
gaming services through the communication service 1007.
Gateway 1003 and/or gaming service provider 1001 may
determine that the device 1s not accessing through a known
network 1005. Gateway 1003 and/or gaming service pro-
vider 1001 may determine with reference to IP based loca-
tion determination service 1009 that a confidence level that
the IP address of device 10135 being 1n an approved location
(e.g., the state of Nevada) 1s below some threshold level. In
response to such a determination, gateway 1003 and/or
gaming service provider 1001 may determine with reference
to other location determination service 1011 that the device
10135 1s 1n an approved location. For example, determina-
tion may be made that the device 1s 1n a geofence monitored
by a geofencing service. In response to such a determination,
gateway 1003 and/or gaming service provider 1001 may
determine that the device 10135 should have access to the
gaming Services.

In some embodiments, device 1013¢ may access commu-
nication service 1007. Device 1013¢ may attempt to access
gaming services through the communication service 1007.
Gateway 1003 and/or gaming service provider 1001 may
determine that the device 1s not accessing through a known
network 1005.

In one example, Gateway 1003 and/or gaming service
provider 1001 may determine with reference to IP based
location determination service 1009 that a confidence level
that the IP address of device 1013¢ being 1in an approved
location (e.g., the state of Nevada) 1s above some threshold
level. In response to such a determination, gateway 1003
and/or gaming service provider 1001 may determine that the
device 1013¢ should have access to the gaming services.

In another example, Gateway 1003 and/or gaming service
provider 1001 may determine with reference to IP based
location determination service 1009 that a confidence level
that the IP address of device 1013¢ being in an approved
location (e.g., the state of Nevada) 1s below some threshold
level. In response to such a determination, gateway 1003
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and/or gaming service provider 1001 may determine with
reference to other location determination service 1011 that
the device 10136 1s not 1 a geofence, does not have
capabilities to use the other location service, and/or 1is
otherwise 1n a location that cannot be verified. In response
to such a determination, gateway 1003 and/or gaming ser-
vice provider 1001 may determine that the device 10135
should not have access to the gaming services. In other
embodiments, a tertiary level of location determination may
be used (e.g., a GPS query), and based on such determina-
tion, a device may be allowed or denied access. In some
embodiments, as described elsewhere, some embodiments
may additionally and/or alternatively use a network type
(e.g., mobile network may need a backup check) as an input
to a location determination methodology.

In some embodiments, gaming services may include
single player games, multiplayer games, tournaments, and
so on. For example, in some embodiments users of devices
10134, and 10135 may enter into a tournament against one
another. Collusion detection may be used based on location
information 1s some such examples.

It should be recognized that FIG. 10 i1s given as a
non-limiting example only to 1llustrate some example func-
tionality that may be included 1n some embodiments. Other
embodiments may include different components that may
interact 1n any manner to provide any desired functionality
such as functionality described with respect to various
embodiments herein 1n any combination.

Sign Up Examples

Some embodiments may include a sign up and/or regis-
tration process. Such a process, for example, may establish
an account with a particular casino, an account with a
gaming service provider, a verification of user information,
a registration of a device, and/or any other information. Such
a process may include a user providing information to a
gaming provider and/or agent of a gaming provider (e.g., 1n
person, through a computer interface, etc.). Such registration
may be required before a user and/or device 1s allowed to
access a gaming service and/or an account with a particular
casino. Such a process may include establishing a link
between a device and a player (e.g., an entry in a database
that identifies that a particular player i1s associated with a
particular device). Such a process may include establishing
a gaming account for a player (e.g., establishing an account
into which a player may place money and/or from which a
player may play games). Such a process may allow a
customer to sign up for a gaming service. Alfter such a
process 1s performed, a player and/or a device may be
authorized to play games (e.g., over a communication net-
work, using a signed up device, when in an authorized
location, with a particular gaming operator that performs at
least a part of the process, and so on).

Some embodiments may include a customer signing up
for a mobile gaming service with a gaming operator. Such a
signup process may be performed, at least i part, at a casino
(e.g., by a casino employee, at a kiosk, i1n person, etc.),
through a website (e.g., accessed by the mobile device,
accessed by another device), 1n person (e.g., at a kiosk, at a
casino), remotely (e.g., through a website, at a kiosk 1n a
store).

In some embodiments, as explained 1n U.S. patent appli-
cation Ser. No. 13/288,223 which has already been incor-
porated by reference, a gaming service provider may provide
services for multiple venues and separate accounts may be
established for gaming related to each venue. Similarly,
separate accounts may be established for different activities
that are allowed from each account (e.g., casino gaming
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account and sports gaming account). Accordingly, a single
user may have multiple accounts through a single gaming
service provider. In some embodiments, a sign up process
may include establishing one or more accounts with one or
more restrictions, afliliations, and or other characteristics for
a user. In other embodiments, a single account may function
as an account across multiple venues and/or gaming types.

In some embodiments, signing up for a mobile gaming
service may include opening a gaming account, and/or
assoclating an account with an ability to play games. For
example, a new account may be established from which a
user may place money into and from which a user may
access money to play games. In some embodiments, such an
account may include a bank account, a credit account, and/or
any account that may be created or have already existed that
may be associated with a gaming service.

In some embodiments, a sign up process may include a
user providing information to a gaming service provider
(e.g., through an interface of a computing device such as a
kiosk or a mobile device, through an agent of the gaming
service provider). For example, a user may approach an
agent of a gaming service provider at a casino and provide
a filled out form or fill out a digital form through a tablet
device. The agent may save such information or enter such
information mnto a computing device of the gaming service
provider. Information provided may include name, SSN or
tax ID, address, age, phone number, gender, race, income,
and/or any desired information. Some nformation may be
required (e.g., age) and/or allow additional functionality
(e.g., SSN or tax ID for tax reporting, gender for targeted
advertising). Such information may be received by a com-
ponent of a gaming service (e.g., from the computing
system, tablet, etc. through which it may be entered).

As another example, 1n some embodiments, a kiosk or
other computing device may allow a user to enter such
information. As yet another example, a mobile device 1tself
may be used to enter such information. For example, a user
may download and install an application onto a mobile
device and then run the application. The application may
connect to the gaming service provider and a user may be
prompted to enter the mformation.

In some embodiments, a verification of one or more
pieces of mformation may be requested and/or required. For
example, an agent may scan or photocopy an identification
(e.g., driver’s license, passport) of a user to verily age, name
and/or other required information. As another example, a
user may be required to take a picture of an identification
and transmit that information to the gaming service provider
for verification. A gaming service provider may receive
and/or store such information. Such information may allow
a gaming service provider to prevent underage or otherwise
illegal or fraudulent use. In some embodiments, a signup
process may not be completed until verification of the
identification 1s completed. Verification may include a third
party inspection of a representation of an identification (e.g.,
by a human ofisite, by a computing device, etc.). Such
verification may be determined by a gaming operator and in
response a signup may be allowed and/or completed.

In some embodiments, at least a part of a sign up process
may be required to be completed in person at a location of
a gaming operator and/or agent ol a gaming operator. For
example, 1n some embodiments, an entire sign up process
may be required to be performed in person. As another
example, a sign up of a person to verity eligibility to play a
game (e.g., verily age) may be required to be performed 1n
person. In some embodiments, an application to use a
mobile gaming service may be required to be made 1n person
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and a customer may be required to provide a valid proof of
identification, proof of residence, social security number,
and/or any other desired proof of information to sign up for
a service. In some embodiments, a customer may be denied
an application to sign up for a mobile gaming service 1f they
are under 21 years of age, do not meet a residency require-
ment, do not provide proper proof of identification, do not
meet a sobriety requirement, and/or do not meet any other
desired requirement.

In some embodiments, a sign up process may include
establishing an ability for a user to access an account in the
future. For example, a user name and password may be
established. In some embodiments, a user name and mac
address or phone number of a particular device may be used.
In some embodiments, mac address or phone number of a
device and password may be used. In some embodiments, a
database may be established that includes entries for user
information, device information, and/or any combination of
user and/or device information that may be used to deter-
mine future access to a gaming service.

In some embodiments, a sign up may include a creation
of a login. For example, a user may choose and/or be
assigned a username and/or password/pin. Such information
may be specific to a user and/or to a casino or other gaming,
venue and user combination. For example, a single user may
have a single username and password combination to access
all accounts that the user has with a gaming service provider.
In such an example, a user may use username and passwordl
to access both a Venetian and an M Resort account through
a gaming service provider. As another example, a single user
may have separate usernames and/or passwords that may be
used to access accounts with each casino and/or venue that
the user has been associated with through the gaming service
provider. For example, usernamel and passwordl may be
usable by a user to access Venetian accounts through a
gaming service provider and username?2 and password2 may
be usable by the user to access M Resort accounts through
the gaming service provider.

When attempting to access a gaming service using a
mobile device, the user may be prompted for login infor-
mation (e.g., by a gaming service provider through a mobile
device mterface). Such prompt may include a selection of a
casino, venue, andior account. Such a prompt may be made
before a user may enter login information (e.g., 1f login
information 1s casino specific), and/or after a user may enter
login information (e.g., 1f login information i1s not casino
specific). Such account and\or login information entered
and/or selected may be transmitted from a user device to a
gaming service for verification before a user 1s able to use a
gaming service with the device. Users may be requested to
and/or required to enter such information during use of a
device to verily that the user is the one still using the device.
For example, a user may be periodically prompted for login
information, prompted in response to a trigger (e.g., an
attempted game play, a time passing, money being lost,
money being won, a threshold amount of money change in
a time period, a movement of a device, a lack of movement
ol a device, a change from a typical style of play such as an
abnormally large wager or different type of game being
played than normal for the user, etc.).

In some embodiments, a sign up may include a registra-
tion of a device. A device may be registered with a gaming
service provider to allow access of gaming services by a
user. The device may be registered for multiple users and/or
limited to a single user. Registration may include identitying
the device with the user such as by recording a MAC
address, phone number and/or other 1dentifying information
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of the device that may be used to determine that the device
has been registered 1n the future. In some embodiments, a
gaming service may limit access to gaming services to
registered devices thereby adding an additional layer of
identification verification 1n the form of a possessed item to
a gaming service. For example, some embodiments may
include recording a MAC address of a cellphone and asso-
ciating 1t with a user. When the user logins 1n, a check may
be made to determine that the user 1s accessing the gaming
service from a registered device by comparing stored MAC
address mformation with received MAC address informa-
tion of the device attempting to access the gaming service.
The user may be allowed to access the gaming service 1f
such information matches, but may be prevented from
accessing the gaming service if the information does not
match.

In some embodiments, a registration of a device may
include generating a device specific authentication. Such an
authentication may include a pin, password, and/or other
authentication mechanism. For example, 1n some embodi-
ments, an agent, a user, a device, etc. May be provided with
authentication information from a gaming provider (e.g.,
shown through a kiosk upon sign up). Such information may
be required to be entered into the device being registered to
verily that the device 1s present and i1dentily to the gaming
service provider which device 1s being registered. The
gaming service provider may receive the entered informa-
tion from the device (e.g., through an application running on
the device mmto which the information 1s entered). In
response to receipt, the gaming service provider may asso-
ciate the device with the user. The user may be prompted to
generate a chosen authentication imformation (e.g., a pin,
password, and/or other authentication method such as a
swipe pattern) that may be device specific and\or user
specific. Accordingly, when the device 1s authenticated to
the service, the service may prompt the user for the device
and\or user specific authentication information.

Authentication mformation may include a password, a
pin, a pattern (e.g., a pattern swiped on a touch screen of a
device, a sentence, and so on.

A gaming service may request authentication of a device.
Such request may include a request when access to a gaming,
service 1s requested, periodically, 1in response to a trigger,
and so on. The request for authentication may include
analyzing a device ID such as a MAC. Such analysis may
occur periodically, continuously, and so on 1n an attempt to
prevent unregistered devices from accessing a gaming ser-
vice. Authentication may include requesting and/or analyz-
ing other information such as authentication information
entered by a used (e.g., password, pin, swipe pattern, efc.).

Accordingly, 1n some embodiments, a user may have
established a username and/or password/pin combination
that authenticates a user. A user may have also established
some other authentication such as a swipe pattern that
authenticates a device. It should be recognized that these
examples are non-limiting and that any combination and/or
arrangement of authentications may be used as desired. In
some embodiments, a user may be asked for authentication.
Examples of such authentication requests are given herein.
Such requested authentication may include any established
authentication whether username and password/pin, swipe
pattern, or otherwise and examples are given as non-limiting
only.

In some embodiments, a customer may be associated with
a device for use with a gaming service. For example, 11 a
customer signs up with a device and the device is verified,
the verified device, and the customer may be linked so that
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the customer may use the device with the gaming service.
For example, a database entry 1dentitying such a link may be
made (e.g., a user name of the customer and/or mac address/
phone number of the device may be 1dentified as linked). In
some embodiments, the customer may be prevented from
using other devices with the service (e.g., unless the cus-
tomer signs those devices up and becomes associated there-
with as well). In some embodiments other customers may be
prevented from using the device with the gaming service
(e.g., unless the other customers become associated with the
device). A gaming service may check a database of autho-
rized users and/or devices to determine whether to allow a
user to play games from a particular device.

In some embodiments, a player may be able to access an
account and/or play games through a gaming service using
any device that has been activated. For example, a user may
sign on to a gaming service using an established username
and/or password using any device that has been verified for
use with a gaming service by the user and/or any other user.
In some embodiments, separate databases of approved
devices and approved users may be kept and any combina-
tion may be allowed to use a gaming service.

In some embodiments, a gaming service may allow a user
to authorize additional devices for use with the gaming
service. For example, if a first device has been authorized to
use a gaming service the authorization of that device may
provide evidence that the user 1s 1n possession of that device.
An authorization method assigned during the device autho-
rization (e.g., a swipe pattern) may then act as proof of
possession of a thing by a user. Accordingly, in some
embodiments, rather than requiring another device to be
authorized through a same process as a first authorized
device, a user may, 1 some embodiments, use a same
authorization method form a first device to authorize a
second device. A gaming service may determine that a
second device 1s not authorized for use with a gaming
service and may request a device authorization from a user
attempting to use the second device to access the gaming
service. The user may enter a device authorization method
established for a first device. The gaming service may then
authorize the second device for use with the service based on
the entry of the authorization method from the first device
onto the second device. Other information about the second
device may be required to fully register the second device
(e.g., MAC address, telephone number, a check of a oper-
ating system file, etc.). Such information may be transmaitted
to a gaming service, requested from a user or API, and/or
determined and/or verified 1n any manner.

Some embodiments may include determining one or more
characteristics of a mobile device during a sign up process.
For example, a phone number of a cell phone may be
determined. Such a phone number may be verified by
placing a call to the cell phone at a time of registration,
determining that a location of a cellphone with the cell
phone number 1s at the location of registration (e.g., query-
ing a location service such as a geofencing service, etc.).
Such phone number may be used 1n the future to determine
location, contact a user, and so on. Other characteristics may
include that software 1s properly installed on the phone that
an operating system 1s properly running on the phone, that
a phone has proper functionality to use a gaming service, a
recording of a checksum of software on the phone, and so
on.

Some embodiments may include vernifying a mobile
device for use with a gaming service. Such verification may
include, for example, determining an authenticity of soit-
ware, determining an operating system version, determining,
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a communication network, and/or any other actions as
desired. Such verification may be performed 1n person by an
agent of a gaming operator, remotely by software (e.g.,
software on the mobile device, software on a kiosk such as
a kiosk to which a mobile device may be attached through
a USB port and/or other wired and/or wireless communica-
tion method).

In some embodiments, a customer may physically provide
a mobile device to an agent ol a gaming operator for
verification. In some embodiments, software on the gaming
device may be executed to perform verification. In some
embodiments, a third party and/or second machine may
perform verification.

An entity performing verification may determine that a
device 1s running an approved operating system. One
example of an operating system that may be approved may
include Android OS 2.2. Such a determination may be made
by reading a memory location, comparing files, comparing
an operating system with a listing of approved operating
systems, and so on.

An entity performing verification may determine that a
device 1s running on an approved communication network.
One example communication network that may be approved
may include a Sprint network. Such a determination may be
performed by reading a memory location, contacting Sprint
to compare a device 1dentifier, comparing a communication
network with a listing of approved communication net-
works, and so on.

An entity performing the verification may determine that
an operating system runmng on the device i1s an approved
operating system for the communication network that the
device 1s running on. For example, such a determination
may include a determination that the device has not been
rooted. Such a determination may include comparing a
running operating system with a listing of approved oper-
ating systems for the communication network and device.

An entity performing verification may determine that a
device 1s runming and/or storing any desired programs and/or
1s not running and/or storing any undesired programs. For
example, the entity may determine that the device 1s running
an approved antivirus program. As another example, the
entity may determine that the device 1s not running any
undesired malware, and/or remote access technologies. Vari-
ous examples of determining whether a device 1s remotely
controlled are given elsewhere herein. Such a determination
may include a search of a memory, a comparison of runmng
and/or stored programs with a listing of approved and/or
unapproved programs, and so on.

Some embodiments may 1nclude installing and/or
enabling one or more services on a mobile device. Such
installation and/or enabling may be performed in response to
a verification of a device and/or a signing up of a user for a
service. Such installing and/or enabling may be performed
by an agent of a gaming operator, by a kiosk, by a gaming
operator computing device, by a customer, by software
running on the mobile device, and so on.

In some embodiments, an Android wrapper application
and/or an AIR mobile gaming client may be installed on a
mobile device. It should be recognized that such example
programs are given as non-limiting examples only and that
other embodiments may include any desired programs and/
or no programs at all. For example, in some embodiments,
rather than an Android wrapper application, a Win32 wrap-
per application may be installed, an Apple application may
be 1nstalled, and so on. In some embodiments, a customer
may be provided with information on how to reinstall any
desired software 11 a problem arises.
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Some embodiments may include verifying proper authen-
tication and/or sign up. Such verification may be performed
by any entity desired (e.g., a customer, a program, an agent
of a gaming operator, a kiosk). Such verification may
include comparing checksums and/or MD5 and/or SHA-2
hashes of files, program names, and so on. Such verification
may include a verification by signing into an account and/or
gaming service using the mobile device and/or performing
any desired actions with the mobile device.

In some embodiments, after such a process (e.g., in
response to successiully completing one or more actions of
such a process), a customer may be and/or a device may be
approved for gaming. A customer, for example, may be able
to access a gaming account and/or play games through a
gaming service using an approved device (e.g., the device
and/or any approved device).

In some embodiments, a sign up component of a gaming
service provider may maintain registration and/or account
information. For example, a gaming service may maintain
balance information for one or more accounts of a user with
one or more casinos or other venues. A customer database
may maintain such information so that users are properly
associated with accounts. Such database information may be
formed during and/or in response to a sign up process. In
some embodiments, a database entry may be made for each
user that associates the user with multiple accounts. A
change to user information when accessing one account
and/or through one venue may propagate through to other
accounts through the database. For example, 1f a user enters
a name change at one venue or account, that name change
may apply to all accounts because the database entry for the
user may be changed. In some embodiments, 1f a user
attempts to form a new account at a new venue, the new
account may be associated with the user through the data-
base. Some steps of a sign up process may be skipped (e.g.,
age verilication) because such step may have already
occurred 1n a prior sign up. Some embodiments may include
updated account information for one account based on a
change in account information for a second account (e.g.,
when a user signs up with a different address t a second
account, the different address may be retlected 1n the first
account through such a umiversal database).

Some embodiments may include a minimum 1nitial bal-
ance and/or deposit into a wagering account to sign up for
a gaming service. In some embodiments, for example, a
customer may be required to provide a minimum of $100.00
in cash to be placed 1n a new account established with the
gaming operator i order to sing up for a mobile gaming
service. It should be recognized that $100.00 i1s given as a
non-limiting example and that other embodiments may
include any minimum as desired (e.g., 1 cent, 10 dollars, 1
million dollars). It should be recognized that cash 1s given as
a non-limiting example and that other embodiments may
allow transactions to and/or from an account 1 a form of
cash, personal checks, cashier’s checks, wire transfers,
money orders, debit cards, credit cards, electronic transiers
of money at a casino cage, and/or any desired method. In
some embodiments transfers to and/or from an account
including 1mitial and/or subsequent transiers may be made at
a same location as a sign up process, through an agent of a
gaming operator, on a website, and so on as desired.

It should be recognized that such a process 1s given as a
non-limiting example only and that other embodiments may
include different, same, more, fewer, none, and so on such
processes. Such processes may 1include same, different,
alternative, fewer, more, differently ordered, and so on
actions. Various examples of elements that may be verified
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and/or 1installed are given as non-limiting examples only.
Any combination and/or arrangement of actions may be
used 1n a signup process as desired (e.g., to provide a desired
level of security).

User Security Examples

Some embodiments may 1include security methods to
ensure that a device 1s not lost or stolen and then used to
access a gaming service. For example, i some embodi-
ments, 1t 1s recognized that a human generally 1s moving
when holding a mobile device (e.g., walking, slight hand
tremble, hand movement when operating a device, and so
on). Accordingly, an accelerometer 1n a device may be used
to determine whether the device 1s being held or has been
left somewhere. A type of movement may be analyzed to
determine 1f the device 1s exhibiting human like movement
(e.g., movement that 1s within a speed of natural human
movement as opposed to a car movement, movement 1n a
pocket, and or other movements that are not typical when
held 1n a human hand).

For example, an application (and/or gaming operator) on
a mobile device may query an accelerometer, gyroscope,
ops, etc. of the device to determine 11 the device 1s moving
and/or moving a manner characteristic of 1t being held 1n a
human hand (e.g., moving with a set of desired parameters
such as 1n a speed range, with a level of 1rregulanity, etc.). In
some embodiments, if the device 1s not moving or not
moving 1s such a human-like manner, the application may
prevent access. In some embodiments 11 a determination 1s
made that the device 1s not moving, a timer may be started,
so that 11 the device does not begin moving for some period
of time, then the application may prevent access. In some
embodiments, a combination of non-use and non-movement
may be used to determine 1f access should be prevented
(e.g., to allow a user to place a device on a table but still use
it). For example, i a time period in which non-use and
non-movement occurs reaches a threshold, access may be
prevented. Preventing access may include requiring a login
betore access 1s allowed, preventing access forever from a
device, preventing access until an agent 1s contacted, and so
on. An application running on a device may track this
movement information and use the mmformation to cause a
logout or recheck to be required. The device may report the
movement mformation to a central server that may deter-
mine when a logout or recheck may be required.

In some embodiments, a movement of a device may
trigger a location recheck. For example, a location listener
process may be run in a mobile device. Such a process may
determine whether a device has moved by a threshold
amount or at all. For example, such a process may call a GPS
API or other location API to have location information
reported to the process. If a GPS or other appropnate
location reporting source reports that a location has changed
by a threshold amount or any amount, an application may
trigger a location recheck (e.g., by notifying a gaming
service of the move). The threshold amount may vary by
distance from an edge of a boundary or geofence (e.g.,
greater threshold 11 a device 1s farther from a boarder of a
state). Although a GPS 1itself may not be a trustworthy
source of location information, it may be somewhat reliable
in reporting general movement. So the movement may be
used as a trigger for performing another location check such
as querying a location providing geofence or other service.
A device may report movement to a central service and
based on that movement being received, the central server
may perform some other location verification (e.g., 1f the
movement 1s above some threshold amount that may or may
not be based on a distance from a boarder of a jurisdiction,
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a confidence of a prior location check, a time since a prior
location check, and/or any other information desired.

Proxy and Virtual Machine Detection

In some embodiments, a gaming provider may desire to
prevent a proxy or virtual machine to be used. Such elements
may be useable to circumvent security or location restric-
tions. Accordingly, steps may be taken to prevent the use of
a proxy or virtual machine by a client using a gaming
service.

For example, a proxy may be used to make it appear that
a client device 1s located 1n a specific location when 1n fact
the client device 1s located somewhere else. Data going to
and from the client device 1s first routed through the proxy.
If the proxy 1s 1n a location where gaming 1s allowed by a
gaming service provider, then the gaming service provider
may allow gaming even 1f the actual client 1s not located in
the allowable location. This may allow illegal gaming to
occur. To prevent such illegal gaming, a gaming provider
may prevent the use of a proxy.

A client process, such as software used to access a gaming
service, may perform a latency check to determine if traflic
1s going through a proxy. The use of a proxy may introduce
an 1ncrease in latency because an extra hop through a
communication network (e.g., the Internet) with greater
distance 1s 1ntroduced into a route between a client and a
gaming service. If a determination 1s made that the tratlic 1s
going through a proxy, the client may be prevented from
connecting to a gaming service provider. A client application
and/or gaming server may determine a latency involved
between theirr communication (e.g., during a sign in pro-
cess). IT that latency 1s too great, then the client device or
gaming server may prevent gaming.

Various methods of making a determination of a latency
being too great to access a gaming service may be used. One
example method may include a gaming application on a
gaming client transmitting a ping or traceroute packet to a
gaming service (or vice versa). A return of the packet may
be used as the latency and compared to some threshold
latency. In some embodiments, the ping or traceroute packet
may be transmitted with a ttl (time to live) level set to some
amount (e.g., 1, 2, 3). This may be done because a proxy
may be expected to be an early or a first hop after leaving a
local network. If those early hops, which may be expected
to have a low latency (e.g., because they should be close to
the client), instead have a high latency (e.g., because they are
actually a proxy that 1s far from the client), then the client
may assume that a proxy 1s being used and prevent access.

A high latency may include a latency that 1s based on
some standard threshold. For example, a latency for a hop
may be limited to less than 20 ms, less than 10 ms, less than
100 ms, and so on. In some embodiments, a latency limait
may be limited based on knowledge of standard latencies for
an area. A latency may vary based on time of day, network
congestion, network outages, and so on 1n a particular area
or time. For example, latency of other user’s may be used to
determine a standard latency. Users that attempt to logon to
the gaming service and have a latency that 1s more than some
amount (e.g., 100% more, 50% more, etc.) greater than the
standard amount (e.g., latency of other users accessing the
gaming service, latency of other users 1n a similar location
that are accessing the gaming service, etc.) may be pre-
vented. A gaming service may monitor such standard latency
and use 1t as a comparison when users sign 1n to the service
and/or transmit it to a user device so that the user device may
use 1t as a comparison during a sign in process.

A virtual machine may also be used to circumvent loca-
tion or security restrictions. Any method of limiting and/or
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detecting the use of a virtual machine may be used as
desired. If a gaming client and/or gaming service determines
that a user 1s operating client software on a virtual machine,
then the access to the gaming service may be prevented (e.g.,
the client may not allow a connection to occur, may not
open, etc.). As an example of determining 11 client software
1s running 1 a virtual machine rather than an actual
machine, client software may query an operating system for
an architecture of a processor. 11 the operating system returns
a known virtual machine architecture and/or an unknown
physical machine architecture, then the client may determine
that the client 1s 1n a virtual machine. As another example of
determining 1f software 1s running in a virtual machine, a
client may check identities of running processes against a
l1st of known virtual machine processes. If a match 1s found,
then a determination that the client 1s running 1n a virtual
machine may be made.

A check of a virtual machine and/or proxy may occur
when client software attempts to open, when a user attempts
to login to a gaming service, periodically during use of a
gaming soltware, and so on. A result may be reported to a
central server that may use the information to prevent
gaming and/or used locally to prevent gaming. In some
embodiments, such a check may be made by a gaming
service rather than and/or in addition to a client software.

It should be recognized that various examples of deter-
minations regarding virtual machines and proxies are given
as non-limiting examples. It should be recognized that
various examples of preventing gaming based on virtual
machines and/or proxies are given as non-limiting examples.

Authentication Examples

Some embodiments may include an authentication
method. Such an authentication method may be designed to
provide a desired level of confidence that a mobile device 1s
not being accessed remotely, a mobile device has not been
hacked, and/or a mobile device 1s at a location where gaming
1s allowed. Such a method may be used to provide a level of
confidence that a user 1s actually present at a mobile device,
that the user 1s actually using the mobile device, and/or that
the user 1s located at the location.

Although many different methods may be used, one
example method may include two example processes, for
example: an 1mitial sign up and/or device authorization (e.g.,
establish a link between a device and a player, and/or
establish a wagering account), and an application security
handshake and/or continuous validation (e.g., occasionally
verily that software 1s unaltered and/or that a person asso-
ciated with an account 1s still using a device). An example
of such processes 1s given herein. Such processes may be
independent, dependent, a same process, diflerent processes,
arranged 1n any manner and/or performed by any desired
apparatus and/or people.

Security Handshake and/or Continuous
Examples

In some embodiments, an application security handshake
may include a multisystem secure authentication protocol
that may facilitate compliance with one or more regulatory
requirements. For example, one or more actions and/or
devices may provide reasonable assurances that a mobile
device accessing a gaming service 1s at an approved gaming
location at a time of a wager by utilizing a location service
to retrieve the device’s location (e.g., on a regular basis),
validating a location of a device 1n response to one or more
requests to a gaming service (e.g., every request). As another
example, one or more actions and/or devices may provide
reasonable assurances that a mobile device 1s being used in
person and not being remotely controlled by, for example,

Validation
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validating on a polled mterval that some (e.g., all except
one) external interfaces to the device are disabled before
allowing access to a gaming service. As another example,
one or more actions and/or devices may provide reasonable
assurances that a gaming application executed by a mobile
device includes an authentic application by using a multi-
stage hashing protocol to send application and OS signatures
to the device authenticator service before allowing gaming.
As another example, one or more actions and/or devices may
provide reasonable assurances that approved client versions
are authorized to be used to play games by storing approved
application hashing values on an internal database which 1s
not accessible outside a firewall. As another example, one or
more actions and/or devices may provide reasonable assur-
ances that follow best practices regarding failed login
attempts, session timeouts, etc. by defining session timeouts
for each system connection the device 1s. As yet another
example, communications may be secure by using SSL
HTTPS protocol for communications that go over the Inter-
net, and/or using application signature validation between
processes on a device.

Some embodiments may include one or more actions that
may be designed to provide some level of confidence
regarding location, security, authenticity and/or any desired
characteristics at a beginning of a gaming session, through-
out a gaming session, and/or at points during a gaming
session. In some embodiments, such actions may include a
security handshake and/or a continuous validation process.
A continuous validation process may include a process that
periodically validates something, that occasionally validates
something, that continuously validates something, that vali-
dates something at least one time after a handshake, that
validates something upon an action, and so on. An example
of a multi-level location determination methodology that
may be used 1 some embodiments 1s given herein. Such a
methodology may be used 1n some 1instances when a location
determination 1s desired. In some embodiments, a higher
granularity of location may be desired and any methodology
for such a determination may be used as desired (e.g.,
geofencing, GPS requests).

Initial Validity with Service Provider Examples

Some embodiments may include an 1nitial security pro-
cess. Such an mitial security process may be referred to as
a handshake herein. In some embodiments, a handshake may
include a multisystem secure authentication protocol. Such
a process may provide reasonable assurances that the mobile
device 1s 1n a location where gaming 1s permitted at and/or
near the time of gaming. Such a process may provide
reasonable assurances that the mobile device 1s being used
in person and not being remotely controlled at and/or near a
time of gaming. Such a process may provide reasonable
assurances that software runmng on a mobile device
includes an authentic application of a gaming operator. Such
a process may provide reasonable assurances that that only
approved client versions are authorized to be used to play
games through a gaming service. Such a process may
provide reasonable assurances that some and/or all external
interfaces (e.g., Bluetooth, non-gaming operator provided
Wifi, USB/DOCK) on the devices may be disabled to
prevent remote connections. Such a process may use mul-
tilayer authentication. Such a process may i1nclude use of a
soit tag and/or other location determination to locate the
device such as a multi-level location determination meth-
odology, GPS, geofencing, etc. Such a process and/or part of
such a process may be performed at a start of an application
on a device, periodically by a device, upon installing of an
application, 1n response to a game action (e.g., bet, entry into
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game) being requested and/or placed, occasionally, continu-
ally, when a connection to a gaming operator 1s established,
before a game action, and/or whenever desired. For
example, 1n some embodiments, an application may be
programmed to perform at least a part of such a process
when the application 1s started (e.g., selected to be executed
on a mobile device). Examples of such processes given
herein are non-limiting examples. Other embodiments may
include no such process, a process with more, fewer, dii-
ferent, same, and/or differently ordered actions. One or more
actions of such a process may be performed by a wrapper
application, a main application, and/or any other component.

Some embodiments may include determining whether a
device 1s approved for use with a gaming service. In some
embodiments, determining that a device has been approved
for use with a gaming service may include comparing
information about the device with a listing of devices that
have been approved (e.g., a database of approved phone
numbers, mac addresses, etc.). In some embodiments, infor-
mation i1dentifying the device may be transmitted to a
gaming service so that the gaming service may make such a
comparison and/or determine 1 any desired way whether
the device 1s approved. A gaming service may receive such
identifying information and 1n response to such receipt,
determine 11 the device 1s approved (e.g., if the device was
previously registered, if the device information 1s in a
database that identifies approved devices, etc.). In some
embodiments, 1n response to a start of a gaming application,
the gaming application may transmit a request to a gaming
operator to verity that the device was previously approved
for using the gaming service. In some embodiments, a
wrapper application (e.g., an android wrapper application, a
win32 wrapper application, a wrapper application that a
main application communicates with, and so on) may trans-
mit the request to a component of a gaming service (e.g., a
device authenticator service). In some embodiments, the
request may include a phone number, mac address and/or
any other desired 1dentifying information. In some embodi-
ments, the component of the gaming service may receive the
request, and 1n response to receiving the request verity that
the device has been previously approved for gaming. In
some embodiments, the component may transmit an indi-
cation of such verification to the mobile device. In some
embodiments, a request from the mobile device may not be
transmitted, but rather a communication from the mobile
device may be terpreted as a request (e.g., an 1nitial
communication of a gaming session). In some embodiments,
authentication information, such as a device specific pass-
word, pin, pattern, etc. may also be requested form a user
and compared to device specific authentication information
established during a sign up process to authenticate a device.

Some embodiments may include determining whether a
device 1s/was located at a location where gaming 1s allowed.
In some embodiments, determining that a device i1s/was
located at a location where gaming 1s allowed may include
comparing information about where a device 1s/was located
to a list of approved gaming locations. Some embodiments
may include transmitting a request from a mobile device to
a gaming service to verily that a location 1s approved, may
include performing a multi-level location determination
method, may include using an IP address to determine a
location, may include determining a network interface
through which a gaming service 1s accessed to determine a
location, may use GPS, may use a geofencing service, and/or
any location determination technology such as those
described herein.
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A component of a gaming service may facilitate a deter-
mination of whether the location 1s approved. For example,
a DAS (device authenticator service) may send a request to
a mobile location service to track a device location.
Examples of such device tracking and/or location determi-
nation are described elsewhere. Some embodiments may
include determining that a device 1s/was an approved loca-
tion. Such a determination may be sent back to the mobile
device 1mn some embodiments. Such a determination of a
location may be made 1n response to recerving the determi-
nation that the device 1s authenticated.

Some embodiments may include determining that a user
1s approved to use a gaming service. In some embodiments,
determining that a user 1s approved to use a gaming service
may include requesting user information from the user
and/or requesting verification of such user information. For
example, a user may be prompted for a user name and
password. Such user name and password may be authenti-
cated by a gaming service. Such a determination may
include determining that the user 1s approved to use a
particular mobile device and/or the gaming service at large.
Such a determination may be made 1n response to a user
entering 1dentification information, a determination that a
device 1s approved, a determination that a device 1s 1n an
approved location, and/or in response to any desired event.

Some embodiments may include determining that appli-
cation software executed by a mobile device 1s approved for
use with a gaming service. In some embodiments, determin-
ing that application software 1s approved for use with a
gaming service may include veritying the application sofit-
ware verilying a version of the software, and/or verifying
that the software 1s unmodified from an approved version.

One example method of determiming that application
soltware 1s approved may include a comparison of hashes
and/or other characteristics of application software. For
example, 1n some embodiments a wrapper application and/
or other software component may determine an application
signature hash (e.g., a hash of one or more application files
and/or other files). In some embodiments, such a wrapper
application and/or other software component may generate
a random number. In some embodiments, such a wrapper
application and/or other software component may determine
a timestamp (e.g., the current time, a relatively recent time).
In some embodiments, such a wrapper application may
determine a hash, which may be referred to as the App Hash
herein, of the timestamp, the random number, and the
application signature hash. Some embodiments may include
transmitting (e.g., by the wrapper and/or other software
component) the timestamp, random number, and the App
Hash to the gaming service (e.g., to a device authenticator
service) from the mobile device. In some embodiments, a
component of the gaming service (e.g., a device authenti-
cator service) may validate that the timestamp 1s 1n a
predetermined threshold of time (e.g., 5 minutes, 30 sec-
onds, 1 hour) from another time (e.g., a current time, a time
when information about the App Hash is received, a recent
server time, and so on). In some embodiments, the gaming
service component may validate the App Hash. Such vali-
dation may include creating a comparison hash of the
received timestamp, the received random number, and an
approved application signature hash. Multiple comparison
hashes may be created for multiple approved applications.
Such a validation may include comparing the App Hash with
the comparison hash or hashes. If a comparison hash and the
App Hash are equal, then the App Hash may be determined
to be valid. If they are not equal, then the App Hash may be
determined to be invalid. In some embodiments, a determi-
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nation that the App Hash 1s valid may be a determination that
the application software 1s approved for use with the gaming
service. A determination that the App Hash is invalid may
include a determination that the application software 1s not
approved for use with the gaming service.

It should be recognized that such an example of hash
comparison 1s given as a non-limiting example only. Other
embodiments may include any desired method or no method
of such validation. For example, checksums may be used,
random numbers may not be used, time stamps may not be
used, additional information may be used, and so on.

In some embodiments, 1n response to determining that the
application software 1s approved for use with the gaming
service, an 1ndication of such approval may be transmitted
to and/or received by the mobile device. In some embodi-
ments, a gaming service component (e.g., device authenti-
cator service) may determine a client key (e.g., a unique
client key, a random number). Such a client key may be used
for one or more future transactions. Such a client key may
umiquely 1dentily the mobile device and/or that the mobile
device has passed one or more authentication steps. Such a
client key may be transmitted to the mobile device 1n
response to a determination that the application software 1s
approved for use with the gaming service. Such a key may
be stored 1n a database (e.g., a database that associated 1t
with the mobile device).

Some embodiments may include determining that an
operating system 1s approved for use with a gaming service.
In some embodiments, determining that an operating system
1s approved for use with a gaming service may include
verilying a version of an operating system, veriiying that an
operating system 1s unmodified, and/or any desired actions.

One example method of determining that the operating
system 1s approved may include a comparison of hashes. For
example, 1n some embodiments a wrapper application and/
or other software component may determine a hash of one
or more operating system files and/or components and the
client key. The wrapper application and/or software compo-
nent may transmit the hash, the previously determined
timestamp, the previously determined random number, the
client key, and device identitying information (e.g., a phone
number, mac address) to a component of the gaming service
(e.g., a device authenticator service). In some embodiments,
a component of the gaming service (e.g., a device authen-
ticator service) may validate that the timestamp 1s 1n a
predetermined threshold of time (e.g., 5 minutes, 30 sec-
onds, 1 hour) from another time (e.g., a current time, a time
when information about the App Hash 1s received, a recent
server time, and so on). In some embodiments, a component
of the gaming service (e.g., a device authenticator service)
may validate that the client key 1s the most recent one sent
to the mobile device 1dentified by the identifying informa-
tion (e.g., by comparing the client key with a client key
stored 1n a database keyed by the identifying information).
In some embodiments, a component of the gaming service
(e.g., a device authenticator service) may validate the
received hash. Such validation may include creating a com-
parison hash of the client key and approved operating
system files and/or components. Multiple comparison
hashes may be created for multiple approved operating
systems. Such a validation may include comparing the
received hash with the comparison hash or hashes. If a
comparison hash and the received hash are equal, then the
comparison hash may be determined to be valid. 11 they are
not equal, then the comparison hash may be determined to
be invalid. In some embodiments, a determination that the
received hash 1s valid may be a determination that the
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operating system 1s approved for use with the gaming
service. A determination that the received has his invalid
may be a determination that the operating system 1s not
approved for use with the gaming service.

It should be recognized that such an example of hash
comparison 1s given as a non-limiting example only. Other
embodiments may include any desired method or no method
of such validation. For example, checksums may be used,
random numbers may not be used, time stamps may not be
used, device information may not be used, client keys may
not be used, device information may be obtamned from
another source, additional information may be used, and so
on.

One further example of a determination that an operating,
system 1s approved for use with a gaming service may
include another method of comparing one or more hashes.
For example, 1n some embodiments, an application (e.g., a
wrapper application) may generate a hash of one or more
portions of one or more operating system files. Such a
portion may include less than an entirety of a section. In
some embodiments, generating such a hash may include
generating a hash of the one or more portions along with a
length of the one or more operating system {iles. For
example, a hash of a beginning and end of a section (e.g., a
file) of an operating system that manages control of com-
munication intertaces along with a length of the section may
be created. The beginning and end may include a first 128
bytes and last 128 bytes and/or any other desired size of a
portion. In some embodiments, such a hash may be trans-
mitted to a gaming service for comparison with one or more
approved hashes. It should be recognized that any portion or
portions of a section may be used 1n various embodiments,
in addition to and/or as an alternative to a beginning and/or
end.

In some embodiments, such hashing of portions and
lengths rather than an entire file may provide reasonable
assurances of an unaltered file. Such assurance may be
provided because 1t may be unlikely that a file may be
altered and yet result in a same hash result when a beginning,
end and length are hashed. Such a method may allow for
taster verification than a method that includes a hash of an
entire section. It should be recognized that while hashing 1s
given as an example, that other embodiments may include
any desired transformation and/or no transformation at all
(e.g., a comparison of actual files).

In some embodiments, a gaming service maybe updated
to include newly approved comparison hashes as a gaming,
service determines that new operating systems and/or modi-
fied operating systems should be approved for use with the
gaming service.

Some embodiments may include transmitting information
from a component of a gaming service to a mobile device 1n
response to a completion of such a process, to complete such
a process, as part of such a process, 1n response to veritying
the operating system, in response to another action of such
a process, and so on. Some embodiments may include
storing 1nformation identitying that such a process has
succeeded. For example, some embodiments may include
determining a device session identifier. Such an identifier
may include a unique 1dentifier that may be used to identify
a gaming session between the gaming service and the mobile
device. Such a device session 1dentifier may be associated
with the mobile device (e.g., stored 1n a database). Such a
device session 1dentifier may be time stamped (e.g., with the
previously determined time stamp, with a time relative to the
determination of the device session identifier, and so on).
Such a device session identifier may include a random
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number. Such a device session 1dentifier may be transmitted
to a mobile device and/or stored 1n a location to identily a
success ol such a process. Such a device session 1dentifier
may be received by a wrapper application and/or other
soltware component. Such a device session 1dentifier may be
stored by the mobile device (e.g., in an encrypted form, 1n
local storage, 1n memory, 1n a location reserved for the
mobile gaming application and/or a component thereof, 1n a
location reserved for the wrapper application and/or other
soltware component, in allocation only accessible by a
desired application, and so on). Such a device session
identifier may be transmitted with future requests from the
device to 1dentify that a process has completed successtully.
When a future request 1s received by a component of a
gaming service, a comparison of a received device session
identifier may be made to ensure that a valid device session
identifier 1s recerved with the request. Accordingly, such a
check may ensure that only devices that have completed
such a process can access a gaming service.

In some embodiments, 11 a part of this process fails, the
device may be considered unauthorized by the server and
requests (e.g., gaming related communications) may be
refused. It should be recognized that such an example
process 15 given as a non-limiting example only. Other
embodiments may include differently ordered actions, dii-
ferent components, no actions, more actions, fewer actions,
and so on. Any action may be taken in response to any other
action being successtul (e.g., a determination of application
solftware being valid may cause a determination as to
whether or not operating system software 1s valid to occur).

Device and/or User Security

In some embodiments, at least a part of such an initial
validity and/or handshake may be performed by a wrapper
application. If such an 1nitial process 1s completed success-
fully, a main application may be executed (e.g., by the
wrapper application). Such a main application may perform
a device and/or user security process. In other embodiments,
a wrapper application may perform any desired other actions
(e.g., a below process), a single application may be used, any
arrangement of programs may be used, and so on.

Some embodiments may include a process for providing
a level of assurance as to a device and/or user security. In
some embodiments, such a process may be performed at a
start of a gaming application, throughout an execution of a
gaming application, 1n response to a logging 1nto a gaming
service, 1n response to a completion of an 1nitial handshake
and/or other 1nmitial process, parallel to an 1nitial handshake
and/or mitial process, before an initial handshake and/or
initial process, as part of an initial handshake and/or 1nitial
process, and/or as otherwise desired. Such a device security
process may include determining that a device 1s locally
used and/or preventing a device from being remotely
accessed.

Some embodiments may include establishing a connec-
tion between a main gaming application and a wrapper
application. Such a connection may include a socket. Such
a connection may include a shared memory space. Some
embodiments may include a wrapper application opening a
socket. Such a socket may only be accessible by software
executed on the mobile device. In some embodiments, a
main application may connect to the socket and/or memory
space. The socket and/or memory space may be used for
communication between the applications.

Some embodiments may include verifying that a connec-
tion between applications and/or shared 1dentifiers are valid.
For example, in an Android environment, a lock file may be
written to a data store of a first application (e.g., a wrapper
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application). An Android operating system may prevent a
second application (e.g., a main application) running on the
mobile device from accessing the first application unless the
application have been signed by a same application signa-
ture. A second application may attempt to delete the lock file
form the first application’s data store. In some embodiments,
if the applications properly share the same signature, the
deletion may occur. The first application may verily that the
deletion has occurred. It the deletion has occurred, the first
application may be confident that the second application
shares a valid signature with the first application. As another
example, some embodiments may verily that the only two
applications running under a particular user 1dentifier are the
two applications and/or other gaming applications that are
approved. In some embodiments a verification that the two
and/or more applications are running under a same user
identifier. The first application may share a device session
identifier with the second application 1n response to one or
more such determinations.

Some embodiments may include determining that a user
1s authorized to use a gaming service and/or that a device 1s
authorized to use a gaming service. For example, some
embodiments may include soliciting user information (e.g.,
login information, device authentication swipe pattern, etc. ).
Such a solicitation may be performed by a gaming applica-
tion (e.g., a wrapper application, a main application, etc.)
running on a mobile device. For example, a user may be
solicited for a username and password. A user name and
password may be received by a gaming application in
response to a user entering such iformation into a mobile
device. Some embodiments may include transmitting such
information from a gaming application to a component of a
gaming service. For example, in some embodiments, such
information may be transmitted to a gateway device. In
some embodiments, an account information (e.g., account
number, username, password, pin, etc.) may be transmitted
to such a gateway and/or other device. In some embodi-
ments, such a transmission may include a transmission of a
device session identifier and/or any other immformation that
may be used to identify a device, a session, a previously
authentication of information, and/or track any desired
information. Various actions may be performed by a gaming
application (e.g., a wrapper application, a main application,
etc.) running on a mobile device.

In some embodiments, a gateway and/or other component
of a gaming service (e.g., middleware, servers, etc.) may
enable a communication session (e.g., HT'TP session, HTIP
session) for a mobile device. The gateway and/or other
component may associate a device identifier with a com-
munication session. For example, such a communication
session may only be usable when 1t 1s accessed using the
device identifier unless a different or other identifier is
associated with the session. In some embodiments, a com-
munication session may be defined by one or more variables
(e.g., a port number, an 1d number). Such variables may be
shared with a mobile device and future communications may
include such variables.

Some embodiments may include determining that a
mobile device 1s/was at a location that 1s approved for
gaming. Such a determination may be made 1n response to
receiving account nformation from a mobile device by a
gaming service. In some embodiments, a device session
identifier may be transmitted from a gateway and/or other
component to a different component for verification (e.g., to
a device authenticator service). Such a device authenticator
service may verily the device session identifier and deter-
mine 1f the device session identifier 1s associated with an

10

15

20

25

30

35

40

45

50

55

60

65

36

approved location. If the device session 1dentifier 1s associ-
ated with an approved location, the device authenticator
service may transit an indication of approval to the gateway.
In some embodiments, a single device may perform such
approval actions. It should be recognized that such a process
of determining whether a device 1s/was at an approved
location 1s given as an example only. For example, 1n some
embodiments a device 1tself may determine whether 1t 1s 1n
an approved location, a gateway and/or other component
may determine whether the device 1s 1 an approved loca-
tion, any device may determine whether the device 1s 1n an
approved location, a current location may be determined, an
old location may be used, and so on. Various examples of
determining locations and/or storing location information
are given herein. None of such examples are limiting.

In some embodiments, a gaming service may validate
user information. Such a validation may occur 1n response to
receiving the user mformation, in response to determinming
that the device 1s/was 1n an approved location, 1n response
to another event, and so on. For example, 1n some embodi-
ments, a gateway and/or other component may transmit user
account information to another component of a gaming
service (e.g., device authenticator service, mobile gaming
service, etc.). Such another component may validate the
account nformation (e.g., determine that username and
password are accurate, compare information to information
in a database, etc.).

In some embodiments, 11 the information 1s validated,
such a component may transmit an 1indication of such
validation to a gateway and/or other component. Such an
indication may include a gaming session 1dentifier. A gam-
ing session 1dentifier may be determined in response to a
determination that the information 1s valid. Such a gaming
session 1dentifier may include a unique identifier. Such a
gaming session identifier may include a random number. A
gateway and/or other component may receive such an 1den-
tifier. Such a gateway and/or other component may associate
such an i1dentifier with a communication session for the
mobile device (e.g., further communication may require
such a identifier unless 1t 1s changed). In some embodiments,
a mobile device (e.g., a main application and/or wrapper
application) may be notified of such an identifier and/or a
success ol an authentication of a user. Such a mobile device
application may store such an identifier for use in future
communication. Future requests from a mobile device may
be required to 1nclude such an i1dentifier.

In some embodiments, such validation may occur only 11
the device 1s/was at an approved location. I1 the device does
not pass a location check, the device may be prevented from
gaming and such a login may not be performed. In other
embodiments, such a login may continue regardless of the
location of the device. In some embodiments some features
of a gaming service may be disabled if the location check
does not pass.

It should be recognized that while some embodiments
have been described as having separate processes (e.g., an
initial handshake and/or a user/device security process)
and/or separate applications (e.g., a wrapper application and
a main application) that various embodiments may include
a single process and/or a single applications, multiple pro-
cesses, and/or applications, differently ordered and/or inter-
acting applications and/or processes, and so on.

In some embodiments, after such an initial handshake
process and/or a device and/or user security process, one or
more variables may be defined. For example in the example
methods, a gaming session 1dentifier and/or communication
session may be defined by the user and/or device security



US 11,017,630 B2

37

process, and/or a device session 1dentifier may be defined by
an 1nitial handshake process. Such varniables may be
checked, updated, changed, tracked, and so on. Such vari-
ables may be required for further communication from the
mobile device to be allowed to access gaming services. For
example, 11 communication 1s received by the gaming ser-
vice without such vaniables being valid, the communication
may be 1gnored and/or not allowed to form a wager. Such
variables are given as non-limiting examples only. Other
embodiments may include different variables, additional
variables, no variables, diflerent applications, and so on as
desired.

In some embodiments, a determination that a device has
been registered to the user may be made 1n such a process.
For example, after and/or before a user 1s authenticated, a
user may be prompted for a device authentication informa-
tion such as a pattern swipe assigned during a sign up
process. Such information may be transmitted to a gaming,
service which may verity that the device has been resisted
for use with a gaming service. Such verification may be 1n
similar form to the verification of a username and/or pass-
word. Such verification may be required before gaming may
occur and/or before a gaming session 1dentifier 1s assigned.

It should be recognized that various security processes
and/or applications are given as non-limiting examples only.
Other embodiments may include any and/or no processes 1n
any order, with any actions, and so on. Such processes may
include additional, fewer, diflerent, same, differently
ordered, and so on actions.

On Going Validity Examples

Some embodiments may include one or more actions
related to maintaining security, maintaining location infor-
mation, and/or creating some level of assurances that some
requirements are met. For example, some embodiments may
include continuous, periodic, occasional, randomly, on
demand, 1n response to action, and/or other actions. Such
actions may 1include location checks, device checks, user
checks, and so on.

Variable Maintenance Examples

In some embodiments, such actions may include main-
taining one or more variables, expiring one or more vari-
ables, redefining one or more variables, and so on. Some
embodiments may include actions related to vanables
defined 1n other security processes, such as those discussed
above. For example, a device session identifier, a gaming
session 1dentifier, and a communication session may be used
in some embodiments. Such varniables may have limited
valid lifetimes, may be redefined periodically, may expire
alter some time, may be required to occasionally redefined,
and so on. For example, in some embodiments, a device
session 1dentifier may be valid for about 30 seconds, about
3 minutes, about 5 minutes, about 10 minutes, about 1 hour,
and/or any desired time. As another example, a gaming
session 1dentifier may be valid for about 30 seconds, about
3 minutes, about 5 minutes, about 10 minutes, about 1 hour,
and/or any desired time. As yet another example, a commu-
nication session may be valid for about 30 seconds, about 3
minutes, about 5 minutes, about 10 minutes, about 1 hour,
and/or any desired time. New variables may be defined 1n a
similar fashion to their original definitions (e.g., by a device
authenticator service, by a mobile gaming service, by a
gateway, by a server, by another component, using hash
values, using checksums, using random numbers, using
timestamps, and so on).

Various examples of defining such vanables are given
clsewhere, but 1t should be recognized that such examples
are non-limiting and that similar, different, same, alternative,
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and so on methods may be used to redefine and/or define any
same and/or different variables as desired. It should be
recognized that variables, and time frame for validity are
given as non-limiting examples only and that other methods
may include no, other, same, diflerent, and so on variables;
no, different, same, and so on methods of maintaiming
security and/or other characteristics, my use different time
frames, my use random time frames, may randomly require
redefinition, may require definition upon and event (e.g., a
wager request), and so on.

Characteristic Examples

In some embodiments, one or more actions may be related
to validating one or more characteristics of a device and/or
user of a device. Some embodiments may include actions
related to such characteristics (e.g., location, user identity,
lack of external control of device, etc.). For example, 1n
some embodiments, a disabling of external access to a
mobile device may be validated, a location of a device at an
approved gaming location may be validated, a user identity
information may be validated, one or more variables being
valid may be determined, and so on. In some embodiments,
such validation may occur periodically, randomly, on
demand, 1n response to an action, as desired, and so on.

For example, some embodiments may include validating
that some and/or all external communication (e.g., except
communication used to access a gaming service such as a
mobile phone network) are disabled. Some embodiments
may nclude a gaming application executed by a mobile
device querying an operating system of a mobile device. For
example, a main application may transmit a query to a
wrapper application. The wrapper application may query the
operating system. In some embodiments, 1n response to such
a query, the operating system may determine 11 any mvalid
interfaces are enabled and return such information to the
wrapper application and/or main application. In response to
such mformation the validation may fail (e.g., 1f unapproved
interfaces are enables) and/or succeed (e.g., 1f no unap-
proved interfaces are enabled). Some examples of interfaces
that may not be approved may include Bluetooth, Wi-Fi,
docking port, and/or other interfaces. Such a validating may
occur continuously, periodically (e.g., every 5 seconds,
every 15 seconds, every minute, every 5 minutes, every
hour, etc.), randomly, on demand, and so on.

As another example, some embodiments may include
validating that a mobile device 1s/was at a location that 1s
associated with allowed gaming. Some embodiments may
include a component of a gaming system making such a
check independent of actions on the mobile device. Some
embodiments may include the mobile device checking such
a status (e.g., by querying a gaming system and/or other
location system). In some embodiments, a component of a
gaming system (e.g., a device authenticator service) may run
checks on the location of the mobile device. Such a com-
ponent may update a database with the check results, may
enable or disable communication with a mobile device,
features of a gaming service i response to such results, may
notify a mobile device (e.g., to disable a feature of the device
and/or display in indicator) and/or user in response to such
results. Such a check may be performed continuously,
periodically (e.g., every 30 seconds, every 5 minutes, every
10 minutes, every 15 minutes, every hour, etc.), on demand,
in response to an event, and so on.

In some embodiments that may use a multi-level location
determination methodology, actions taken with respect to
location verification may differ based on a level of location
determination that 1s being used. For example, location
rechecks may not be performed 1n some instances for as long




US 11,017,630 B2

39

as an IP address does not change 11 an IP location determi-
nation level and/or trusted network level 1s being used.
Location rechecks may be performed less frequently as a
confidence level of a location 1ncreases (e.g., 1n response to
a confidence level received from a third party, as a level of
a method 1s closer to a first level, and so on). For example,
in some embodiments, a gaming service may accept a
location as valid and acceptable unless the IP address or
network changes 11 the device’s location uses the example
first level of a multilevel location determination methodol-
ogy described above (e.g., trusted IP or network). As another
example, mm some embodiments, a gaming service may
occasionally recheck a location 1t the device location 1s
determined using another level (e.g., level 2 or level 3) or
may not recheck 1in some other levels (e.g. level 2) but may
in others (e.g., level 3) 1n any combination. Frequency of
rechecking may increase as a level increases 1 some
embodiments. Rechecking 1n a known IP level may include
determining whether an IP address has changed, checking
again to verily that an IP address 1s still known, and so on.

In some embodiments, such location checks may be made
more frequent when a mobile device 1s near an edge of an
approved area than when the device 1s far from an edge of
an approved area. Some examples of actions that relate to
locations near jurisdictional lines are that may be used 1n
some embodiments are also described elsewhere. For
example, 1n some embodiments, a check may be performed
every 5 minutes 1f a device 1n a previous check was near a
border of a state, every 10 minutes if a device was near an
edge of an approved area but far from an edge of a state, and
every 15 minutes if a device was not near a border of a state
or a border of an approved area. Various examples of
location determination are given elsewhere herein. It should
be recognized that examples of location checking are given
as non-limiting examples only and that other embodiments
may include no, different, same, and so on methods.

As yet another example, some embodiments may include
determining whether user information 1s valid and/or
whether a session or another variable 1s valid. For example,
some embodiments may include transmitting a request from
a mobile device to a component of a gaming service (e.g., a
gateway). Such a request may include user information for
validation, and or a request to verily that some variable 1s
valid. For example, a request may request that the gateway
verily that a device authorization session i1s valid. Such
request may be processed (e.g., by a device authenticator
service) and a response may be transmitted to the mobile
device. Such a check may be performed continuously,
periodically (e.g., every 30 seconds, every 5 minutes, every
10 minutes, every 15 minutes, every hour, etc.), on demand,
in response to an event, and so on.

Various examples of characteristics and methods valida-
tion should be recognized as non-limiting. Other embodi-
ments may include no, similar, different, same, alternative,
and so on methods and/or characteristics.

Event Examples

In some embodiments, one or more actions may be related
to validating one or more characteristics of a device, user,
and/or variable in response to an event. For example, 1n
some embodiments, when a communication 1s received from
a mobile device, a gaming service may perform such one or
more actions. In some embodiments, such communication
may include a request to take a game action (e.g., place a
wager, join a game, pay an entry fee, risk an amount of
money or points), a request to view available games or game
actions, a request to view an account, and so on. For
example, 1n some embodiments, 1n response to a request
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being made to and/or through a gateway and/or other
component of a gaming service (e.g., after imitial login) one
or more actions may be taken.

Some embodiments may include transmitting a request
from a mobile device to a gaming service. For example, a
wrapper application and/or main application may transmit a
request to a gateway, and/or other component of a gaming
service. Such a request may identify any desired variables
(e.g., a communication session, a device session 1dentifier, a
gaming session 1dentifier, a client key, and so on). Such a
request may include a request to take a gaming related
action, such a request may include a polling of a gaming
service to determine current information (e.g., current
games, current scores, account history, current account val-
ues, etc.). Some embodiments may include periodic, ran-
dom, constant, etc. polling. In some embodiments, such
polling may not mnitiate such validation actions.

Some embodiments may include receiving such a request
by a component of a gaming service. For example, such a
request may be recerved by a gateway and/or other compo-
nent of a gaming service. In some embodiments a determi-
nation may be made that such a request triggers one or more
validation actions (e.g., all request may trigger such actions,
every X request may trigger such actions, randomly some
requests may triggers such actions, certain types of requests
may triggers such actions, a determination may be made the
request 1s not a polling request, a determination may be
made that the request 1s a request take a game action, a
request every Y minutes may trigger such actions, etc.).

A gateway or other device may perform any desired
actions 1n response to recerving such a request and/or
determining that such actions should be performed. For
example, 1n some embodiments, a gateway or other com-
ponent may determine that a communication session iden-
tified by a request 1s properly associated with the device
from which it 1s recerved (e.g., by querying a database).

As another example, 1n some embodiments (e.g., 1f the
communication session check passes) a gateway and/or
other component may validate a device session and/or
location information. For example, in some embodiments, a
gateway and/or other component may transmit a request for
validation of a device session and/or location to a device
authenticator service. A database of information may be
queried to determine 1f one or more variables are valid (e.g.,
if a device session 1dentifier associated with the device 1s
valid, have not expired). A database of information may be
queried to determine 1f a mobile device was last determined
to be at a location where gaming 1s allowed. In some
embodiments, a new location of the device may be deter-
mined. IT such checks pass, a timestamp of a last valid check
may be updated. Such information may be returned to a
gateway and/or other component. It should be recognized
that such examples of validation are given as examples only
and that other methods may include different components,
characteristics, and/or actions.

As vyet another example, in some embodiments, 1f a
validation 1s made of one or more characteristics from a
device authenticator, a gateway and/or other component may
validate any desired characteristic and/or variable with any
components. For example, a gaming session identifier may
be validated with a component of a gaming service. Such a
component (e.g., server, account based wagering service)
may query a database to determine 1f a gaming session
identifier 1s valid (e.g., correct, not expired). A timestamp of
a last check may be updated, and a gateway and/or other
component may be notified of a success or failure to validate
the information.
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In some embodiments, 1n response to a validation action
taken 1n response to a received request, a request may be
processed and/or information may be updated. For example,
one or more timestamps of last actions may be updated, one
or more game actions may be taken, one or more account
transactions may be performed, requested information may
be obtained, actions 1n a game may be taken (e.g., a hitin a
blackjack game), and so on. Some embodiment may include
returning a result to a mobile device (e.g., transmitting).

Some embodiments may include presenting such a result to
a user.

Various examples of characteristics and methods valida-
tion should be recognized as non-limiting. Other embodi-
ments may include no, similar, different, same, alternative,
and so on methods and/or characteristics.

In some embodiments, 1f one or more validation actions
of any described method or other methods fails (e.g., 1f a
variable 1s determined to be incorrect or expired, 1f a device
1s determined to be allowing external control, if a password
1s 1incorrect, 1 a location 1s not proper, etc.), one or more
actions may be prevented and/or taken. For example, 1n
some embodiments, a communication with a device may be
prevented, wagering actions may be prevented, access to a
gaming service may be halted, a user may be notified of an
error, and so on.

FIG. 3 illustrates an example process that may be used in
some embodiments for validation and/or use of a mobile
device. Such a process may include actions performed by a
mobile device, actions performed by a gaming application
(e.g., a main application, a wrapper application, and so on),
actions performed by a component of a gaming service
and/or agent of a gaming service (e.g., a device authenticator
service, a communication provider, a location service, and
so on) and/or actions performed as desired by any entity. For
example, some embodiments may include requesting an
initiation of a location tracking of a mobile device, tracking
a mobile device, providing location information about a
mobile device, determining 11 a customer has tampered with
a client and/or operating system, determining whether one or
more communication interfaces are enabled and/or active,
and so on. It should be recognized that such actions are given
as non-limiting examples and that other embodiments may
include performing any actions 1n any order as desired.

FI1G. 4 illustrates an example set of applications that may
be executed by a mobile device to facilitate access to a
mobile gaming service. Such applications may include a
wrapper application and a main application. A wrapper
application may 1nitiate execution of a main application and
perform one or more security checks. A main application
may perform gaming actions in connection with a gaming,
service. It should be recognized that this example process
and applications are given as non-limiting examples only.
Other embodiments may include different, same, additional,
alternative, differently orders, and so on acts performed by
same and/or different entities and/or devices as desired.

Further Location Examples

Some embodiment may include one or more location
determination features and/or features that may be aflected
by a location of a mobile device. Such features may include
determining an actual location, determining a relative loca-
tion, determining whether a location 1s a valid location,
disabling a feature based on a location, enabling a feature
based on a location, adjusting a feature based on a location,
and so on. Examples of a multi-level location determination
methodology are described elsewhere and may be used in
vartous embodiments. Additional and/or alternative meth-
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odologies may also be used to enhance and/or otherwise
provide location information as desired.

Some embodiments may include one or more technolo-
gies that may be used to determine a location of a customer
and/or mobile device. One example technology may include
a geofencing technology. For example, a gaming operator
may determine that the customer 1s playing in Nevada by
using geolence capability (e.g., Sprint geofencing services).
In some embodiments, to implement a geofencing technol-
ogy, a gaming operator may perform geofencing calcula-
tions, work with Sprint, work with another geofencing
provider, and/or work with a third party provider to ensure
that desired locations are geofenced (e.g., the city of Las
Vegas, Reno, Tahoe and/or other gaming locations within the
state of Nevada and/or elsewhere). Customers may be
allowed to engage 1n mobile gaming 1f they (e.g., a device
they are using) are physically inside the approved boundar-
1ies. Customers may be prevented from engaging 1in gaming
if they are not physically inside the approved boundaries.
The service and/or information to enable the service may be
oflered to Sprint customers and/or customers of any desired
cellular and/or other network service provider.

In some embodiments, a location of a device may be
obtained from a location providing source (e.g., a cell phone
provider may identify a location of a device to a gaming
operator 1n response to the gaming operator asking the
provider where a phone with a particular telephone number
1s located). The gaming operator may use the location of the
phone to determine 11 the phone 1s 1n or out of one or more
geofences (e.g., entering coordinates of a phone mnto a
geofencing algorithm such as a winding or counting algo-
rithm). In other embodiments, a third party may provide
such geofencing services for the gaming operator.

Location Refinement Examples

Some embodiments may include determining a refine-
ment of a location 1n some instances. For example, 1n some
embodiments as discussed herein, a location may be deter-
mined using a multi-level determination methodology. Such
a determination may result in a broad determination (e.g., 1n
a state, 1n a jurisdiction, on a network, etc.).

In some 1nstances, a more refined location may be desired.
For example, 1n some 1nstances, an advertisement campaign
may be based on a location of a user with respect to a
merchant. Accordingly, a distance from such a merchant
may be desired and may be determined using an additional
location determination method (e.g., GPS report from
device, geofencing, etc.). As another example, a game may
be offered to a group of people 1 a particular location, a
tournament may be held 1n a particular location, collusion
detection may use location of players in a multiplayer game
as mput, a refinement may be desired when an IP address of
a device changes, and so on.

In response to a desire to use a more refined location as
input, a gaming service may perform an action to obtain a
location refinement (e.g., query a device, cause a gaming
application on the device to transmit a GPS location, query
a geolencing service, accessing a solttage system, and so
on). A gaming service may receive such a refinement and
determine whether the refined location qualifies and/or
authenticates the device (e.g., if the device 1s 1n a location
that qualifies for a tournament, advertisement, game play,
etc.). If the device 1s qualified and/or authenticated based on
the refinement, the device may be controlled to allow action
and/or present mformation accordingly. If not, the device
may be prevented from accessing functionality and/or not
presented with information accordingly.
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Collusion Examples

Some embodiments may include performing a refined
location determination in response to a user playing a
multiplayer game such as a tournament through a gaming
service provider. Such location determination refinement
may be used 1n response to a determination that a higher
level location determination shows that more than one user
playing a multiplayer game and/or tournament may be 1n a
same area (e.g., an area covered by a known network). Such
refined location determination may be used to detect and/or
prevent collusion among and/or between users 1 a multi-
player game and/or tournament.

For example, in some embodiments, a determination may
be made that two users are 1n a tournament and using a same
network to access a gaming service (e.g., at a first level of
a mult1 level gaming determination methodology). A deter-
mination may be made that the two users are associated with
a tournament and/or multiplayer game (e.g., competing
against each 1n a game, 1n a same leg of a tournament, etc.).
In response to such determinations, a refined location deter-
mination may be made for the users. For example, a
geolence may be used to determine a more refined location,
a solttag may be used, and/or a GPS of a device may be
queried to determine more refined locations.

Such refined levels of locations may be used to prevent
and/or detect collusion. For example, the users may be
prevented from playing in the tournament until they move
turther apart if they are in a same location. As another
example, users may be 1dentified that they should move 1n
a particular direction to continue play. In yet another
example, users may be warned that a continued movement
in a direction may cause them to move too close to each
other. In still a further example, a record may be stored to
indicate that review may be warranted of play in this and/or
other games and/or video future to determine if collusion
may be occurring. It should be recognized that any desired
actions may be taken with respect to collusion prevention
based on location in any manner.

It should be recognized that although examples of loca-
tion refinement are given in terms ol a single level of
refinement that any number of levels may be used. For
example, a soft tag may be used 1n one level, 11 that does not
result 1n a difference in location of users and/or a specific
enough location, a geofence may be used. If a geofence does
not result i a difference of locations and/or a specific
enough location, a GPS may be queried. It should be
recognized that any ordering of levels of refinement and/or
number of levels may be used with any desired technology
in any manner in various embodiments.

Location Based Adjustments Examples

Some embodiments may include making an adjustment to
a service based on a location. For example, a gaming
application executed by a mobile device may be adjusted
based on a determined location of a device. In some embodi-
ments, a device may be controlled to make such a change in
response to the gaming service determining the location.

For example, an application may be branded according to
a location (e.g., 1 a device 1s determined to be 1n the
Venetian based on the device accessing the gaming service
from a Venetian wifli network, the device may be branded
with the Venetian logo). As another example, an application
may prevent a user from selecting certain options and/or
accounts based on a location (e.g., 1 a device 1s determined
to be 1n the Venetian based on a geofence around the
Venetian indicating that the device 1s within 1t, the device
may be prevented from logging 1into non-Venetian accounts,
the device may be able to access Venetian games, the device
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may be prevented from accessing games that are not
approved for play i the Venetian, Las Vegas, and/or
Nevada). An application on a device and/or a gaming service
provider may control the device to restrict access to accounts
and/or display branding based on the location.

In some embodiments, a device may be forced to access
a gaming provider through a known network if that network
1s available. For example, 1n some embodiments, an appli-
cation running on a mobile device may poll available wifi
connections and compare those connections to a known list
of wifl connections (e.g., based on an SSID list of known
wifl connections). If a match 1s found, the mobile device
may be automatically forced to connect to the will network
in response and/or may be denied access to a gaming
provider 1f a manual connection 1s not made. A user may be
notified of the network so that they may make a manual
connection. In some embodiments, an additional check on
whether the network 1s the actual network may be made. For
example, a location and a network SSID may be required to
match before such a connection 1s forced upon a device. For
example, because multiple networks may share a same SSID
in different locations.

In some embodiments, as a device changes locations (e.g.,
in response to a gaming provider determining a location
change), branding, options, and so on may be changed. For
example, 11 a device 1s moved from a location covered by a
wifl network of a casino into a location that 1s not covered
by that wifi network, a location determination (e.g., per-
formed 1n response to the device accessing the gaming
provider from a new IP address and/or through a diflerent
interface) may reveal a new location of the device. In
response to the new location, an option and/or branding may
change (e.g., based on the new location, to a neutral brand-
ing based on the location being on a street, etc.).

In some embodiments, a gaming provider may facilitate
branding and/or options for one or more entities. For
example, a merchant such as a Starbucks may desire to have
their own branding so that when a user accesses a gaming
provider through the Starbucks network, some Starbucks
branding appears. In some embodiments, such a merchant
may partner with a casmo or other venue so that accounts
and/or options available when accessing a merchant’s net-
work may be the same or similar as to when the device
accesses the casino or other venue’s network. Accordingly,
a application may be controlled (e.g., by a gaming operator)
to display appropriate branding and/or options based being
in a merchant location.

It should be recognized that although various examples of
adjustments based on location are given that various
embodiments may use location to make any type of adjust-
ment and/or no adjustment as desired. For example, options,
branding, software, functionality, and so on may be changed
based on location. Such change may be {facilitated by
controlling software on a device from a gaming service,
controlling information sent to a device from a gaming
service, adjusting software on a device, and so on based on
a location.

Location Aflinity Examples

Some embodiments may include associating a particular
location with one or more advertising elements, available
games, user mterfaces, skins, user accounts, and so on. For
example, 1n some embodiments, a user that 1s 1n the M
Resort may be allowed to play games (e.g., sports wagers,
and/or casino games) that may be allowed by the M Resort.
For example, the user may be limited to only games that are
offered by the M, approved by the M, have an M skin, and/or
are otherwise limited and/or customized based on being
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located within the M Resort. In some embodiments, a user
may be limited to using an account at the M Resort when
located 1n the M Resort. In some embodiments, a user may
be limited to selecting an M Resort account from a list of
accounts from which to place wagers, an M Resort App, an
M Resort menu item from a menu of gaming items, and/or
other elements related to the M Resort when in the M Resort.
In some embodiments such restriction may apply to a
particular type of gaming such as casino gaming but may not
to another type of gaming, such as sports gaming.

For example, in some embodiments, if a user 1s 1n a
geofence that 1s around the M Resort, the user may be
determined to be 1n the M Resort. For example, one of the
geofences described above may be around the M Resort and
a query result from a location service may indicate whether
the user 1s 1n or out of that particular geofence to be used by
a gaming service to determine whether the user 1s 1n or out
of the M Resort. In some embodiments, 1f a user 1s accessing
a M Resort communication network for gaming (e.g., an M
Resort wifl network), the user may be determined to be 1n the
M Resort. In response to being determined to be 1in the M
Resort, features may be enabled and/or disabled as desired
(e.g., a user may be prevented from logging into a non-M
Resort account.

In some embodiments, determining a location may be
performed using geofencing such that a first geofence
around a casino and a second geofence around a city may be
used. For example, such a concentric geofencing may allow
for a user 1n a casino to be limited to things approved by the
casino, but a user outside of the casino to be allowed to use
things approved outside the casino, which may include
more, fewer, same, and/or different things than those
approved 1n the casino. For example, more than one type of
gaming may be allowed outside the casino, such as sports
wagers from multiple books not just the M Resort and/or
casino games using money from accounts not located at the
M Resort. Other methods of location determination, such as
a multilevel location determination methodology, a soft
tagging system, and so on may be used.

In some embodiments, as an alternative and/or addition to
determining location based on geofencing a determination of
a location may be based on available communication net-
works. For example, one or more determinations may be
made by a software application of a device as to whether one
or more wireless networks or other communication networks
from a set of pre-approved networks are available. Each
such preapproved communication may be associated with a
particular location. If a wireless network of the set of
wireless networks 1s available, then the device may be
required to establish a connection to that network 1n order to
play a game. Access to gaming through any other network
such as a cellular network that may also be available may be
prohibited when one or more of the pre-approved networks
are available. Accordingly, in some embodiments when
inside of a casino such as the M Resort that may offer a
wireless connection to an M Resort network that 1s associ-
ated with being i the M Resort, a device may determine that
the pre-approved M Resort network 1s available. The device
may stop access to a cellular network for gaming purposes
in response to determining that the pre-approved network 1s
available. The device may connect to the M Resort network
in response to determining that the M Resort network 1s
availlable. Limitations, abilities, restrictions and so on asso-
ciated with being in the M Resort may be associated with
gaming using the M Resort network, and therefore, the
device. Such limitations may be imposed upon the device by
the device, by a server to which the device connects, by a
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gateway through which the device connects, and/or 1n any
other way. For example, 1n some embodiments, based on an
SSID on the network, a gateway server may limit available
accounts that may be signed into, based on the account
signed 1nto, a central server may limit available gaming
options, based on the SSID of the network, a device may
apply a skin and/or restrictions, based on an SSID a central
server may apply limitations, and so on. As discussed above,
some verification that the network SSID 1s of the actual

network may be used, such as a location matching for the
SSID (e.g., 1n response to detecting the SSID, a device may
notify a gaming service and/or trigger a location determi-
nation and 11 the location matches a location that should have
an aflinity then that aflinity may be applied).

Such information about networks and/or locations may be
used to distribute winnings, direct advertising, prevent users
from becoming angry or feel cheated by a casino in which
they are located even though they are playing games that
may be oflered through another casino, and so on.

In some embodiments, to accomplish such network lim-
ited functionality, a device may be configured to check for
an availability of one or more pre-approved communication
networks, such as a Wi-F1 connection (e.g., by a gaming
application, a wrapper application, etc.). Such checking may
take place periodically, continually, randomly, on demand,
and so on. When any one of those pre-approved communi-
cation networks 1s available, the device may connect to that
instead of any other networks. If multiples are available then
a strongest signal or otherwise preferred network may be
used.

In some embodiments, to continue ensuring that no
remote control 1s used through a Wi-F1 connection so that a
player 1s physically present, when gaming through a cellular
network, the Wi-F1 may be disabled for actual data receipt
and/or connection unless and/or until such a pre-approved
network 1s detect, a Wi-Fi connection may be turned on for
short periods only to check 11 the network 1s available (in
some embodiments, during which time the other gaming
may be suspended), a Wi1-F1 device may be on but unable to
connect to any network accept the preapproved networks, a
Wi-F1 device may be controlled by a proprietary software
that limits access to any networks other than the preap-
proved networks, and so on.

When a pre-approved network 1s detected a cellular
network may be no longer available for gambling through a
gaming application (e.g., the application may be notified of
the availability and disconnect from or otherwise limit
access to a gaming server through the cellular network, a
gaming server may be notified and limit access to games,
and so on). The user may be prompted to login through the
Wi-F1 network and/or may automatically be logged 1n
through such a network instead. Similarly when the Wi-Fi
network 1s no longer available, 1f the cellular network 1s
available, the user may be prompted to login there and/or
may be automatically logged 1n there instead. As discussed
above, some verification that the network SSID 1s of the
actual network may be used, such as a location matching for
the SSID.

A start up process that may be performed before gaming
1s allowed on a mobile device i such an embodiment may
require that Wi-Fi1 be enabled throughout the use of the
device, may require that a Wi-F1 diagnostic be passed, may
requu'e that an approved application has control over a Wi-Fi
device, and so on. I no approved Wi-Fi network 1s available,
the cellular network may be used to gamble such as
described elsewhere herein, for example.
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It should be recognized that various examples of location
service and/or location aflinity are given as non-limiting
examples only.

Geofencing Examples

One example location feature may include a geofencing
service. Geolencing capability may be used to help ensure
that a customer 1s/was at an approved area (e.g., when a
location check 1s performed, when a wager request 1is
received by a gateway, etc.). One example of a geofencing,
technology provider includes Sprint. In some embodiments,
a gaming operator may perform geolfencing calculations on
its own and/or with mput from another location service
provider (e.g., a cell phone service provider that can provide
coordinates of a cell phone when queried with the cell
phones telephone number). In some embodiments, such
geofencing technology may be used to determine whether a
customer 1s/was at the city of Las Vegas, Reno, Tahoe and/or
other gaming locations in the state of Nevada that are
geofenced. In some embodiments, customers may play
games 1I they (e.g., the device they are using) are/were
physically 1n the boundaries of an approved geofence. In
some embodiments customers may not play games 1f they
are/were not 1n the boundaries. Another example geofence 1s
provided by a company named Locaid. It should be recog-
nized that any desired location providing service may be
used 1n various embodiments and that examples given herein
are non-limiting. For example, while some examples are
given 1n terms of a geolencing service providing inside or
outside results to a query, other embodiments may have a
geofencing service provide a coordinates of a device and a
gaming service may make a check to see if those coordinates
are 1nside or outside one or more geolences. Accordingly, 1t
should be recognized that a geofencing service need not
necessarily apply the geofence to the coordinates but merely
provides some information that enables geofencing to be
applied.

A geofence may include a virtual perimeter of a real-
world geographic area. Some example of parameters that
may define a geolence around a major city like Las Vegas,
Reno, etc. may include: latitude 89.2 deg., longitude 33.4
deg., radius 20 miles; and latitude 50.5 deg., longitude 76.9
deg., radius 22 miles.

It should be recognized that any number of geofences in
any location with any parameters may be used as desired.
Geofences may be added and/or removed at any time desired
to increase, decrease, and/or change an area 1n which wager-

ing 1s allow and/or not allow. For example, another set of
example geofences may include: longitude 36° 03' 58.37"N,
latitude 115° 12" 04.90"W, radius 20 miles; longitude 39° 38"
58.68"N, latitude 119° 34' 40.66"W, radius 20 miles; and
longitude 39° 05' 08.69"N, latitude 119° 34' 10.61"W, radius
20 miles.

FIG. 5 illustrates an example of a series of geofences
shown on a map of Nevada. The circles/discs 1n the map
represent sample geofences. A gaming service may provide
reasonable assurances that the customer 1s gaming in an
approved area by using the capabilities that these geofences
provide. In some embodiments, customers may be able to
play games (some or all games) 11 and only 1f they are
physically inside a geofence, 11 an only if a last updated
location (e.g., by a device authenticator service) shows that
the device was last at an approved location, and so on. In
some embodiments, customers cannot play games 11 they are
physically outside a geofence and/or were last determined to
physically be outside of a geofence. It should be recognized
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that while examples are given 1n terms of circles that any
desired geolence shape may be used (e.g., a geofence around
a casino).

Some embodiments may include determining whether a
device 1s 1 or out of one or more geofences. Such deter-
mination may include, for example, a determination by a
geolencing provider (e.g., based on gps coordinates of the
device and the geofence(s), based on triangulation through
communication devices (e.g., cell towers), and so on). In
some embodiments, such a determination may include a
determination by a component of a gaming service (e.g., by
querying a location service provider, by calculating a loca-
tion, by receiving an indication, and so on). Geolfencing may
include telematics hardware and/or software.

In some embodiments, when a device (e.g., a mobile
device using a gaming service, a location aware device, a
device of a location-based service, etc.) enters or exits a
geofence, the device and/or a component of a gaming
service (e.g., a device authenticator service) may receive a
generated notification (e.g., a provider of location services
may transmit a notice to a device mdicating such a change
in location). This notification might contain information
about the location of the device (e.g., a current gps coordi-
nates, a name of a geofence, a city, an indication that the
device 1s 1 or out of a geofence, etc.). Such a notification
may be transmitted to a mobile device over a communica-
tion network, to a component of a gaming service over a
communication network, to an email account, as a text
message (e.g., SMS), and so on.

Some embodiments may include taking any desired action
in response 1o a crossing and/or near crossing of a geofence
border. For example, 1n response to a leaving and/or near
leaving of a geofenced area, a vehicle may be stopped, a
third party may be notified, a gaming service may be
notified, a game may be stopped, a mobile device may be
aflected (e.g., shut down, an application may be halted, and
so on), and so on. Such actions may be facilitated by a
gaming service provider in response to determining such a
change to a location and/or a location service provider.

As yet another example of a working of a location service,
some embodiments may include a location service that may
be queried as desired to determine a location. For example,
a communication service provider (e.g., Sprint) may track a
current location of a mobile device using a communication
service (e.g., through gps coordinates, through cell towers or
other communication access points being accessed, efc.).
Such tracking may be performed continually and/or in
response to a request.

In some embodiments, a gaming service may transmit a
query to verily a location and/or perform a calculation to
verily a location as desired. For example, a gaming service
may transmit a query to a location service whenever a
variable has expired, periodically, in response to a query, etc.
In some embodiments, such a query may ask the location
service 11 a mobile device 1s 1n a boundary of one or more
geofences. In some embodiments, such a query may ask the
location service for a location of a mobile device and a
gaming service may determine if the mobile device 1s 1n the
one or more geofences by comparing the location to the
geolfences.

In some embodiments, a gaming service may desire to
minimize determinations and/or queries regarding locations.
For example, such determinations may require processing
time that 1s desired for other processes, and/or a location
service may charge a fee for responding to such queries.
Some embodiments may include a variable frequency and/or
need for such queries and/or determinations. Some embodi-
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ments may include determining when to make a determina-
tion of a location based on a distance from boundary (e.g.,
a boundary of a geofence, a boundary of an allowed gaming
area) ol a prior location determination.

For example, in some embodiments, a time between
determinations (e.g., periodic determinations, random deter-
minations, occasional determinations, and so on) of a loca-
tion (e.g., a frequency of a query) may be greater 1f a device
1s farther from a boundary of a geofence than 11 the device
1s closer to a boundary of the geofence. For example, a
location variable may remain valid for longer i1 1t 1s based
on the location that 1s farther from the boundary. In some
embodiments, a response to a query may indicate when a
next query should be made based on such a distance. In some
embodiments, a response to a query may indicate a distance
from a boundary (e.g., an actual distance, a category of
distance, and so on). A gaming service may determine when
to make a next query based on such received information.
Such querying may include for example, querying every 5
seconds for close to a boundary, every 15 second for far from
a boundary, a sliding scale, and so on. In some embodiments,
a query may be made for every transaction when close to a
boundary, every other transaction when far from the bound-
ary, and so on. A determination may be made that a request
from a mobile device does not require a location determi-
nation based on a distance from a boundary.

Some embodiments may include concentric geofences
that may be used to determine when a query of a location 1s
to be made. For example, an inner geofence may correspond
to a location far from an allowed boundary and may corre-
spond to a longer time frame. An outer geofence may
correspond to an actual and/or closer boundary of an
approved area and may include a more frequent determina-
tion. Some embodiments may include determining whether
a determination of a location of a mobile device should be
made based on the mobile device being outside of at least
one geofence and inside of at least one other geofence.

It should be recognized that such examples of a determi-
nation rate being related to a distance form an edge of an
approved area are given as non-limiting and that other
embodiments may include any methods and/or apparatus

that may in any way relate determinations to distance may
be used as desired.

Some embodiments may include determining such a
determination rate based on a speed of a mobile device. For
example, 1n some embodiments, a speed of a mobile device
may be determined based on a current and prior location
(e.g., the distance traveled between determinations divided
by the time between determinations). In some embodiments,
a faster traveling device may be associated with a faster rate
and a slower speed may be associated with a slower rate.

In some embodiments, a speed and distance may be used
to determine such a determination rate. For example, deter-
mination rate may be determined such that at a determined
speed, a device 1s unable to travel a distance to a boundary
in a determined time, 1s unable to travel half a distance to the
boundary, 1s unable to travel any threshold percentage of a
distance to a boundary, and so on.

Although some examples have been described as having
a concentric set of geolences with the outer fence being the
most restrictive because it may be closest to a boarder of an
approved area, 1t should be recognized that this 1s a non-
limiting example only. For example, some embodiments
may include an inner geofence that 1s more restrictive that
some or all outer geofences. It should be recognized that any
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arrangements of geofences may be used 1n various embodi-
ments whether inner middle outer and so on are more or less
restrictive than others.

For example, 1n some embodiments, a first set of licensing,
rules may apply to devices used on a property within a
jurisdiction, a second set of licensing rules may apply
outside of the property within the jurisdiction, and a third set
of rules may apply outside of the jurisdiction. Accordingly,
a geolence covering the property may be established to
allow gaming on the property. In such an embodiment, 11 the
on property activities are a superset of the ofl property
activities, then the geofence may be a highly restrictive
geofence (e.g., one that imposes high rate checks and/or high
location checking policies) to keep the location verified so
that unallowed activities are not performed oil property. The
geofence outside of the property may be a low restrictive
geofence because the property may be located far from the
jurisdiction boarder. Another geofence may be established
near the border, to provide a highly restrictive outer layer to
prevent unauthorized gaming outside of the jurisdiction.
Accordingly, a device that 1s 1n all three geofences may be
in a high check zone, a device that 1s 1n the outer and middle
geofence may be 1n a low check zone, and a device that 1s
in just the outer geofence may again be 1n a high check zone.
Different security may be applied and/or different gaming
options (e.g., different games) may be presented through a
device based on the level of geofence that the device is
located 1. A determination of games available and security
procedures may be made by a gaming service based on a
determination of the geofences that the device 1s located 1n.
A gaming service may {facilitate play of the games and
facilitate security checking according to a policy of the
geolences that the device 1s located 1n.

Furthermore it should be recognized that while examples
have been given 1n terms of a desire for a device to be 1n a
geofence to provide gaming services that this 1s a non-
limiting example. For example, 1n some embodiments, a
zone within a geofence may be restricted from gaming
services but a zone outside the geofence may allow gaming
SErvices.

In some embodiments, a direction may be used to deter-
mine a determination rate. For example, a direction may be
determined based on prior two locations (e.g., traveling 1n
the direction of the second location from the first location).
In some embodiments, a distance to the boundary that may
be used in determining a time period may be based on a
distance to the boundary 1n the direction of travel, a shortest
distance to the boundary 1n a range around the direction of
travel (e.g., 20 degrees 1n either direction from the direction
of travel, 90 degrees 1n either direction form the direction of
travel, and so on).

In some embodiments, a maximum time period may not
be exceed (e.g., 1 minute, 5 seconds, 1 hour, 10 minutes,
etc.).

It should be recognized that any actions, processes, infor-
mation, and so on may be used to determine a determination
period as desired 1 any combination with any desired
restrains.

Various other services may be offered by a location
providing service. For example, Geolfencing may be used
with child location services to notily parents when a child
leaves a designated area. A location-based service (LBS)
may include an information and/or entertainment service,
such as a mobile gaming service that may be accessible with
mobile devices through a mobile network. Such a service
may make use of the geographical position of a mobile
device. LBS services can be used in a variety of contexts,
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such as health, work, personal life, etc. LBS services may
include services to identily a location of a person or object,
such as discovering the nearest banking cash machine or the
whereabouts of a friend or employee. LBS services may
include parcel tracking and vehicle tracking services. LBS
can include mobile commerce when taking the form of
coupons or advertising directed at customers based on their
current location. They may include personalized weather
services and even location-based games.

In some embodiments, technology may allow the creation
of standalone and/or overlapping geofences. Technology
may allow creation of a geofence/circle of any given radius
and/or shape. In some embodiments, this technology may
prevent anyone outside of a fence from placing wagers.
Geofencing may allow users of a system to draw zones
around places of work, customer’s sites and/or secure areas.

As an example, some embodiments may use a sandbox
service for geofencing provided by Sprint and/or may per-
form similar functionality. Such a service 1s given as a
non-limiting example only. This service may include one or
more geographical locations where each single position can
be plotted with a geographic coordinate. A user may be able
to build a perimeter around this location—a fence, based on
those coordinates. Users of such a system may have the
ability to build fences, add devices related to those fences
and be notified when a device 1s entering or leaving (or
both). In some embodiments, to alleviate privacy concerns,
only devices having explicitly granted access to an applica-
tion may be able to interact with a geofence. A gaming
service may provide such functionality to customers to build
and/or manage geofences as they desire (e.g., a casino may
establish 1ts own geofence within which some branding is
applied by interacting with an API of a gaming operator to
enter the geofence).

In some embodiments, one or more services may be
available as part of a geofencing API to facilitate generating,
climinating, maintaining, querying, connecting, and so on
regarding geolences. Some services may be used to maintain
devices being tracked 1n relation to a specific geolfence.
Some services may be used with respect to managing, and/or
receiving notifications for one or more geofences. Some
embodiments may include one or more errors occurring with
respect to a geofence. Some embodiments may include one
or more services, functions, processes, APIs and so on
performed, used, and/or oflered by a device, and/or system
that may 1nterface and/or otherwise use a geofencing tech-
nology. For example, one or more of the services described
and/or available through Sprint’s geofencing services may
be available and/or used to provide such gaming services in
some embodiments.

FIG. 6 illustrates some example processes that may be
performed 1n some embodiments with respect to a geofence.
It should be recognized that this 1s given as an example only
and that other embodiments may include other processes,
other actions i1n any order performed by any device as
desired. It should be recognmized that various examples of
services and/or functions are given as non-limiting examples
only. Some such example processes may include creating a
geofence, adding a device to be tracked by the geofence,
subtracting a device, eliminating a geofence, changing a
geofence, querying regarding a device and/or geolfence,
listing active and/or 1nactive geolfences, activating a
geolence, deactivating a geofence, and so on. Other embodi-
ments may include other such features with different param-
cters, authentication requirements, arguments, responses,
names, and so on
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FIG. 7 illustrates an example architecture that may be
used 1 some embodiments for location determination. As
illustrated, one or more mobile device may communicate
with a gateway. Such a gateway may communicate with a
location determination service. In some embodiments, the
gateway may determine whether a location determination 1s
desire d (e.g., 1n response to a wager, periodically, 1n
response to a variable becoming invalid, etc.). The gateway
may query the location service in response to determining
that the location determination should take place. The loca-
tion service may determine a location (e.g., a gps coordinate,
a physical location, whether a device 1s 1 or out of a
geofence, a distance to an edge of a boundary, etc.). The
location service may transmit such location information to a
gateway. The gateway may enable and/or disable a service
as desired, store information about the location, and/or
perform any desired actions 1n response to receiwving the
location information. It should be recognized that such an
architecture and process are given as non-limiting examples
only and that other embodiments may include any desired
components of a gaming service, location service, commu-
nication service, and so on as desired in any combination
performing any functions.

It should be recognized that examples of determining
whether a device 1s 1 or out of a geofence are given as
non-limiting examples only. Some embodiments may
include any number of services to provide such features. For
example, a third party may provide location services, a
communication service provider may provide location ser-
vices, a gaming service may provide location services, any
aspect of a location determination may be performed in part
or 1n whole by any entity desired.

Moving Access Point Example

In some embodiments, a group of devices may access a
gaming service through a single access point. That access
point may be a mobile access point. Accordingly, a deter-
mination of the location of the access point may be indica-
tive of the location of the devices. For example, a boat may
include a Wi-F1 access point that allows devices to commu-
nicate with a gaming provider. If the Wi-F1 access point 1s
in an allowed jurisdiction, then the devices that access the
gaming service through the access point are likely to also be
in an allowed jurisdiction.

Some embodiments may include a gps, geofencing, or
other location determination method for a portable access
point. A gaming service may determine the location of the
mobile access point, for example, by making a gps query to
the device and enable or disable gaming services for devices
that access a network of the mobile access point. In some
embodiments, the access point itsell may determine 1its
location and enable or disable gaming services for devices
that access a network of the mobile access point.

In some embodiments, a network of such an access point
may become a trusted network when 1t 1s 1n a gaming
location that allows gaming, so a single level of IP based
location determination may be used. The same network may
be a known unapproved network when the access point 1s
determined to be in an unapproved location, so further
location determination may not be used 1f an IP address of
a device 1s known to be on that network when the access
point 1s not 1 an approved location.

In some embodiments, a gaming operator may determine
that users are accessing the gaming service through the
trusted network that 1s also a moving network. In response,
rather than simply allowing access as may be done when a
stationary trusted network 1s detected, a check of the loca-
tion of the moving network may be performed. Access may
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be allowed i1 the network 1s 1n a allowed location. In some
embodiments, when a check of a device location would
normally be performed, 1mnstead a check of the access point
location may be performed. In some embodiments, an access
point may report when 1t enters and/or nears an unallowed
location. Because the access point may be trusted, a gaming
operator may rely upon such self reporting rather than
require independent location checks of the mobile access
point. Accordingly, 1n such an embodiment, a location check
of a device may not be reperfomed while the device 1is
accessing the network through the mobile access point until
the mobile access point identifies to the gaming operator that
the mobile access point’s location 1s no longer and/or soon
to be no longer 1n an allowed area.

Other Geofencing Examples

As discussed, according to some embodiments, geofenc-
ing may be used to determine if a customer/user (e.g., the
device he 1s using) 1s within the boundaries of some pre-
defined location and features and/or services etc. may be
enabled, disabled and/or modified etc. based on that deter-
mination. For example, a gaming service provider/gaming,
service may use geolfencing to limit access to gaming
activities (e.g., casino gaming/wagering, peer-to-peer gams-
ing, card games, poker, sports wagering (e.g., football,
basketball, baseball, soccer), lottery, horse/dog/auto wager-
ing, video gaming, play-for-fun, contest, sports lottery,
bingo, keno, fantasy gaming, and/or various other forms of
gaming and/or wagering on events including those discussed
herein) to customers/devices that are within the boundaries
of a partlcular/predeﬁned/penmtted location(s) as defined by
the geofence(s). A gaming service provider may determine
the location of a device when a customer 1itially accesses
the gaming activities (e.g., as the customer logs nto an
account) and once provided access, may re-determine the
location (e.g., periodic determinations, random determina-
tions, occasional determinations, continuous determinations,
and so on) of the device to ensure the device 1s still 1n a
permitted location.

In some embodiments, a query to a geofencing service
and/or calculation of a geofence may result in simply a yes
or no indication that the device 1s 1n or out of the geofence.
Such a service may allow a gaming service to generate
geofences and may maintain the geoifences for the gaming
service. In some embodiments, a query to a location service
may return a location (e.g., gps coordinates) of a device. The
gaming service may then apply the geofences to the coor-
dinates to determine 11 the device 1s 1n or out of one or more
geofences. It should be recognized that the use of the term
geolence service does not indicate that geofencing 1s actu-
ally applied at that level or that the service 1s a separate
service Irom the gaming provider. For example, a gaming
provider itself may provide local geofencing capabilities just
as 1t may provide local IP location capabilities.

As discussed, a geofence may be any shape including a
circle or any other shape, including a polygon. For a
non-circular geofence, the geofence may be defined by a
series ol ordered coordinates (e.g., longitude and latitude)
and the lines, for example, between consecutive coordinates.
Different methods may be used to determine whether a
device 1s located within a geofence including, for a polygo-
nal geofence, the winding method and/or the counting
method, although other methods may be used. As an
example, a geofence may track the contours/borders of a
state, city, town, casino property, etc. An example of using
the counting method may include a computing device
receiving coordinates (e.g., longitude and latitude) of a
device. The computing device may cast an infinite ray
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(and/or perform some calculations as 11 such a ray had been
cast) from those coordinates. The computing device may
count the number of times the ray intersects with the
boundary defined by the lines between the series of coordi-
nates, for example, of a geofence. An odd number of
crossings or intersections may indicate that the device 1s 1n
the geofence while an even number may indicate that the
device 1s outside of the geofence.

A gaming service provider, for example, may determine
the location of a device through geofencing (i.e., determine
whether a device 1s within the boundaries of a predefined
geolence) in different manners including, for example, com-
municating a customer ID and/or device ID (e.g., a phone
number), for example, to a communication service provider
(e.g., a cell phone provider, Sprint, Verizon, AT&T, T-Mo-
bile, etc.), which 1n return may provide an indication to the
gaming service provider ol whether a device 1s within the
boundaries of a defined geofence. As another example, a
gaming service provider may communicate a customer 1D
and/or device ID (e.g., a phone number), for example, to a
third party which 1n turn may provide an indication of
whether a device 1s within the boundaries of a defined
geolence. For example, the third party may obtain from a
communication service provider the coordinates (e.g., lon-
gitude and latitude) of a device, may determine from those
coordinates whether a device 1s within the boundaries of a
defined geofence, and may then provide an indication to the
gaming service provider of whether the device 1s within the
boundaries of the defined geofence. As a further example,
the gaming service provider may communicate a customer
ID and/or device ID (e.g., a phone number), for example, to
a communication service provider, possibly indirectly
through a third party, and in return obtain coordinates (e.g.,
longitude and latitude) of a device. The gaming service
provider may then determine from the coordinates whether
the device 1s within the boundaries of a defined geofence.

As mentioned, a gaming service provider, once a user 1s
provided access to gaming activities, for example, may
re-determine the location of a device to ensure the device 1s
still 1n a permitted location. For various reasons, the gaming,
service provider may desire to minimize determinations
and/or queries to a third party and/or communication service
provider regarding device locations. For example, such
determinations may require processing time that 1s desired
for other processes, and/or a third party and/or communi-
cation service provider may charge a fee for responding to
such queries. According to some embodiment, the gaming
service provider may register a listener application on a
device. Such an application may be registered when a
customer initially accesses gaming activities (e.g., as the
customer logs into an account). Such an application may
monitor the location and changes therein of the device (e.g.,
through the use of GPS) and alert and/or report to the
gaming service provider when a change in location has
occurred. The application may report any change 1n location
and/or may report a change 1n location when the change has
met some predetermined amount or threshold (e.g., some
predefined number of inches, feet, meters, yards, miles,
some deviation thereof, etc). The predetermined amount
may be pre-configured 1n the listener application, may be set
by the gaming service provider upon registering the appli-
cation, and/or may be updated dynamically by the gaming
service provider as the customer accesses gaming activities.
As another example, the application may report the location
of a device and/or any change therein at some time interval
(e.g., periodic, random, and so on) regardless 1f there 1s
actually a change 1n location. Again, the time 1nterval may
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be pre-configured in the listener application, may be set by
the gaming service provider upon registering the applica-
tion, and/or may be updated dynamically by the gaming
service provider as the customer accesses gaming activities.
Regardless, the alert/report from the listener application may
include any one or more of the location of the device (or
approximation thereof) (e.g., longitude and latitude), the
distance the device has moved, the direction the device has
moved, an indication that the device has moved a predefined
amount, an indication that the device has changed location
(but not how much), etc. According to some embodiments,
the listener application, having been notified by the gaming,
service provider, for example, of the boundaries of a
geofence, may determine 1f the device 1s within the
geofence, some defined distance from the boundaries of the
geofence, and/or has moved outside the geofence, and report
any of such events to the gaming service provider.

According to some embodiment, a gaming service pro-
vider for example (without communicating with a commu-
nication service provider and/or third party, for example)
may respond to an alert/report from a listener application by
determining that the device 1s still within the boundaries of
a geofence, 1s possibly moving towards and/or has moved
towards the boundaries of the geofence, and/or has moved
beyond/outside the boundaries of the geofence and therefore
may be 1n a location 1n which gaming activities, and/or any
other features, are not permitted and/or are not to be pro-
vided and/or need to be modified/altered. For example, the
gaming service provider may make such determinations by
knowing the previous coordinates of the device (e.g., as
provided by a communication service provider and/or third
party, for example) and the coordinates of the device and/or
the distance the device has moved as reported by the listener
application. According to some embodiment, the gaming
service provider for example, in response to making a
determination as to where the device may be located as a
result of the report from the listener application, may do
nothing, may log the customer out of an account, may
prevent and/or suspend further wagering from the device,
may enable, disable, and/or modily features and/or services
and/or activities provided to the customer, may communi-
cate with the listener application to update when the listener
application provides reports, and/or may communicate with
a communication service provider and/or third party to
re-determine the location of the device through geofencing
using methods discussed herein. For example, the gaming
service provider may determine, 1n response to the report
from the listener application, that the device 1s still within
the boundaries of a geofence and do nothing. As another
example, the gaming service provider may determine, 1n
response to the report from the listener application that the
device has possibly moved close to the boundaries of the
geofence and may communicate with a communication
service provider and/or third party to re-determine the
location of the device through geofencing using methods
discussed herein.

In some embodiments, a listener application may be one
of a plurality of location determination triggers. For
example, as a result of a reported movement by the listener
application, a gaming service provider may perform a loca-
tion determination of a device (after some time period from
a prior location determination) 1n response to and at a time
a customer subsequently initiates wagering actions through
the device.

In some embodiments, even though a reported new loca-
tion by a listener application may appear to a gaming service
provider to be within a geofence, the gaming service pro-
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vider may not trust the new location. For example, such
listener application may have the potential for hacking
because it may be operated on the customer’s device.
Accordingly, a report from such a listener application that
movement has occurred may trigger some other location
determination to be performed (e.g., a check of a geofence
location).

One skilled in the art will recognize that registering a
listener application on a device to determine when a device
may be moving towards the boundaries of a geofence and/or
has moved beyond such boundaries may be used for other
features, services, activities, and applications, such as those
described herein, 1n addition to deciding 1f gaming activities
should be enable, disable and/or modified on a device.

According to some embodiment and as discussed herein,
a gaming service provider for example may also use con-
centric/consecutive geofences (including two or more con-
centric geolences) to mimmize, for example, determinations
and/or queries to a third party and/or communication service
provider regarding locations of a device. Such concentric/
consecutive geofences may be used, for example, to deter-
mine when a query of a location 1s to be made to a third party
and/or communication service provider. As an example, an
outer most geofence may correspond to an actual boundary
of an approved area in which gaming activities are permuit-
ted. This geofence may include therein a second geofence,
which may have included therein a third geofence, etc. The
concentric/consecutive geolences may each be a circle, may
cach be a polygon (with one or more polygons being the
same and/or a diflerent shape from the others), a combina-
tion thereol, etc. According to some embodiments, such a
series of consecutive geofences, while one may lie within
another, etc, may not be concentric in that one or more of the
geolences may not share a common center point. Similarly,
one or more of the geofences may or may not touch another
geofence and/or may or may not overlap another geofence.
Similarly, a given geofence may have therein two or more
geolences that don’t overlap at all. One skilled 1n the art will
recognize that other formations/configurations of geofences
may be used.

According to some embodiments, the rate or time at
which a gaming service provider, for example, re-deter-
mines the location of a device (to ensure the device 1s still
in a permitted location—ior example 1s still within the
boundary of the outermost geofence) may be based upon
which geofence the device was last 1in. For example, FIG. 11
shows a state 1101 (e.g., Nevada) for example, with three
geolences therein, 1102q, 11025, and 1102¢, for example.
The frequency of location determination of a device may be
one rate (e.g., every 5 minutes or approximately every 5
minutes) when a device 1s within the outer most geofence
1102a but outside geofences 11026 and 1102¢ (1.e., 1s
located 1n region 1103a), may be a second rate (e.g., every
10 minutes or approximately every 10 minutes) when a
device 1s within geofences 11024 and 110256 but outside of
geofence 1102¢ (1.e., 1s located 1n region 11035), and may be
a third rate (e.g., every 30 minutes or approximately every
30 minutes) when a device 1s within geofences 1102a,
11025, and 1102 (1.e., 15 located 1n region 1103¢), etc. For
example, the rates may get longer as the device 1s located
further from the outer most geofence or, i other words, 1s
located within the more 1nner geofences. One skilled 1n the
art will recognize that other rate configurations are possible,
including, seconds, minutes, and hours. Accordingly, a gam-
ing service provider may use a communication service
provider and/or third party, as discussed herein, to determine
which geofence a device 1s 1n. Based on which geofence the
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device 1s 1n, the gaming service provider may then determine
the next time a determination and/or query to a third party
and/or communication service provider will be made, with
the rate being less frequent, for example, when a device 1s
within an mner geofence.

According to some embodiments, a gaming service pro-
vider for example may register a listening application on a
device 1n addition to using multiple concentric/consecutive
geofences. As an example, a gaming service provider may
determination and/or query to a third party and/or commu-
nication service provider regarding a device’s location at
time/rate based on which geofence a device was last 1s
located 1n. However, 1f the listening application reports a
change 1n location as discussed herein, for example, the
gaming service provider may reduce the time/rate at which
the next location determination/query 1s made, including
reducing the time to zero such that a location determination
1s made immediately. According to some embodiments, the
gaming service provider may configure/reconfigure the lis-
tening application to report location changes based on which
of the geofences the device 1s located 1n. For example, the
listener application may be configured to report location
changes of one length when a device 1s located in region
1103a, and may be configured to report location changes of
a second length when a device 1s located 1n region 11035,
where the one length 1s shorter than the second length. In
other words, the listener application may be configured to
report shorter location changes the closer the device 1s to the
outer most geofence. As another example, the listener appli-
cation may be configured to report location changes more
frequently (regardless of the length of the movement) the
closer the device 1s to the outer most geofence.

In some embodiments, in addition to or as an alternative
to rate or time, some other functionality may depend upon
which geofence a device/customer 1s located 1. For
example, when a device 1s determined to be located 1n an
outer boundary geofence (e.g., region 1103a), a gaming
service provider may use some second location determina-
tion method to ensure a device 1s within a permitted location,
while the gaming service provider may not use some second
location determination method when a device 1s determined
to be located 1n an internal geofence (e.g., region 11035
and/or 1103c¢). As still another example, fTunctionality of the
customer device itsell may be altered to prevent some
actions Ifrom being performed or data from being accessed
when 1n boundary geofences as compared to when in
internal geofences (e.g., a customer may not be able to
wager 1s some game types, a customer may not be able to
play games for more than an amount of money, a customer
may be delayed 1n play games so that consecutive location
determinations may take place before a game action 1is
accepted, a customer may not be able to access more than a
maximum amount of gaming data between location deter-
minations, etc.). As still another example, a customer may be
warned about leaving an approved area when 1in a boundary
geofence.

Some embodiments may include a gaming service pro-
vider performing a location determination of a customer
device 1n response to a recognized cached result being
reported to the gaming service provider. For example, a
communication service provider and/or third party and/or
location reporting service may only refresh device locations
every so often (e.g., re-determine longitude and latitude
coordinates of a device). If a gaming service provider
requests a location at a quicker rate than the location
reporting service updates 1ts location information, the gam-
ing service provider may be provided with out of date
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cached location information. If a gaming service provider
recognizes that two consecutive location reports are identi-
cal, the gaming service provider may suspect that a cached
result has been used. I a device 1s located 1n a boundary
geofence (e.g., region 1103a), this may cause the gaming
service provider to behave diflerently than when a device 1s
located 1n an internal geofence (e.g., region 11035 and/or
1103¢) (e.g., because the gaming service provider may be
concerned that a customer has left the boundary to a non-
permitted gaming location between updates but would not
be so concerned about the internal geofence). So, such
determination of cached results, may, 1n some embodiments,
only be relevant to a boundary geofence. Such suspicion of
a cached result may be increased 1f a listener application has
reported that movement has occurred. In some embodiments
a determination of a cached result may depend on the
listener application reporting such movement. In response to
a determination of a relevant cached result being reported,
the gaming service provider may determine location in some
other manner using a secondary location determination,
re-request location from the same location reporting service,
request that the location reporting service specifically
refresh the customer’s/device’s location information, and/or
perform any other action (e.g., prevent gaming until a
non-cached result 1s reported).

As discussed herein, actions performed by a gaming
service provider, communication service provider, third
party, location reporting service, and/or device, etc. may
include actions performed by an entity/person and/or actions
performed electronically by one or more computers, com-
puting devices, servers, processors, etc. performing/execut-
ing software, firmware, etc. over one or more communica-
tion networks.

Soft Tag Examples

In some embodiments, in addition to and/or as an alter-
native to geolencing and/or other location determination
methodologies, a softtag system may be used. Such a system
may be used to determine whether a device 1s 1n an approved
and/or an unapproved location for gaming. In some embodi-
ments, such a system may be provided by Ekahau to
determine approved and/or unapproved (e.g., red/green)
ZONes.

In some embodiments, such a soittag may include a
gaming positioning client software. Such software may be
used, e.g., by a server, workstation, network, mobile device
and/or processor, to facilitate determining information about
a location or position of a mobile device. In some embodi-
ments, such software may be used to 1dentify a location of
a user of a mobile and/or handheld device (e.g., a moveable
processor, such as a handheld computer, mobile phone or
smartphone, laptop, other portable electronic device, etc.).
For example, software running on a mobile device may
cause the device to transmit or otherwise provide iforma-
tion (e.g., to a server or other processor, a unique 1dentifier,
a set of signal strengths, etc.) that can be used to determine
the position of the client mobile device.

In some embodiments, a gaming application (e.g., a main
application, a wrapper application, a softtag application,
etc.) may perform one or more actions to facilitate such
features. For example, such an application may be assigned
a umque i1dentifier (e.g., as part ol a sign up process). As
another example, such an application may be provided with
a list of allowed access points and/or a reference to where
such a list may be obtained (e.g., from a gaming service). In
some embodiments, such a gaming application may deter-
mine one or more signal strengths form one or more wireless
access points and/or one or more access point identifiers that
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may be accessed from a current location.). In some embodi-
ments, an application may determine a network to which the
mobile device 1s accessing a gaming service (e.g., a will
network at a casino, a wifl network at a Starbucks 1n Las
Vegas, and so on).

In some embodiments, one or more identifiers and/or
signal strengths may be transmitted to a gaming service
and/or other location (e.g., with a request to gamble). In
some embodiments, an i1dentifier of such a network may be
used to determine that the network i1s approved. For
example, the network identifier may be compared with a
listing of allowed networks (e.g., by a gaming service, by a
mobile device, by the application). If the network 1s in the
list, then the network may be 1n an approved location and
gaming may be allowed. In some embodiments, a request to
a gaming service may include an identification of the
network so that such a determination may be made by the
gaming service. In some embodiments, a set of signal
strengths and/or access point i1dentifiers may be used to
determine 11 a location 1s approved. For example, a set of
signal strengths and/or access points may be compared to a
set of approved signal strengths and/or access points. Some
example embodiments of such comparisons are described 1n
U.S. patent application Ser. No. 12/197,809, which 1s hereby
incorporated herein by reference.

Some embodiments may include determining that a net-
work 1s 1n an allowed location and/or identitying allowed
signal strengths and/or access points. For example, some
embodiments may include an agent 1dentifying that a net-
work, access points, and/or signal strengths are 1n a allowed
location to a gaming service (e.g., an agent may observe a
boundary of a network and determine that the network 1s
within a boundary of an allowed location, the agent may
send a message to a gaming service 1dentifying that com-
munication network and that 1t 1s 1n an allowed location, the
agent may determine that signal strengths and/or access
points at various locations are valid and/or 1invalid based on
the location compared to legal requirements). In response to
receiving such mformation, a gaming service may associate
the communication network, signal strengths, and/or access
points with being in an allowed location.

Such an application may run on any supported operating
system or systems. Such operating systems may include any
operating systems for computers, servers, handheld devices,
and/or other devices. Such supported operating systems may
include Windows operating systems such as Mobile 5 Pock-
etPC, Windows Mobile 6 Classic, Windows Mobile 6 Pro-
fessional, Windows 8, various versions of Android, Mac
operating systems, Linux, and other systems.

In some embodiments, the software may be capable of
accomplishing various functions and have various features,
including (but not limited to) one or more (or all) of the
following, e.g., in some embodiments: support client main-
tenance, e.g., from a Positioning Engine (e.g., a position
engine provided by the company Ekahau); adjust scan
settings, e.g., for multiple devices, e.g., at the same time (or
at multiple different times); display battery level status (e.g.,
from Ekahau Engine); does not require Ekahau Client Con-
nector; Supports Fkahau RTLS 4.x Location and Mainte-
nance Protocols (ELP, EMP); includes a new user interface
in the PPC Client: PPC Client settings are maintained using
Ekahau Positioning Engine; Laptop Client may not have a
UI: settings are set 1n the installer or settings are maintained
using Ekahau Positioning Engine; and/or may or may not
allect association/authentication.

Various examples of determining a time period for
rechecking a location are given elsewhere with respect to a
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geofencing and/or multilevel location determination meth-
odologies embodiments. Such feature may apply to a soft-
tagging or other embodiment. For example, particular net-
works, access point and/or signal strength sets may be
assoclated with different time periods between location
checks based on a distance form an edge of a boundary of
an approved area, a state, a reliability, and so on. Similarly,
speed of movement may be used to determine such time
periods 1n some embodiments.

It should be recognized that various examples of softtag-
ging are given as non-limiting examples only and that other
methods and/or apparatus may be used as desired. Any
desire location services may be used 1n combination and/or
exclusively. For examiner, some embodiments may include
determining that a device 1s both using an approved network
and 1n a geofence.

Limiting Remote Control of Mobile Device Examples

In some embodiments, an ability to remotely access a
device may be controlled. Such an ability may be restricted,
prevented, and/or not available, for example. In some
embodiments, one or more methods and/or devices may be
used to prevent remote connections to a mobile device while
a customer 1s performing gaming related activities using the
mobile device and/or 1f the mobile device 1s authorized to
perform gaming activities.

Some example mobile devices may include any number
of communication 1nterfaces (e.g., 4) that may be controlled
to prevent remove access of the mobile device. It should be
recognized that some embodiment may include more, fewer,
different such interfaces and that the example interfaces are
given as non-limiting examples only. Such example inter-
faces may include 1. Wi-Fi, 2. Dock/USB, 3. Blue tooth, 4.
Cellular Network (imay not support incoming connections).

In some embodiments, incoming remote connections to a
mobile device may be disabled, may not be possible and/or
my otherwise may be prevented over a cellular network
connection. In some embodiments, one or more communi-
cation interfaces may be disabled at a time relative to when
a player performs wagering related activities (e.g. places a
wager). In some embodiments, such disabling may include
preventing a customer from remotely controlling a phone so
that the customer may be at the location of the phone when
the wagering activity takes place. In some embodiments, 1
while 1n the sports betting application, the customer enables
a disabled communication interface, and/or a remote con-
nection 1s made through such an interface, in response to
determining that such an enabling occurs and/or such a
connection being made, a customer’s sports betting session
may be terminated and/or disabled (e.g., with a warming
message, without a warning message, a sports wagering
application may be terminated, a communication session
may be terminated, a gaming service may be notified, and so
on).

In some embodiments, a mobile gaming application may
make check to determine whether a communication inter-
face 1s enabled and/or whether a communication session
through such an interface 1s active. For example, an appli-
cation may occasionally, 1n response to an action, periodi-
cally, and so on check 1 a communication interface 1is
enabled and/or 1f a communication session 1s active. Such a
checking may be made by calling one or more APIs. For
example, an Android OS API may be used with UiMode-
Manager, WifiMaanger and BlueToothAdapter classes.

In some embodiments, a wagering application on a client
device may include one or more programs. A first applica-
tion may include, for example, an AIR 2.5 application built

on Android 2.2 platform using Flash AS3. A second appli-
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cation may include, for example an Android wrapper appli-
cation that launches and monitors the current device status.
In some embodiments, a customer facing application may
include a launcher that may launch the AIR 2.5 application
alter checking the status of remote connection access points
such as Wi-F1, Bluetooth and dock. The application may be
launched 11 all external connection methods are disabled.
Once successiully launched, 1f the customer enables one or
more of these access points, the application may terminate.
If the compliance validator service terminates and cannot
provide status to the application, the application may termi-
nate.

Some embodiments may prevent a user from making
and/or accepting phone calls. For example, an application
may be closed 1f a phone call 1s made and/or received during
a gaming session and/or while a gaming application 1s being
executed. In some embodiments, a user may be prevented
from changing a focus, running multiple applications, run-
ning other applications, and so on while a gaming applica-
tion 1s executed. It should be recognized that any desired set
of actions may be made to prevent remote access as desired.

It should be recognized that various examples of appli-
cation are non-limiting and that other embodiments may
include a single application, any number of applications, no
applications, any language, any technology, any devices, any
operating systems, and so on.

Further Example Components

Some embodiments may include one or more actors,
programs, devices, servers, components, entities, architec-
tures, and so on. Some examples may include:

A customer and/or mobile device user, a customer service
agent associated with a gaming operator that may be located
at a gaming related property, a customer service help desk
that may be accessible via a toll-free number for assistance
to mobile customers (e.g., help desk information may be
displayed to customer whenever any validation fails), an
Android Wrapper Application (e.g., an application written in
the Android OS language and/or other language used to
authenticate device and monitor phone status), an AIR
Mobile gaming Client (e.g., a NGCB approved Adobe Flash
application installed on the phone that may be the current
user interface to allow customers to sign-in, play mobile
gaming, and view account history), a Device Authenticator
Service (e.g., an SSL secured service that provides the
mechanism for the Android Wrapper application to authorize
the phone, a provider of an internal (1.e. only accessible
inside the firewall) interface to validate requests made to
systems from approved devices), a gateway (e.g., an SSL
secured NGCB approved middleware communication ser-
vice that proxies requests to DAS and the account based
mobile gaming system), a Win32 Wrapper Application (e.g.,
an Application written 1 the Win32 language used to
authenticate device and monitor PC status. It should be
recognized that Win32 language and PCs are given as
non-limiting examples only and that that any technology
may be used as desired. In some embodiments, a mobile
device may include a data adapter, a mobile phone, a smart
phone, a laptop, a pda, and so on.

FIG. 8 1llustrate example architectures that may be used
in some embodiments. Some embodiments may include a
mobile device as indicated. Such a device may communicate
with a gaming service (e.g., a gateway). Such a device may
be used by a customer to enter gaming actions, select games
to play, choose decisions 1n a game, log 1nto an account, and
so on. Some embodiment may include such a gateway
and/or any desired components of a gaming service and/or
third party services that may be 1n communication with a
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mobile device. Such a component may perform any desired
actions (e.g., authentication, location, and so on). Some
embodiments may include a location service. Such a loca-
tion service may provide any desired actions related to
determining 1f a mobile device 1s 1n an approved location.
Such a location service may communicate with a mobile
device and/or gaming service. Such a location service may
include a commumnication provider for the mobile device, a
gaming service itselt, a third party, and so on. Some embodi-
ments may include a gaming component. Such a gaming
component may be used to place bets, determine wager
results, track accounts, and so on. Such a wager component
may be part of a gaming service provider. Such a gaming
component may receive wagers, determine wager results,
receive actions to take 1n a game, facilitate play of a game,
transmit indications of a result of an action, facilitate adjust-
ments to an account 1n response to such results, and so on.

The figures 1llustrate that some actions may be performed
by some devices. It should be recognized that any desired
actions may be performed by any devices in other embodi-
ments. It should be recognized that any desired computing
devices 1 any combination may be used in other embodi-
ments.

Some embodiments may use MD5 hashing and/or any
desired encoding scheme to encode information, such as
system parameters. Information about MD35 hashing may be
found at http://en.wikipedia.org/wiki/MDS. MDS5 may
include a message digest algorithm for encoding data. M35
may help to ensure that 1) Once encoded, the data cannot be
retrieved via forms of decoding (1.e. the original data 1s lost)
2) MD5 Hashing two different pieces of data (even 1f they’re
quite similar) produces different results and/or 3) MD3
Hashing 1dentical data will produce the same result.

Some embodiments may use an SSL HT'TPS protocol to
facilitate secure communication between entities. In some
embodiments, communication between client devices and
DAS, gateway, and/or a component of a gaming service may
be performed using via the SSL HTTPS protocol. This may
ensure data itegrity and/or security. Information about the
HTTPS protocol may be found at http://en.wikipedia.org/
wiki/Https.

Some embodiments, such as those that may use an
Android OS, may use private key signing to secure appli-
cations. For example, the OS may ensure: 1) two applica-
tions signed with different private keys cannot write to the
data store of the other and/or 2) two applications signed with
the same private key can write to the data store of the other.
Information about such security may be found at http://
developer.android.com/guide/topics/security/security.html.

Some embodiments, such as those that us Win32, may use
process 1ds to secure applications. For example, a Win32
wrapper application may ensure: 1) two applications are
running under the same user 1d and/or 2) Two applications
are the only two processes running under the same user 1d.

Such examples are given as non-limiting only. It should
be recognized that various embodiments may include any
desired actors, programs, devices, servers, components, enti-
ties, architectures, and so on 1n any desired combination.

Examples of Gaming Rules

Some embodiments may operate in compliance with one
or more rules. It should be recognized that any rules and/or
no rules may be used as desired. Any number of mecha-
nisms, punishments, validations, and so on may be used to
ensure that any one or more of the rules are followed. Some
examples rules may include:

1. Wagers are accepted within the approved locations
within the state of Nevada per Regulation 22.140 and
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Regulation 266.160. Nevada law prohibits wagers originat-
ing from outside the State of Nevada so such wagers may not
be permitted. Accountholders may understand that 1t 1s

illegal to place a wager originating outside the State of
Nevada.

2. Applications for wagering may be made 1n person at a
race and/or sports book. Applicants may complete the
approved account based wagering application and provide
acceptable valid proof of identification, and/or social secu-
rity number, per Regulation 22 and 26c.

3. Account applicants may be twenty-one (21) years or
older.

4. Account transactions may be made by the account
holder. Accounts may be limited to the use of the individual
named on the application. Account deposits and withdrawals
may be made 1n person. Agents or other representatives may
not be permitted.

5. A minimum $100.00 deposit may be made to open an
account. Deposits to the accounts may be made 1n cash. Wire
transfers may be made to a patron’s account 1n accordance
with Nevada Gaming regulations.

6. Account deposits and withdrawals may be signed and
authorized by the guest at the race and sports book during
normal business hours. No agents or representatives may be
allowed.

7. Account withdrawals and subsequent deposits may be
made at the location where the funds were mitially placed on
deposit.

8. Account patrons may be required to provide their
account number and acceptable valid identification when
conducting account transactions in person.

9. Wagers may not be accepted 11 they exceed the account
balance.

10. Wagers may be subject to established wagering limits.

11. Rules, upon regulatory review, may be subject to
change at any time.

12. Minimum deposit may include $100, and minimum
wager may include $5.

13. Any desired house rules and/or regulations may apply
to wagering accounts.

14. Patrons may be provided, within a reasonable amount
of time, a statement of their account showing wagering
account deposits, wagering account withdrawals, credits to
a wagering account, and/or debits to the wagering account
made during the time period reported by the account state-
ment. The request for such information may be done in
writing and be signed by the patron whose signature on the
request will be verified. Within the request, the patron may
turmish details on the dispensing of the requested informa-
tion. All postal mailing may be done via regular mail to the
address requested by the patron. If the request by the patron
1s to personally recerve the information, the information may
be given to the patron, who may provide valid 1dentification
when receiving the information. The information may not be
personally released to anyone but the patron who holds the
account unless required by law or court order.

15. Patrons may dispute any transaction according to
Nevada Gaming Commission Regulation 7A.

16. Casinos may make a print, electronic or other
approved record ol each sports transaction and may not
accept any such wager or transaction 1f the recording system
1s inoperable. Recorded wagering transactions may be main-
tained for 60 days, per Regulation 22 and 26¢. The record of
the patron’s confirmation of all wagering information may
be deemed to be the transaction of record, regardless of what
was recorded by the computerized bookmaking or pari-
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mutuel system. The records may be made available to the
Nevada Gaming Control Board upon request.

17. Guests may acknowledge that a wager placed using
the system 1s binding on both parties only when the BET IS
APPROVED on the system or the message “BET HAS
BEEN ACCEPTED” 1s displayed.

Multiple Accounts Examples

Some embodiments may include a plurality of accounts
related to a plurality of respective casinos and\or other
venues. In some embodiments, each such account may allow
for gaming at a particular casino, sports book, and so on. In
some embodiments, for example, a user may have a respec-
tive monetary account for casino gaming associated with
cach of a plurality of gaming operators (e.g., casinos, sports
books, mobile gaming providers, internet wagering sites)
and a respective monetary account for sports betting asso-
ciated with one or more of the plurality of gaming operators
(e.g., casinos, sports books, mobile gaming providers, inter-
net wagering sites). A gaming provider may operate such
accounts and/or allow gaming related to such accounts.

Some embodiments may include preventing funds 1n one
gaming account from being used within a casino or at a
location not associated with that gaming account. Some
embodiments may include preventing funds 1n one gaming
account from being used to game and/or perform activities
(e.g., making purchases, play casinos games, play sports
games) that are not approved for the account. A location
determination may be made as may be described herein to
determine such functionality.

Some embodiments may include a feature that allows
fund transferring from one gaming account to another gam-
ing account. Such funds may be transferred between
accounts associated with a same gaming operator and/or
between accounts associated with different gaming opera-
tors.

In some embodiments, a transier may include an adjust-
ment to an electronic record that identifies an amount of
money 1n an account. For example, a single gaming operator
may reduce one account and may increase another account
a same amount (e.g., itra property transfer between casino
wagering and sport betting accounts). In some embodiments,
multiple parties may be involved 1n a transfer. For example,
a first gaming operator may reduce an account and a second
gaming operator may increase an account by a same amount.
In some embodiments, an intermediary (e.g., a mobile
gaming operator or account operator) may provide account-
ing services on behalf on the one or more entities (e.g., may
maintain accounts for multiple entities and so may make the
adjustments on their behalf).

In some embodiments, such an account transfer feature
may allow a user to grant permission for a transier of an
amount of money from one account. Some amount of money
that 1s permissioned (or less) may be moved to another
account. Accordingly, such money may be used from the
other account to take gaming actions and/or perform activi-
ties even 1f the money may not be used from the account to
place take the gaming action and/or perform the same
activities.

In some embodiments, a first account that 1s related to a
first gaming provider may be established. For example, a
first account may be related to a first casino (e.g., The M
Resort) or first gaming service provider (e.g., mobile gaming
provider such as Cantor Gaming). Such an account may be
established by the first gaming provider, a user, and/or a
financial 1nstitution (e.g., by signing up for an account
and/or placing money in an account). A user may place
money 1n and/or take money from such an account. Such an
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account may be used to take gaming actions in one or more
games with money placed 1n the account. Such an account
may be used to place play games at the casino or first gaming,
provider and/or otherwise through the first gaming provider
(e.g., using an app provided by the first gaming provider,
when the first gaming provider takes gaming actions). In
some embodiments, such an account may be associated with
one or more activities (e.g., sports gaming and/or casino
gaming). In some embodiments multiple accounts associ-
ated with different activities may be established 1n relation
to the first gaming provider (e.g., one for sports gaming and
one for casino gaming).

In some embodiments, a second account that 1s related to
a second gaming provider may be established. For example,
a second account may be related to a second casino (e.g.,
The Hard Rock Casino) or second gaming service provider
(e.g., mobile gaming provider such as The Venetian Pocket
Casino Service). Such an account may be established by the
second gaming provider, a user, and/or a financial institution
(e.g., by signing up for an account and/or placing money 1n
an account). A user may place money 1n and/or take money
from such an account. Such an account may be used to take
gaming actions in one or more games with money placed 1n
the account. Such an account may be used to play games at
the second gaming provider and/or otherwise through the
second gaming provider (e.g., using an app provided by the
second gaming provider, when the second gaming provider
takes gaming actions). In some embodiments, such an
account may be associated with one or more activities (e.g.,
casino gaming and/or sports gaming). In some embodiments
multiple accounts associated with diflerent activities may be
established 1n relation to the second gaming provider (e.g.,
one for sports gaming and one for casino gaming).

In some embodiments, a third account that is related to a
first activity may be established. For example, a third
account may be related to play casino games (e.g., slots,
blackjack, poker). Such an account may be established by a
gaming provider, a user, and/or financial institution (e.g., by
signing up for an account and/or placing money 1 an
account). A user may place money 1n and/or take money
from such an account. Such an account may be used to take
gaming actions 1 one or more casino games with money
placed 1n the account. Such an account may be limited to the
first activity and/or may be excluded from being used for
some second activity (e.g., sports and/or race gaming). In
some embodiments, such an account may be associated with
one or more gaming providers.

In some embodiments, a fourth account that 1s related to
a second activity (e.g., a second activity that the third
account maybe excluded from being used for) may be
established. Such an account may be established by a
gaming provider, a user, and/or financial institution (e.g., by
signing up for an account and/or placing money 1 an
account). A user may place money 1n and/or take money
from such an account. Such an account may be used to place
take gaming actions in one or more sports, racing, and/or
other events with money placed in the account. Such an
account may be limited to the second activity and/or may be
excluded from being used for some first activity (e.g., casino
gaming). In some embodiments, such an account may be
associated with one or more gaming providers (e.g., a same
and/or different gaming provider as the third account).

In some embodiments, establishing an account may
include recerving information by a gaming operator from a
user, receiving money from a user, veriiying information
about the user, storing money in an account, storing infor-
mation 1n a database, and so on. For example, in some
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embodiments, a user may provide 1dentifying information to
a gaming provider (€.g., name, age, address, social security
number, driver’s license number, etc.) to establish an
account. The gaming provider may store such information 1n
a database. The gaming provider may verily one or more
portions of the information (e.g., by asking for a photo ID to
verily age). Information establishing such verification may
be stored 1n a database (e.g., a copy of an ID). Login
information may be established for an account. In some
embodiments, such information may be established 1n per-
son at a gaming operator, through the Internet, through fax,
over the phone, and so on as desired. In some embodiments,
money may be placed 1n the account. For example, physical
cash may be handed to a gaming operator and 1n response a
database entry may be adjusted to show that the money 1s 1n
the account. In some embodiments, electronic transiers 1nto
the account may be made (e.g., from another account) and
a database entry may be made to identily that transfer.

In some embodiments, a single intermediary may main-
tain information related to multiple accounts related to
multiple gaming operators (e.g., a mobile gaming provider
may operate at multiple casinos and maintain accounts
related to each casino). In some embodiments, such an
intermediary may maintain a customer database in which
account information for such multiple accounts may be
stored. Some embodiments may 1include maintaining,
account consistency in such a database. For example, 11 a
player changes their name or address associated with one
account, such changes may be propagated through the
customer database to affect all account. In some embodi-
ments, the change may not affect other account. In some
embodiments, the player may be given an option through a
user interface to have the change propagated to other
accounts (e.g., to choose which account to aflect).

In some embodiments, when a player establishes a new
account, the new account may be linked in the customer
database with other accounts established by the player. Such
establishment and/or linking may be part of a sign up
process. For example, a database may be searched for
identifiers entered by the player upon establishing the
account to find 1f the player has already registered an
account (e.g. the player may be asked for login information
from a prior account establishment, social security numbers,
driver’s license number, other unique identifiers may be
searched for). If a match to a player establishing a new
account 1s found in a customer database, the new account
may be associated in response with the previous customer
entry and all accounts that have previously been associated
with that customer. Such association may ease a process
maintaining an orderly customer profile, accounting for a
customer, transierring money among customer accounts,
monitoring for fraud (e.g., momtoring for multiple account
usage simultaneously and taking anti-fraud action in
response), and so on.

Some embodiments may relate to gaming at casinos
and/or 1n legal gaming jurisdictions. Such gaming may be
performed using money 1n one or more established account.
Databases may be adjusted in response to risked money, lost
money, won money, transierred money, and so on. In some
embodiments gaming jurisdictions and/or providers may
require and/or desire to keep some money segregated from
other money. Such ftreatment of money may improve
accountability, tracking, assurance of credit worthiness,
monitoring of activity, age verification, identity confirma-
tion, and so on. For example, in some embodiments, each
gaming provider (e.g., house, casino, mobile gaming pro-
vider) may require 1ts own account (e.g., an account setup
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for wagering with each provider) to be setup to place wagers
through the provider. As another example, racing and/or

sports accounts may be required to be separate from casino
gaming accounts. For example, a gaming provider that offers
both sports/racing and casino gaming may require a user to
establish both a sports/racing account and a casino account
it that user desires to place account based gaming on both
sports/racing and casino games through the gaming pro-
vider. In some embodiments, a separate account maybe
required for shopping and/or otherwise spending money. For
example, gaming accounts may be prevented from being
used to spend money to buy products. In some embodi-
ments, a single account may be used for more than one
activity, through more than one gaming provider and/or at
more than one location.

It should be recognized that any combination of location,
gaming provider, intermediary, activity, and/or other char-
acteristics being associated with wagering and/or non-wa-
gering accounts may be used in various embodiments as
desired. Various examples of embodiments are given as
non-limiting examples that may be combined together 1n any
manner as desired. For example, some embodiments may
include three separate accounts being associated with three
respective activities for each of four separate locations. In
some embodiments, as an example of some account types
and/or associations, one account may be associated with
sports gaming casino A, another account maybe associated
with playing casino games at casino B, a third account may
be associated with shopping at store C, and a fourth account
may be associated with mnvesting at financial 1nstitute D.

Some embodiments may include facilitating a transfer of
money from one account (e.g., first account, third account)
to another account (e.g., second account, fourth account).
Such money may include money that was deposited in an
account, money that was transferred into an account, money
that was won through wagering activities, and so on. In some
embodiments, an account to which money may be trans-
ferred may include an account associated with a gaming
provider that the user 1s participating with (e.g., a casino in
which a user 1s located) at a time relative to the transier
and/or an account from which money may be withdrawn
may include a gaming provider that the user 1s not partici-
pating with (e.g., a casino 1 which the user 1s not located)
at the time relative to the transfer.

In some embodiments, facilitating a transfer may include
withdrawing money from one account and depositing the
money 1nto another account. Some embodiments may
include taking a fee for such a service (e.g., for each
transaction, a sign up fee, etc.). In some embodiments, such
a transfer may be facilitated by making one or more database
changes. In some embodiments, accounting, auditing, and/or
reporting may be performed regarding one or more transiers
as desired by a regulatory body.

In some embodiments, facilitating may include pre-per-
missioning a transier, requiring a transier to be pre-permis-
sioning, transierring a pre-permissioned amount ol money,
allow a user to pre-permissioning a transier from an account,
and so on. In some embodiments, facilitating may 1nclude
automatically making a transfer, making a transfer from one
account to another account in response to a wager being
placed form the one account, transferring money to fulfill a
wager, and so on.

Other Embodiments

It will be understood that the technologies described
herein for making, using, or practicing various embodiments
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are but a subset of the possible technologies that may be
used for the same or similar purposes. The particular tech-
nologies described herein are not to be construed as limiting.
Rather, various embodiments contemplate alternate tech-
nologies for making, using, or practicing various embodi-
ments.

Modifications, additions, or omissions may be made to the
method without departing from the scope of the invention.
The method may include more, fewer, or other steps. Addi-
tionally, steps may be performed in any suitable order
without departing from the scope of the invention.

While this disclosure has been described in terms of
certain embodiments and generally associated methods,
alterations and permutations of the embodiments and meth-
ods will be apparent to those skilled in the art. Accordingly,
the above description of example embodiments does not
constrain this disclosure. Other changes, substitutions, and
alterations are also possible without departing from the spirit
and scope of this disclosure, as defined by the claims herein.

Example Combined Embodiments

It should be recognized that some embodiments may
combine various aspects. For example, a gaming server may
allow a variety of clients to engage 1n gaming. The variety
of clients may run different operating systems (e.g., 1Phones,
android devices, laptops, etc.), have diflerent capabilities
(e.g., gps), and/or may access the gaming service through
different means (e.g., Wi-F1, mobile network, Ethernet). A
gaming service and/or gaming client on a client device may
take appropriate actions to ensure security based on such
considerations. Such actions may combine one or more
methods discussed herein that are available for a particular
client device.

For example, an android phone using a mobile network to
access a gaming service may run a client program that
interacts with the device and the gaming service. The client
soltware may perform hash checking of at least a portion of
the client program and/or operating system or transmit such
information to a gaming service for checking. The client
software may obtain a phone number of the phone by
querying the android OS and transmit that number to the
gaming services. The client software and/or gaming service
may alter routing tables to route traflic through a VPN
established between the laptop and gaming service. A VM
and/or proxy check may be performed by the client software
and any desired access methods may be disabled (e.g.,
Bluetooth, Wi-F1) by the client software. The client software
may obtain login credentials from a user (e.g., login, pass-
word, swipe pattern) and transmit that information to a
gaming server for validation or validate one or more pieces
of 1t locally. A gaming service may verily obtained login
information and use the phone number to check a location of
the phone through a geofencing location check, for example.

As another example, an 10S phone using a mobile net-
work to access a gaming service may run a client program
that interacts with the device and the gaming service. The
client software may perform hash checking of at least a
portion of the client program and/or operating system or
transmit such information to a gaming service for verifica-
tion. The client software or gaming service may obtain a
phone number from the user upon signup or login. The client
soltware and/or gaming service may alter routing tables to
route tratlic through a VPN established between the laptop
and gaming service. A VM and/or proxy check may be
performed by the client software and any desired access
methods may be disabled (e.g., Bluetooth, Wi-F1) by the
client software. The phone number may be transmitted to the
gaming service during login or as part of a sign up process.
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The client software may obtain login credentials from a user
(c.g., login, password, swipe pattern) and transmit that
information to a gaming server for validation or validate one

or more pieces of it locally. A gaming service may verily
obtained login information and use the phone number to 5
check a location of the phone through a geofencing location
check, for example. A client software may also check a gps
coordinates of the phone and transmit such coordinates to
the gaming service. The gaming service may use the gps
coordinates as a check that the device phone number 1s the 10
real phone number by vernitying that the geofencing service
location check matches the gps location report.

An vet another example, a windows laptop using a Wi-F1
network to access a gaming service may run a client program
that interacts with the device and the gaming service. The 15
client software may perform hash checking of at least a
portion of the client program and/or operating system or
transmit such mformation to a gaming service for verifica-
tion. An IP address of the laptop may be determined by the
client device and transmitted to the gaming service and/or 20
determined by the gaming service from packets recerved by
the gaming service. The client software and/or gaming
service may alter routing tables to route traflic through a
VPN established between the laptop and gaming service. A
VM and/or proxy check may be performed by the client 25
soltware and any desired access methods may be disabled
(e.g., Bluetooth) by the client software. The client software
may obtain login credentials from a user (e.g., login, pass-
word, swipe pattern) and transmit that information to a
gaming server for validation or validate one or more pieces 30
of 1t locally. A gaming service may verily obtained login
information and use the IP address to check a location of the
laptop through an IP location checking service.

Cloud Service Examples

One or more functions described herein may be available 35
as a cloud service. For example, a gaming operator may be
a cloud service provider, a location service may be a cloud
service provider, a authentication service may be a cloud
service provider, a account manager may be a cloud service
provider, a branding service may be a cloud service provider, 40
and so on. Various cloud service providers may interact with
one another through a network to provide a coherent set of
services to a user. Individual services may be used for
multiple purposes. For example, a authentication cloud
service may authenticate any device for any gaming opera- 45
tor, an account manager may provide account services for
any account user, a gaming service provider may provide
gaming services for any cloud participant.

A cloud may be accessed through some access point. For
example, a casino may provide a portal to access a cloud 50
(e.g., akiosk, a mobile application on a phone, etc.). services
that are available to the cloud may be provided by cloud
service providers that are connected to the cloud.

An account may be maintained elsewhere in such a cloud
and/or may be maintained specifically for a gaming operator. 55
Accordingly, a user accessing the cloud may use funds from
an account provider 1n the cloud with a gaming operator 1n
the cloud. A gaming operator in the cloud may use authen-
tication and/or location services of a authentication and/or
location service provider in the cloud. Funds 1n the account 60
provider for example may be funds associated with a portal
through which the user accesses the cloud (e.g., a casino)
that may make the funds available to a plurality of gaming,
services that are attached to the cloud. In some embodiments
a gaming operator may be limited to using services that 1t 65
provides (e.g., its own account services and/or 1ts own
authentication services). Some embodiments may include
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one or more components of such a cloud service that may
operate to provide gaming functionality and/or provide
services to an entity that provides gaming services.

The following sections provide a guide to mterpreting the
present application.
lerms

The terms “an embodiment”, “embodiment”, “embodi-

ments”, “the embodiment”, “the embodiments”, “one or
more embodiments”, “some embodiments”, ‘“certain
embodiments”, “one embodiment”, “another embodiment”
and the like mean “one or more (but not all) embodiments
of the disclosed ivention(s)”, unless expressly specified
otherwise.

A reference to “another embodiment” i1n describing an
embodiment does not imply that the referenced embodiment
1s mutually exclusive with another embodiment (e.g., an
embodiment described before the referenced embodiment),
unless expressly specified otherwise.

The terms “including”, “comprising” and vanations
thereol mean “including but not necessarily limited to”,
unless expressly specified otherwise. Thus, for example, the
sentence “the portiolio includes a red widget and a blue
widget” means the portiolio includes the red widget and the
blue widget, but may include something else.

The terms “a”, “an” and “the” mean “‘one or more”, unless
expressly specified otherwise.

The phrase “based on” does not mean “based only on”,
unless expressly specified otherwise. In other words, the
phrase “based on” describes both “based only on™ and
“based at least on”. The phrase *“based at least on” 1is
equivalent to the phrase “based at least 1n part on”.

The term “respective” and like terms mean “taken 1ndi-
vidually”. Thus 1f two or more things have “respective”
characteristics, then each such thing has 1ts own character-
1stic, and these characteristics can be different from each
other but need not be. For example, the phrase “each of two
machines has a respective function” means that the first such
machine has a function and the second such machine has a
function as well. The function of the first machine may or
may not be the same as the function of the second machine.

The term “determining” and grammatical variants thereof
(e.g., to determine a price, determining a value, determine an
object which meets a certain criterion) 1s used 1n an
extremely broad sense. The term “determining” encom-
passes a wide variety of actions and therefore “determining”™
can include calculating, computing, processing, deriving,
investigating, looking up (e.g., looking up in a table, a
database or another data structure), ascertaining and the like.
Also, “determiming” can include receiving (e.g., receiving
information), accessing (€.g., accessing data 1n a memory)
and the like. Also, “determining” can include resolving,
selecting, choosing, establishing, and the like.

The term “determining” does not mmply certainty or
absolute precision, and therefore “determining” can include
estimating, extrapolating, predicting, guessing and the like.

The term “determining” does not imply that mathematical
processing must be performed, and does not imply that
numerical methods must be used, and does not imply that an
algorithm or process 1s used.

The term “determining” does not imply that any particular
device must be used. For example, a computer need not
necessarily perform the determining.

When an ordinal number (such as “first”, “second”,
“third” and so on) 1s used as an adjective before a term, that
ordinal number 1s used (unless expressly specified other-
wise) merely to indicate a particular feature, such as to

distinguish that particular feature from another feature that




US 11,017,630 B2

71

1s described by the same term or by a similar term. For
example, a “first widget” may be so named merely to
distinguish 1t from, e.g., a “second widget”. Thus, the mere
usage of the ordinal numbers “first” and “second’ before the
term “widget” does not indicate any other relationship
between the two widgets, and likewise does not indicate any
other characteristics of either or both widgets. For example,
the mere usage of the ordinal numbers “first” and “second”
before the term “widget” (1) does not indicate that either
widget comes before or after any other 1n order or location;
(2) does not 1indicate that either widget occurs or acts before
or after any other 1n time; and (3) does not indicate that
either widget ranks above or below any other, as in 1mpor-
tance or quality. In addition, the mere usage of ordinal
numbers does not define a numerical limit to the features
identified with the ordinal numbers. For example, the mere
usage of the ordinal numbers “first” and “second” before the
term “widget” does not indicate that there must be no more

than two widgets.

When a single device, article or other product 1s described
herein, more than one device/article (whether or not they
cooperate) may alternatively be used 1n place of the single
device/article that 1s described. Accordingly, the function-
ality that 1s described as being possessed by a device may
alternatively be possessed by more than one device/article
(whether or not they cooperate).

Similarly, where more than one device, article or other
product 1s described herein (whether or not they cooperate),
a single device/article may alternatively be used in place of
the more than one device or article that 1s described. For
example, a plurality of computer-based devices may be
substituted with a single computer-based device. Accord-
ingly, the various functionality that 1s described as being
possessed by more than one device or article may alterna-
tively be possessed by a single device/article.

The functionality and/or the features of a single device
that 1s described may be alternatively embodied by one or
more other devices which are described but are not explicitly
described as having such functionality/features. Thus, other
embodiments need not include the described device 1tself,
but rather can include the one or more other devices which
would, 1n those other embodiments, have such functionality/
features.

Although process steps, algorithms or the like may be
described or claimed 1n a particular sequential order, such
processes may be configured to work 1n different orders. In
other words, any sequence or order of steps that may be
explicitly described or claimed does not necessarily indicate
a requirement that the steps be performed 1n that order. The
steps ol processes described herein may be performed 1n any
order possible. Further, some steps may be performed simul-
taneously despite being described or implied as occurring,
non-simultaneously (e.g., because one step 1s described after
the other step). Moreover, the illustration of a process by its
depiction 1 a drawing does not imply that the illustrated
process 1s exclusive of other variations and modifications
thereto, does not imply that the illustrated process or any of
its steps are necessary to the invention(s), and does not
imply that the illustrated process 1s preferred.

Although a process may be described as including a
plurality of steps, that does not imply that all or any of the
steps are preferred, essential or required. Various other
embodiments within the scope of the described invention(s)
include other processes that omit some or all of the described
steps. Unless otherwise specified explicitly, no step 1s essen-
tial or required.
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Although a process may be described singly or without
reference to other products or methods, 1n an embodiment
the process may interact with other products or methods. For
example, such interaction may include linking one business
model to another business model. Such interaction may be
provided to enhance the flexibility or desirability of the
Process.

Although a product may be described as including a
plurality of components, aspects, qualities, characteristics
and/or features, that does not indicate that any or all of the
plurality are preferred, essential or required. Various other
embodiments within the scope of the described invention(s)
include other products that omit some or all of the described
plurality.

An enumerated list of 1tems (which may or may not be
numbered) does not imply that any or all of the items are
mutually exclusive, unless expressly specified otherwise.
Likewise, an enumerated list of 1tems (which may or may
not be numbered) does not imply that any or all of the 1tems
are comprehensive ol any category, unless expressly speci-
fied otherwise. For example, the enumerated list “a com-
puter, a laptop, a PDA” does not imply that any or all of the
three 1tems of that list are mutually exclusive and does not
imply that any or all of the three items of that list are
comprehensive of any category. An enumerated list of 1tems
(which may or may not be numbered) does not imply that
any or all of the items are equivalent to each other or readily
substituted for each other.

It will be readily apparent to one of ordinary skill in the
art that the various processes described herein may be
implemented by, e.g., approprniately programmed general
purpose computers, special purpose computers and comput-
ing devices. Typically a processor (e.g., one or more micro-
processors, one or more microcontrollers, one or more
digital signal processors) will receive instructions (e.g., from
a memory or like device), and execute those instructions,
thereby performing one or more processes defined by those
instructions. Instructions may be embodied in, e.g., one or
more computer programs, one or more scripts.

A “processor’ means one or more miCroprocessors, cen-
tral processing units (CPUs), computing devices, microcon-
trollers, digital signal processors, or like devices or any
combination thereof, regardless of the architecture (e.g.,
chip-level multiprocessing/multi-core, RISC, CISC, Micro-
processor without Interlocked Pipeline Stages, pipeliming
configuration, simultaneous multithreading).

Thus a description of a process 1s likewise a description
of an apparatus for performing the process. The apparatus
that performs the process can include, e.g., a processor and
those mput devices and output devices that are appropnate
to perform the process.

Further, programs that implement such methods (as well
as other types of data) may be stored and transmitted using
a variety of media (e.g., computer readable media) 1 a
number of manners. In some embodiments, hard-wired
circuitry or custom hardware may be used in place of, or 1n
combination with, some or all of the software instructions
that can implement the processes of various embodiments.
Thus, various combinations of hardware and software may
be used instead of software only.

A description of a process 1s likewise a description of a
computer-readable medium storing a program for perform-
ing the process. The computer-readable medium can store
(1n any appropriate format) those program elements which
are appropriate to perform the method.

Just as the description of various steps 1n a process does
not indicate that all the described steps are required, embodi-
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ments of an apparatus include a computer/computing device
operable to perform some (but not necessarily all) of the
described process.

Likewise, just as the description of various steps 1n a
process does not indicate that all the described steps are
required, embodiments of a computer-readable medium
storing a program or data structure include a computer-
readable medium storing a program that, when executed, can
cause a processor to perform some (but not necessarily all)
of the described process.

Where databases are described, it will be understood by
one of ordinary skill in the art that (1) alternative database
structures to those described may be readily employed, and
(11) other memory structures besides databases may be
readily employed. Any illustrations or descriptions of any
sample databases presented herein are illustrative arrange-
ments for stored representations of information. Any number
of other arrangements may be employed besides those
suggested by, e.g., tables illustrated 1n drawings or else-
where. Similarly, any illustrated entries of the databases
represent exemplary information only; one of ordinary skaill
in the art will understand that the number and content of the
entries can be different from those described herein. Further,
despite any depiction of the databases as tables, other
formats (including relational databases, object-based models
and/or distributed databases) could be used to store and
manipulate the data types described herein. Likewise, object
methods or behaviors of a database can be used to 1mple-
ment various processes, such as the described herein. In
addition, the databases may, 1n a known manner, be stored
locally or remotely from a device which accesses data 1n
such a database.

Various embodiments can be configured to work 1n a
network environment including a computer that 1s 1 com-
munication (e.g., via a communications network) with one
or more devices. The computer may communicate with the
devices directly or indirectly, via any wired or wireless
medium (e.g. the Internet, LAN, WAN or Ethernet, Token
Ring, a telephone line, a cable line, a radio channel, an
optical communications line, commercial on-line service
providers, bulletin board systems, a satellite communica-
tions link, a combination of any of the above). Each of the
devices may themselves comprise computers or other com-
puting devices, such as those based on the Intel® Pentium®
or Centrino™ processor, that are adapted to communicate
with the computer. Any number and type of devices may be
in communication with the computer.

In an embodiment, a server computer or centralized
authority may not be necessary or desirable. For example,
the present invention may, in an embodiment, be practiced
on one or more devices without a central authority. In such
an embodiment, any functions described herein as per-
tormed by the server computer or data described as stored on
the server computer may instead be performed by or stored
on one or more such devices.

Where a process 1s described, mm an embodiment the
process may operate without any user intervention. In
another embodiment, the process includes some human
intervention (e.g., a step 1s performed by or with the assis-
tance of a human).

Video Wagering Games

Video wagering games are set up to mimic a table game
using adaptations of table games rules and cards.

In one version of video poker the player 1s allowed to
ispect five cards randomly chosen by the computer. These
cards are displayed on the video screen and the player
chooses which cards, if any, that he or she wishes to hold.
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If the player wishes to hold all of the cards, 1.e., stand, he or
she presses a STAND button. If the player wishes to hold
only some of the cards, he or she chooses the cards to be held
by pressing HOLD keys located directly under each card
displayed on the video screen. Pushing a DEAL button after
choosing the HOLD cards automatically and simultaneously
replaces the unchosen cards with additional cards which are
randomly selected from the remainder of the deck. After the
STAND button 1s pushed, or the cards are replaced, the final
holding 1s evaluated by the game machine’s computer and
the player 1s awarded either play credits or a coin payout as
determined from a payoll table. This payofl table 1s stored 1n
the machine’s computer memory and 1s also displayed on
the machine’s screen. Hands with higher poker values are
awarded more credits or coins. Very rare poker hands are
awarded payolls of 800-to-1 or higher.

Apparatus for Playing Over a Communications System

FIG. 1 shows a block diagram of components for a
hand-reading system on a table 4 of some embodiments, a
smart card-reading delivery shoe 8 with output 14 and a
smart card-reading discard rack 12 with output 18. Player
positions 6 are shown, as 1s a dealer’s hand position sensor
10 without output port 16.

FIG. 2 shows apparatus for playing the game. There 15 a
plurality of player units 40-1 to 40-» which are coupled via
a communication system 41, such as the Internet, with a
game playing system comprising an administration unit 42,
a player register 43, and a game unmit 45. Each unit 40 is
typically a personal computer with a display unit and control
means (a keyboard and a mouse).

When a player logs on to the game playing system, their
unit 40 1dentifies 1tself to the administration unit. The system
holds the details of the players in the register 43, which
contains separate player register units 44-1 to 44-» for all the
potential players, 1.e., for all the members of the system.

Once the player has been 1dentified, the player 1s assigned
to a game unit 45. The game unit contains a set of player data
units 46-1 to 46-6, a dealer unit 47, a control unit 48, and a
random dealing unit 49.

Up to seven players can be assigned to the game unit 45.
There can be several such units, as indicated, so that several
games can be played at the same time 11 there are more than
seven members of the system logged on at the same time.
The assignment of a player unit 40 to a player data unit 46
may be arbitrary or random, depending on which player data
units 46 and game units 45 are free. Each player data unit 46
1s loaded from the corresponding player register unit 44 and
also contains essentially the same details as the correspond-
ing player unit 40, and 1s 1n communication with the player
unit 40 to keep the contents of the player unit and player data
unmit updated with each other. In addition, the appropnate
parts of the contents of the other player data units 46 and the
dealer unit 47 are passed to the player unit 40 for display.

The logic unit 48 of the game unit 45 steps the game unit
through the various stages of the play, mitiating the dealer
actions and awaiting the appropriate responses from the
player units 40. The random dealing unit 49 deals cards
essentially randomly to the dealer unit 47 and the player data
units 46. At the end of the hand, the logic unit passes the
results of the hand, 1.e., the wins and/or losses, to the player
data units 46 to inform the players of their results. The
administrative unit 42 also takes those results and updates
the player register units 44 accordingly.

The player umts 40 are arranged to show a display. To
identily the player, the player’s position 1s highlighted. As
play proceeds, so the player selects the various boxes, enters
bets 1n them, and so on, and the results of those actions are
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displayed. As the cards are dealt, a series of overlapping card
symbols 1s shown 1n the Bonus box. At the option of the
player, the cards can be shown 1n a line below the box, and
similarly for the card dealt to the dealer. At the end of the
hand, a message 1s displayed imnforming the player of the
results of their bets, 1.e., the amounts won or lost.

Alternative Technologies

It will be understood that the technologies described
herein for making, using, or practicing various embodiments
are but a subset of the possible technologies that may be
used for the same or similar purposes. The particular tech-
nologies described herein are not to be construed as limiting.
Rather, various embodiments contemplate alternate tech-
nologies for making, using, or practicing various embodi-
ments.

What 1s claimed 1s:

1. An apparatus comprising:

at least one processor configured to:

determine that at least one cellular telephone 1s accessing,
a gaming service through a single access point;

receive an indication that a current location of the single
access point 1s within a first geofence, the first geofence
being within an area that 1s approved for access to the
gaming Service;

detect a movement of the single access point from the first
geolence to a second geofence that 1s also within the
approved area;

determine a distance between the second geofence and the
boundary of the approved area;

identily a distance between the second geofence and a
boundary of the approved area;

determine a time when the current location of the single
access point 1s to be reevaluated, the time being based
on the distance between the second geofence and the
boundary of the approved area; and

allow the at least one cellular telephone to access the
gaming service through the single access point, 1n
response to determiming that the single access point 1s
within the first geofence or the second geofence.

2. The apparatus of claim 1, in which the at least one

processor 1s configured to:

register an application on the at least one cellular tele-

phone, and wherein the application 1s at least config-
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ured to determine that the single access point has
changed location, and/or determine a distance the
single access point has moved;

recerve from the application a report wherein the report

includes at least one of an indication that the single
access point has moved, and an 1indication of a distance
the single access point has moved; and

in response to the report identify whether the single access

point cellular telephone 1s within the first geofence.

3. The apparatus of claim 1, 1n which the at least one
processor 1s configured to:

register an application on the at least one cellular tele-

phone, wherein the application 1s at least configured to
determine that the single access point has changed
location and/or determine a distance the single access
point has moved;

recerve from the application a report wherein the report

includes at least one of an indication that the single
access point has moved and an 1ndication of a distance
the single access point has moved; and

in response to the report, query a remote location deter-

mination service to determine a location of the single
access point.

4. The apparatus of claim 1, wherein the at least one
processor 1s further configured to reset the time when the
current location of the single access point 1s to be reevalu-
ated, 1n response to detecting the movement of the single
access point from the second geofence to a third geofence,
the reset of the time being based on a distance between the
third geofence and the boundary of the approved area.

5. The apparatus of claim 1, wherein the distance between
the first geofence and the boundary of the approved area 1s
longer than that of the second geofence.

6. The apparatus of claim 1, wherein the distance between
the first geofence and the boundary of the approved area 1s
shorter than that of the second geotence.

7. The apparatus of claim 1, wherein the second geotfence
1s located within the first geofence.

8. The apparatus of claim 1, wherein the first geofence and
the second geolence are concentric.

9. The apparatus of claim 1, wherein the first geofence 1s
located within the second geofence.
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