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PRINTING APPARATUS THAT REGISTERS
TO A PRINTING SERVICE IN RESPONSE TO
RECEIPT OF AN INSTRUCTION FROM AN
ADMINISTRATOR WHEN A LOGIN
FUNCTION OF THE PRINTING APPARATUS
IS ENABLED, AND RELATED CONTROL
METHOD AND PROGRAM

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 15/574,517, filed on Nov. 16, 2017, which 1s a
U.S. national stage application of International Patent Appli-
cation No. PCT/IP2016/003365, filed on Jul. 135, 2016,
which claims the benefit of Japanese Patent Application No.

2015-148034 filed on Jul. 27, 2015, all of which are hereby
incorporated by reference herein 1n their entireties.

TECHNICAL FIELD

The present invention relates to a printing apparatus, a
control method, and a program for the printing apparatus.

BACKGROUND ART

In conventional printing services, printing 1s performed
upon a user transmitting a print job directly to a printing
apparatus from a client terminal, such as a personal com-
puter (PC).

Meanwhile, 1n recent years, cloud-based printing services
on the Internet, such as Google® Cloud Print envisaged by
Google Inc., of Mountain View, Calif., United States, have
been proposed.

FIG. 1 1s a diagram 1llustrating a processing sequence of
Google® Cloud Print. It 1s assumed that a printing apparatus
1010 supports Google® Cloud Print functions, and a client
terminal 1000 supports Google® Cloud Print client func-
tions. A cloud-based printing service 1020 represents a
cloud-based printing service on the Internet.

The user first transmits a cloud-based print service reg-
istration request 1110 from the client terminal 1000 to the
printing apparatus 1010. The registration request 1110
includes a user ID that 1s information that identifies a user
who 1s requesting the service. Upon receiving the registra-
tion request 1110, the printing apparatus 1010 transmits a
cloud-based printing service registration request 1120 to the
cloud-based printing service 1020. The cloud-based printing
service registration request 1120 includes the user ID
included in the registration request 1110 from the client
terminal 1000, and a unique printer ID of the printing
apparatus 1010. Upon receiving the registration request
1120 from the printing apparatus 1010, the cloud-based
printing service 1020 associates the user 1D and the printer
ID included 1n the registration request 1120 with each other,
and registers the printing apparatus 1010 as a printing
apparatus that can execute Google® Cloud Print. Then, the
cloud-based printing service 1020 returns the result of
registration to the printing apparatus 1010, using a cloud-
based printing service registration response 1130. Upon
receiving the response 1130, the printing apparatus 1010
returns the contents of the response 1130, in the form of a
cloud-based printing service registration response 1140, to
the client terminal 1000. Upon receiving the response 1140,
the client terminal 1000 recognizes the printing apparatus
1010 as a printing apparatus that can execute Google®
Cloud Print.

Next, the user transmits print data 1150 to a logical printer
tor the cloud-based printing service 1020 that corresponds to
the printing apparatus 1010. In response, the cloud-based
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printing service 1020 converts the print data 1150 thus
received into print data 1160 that 1s formatted to be execut-

able by the printing apparatus 1010. Then, the cloud-based
printing service 1020 transmits the print data 1160 thus
converted to the printing apparatus 1010, and, in response,
the printing apparatus 1010 executes printing based on the
print data 1160 thus received. U.S. Pat. No. 8,867,070
discloses the configuration of the above-described cloud-
based printing service.

Usually, administrator authority functions are set to a
printing apparatus, and such a printing apparatus 1s managed
by being set up to allow only admimistrators to change the
settings of the printing apparatus (e.g. ON/OFF settings of
vartous print protocols that include cloud-based printing
service functions). In the case of a printing apparatus that
has been set up 1n such a manner, a user 1s requested to log
in to the printing apparatus as an administrator upon the user
making an attempt to change a setting among various
settings of the printing apparatus from a user interface (UI).

According to the technology disclosed in the above-
described U.S. Pat. No. 8,867,070, however, upon a printing
apparatus receiving a cloud-based printing service registra-
tion request from a client terminal, the printing apparatus
immediately transmits a registration request to the cloud-
based printing service on the Internet, and the printing
apparatus 1s thus registered to the service. Such a configu-
ration allows non-admimstrators to execute registration to
the cloud-based printing service, and causes 1nconsistency
with a policy related to the setting change of the printing
apparatus.

An object of the present invention 1s to solve the problem
in the above-described conventional technology.

SUMMARY OF THE INVENTION

The present invention enables realization of technology
for performing control to allow an administrator of a print-
ing apparatus to determine whether or not to execute regis-
tration of the printing apparatus to a printing service on the
Internet upon the printing apparatus receiving a registration
request.

In one aspect, the present invention provides a printing,
apparatus that can be registered to a printing service on the
Internet, the printing apparatus comprising display means
for displaying an administrator login screen upon receipt of
a request for registration to the printing service from a client
in a case 1n which a setting of the printing apparatus has
required that the registration to the printing service 1s
performed by an admimstrator, and registration means for
executing registration to the printing service upon an admin-
istrator successiully logging 1n to the printing apparatus via
the administrator login screen.

In another aspect, the present invention provides a print-
ing apparatus that can be registered to a printing service on
the Internet, the printing apparatus comprising display
means for displaying registration screen used for executing
registration to the printing service and an administrator login
screen upon receipt of a request for registration to the
printing service from a client 1n a case 1 which a system
management setting of the printing apparatus 1s ON, and
registration means for executing the registration to the
printing service upon receiving an instruction to execute
registration to the printing service via the registration screen
and an administrator successiully logging in to the printing
apparatus via the administrator login screen.

In yet another aspect, the present mvention provides a
control method for controlling a printing apparatus that can
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be registered to a printing service on the Internet, the control
method comprising displaying an administrator login screen
upon receipt of a request for registration to the printing
service from a client in a case in which a setting of the
printing apparatus has required that the registration to the
printing service be performed by an administrator and
executing the registration to the printing service upon an
administrator successtully logging in to the printing appa-
ratus via the administrator login screen.

In addition, 1n another aspect, the present invention pro-
vides a program for causing a computer to execute steps of
a control method for controlling a printing apparatus that can
be registered to a printing service on the Internet, the control
method comprising displaying an administrator login screen
upon receipt of a request for registration to the printing
service from a client 1n a case 1n which a setting of the
printing apparatus has required that the registration to the
printing service be performed by an admimstrator, and
executing the registration to the printing service upon an
administrator successtully logging in to the printing appa-
ratus via the administrator login screen.

Further features of the present invention will be apparent
from the following description of exemplary embodiments
with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The attached drawings are included in the description,
constitute a part of the description, illustrate embodiments of
the present invention, and are used to describe the principle
of the present mvention in conjunction with the description
of the embodiments.

FIG. 1 1s a diagram 1llustrating a processing sequence of

Google® Cloud Print.

FIG. 2 1s a block diagram illustrating a hardware con-
figuration of a printing apparatus according to an embodi-
ment of the present invention.

FIG. 3 1s a functional block diagram illustrating a soft-
ware configuration of the printing apparatus according to the
embodiment.

FIG. 4 1s a top view of an operation panel of the printing,
apparatus according to the embodiment.

FIG. 5 1s a diagram 1llustrating a processing sequence of
a printing system according to Embodiment 1 of the present
invention.

FIG. 6 1s a tflowchart illustrating processing performed
when a printing apparatus according to Embodiment 1 of the
present mvention receives a cloud-based printing service
registration request from a client terminal (1n a case in which
an ID management setting 1s OFF).

FIG. 7 1s a flowchart illustrating processing performed
when the printing apparatus according to Embodiment 1 of
the present invention receives a cloud-based printing service
registration request from a client terminal (1n a case 1n which
the ID management setting 1s ON).

FIG. 8 1s a screen transition diagram corresponding to the
flowchart illustrated in FIG. 6 that shows processing per-
formed by the printing apparatus upon receipt of a cloud-
based printing service registration request (1n a case in
which the ID management setting 1s OFF).

FI1G. 9 15 a screen transition diagram corresponding to the
flowchart illustrated in FIG. 7 that shows processing per-
tormed by the printing apparatus upon receipt of the cloud-
based printing service registration request (1n a case in
which the ID management setting 1s ON).
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FIG. 10 1s a flowchart illustrating processing performed
by the printing apparatus according to Embodiment 1 when

executing cloud printing.

FIG. 11 1s a flowchart illustrating processing performed
by a printing apparatus according to Embodiment 2 of the
present 1nvention.

FIG. 12 1s a flowchart illustrating processing performed
by the printing apparatus according to Embodiment 2 of the
present invention.

FIG. 13 1s a diagram 1llustrating an ID management DB
held by the printing apparatus according to Embodiment 2.

DESCRIPTION OF TH

L1l

EMBODIMENTS

Embodiments of the present invention will now be
described 1n detail with reference to the drawings. It should
be noted that the relative arrangement of the components,
the numerical expressions, and the numerical values set
forth 1n these embodiments do not limit the scope of the
present 1nvention unless it 1s specifically stated otherwise.

FIG. 2 1s a block diagram illustrating a hardware con-
figuration of a printing apparatus 100 according to an
embodiment of the present invention. Here, 1t 1s assumed
that the printing apparatus 100 1s included 1n a system shown
in FIG. 5 and described below, and 1s connected to a client
terminal and a cloud-based printing service via a network.

A control unit 201 that includes a central processing unit
(CPU) 202 controls an overall operation of the printing
apparatus 100. The CPU 202 reads out a control program
stored 1n a read-only memory (ROM) 204 or a hard disk
drive (HDD) 214, and performs various kinds of control,
such as communication control. A random access memory
(RAM) 203 1s used as temporary storage areas, such as a
main memory, and a work area for the CPU 202. The HDD
214 stores data, various programs, and various information
tables. A printer interface (I/F) 206 serves as an interface that
outputs an 1mage signal to a printer 207 (a printer engine).
A scanner I/F 208 serves as an interface to which an image
signal from a scanner 209 (a scanner engine) 1s input. At the
time of a copying operation, the CPU 202 processes an input
image signal received via the scanner I'F 208, and outputs
the processed signal to the printer I'F 206 as a recording
image signal. An operation panel I/F 210 connects an
operation panel 211 and the control unit 201 to each other.
The operation panel 211 1s provided with a display umnit
having touch panel functions, and a keyboard. A network I/F
212 transmits information to external apparatuses, such as a
client terminal and a cloud-based printing service, and
receives various kinds of information from the external
apparatuses. The blocks included within the control unit 201
are connected to each other via a system bus 205.

FIG. 3 1s a functional block diagram illustrating a soft-
ware configuration of the printing apparatus 100 according
to the embodiment. Note that each functional unit shown in
FIG. 3 1s realized by the CPU 202 included 1n the printing
apparatus 100 executing a program that has been loaded
from the ROM 204 or the HDD 214 to the RAM 203.

An operation control unit 300 controls the operation panel
211, displays an operation menu on the operation panel 211,
awaits an instruction to be input from a user, and notifies
other Tunctional units of the contents of the mstruction thus
received. The operation control umt 300 also displays the
results of processing that has been executed by other func-
tional units according to the instruction on the operation
panel 211. A registration control umt 301 that controls
registration to the cloud-based printing service analyzes a
cloud-based printing service registration request received
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from a client terminal, and transmits a registration request to
the cloud-based printing service. The registration control
unit 301 thus controls registration to the cloud-based print-
Ing service.

A cloud-based printing control unit 302 performs control
to transier print data that has been received from the
cloud-based printing service, together with a print request, to
an 1mage processing unit 306. An 1dentification (ID) man-
agement control umt 303 manages an ID management
setting stored by a storage unit 305, and a current ID login
state. An administrator authority control unit 304 manages
an administrator authority setting stored by the storage unit
305. The storage unit 305 stores specified data in the RAM
203 or the HDD 214, or reads out data stored therein,

according to an 1instruction from another functional unait.
Examples of data managed by the storage unit 305 1nclude
an ID management database (DB) and administrator setting
information for the printing apparatus 100. The image
processing unit 306 performs processing to generate print
image data by performing rendering based on a print job. A
printing processing unit 307 performs processing to transmit
the 1image data to the printer 207 as an 1image signal via the
printer I'F 206, and to cause the printer 207 to perform
printing. The image data 1s generated by the 1image process-
ing unit 306 performing rendering.

FIG. 4 1s a top view of the operation panel 211 of the
printing apparatus 100 according to the embodiment.

The operation panel 211 has a display unit 405, such as a
liquad crystal display, and 1s also provided with touch panel
functions. A copy button 401 1s a button used for instructing
the printing apparatus 100 to perform a copy operation.
Upon the user pressing the copy button 401, a copy opera-
tion screen 1s displayed on the display unit 405. FIG. 4
shows a situation 1n which a copy menu screen 1s displayed
on the display unit 405 in response to the copy button 401
being pressed. A FAX button 402 1s a button used for
istructing the printing apparatus 100 to perform FAX
transmission. Upon the user pressing the FAX button 402, a
FAX operation screen 1s displayed on the display unit 405.
A scan button 403 1s a button used for instructing the
printing apparatus 100 to perform a scan operation. Upon the
user pressing the scan button 403, a scan operation screen 1s
displayed on the display unit 405. A numeric keypad 408 1s
used by the user when inputting a number, or the like. An
OK key 407 1s used by the user when confirming the
contents displayed on the display umt 405, for example.
Direction keys 406 include move keys used for moving a
cursor 1n the upward, downward, left, and right directions,
and are used when the user selects a menu, or the like,
displayed on the display unit 405. A black-and-white copy
key 409 and a color copy key 410 are used for making an
instruction to start copying in a black-and-white mode and
a color mode, respectively. A stop key 411 1s used {for
stopping processing that 1s currently being executed. A menu
key 412 1s used by the user when displaying a menu screen
for setting the printing apparatus 100.

The following describes operations performed by the
printing apparatus 100 when recerving a cloud-based print-
ing service registration request, described below with ret-
erence to FIG. 5, using two embodiments, namely Embodi-
ments 1 and 2. Note that Embodiment 2 includes
Embodiment 1, and, therefore, a description of Embodiment
2 only refers to the difference from Embodiment 1.

Embodiment 1

FIG. 5 1s a diagram 1llustrating a processing sequence of
a printing system according to Embodiment 1 of the present
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invention. Here, 1t 1s assumed that the printing apparatus 100
supports the above-described Google® Cloud Print func-
tions, for example, and a client termunal 101 supports
Google® Cloud Print client functions. A cloud-based print-
ing service 102 represents a cloud-based printing service on
the Internet.

Here, the user first transmits a cloud-based printing ser-
vice registration request 111 from the client terminal 101 to
the printing apparatus 100. The registration request 111
includes a user ID for the service. Upon receiving the
registration request 111, the printing apparatus 100, 1n step
S501, executes processing shown in FIG. 6 or FIG. 7,
described below, and 1n step S502, determines whether or
not to execute registration to the cloud-based printing ser-
vice 102. Upon determining not to execute registration, the

printing apparatus 100 immediately ends processing. Upon
determining to execute registration 1n step S502, the printing
apparatus 100 transmits a cloud-based printing service reg-
istration request 112 to the cloud-based printing service 102.
The cloud-based printing service registration request 112
includes the user 1D included 1n the registration request 111
from the client terminal 101, and a unique printer 1D of the
printing apparatus 100. Upon receirving the registration
request 112 from the printing apparatus 100, the cloud-based
printing service 102 associates the user ID and the printer 1D
included 1n the registration request 112 with each other, and
registers the printing apparatus 100 as a printing apparatus
that can execute Google® Cloud Print. Then, the cloud-
based printing service 102 returns the result of registration
to the printing apparatus 100, using a cloud-based printing
service registration response 113. Upon recerving the
response 113, the printing apparatus 100 returns the contents
of the response 113 to the client terminal 101, using a
cloud-based printing service registration response 114. Upon
receiving the response 114, the client terminal 101 recog-
nizes the printing apparatus 100 as a printing apparatus that
can execute Google® Cloud Print.

Next, the user transmits print data 113 to a logical printer
for the cloud-based printing service 102 that corresponds to
the printing apparatus 100. Consequently, the cloud-based
printing service 102 converts the print data 115 thus received
into print data 116 that 1s formatted to be executable by the
printing apparatus 100. Then, the cloud-based printing ser-
vice 102 transmits the print data 116 thus converted, to the
printing apparatus 100, and consequently, the printing appa-
ratus 100 executes printing based on the print data 116 thus
received.

This concludes an overview of processing according to
Embodiment 1 of the present invention.

FIG. 6 1s a flowchart illustrating processing performed
when the printing apparatus 100 according to Embodiment
1 of the present invention receives the cloud-based printing
service registration request 111 from the client terminal 101
(1n a case 1 which an ID management setting 1s OFF). Note
that a program used for executing this processing 1s stored
in the ROM 204 or the HDD 214, for example. When the
processing 1s to be executed, the program 1s loaded to the
RAM 203, and 1s then executed under the control of the CPU
202. The processing 1s thus realized.

This processing 1s started upon the printing apparatus 100
receiving the cloud-based printing service registration
request 111 from the client terminal 101, and first, 1n step
S601, the CPU 202 determines whether the ID management
setting 1s ON or OFF. Processing performed 1n the case 1n
which the ID management setting 1s ON 1s described below
with reference to FIG. 7.
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Upon determining that the ID management setting 1s OFF,
the CPU 202 proceeds to step S602, and determines whether
a system management setting 1s ON or OFF. Upon deter-
mimng that the system management setting 1s OFF, the CPU
202 proceeds to step S603, and displays a Google® Cloud
Print registration screen 802, as shown in FIG. 8 {for
example, on the operation panel 211. Next, the CPU 202
proceeds to step S605, and determines whether or not a
“YES” button 810 on the registration screen 802 has been
pressed. Upon determining that the “YES” button 810 has
been pressed, the CPU 202 proceeds to step S607. The
“YES” button 810 1s used for making an instruction to
continue registration. In step S607, the CPU 202 transmits
the cloud-based printing service registration request 112 to
the cloud-based printing service 102, thereby executing
registration to the cloud-based printing service 102, and
ends this processing. Upon determining 1n step S603 that a
“NO” button 811 has been pressed, the CPU 202 immedi-
ately ends this processing. Processing performed 1n this case
1s the same as the conventional processing described above
with reference to FIG. 1.

Upon determiming that the system management setting 1s
ON 1n step S602, the CPU 202 proceeds to step S604, and
displays the Google® Cloud Print registration screen 802,
shown 1n FIG. 8, for example, on the operation panel 211.
Next, the CPU 202 proceeds to step S606, and determines
whether or not the “YES” button 810 on the registration
screen 802 has been pressed. Upon determining that the
“YES” button 810 has been pressed, the CPU 202 proceeds
to step S608. The “YES” button 810 1s used for making an
istruction to continue registration. In step S608, the CPU
202 displays a system administrator login screen 804, shown
in FIG. 8, for example, on the operation panel 211. The
administrator mputs an administrator ID and a password
from the system admimstrator login screen 804.

Next, the CPU 202 proceeds to step S609, and determines
whether or not the user (the administrator) has successtully
logged 1n to the printing apparatus 100. Upon determining
that the user has been successtully logged in to the printing,
apparatus 100, the CPU 202 proceeds to step S610. In step
5610, the CPU 202 transmits the cloud-based printing
service registration request 112 to the cloud-based printing
service 102, thereby executing registration to the cloud-
based prmtmg service 102, and ends this processing. Upon
determining 1n step S609 that the user has failed to log 1n to
the prmtmg apparatus 100, the CPU 202 immediately ends
the processing. Also, upon determining in step S606 that the
“NO” button 811 on the registration screen 802 has been
pressed, the CPU 202 immediately ends the processing.

As described above, 1n the case 1n which the ID manage-
ment setting 1s OFF, 1.e., 1n the case 1n which processing to
be executed does not vary depending on the user 1D, if the
system management setting 1s OFF, 1.e., 11 a user that 1s not
an administrator 1s allowed to execute registration, the
Google® Cloud Print registration screen 1s displayed so that
the user can execute registration. On the other hand, 1f the
system management setting 1s ON, 1.e., 1f registration 1s only
allowed for an admimistrator who has logged in to the
printing apparatus 100, the CPU 202 displays the login
screen 804 upon being instructed to execute registration on
the registration screen 802, and registration to the cloud-
based printing service 102 becomes executable only after the
administrator successtully logs 1n to the printing apparatus
100. Thus, even if the ID management setting 1s OFF,
registration to the cloud-based printing service 102 becomes
executable on condition that the user logs 1n to the printing
apparatus 100 as a system admuinistrator.
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FIG. 7 1s a tflowchart illustrating processing performed
when the printing apparatus 100 according to Embodiment
1 of the present invention receives the cloud-based printing
service registration request 111 from the chient terminal 101
(1n a case 1n which the ID management setting 1s ON). Note
that a program used for executing this processing is stored
in the ROM 204 or the HDD 214, for example. When the

processing 1s to be executed, the program 1s loaded to the
RAM 203, and 1s then executed under the control of the CPU
202. The processing 1s thus realized. This processing 1is
executed when it 1s determined 1n step S601, shown 1n FIG.
6, that the ID management setting 1s ON.

First, 1n step S702, the CPU 202 determines whether or
not the printing apparatus 100 1s in a log-in state (i1.e. a user
has logged in to the printing apparatus 100). Here, upon
determining that the printing apparatus 100 1s 1n a non-login
state (1.¢. a user has not logged 1n to the printing apparatus
100), the CPU 202 proceeds to step S703, displays a login
request message screen 9035, as shown i FIG. 9, for
example, on the operation panel 211, and ends this process-
ing. On the other hand, upon determining in step S702 that
the printing apparatus 100 1s 1n the login state, the CPU 202
proceeds to step S704, and determines whether the system
management setting 1s ON or OFF. Here, upon determining
that the system management setting 1s OFF, the CPU 202
proceeds to step S705, and displays a Google® Cloud Print
registration screen 902, as shown 1n FIG. 9, for example, on
the operation panel 211. Next, the CPU 202 proceeds to step
S706, and determines whether or not a “YES” button 910 on
the registration screen 902 has been pressed. The “YES”
button 910 1s used for making an instruction to execute
registration. Upon determining that the “YES” button 910
has been pressed, the CPU 202 proceeds to step S707, and
transmits the cloud-based printing service registration
request 112 to the cloud-based printing service 102, thereby
executing cloud-based printing service registration. Upon
determining 1n step S706 that a “NO” button 911 has been
pressed, the CPU 202 immediately ends this processing.

Upon determining 1in step S704 that the system manage-
ment setting 1s ON, the CPU 202 proceeds to step S708, and
determines whether or not the user has logged in to the
printing apparatus 100 as a system administrator. Here, upon
determining that the user has not logged 1n to the printing
apparatus 100 as a system administrator, the CPU 202
proceeds to step S709, and displays, for example, a message
screen 904, shown i FIG. 9, on the operation panel 211,
requesting the user to log 1n to the printing apparatus 100 as
a system administrator, and ends this processing.

Upon determining in step S708 that the user has logged 1n
to the printing apparatus 100 as a system administrator, the
CPU 202 proceeds to step S710, and displays the Google®
Cloud Print registration screen 902, as shown 1n FIG. 9, for
example, on the operation panel 211. Next, the CPU 202
proceeds to step S711, and determines whether or not the
“YES” button 910 on the registration screen 902 has been
pressed. The “YES” button 910 1s used for making an
instruction to execute registration. Upon determining that
the “YES” button 910 has been pressed, the CPU 202
proceeds to step S712, and transmits the cloud-based print-
ing service registration request 112 to the cloud-based
printing service 102, thereby executing registration to the
cloud-based printing service 102, and ends this processing.
Upon determining 1n step S711 that the “NO” button 911 has
been pressed, the CPU 202 immediately ends this process-
ng.

As described above, 1n the case in which the ID manage-
ment setting 1s ON, 1.e., 1 the case 1 which processing to
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be executed varies depending on the user 1D, 1f the system
management setting 1s OFF, 1.e., 1f a user that 1s not an
administrator 1s allowed to execute registration, the
Google® Cloud Print registration screen 1s displayed so that
the user can execute registration.

If the system management setting 1s ON, 1.e., 1f registra-
tion 1s only allowed for an administrator who has logged in
to the printing apparatus 100, upon an nstruction to execute
registration being input from the registration screen 902, the
CPU 202 displays the screen 904 for requesting the user to
log 1n to the printing apparatus 100 as a system administra-
tor. Thus, 1f the ID management setting 1s ON and the system
management setting 1s OFF, the login user can execute
registration to the cloud-based printing service 102. If the
system management setting 1s ON, the user 1s allowed to
execute registration to the cloud-based printing service 102
only after logging in to the printing apparatus 100 as a
system administrator.

FIG. 8 15 a screen transition diagram corresponding to the
flowchart illustrated in FIG. 6 that shows processing per-
formed by the printing apparatus 100 upon receipt of the
cloud-based printing service registration request 111 (in a
case 1n which the ID management setting 1s OFF).

A screen 801 1s an mitial screen for copying that 1s
displayed when the copy button 401 of the printing appa-
ratus 100 1s pressed. Upon the printing apparatus 100
receiving the cloud-based printing service request 111 from
the client terminal 101, the CPU 202 displays the Google®
Cloud Print registration screen 802 on the display unit 405
of the operation panel 211. Upon the user selecting the “NO”
button 811 on the Google® Cloud Print registration screen
802, the CPU 202 displays the default screen 801 again. On
the other hand, upon the user selecting the “YES” button 810
on the Google® Cloud Print registration screen 802, the
CPU 202 displays a Google® Cloud Print registration start
screen 803 on the display unit 4035 11 the system management
setting 1s OFF. Then, the CPU 202 executes registration of
the printing apparatus 100 to the cloud-based printing ser-
vice 102.

If the system management setting 1s ON, the CPU 202
displays the system administrator login screen 804 on the
display unit 405 of the operation panel 211. Upon the user
(administrator) successiully logging 1n to the printing appa-
ratus 100 from the system administrator login screen 804,
the CPU 202 displays the Google® Cloud Print registration
start screen 803 on the display unit 405, and registers the
printing apparatus 100 to the cloud-based printing service
102.

FI1G. 9 15 a screen transition diagram corresponding to the
flowchart illustrated in FIG. 7 that shows processing per-
formed by the printing apparatus 100 upon receipt of the
cloud-based printing service registration request 111 (in a
case 1 which the ID management setting 1s ON).

A screen 906 1s a default screen for the case 1n which the
user has not logged 1n to the printing apparatus 100. Upon
the user logging 1n to the printing apparatus 100, the CPU
202 displays a detault screen 901 for the case in which the
user has logged in to the printing apparatus 100, on the
display umt 405 of the operation panel 211. In a situation 1n
which the screen 906, for the case in which the user has not
logged 1n to the printing apparatus 100, 1s being displayed,
the printing apparatus 100 receives the cloud-based printing,
service registration request 111 from the client terminal 101.
Consequently, the CPU 202 displays the login request mes-
sage screen 905 on the display unit 405 of the operation
panel 211. The screen 905 notifies the user of the fact that
processing responding to the cloud-based printing service
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registration request 111 cannot be executed because the user
has not logged 1n to the printing apparatus 100. Furthermore,
if the system management setting 1s ON, logging 1 by a
system admuinistrator 1s requested.

Also, 1n a situation 1n which the detfault screen 901, for the
case 1n which the user has logged 1n to the printing apparatus
100, 1s being displayed, 1 the printing apparatus 100
receives the cloud-based printing service registration request
111 from the client terminal 101, the CPU 202 determines
whether or not the user who has logged 1n to the printing
apparatus 100 has administrator authority. Upon determin-
ing that the user who has logged 1n to the printing apparatus
100 has administrator authority, the CPU 202 displays the
Google® Cloud Print registration screen 902 on the opera-
tion panel 211. Upon the user selecting the “NO” button 911
on the Google® Cloud Print registration screen 902, the
CPU 202 displays the default screen 901 for the case 1n
which the user has logged 1n to the printing apparatus 100,
on the operation panel 211. On the other hand, upon the user
selecting the “YES” button 910 on the Google® Cloud Print
registration screen 902, the CPU 202 displays a Google®
Cloud Print registration start screen 903 on the operation
panel 211. Then, the CPU 202 starts registration of the
printing apparatus 100 to the cloud-based printing service
102.

In a situation 1n which the default screen 901, for the case
in which the user has logged 1n to the printing apparatus 100,
1s being displayed, 1f the printing apparatus 100 receives the
cloud-based printing service registration request 111 and the
login user does not have administrator authority, the CPU
202 displays the login request message screen 904 on the
display unit 405. The login request message screen 904
requests a system administrator to log i to the printing
apparatus 100.

FIG. 10 1s a flowchart illustrating processing performed
by the printing apparatus 100 according to Embodiment 1
when executing cloud printing. Note that a program used for
executing this processing 1s stored in the ROM 204 or the
HDD 214, for example. When the processing 1s to be
executed, the program 1s loaded to the RAM 203, and 1s then
executed under the control of the CPU 202. The processing
1s thus realized.

Once the printing apparatus 100 has been registered to the
cloud-based printing service 102, the CPU 202 1s connected
to the cloud-based printing service 102 using Extensible
Messaging and Presence Protocol (XMPP) mn order to
receive a job reception noftification from the cloud-based
printing service 102. The CPU 202 thereaiter remains in this
state. Upon recerving the print data 115 from the client
terminal 101, the cloud-based printing service 102 notifies
the printing apparatus 100 of the reception of the job, using
XMPP. Thus, processing indicated by the tflowchart shown
in FIG. 10 1s started.

First, i step S1001, the CPU 202 receives a job reception
notification that notifies the CPU 202 of the reception of jobs
by the cloud-based printing service 102. Next, the CPU 202
proceeds to step S1002, connects to the cloud-based printing
service 102 using Hypertext Transter Protocol (HTTP), and
obtains a job list. Processing performed in steps S1004 and
S1005, following step S1003, 1s repeated the number of
times that 1s equal to the number of jobs 1included in the job
list. In step S1004, the CPU 202 connects to the cloud-based
printing service 102 using HT'TP, and downloads print data
specified by the corresponding job from the cloud-based
printing service 102. Next, the CPU 202 proceeds to step
S1005, and transfers the print data thus downloaded, to the
image processing unit 306. In step S1006, the CPU 202
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causes the image processing umt 306 to execute 1mage
processing on the print data. Thus, 1 step S1006, the image

processing unit 306 converts the print data into data that can
be printed by the printing apparatus 100. Then, the CPU 202
proceeds to step S1007, and outputs the print data that has
undergone 1mage processing to the printer 207 via the printer
I/F 206. Thus, the print data 1s printed. Processing performed
between step S1003 and step S1008 1s repeated the number
of times that 1s equal to the number of jobs included 1n the
10b list obtained 1n step S1002.

The user of the client terminal 101 1s thus able to execute
printing via the cloud-based printing service 102, using the
printing apparatus 100 registered to the cloud-based printing
service 102.

Embodiment 2

Next, a description 1s given of Embodiment 2 of the
present invention. Embodiment 2 provides further conve-
nience to the user by omitting the login processing from
Embodiment 1. Embodiment 2 includes Embodiment 1, and
the difference from Embodiment 1 lies in the processing
after “NO” 1 step S702 and step S708 in the tlowchart
illustrated 1n FIG. 7. In this processing according to Embodi-
ment 1, the CPU 202 displays a message screen in each of
steps S703 and S709, and then ends the processing. Accord-
ing to Embodiment 2, however, the CPU 202 1s enabled to
execute registration to the cloud-based printing service 102
in a particular case. This feature 1s described below. Note
that the configurations of the printing system and the print-
ing apparatus 100 according to Embodiment 2 are the same
as those according to Embodiment 1 above, and a descrip-
tion thereof 1s omitted.

FIG. 11 1s a flowchart illustrating processing performed
by the printing apparatus 100 according to Embodiment 2 of
the present invention. This flowchart 1llustrates processing,
performed after the CPU 202 has determined 1n the negative
(“NO”, 1.e., the printing apparatus 100 1s not 1n the login
state) 1 step S702 of the flowchart shown in FIG. 7
according to Embodiment 1 above. Note that a program used
for executing this processing 1s stored in the ROM 204 or the
HDD 214, for example. When the processing 1s to be
executed, the program 1s loaded to the RAM 203, and 1s then
executed under the control of the CPU 202. The processing
1s thus realized.

First, i step S1101, the CPU 202 reads out an ID
management database (DB) 1300 (FIG. 13) stored in the
storage unit 305. Then, the CPU 202 proceeds to step S1102,
and determines whether or not the user ID included 1n the
cloud-based printing service registration request 111 1is
included 1 Google® Cloud Print user 1Ds 1n the ID man-
agement DB 1300. Upon determining that the user ID 1s
included 1n the ID management DB 1300, the CPU 202
determines whether or not the user has system administrator
authority. Upon determining that the user has system admin-
istrator authority, the CPU 202 proceeds to step S1103, and
displays, for example, the Google® Cloud Print registration
start screen 903 on the display unit 405. Then, the CPU 202
transmits the cloud-based printing service registration
request 112 to the cloud-based printing service 102, thereby
executing cloud-based printing service registration.

On the other hand, upon determining in step S1102 that
the user does not have system administrator authority, the
CPU 202 proceeds to step S1104, displays, for example, the
login request message screen 905 shown 1 FIG. 9 on the
display unit 405 of the operation panel 211, and ends this
processing.
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Due to the above-described processing being performed,
registration to the cloud-based printing service 102 can be
executed 11 the user who made a registration request from the
client terminal 101 has system administrator authority of the
printing apparatus 100, even 11 the user has not logged 1n to
the printing apparatus 100.

FIG. 12 1s a flowchart illustrating processing performed
by the printing apparatus 100 according to Embodiment 2 of
the present invention. This flowchart 1llustrates processing
performed after the CPU 202 has determined 1n the negative
(“NO”, 1.e., a user who 1s not a system administrator has
logged 1n to the printing apparatus 100) 1n step S708 of the
flowchart shown 1n FIG. 7 according to Embodiment 1. Note
that a program used for executing this processing 1s stored
in the ROM 204 or the HDD 214, for example. When the
processing 1s to be executed, the program 1s loaded to the
RAM 203, and 1s then executed under the control of the CP
202. The processing 1s thus realized.

First, in step S1201, the CPU 202 reads out the ID
management DB 1300 stored in the storage unit 305. Then,
the CPU 202 proceeds to step S1202, and performs a search
in order to determine whether or not the user ID included 1n
the cloud-based printing service registration request 111
from the client terminal 101 1s included 1n Google® Cloud
Print user IDs that are listed 1n the ID management DB 1300.
Upon determining that the user ID 1s included 1n the ID
management DB 1300, the CPU 202 determines whether or
not the user has system administrator authority. Upon deter-
mining that the user has system admainistrator authority, the
CPU 202 proceeds to step S1203, and transmits the cloud-
based printing service registration request 112 to the cloud-
based printing service 102, thereby executing registration to
the cloud-based printing service 102.

Upon determining in step S1202 that the user does not
have system admimistrator authority, the CPU 202 proceeds
to step S1204. In step S1204, the CPU 202 displays, for
example, the login request message screen 904 shown 1n
FIG. 9 on the display unit 405, requesting the user to log 1n
to the printing apparatus 100 as a system administrator, and
ends this processing.

Due to the above-described processing being performed,
even 1 a user who 1s not an administrator has logged 1n to
the printing apparatus 100, registration to the cloud-based
printing service 102 can be executed depending on the
authority of the user of the client terminal 101. That 1s to say,
registration to the cloud-based printing service 102 can be
executed 11 the user of the client terminal 101 1s a user who
has authority to execute registration to the cloud-based
printing service 102 and has system admimstrator authority
for the printing apparatus 100.

FIG. 13 1s a diagram 1illustrating the ID management DB
1300 held by the printing apparatus 100 according to
Embodiment 2.

The ID management DB 1300 1s a database for managing,
the ID information of users, and 1s stored in the storage unit
305. The ID information includes a user name 1301, a
Google® Cloud Print user ID 1302, and system administra-
tor authority 1303. The user name 1301 1s a user ID {for
uniquely 1dentifying a user of the printing apparatus 100.
The Google® Cloud Print user 1D 1302 1s a user ID that 1s
associated with the user name 1301 and indicates that the
user has authority to execute registration to Google® Cloud
Print. The system administrator authority 1303 indicates
whether or not the corresponding user has system adminis-
trator authority. As described above, since the user 1D, the
cloud-based printing service user ID that 1s allowed to
execute registration to the cloud-based printing service, and
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the presence or absence of administrator authority are stored
in association with each other, whether or not to execute

registration to the cloud-based printing service can be deter-
mined based only on the user ID.

Other Embodiments

Embodiments of the present invention can also be realized
by a computer of a system or an apparatus that reads out and
executes computer executable mstructions (e.g., one or more
programs) recorded on a storage medium (that may also be
referred to more fully as a ‘non-transitory computer-read-
able storage medium’) to perform the functions of one or
more of the above-described embodiments and/or that
includes one or more circuits (e.g., an application specific
integrated circuit (ASIC)) for performing the functions of
one or more of the above-described embodiments, and by a
method performed by the computer of the system or the
apparatus by, for example, reading out and executing the
computer executable instructions from the storage medium
to perform the functions of one or more of the above-
described embodiments and/or controlling the one or more
circuits to perform the functions of one or more of the
above-described embodiments. The computer may comprise
one or more processors (e.g., a central processing unit
(CPU), or a micro processing unit (MPU)) and may include
a network of separate computers or separate processors to
read out and to execute the computer executable mnstruc-
tions. The computer executable istructions may be pro-
vided to the computer, for example, from a network or the
storage medium. The storage medium may include, for
example, one or more of a hard disk, a random-access
memory (RAM), a read only memory (ROM), a storage of
distributed computing systems, an optical disk (such as a
compact disc (CD), a digital versatile disc (DVD), or a
Blu-ray Disc (BD)™), a flash memory device, a memory
card, and the like.

While the present invention has been described with
reference to exemplary embodiments, 1t 1s to be understood
that the imvention 1s not limited to the disclosed exemplary
embodiments. The scope of the following claims 1s to be
accorded the broadest mterpretation so as to encompass all
such modifications and equivalent structures and functions.

I claim:
1. A printing apparatus that can be registered to a printing
service on the Internet, the printing apparatus comprising;:
(A) a display that displays:
(a) a registration screen used for instructing to execute
registration to the printing service; and
(b) an administrator login screen upon receipt of a
request for registration to the printing service from a
client 1n a case in which a login function of the
printing apparatus 1s enabled;
(B) a memory device that stores a set of instructions;
(C) at least one processor that executes 1nstructions, of the
set of instructions, to execute the registration to the
printing service, 1n a case 1n which an administrator,
which has successtully logged 1n to the printing appa-
ratus via the administrator login screen, instructs the
registration to the printing service, wherein a user,
which 1s not the administrator, cannot instruct the
registration to the printing service in the case in which
the login function of the printing apparatus i1s enabled,
and
(D) an identification (ID) management setting configured

to be switched ON and OFF,
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wherein, 1n a case 1n which the login function 1s disabled,
the display displays the registration screen used for
istructing to execute the registration to the printing
service, and the at least one processor executes the
registration to the printing service in response to the
istruction to execute the registration to the printing
service,

wherein the at least one processor further executes the
instructions:

(1) to determine whether the ID management setting 1s ON

or OFF; and

(1) to cause the display to display the administrator login

screen,

wherein the at least one processor executes the registra-

tion to the printing service 1n a case in which the at least
one processor determines that the ID management
setting 1s OFF.

2. The printing apparatus according to claim 1, wherein,
upon receipt of the request for the registration to the printing
service Irom the client, the at least one processor executes
registration to the printing service without the administrator
logging 1n to the printing apparatus via the administrator
login screen, in the case i which the login function 1is
disabled.

3. The printing apparatus according to claim 1, wherein,
in a case 1n which the at least one processor determines that
the ID management setting 1s ON, the at least one processor
causes the display to display the administrator login screen
and executes the registration to the printing service on a
condition that the user has logged 1n to the printing appa-
ratus.

4. The printing apparatus according to claim 1, wherein,
in a case 1 which the at least one processor determines that
the ID management setting 1s ON, and 1n the case in which
the login function of the printing apparatus 1s enabled, the at
least one processor executes the registration to the printing
service on a condition that the administrator has logged 1n to
the printing apparatus.

5. The printing apparatus according to claim 1, further
comprising (E) a storage unit that stores a user ID and a
presence or an absence ol administrator authority 1n asso-
ciation with each other,

wherein, upon receipt of the request for registration to the

printing service from a user of the client, the at least one
processor executes the registration to the printing ser-
vice, without an administrator logging 1n to the printing
apparatus via the administrator login screen, if the
presence ol administrator authority 1s stored in the
storage unit 1n association with a user ID of the user of
the client.

6. The printing apparatus according to claim 5, wherein,
in a case 1 which the at least one processor determines that
the ID management setting 1s ON, the at least one processor
executes the registration to the printing service, without the
administrator logging in to the printing apparatus via the
administrator login screen, 1n a case 1 which the presence
of administrator authority 1s stored in the storage unit in
association with a user ID of the user of the client.

7. The printing apparatus according to claim 1, wherein
the at least one processor executes the registration to the
printing service in response to the instruction being provided
via the registration screen.

8. The printing apparatus according to claim 1, wherein
the at least one processor further executes instructions:

(1) to recerve a job reception notification from the printing

service;
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11. A printing apparatus communicating with a printing
service transmitting print data to a registered printer via an
Internet, and a client terminal, the printing apparatus com-
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(11) to request a job list from the printing service in
response to receipt of the job reception notification;
(111) to download print data that corresponds to a job

agement setting 1s OFF.
10. A non-transitory computer-readable storage medium

included 1n the job list transmitted by the printing prising:
service responding to the request; and d a display; | | |
(iv) to execute printing of the downloaded print data. a memory device that stores a set of mnstructions; and
9. A control method for controlling a printing apparatus at least one processor that executes the set of instructions
that can be registered to a printing service on the Internet, the to: _ o
method comprising: manage, as a user ID of a login user to the printing
displaying a registration screen used for instructing to apparatus, user IDs of at least two users comprising
playng g g : . :
. . . . a user having administrator authority and a user not
execute registration to the printing service, and an hav: = .
.. . . aving administrator authority;
administrator login screen, upon receipt of a request for . . : :
, , o , , , receive, from the client terminal, a request for printer
regls’Fratlol} to the Prmtmg service fropl a client, in a registration:
case 1l which a login function of the printing apparatus | 5 display, on the display, a registration screen for accept-
s enabled; ing an approval instruction for the request received
executing the registration to the printing service, in a case from the client terminal; and
in which an administrator, which has successtully execute a printer registration request process register-
logged 1n to the printing apparatus via the administrator ing the printing apparatus with the printing service
login screen, instructs the registration to the printing »g by approval of the request,
service, wherein a user, which 1s not the administrator, wherein a user who performs an operation for regis-
cannot istruct the registration to the printing service 1n tering the printing apparatus performs two opera-
the case in which the login function of the printing tions before the printing apparatus executes the
apparatus 1s enabled; printer registration request process, the two opera-
displaying, in a case in which the login function 1s 25 tions including a first operation for causing the client
disabled, the registration screen used for instructing to to transmit the request for printer registration and a
execute the registration to the printing service, and second operation for approving the request,
executing registration to the printing service 1n wherein the printer registration request process triggered
response to the mstruction to execute the registration to by the approval of the request can be executed only by
the printing service, 30 a user who can log 1n to the printing apparatus as the
determining whether an 1dentification (ID) management user having administrator authority by a login function
setting 1s ON or OFF; and of the printing apparatus.
displaying the administrator login screen, 12. The printing apparatus according to claim 11, wherein
wherein the registration to the printing service 1s executed the printer registration request process triggered by the
in a case i which it 1s determined that the ID man- 35 approval of the request cannot be executed by a user

who cannot log 1n to the printing apparatus as the user
having the administrator authority by the login function

of the printing apparatus.
13. The printing apparatus according to claim 11, wherein
in a case where recetving the request, the at least one
processor displays, on the display, the registration

storing a program for causing a computer to execute steps of

a control method for controlling a printing apparatus that can

be registered to a printing service on the Internet, the control 40
method comprising:

displaying a registration screen used for instructing to
execute registration to the printing service, and an
administrator login screen, upon receipt of a request for

screen from a state in which a copy menu screen 1s
displayed on the display.
14. The printing apparatus according to claim 13, wherein

registration to the printing service from a client, in a 45  the copy menu screen 1s a default screen when a user logs
case 1n which a login function of the printing apparatus 1.
1s enabled; 15. The printing apparatus according to claim 11, wherein
executing the registration to the printing service, in a case the request received from the client terminal 1ncludes a
in which an admimstrator, which has successtully user 1D for the printing service, and
logged 1n to the printing apparatus via the administrator 50  the at least one processor executes the printer registration
login screen, instructs the registration to the printing request process lfor registering, with the printing ser-
service, wherein a user, which 1s not the administrator, vice, the user ID included 1n the request together with
cannot struct the registration to the printing service 1n the printing apparatus.
a case 1 which the login function of the printing 16. The printing apparatus according to claim 11, wherein
apparatus 1s enabled; 55  the display 1s capable of accepting a touch operation, and
displaying, 1n a case in which the login function 1s the registration screen displayed on the display includes a
disabled, the registration screen used for instructing to soit key of accepting the approval instruction for the
execute the registration to the printing service, and request by the touch operation.
executing registration to the printing service 1n 17. The printing apparatus according to claim 11, wherein
response to the nstruction to execute the registrationto 60 the at least one processor stores, in the memory, admin-
the printing service, istrator authority, a user ID for a login user of the
determining whether an 1dentification (ID) management printing apparatus, and a user ID for the printing
setting 1s ON or OFF; and service 1n association with each other.
displaying the administrator login screen, 18. The printing apparatus according to claim 11, wherein
wherein the registration to the printing service 1s executed 65  the at least one processor returns the display to a screen

in a case in which 1t 1s determined that the ID man-
agement setting 1s OFF.

prior to receiving the request 1n a case where the user
having the administrator authority has not logged 1n.
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19. A control method for controlling a printing apparatus
communicating with a printing service transmitting print
data to a registered printer via an Internet, and a client
terminal, the method comprising;:

managing, as a user ID of a login user to the printing

apparatus, user IDs of at least two users comprising a
user having admainistrator authority and a user not
having administrator authority;

receiving, from the client terminal, a request for printer

registration;

displaying, on the display, a registration screen for accept-

ing an approval instruction for the request received
from the client terminal; and

executing a printer registration request process registering,

the printing apparatus with the printing service by
approval of the request,

wherein a user who performs an operation for registering

the printing apparatus performs two operations before
the printing apparatus executes the printer registration
request process, the two operations including a first
operation for causing the client to transmit the request
for printer registration and a second operation for
approving the request,

wherein the printer registration request process triggered

by the approval of the request can be executed only by
a user who can log in to the printing apparatus as the
user having admimstrator authority by a login function
of the printing apparatus.

20. A non-transitory computer-readable storage medium
storing a program for causing a computer to execute steps of
a control method for controlling a printing apparatus com-
municating with a printing service transmitting print data to
a registered printer via an Internet, and a client terminal, the
method comprising:

managing, as a user ID of a login user to the printing

apparatus, user IDs of at least two users comprising a
user having admainistrator authority and a user not
having administrator authority;

receiving, from the client terminal, a request for printer

registration;

displaying, on the display, a registration screen for accept-

ing an approval istruction for the request received
from the client terminal; and
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executing a printer registration request process registering
the printing apparatus with the printing service by
approval of the request,

wherein a user who performs an operation for registering

the printing apparatus performs two operations before
the printing apparatus executes the printer registration
request process, the two operations including a first
operation for causing the client to transmit the request
for printer registration and a second operation for
approving the request,

wherein the printer registration request process triggered

by the approval of the request can be executed only by
a user who can log 1n to the printing apparatus as the
user having administrator authority by a login function
of the printing apparatus.

21. A print system comprising a printing service trans-
mitting print data to a registered printer via an Internet, a
client terminal, and a printer, the print system comprising:

a memory device that stores a set of mnstructions; and

at least one processor that executes the set of 1nstructions

to:

manage, as a user ID of a login user to the printer, user IDs

of at least two users comprising a user having admin-
istrator authority and a user not having administrator
authority;

recerve, from the client terminal, a request for printer

registration;

display a registration screen for accepting an approval

istruction for the request received from the client
terminal; and

execute a printer registration request process registering

the printer with the printing service by approval of the
request,

wherein a user who performs an operation for registering

the printer performs two operations before the printer
executes the printer registration request process, the
two operations including a first operation for causing
the client to transmit the request for printer registration
and a second operation for approving the request,
wherein the printer registration request process triggered
by the approval of the request can be executed only by
a user who can log 1n to the printer as the user having
administrator authority by a login function of the

printer.
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