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DETECTING INTERFERENCE OF A BEAM

RELATED APPLICATION

This application claims priority under 35 U.S.C. § 119 to
U.S. Provisional Application No. 62/670,4°71, filed on May
11, 2018, and U.S. Provisional Application No. 62/746,835,
filed on Oct. 17, 2018, the content of which are incorporated
by reference herein in their entireties.

BACKGROUND

Within a network, iterfaces connect various components
to or within the network. For example, in a long-term
evolution (LTE) network, interfaces permit a mobility man-
agement entity device (MME), a serving gateway (SGW), a
packet data network gateway (PGW), and/or the like to

communicate. In 3G/new radio (NR), a base station trans-
mits a set of beams associated with a cell.

SUMMARY

According to some implementations, a method may com-
prise: monitoring, by a device, tratlic associated with a user
equipment (UE) on multiple interfaces of a network,
wherein the traflic identifies a set of cells, with a respective
set of beams, associated with the UE; determining, by the
device and after monitoring the traflic, an 1dentity associated
with the UE or the traflic on the multiple interfaces by
correlating 1dentifiers associated with the UE or the traflic
across the multiple interfaces, wherein the 1dentity uniquely
identifies a subscriber, a network slice, or a quality of service
(QoS) profile associated with the UE or the traflic; perform-
ing, by the device and after determining the idenftity, an
analysis related to at least one of: identifying a temporary
interference to a beam of the respective set of beams,
determining a user experience of a user of the UE, or
determining a quality of a communication link between the
UE and a base station (BS); and performing, by the device
and 1n association with performing the analysis, one or more
actions related to addressing the temporary interference, the
user experience, or the quality of the communication link.

According to some implementations, a device may com-
prise: one or more memories; and one or more Processors,
communicatively coupled to the one or more memories,
configured to: monitor tratlic or a data feed associated with
a user equipment (UE), wherein the traflic or the data feed
includes a set of parameters related to at least one of: a
temporary interference to a beam ol a respective set of
beams associated with the UE, a user experience of a user of
the UE, or a quality of a communication link between the UE
and a base station (BS), of a set of network slices used by
the UE, or of a quality of service (QoS) profile associated
with the UE; perform, after monitoring the trailic or the data
teed, at least one of: a first analysis related to identifying the
temporary interference to the beam of the respective set of
beams associated with the UE, a second analysis related to
determining the user experience of the user of the UE, or a
third analysis related to determining the quality of the
communication link between the UE and the BS, of the set
of network slices, or of the QoS profile; and perform, 1n
association with performing the first analysis, the second
analysis, or the third analysis, one or more actions related to
addressing the temporary interference, the user experience
of the user of the UE, or the quality of the communication

link, of the set of network slices, or of the QoS profile.
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According to some implementations, a non-transitory
computer-readable medium may store instructions that,
when executed by one or more processors of a device, cause
the one or more processors to: determine an identity asso-
cliated with a UE or traflic on multiple interfaces of a
network by correlating 1dentifiers associated with the UE or
the traflic across the multiple interfaces, wherein the identity
umquely 1dentifies the UE associated with the traflic or a
subscriber associated with the UE or the trathc, and wherein
the tratlic includes a set of parameters for the traflic;
determine, aiter determining the 1dentity associated with the
UE, a location of the UE based on a set of cells associated
with a BS, a respective set of beams associated with the set
of cells, or a respective set of measurements for the respec-
tive set ol beams; perform, after determining the location of
the UE, an analysis related to at least one of: 1dentifying a
temporary interference to a beam of the respect set of beams,
determining a user experience of a user of the UE, or
determining a quality of a communication link between the
UE and the BS, of a set of network slices associated with the
UE, or of a quality of service (QoS) profile associated with
the UE; and perform, in association with performing the
analysis, one or more actions related to addressing the at
least one of the temporary interference, the user experience,
or the quality of the communication link, of the set of
network slices, or of the QoS profile.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1A-1E are diagrams ol one or more example
implementations described herein.

FIGS. 2A-2D are diagrams of one or more example
environments in which systems and/or methods described
herein may be implemented.

FIG. 3 1s a diagram of example components of one or
more devices of FIGS. 2A-2D.

FIGS. 4-6 are flow charts of example processes for
detecting interference of a beam.

DETAILED DESCRIPTION

The following detailed description of example implemen-
tations refers to the accompanying drawings. The same
reference numbers in different drawings may identify the
same or similar elements.

In a beamformed environment, a base station (BS) com-
municates with a user equipment (UE) via use of beams.
While use of beams may improve data and/or coverage
beam throughput, reliability, latency, and/or the like with
regard to communications between the BS and the UE, the
beams can be easily blocked, retlected, and/or the like due
to physical obstructions between the BS and the UE (e.g.,
use of beams requires a line of sight between the BS and the
UE). When these physical obstructions are temporary in
nature, such as when the physical obstruction 1s a vehicle on
a road, a temporary structure for an event, blockage by an
individual or a group of individuals, and/or the like, a
network service provider may not be capable of accounting
for the physical obstructions during cell site planning for the
BS due to the temporary nature of interferences caused by
the physical obstruction. Further, after a cell site has been
deployed, identitying temporary interferences and/or severi-
ties of the temporary interferences (e.g., impacts on a user
experience, on a quality of a communication link, and/or the
like) caused by physical obstructions may be difficult 11 not
impossible. For example, to 1dentify a temporary interfer-
ence, a network service provider may need to use drive tests
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and/or walk tests, which are expensive and 1naccurate,
and/or may need to rely on customer complaints, which
include incomplete and/or inaccurate information. Addition-
ally, or alternatively, and as another example, the network
service provider may not be capable of using network
monitoring to identily a temporary blockage, to determine a
user experience, and/or to determine a quality of a commu-
nication link due to not being capable of assessing these
1ssues from the perspective of a UE via this technique. Other
techniques fail to provide the network service provider with
the capability to 1dentity a temporary blockage, to determine
a user experience, and/or to determine a quality of a com-
munication link. For example, installing test agents on UEs
requires opt-in from users of the UEs, which 1s diflicult to
obtain due to privacy concerns, a need for the users to take
positive action to opt-in, and/or the like. Additionally, or
alternatively, and as another example, a minimization of
drive test (MDT) technique includes use of a limited set of
measurements, m-use reporting from applications installed
on the UE 1s not available for all applications and lacks some
measurements needed for these types of analyses, and/or the
like.

Some 1mplementations described herein provide a traflic
monitoring device that 1s capable of monitoring traflic on
various 1nterfaces of a network, correlating the traflic to
various UEs, and 1identifying beams that are associated with
the various UEs, measurements for the beams, patterns of
beams associated with the various UEs at a same location
over time, and/or the like. In this way, the traflic monitoring
device 1s capable of detecting temporary interferences to a
set of beams from a BS, determining a user experience of a
user of a UE from the perspective of the UE, and/or
determining a quality of a communication link between a
UE and a BS. This provides a tool that 1s capable of
detecting and/or geolocating temporary interiferences (or
permanent interferences) that would otherwise be diflicult, 1T
not impossible, to detect (e.g., 1n situations where an inter-
ference occurs after a network operator has deployed a cell
site and/or where performing periodic drive and/or walk
tests 1s expensive), thereby improving communications
associated with a cell site that were previously experiencing
a temporary interference. In addition, the trailic monitoring
device may perform actions to reduce (or assist with reduc-
ing) an occurrence of, or to eliminate, a temporary interfer-
ence, thereby conserving processing resources of a BS
and/or a UE that would otherwise be consumed as a result
of the temporary interference. Further, by determining a user
experience and/or a quality of a commumication link 1n a
manner not previously possible, the traflic monitoring
device provides a tool that can be used to improve operations
of a UE, which conserves processing resources of the UE
that would otherwise be consumed as a result of a poor user
experience and/or a poor quality communication link.

FIGS. 1A-1E are diagrams of an example implementation
100 described herein. As shown 1n FIGS. 1A-1E, implemen-
tation 100 include a base station (BS), multiple user equip-
ment (UEs) (shown as UE1 through UE3), a traflic moni-
toring device, a mobility management entity (MME), and a
serving gateway (SGW).

As shown 1 FIG. 1A, the BS may transmit multiple
beams (e.g., user-dedicated beams, coverage beams, and/or
the like) for a cell, shown as beams 0 through 71. In some
implementations, the BS may be configured to transmit a
beam to a particular distance from the BS (e.g., to a location
which can be horizontal 1n space and/or vertical in space),
with a particular radius, with a beam width (e.g., in degrees),
and/or the like. For example, a beam may have a one degree
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beam width and may be transmitted to a point 20 meters
from the BS, resulting in a radius of 0.17 meters.

As shown by reference number 102, UE1 may be within
beam coverage of the BS (e.g., may be within a cell coverage
associated with the BS). In some implementations, UE1 may
receive a set ol beams when within beam coverage of the
BS. In some implementations, and as further shown by
reference number 102, UE1 may be using beam 63 as a
connected beam.

The implementations described herein apply to both cov-
crage beams (e.g., as shown i FIG. 1A) and to user-
dedicated data beams. For example, UEs shown in FIG. 1A
may be connected to a set of coverage beams, may be
connected to a set of user-dedicated data beams, may receive
a set of coverage beams (e.g., a set of surrounding coverage
beams), may receive a set of user-dedicated data beams (e.g.,
a set of surrounding user-dedicated data beams), and/or the
like. In some implementations, due to overlap of beam

coverage (e.g., overlap of synchronization signal and physi-
cal broadcast channel (PBCH) blocks (5S5Bs)), UE1 may be

receiving, but not using, one or more other beams that are
proximate in location to the connected beam (e.g., referred
to as “surrounding beams™ herein). For example, based on
using beam 63 as a connected beam, UE1 may receive
beams 54, 35, and 64 as surrounding beams. In some
implementations, surrounding beams that a UE 1s receiving
may be from one or more cells. For example, although FIG.
1A shows a single BS and a single cell, 1n reality, there may
be multiple BSs, each associated with one or more cells. In
some 1mplementations, a cell may be associated with one or
more coverage beams (e.g., SSBs) and/or one or more
user-dedicated data beams (e.g., channel state information
reference signals (CSI-RSs)).

In some implementations, UE1 may perform various
measurements related to the connected beam and/or the set
of surrounding beams. For example, UE1 may perform
measurements of a respective relference signal receirved
power (RSRP) of the set of beams, a respective reference
signal received quality (RSRQ) of the set of beams, a
respective signal-to-interference-plus-noise ratio (SINR) of
the set of beams, and/or the like. In some 1implementations,
UE1 may perform the various measurements related to the
set of beams periodically, according to a schedule, based on
being requested by a network provider (by the BS) to
perform the various measurements, based on being handed
over from one cell to another cell, based on detecting a
threshold amount of power associated with a beam, based on
an event (e.g., event-triggered), periodically based on an
event (e.g., event-triggered periodic), and/or the like.

As shown by reference number 104, UE2 may be located
within an intended coverage of beam 66 as a connected
beam. However, and as further shown by reference number
104, beam 66 may be completely, or partially, obstructed
from being received by UE2 by a physical obstruction. For
example, and as shown 1n FIG. 1A, the physical obstruction
may be a bus, or another type of vehicle. In some 1mple-
mentations, the physical obstruction may be temporarily
positioned and, as a result, may cause a temporary interfer-
ence to beam 66 for UE2 (e.g., an interference for a period
of time, a pattern of interference and non-interference over
time, and/or the like). Based on beam 66 being obstructed,
UE2 may be using a beam other than beam 66 as a connected
beam, may be using beam 66, with degraded values for
measurements, as a connected beam, may not be using a
connected beam, and/or the like. In some 1mplementations,
UE2 may be recerving surrounding beams, such as beams 63
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and 67, may fail to receive an expected surrounding beam
(such as beam 57) due to the physical obstruction, and/or the
like.

In some 1mplementations, UE2 may perform measure-
ments for received beams in a manner that 1s the same as or
similar to that described elsewhere herein. For example,
UE2 may fail to determine values or may determine
degraded values for a beam that 1s obstructed by the physical
obstruction (e.g., beams 37 and 66). Additionally, or alter-
natively, and continuing with the previous example, UE2
may determine values for beams being received by UE2
(c.g., beams 635 and 67).

As shown by reference number 106, UE3 may be located
in coverage of beam 70 as a connected beam. In addition,
and as further shown by reference number 106, UE3 may be
receiving beams 60, 61, 62, 69, and/or 71 as surrounding
beams. In addition, and as further shown by reference
number 106, UE3 may be receiving a beam reflection of
beam 68 from a physical object (e.g., beam 68 may not be
a beam that UE3 would normally receive at the location of
UE3 shown 1 FIG. 1A). For example, the physical object
may be a temporary road sign, a temporary structure for an
event, and/or the like and, as a result, may cause a temporary
interference of beam 70 via a temporary beam reflection of
beam 68. In some implementations, UE3 may perform
measurements of beams received by UE3 in a manner
similar to that described elsewhere herein. For example,
UE3 may determine a measurement for a beam that 1s being
reflected from the physical object (e.g., a value of the
measurement for the reflected beam may fail to satisiy a
threshold, may indicate that UE3 1s unexpectedly receiving
the reflected beam, may indicate interference with another
beam that UE3 1s receiving, and/or the like).

Turning to FIG. 1B, and as shown by reference number
108-1, UE1 through UE3 may exchange, with a BS (e g,
serving BS when a UE 1s in a connected mode), trafhic. AS
shown by reference number 108-2, the BS may exchange
traflic with a network. In some implementations,, the trafhic
may include downlink user data and values for various
parameters associated with the downlink user data, such as
a value for a discarded block parameter, a value for a
downlink flush parameter, and/or the like. Additionally, or
alternatively, and as another example, the tratlic may include
a downlink data delivery status message and values for
various parameters associated with the downlink data deliv-
ery status message, such as a value for a cause report
parameter, a value for a cause value parameter, a value for
a highest successiully delivered retransmitted new radio
(NR) packet data convergence protocol (PDCP) sequence
number parameter, a value for a data rate indication param-
eter, a value for a desired bufler size for the data radio bearer
parameter, and/or the like. Additionally, or alternatively, and
as another example, the traflic may include an assistance
information data message and values for various parameters
associated with the assistance information data message,
such as a value for an assistance information type parameter
(e.g., a downlink radio quality index, an uplink radio quality
index, an average quantity of hybrid automatic request
repeat (HARQ) retransmissions, and/or the like), a value for
a radio quality assistance information parameter, and/or the
like.

In some 1mplementations, the traiflic may include mea-
surement reports of the measurements that UE1 through
UE3 performed. For example, UE1 through UE3 may pro-
vide the measurement reports to a 4G evolved NodeB
(eNB), a 5G next generation NodeB (gNB), and/or the like.

In some 1mplementations, the measurement reports may be
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included 1n a radio resource control (RRC) transfer (e.g.,
NR measurement report in an RRC container), an uphnk
(UL) RRC message transfer (e.g., in an RRC container),
and/or the like. In some implementations, a measurement
report may include mformation related to the set of beams
(e.g., a connected beam, a set of surrounding beams, and/or
the like), such as values of measurements. For example, a
measurement report may identily a physical cell 1dentifier
(PCI), a synchronization signal and PBCH block (SSB)
identifier (or mdex) (SSB ID), a channel state information
reference signal (CSI-RS) i1dentifier (CSI-RS ID), an RSRP
value for the SSB and/or the CSI-RS, an RSRQ) value for the
SSB and/or the CSI-RS, an SINR value for the SSB and/or
the CSI-RS, and/or the like.

In some mmplementations, UE1 through UE3, the BS,
and/or devices of the network may provide the traflic via an
interface. For example, UE1 through UE3 may provide the
measurement reports to the 4G eNB via a long-term evolu-
tion (LTE) user (LTE-Uu) mterface and the 4G eNB may
then provide the measurement reports to the 5G gNB via an
X2-C nterface, directly to the 3G gNB via an F1-C inter-
tace, and/or the like. Additionally, or alternatively, and as
another example, the BS and/or the devices of the network
may provide the user data, the data delivery status message,
and/or the assistance information data message via an F1
interface, an X2 interface, and/or the like.

In some mmplementations, UE1 through UE3, the BS,
and/or the devices of the network may provide the traflic
periodically (or based on other conditions), according to a
schedule, based on receiving a request to provide the traflic,
based on an event, based on a handover of UE1 through
UE3, and/or the like. In some implementations, the trafhic
may be associated with a timestamp. For example, the
timestamp may indicate a time at which the traflic was
generated, a time at which the tratlic was transmitted (e.g.,
to or from a user equipment or a base station), a time at
which the traflic was received (e.g., at a user equipment or
a base station), and/or the like. In some implementations, the
tratlic related to the communications may be associated with
location information (e.g., global positioning system (GPS)
coordinates, a beam 1dentifier and/or a cell 1dentifier, and/or
the like) that identifies a location of a base station transmit-
ting a beam, a location to which the beam 1s being trans-
mitted, a location of a user equipment, and/or the like. In
some 1mplementations, mformation included in the traflic
may be on a per-cell and/or a per-beam basis. For example,
the information included in the traflic may be for one or
more beams associated with one or more cells (e.g., a
serving cell, a listed cell, a detected cell, and/or the like)
associated with the BS, for a beam received by a UE (e.g.,
a beam associated with the cell), and/or the like.

Tummg to FIG. 1C, and as shown by reference number
110, a traflic monitoring device may momtor tratlic, asso-
c1ated with a UE, on multiple interfaces of a network For
example, the multiple interfaces may include an F1 interface
(e.g., an F1-C/U interface) between a 5G gNB distributed
umt (SG gNB (DU)) and a 3G gNB central umt (5G gNB
(CU)) (or a separate gNB-CU-control plane (CP) for an
F1-C interface and gNB-CU-user plane (UP) for an F1-U
interface, where the gNB-CU-CP and the gNB-CU-UP are
connected via an E1 interface), an X2 interface (e.g., an
X2-C/U mterface) between a 4G eNB and a 5G gNB (CU),
an S1-U interface between a 5G gNB (CU) and a serving
gateway (SGW) or between the 4G eNB and the SGW, an
S1-mobility management entity (MME) (S1-MME) 1nter-
face between a 4G eNB and a MME of a 4G EPC, and/or the
like.
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In some implementations, the traflic monitoring device
may monitor the trathic via a set of network probes 112
deployed on the multiple interfaces. For example, and as
shown 1 FIG. 1C, a first network probe 112 may be
deployed on an X2 interface between the 4G eNB and the
3G gNB, a second network probe 112 may be deployed on
an F1 interface between a 5G gNB (DU) and the 5G gNB
(CU), and/or the like. In some implementations, a set of
network probes 112 may be deployed on an S1-U interface,
an S11 interface, and/or the like (e.g., to monitor traflic for
correlation across various interfaces). Additionally, or alter-
natively, the tratlic may be included 1n a data feed from the
BS, from a network exposure function (NEF) (e.g., that
provides mformation related to network events via an Nnef
interface), a network data analytics function (NWDAF)
(e.g., that provides information related to network analytics
via an Nnwdaf interface), and/or the like. In some 1mple-
mentations, the traflic monitoring device may use the tratlic
from the data feed to supplement information gathered from
monitoring an interface, when data cannot be gathered from
an interface, for processing and/or analysis as described
herein, and/or the like. In some 1implementations, the tratlic
monitoring device may provide a result of processing trathic
to an NWDAF so that the NWDAF can perform analytics on
the result.

In some implementations, the traflic monitoring device
may use a set of data feeds from a drive and/or walk test
device (e.g., used 1n association with an MDT test), such as
a beam scanner, an over-the-air radio analyzer, and/or a UE
that generates beam measurements 1n device logs to supple-
ment detection of interference of a beam. For example, a
data feed may include timestamps, GPS coordinates, cell
identifiers, beam i1dentifiers, measurements such as SSB
RSRP, SSB RSRQ, SSB SINR, CSI-RS RSRP, CSI-RS
RSRQ, CSI-RS SINR, and/or the like. In some implemen-
tations, the traflic monitoring device may utilize a set of data
feeds from the drive and/or walk test device, a set of trace
port feeds from a BS, a set of operation and support system
(OSS) feeds, a set of NEF application programming inter-
tace (API) events, and/or the like to detect an interference of
a beam when the UE 1s not connected to a BS, when there
1s no coverage for the location of the UE, to improve an
accuracy ol detecting an interference and/or determining a
location of the interference, and/or the like such that the
traflic monitoring device cannot monitor traflic via one of
the interfaces described herein.

In some 1mplementations, the traflic may include infor-
mation related to a UE (e.g., UE1 through UE3), a set of
beams associated with the UE, and/or the like. For example,
and for the S1-MME interface described above, the traflic
may include a subscriber 1dentifier, such as an 1nternational
mobile subscriber 1dentity (IMSI), an equipment identifier,
such as an international mobile equipment 1dentity (IMEI),
an IMEI with a software version number (IMEISV), and/or
the like. In some implementations, the traflic monitoring
device may use this information to correlate tratlic with a UE
(e.g., via an IMSI, an IMEI an IMEISYV, and/or the like), as
described elsewhere herein. As another example, and for the
X2-C interface, the tratlic (e.g., a signaling radio bearer 1
(SRB1) or a split bearer) may include per cell and/or per
beam power measurements (e.g., RSRP) and/or quality
measurements (e.g., RSRQ, SINR, and/or the like). In some
implementations, the traflic monitoring device may use this
information to identity an SSB 1D, a CSI-RS ID, an RSRP
tor the SSB and/or the CSI-RS, an RSRQ for the SSB and/or
the CSI-RS, an SINR for the SSB and/or the CSI-RS, and/or

the like. In some implementations, this information may be
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included 1 an X2-application protocol (X2-AP) message,
such as an RRC transfer (e.g., an NR measurement report 1n
an RRC container). Similarly, and as an example for the
F1-C interface, the trailic (e.g., a signaling radio bearer 3
(SRB3) or a split bearer) may include similar information.
Additionally, or alternatively, this information may be
included 1 an F1-AP UL RRC message transier in an RRC
container.

As another example, for an S1-U interface, an X2-U

interface, an F1-U interface, and/or a next generation (NG)-
U/N3 1nterface, the traflic may include user plane packets
(e.g., user data) and/or metrics related to the user plane
packets. For example, the trathic may include user plane
packets to and/or from a UE, information that identifies a
quantity of user plane packets transmitted from a UE, a
quantity of dropped user plane packets, and/or the like. In
some 1mplementations, the traflic monitoring device may
use this mformation to determine throughput of a UE, to
perform (or assist with performing) deep packet imnspection,
to perform (or assist with performing) flow control and/or a
flow control analysis, to perform (or assist with performing)
bufler management analysis, and/or the like.
In some implementations, the tratfic monitoring device
may momnitor the traflic in real-time, based on receiving a
copy of the traflic from one or more of the other devices
associated with implementation 100, based on receiving a
copy of the trafic from an application 1nstalled on one or
more of the other devices associated with implementation
100, based on requesting the traflic, and/or the like. In some
implementations, the traflic monitoring device may not
receive contents of the traflic (e.g., a body of a communi-
cation), but rather may receive metadata associated with the
traflic (e.g., nformation that can be used to identify a source
of the traflic, a destination of the traflic, a network services
subscriber associated with the tratlic, and/or the like). This
maintains a privacy of the traflic that could otherwise be
compromised via receipt of contents of the traflic.

In some mmplementations, the traflic may be ciphered
(e.g., encrypted, protected, and/or the like). For example, the
traflic may be ciphered utilizing an encryption algorithm,
such as a 5G/New Radio (NR) encryption algorithm (NEA)
by a gNB utilizing a secondary node key (S-KgNB), or an
evolved packet system (EPS) encryption algorithm (EEA)
by an eNB utilizing a master node key (KeNB). In some
implementations, the traflic monitoring device may not
monitor tratlic between the UE and a set of base stations. For

example, the traflic monitoring device may not monitor
traflic between the UE and the eNB (e.g., on the LTE-Uu
interface) and/or between the UE and the gNB (DU) (e.g., on
the NR-Uu interface). In this way, the trathic monitoring
device does not monitor trathic directly to and/or from the
UE. This reduces or eliminates interruptions to communi-
cations between the UE and a base station that could occur
i the tratlic monitoring device monitored traflic directly to
and/or from the UE. In addition, this improves privacy of the
traffic. In some 1mplementations, tratflic on diflerent inter-
faces may utilize different identifiers to identify the UE, an
account associated with the UE and/or the trathc, a sub-
scriber associated with the trathc and/or the UE, and/or the
like. In some implementations, some of the identifiers used
on the different interfaces may not uniquely 1dentify the UE,
the account, the subscriber, and/or the like.

Turning to FIG. 1D, and as shown by reference number
114, the traflic momtonng device may determine an 1dentity
associated with the traflic on the multiple interfaces by
correlating identifiers associated with the UE and/or the

tratlic across the multiple interfaces. For example, the trathic
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monitoring device may correlate different 1dentifiers used on
different interfaces 1n association with the traflic across the
multiple mterfaces. Continuing with the previous example,
a network may utilize a first identifier to 1dentity the UE on
a first interface, and may utilize a second identifier to
identify the UE on a second interface, and the traflic
monitoring device may correlate the first identifier and the
second 1dentifier so that the traflic can be associated with the
UE, an account, a subscriber, and/or the like regardless of
the 1dentifier utilized. In some 1mplementations, an 1dentity
may uniquely identify the UE, a subscriber associated with
the UE and/or the tratlic, an account associated with the UE
and/or the traflic, and/or the like. For example, the identity
may be based on an IMSI, an IMFEI, and/or the like.

As shown by reference number 116, the traflic monitoring
device may determine an 1dentity based on a general packet
radio service (GPRS) tunneling protocol user plane (GTP-U)
tunnel endpoint identifier (TEID) (GTP-U TEID). For
example, and as shown by reference number 118, the traflic
monitoring device may correlate an IMSI and a GTP-U
TEID on an S11 interface (e.g., both the IMSI and the
GTP-U TEID may be used 1n association with tratlic on the
S11 interface). Continuing with the previous example, and
as described 1n more detail elsewhere herein, signaling on
the S11 interface may utilize both the IMSI and the GTP-U
TEID 1n association with establishing a communications
session for the UE. In this way, the traflic monitoring device
may map traffic that utilizes a GTP-U TEID to an IMSI (e.g.,
to a UE, to an account, to a subscriber, and/or the like
associated with the IMSI). In some 1mplementations, the
traflic monitoring device may store information in a data
structure, 11 memory resources of the traflic monitoring
device, and/or the like, that identifies a mapping of the
GTP-U TEID and the IMSI.

As shown by reference number 120, based on correlating
the GTP-U TEID and the IMSI on the S1 interface, the tratlic
monitoring device can identily an i1dentity for traflic on one
or more other interfaces. For example, the tratlic monitoring

device can map trailic on the S1 interface, the X2 interface,

and/or the F1 interface to the same IMSI that was correlated
with the GTP-U IEID on the S11 interface. In this way, the
traiflic monitoring device can determine an identity associ-
ated with traflic across multiple interfaces utilizing a GTP-U
TEID (e.g., utilizing information that identifies a mapping of
the GTP-U TEID and an IMSI).

As shown by reference number 122, the traflic monitoring
device may determine an identity based on KeNB and a
S-KgNB. For example, and as shown by reference number
124, the traflic monitoring device may correlate an IMSI and
a KeNB on an S1 interface (e.g., both the IMSI and the
KeNB may be used 1n association with traflic on the S1
interface). In this way, the tratlic monitoring device may
map trathic that utilizes a KeNB to an IMSI (e.g., to a UE,
to an account, to a subscriber, and/or the like associated with
the IMSI). In some implementations, the trailic monitoring,
device may store information 1n a data structure, 1n memory
resources of the trathc monitoring device, and/or the like,
that 1dentifies a mapping of the KeNB and the IMSI.

As shown by reference number 126, the tratlic monitoring
device may utilize an S-KgNB to correlate traflic on one or
more other iterfaces with the IMSI. For example, an
S-KgNB may be derived from a KeNB (e.g., via a known
process). In some implementations, the traflic monitoring,
device may determine the S-KgINB that 1s expected on the
one or more other interfaces based on the KeNB 1dentified
on the S1 interface. In some 1mplementations, based on
determining the S-KgNB, the traflic monitoring device may
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identify trathic that utilizes the S-KgNB as being associated
with the IMSI. In this way, the traflic monitoring device may
correlate traflic across multiple interfaces utilizing a KeNB
and an S-KgNB.

In some implementations, after determining the identity
associated with the traflic, the trailic momitoring device may
associate the traflic with a particular UE (e.g., may associate
user data, a data delivery status message, an assistance
information data message, and/or a measurement report with
a UE). For example, the trathc monitoring device may
associate traflic with a particular UE by matching an 1den-
tifier associated with the traflic that identifies a source UE of
the traflic and a set of i1dentifiers associated with the par-
ticular UE. In some implementations, after associating tratlic
with a particular UE, the traflic monitoring device may
identily, using information included in the traflic, values for
parameters included in the traflic, a connected beam that the
UE 1s using (e.g., based on a beam identifier for the
connected beam), a set of surrounding beams that the UE 1s
receiving (e.g., based on a respective beam 1dentifier for the
set of surrounding beams), respective sets of measurements
for the connected beam and/or the set of surrounding beams,
a trend 1n values for the respective sets of measurements,
whether the values for the respective sets of measurements
satisty a threshold, and/or the like.

As a specific example related to UE1, the traflic moni-
toring device may determine that UE1 1s using beam 63 as
a connected beam, may determine that UE1 1s receiving
beams 54, 55, and 64, as surrounding beams, may determine
that beam 63 1s experiencing an increasing SINR value over
time (e.g., based on UFE1 moving toward the BS), that an
RSRP and/or an RSRQ value of beams 354 and 535 are
improving over time while the values for the same measure-
ments for beams 63 and 64 are degrading over time (e.g.,
based on UE1 moving toward the BS), and/or the like based
on associating a set ol measurement reports with UEIL.
Additionally, or alternatively, and for UE1, the trathic moni-
toring device may determine that a throughput of user data
received by UE1 satisfies a threshold, may determine that a
round trip time of messages included 1n the trathic satisfies
a threshold, may determine that a radio quality index satis-
fies a threshold, and/or the like.

Additionally, or alternatwely, and as a specific example
related to UE2, the traflic monitoring device may determine
that UE2 1s using beam 66 as a connected beam with values
for RSRP and/or RSRQ that are below a threshold and/or
that are abnormal, may determine that UE2 1s failing to use
a connected beam, may determine that UE2 is receiving
beams 56, 58, 65, and 67 as surrounding beams (or 1s using
one of these beams as a connected beam despite having
RSRP, RSRQ, and/or SINR values that fail to satisfy a
threshold), may determine that UE2 1s failing to receive
beam 57 as a surrounding beam (e.g., that beam 357 has an
RSRP and/or an RSRQ that fail to satisty a threshold, that
the values of these measurements are abnormal relative to
other surrounding beams, and/or the like), and/or the like
based on associating a set of measurement reports with UE2.
Additionally, or alternatively, and for UE2, the trathic moni-
toring device may determine that interference to beam 66
occurred temporarily or periodically (e.g., as determined
from trathc for multiple UEs over time or from traflic for
UE2 over time), that a throughput of traflic from UE2 and/or
a round trip time of trathic associated with UE2 fails to
satisly a threshold, that a radio quality index associated with
a communication link between UE2 and the BS fails to
satisly a threshold, and/or the like.
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Additionally, or alternatively, and as a specific example
related to UE3, the traflic monmitoring device may determine
that UE3 1s using beam 70 as a connected beam, may
determine that UE3 1s receiving beams 60, 61, 68, 69, and
71 as surrounding beams but that values of RSRP, RSRQ,
SINR, and/or the like for beam 68 satisty a threshold
indicating that beam 68 1s an unexpected surrounding beam
(e.g., due to a beam reflection of beam 68), may determine
that SINR values for beams 69, and/or 70 satisty a threshold
(e.g., based on interference from the beam retlection of beam
68), and/or the like based on associating a set of measure-
ment reports with UE3. Additionally, or alternatively, and
tor UE3, the trailic monitoring device may determine that a
beam retlection of beam 68 occurred temporarily or peri-
odically (e.g., as determined from traflic for multiple UEs
over time or from trailic for UE3 over time), that a through-
put of traflic from UE3 and/or a round trip time of traflic
associated with UE3 fails to satisty a threshold, that a radio
quality index associated with a communication link between
UE3 and the BS fails to satisty a threshold, and/or the like.

As described below, the traflic monitoring device can use
this 1information to detect a temporary interierence to a
beam, to determine a user experience of a user of a UE, to
determine a quality of a communications link between the
UE and a BS, and/or the like.

Turning to FIG. 1E, and as shown by reference number
128, the traflic monitoring device may perform an analysis
related to identifying a temporary interference to a beam,
determining a user experience at the user equipment, and/or
determining a quality ol a communication link between the
UE and the gNB. In some implementations, the traflic
monitoring device may perform the analysis after monitor-
ing the trathic (e.g., for a threshold amount of time), after
determining the 1dentity associated with the traflic, based on
receiving mput from a user of the traflic monitoring device
to perform the analysis, and/or the like.

In some 1mplementations, the trailic monitoring device
may perform a first analysis related to 1dentifying a tempo-
rary interference of a beam from a BS. For example, the
traiflic monitoring device may perform the first analysis of
measurements, parameters, and/or the like 1dentified from
monitoring the tratlic to 1dentily a temporary interference of
a beam from a BS. In some implementations, the traflic
monitoring device may identily a temporary interierence of
a beam by performing the first analysis across various times.
For example, the traflic monitoring device may determine
that the values for parameters and/or measurements are
different at the different times, that the values satisfy a
threshold at one time but fail to satisfy the threshold at
another time, that the values are present at one time but are
missing at another time, that the values have a pattern of
being different over time, and/or the like, and may identify
a temporary mtertference of the beam based on the difference
in values over time. Additionally, or alternatively, and as
another example, the traflic monitoring device may 1dentily
a temporary intertference (e.g., that causes a beam reflection)
by 1dentifying a pattern of an unexpected connected beam
associated with the UE, a pattern of an unexpected surround-
ing beam associated with the UE, and/or the like.

As a specific example, such as when the temporary
interference 1s caused by a bus on a bus route, the traflic
monitoring device may 1dentify a pattern of ditlerent values
at an 1nterval (e.g., that values may fail to satisfy a threshold
at a 10 minute, 30 minute, 60 minute, etc. interval), and may
identily the temporary blockage based on identifying the
pattern of different values at the interval. Additionally, or

alternatively, and as another specific example, the traflic
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monitoring device may determine that the UE 1s receiving an
unexpected connected beam and/or an unexpected surround-
ing beam at an interval, periodically, and/or the like, and
may i1dentily a temporary interference based on the UE
receiving the unexpected connected beam and/or the unex-
pected surrounding beam at the interval. Additionally, or
alternatively, and as another specific example, the traflic
monitoring device may determine that an interference of a
beam 1s occurring based on detecting an indication of a
detected communication link outage from the traih

1c, and
may detect removal of the temporary 1nterface by detecting
a communication link resume from the traffic.

In some 1mplementations, the trail

1Ic monitoring device
may perform a second analysis related to determining the
user experience of the user of the UE. For example, the
traflic monitoring device may determine that values for
measurements fail to satisty a threshold at a particular time,
are different from other UEs (e.g., at a same location, at
different times at the same location, and/or the like), and/or
the like, and may determine that the UE 1s associated with
an unsatisfactory user experience. Continuing with the pre-
vious example, the trafli

ic monitoring device may determine

that a throughput of a portion of the trathc exchanged

between the UE and the BS fails to satisiy a threshold, that

a round trip time associated with the portion of tratflic fails

to satisiy a threshold, and/or the like and may determine that

the UE 1s associated with an unsatisfactory user experience.
In some 1mplementations, the trail

1Ic monitoring device

may perform a third analysis related to determining a quality
of a communication link between the UE and the BS. For

example, the traili

ic monitoring device may perform the third
analysis based on values for a set of measurements, values
for a set of parameters, and/or the like. In some implemen-
tations, the tratlic monitoring device may perform the third
analysis based on a set of quality measurements of a set of
beams associated with the UE (e.g., SINR, RSRQ, and/or the
like), a set of power measurements of a set of beams
associated with the UE (e.g., RSRP, and/or the like), and/or
the like. For example, the traflic monitoring device may
determine that the set of quality measurements and/or the set
of power measurements for a beam fail to satisty a threshold
compared to a previous time, 1n a pattern over time, and/or
the like, and may determine a quality of a communications
link between the UE and the BS {fails to have a threshold
quality based on the set of quality measurements and/or the
set of power measurements failing to satisfy a threshold
compared to a previous time, 1n a pattern over time, and/or
the like.

Additionally, or alternatively, and as another example, the
traflic monitoring device may determine that a value of a
radio quality index included in an assistance information
data message fails to satisty a threshold, 1s not an expected
value, and/or the like, and may determine a quality of a
communication link associated with the radio quality index
from the value, may determine that the quality of the
communication link fails to satisty a threshold, may deter-
mine that the quality of the communication link deviates
from an expected quality, and/or the like.

Retference number 130 shows examples of temporary
interferences, user experiences, and/or communication link
qualities that the traflic monitoring device may have deter-
mined for UE1l through UE3. For example, the traflic
monitoring device may i1dentily temporary interferences for
beams 66 and 69. Continuing with the previous example, the
temporary interferences may cause UE2 to fail to receive
beam 66 and may cause UE3 to receive a beam reflection of
beam 69, as described above. Additionally, or alternatively,
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and as another example, the traflic monitoring device may
determine that UE1 1s associated with an unsatistfactory user
experience despite no interference of beams associated with
UE1 (or that are expected to be associated with UE1).
Continuing with the previous example, the traflic monitoring
device may determine that UE1 1s additionally associated
with an unsatisfactory communication link quality despite
no interference ol beams associated with UE1 (or that are
expected to be associated with UE1). Continuing still with
the previous example, the traflic monitoring device may
determine that the unsatistactory quality of the communi-
cation link may be a cause of the unsatisfactory user
experience (e.g., based on occurring at a same time, at a
same location, for a same UE, 1n a same pattern, and/or the
like, as the unsatisfactory user experience).

In some i1mplementations, the tratlic monitoring device
may determine a geographic location of the UE.

E. For
example, the trafic monitoring device may determine a
geographic location of the UE after identilying a temporary
interference, after determining a user experience of a user of
the UE, after determining a quality of a communication link,
based on recerving input from a user of the trathic monitoring,
device, to 1dentily a location of a temporary interference, to
identify a location of a particular user experience, to identily
a location of a particular quality of a communication link,
and/or the like.

In some implementations, the traflic monitoring device
may determine a geographic location of the UE based on
mapping a cell identifier and/or a beam 1dentifier associated
with the UE to specific GPS coordinates (or GPS area) via
a de-referencing and/or lookup to reference data that 1den-
tifies a mapping between cell 1dentifiers and/or beam 1den-
tifiers and GPS coordinates. For example, the traflic moni-
toring device may determine a geographic location of the
UE (e.g., UE1 through UE3) after associating a set of
measurement reports with the UE (e.g., using cell identifiers
and/or beam i1dentifiers with associated measurements for
SSBs, CSI-RSs, and/or the like). In some implementations,
the traflic monitoring device may determine a geographic
location periodically, according to a schedule, 1n real-time
(or near real-time), based on receiving a request from the UE
to perform a location-based service for the UE, based on
receiving a request from a network provider to perform a
location-based service for the UE and/or with respect to
multiple UEs, and/or the like.

In some 1mplementations, the traflic monitoring device
may use various information included 1n the traflic, various
information related to a beam configuration of a cell, and/or
the like to determine the geographic location of the UE. For
example, the traflic monitoring device may use a cell 1den-
tifier (cell ID) and/or a beam 1dentifier (beam ID) from a data
delivery status message, a measurement report, an assistance
information data message, and/or the like 1n association with
determining the geographic location of the UE. Continuing
with the previous example, the tratlic monitoring device may
use the cell ID to 1dentify a cell in which the UE 1s located,
and may use pre-configured location information of a BS
associated with the cell (e.g., reference data), such as a
geographic location, a set of coordinates, and/or the like, to
identify a location of the cell. Continuing still with the
previous example, the traflic momtoring device may use the
beam ID to i1dentily a particular location of the UE 1n a cell
based on pre-configured cell and/or beam configuration
information of the cell (e.g., information that i1dentifies a
configuration of beams of a cell and/or cells associated with
a BS), based on information that identifies a distance of a
beam from the BS, based on information that identifies a
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direction of a beam from the BS (e.g., in compass degrees,
in cardinal directions, and/or the like), and/or the like.

As a particular example, with regard to UE1, the traflic
monitoring device may determine that UE1 1s located within
a particular cell, which 1s associated with a BS at a particular
location. To improve an accuracy of the determination of the
location of UE1, the traflic monitoring device may further
determine that within the particular cell, UE1 1s using beam
63 as a connected beam, and that beam 63 1s located
approximately 100 meters (m) from the BS 1n a particular
direction. In some implementations, the traflic monitoring
device may further refine the accuracy of the location of
UE1 based on values of measurements for beam 63. For
example, the traflic monitoring device may determine

whether UE1 1s located relatively closer or further from the
BS within beam 63 based on a value of an RSRP, an RSR(Q),

a SINR, and/or the like associated with beam 63. Addition-
ally, or alternatively, and continuing with the previous
example, the trathc monitoring device may refine an accu-
racy of the location of UE1 within beam 63 based on values
for the same measurements of surrounding beams received
by UE1 (e.g., a value that satisfies a threshold may indicate
that UE1 1s further or closer to a particular surrounding beam
within beam 63). In some implementations, the trafli

1C moni-
toring device may determine a location of UE2 and UE3 in
a similar manner using similar information.

In some implementations, a BS may transmit a beam 1n a
horizontal plane and/or a vertical plane. For example, the BS
may transmit a beam 1n a particular x-axis direction or z-axis
direction 1n a horizontal plane and/or may transmit the beam
in a particular y-axis direction (e.g., such as when a beam 1s
transmitted to a particular floor of a building above a ground
floor or at an elevated angle from the BS). Some implemen-
tations described herein facilitate geolocation of a UE 1n a
horizontal plane and/or a vertical plane. For example, ref-
erence data described herein may i1dentity GPS coordinates
of a location to which a beam 1s transmitted, an angle of
elevation at which the beam 1s transmitted, an elevation to
which a beam 1s transmitted, and/or the like, and the UE may
use this information, in combination with cell identifiers
and/or beam 1dentifiers, to identity a GPS location of the UE,
to determine an elevation of the UE at the GPS location,
and/or the like. In this way, some implementations described
herein facilitate three-dimensional geolocation of a UE (e.g.,
in a horizontal plane and/or a vertical plane).

In this way, the traflic momtoring device may correlate
measurements (e.g., coverage and/or user-centric measure-
ments) with reference data (e.g., cell site global positioning
system (GPS) coordinates, a configuration of beams of a
cell, phases and/or amplitudes of beams of a cell, estimated
and/or projected path loss distance for a beam, and/or the
like) to determine a location of a UE, such as within one
meter of an actual location of the UE, in some cases, and/or
more accurately than using GPS.

In some 1mplementations, the traflic monitoring device
may determine a geographic location of an i1ssue with
communications of a UE after determining a geographic
location of the UE. For example, the traflic monitoring
device may determine that a temporary interference 1s at a
particular location based on UEs experiencing a pattern of
interference at the location over time (e.g., a pattern of
missing connected beams for the UEs, a pattern of missing
surrounding beams for the UEs, a pattern ol measurements
that fail to satisiy a threshold, and/or the like). Addltlonally,,
or alternatively, and as another example, the trathic moni-
toring device may determine that a particular location 1s
associated with a particular user experience and/or a par-
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ticular communication link quality based on UEs being
associated with the particular user experience and/or the
particular communication link quality at the particular loca-
tion.

As shown by reference number 132, the traflic monitoring
device may perform one or more additional analyses and/or
one or more actions based on a result of the analysis. For
example, the traflic monitoring device may perform one or
more additional analyses and/or one or more actions related
to the one or more analyses after determining a geographic
location of the UE, after determining a location of an 1ssue
assoclated with communications of the UE, and/or the like.

In some 1mplementations, the trafls

iIc monitoring device
may determine a movement and/or a direction of the move-
ment of the UE. For example, the traflic monitoring device
may 1dentily a change in a connected beam used by the UE
and/or a set of surrounding beams received by the UE (e.g.,
which may idicate a movement or a direction of movement
based on information that identifies a beam configuration of
a cell), a change 1 a respective set ol measurements
associated with the connected beam or the set of overage
beams (e g., decreasing values over time may indicate that
the UE 1s mevmg away Ifrom the BS and/or from a particular
beam, 111ereasmg values over time may indicate that the UE
1s moving toward the BS and/or a particular beam, and/or the
like), and/or the like.

In some implementations, the traflic monitoring device
may generate a cell-specific model for coverage of beams
associated with a cell, which was trained, via one or more
machine learning techniques, on information identifying
historical measurements of beams associated with the cell
and locations of various UEs 1n the cell, various data feeds
described herein, a walk or drive test performed using a
beam scanner, and/or the like. For example, the model may
be trained during normal use of the cell and/or may have
been trained based on results of field testing by a technician
(e.g., where an actual location of a UE can be used to correct
errors 1n location determination by the traflic monitoring
device). In some implementations, the traflic monitoring
device may use the model to process traflic to predict the
location of the UE based on the values of measurements
and/or parameters 1ncluded in the traflic, to improve an
accuracy of a location determination based on a beam
identifier, and/or the like.

In some 1mplementations, the traflic monitoring device
may input a result of one or more analyses mto a machine
learning model that has been tramned to identily 1ssues
related to communications between a UE and a BS. For
example, the machine learning model may output informa-
tion that 1dentifies an occurrence of a temporary interference
of a beam, a location of the temporary nterference, a
predicted user experience for a user of a user equipment, a
predicted quality of a communication link, and/or the like.

In some 1mplementations, the trafls

iIc monitoring device
may correlate analyses across multiple UEs to identify a
location of a physical object causing a temporary interfer-
ence, thereby providing an estimation of real-world topog-
raphy. For example different UEs at diflerent locations may
be 1mpacted in different ways by a temporary interference.
Continuing with the previous example, a temporary inter-
ference between a BS and a first UE may prevent the first UE
from receiving one or more beams, but may cause a second
UE, between the temporary interference and the BS, to
receive a beam reflection ol one or more beams in an
unexpected manner. Continuing still with the previous
example, the tratlic monitoring device may use this infor-

mation to i1dentily a location of the temporary interference
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(e.g., by tnangulating beam interferences and beam reflec-
tions to a particular location, by using information that
identifies a configuration of beams of a cell associated with
the first UE and the second UE, and/or the like).

In some implementations, the traflic monitoring device
may correlate the estimation of real-world topography with
a virtual map to identily objects that are likely causing a
beam interference, a beam reflection, and/or the like (e.g., by
plotting the estimated topography on the virtual map using
locations of the UE determined above, using pre-configured
locations of the BS, and/or the like). For example, the traflic
monitoring device may determine that a temporary interier-
ence 1s located on a road and may determine that trailic on
the road 1s a likely cause of the temporary interference, may
determine that a temporary interference 1s located at a fair
ground and may determine that a temporary structure, such
as a tent, a carnival ride, and/or the like, 1s a likely cause of
the temporary interference, and/or the like. This reduces or
climinates a need to deploy a techmician to a physical
location to identily a cause of a temporary interference, a
beam reflection, and/or the like, thereby conserving time,
tuel, costs, and/or the like associated with deploying the
technician. In addition, this facilitates prioritization of inter-
terences to be addressed by a techmician. For example, the
traflic monitoring device may prioritize non-temporary
interferences higher relative to temporary interferences (e.g.,
due to a potentially longer impact of the non-temporary
interferences), may prioritize temporary interterences higher
relative to non-temporary interferences (e.g., due to an
increased dithiculty of addressing the temporary interfer-
ences ), and/or the like. In some 1implementations, the traflic
monitoring device may cause a technician to be dispatched
to a location of a temporary interference, an unsatisfactory
user experience, an unsatistactory quality of a communica-
tion link, and/or the like to address the temporary interfer-
ence, the unsatisfactory user experience, and/or the unsat-
isfactory quality of the communication link.

In some implementations, the UE may determine a shape
and/or coverage of a beam of a cell. For example, by
aggregating values of measurements from UEs in different
locations, the traflic monitoring device may be capable of
determining a coverage area of a beam (e.g., based on the
beam being received by UEs 1n different locations), a power
and/or quality of the beam within the coverage area of the
beam (e.g., based on RSRP and/or RSRQ wvalues from
measurement reports of different UEs receiving the beam),
areas ol interference with respect to coverage beams and/or
user-dedicated data beams (e.g., based on SINR values from
measurement reports of different UEs receiving the beam),
and/or the like.

In some implementations, the traflic monitoring device
may determine a performance of communications of the UE
and/or a network and may i1dentily an 1ssue with the per-
formance. For example, the tratlic monitoring device may
determine throughput, jitter, lateney,, dropped packets, and/
or the like based on monitoring traflic via the network probes
112. In some implementations, the traflic monitoring device
may perform a trouble shooting analysis with regard to the
performance of the communications and/or an 1ssue with the

performance. For example, 11 the traifli

ic monitoring device
identifies an 1ssue related to the performance of the com-
munications of a UE (or 1f a user of the UE reports an 1ssue),
then the traflic monitoring device may determine whether a
source of the 1ssue 1s a network (e.g., radio coverage 1ssues
at a location, beam coverage at a location, management of
beams, and/or the like), 1s the UE (or an application asso-

ciated with the UE when application session data 1s available
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to the traflic monitoring device), and/or the like. Continuing,
with the previous example, the tratlic monmitoring device may
process measurement reports for the UE and/or other UEs
proximate to the UE, to determine whether a beam coverage
1s a possible cause of the 1ssue (e.g., based on determining
whether values of measurements fail to satisiy a threshold
tor the UE and/or one or more other UEs), whether the UE
1s the source of the 1ssue (e.g., based on determining that the
values for the measurements satisiy a threshold, based on
determining that traflic from the UE already includes an
1ssue when received by the network, and/or the like), and/or
the like. In this way, the traflic momtoring device may
perform troubleshooting related to addressing an 1ssue
related to a temporary interference, a user experience, and/or
a quality of a communication link.

In some i1mplementations, the tratlic monitoring device
may generate a map based on determining a location for a
UE, a temporary interference, a user experience, a quality of
a communication link, and/or the like. For example, the
traflic monitoring device may generate a map ol temporary
interferences and/or a heat map of user experiences and/or
qualities of communication links (e.g., by overlaying deter-
mined locations related to the temporary interferences, the
user experiences, and/or the qualities of the communication
links onto a virtual map). In some 1implementations, the map
may include an identifier (e.g., an icon) that identifies a
location of a UE, of a temporary interference, of a detected
unsatisfactory user experience, of a detected unsatistactory
quality of a communication link, and/or the like. In some
implementations, the traflic monitoring device and/or a user
of the trathc monitoring device may use the coverage map
and/or a capacity map (e.g., that 1s generated based on
monitoring an amount of traflic across interfaces ol a net-
work) for network planning, network cell site prediction
(e.g., to predict and/or determine a location for a new cell
site such as by utilizing a network cell site prediction system
and/or a simulation tool that utilizes modeling and field
and/or assurance system test results). In some implementa-
tions, the traflic monitoring device may provide a map for
display via a display associated with a UE (e.g., associated
with a network technician, a customer, and/or the like).

In some implementations, the traflic monitoring device
and/or another device may use a generated map to perform
an analysis of a set of beams associated with a cell (e.g., a
set ol coverage beams and/or a set of user-dedicated data
beams) and/or to generate recommendations regarding
reconfiguration of coverage of the set of beams. For
example, the trathc momtoring device and/or the other
device may recommend that physical obstructions be
removed, that additional BSs be installed to compensate for
a physical obstruction and/or a beam retlection, and/or the
like. In some 1implementations, data related to the generated
map may be provided to a third party and/or used by an
owner of the traiflic monitoring device for network beam-
based optimization (e.g., by providing the data to an appli-
cation and/or a system, such as a customer experience
system, a network planning optimization system, a network
cell site prediction system, a network automation system, a
big data analytics system, and/or the like).

In some 1mplementations, the traflic monitoring device
and/or another device may provide location-based services
to a UE. For example, the traflic monitoring device and/or
another device may provide information for display related
to the location of the UE (e.g., restaurants located in the
vicinity ol the UE, historical mmformation regarding the
location, and/or the like). Additionally, or alternatively, and
as another example, the tratlic monitoring device and/or the
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other device may provide a set of directions, from the UE to
a destination, mput 1mnto a navigation application of the UE
for display. Additionally, or alternatively, and as another
example, the traflic monitoring device and/or the other
device may provide the location of the UE to an emergency
dispatcher.

In some implementations, the traflic monitoring device
may use the location determined in the manner described
herein to improve an accuracy of a location determined
using another techmque. For example, the traflic monitoring,
device may improve an accuracy ol a location of the UE
determined using a global positioning system (GPS) by
correcting the determined location, averaging the location
from the GPS with the location determined in the manner
described herein, weighting locations from different tech-
niques, and/or the like.

In some implementations, the tratfic monitoring device
may perform the analyses and/or actions described herein in
real-time or near real-time (e.g., as the tratflic monitoring
device monitors a stream of data associated with a UE).
Additionally, or alternatively, the trathc monitoring device
may perform the analyses and/or actions described herein in
a self-learning manner. For example, as new data 1s received,
and/or as results of the analyses and/or actions are corrected
by an operator of the traflic monitoring device, the tratlic
monitoring device may update current and/or future analyses
and/or actions. Additionally, or alternatively, the traflic
monitoring device may perform the analyses described
herein 1 a time-series manner. For example, the traflic
monitoring device may generate time-series maps, may
perform topology estimations, and/or the like, over time.
Additionally, or alternatively, the trathc monitoring device
may provide data related to an analysis described herein as
a data feed to an NWDAF, to a server device, to a client
device, and/or to another destination.

In this way, the traflic momtoring device may identily a
temporary interference to a beam, may determine a user
experience of a user of a UE, and/or may determine a quality
of a communication link. In addition, 1n this way, the traflic
monitoring device may perform an action to address the

temporary 1nterference, the user experience, and/or the qual-
ity of the communication link. This improves communica-
tions between the UE and a BS that would otherwise be
impacted by temporary interference, by a poor user experi-
ence, and/or by a poor quality communication link. In
addition, this conserves processing resources that would
otherwise be consumed as a result of poor communications
between the UE and the BS. Further, this facilitates detection
of 1ssues associated with communications between the UE
and the BS that could not be previously detected.

As indicated above, FIGS. 1A-1E are provided merely as
one or more examples. Other examples may difler from what
1s described with regard to FIGS. 1A-1E. The implementa-
tions described herein are applicable to a non-standalone
architecture (NSA) with dual connectivity (EN-DC) deploy-
ment, a standalone architecture (SA), and/or the like.
Although FIGS. 1A-1E are described 1n the context of a
temporary interiference, the implementations apply equally
to a permanent interference (e.g., a building, a tree, and/or
the like). For example, a traflic monitoring device may use
one or more of the techniques described herein to detect a
permanent interference based on failing to receive a beam at
a location for a threshold amount of time, to detect a
permanent interference based on receiving a beam retflection
for a threshold amount of time, to determine a location of the
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permanent interference, and/or the like (e.g., using informa-
tion that identifies a configuration of beams for a base
station).

In addition, although particular identifiers are used as
examples herein, the implementations apply equally to other
identifiers, such as a subscription permanent identifier
(SUPI) (e.g., rather than an IMSI), a permanent equipment
identifier (PEI) (e.g., rather than an IMEI), a subscription
concealed 1dentifier (SUCI), network slice selection assis-
tance 1nformation (NSSAI), single NSSAI (S-NSSAI), a
slice/service type (SST) 1dentifier, a slice differentiator (SD),
a network slice instance identifier (NSI ID), a quality of
service class 1dentifier (QCI), a 5G quality of service 1den-
tifier (5QI), and/or the like. In some 1implementations, these
identifiers may be associated with diflerent services (e.g., a
web-browsing service, a virtual reality (VR)/augmented
reality (AR) service, a telephone service, a messaging ser-
vice, an Internet of things (Io'T) service, and/or the like), and
the traflic monitoring device may be capable of using these
indenters to identily interferences (or locations and/or
severities thereol) to diflerent services, as diflerent interfer-
ences may 1mpact diflerent services to diflerent extents.

Further, the implementations described herein may be
used to aggregate information for a geographic area that 1s
associated with multiple cells and/or BSs. For example, a
traiflic monitoring device may aggregate information that
identifies a user experience, a quality of a communication
link, and/or the like for a geographic area, based on pro-
cessing traflic associated with multiple cells 1in the manner
described herein.

FIGS. 2A-2D are diagrams of various example environ-
ments 200 i which systems and/or methods described
herein may be implemented. For example, FIG. 2A shows a
non-standalone architecture (NSA) with a 4G evolved
packet core (EPC) as a first environment 200, FI1G. 2B shows
a standalone architecture (SA) with a 5G core as a second
environment 200, FIG. 2C shows an NSA with a 5G core as
a third environment 200, and FIG. 2D shows another NSA
with a 5G core as a fourth environment 200.

As shown 1n FIG. 2A, a first environment 200 may
include a UE 210, an eNB 220, a set of gNBs 230, an MME
240 (e.g., assoc:lated with an EPC), an SGW 2350 (e.g.,
associated with the EPC), a traflic monitoring device 260,
and a network probe 270. Devices of the first environment
200 may mterconnect via wired connections, wireless con-
nections, or a combination of wired and wireless connec-
tions.

UE 210 includes one or more devices capable of com-
municating with a base station (e.g., eNB 220 and/or the set
of gNBs 230) and/or a network. For example, UE 210 may
include a mobile phone (e.g., a smartphone or a radiotele-
phone), a laptop computer, a tablet computer, a gaming,
device, a wearable communication device (e.g., a smart
wristwatch or a pair of smart eyeglasses), or a similar type
of device. Although FIG. 2 shows a single UE 210, 1n
practice, there can be hundreds, thousands, millions, or more
UEs 210 communicating with hundreds, thousands, mil-
lions, or more base stations, as described elsewhere herein.

The first environment 200 may further include a set of
base stations (e.g., eNB 220 and/or the set of gNBs 230). A
base station includes one or more devices capable of trans-
terring traflic, such as audio, video, text, and/or other traflic,
destined for and/or recerved from UE 210. In some imple-
mentations, a base station may include an eNB, a gNB,
and/or the like associated with a long-term evolution (LTE)
network, a 3G network, a 4G network, a SG network, and/or
the like that receives traflic from and/or sends tratlic to a
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network via SGW 250 and/or a packet data network gateway
(PGW). Additionally, or alternatively, one or more base
stations may be associated with a radio access network
(RAN) that 1s not associated with the LTE network. A base
station can send tratlic to and/or receive tratlic from UE 210
via an air interface. In some implementations, a base station
may include a small cell base station, such as a base station
ol a microcell, a picocell, and/or a femtocell.

In some 1mplementations, eNB 220 may be associated
with a 4G network. In some implementations, eNB 220 may
receive traiflic from UE 210, and may provide the traflic to
ogNB 230, as described elsewhere herein. In some 1mple-
mentations, the set of gNBs 230 may be associated with a 5G
network. In some implementations, the set of gNBs 230 may
receive trathic from UE 210, as described elsewhere herein.
In some 1mplementations, the set of gNBs 230 may include

an gNB radio unit (RU) 230, an gNB (DU) 230, and/or an
gNB (CU) 230, similar to that described elsewhere herein.

MME 240 includes one or more devices, such as one or
more server devices, capable of managing authentication,
activation, deactivation, and/or mobility functions associ-
ated with UE 210. In some implementations, MME 240 can
perform operations relating to authentication of UE 210.
Additionally, or alternatively, MME 240 can {facilitate the
selection of a particular SGW 2350 and/or a particular PGW
to serve tratlic to and/or from UE 210. MME 240 can
perform operations associated with handing off UE 210 from
a first base station to a second base station when UE 210 1s
transitioming from a first cell associated with the first base
station to a second cell associated with the second base
station. Additionally, or alternatively, MME 240 can select
another MME (not pictured), to which UE 210 should be
handed off (e.g., when UE 210 moves out of range of MME
240).

SGW 250 includes one or more devices capable of routing
packets. For example, SGW 250 may include one or more
data processing and/or trailic transier devices, such as a
gateway, a router, a modem, a switch, a firewall, a network
interface card (MC), a hub, a bridge, a server device, an
optical add/drop multiplexer (OADM), or any other type of
device that processes and/or transfers traffic. In some 1imple-
mentations, SGW 230 can aggregate traflic received from
one or more base stations associated with the L'TE network,
and can send the aggregated traflic to a network (e.g., via a
PGW) and/or other network devices associated with the
evolved packet core (EPC) and/or an Internet protocol (IP)
multimedia subsystem (IMS) core. SGW 250 can also
receilve traflic from a network and/or other network devices,
and can send the received traflic to UE 210 via a base station.
Additionally, or alternatively, SGW 250 can perform opera-
tions associated with handing off UE 210 to and/or from an
LTE network.

In some 1mplementations, an S1-MME/S1-U interface
may connect eNB 220 and the EPC. Additionally, or alter-
natively, an S1-U interface may connect the EPC and gINB
(CU) 230.

Tratlic monitoring device 260 includes one or more
devices capable of monitoring tratlic associated with UE 210
on various interfaces associated with a network, and per-
forming one or more analyses described herein based on the
traflic. For example, traflic monitoring device 260 may
include a server (e.g., 1 a data center or a cloud computing
environment), a data center (e.g., a multi-server micro
datacenter), a workstation computer, a virtual machine (VM)
provided 1 a cloud computing environment, or a similar
type of device. In some implementations, trathic monitoring
device 260 may be a physical device implemented within a
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housing, such as a chassis. In some implementations, tratlic
monitoring device 260 may be a virtual device implemented
by one or more computer devices of a cloud computing
environment or a data center.

Network probe 270 includes one or more devices capable
of momtoring traflic on multiple interfaces. For example,
network probe 270 may include a probe, a network monitor,
a packet snmiffer, or a similar type of device. In some
implementations, network probe 270 may be deployed on
one or more of the multiple interfaces, as described else-
where herein. AddlthIlElHyj or alternatively, network probe
270 may provide, to tratlic monitoring device 260, informa-
tion related to traflic that network probe 270 monitors, as
described elsewhere herein. In some implementations, net-
work probe 270 may be a physical device deployed on an
interface between two other physical devices. In some
implementations, network probe 270 may be a virtual device
implemented by one or more devices of FIG. 2A or one or
more devices not shown 1n FIG. 2A.

As further shown 1in FIG. 2A, devices of the first envi-
ronment 200 may include various interfaces between
devices of the first environment 200. For example, the first
environment 200 may 1include an F1-C/U iterface (e.g., via
which measurement reports, beam 1dentifiers, cell 1dentifi-
ers, RSRP, RSRQ, SINR, and/or the like may be obtained),
an X2-C/U terface (e.g., measurement reports may be
obtained from the X2-C interface and user plane throughput
data may be obtained from the X2-U interface), a lower
layer split (LLS) interface, and/or the like.

FIG. 2B shows an SA with a 5G core as a second
environment 200. As shown in FIG. 2B, the second envi-
ronment 200 may include UE 210, a set of gNBs 230, traflic
monitoring device 260, network probe 270, and a 3G core
280 that includes an access and mobility management func-
tion (AMF) and a user plane function (UPF). Devices of the
second environment 200 may interconnect via wired con-
nections, wireless connections, or a combination of wired
and wireless connections.

5G core 280 may include one or more devices related to
providing trathic to UE 210 and/or providing trathic from UE
210 to a destination. For example, 5G core 280 may include
the AMEF, the UPF, and/or the like. In some implementations,
the AME includes a hardware-based element that may act as
a termination point for Non Access Stratum (NAS) signal-
ing, mobility management, and/or the like. In some 1mple-
mentations, the UPF includes a hardware-based element that
may serve as an anchor point for intra/inter-Radio Access
Technology (RAT) mobaility, that can apply rules to packets,
such as rules pertaining to packet routing, traflic reporting,
handling user plane QoS, and/or the like. In some 1mple-
mentations, 5G core 280 may be connected to gNB (CU)
230 via a set of interfaces (e.g., an NG-C/N1,N2 interface,
an NG-U/N3 mterface, and/or the like).

As further shown 1n FIG. 2B, the second environment 200
may include various interfaces between devices of the
second environment 200 similar to that described above. For
example, the second environment 200 may include an NG-
C/(N1, N2) interface (e.g., via which an IMSI, a subscriber
identifier, a SUPI, a SUCI, and/or the like may be obtained,
via which an IMFEI, an IMEISV, a device 1dentifier, a PEI,
and/or the like may be obtained, and/or the like), various
NG-U/N3 nterfaces (e.g., via which data related to a user
experience, such as throughput data, and/or the like may be
obtained), an F1-C/U interface, and/or the like.

FIG. 2C shows an NSA with a 5G core as a third
environment 200. As shown 1n FIG. 2C, the third environ-
ment 200 may include UE 210, eNB 220, a set of gNBs 230,
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traflic momitoring device 260, various network probes 270,
and 5G core 280. Devices of the first environment 200 may
interconnect via wired connections, wireless connections, or
a combination of wired and wireless connections.

As further shown 1n FIG. 2C, the third environment 200
may include various interfaces between elements of the
NSA similar to that described above (e.g., the third envi-
ronment 200 may include an Xn-C/U interface rather than an
X2-C/U mterface described with regard to the first environ-
ment 200). In some 1mplementations, the various network
probes 270 may be deployed on the various interfaces to
monitor the various interfaces 1n a manner that 1s the same
as or similar to that described elsewhere herein. In some
implementations, trailic monitoring device 260 may process
traflic from the various network probes 270 1n a manner that
1s the same as or similar to that described elsewhere herein.

FIG. 2D shows another NSA with a 3G core as a fourth
environment 200. As shown 1n FIG. 2D, the fourth environ-
ment 200 may include similar devices and/or interfaces to
that described above, but 1n a different configuration (e.g.,
the fourth environment 200 may include an Xn-C/U inter-
face rather than an X2-C/U interface described with regard
to the first environment 200). For example, the fourth
environment 200 may include an NG-C/(N1, N2) interface
between eNB 220 and 5G core 280, rather than between 5G
core 280 and gNB (CU) 230.

The number and arrangement of devices shown 1n FIGS.
2A-2D are provided as one or more examples. In practice,
there may be additional devices, fewer devices, diflerent
devices, or differently arranged devices than those shown 1n
FIGS. 2A-2D. Furthermore, two or more devices shown 1n
FIGS. 2A-2D may be implemented within a single device, or
a single device shown i FIGS. 2A-2D may be implemented
as multiple, distributed devices. Additionally, or alterna-
tively, a set of devices (e.g., one or more devices) of the one
or more environments 200 may perform one or more func-
tions described as being performed by another set of devices
of the one or more environments 200.

FIG. 3 1s a diagram of example components of a device
300. Device 300 may correspond to UE 210, eNB 220, gNB

230, MME 240, SGW 250, traflic monitoring device 260,
network probe 270, the AMF of 5G Core 280, and/or the
UPF of 3G core 280. In some implementations, UE 210,
eNB 220, gNBs 230, MME 240, SGW 250, traflic monitor-
ing device 260, network probe 270, the AMF of 5G core 280,
and/or the UPF of 5G core 280 may include one or more
devices 300 and/or one or more components of device 300.
As shown 1 FIG. 3, device 300 may include a bus 310, a
processor 320, a memory 330, a storage component 340, an
input component 350, an output component 360, and a
communication interface 370.

Bus 310 includes a component that permits communica-
tion among multiple components of device 300. Processor
320 1s implemented 1n hardware, firmware, and/or a com-
bination of hardware and software. Processor 320 1s a central
processing unit (CPU), a graphics processing unit (GPU), an
accelerated processing unit (APU), a microprocessor, a
microcontroller, a digital signal processor (DSP), a field-
programmable gate array (FPGA), an application-specific
integrated circuit (ASIC), or another type ol processing
component. In some i1mplementations, processor 320
includes one or more processors capable of being pro-
grammed to perform a function. Memory 330 includes a
random access memory (RAM), a read only memory
(ROM), and/or another type of dynamic or static storage
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device (e.g., a flash memory, a magnetic memory, and/or an
optical memory) that stores information and/or instructions
for use by processor 320.

Storage component 340 stores information and/or sofit-
ware related to the operation and use of device 300. For
example, storage component 340 may include a hard disk
(e.g., a magnetic disk, an optical disk, and/or a magneto-
optic disk), a solid state drive (SSD), a compact disc (CD),
a digital versatile disc (DVD), a floppy disk, a cartridge, a
magnetic tape, and/or another type of non-transitory com-
puter-readable medium, along with a corresponding drive.

Input component 350 includes a component that permits
device 300 to receive iformation, such as via user input
(e.g., a touch screen display, a keyboard, a keypad, a mouse,
a button, a switch, and/or a microphone). Additionally, or
alternatively, input component 350 may include a compo-
nent for determining location (e.g., a global positioning
system (GPS) component) and/or a sensor (e.g., an accel-
crometer, a gyroscope, an actuator, another type of posi-
tional or environmental sensor, and/or the like). Output
component 360 includes a component that provides output
information from device 300 (via, e.g., a display, a speaker,
a haptic feedback component, an audio or visual indicator,
and/or the like).

Communication imterface 370 includes a transceiver-like
component (e.g., a transceiver, a separate receiver, a separate
transmitter, and/or the like) that enables device 300 to
communicate with other devices, such as via a wired con-
nection, a wireless connection, or a combination of wired
and wireless connections. Communication interface 370
may permit device 300 to receive mformation from another
device and/or provide information to another device. For
example, communication interface 370 may include an
Ethernet interface, an optical interface, a coaxial interface,
an infrared interface, a radio frequency (RF) interface, a
universal serial bus (USB) interface, a Wi-F1 interface, a
cellular network interface, and/or the like.

Device 300 may perform one or more processes described
herein. Device 300 may perform these processes based on
processor 320 executing software instructions stored by a
non-transitory computer-readable medium, such as memory
330 and/or storage component 340. As used herein, the term
“computer-readable medium” refers to a non-transitory
memory device. A memory device includes memory space
within a single physical storage device or memory space
spread across multiple physical storage devices.

Software 1nstructions may be read nto memory 330

and/or storage component 340 from another computer-
readable medium or from another device via communication
interface 370. When executed, software instructions stored
in memory 330 and/or storage component 340 may cause
processor 320 to perform one or more processes described
herein. Additionally, or alternatively, hardware circuitry may
be used 1n place of or in combination with software instruc-
tions to perform one or more processes described herein.
Thus, implementations described herein are not limited to
any specific combination of hardware circuitry and software.
The number and arrangement of components shown in
FIG. 3 are provided as an example. In practice, device 300
may include additional components, fewer components,
different components, or diflerently arranged components
than those shown 1n FIG. 3. Additionally, or alternatively, a
set of components (e.g., one or more components) of device
300 may perform one or more functions described as being
performed by another set of components of device 300.
FIG. 4 1s a flow chart of an example process 400 for
detecting interference of a beam. In some 1mplementations,
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one or more process blocks of FIG. 4 may be performed by
a traflic monitoring device (e.g., traflic monitoring device
260). In some 1implementations, one or more process blocks
of FIG. 4 may be performed by another device or a group of
devices separate from or including the trailic monitoring

device, such as a UE (e.g., UE 210), an eNB (e.g., eNB 220),
an gNB (e.g., gNB 230), an MME (e.g., MME 240), an
SGW (e.g., SGW 250), a network probe (e.g., network probe
2770), and one or more devices of a 5G core (e.g., 3G core
280).

As shown 1n FIG. 4, process 400 may include monitoring
traflic associated with a user equipment (UE) on multiple
interfaces of a network, wherein the traftic identifies a set of
cells, with a respective set of beams, associated with the UE
(block 410). For example, the tratlic monitoring device (e.g.,
using processor 320, communication interface 370, and/or
the like) may monitor traflic associated with a user equip-
ment (UE) on multiple interfaces of a network, as described
above. In some implementations, the trathc identifies a set of

[

cells, with a respective set of beams, associated with the UE.

As further shown in FIG. 4, process 400 may include
determining, aiter monitoring the traflic, an 1dentity associ-
ated with the UE or the traflic on the multiple interfaces by
correlating 1dentifiers associated with the UE or the traflic
across the multiple interfaces, wherein the 1dentity uniquely
identifies a subscriber, a network slice, or a quality of service
(QoS) profile associated with the UE or the traflic (block
420). For example, the trailic monitoring device (e.g., using
processor 320, and/or the like) may determine, aiter moni-
toring the traflic, an i1dentity associated with the UE or the
traflic on the multiple interfaces by correlating identifiers
associated with the UE or the traflic across the multiple
interfaces, as described above. In some implementations, the
identity uniquely identifies a subscriber, a network slice, or
a quahty of service (QoS) profile associated with the UE or
the trafhic.

As further shown in FIG. 4, process 400 may include
performing, after determining the identity, an analysis
related to at least one of: identifying a temporary interfer-
ence to a beam of the respective set of beams, determining
a user experience ol a user of the UE, or determining a
quality of a communication link between the UE and a base
station (BS) (block 430). For example, the traflic monitoring
device (e.g., using processor 320, and/or the like) may
perform, after determining the identity, an analysis related to
at least one of: 1dentifying a temporary interference to a
beam of the respective set of beams, determining a user
experience of a user of the UE, or determining a quality of
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a communication link between the UE and a base station
(BS), as described above.

As further shown in FIG. 4, process 400 may include
performing, 1n association with performing the analysis, one
or more actions related to addressing the temporary inter-
terence, the user experience, or the quality of the commu-
nication link (block 440). For example, the traflic monitor-
ing device (e.g., using processor 320, memory 330, storage
component 340, output component 360, communication
interface 370, and/or the like) may perform, in association
with performing the analysis, one or more actions related to
addressing the temporary interference, the user experience,
or the quality of the communication link, as described
above.

Process 400 may include additional implementations,
such as any single implementation or any combination of
implementations described below and/or 1n connection with
one or more other processes described elsewhere herein.
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In some implementations, the multiple interfaces include
one or more oif: a third generation partnership project
(3GPP) F1 interface associated with a first network probe, a
3GPP Xn interface associated with a second network probe,
or a 3GPP X2 interface associated with a third network
probe. In some implementations, the traflic includes at least
one of: user data associated with the UE, a data delivery
status message associated with the user data, an assistance
information data message associated with the user data, or
various parameters associated with the user data, the data
delivery status message, or the assistance information data
message.

In some implementations, the traflic monitoring device
may determine a location of the UE in association with
performing the analysis, and may determine a location of the
temporary interference based on the location of the UE. In
some 1mplementations, the traflic momtoring device may
detect a pattern of interference over time associated with one
or more of the respective set of beams based on the traflic,
and may 1dentily the temporary interference based on detect-
ing the pattern of interference over time.

In some i1mplementations, the trafl

ic monitoring device
may detect an 1ssue associated with the traflic associated
with the UE, wherein the 1ssue 1s related to at least one of:
a throughput of a portion of the tratlic exchanged between
the UE and the BS, or a round trip time associated with the
portion of the trathic; and may detect, after detecting the
1ssue associated with the tratlic, an 1ssue associated with the
user experience of the user of the UE based on the at least
one of the throughput of the portion or the round trip time
of the portion. In some 1implementations, the trafli

1C moni-
toring device may determine a location of the UE after
detecting the 1ssue associated with the user experience of the
user of the UE; may identily, after determining the location
of the UE, a pattern of 1ssues associated with respective user
experiences ol multiple UEs at the location; and may
determine, based on the pattern of 1ssues associated with the
respective user experiences of the multiple UEs, that the
1ssue associated with the user experience of the user of the
UE 1s caused by the temporary interference.

Although FIG. 4 shows example blocks of process 400, 1n
some 1mplementations, process 400 may include additional
blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted 1in FIG. 4. Additionally,
or alternatively, two or more of the blocks of process 400
may be performed in parallel.

FIG. 5 1s a flow chart of an example process 500 for
detecting interference of a beam. In some 1mplementations,
one or more process blocks of FIG. 5 may be performed by
a trallic monitoring device (e.g., trailic monitoring device
260). In some 1mplementations, one or more process blocks
of FIG. 5 may be performed by another device or a group of

devices separate from or including the traflic monitoring
device, such as a UE (e.g., UE 210), an eNB (e.g., eNB 220),

an gNB (e.g., gNB 230), an MME (e.g., MME 240), an
SGW (e.g., SGW 250), a network probe (e.g., network probe
270), and one or more devices of a 3G core (e.g., 5G core
280).

As shown 1n FIG. 5, process 500 may include monitoring
trafli

ic or a data feed associated with a user equipment (UE),
wherein the traflic or the data feed includes a set of param-
cters related to at least one of: a temporary interference to a
beam of a respective set of beams associated with the UE,
a user experience of a user of the UE, or a quality of a
communication link between the UE and a base station (BS),
ol a set of network slices used by the UE, or of a quality of

service (QoS) profile associated with the UE (block 510).
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For example, the traflic monitoring device (e.g., using
processor 320, communication interface 370, and/or the
like) may monitor traih

ic or a data feed associated with a user
equipment (UE), as described above. In some implementa-
tions, the traflic or the data feed includes a set of parameters
related to at least one of: a temporary interference to a beam
ol a respective set of beams associated with the UE, a user
experience of a user of the UE, or a quality of a communi-
cation link between the UE and a base station (BS), of a set
ol network slices used by the UE, or of a quality of service
(QoS) profile associated with the UE.

As further shown in FIG. §, process 500 may include
performing, after monitoring the trathic or the data feed, at
least one of: a first analysis related to identifying the
temporary interterence to the beam of the respective set of
beams associated with the UE, a second analysis related to
determining the user experience of the user of the UE, or a
third analysis related to determining the quality of the
communication link between the UE and the BS, of the set
of network slices, or the QoS profile (block 520). For
example, the trathic monitoring device (e.g., using processor
320, and/or the like) may perform, after monitoring the
traflic or the data feed, at least one of: a first analysis related
to 1dentifying the temporary interference to the beam of the
respective set of beams associated with the UE, a second
analysis related to determining the user experience of the
user of the UE, or a third analysis related to determining the
quality of the communication link between the UE and the
BS, of the set of network slices, or of the QoS profile, as
described above.

As further shown in FIG. §, process 500 may include
performing, 1n association with performing the first analysis,
the second analysis, or the third analysis, one or more
actions related to addressing the temporary interference, the
user experience of the user of the UE, or the quality of the
communication link, of the set of network slices, or of the
QoS profile (block 530). For example, the tratlic monitoring
device (e.g., using processor 320, and/or the like) may
perform, 1n association with performing the first analysis,
the second analysis, or the third analysis, one or more

actions related to addressing the temporary interference, the
user experience of the user of the UE, or the quality of the
communication link, of the set of network slices, or of the
QoS profile, as described above.

Process 300 may include additional implementations,
such as any single implementation or any combination of
implementations described below and/or 1n connection with
one or more other processes described elsewhere herein.

In some 1mplementations, the traih

1Ic monitoring device
may determine a location of the UE by identifying at least
one of: a connected beam, of the respective set of beams,
associated with the UE that identifies the location of the UE
relative to the BS, a set of surrounding beams, of the
respective set of beams, associated with the UE, or a
respective set of measurements for the set of surrounding
beams that i1dentifies a position of the UE within the con-
nected beam relative to the set of surrounding beams; and
may determine a location of the temporary interference
based on determining the location of the UE. In some
implementations, the trathc monitoring device may gener-
ate, after performing the at least one of the first analysis, the
second analysis, or the third analysis, a heat map related to
a set of cells associated with the BS or the respective set of
beams associated with the set of cells; and may provide,
alter generating the heat map, the heat map for display via




US 10,979,326 B2

27

a display associated with another UE associated with a
technician, or provide data related to the heat map as a data
export to a storage location.

In some implementations, the traflic monitoring device
may provide, to the other UE associated with the technician,
a stream of data related to the set of cells or related to the
respective set of beams. In some implementations, the trathic
monitoring device may generate, after performing the at
least one of the first analysis, the second analysis, or the third
analysis, a virtual map that includes an identifier for a
location of the UE or a location of the temporary interfer-
ence; and may provide the virtual map for display via a
display associated with another UE aifter generating the
virtual map, or output a result related to the first analysis, the
second analysis, or the third analysis to a network data
analysis function (NWDAF) 1n association with generating
the virtual map.

In some 1mplementations, the traflic monitoring device
may determine, from the set of parameters included in the
traflic or the data feed, the quality of the communication link
based on at least one of: a radio quality index associated with
the communication link, a set of quality measurements
associated with one or more of the respective set of beams
associated with the communication link, or a set of power
measurements associated with the one or more of the
respective set of beams associated with the communication
link. In some implementations, the trailic monitoring device
may cause a technician to be dispatched to a location of the
temporary interference to address the temporary interfer-
ence.

Although FIG. 5 shows example blocks of process 500, 1n
some 1mplementations, process 500 may 1nclude additional
blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted 1n FIG. 5. Additionally,
or alternatively, two or more of the blocks of process 500
may be performed in parallel.

FIG. 6 1s a flow chart of an example process 600 for
detecting interference of a beam. In some 1mplementations,
one or more process blocks of FIG. 6 may be performed by
a trailic monitoring device (e.g., traflic monitoring device
260). In some 1mplementations, one or more process blocks
of FIG. 6 may be performed by another device or a group of

devices separate from or including the trailic monitoring
device, such as a UE (e.g., UE 210), an eNB (e.g., eNB 220),
an gNB (e.g., gNB 230), an MME (e.g., MME 240), an
SGW (e.g., SGW 250), anetwork probe (e.g., network probe
270), and one or more devices of a 5G core (e.g., SG core
280).

As shown 1n FIG. 6, process 600 may include determining
an 1dentity associated with a UE or traflic on multiple
interfaces ol a network by correlating 1dentifiers associated
with the UE or the traflic across the multiple interfaces,
wherein the 1dent1ty uniquely 1dentifies the UE associated
with the traflic or a subscriber associated with the UE or the
trailic, and wherein the traflic includes a set of parameters
for the trafhic (block 610). For example, the traflic monitor-
ing device (e.g., using processor 320, and/or the hke) may
determine an 1dentity associated with a UE or traflic on
multiple interfaces of a network by correlating identifiers
associated with the UE or the trafhic across the multiple
interfaces, as described above. In some implementations, the
identity uniquely 1dentifies the UE associated with the traflic
or a subscriber associated with the UE or the tratlic. In some
implementations, the traflic includes a set of parameters for
the trafhic.

As further shown i FIG. 6, process 600 may include

determining, after determining the identity associated with
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the UE, a location of the UE based on a set of cells
associated with a BS, a respective set of beams associated
with the set of cells, or a respective set of measurements for
the respective set of beams (block 620). For example, the
traflic monitoring device (e.g., using processor 320, and/or
the like) may determine, after determining the identity
associated with the UE, a location of the UE based on a set
of cells associated with a BS, a respective set ol beams
associated with the set of cells, or a respective set of
measurements for the respective set of beams, as described
above.

As further shown in FIG. 6, process 600 may include
performing, after determining the location of the UE, an
analysis related to at least one of: identifying a temporary
interference to a beam of the respect set of beams, deter-
mining a user experience of a user of the UE, or determining
a quality of a communication link between the UE and the
BS, of a set of network slices associated with the UE, or of
a quality of service (QoS) profile associated with the UE
(block 630). For example, the trathc monitoring device (e.g.,
using processor 320, and/or the like) may perform, after
determining the location of the UE, an analysis related to at
least one of: identifying a temporary interference to a beam
of the respect set of beams, determining a user experience of
a user of the UE, or determining a quality of a communi-
cation link between the UFE and the BS, of a set of network
slices associated with the UE, or of a quality of service
(QoS) profile associated with the UE, as described above.

As further shown in FIG. 6, process 600 may include
performing, 1n association with performing the analysis, one
or more actions related to addressing the at least one of the
temporary interference, the user experience, or the quality of
the communication lmk of the set of network slices, or of
the QoS profile (block 640). For example, the traflic moni-
toring device (e.g., using processor 320, memory 330,
storage component 340, output component 360, communi-
cation interface 370, and/or the like) may perform, 1n
association with performing the analysis, one or more
actions related to addressing the at least one of the temporary
interference, the user experience, or the quality of the
communication link, of the set of network slices, or of the
QoS profile, as described above.

Process 600 may include additional implementations,
such as any single implementation or any combination of
implementations described below and/or 1n connection with
one or more other processes described elsewhere herein.

In some 1mplementations, the traih

ic monitoring device
may associate a location of the temporary interference with
a subset of the respective set of beams by 1dentifying at least
one of: a missing connected beam from the respective set of
beams, a missing surrounding beam from a set of surround-
ing beams associated with the UE, or a measurement asso-
ciated with the respective set of beams that satisfies a
threshold. In some implementations, the traflic monitoring
device may 1dentily a pattern of a beam reflection of a subset
ol the respective set of beams by 1dentifying at least one of:
a pattern of an unexpected connected beam, of the respective
set of beams, associated with the UE, or a pattern of an
unexpected surrounding beam, of the respective set of
beams, associated with the UE, wherein the pattern of the
beam retlection 1s a result of the temporary interference.
In some implementations, the respective set of measure-
ments 1dentifies at least one of: a respective reference signal
received power (RSRP) of the respective set of beams, a
respective reference signal received quality (RSRQ) of the
respective set of beams, or a respective signal-to-interfer-
ence-plus-noise ratio (SINR) of the respective set of beams.
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In some 1implementations, the traflic monitoring device may
aggregate a respective result of performing the analysis
across multiple UEs after performing the analysis for the
multiple UEs, wherein the multiple UEs include the UE; and
may generate a set of recommendations related to reconfig-
uring a coverage or a capacity of the set of cells or the
respective set of beams after aggregating the respective
result of performing the analysis across the multiple UEs. In
some 1mplementations, the tratflic momtoring device may
perform troubleshooting of an 1ssue related to the UE after
performing the analysis, wherein the troubleshooting 1s
related to addressing at least one of: the temporary interfer-
ence, the user experience of the user of the UE, or the quality
of the communication link, of the set of network slices, or of
the QoS profile.

Although FIG. 6 shows example blocks of process 600, 1n
some 1mplementations, process 600 may 1include additional
blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted 1n FIG. 6. Additionally,
or alternatively, two or more of the blocks of process 600
may be performed in parallel.

The {foregoing disclosure provides illustration and
description, but 1s not intended to be exhaustive or to limait
the implementations to the precise forms disclosed. Modi-
fications and variations may be made 1n light of the above
disclosure or may be acquired from practice of the imple-
mentations.

As used herein, the term “component” 1s intended to be
broadly construed as hardware, firmware, and/or a combi-
nation of hardware and software.

Some 1mplementations are described herein 1n connection
with thresholds. As used herein, satistying a threshold may,
depending on the context, refer to a value being greater than
the threshold, more than the threshold, higher than the
threshold, greater than or equal to the threshold, less than the
threshold, fewer than the threshold, lower than the threshold,
less than or equal to the threshold, equal to the threshold, or
the like.

It will be apparent that systems and/or methods described
herein may be implemented 1n different forms of hardware,
firmware, or a combination of hardware and software. The
actual specialized control hardware or software code used to
implement these systems and/or methods 1s not limiting of
the implementations. Thus, the operation and behavior of the
systems and/or methods are described herein without refer-
ence to specilic software code—it being understood that
software and hardware can be designed to implement the
systems and/or methods based on the description herein.

Even though particular combinations of features are
recited in the claims and/or disclosed in the specification,
these combinations are not intended to limait the disclosure of
possible implementations. In fact, many of these features
may be combined 1n ways not specifically recited in the
claims and/or disclosed in the specification. Although each
dependent claim listed below may directly depend on only
one claim, the disclosure of possible 1mplementations
includes each dependent claim in combination with every
other claim 1n the claim set.

No element, act, or instruction used herein should be
construed as critical or essential unless explicitly described
as such. Also, as used herein, the articles “a” and “‘an™ are
intended to 1nclude one or more items, and may be used
interchangeably with “one or more.” Furthermore, as used
herein, the term “set” 1s intended to include one or more
items (e.g., related items, unrelated 1tems, a combination of
related and unrelated items, etc.), and may be used inter-
changeably with “one or more.” Where only one item 1s
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intended, the term “only one” or similar language 1s used.
Also, as used herein, the terms “has,” “have,” “having,” or
the like are intended to be open-ended terms. Further, the
phrase “based on” i1s intended to mean “based, at least in
part, on” unless explicitly stated otherwise.

What 1s claimed 1s:

1. A method, comprising:

monitoring, by a device, traflic associated with a user
equipment (UE) on multiple interfaces of a network,
wherein the trafli

1c 1dentifies a set of cells, with a
respective set of beams, associated with the UE;
determining, by the device and after monitoring the
traflic, an 1dentity, associated with the UE or the trafhic,
on the multiple interfaces by correlating identifiers
associated with the UE or the traflic across the multiple
interfaces,

wherein the 1dentity uniquely 1dentifies a subscriber, a
network slice, or a quality of service (QoS) profile
assoclated with the UFE or the traffic;

performing, by the device and after determining the
identity, a first analysis at various times,

wherein the first analysis 1s related to measurements
and/or parameters identified from monitoring the
traflic;

1dent1fymgj by the device and based on performing the
first analysis at various times, a temporary interference,

to a beam of the respective set of beams, caused by a

physical obstruction;

performing, by the device and after determining the
identity:

a second analysis related to determining a user expe-
rience of a user of the UE, and

a third analysis related to determining a quality of a
communication link between the UE and a base
station (BS); and

performing, by the device and 1n association with per-
forming the first analysis, the second analysis, and the
third analysis, one or more actions related to addressing
the temporary interierence, the user experience, or the
quality of the communication link.
2. The method of claim 1, wherein the multiple interfaces
include one or more of:
a third generation partnership project (3GPP) F1 interface
associated with a first network probe,
a 3GPP Xn interface associated with a second network
probe, or
a 3GPP X2 interface associated with a third network
probe.
3. The method of claim 1, wherein the tratlic includes at
least one of:
user data associated with the UE,
a data delivery status message associated with the user
data,
an assistance information data message associated with
the user data, or
various parameters associated with the user data, the data
delivery status message, or the assistance information
data message.
4. The method of claim 1, further comprising:
determining a location of the UE in association with
performing the first analysis; and
determining a location of the temporary interference
based on the location of the UE.
5. The method of claim 1, wherein performing the first
analysis comprises:
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detecting a pattern of interference over time associated
with one or more of the respective set of beams based
on the tratlic; and

wherein 1dentifying the temporary interference com-
prises:
identifying the temporary interference based on detect-

ing the pattern of interference over time.
6. The method of claim 1, wherein performing the second

analysis comprises:
detecting an 1ssue associated with the tra
with the UE,
wherein the 1ssue 1s related to at least one of:

a throughput of a portion of the traflic exchanged
between the UE and the BS, or
a round trip time associated with the portion of the

trathic; and

detecting, after detecting the 1ssue associated with the
traflic, an 1ssue associated with the user experience of
the user of the UE based on the at least one of the
throughput of the portion or the round trip time of the
portion.

7. The method of claim 6, further comprising;:

determining a location of the UE after detecting the 1ssue
associated with the user experience of the user of the
UE;

identifying, after determiming the location of the UE, a
pattern of 1ssues associated with respective user expe-
riences of multiple UEs at the location; and

determining, based on the pattern of 1ssues associated
with the respective user experiences of the multiple
UEs, that the 1ssue associated with the user experience
of the user of the UE 1s caused by the temporary
interference.

8. A device, comprising;

one or more memories; and

one or more processors, communicatively coupled to the
one or more memories, configured to:
monitor trafli

i

1C associated

1c or a data feed associated with a user
equipment (UE),

wherein the trathc or the data feed includes a set of

parameters related to at least one of:
a temporary interference to a beam of a respective
set of beams associated with the UE,
a user experience of a user of the UE, or
a quality of a communication link between the UE
and a base station (B S), of a set of network
slices used by the UE, or of a quality of service
(QoS) profile associated with the UE;
perform, after momtoring the traflic or the data feed, a
first analysis at various times,
wherein the first analysis 1s related to measurements
and/or the set of parameters identified from moni-
toring the tratlic;
identify, based on performing the first analysis at vari-
ous times, the temporary interference to the beam;
perform, aifter monitoring the trathic or the data feed:
a second analysis related to determining the user

experience of the user of the UE, and
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perform, 1n association with performing the first analy-

s1s, the second analysis, and the third analysis, one or

more actions related to addressing the temporary

interference, the user experience of the user of the
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UE, or the quality of the communication link, of the
set of network slices, or of the QoS profile.
9. The device of claim 8, wherein the one or more
processors are further configured to:
determine a location of the UE by identifying at least one

of:

a connected beam, of the respective set ol beams,
assoclated with the UE that 1dentifies the location of
the UE relative to the BS,

a set of surrounding beams, of the respective set of
beams, associated with the UE, or
a respective set of measurements for the set of sur-
rounding beams that identifies a position of the UE
within the connected beam relative to the set of
surrounding beams; and
determine a location of the temporary interference based

T 1

on determining the location of the UE.

10. The device of claim 8, wherein the one or more
processors are further configured to:

generate, after performing the first analysis, the second

analysis, and the third analysis, a heat map related to a

set of cells associated with the BS or the respective set

of beams associated with the set of cells; and

provide, after generating the heat map, the heat map for
display via a display associated with another UE asso-
ciated with a technician, or

provide data related to the heat map as a data export to a

storage location.

11. The device of claim 10, wherein the one or more
processors are further configured to:

provide, to the other UE associated with the technician, a

stream of data related to the set of cells or related to the

respective set of beams.

12. The device of claim 8, wherein the one or more
processors are further configured to:

generate, alter performing the first analysis, the second

analysis, and the third analysis, a virtual map that

includes an 1dentifier for a location of the UE or a

location of the temporary interference; and

provide the virtual map for display via a display associ-

ated with another UE after generating the virtual map,

or

output a result related to the first analysis, the second

analysis, and the third analysis to a network data

analysis function (NWDAF) 1n association with gen-
crating the virtual map.

13. The device of claim 8, wherein the one or more
processors, when performing the third analysis, are config-
ured to:

determine, from the set of parameters included in the

tratlic or the data feed, the quality of the communica-

tion link based on at least one of:

a radio quality index associated with the communica-
tion link,

a set of quality measurements associated with one or
more of the respective set of beams associated with
the communication link, or

a set of power measurements associated with the one or
more of the respective set of beams associated with

the communication link.

14. The device of claim 8, wherein the one or more
processors, when performing the one or more actions, are
configured to:

cause a technician to be dispatched to a location of the

temporary interference to address the temporary inter-

ference.
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15. A non-transitory computer-readable medium storing
instructions, the instructions comprising:

one or more instructions that, when executed by one or

more processors of a device, cause the one or more

34

a measurement associated with the respective set of
beams that satisfies a threshold.

17. The non-transitory computer-readable medium of
claim 15, wherein the one or more instructions, that cause

processors 1o: > the one or more processors to identify the temporary inter-

determine an 1dentity, associated with a user equipment
(UE) or trathic on multiple interfaces of a network by
correlating identifiers associated with the UE or the
traflic across the multiple interfaces,
wherein the identity uniquely identifies the UE asso- 10
ciated with the trailic or a subscriber associated
with the UE or the trathic, and
wherein the traflic includes a set of parameters for
the trafhic:
determine, after determining the identity associated 15
with the UE, a location of the UE based on a set of
cells associated with a base station (BS), a respective
set of beams associated with the set of cells, or a
respective set of measurements for the respective set
of beams; 20
monitor the traffic;
perform, after determining the location of the UE, a
first analysis at various times
wherein the first analysis 1s related to measurements
identified from monitoring the tratlic and/or the set 25
of parameters for the traflic;
identify, based on performing the first analysis at vari-
ous times, a temporary interference to a beam of the
respect set of beams;
perform, after determining the location of the UE: 30
a second analysis related to determining a user
experience of a user of the UE, and
a third analysis related to determining a quality of a
communication link between the UE and the BS,
of a set of network slices associated with the UE, 35
or of a quality of service (QoS) profile associated
with the UE; and
perform, 1n association with performing the first analy-
s1s, the second analysis, and the third analysis, one or
more actions related to addressing at least one of the 40
temporary interference, the user experience, the
quality of the communication link, of the set of
network slices, or of the QoS profile.

16. The non-transitory computer-readable medium of
claiam 15, wherein the one or more instructions, when 45
executed by the one or more processors, further cause the
one or more processors to:

associate a location of the temporary interference with a

subset of the respective set of beams by 1dentifying at

least one of: 50

a missing connected beam from the respective set of
beams,

a missing surrounding beam from a set of surrounding
beams associated with the UE, or

ference, cause the one or more processors to:
identily a pattern of a beam retlection of a subset of the

respective set of beams by identifying at least one of:

a pattern of an unexpected connected beam, of the
respective set of beams, associated with the UE, or

a pattern of an unexpected surrounding beam, of the
respective set of beams, associated with the UE,

wherein the pattern of the beam retlection 1s a result of
the temporary interference.

18. The non-transitory computer-readable medium of
claim 15, wherein the respective set of measurements for the
respective set of beams 1dentifies at least one of:

a respective reference signal received power (RSRP) of

the respective set of beams,

a respective reference signal received quality (RSRQ) of

the respective set of beams, or

respective  signal-to-interference-plus-noise  ratio
(SINK) of the respective set of beams.

19. The non-transitory computer-readable medium of
claaim 15, wherein the one or more 1nstructions, when
executed by the one or more processors, further cause the

One Or mMore processors to:
aggregate a respective result of performing the first analy-

s1s, the second analysis, and the third analysis across
multiple UEs after performing the first analysis, the
second analysis, and the third analysis for the multiple
UEs,

wherein the multiple UEs include the UE; and

generate a set of recommendations related to reconfigur-

ing a coverage or capacity of the set of cells or the
respective set ol beams after aggregating the respective
result of performing the first analysis, the second analy-
s1s, and the third analysis across the multiple UEs.

20. The non-transitory computer-readable medium of
claim 15, wherein the one or more 1nstructions, when
executed by the one or more processors, further cause the

Oone or more processors to:
perform troubleshooting of an 1ssue related to the UE after

performing the first analysis, the second analysis, and

the third analysis,

wherein the troubleshooting 1s related to addressing at
least one of:

the temporary interference,

the user experience of the user of the UE, or

the quality of the commumnication link, of the set of
network slices, or of the QoS profile.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 10,979,326 B2 Page 1 of 1
APPLICATION NO. : 16/232814

DATED : April 13, 2021

INVENTOR(S) : Eng We1 Koo

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Claims

In Claim 18, Column 34, Line 23, “(SINK) of the respective set of beams.” should be changed to
--(SINR) of the respective set of beams.--.

Signed and Sealed this
Eighteenth Day of May, 2021

Drew Hirshfeld
Performing the Functions and Duties of the

Under Secretary of Commerce for Intellectual Property and
Director of the United States Patent and Trademark Office
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