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1
IN-VEHICLE NETWORKING

CROSS REFERENCE TO RELATED
APPLICATION

This 1s a divisional of U.S. application Ser. No. 15/2770,

057, filed Sep. 20, 2016, which 1s hereby incorporated by
reference.

BACKGROUND OF THE DISCLOSURE
Technical Field

This disclosure relates to networks and more particularly
to protocols that provide secure communication over vehicle
networks.

Related Art

In-vehicle networks were developed by automotive
manufactures to reduce tailpipe emissions, increase fuel
economy, and improve vehicle drivability. The network’s
point-to-point connections transierred data between vehicle
components. But as components and capabilities increased,
the complexity and size of the networks became larger,
impractical, and expensive.

To reduce complexity and cost, serial buses were devel-
oped that facilitated communication with embedded vehicle
systems. One such system, known as a Controller Area
Network (CAN), 1s a low cost light protocol system that
allows microcontrollers to communicate openly with one
another. The protocol includes built 1n features such as a
cyclical redundancy code (CRC) check that allows vehicle
application to detect errors during transmission, storage, and
retrieval.

BRIEF DESCRIPTION OF THE

DRAWINGS

The mventions can be better understood with reference to
the following drawings and description. The components in
the figures are not necessarily to scale, emphasis instead
being placed upon illustrating the principles of the inven-
tion. Moreover, in the figures, like referenced numerals
designate corresponding parts throughout the different
VIEWS.

FIG. 1 1llustrates electronic control units communicating,
across an in-vehicle bus.

FI1G. 2 illustrates a multi-level security platiorm.

FIG. 3 1s a flow chart of a key exchange.

FIG. 4 shows key exchange of FIG. 3 between an elec-
tronic control unit and a gateway.

FIG. 5 1s a message flow diagram for updating keys.

DETAILED DESCRIPTION

While designed to provide an ethicient cost-effective
structure for in-vehicle communication, both commercial
and open source implementations of CAN networks are
inherently isecure as they rely on good behavior to prevent
attacks. No arbitrator 1s needed to resolve disputes on these
networks because good behavior 1s assured.

While good behavior may work well in unconnected cars,
it provides no protection for vehicles that connect to 1nfra-
structure (V-2-1), to retail (V-2-R), and to persons (V-2-P)
outside of the car through in-vehicle and remote networks.
Connected cars may be attacked by simply eavesdropping
on the vehicle’s network. In these attacks, the attacker 1s
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2

difficult to detect because the attacker does not affect the
data that flows across the network despite their unauthorized
access. The attacker need not be a stranger; he or she can be
a legitimate user without privileges. Alternatively, an
attacker may actively intervene on the vehicle’s network to
change data or gain a malicious advantage.

A pomt of attack 1s the bus itself and the ability to
physically attach to the network at any point and begin
survelllance and/or attack. This physically connected mode
of attack may occur when an attacker targets a vehicle
population for study and evaluation. It 1s from this vantage
point that the attacker can plan a remote attack. The recent
notoriety of a connected vehicle attack was likely possible
because of the prerequisite series of physically connected
attacks and resulting exploits. Subsequently, the ability to
preclude or disrupt physically connected attacks and their
exploits 1s a problem 1n need of a solution.

The disclosed system and process provide a secure com-
munication protocol over an insecure infrastructure. The
secure protocol allows secure communication over an unse-
cure 1m-vehicle network that may provide connectivity to
networks outside of the vehicle while ensuring the integrity
and provenance of the data transmitted across 1t. This means
that m-vehicle systems can communicate with each other
over an open inirastructure 1n a vehicle or to an arbitrary
remote or local destination outside of the vehicle and be
reasonably sure that its communication will be received in
tact and protected 1n transit from an unauthorized party or
destination. The secure protocol provides a series of steps
that enable two or more parties to exchange information
through cryptographic security. Using cryptographic param-
eters, the secure protocol 1s 1iteroperable with independent
programs and libraries (e.g., a collection of soitware and
data files that perform different tasks). By allowing migra-
tion from one crypto graphlc primitive to the next, the secure
protocol 1s extensible, etlicient, and updatable allowing it to
defend against new threats and keep up with improvements
that come with technological efliciencies.

FIG. 1 shows a vehicle connected to a remote node or
remote destination through a wireless network. The vehicle
includes multiple electronic control units (ECUSs) and 1inter-
faces that are embedded 1n the vehicle to control one or more
of the vehicle’s systems or subsystems from within the
vehicle. Example ECUs and interfaces include, without
limitation, an electronic/engine control module (ECM), a
powertrain control module (PCM), a transmission control
module (TCM), a brake control module (BCM), a central
control module (CCM), a central timing module (CTM), a
general electronic module (GEM), a body control module
(BCM), a suspension control module (SCM), an entertain-
ment and comiort control module (ECCM), a passive key-
less entry (PKE), a remote link application interface, a
dedicated short range communication transceiver (DSRCT)
vehicle-to-vehicle (V-2-V), V-2-1, V-2-R, and/or V-2-P, an
engine and transmission unit, an airbag module, a lighting
module, a vehicle access system, an on-board diagnostics
interface (OBDI), a unmiversal serial bus interface, a Blu-
ctooth interface, a smartphone interface, etc., five of which
are designated by reference numbers 1-5 i FIG. 1.

In some systems, the ECUs, such as those depicted 1n
FIG. 1, are consolidated into one or more domain controllers
which harness an advanced multiprocessor architecture. The
multiprocessors execute software tailored to each electrical
systems or subsystems it controls. It 1s capable of managing
concurrent vehicle systems/subsystems that may be different
from each other, execute one or more cipher suites with a
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gateway, and may provide access to cryptographic key
storage. The use of one or more domain controllers exposes
tewer nodes for attack.

In FIG. 1, ECUs 1-5 are connected to an in-vehicle
communication link that 1s also called an 1n-vehicle network
and m-vehicle bus 1 this disclosure. A CAN bus 1s an
example ol an in-vehicle bus. The ECUs are embedded
clectronic devices (e.g., specialized digital computers or
signal processors) that read signals transmitted from in-
vehicle sensors positioned in various parts of the vehicle to
monitor vehicle conditions. The sensors detect or measure
conditions by converting nonelectrical energy into discrete
or analog signals. The ECUs, such as an advanced driver
assistance system (ADAS) capable of communicating over
the air (OTA), a powertrain controller, a braking system, and
a cluster, for example, shown m FIG. 2 communicate
through a root of trust (RoT) that may be remote from (as
shown 1n the trust anchor 1 FIG. 2) or a unitary part of a
gateway. The RoT serves as separate computing engine
made up ol hardware and software that are inherently
trusted. The RoT controls the trusted computing platform’s
cryptographic processor that may be embedded 1n the gate-
way within the vehicle, may securely store the cryptographic
keys, may securely store the certificate chains, may provide
application and data isolation, and/or may securely sign
certificates that are associated or verified by the secure
protocol. As shown, all of the vehicle content (e.g., Body
ECU, Braking ECU, Power Tramn ECU, Cluster ECU,
ADAS ECU, etc.,) beyond the gateway 1s positioned on the
trusted side of the RoT (to the right of the trust anchor),
though in other configurations and implementations some
controllers may not be. For example, a Body ECU that has
a very low processing capabilities may be connected to the
in-vehicle communication link on the untrusted side (to the
left of the trust anchor) because of 1ts limited functions or 1ts
function as an endpoint to a higher level controller. In FIG.
2, the Body ECU 1s shown on the trusted side because 1t
functions may include controlling headlights, power win-
dows and/or door locks, all of which can be integrated into
an exploit (e.g., no headlights at night, open windows 1n a
thunderstorm, etc.).

In FIG. 2, an OBD interface, telematics control unit
(TCU) and an In-Vehicle infotainment (IVI) ECU commu-
nicates with the gateway across the in-vehicle communica-
tion link. The IVI manages and delivers audio content,
provides navigation data, delivers rear-seat entertainment
such as movies, games, social networking functions, etc.,
listens for mcoming and sends outgoing short message
service (SMS) text messages, makes/receives phone calls,
and/or may access Internet-enabled or smartphone-enabled
content that may include traflic reports, sports scores and
weather forecasts, for example. The OBD provides access to
the vehicle’s self-diagnostic and reporting capability deliv-
ered through the in-vehicle communication link.

Connections with the 1in-vehicle communication link
begins with the gateway generating a symmetric session key
and an ephemeral key pair when power or 1gnition is cycled
in the vehicle. The same key pair 1s used for each crypto-
graphic shared secret exchange with each network node
individually 1n some implementations. Once certificates and
ephemeral keys are exchanged, the gateway accepts node
requests for a session key. A session key 1s a key that 1s used
for one communication session—such as communication
that occurs during a single 1gnition cycle (e.g., the starting,
and the driving of a car and then shutting 1t off would be an
ignition cycle) or power cycle (e.g., turning a device on and
then ofl)—and then the session key i1s discarded.
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The first thing each node does when i1t comes on online 1s
retrieve the session key when an asymmetric handshake
occurs. The session key 1s the same for all nodes on the
in-vehicle network. However, since the secured protocol
processes certificates, it establishes a shared secret, which 1s
specific and 1n some mstances unique for each node-gateway
pair or group per power cycle/ignition cycle. The shared
secret known only to the devices ivolved in the secure
communication 1s used to encrypt the session key betfore 1t
1s transmitted across the network to a node.

Each node on the network initiates the session key
exchange as soon as 1t comes online. When a vehicle powers
up at 302, the gateway generates the symmetric session key
and a HELLO message 1s sent individually and separately
from each node to the gateway and RoT (hereinafter con-
sidered part of the gateway) as shown 1 FIGS. 3 and 4. A
node 1ncludes any data processing device including ECU s,
domain controllers, processing devices, etc. coupled through
a communication medium or link. In the secure protocol, the
HELLO message comprises two bytes of data that includes
information about the sending node such as its identification,
for example.

HELLO (ID: 0X011)

Byte 1 Byte 2

Source 1D

In response, the gateway and node provide certificates and
ephemeral public keys to one another (the receiving node
and gateway), respectively at 304 and 306 as shown 1n FIG.
3. The 304 and 306 sequence can be executed concurrently
or out-of-turn. The certificates are installed when the vehicle
1s manufactured (e.g., prior to vehicle assembly) or during
service (e.g., during component repair and/or replacement).
They provide authentication for each active node and gate-
way communicating across the in-vehicle bus. Authentica-
tion 1s similar to the validation of secure sockets layer (SSL)
certificates. The certificate and gateway’s ephemeral key are
formatted in eight byte formats 1n two parts (Data 1 and Data
2). The first two bytes of the gateway’s certificate and
ephemeral key (the first packet) are the 1D fields that contain
the destinations unique identifier, enabling the gateway to
communicate with the proper node on the vehicle network.
The third byte 1s the counter that tracks the number of
packets transmitted, with the remaining five bytes reserved
for the payload.

GATEWAY CERTIFICATE (ID: 0X12)

Byvte Byte Byte Byte Byte Byvte Byte  Byte
1 2 3 4 5 6 7 8
Destination ID  Counter Payload

Here, a “packet™ 1s the block of data used for transmitting
information that may include payload and non-payload
portions; the “payload” 1s the data of interest; and a “non-
payload” 1s the packet data that 1s not payload data, such as
routing or configuration imformation, for example. In some
instances, the payload may include the frames transmitted
on a CAN bus, such as a data frame, a remote frame, an error
frame and/or an overload frame.

In the data frame (shown below), the first two bytes
designate the overall length of the gateway certificate and
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ephemeral public key, the next two bytes designate the
length of Data 1 (e.g., the gateway certificate, the wrapped
session key, etc.), and the remaining four bytes are reserved
for the payload. The fields that follow the second packet
reserve the first two bytes of the packets for the length of D2
and the remaining bytes for the corresponding data D2.
Under this format, the secure protocol transmits as many
packets as needed.

Byte Byte DByte Byte DByte
1 2 3 4 S

Byte
N

Byte DByte

N+1 N+2 —

Overall Length Data 1 Length Data 1 ... Data 2 Length Data 2 . ..

When received at a node, the gateway messages are
unpacked, the gateway’s certificate 1s reassembled and vali-
dated, and the gateway’s public key 1s extracted from the
certificate. Both the gateway’s public key and ephemeral
public key are then processed by the node to generate the
shared secret at 308 through a cryptographic operation such
as through an FElliptic Curve Menezes-(Qu-Vanstone

(ECMQYV) cipher suite, for example.

Like the format of the gateway certificate, the node or unit
certificate and 1ts ephemeral key transmitted to the gateway
at 306 have nearly the same format as the gateway’s
certificate messages. A substantive difference 1s that the
destination ID field enables the gateway to distinguish node
packets on the CAN bus. Conventional CAN protocol does
not use addressing schemes, and thus, the destination 1D
serves that function. In alternative implementations the 1D
fields are not used, especially when locations (e.g.,
addresses) are identified in alternate protocols. When
received at the gateway, the node messages are unpacked,
the node’s certificate 1s reassembled and validated, and the
node’s public key 1s extracted from the certificate. Both the
node’s public key and ephemeral public key are then pro-
cessed by the gateway to generate the shared secret at 308
through the same cryptographic operation performed at the
node. In this example, i1t 1s the ECMQYV cipher suite.

The existing session key 1s then encrypted using the
shared secret through a symmetric cryptographic operation
at 310. The session key message transmitted to the node 1n
FIG. 4 adheres to a similar format as the gateway certificate.
The substantive difference 1s that instead of two pieces of
data, the payload contains one—the encrypted session key.

Byte Byte Byte Byte Byte Byte Byte Byte
1 2 3 4 5 6 7 8
Destination ID  Counter Payload

In this implementation, the secure protocol uses a single
session key per power cycle/ignmition cycle. In alternative
implementations, the secure protocol can update a session
key. Regardless of the version, once a successtul session key
extraction occurs at a node, the gateway 1s notified at 312.
As shown 1n FIG. 4, the secure connection 1s complete when
an acknowledgement 1s received. The acknowledgement 1s
transported 1n two bytes.
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ACKNOWLEDGE (ID: 0X019)

Byte 1 Byte 2

Source ID

With the secure protocol negotiated, ECUs and domain
controllers may communicate using hash based message
authentication codes (HMAC) that are validated at the
receiving destinations. In a CAN or 1n-vehicle bus applica-
tion, the first eight bytes of the first packet (not shown) of a
secure ECU/domain controller-gateway exchange contain
the data generated by the ECU/domain controller that takes
the normal format that ECUs/domain controllers transmit
across 1n-vehicle networks. HMAC code works by inter-

leaving the first packet data, padded with zeroes to the total
length of 8 bytes, with the session key and a counter value
through a hash algorithm that converts the input 1nto a small
fixed length output, such as six or more bytes. In order for
the reading ECU to validate the data, 1t needs to have the
counter and the same session key. The counter 1s provided
with the second packet.

In the second packet of the secure ECU/domain control-
ler-gateway exchange, the schema appends three bits of
zeros, as a second packet i1dentifier, twenty-nine bits of the
source ID of the node outputting data, and a counter. Under
the secure protocol, each authenticator message contains a
count larger than the counter that directly preceded across
the in-vehicle network. In some implementations, the coun-
ter may be random or variable, may be encrypted, but 1t 1s
not a time stamp. The counter eflectively prevents replay
and suppress-replay attacks that replay responses from a
previous execution. In one implementation, the counter 1s
programmed to fall within a range that ensures that the
counter does not zero out during a session; requiring the
second packet to reserve four bytes or more for the counter
as shown. Here, the counter 1s a variable that keeps count of
the messages transported across the i-vehicle network.

AUTHENTICATOR (Second Packet)

Byte Byte Byte DByte DByte Byte DByte  Byte
1 2 3 4 5 6 7 8
3 bits of Os Source 1D Count

5 bits of Source 1D

In the third packet of the secure ECU/domain controller-
gateway exchange, the signature allows the gateway to
match the packet to the second one, as alter recerving the
second packet, the reader can calculate the resulted HMAC
value by using the counter, the session key and the data from
the first packet. The third packet 1s shown below.

SIGNATURE (ID:0X01) (Third Packet)

Byte Byte Byte Byte Byte Byte Byte Byte
1 2 3 4 5 6 7 8

3 bits of 1s HMAC Signature

5 bits of Os

The three packet secure ECU/domain controller-gateway
exchange has many benefits including ethiciently routing the
packets without transporting the source ID 1n all three

packets (e.g. see the third packet: SIGNATURE). It also
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streamlines the verification process at the gateway and node,
so that when a byte-to-byte comparison of the received
packets to previously stored trusted packets/information
reveal that a packet 1s compromised or corrupted, the ECU
waits for a second packet (having counter and CAN ID,
linking it to the data packet) and a third packet, which does
not have the ID, but rather HMAC hash incorporating the
data, session key and the counter. The first data packet 1s
ignored and discarded after a timeout or when another data
packet having the same CAN ID 1s recerved.

Because recerving packets, such as a certificate or session
key, for example, may not always reach an intended desti-
nation, the secure protocol includes messages to resend
missing packets. At a node, for example, 11 the order of the
packets 1s broken or the expected number 1s less than the
expected, the node will transmit a message to the gateway
through the 1n-vehicle bus to resend the missing packet.

REPEAT UNIT TO GATEWAY (ID: 0x15)

Byte 1 Byte 2 Byte 3

Source 1D Packet #

Here, the Source 1D 1s the reporting node ID, and the packet
number 1s the counter value of the packet that 1s missing. In

response to the REPEAT UNIT TO GATEWAY message, the
gateway resends the packet.

Like the condition that causes a REPEAT UNIT TO
GATEWAY message to 1ssue, packets such as a certificate or
ephemeral key, for example, may not always reach the
gateway. At the gateway, for example, 1f the order of the
packets 1s broken or the expected number 1s less than
expected, the gateway will transmit a message to the node
through the in-vehicle bus requesting that the node to resend
the missing packet. Here, the Destination ID 1s the gateway
ID, and the packet number 1s the counter value of the packet
that 1s missing. In response to the REPEAT GATEWAY TO

UNIT message, the node resends the packet.

REPEAT GATEWAY TO UNIT (ID: 0x16)

Byte 1 Byte 2 Byte 3

Destination 1D Packet #

In some communication sessions there 1s sometimes a
need to change session keys during a power cycle/ignition
cycle. Since trusted ECU’s and the gateway share the same
key during a communication cycle and both operate on the
same one-way function, the gateway may encrypt or wrap
the new session key (generated using a random number
generator or a key establishment process) with the old
session key and the node decrypts the new key with the old
session key by exchanging the messages shown in FIG. 5.
Updates to the session key 1s imtiated by an UPDATE KEY
message from the gateway. Current implementations of the
secure protocol use a key update function such as an
advanced encryption standard (AES) 128-bit key algorithm.
An UPDATE KEY message may comprise packets format-
ted as follows.
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UPDATE KEY (ID:0x17)

Byte Byte Byte Byte Byte Byte DByte Byte
1 2 3 4 5 6 7 8
Destination ID  Counter Payload
The payload data may be formatted as:
Byte Byte Byte Byte DByte Byte DByte DByte
1 2 3 4 5 — N N-1N —
Overall Length Key Length Encrypted New Session Key

When all the packets received and all REPEAT messages are
processed (1f needed), the nodes inform the gateway of the
successful completion of the process by sending an
ACKNOWLEDGE message. When all the nodes acknowl-
edge extracting the new session key, the gateway broadcasts
a single message UPDATE KEY END.

UPDATE KEY END (ID: Ox18)

Byte 1

OxbE

In the interim, while the nodes are updating the session key,
the nodes continue signing their data with the old session
key until they receive the UPDATE KEY END message.
Secure message verilying 1s performed using both the old
and new session keys 1n the interim 1n which the new session
key 1s processed first, followed 1n turn by the old session
key. Once the UPDATE KEY END message 1s broadcasted,

all nodes switch to signing with the new session key.

Any node can report an error. A failed certification veri-
fication at a node, for example, may flag an error. When an
error occurs, the ECU/domain controller, for example may
report an error to the gateway 1n the following format.

Byte 1 Byte 2 Byte 3

Destination 1D Error #

Each of the methods and descriptions of the protocol
described herein may stand alone, and 1n alternative imple-
mentations, may be combined with other protocols including
in-vehicle networks that employ end-to-end encryption that
maintain confidentiality. In one alternative, the encryption
devices (e.g., the ECUs, domain controllers, gateway, etc.)
encrypt the secured non-payload data, which 1s recombined
with the unencrypted routing information, such as {for
example, the source 1dentification, destination 1dentification,
and padded source identifiers (e.g., the truncated source IDs
preceded by padding). In alternative implementations, the
secure protocol has a different range or more bus 1dentifiers
(IDs) and/or functional messages. In this alternative, the
secure protocol also serves as a framework for the devel-
opment and deployment of other IDs, messages, ciphers,
and/or hashing functions allowing migration to other in-
vehicle communication links/busses and/or later developed
communication links/busses.
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) Message
Ox11 HELLO
Ox12 GATEWAY CERTIFICATE
0x13 UNIT CERTIFICATE
Ox14 SESSION KEY
0x15 REPEAT UNIT TO GATEWAY
0x16 REPEAT GATEWAY TO UNIT
Ox17 UPDATE KEY
0x18 UPDATE KEY END
0x19 ACKNOWLEDGE
0x10 ERROR
0x01 SIGNATURE

In an alternative, the ECUs/domain controllers may join a
secure session when ECUs/domain controllers’ presence are

detected on the 1n-vehicle bus 1n response to a state of health
message (SOH) that 1s broadcasted on a CAN bus. In this

alternative, the node retrieves the session key through the
secure protocol described above after the node broadcasts its
presence on the bus via a SOH message. When the node
stops broadcasting a SOH message, the protocol executes
the key updating function. Alternatively, SOH messages
may supplement the secure protocol. In this implementation
the SOH supplements the secure protocol by establishing
that the node 1s operating correctly. It serves as an integrity
check. In another alternative, the encryption and decryption
of the secure protocol 1s done 1n hardware exclusively
without appending the HMAC signature to ECU/domain
controller data through an AES accelerator module that

performs AES128 encryption and decryption. In this alter-
native, 304 and 306 of FIG. 3 are replaced by AES accel-

erator that perform encryption and decryption with 128-bit
keys according to the AES in hardware. And, another
alternate may include any combinations of structure and

tunctions described herein (in this disclosure/application
and patent) or shown 1n one or more or each of the figures.
These systems or methods are formed from any combination
of structure and function described.

This new secure protocol can be applied to existing
topologies and migrate to developing topologies too. For
example, while an example implementation of the secure
protocol has been described with respect to the limited
packet size of eight bytes that 1s used 1n classical CAN,
alternative secure protocols secures flexible data-rates (FD)
and packet sizes that are provisioned by the implementing
network protocol of the vehicle. This means that the secure
protocol protects networks that have larger or variable
payload lengths (e.g., CAN 13-byte, CAN FD 64-byte, bulk
download protocols, etc.), may use two or more different
bit-rates, and adapt to the higher bandwidths used 1n devel-
oping technologies. In one example, the protocol secures a
CAN frame with two different bit rates making the network
backward compatible with controllers that have more lim-
ited packet lengths. One example secure protocol has larger
payloads such as data frames that have up to sixty-four bits
while protected by CRCs (e.g., CAN FD 64-byte).

The elements, systems, engines, methods, modules, appli-
cations and descriptions described herein may also be pro-
grammed 1 one or more controllers, signal processors,
specialized processors and one or more processors and a
coprocessor (€.g., a coprocessor 1s a processor distinct from
a main processor, that performs additional functions to assist
the main processor) through computer program code. The
processors may be arranged in a parallel processing structure
and/or multiprocessing structure. Parallel processing may
run on a computer containing two oOr more processors
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running simultaneously. Parallel processing differs from
multiprocessing 1n the way a task may be distributed.

The RoT, encryption, and decryption engines may com-
prise a processor or a portion of a program that executes or
supports the described cryptographic functions. The series
of steps that describe the secure protocol, mvolve two or
more entities that 1s designed to accomplish the task of
securing the communication of an 1n-vehicle bus. A “series
of steps” means that the protocol has a sequence from start
to fimish. Unless noted, each step 1s completed 1n turn, with
no step taken before the previous step 1s completed with
some steps being optional such as the ACKNOWLEDGE
message. “Involve two or more entities” means that at least
two or more entities are required to establish the protocol
(c.g., a node and a gateway, one or more nodes and a
gateway, etc.). Finally, “designed to accomplish the task of
securing the communication of an in-vehicle bus” means
that the protocol must secure the communication across an
in-vehicle bus. Something that looks like the protocol but
does not accomplish the task of securing the communication
of the m-vehicle bus 1s not a secure protocol.

In some systems, the elements, systems, methods, engines
and descriptions described herein may be encoded 1n a
non-transitory signal bearing storage medium, a computer-
readable medium, or may comprise logic stored 1n a memory
that may be accessible through an interface. Some signal-
bearing storage medium or computer-readable medium com-
prise a memory that 1s unitary or separate (e.g., local or
remote) from the vehicle. If the descriptions are performed
by software, the software may reside 1n a memory resident
to or interfaced to the one or more processors, ECUs,
domain controllers, and/or gateways.

The memory or storage disclosed may retain an ordered
listing of executable mstructions for implementing the func-
tions described above. The machine-readable medium may
selectively be, but not limited to, an electronic, a magnetic,
an optical, an electromagnetic, an infrared, or a semicon-
ductor medium. A non-exhaustive list of examples of a
machine-readable medium includes: a portable magnetic or
optical disk, a volatile memory, such as a Random Access
Memory (RAM), a Read-Only Memory (ROM), an Erasable
Programmable Read-Only Memory (EPROM or Flash
memory), or a database management system. When mes-
sages, ECUs, domain controllers, gateway, and/or other
device functions or steps are said to be “responsive to” or
occur “in response to”” a function or message, the messages,
ECUs, domain controllers, gateway, and/or other device
functions or steps necessarily occur as a result of the
message or function. It 1s not suflicient that a function or act
merely follow or occur subsequent to another.

The disclosed system and process provide a secure com-
munication protocol that secures communication over an
insecure 1infrastructure such as for a vehicle through a
vehicle bus. A vehicle may comprise, without limitation, a
car, bus, truck, tractor, motorcycle, bicycle, tricycle, quad-
ricycle, or other cycle, ship, submarine, boat or other water-
craft, helicopter, drone, airplane or other aircraft, train, tram
or other railed vehicle, spaceplane or other spacecrait, and
any other type of vehicle whether currently existing or
alter-arising this disclosure. In other words, 1t comprises a
device or structure for transporting persons or things. The
secure protocol creates secure communication over an unse-
cure vehicle bus, such as a CAN bus, that may communicate
across remote wireless and/or landline channels while ensur-
ing the integrity and provenance of the data transmitted
across 1t. This means that in-vehicle systems can commu-
nicate with each other over an open infrastructure to an
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arbitrary remote or local destination and be reasonably sure
that 1t will be recerved in tact and protected. The secure
protocol provides a series of steps that enable two or more
parties to exchange information through cryptographic
operations that eflectively preclude or disrupt physically
connected attacks and their exploits among others because
they are not privy to the cryptographic operations. Using,
cryptographic parameters, the secure protocol 1s 1nteroper-
able with independent programs and libraries. By allowing
migration from one cryptographic primitive to the next, the
secure protocol 1s extensible, eflicient, and updatable allow-
ing 1t to defend against new threats and keep up with
improvements that come with changes in technology.

Other systems, methods, features and advantages will be,
or will become, apparent to one with skill in the art upon
examination of the figures and detailed description. It is
intended that all such additional systems, methods, features
and advantages be included within this description, be
within the scope of the mvention, and be protected by the
following claims.

What 1s claimed 1s:

1. A system to secure a communication across an in-
vehicle network, comprising:

a gateway within a vehicle, the gateway to generate a
session key and send a cryptographic certificate and an
ephemeral key to the in-vehicle network; and

an electronic control unit within the vehicle, the electronic
control unit to send a cryptographic certificate and an
ephemeral key to the in-vehicle network,

wherein the gateway generates a shared secret 1in response
to the cryptographic certificate and the ephemeral key
sent by the electronic control unit,

wherein the electronic control unit generates the shared
secret 1n response to the cryptographic certificate and
the ephemeral key sent by the gateway, and

wherein the gateway, in response to validation of the
cryptographic certificate sent by the electronic control
umt, encrypts the session key with the shared secret,
and sends the encrypted session key to the electronic
control unit.

2. The system of claim 1, wherein the gateway includes a

cryptographic processor.

3. The system of claim 1, wherein the in-vehicle network
comprises a Controller Area Network bus utilizing more
than one bit-rate and packet size provisioned by an in-
vehicle bus protocol.

4. The system of claim 1, wherein the shared secret 1s
generated 1n response to a hash based method authentication
code.

5. The system of claim 1, wherein different cryptographic
certificates are provided to the gateway and the electronic
control unit, respectively.

6. The system of claim 1, wherein the gateway establishes
a connection with the m-vehicle network.

7. The system of claim 1, wherein the electronic control
unit:

receives the encrypted session key over the in-vehicle
network, and

decrypts the encrypted session key based on the shared
secret generated at the electronic control unit.
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8. The system of claim 1, wherein the session key 1s valid
during only one communication session that occurs during
an 1gnition cycle of the vehicle.

9. The system of claim 1, wherein the session key 1s valid
during only one communication session that occurs during a
power cycle.

10. The system of claim 1, wherein the imn-vehicle network
1s encrypted end-to-end.

11. The system of claim 1, wherein the electronic control
umt transmits data encrypted by the session key over the
in-vehicle network.

12. The system of claim 1, wherein the electronic control

unit communicates with a second vehicle using the session
key.

13. The system of claim 1, wherein the gateway comprises
a Root of Trust to securely store the cryptographic certificate
and the ephemeral key of the gateway.

14. A vehicle, comprising:

an 1n-vehicle network;

a gateway within the vehicle, the gateway to generate a
session key and send a cryptographic certificate and an
ephemeral key across the m-vehicle network;

an electronic control unit within the vehicle, the electronic
control unit to send a cryptographic certificate and an
ephemeral key across the i-vehicle network,

wherein the gateway generates a shared secret 1n response
to the cryptographic certificate and the ephemeral key
sent by the electronic control unit,

wherein the electronic control unit generates the shared
secret 1n response to the cryptographic certificate and
the ephemeral key sent by the electronic control unit,
and

wherein the gateway, in response to validation of the
cryptographic certificate sent by the electronic control
unit, encrypts the session key with the shared secret,
and sends the encrypted session key across the 1in-
vehicle network to the electronic control unait.

15. The vehicle of claim 14, wherein the electronic control

unit;

recerves the encrypted session key over the in-vehicle
network from the gateway, and

decrypts the encrypted session key based on the shared
secret generated at the electronic control unit.

16. The vehicle of claim 14, wherein the session key 1s
valid during only one communication session that occurs
during an ignition cycle of the vehicle.

17. The vehicle of claim 14, wherein the session key 1s
valid during only one communication session that occurs
during a power cycle.

18. The vehicle of claim 14, wherein the electronic control
unit transmits data encrypted by the session key across the
in-vehicle network.

19. The vehicle of claim 14, wherein the electronic control
unit communicates with a second vehicle using the session
key.

20. The vehicle of claim 14, wherein the gateway com-
prises a Root of Trust to securely store the cryptographic
certificate and the ephemeral key of the gateway.
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