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SYSTEMS AND METHODS FOR
DISTRIBUTING PARTIAL DATA TO
SUBNETWORKS

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application 1s a continuation-in-part of U.S. appli-
cation Ser. No. 15/588,533, filed on May 5, 2017, tatled
“SYSTEMS AND METHODS FOR ENABLING
TRUSTED COMMUNICATIONS BETWEEN ENTI-
TIES,” which claims prionty to U.S. Provisional Applica-
tion No. 62/332,271, filed on May 5, 2016, titled “DEVICE
AUTHENTICATION USING A CENTRAL REPOSI-
TORY.” This application also claims priornty to U.S. Provi-
sional Application No. 62/469,346, filed on Mar. 9, 2017,
titled “METHODS AND SYSTEMS FOR IDENTITY
MANAGEMENT.” Further, this application 1s related to
U.S. application Ser. No. 15/652,098, titled “SYSTEMS
AND METHODS FOR ENABLING TRUSTED COMMU-
NICATIONS BETWEEN CONTROLLERS,” U.S. applica-
tion Ser. No. 15/652,108, titled “SYSTEMS AND METH-
ODS FOR MITIGATING AND/OR PREVENTING
DISTRIBUTED DENIAL-OF-SERVICE ATTACKS,” and
U.S. application Ser. No. 15/652,114, titled “SYSTEMS
AND METHODS FOR VERIFYING A ROUTE TAKEN
BY A COMMUNICATION,” which are filed concurrently
with this application. The disclosures of the above applica-
tions are hereby incorporated by reference 1n their entirety
tor all purposes.

TECHNICAL FIELD

The present disclosure relates to computer systems and
methods for replicating a portion of a data set to a local
repository. In particular, the present disclosure pertains to
computer systems and methods for replicating a portion of
a data set to a local repository associated with a subnetwork,
the data set being stored on a central repository and asso-
ciated with one or more subnetworks and the portion of the
data set being associated with the subnetwork.

BACKGROUND

A distributed database 1s a database 1n which portions of
the database are stored in multiple physical locations and
processing 1s distributed among multiple database nodes to
provide increased availability and performance. To ensure
that the multiple database nodes remain current, a replication
process may be employed. A replication process may
involve, for example, detecting changes i the database
nodes and updating each database node such that all of the
database nodes become 1dentical to each other. However,
such a process 1s time and resource intensive process.
Further, such a process may not be feasible for systems such

as internet-oi-things (Io'l) systems that may include data for
billions of nodes.

SUMMARY

Computer systems and methods for replicating a portion
ol a data set to a local repository are disclosed. In particular,
computer systems and methods for replicating a portion of
a data set to a local repository associated with a subnetwork
are disclosed. The data set may be stored on a central

10

15

20

25

30

35

40

45

50

55

60

65

2

repository and associated with one or more subnetworks.
Further, the portion of the data set being associated with the
subnetwork.

In one embodiment, a method for a device associated with
a subnetwork may include obtaining a portion of a data set
from a central repository. The data set may be associated
with one or more subnetworks, and the portion of the data
set may be associated with the subnetwork. The method may
further include obtaining a request for data originating from
a node 1n the subnetwork. The requested data may include at
least one of (1) the portion of the data set, and (1) data
generated based on the portion of the data set, and the
request may be destined for the central repository. In addi-
tion, the method may include determining whether the
central repository 1s unavailable to provide the requested
data, and providing the requested data to the node after the
central repository 1s determined as being unavailable.

In another embodiment, a device associated with a sub-
network may include one or more processors configured to
obtain a portion of a data set from a central repository. The
data set may be associated with one or more subnetworks,
and the portion of the data set may be associated with the
subnetwork. The one or more processors may be further
configured to obtain a request for data originating from a
node 1n the subnetwork. The requested data may include at
least one of (1) the portion of the data set, and (i11) data
generated based on the portion of the data set, and the
request may be destined for the central repository. In addi-
tion, The one or more processors may be configured deter-
mine whether the central repository 1s unavailable to provide
the requested data, and provide the requested data to the
node after the central repository 1s determined as being
unavailable.

In yet another embodiment, a non-transitory computer-
readable storage medium storing instructions that when
executed by a computer cause the computer to perform a
method for a device associated with a subnetwork. The
method may include obtaining a portion of a data set from
a central repository. The data set may be associated with one
or more subnetworks, and the portion of the data set may be
associated with the subnetwork. The method may further
include obtaining a request for data originating from a node
in the subnetwork. The requested data may include at least
one of (1) the portion of the data set, and (11) data generated
based on the portion of the data set, and the request may be
destined for the central repository. In addition, the method
may include determining whether the central repository 1s
unavailable to provide the requested data, and providing the
requested data to the node after the central repository 1s
determined as being unavailable.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIG. 1 1llustrates an example of a system 1n accordance
with the disclosed embodiments.

FIG. 2 illustrates another example of a system 1n accor-
dance with the disclosed embodiments.

FIG. 3 illustrates an example of a system deployed 1n an
internet-of-things (IoT) system 1n accordance with the dis-
closed embodiments.

FIG. 4 illustrates an example of a system deployed 1n an
o1l r1g 1n accordance with the disclosed embodiments.

FIG. 35 illustrates a process 1n accordance with the dis-
closed embodiments.

DETAILED DESCRIPTION

Embodiments are described more fully below with refer-
ence to the accompanying drawings, which form a part
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hereof, and which show specific exemplary embodiments.
However, embodiments may be implemented 1in many dii-
ferent forms and should not be construed as limited to the
embodiments set forth herein; rather, these embodiments are
provided so that this disclosure will be thorough and com-
plete, and will fully convey the scope. Embodiments may be
practiced as methods, systems or devices. Accordingly,
embodiments may take the form of an enfirely hardware
implementation, an entirely software implementation or an
implementation combining software and hardware aspects.
The following detailed description 1s, therefore, not to be
taken 1n a limiting sense.

The logical operations of the various embodiments are
implemented (1) as iterconnected machine modules within
the computing system and/or (2) as a sequence ol computer
implemented steps running on a computing system. The
implementation 1s a matter of choice dependent on the
performance requirements of the computing system 1mple-
menting the invention. Accordingly, the logical operations
making up the embodiments described herein are referred to
alternatively as operations, steps or modules.

Overview

Aspects of the present disclosure pertains to computer
systems and methods for replicating a portion of a data set
to a local repository. In particular, the present disclosure
pertains to computer systems and methods for replicating a
portion of a data set to a local repository associated with a
subnetwork, the data set being stored on a central repository
and associated with one or more subnetworks, and the
portion of the data set being associated with the subnetwork.

In some embodiments, the replicated portion of the data
set on the local repository associated with the subnetwork
may be provided to nodes in the same subnetwork, for
example, when the nodes request the portion of the data set
from the central repository. In one example, when a node
associated with the subnetwork requests the portion of the
data set from the central repository, the local repository may
intercept the request and provide the replicated portion of
the data set on the local repository.

In some embodiments, data generated based on the rep-
licated portion of the data set (1.e., derived data) may be
provided to nodes associated with the same subnetwork, for
example, when the nodes request data generated based on
the portion of the data set stored on the central repository.
For example, when derived data 1s requested by a node on
the subnetwork, the local repository may intercept the
request, generate the requested data based on the replicated
portion of the data on the local repository, and provide the
generated data to the node.

Examples of Operating Environments

FIG. 1 1llustrates an example of a system 100 in which
concepts consistent with the principles of the invention may
be mmplemented. System 100 includes a first subnetwork
110, a second subnetwork 120, a central repository 130, and
a gateway 140. As shown 1n FIG. 1, first subnetwork 110,
second subnetwork 120, and central repository 130 are
connected to central repository 130 via gateway 140 and
network links (e.g., network link 142 and network link 144).

First subnetwork 110 may include a first node 112, a
second node 114, and a third node 116. First subnetwork 110
may further include a gateway 118 connecting first node 112,
second node 114, and third node 116 to each other and to
gateway 140. Second subnetwork 120 may include a fourth
node 122, a third subnetwork 150, and a gateway 128.
Gateway 128 may connect fourth node 122 and third sub-
network 150 to each other and to gateway 140. Third
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4

subnetwork 150 may include a fifth node 124 and a gateway
126 that connects fifth node 124 to gateway 128 (e.g., using
a network link 146).

As used herein, a “node” may be any physical or virtual
entity capable of communicating via a computer network.
For example, a node may be a physical computer, piece(s) of
soltware, internet-of-things device, internet-oi-things hub/
bridge, virtual machine, server, printer, gateway, router,
switch, smartphone/cellular phone, smart watch, tablet, or
combination thereof. In some embodiments, a plurality of
nodes may be implemented on a single physical or virtual
device. Alternatively, or additionally, a single node may be
implemented on a plurality of physical and/or wvirtual
devices. In system 100, gateway 118, gateway 126, gateway
128, gateway 140, and central repository 130 may also be
considered “nodes.”

As used herein, a “subnetwork” may be any logical
grouping of nodes 1n a network. For example, a subnetwork
may include nodes that are grouped based on the nodes’
type, geographical location, ownership, performance, cost
(e.g., cost of ownership/use), and/or whether the nodes
implement certain communication protocols/standards. In
another example, a subnetwork may include nodes desig-
nated by a system administrator of system 100. In yet
another example, a subnetwork may include nodes selected
by an algorithm. In some embodiments, a single node may
be associated with a plurality of subnetworks. In some
embodiments, a subnetwork may be a part of another
subnetwork. In some embodiments, nodes 1n a subnetwork
may communicate with each other using a first communi-
cation protocol and/or standard (e.g., Ethernet), and nodes 1n
another subnetwork may communicate with each other using
a second communication protocol and/or standard (e.g.,
Fiber-optic Communications). In these embodiments, nodes
in the two subnetworks may communicate with each other
via one or more gateways. The gateways, as a collective,
may be capable of communicating using at least the first and
second communication protocols and/or standards. As used
herein, a “gateway” may be a node that connects nodes on
a subnetwork to a node outside the subnetwork.

As used herein, a “network link™ may be any communi-
cation component(s) enabling at least one node to commu-
nicate with at least one other node. In some embodiments, a
network link may include any wired or wireless communi-
cation medium that can be used by one or more nodes for
communication. Alternatively, or additionally, a network
link may include a recerver and/or transmitter that receives
and/or transmits data over a wired and/or wireless commu-
nication medium. In one example, a network link may be a
wireless recetver and/or transmitter. In another example, a
network link may be a Ethernet cable connecting two nodes.
In this example, the network link may further include
Ethernet modules that enables nodes to communicate over
the Ethernet cable. In yet another example, a network link
may include wireless transceivers.

As shown i FIG. 1, central repository 130 may have
access to at least one data set 135. As used herein a “data set”
may be any collection of data. In some embodiments, a data
set 135 may be a collection of data for a particular system
or application. For example, a data set 135 may include a
collection of 1dentity data (e.g., public keys associated with
nodes and/or users) used for an authentication subsystem of
system 100. In another example, a data set 135 may include
a collection of blacklists and whitelists (e.g., 1dentifying
nodes that are prohibited/allowed to communicate) used for
a distributed demal-of-service (DDOS) attack prevention
subsystem of system 100. In some embodiments, at least a
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portion of data set 135 may be stored on central repository
130. Alternatively, or additionally, at least a portion of data
set 135 may be stored on a data store external to, and
accessible by, central repository 130.

In system 100, central repository 130 may provide por-
tions of data set 135 to various nodes. For example, central
repository 130 may obtain a portion of data set 135 and
provide the obtained portion of data set 135 to first node 112
via gateway 140 and gateway 118. Alternatively, or addi-
tionally, central repository 130 may generate new data based
on portions of data set 135, and provide the generated, new
data to various nodes. For example, central repository 130
may obtain a portion of data set 135, generate new data
based on the portion of data set 135, and provide the
generated data to fifth node 124 via gateway 140, gateway
128, and gateway 126. The nodes may use the obtained
portions of data set 135 to perform at least some of their
intended functions. For example, the nodes may use the
portions of data set 135 including i1dentity data to authenti-
cate nodes and/or users. In another example, the nodes may
use the portions of data set 135 including blacklists and
whitelists to implement a network filter for preventing and
mitigating a DDOS attack.

In some embodiments, central repository 130 may pro-
vide data to a node by transmitting the data. Alternatively, or
additionally, central repository 130 may provide data to a
node by making the data available for retrieval (e.g., stored
in a data store accessible by the node). Correspondingly, a
node may obtain the data provided by central repository 130
by receiving the transmitted data and/or retrieving the data
made available for retrieval.

As described above, central repository 130 may also be
considered a node. Thus, central repository 130 may be, for
example, a physical and/or software executing on a personal
computer, an internet-oi-things device/hub, virtual machine,
server, printer, gateway, router, switch, smartphone/cellular
phone, smart watch, or tablet. For example, 1n 1n some
embodiments, central repository 130 may be implemented
on gateway 140. In some embodiments, central repository
130 may include one or more database servers. In some
embodiments, at least some functions of central repository
130 may be implemented on a cloud platform, such as
Amazon Web Services (AWS), Google Cloud, and
Microsoit Azure.

In some embodiments, central repository 130 may include
a server and a data store. In these embodiments, the server
may obtain data from the data store and provide the obtained
data to various nodes. Alternatively, or additionally, the
server may obtain data from the data store, generate new
data based on the obtained data, and provide the generated
data to various nodes.

FIG. 2 illustrates another example of system 200 in
accordance with the disclosed embodiments. System 200 1s
similar to system 100 of FIG. 1, except that FIG. 2 further
illustrates data accessible by various nodes 1n system 200.
For example, 1n system 200, data set 135 of central reposi-
tory 130 1s shown to include data for various nodes 1n system

200. In particular, data set 135 may include, for example,
data for first node 112, data for second node 114, data for

third node 116, data for fourth node 122, and data for fifth
node 124. Although not illustrated in FIG. 2, in some
embodiments, data set 135 may include data for a plurality
of nodes. For example, data set 135 may include data that 1s
intended to be used by two or more nodes in system 200.
As used herein, the phrase “data for a node” may refer to
any data that may be used by the node. For example, first
node 112 may obtain data for first node 112, and first node

10

15

20

25

30

35

40

45

50

55

60

65

6

112 may perform an action based on the obtained data for
first node 112. Alternatively, or additionally, the phrase “data
for a node” may refer to any data that may be used to
generate new data that may be used by the node. For
example, a node (e.g., central repository 130) may generate
new data from data for first node 112, and first node 112 may
obtain the generated data and perform an action based on the
obtained data.

In some situations, however, central repository 130 may
be unavailable for some of the nodes i1n system 200 to
access. More particularly, central repository 130 may be
inaccessible and/or undesirable to be accessed by one or
more nodes 1n system 200. For example, network link 142
may experience an outage during a scheduled maintenance
ol network equipment. In another example, network link 144
may be a satellite communication link that may be expensive
to use during peak hours. In yet another example, network
link 146 may be a wireless network link connecting a
portable device (e.g., fifth node 124 and gateway 126)
located underground tunnel to gateway 128. Further, central
repository 130 may cease to operate, for example, due to a
malicious attack (e.g., distributed denial-of-service attack)
or other technical 1ssues. Consequently, in these situations,
nodes that require the data from data set 135, or data
generated based on data from data set 135, may not be able
to perform their intended functions unless an alternative data
source for such data i1s available to them.

To that end, in system 200, data set 135 on central
repository 130 may be replicated to local repositories (e.g.,
local repository 220, local repository 230, and local reposi-
tory 232) when central repository 130 1s available to be
accessed by the local repositories (e.g., during off peak hours
or when central repository 130 1s operating normally).
Further, the local repositories may be configured to perform
at least some of the functions of central repository 130 for
the nodes 1 the same subnetwork using the replicated
version of data set 135 stored locally. In one example, during
normal operation, data on central repository 130 may be
replicated local repository 220 on gateway 118. After central
repository 130 become unavailable, local repository 220
may provide first node 112, second node 114, and third node
116 with the replicated data stored 1n local repository 220.
Alternatively, or additionally, after central repository 130
becomes unavailable, local repository 220 may generate
new data based on local repository 220°s replicated data and
provide the newly generate data to first node 112, second
node 114, and third node 116. The process used by local
repository 220 to generate the new data may be the same, or
substantially the same, as the process that would have been
used by central repository 130 to generate the new data
based on central repository 130°s data. Further, similar to
central repository 130, a local repository may store the
replicated data imternally or on a data store accessible by the
local repository.

However, replicating the entire data set 135 to multiple
local repositories 1s resource mtensive and time consuming.
Moreover, 1n systems such as internet-of-things systems
where data set 135 may include data for billions of nodes,
replication of data set 1335 to multiple local repositories may
not be technically and/or economically feasible.

Accordingly, in system 200, portions of data set 135 are
selectively replicated to various local repositories. In par-
ticular, 1n some embodiments, a portion of data set 133 that
1s associated with a subnetwork may be replicated to a local
repository associated with the same subnetwork. For
example, as shown 1 FIG. 2, a portion of data set 135
associated with first subnetwork 110 (1.e., data for first node
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112, data for second node 114, and data for third node 116)
may be selectively replicated local repository 220 on gate-
way 118. Similarly, a portion of data set 135 associated with
second subnetwork 120 may be selectively replicated to
local repository 230 on gateway 128, and a portion of data
set 135 associated with third subnetwork 150 may be
selectively replicated to local repository 232. In these
examples, the gateways including the local repositories, or
the local repositories themselves, may perform the functions
of central repository 130 using the replicated data stored 1n
the local repositories, for example, after determining that
central repository 130 1s unavailable. Thus, nodes with
access to the local repositories may continue operating as 1f
central repository 130 i1s continuously available to the nodes.
In some embodiments, central repository 130 may 1nitiate
the process to replicate the portions of data set 1335 to the
local repositories. That 1s, the portions of data set 135 are
“pushed” to the local repositories.

In some embodiments, central repository 130 may
dynamically assign nodes (including gateways) to subnet-
works. For example, central repository 130 may dynami-
cally assign nodes and gateways to a particular subnetwork
based on a current network map of system, changing per-
formance requirements ol various nodes, changing avail-
ability of various network links, and/or other non-technical
tactors. Thus, 1n these embodiments, the portion of data set
135 associated with a subnetwork may change during opera-
tion. For example, a new node may be added to a subnet-
work, requiring additional data to be included in the portion
of data set 135 and replicated to the local repository asso-
ciated with the subnetwork. In another example, a node may
be moved to another subnetwork, requiring data associated
with the moved node to be replicated to a local repository in
a different subnetwork. In yet another example, a new
subnetwork may be created, requiring data to be replicated
to an additional local repository associated with the new
subnetwork.

Moreover, data set 135 may be altered by one or more
users, administrators, or other nodes. For example, data set
135 may include sensor readings from various nodes, and
central repository 130 may receive an updated sensor read-
ing from some of the nodes. In another example, data set 135
may be changed by one or more users via a user interface
connected to central repository 130. In yet another example,
an administrator may directly modily data set 135 stored on
central repository 130.

In system 200, central repository 130 may provide
updated portions of data set 135 to various local repositories
(e.g., local repositories containing outdated data) after data
in data set 135 1s altered. In some embodiments, central
repository 130 may initiate the process to provide the
updated portions of data set 135 to the local repositories.
That 1s, central repository 130 “push” the updated portions
ol data set 135 to local repositories.

In some embodiments, portions of data set 135 may be
provided to local repositories using one or more trusted
communications. As used herein, a trusted communication 1s
a communication where the recipient may verity the identity
of the sender. For example, 1 system 200, a portion of data
set 135 may be signed (1.e., generate a signatures) using one
or more private keys, and the generated signature may be
provided to the local repository. The local repository, prior
to accepting the provided portion of data set 135, may verily
the signature using one or more corresponding public keys.
In some embodiments, portions of data set 135 may be
provided to local repositories using encrypted communica-
tions.

10

15

20

25

30

35

40

45

50

55

60

65

8

In some embodiments, a local repository associated with
a subnetwork, or a node that includes the local repository,
may intercept requests for data that are destined for central
repository 130 and onginating from nodes in the same
subnetwork. Further, 1n response to the request, the local
repository or the node that includes the local repository may
provide the requested data using the replicated data stored
on the local repository. As an example, 1n system 200, first
node 112 may transmit a request for data for first node 112
destined for central repository 130. In situations where
central repository 130 i1s available, central repository 130
may recerve the request, and provide the requested data (1.¢.,
data for first node 112 stored on central repository 130) to
first node 112. However, 1n situations where central reposi-
tory 130 1s unavailable, gateway 118 may intercept and
respond to the request by providing the requested data to first
node 112 using the replicated data for first node 112 stored
on local repository 220.

In some embodiments, local repositories may provide the
requested data to the nodes such that the nodes may process
the data 1n the same, or substantially the same, manner as the
data that was provided by central repository 130. For
example, the data provided by local repositories may be
indistinguishable from the data provided by central reposi-
tory 130. In another example, the data provided by the local
repositories may be in the same format, or 1n a substantially
the same format, as the data provided by central repository
130. In yet another example, the data provided by local
repositories may be signed using a private key associated
with central repository 130. For example, the data provided
by local repositories may be signed using a private key
shared with central repository 130 or derived from a private
key accessible by central repository 130. In some embodi-
ments, local repositories, after determining that central
repository 130 1s unavailable, may prevent the request from
reaching central repository 130.

In some embodiments, local repositories may be imple-
mented on a plurality of nodes. For example, local reposi-
tories may be implemented on a plurality of gateway devices
on the same subnetwork. In these embodiments, each node
in the plurality of nodes may have its own copy of the
replicated portion of data set 135. Alternatively, the repli-
cated portion of data set 135 may be distributed among the
plurality of nodes. In some embodiments, local repositories
may be implemented on edge nodes (e.g., first node 112,
second node 114, and third node 116).

Local repositories may determine the availability of cen-
tral repository 130 1n numerous way. In some embodiments,
a network policy may define conditions in which central
repository 130 1s to be considered as being available or
unavailable. The conditions may include, for example, time/
date at which central repository 130 may be available. In
some embodiments, central repository 130 may provide
local repositories with communications indicating that cen-
tral repository 130 1s available or unavailable. A local
repository may determine that central repository 130 1s
available or unavailable 1 such a communication was
received within a predetermined amount of period. Alterna-
tively, or additionally, a local repository may determine the
availability of central repository 130 by providing a status
request to central repository 130. In response, central reposi-
tory 130 may provide the node with the status. The node may
determine that central repository 130 1s unavailable in the
absence of a response from central repository 130.

Although 1n system 200, local repositories are shown to
be accessible by, and/or included in gateways, a local
repository associated with a subnetwork may be made
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accessible and/or included 1n any node that can be accessed
by nodes in the same subnetwork. For example, 1n system
200, local repository 220 may be made accessible and/or
included 1n third node 116. In another example, local reposi-
tory 232 may be made accessible and/or included 1n fourth
node 122. In yet another example, a local repository may
also be accessible by, and/or included 1n, gateway 140. Such
a local repository may store, for example, data for nodes 1n
first subnetwork 110, second subnetwork 120, and third
subnetwork 150. In some embodiments, as shown 1n FIG. 2,
a portion of data set 135 may be stored in multiple local
repositories. For example, 1n system 200, replicated data for
fifth node 124 may be 1ncluded 1n both local repository 232
and local repository 230. Storing a portion of data set 135 on
multiple local repositories may provide additional redun-
dancy, for example, when both central repository 130 and
one of the local repository become unavailable.

In addition to enabling data 1n data set 135 to be provided
to nodes even when central repository 130 1s not available,
replicating portions of data set 135 to local repositories may
provide numerous benefits for various types of systems. In
one example, performance of a node may be improved
because data needed by the node may be obtained from a
local repository which may be accessed with less latency. To
that end, performance may be further improved by including,
a local repository close to an edge node (e.g., at a local
gateway) and/or in the edge node itself. In another example,
cost of operating system 200 may be reduced because data
needed by a node may be obtained from a local repository
which may incur less cost (e.g., when global network links
such as network link 142 are charged usage fee) than
obtaining the data from central repository 130. Moreover,
the reduced data traflic to and from central repository 130
may enable system 200 to handle additional number of
nodes.

FIG. 3 illustrates an example of a system 300 1n accor-
dance with the disclosed embodiments. System 300 1s s1mi-
lar to systems 100 and 200 of FIGS. 1 and 2, except system
300 1s deployed as an Internet-of-Things (IoT) system. As
shown 1n FIG. 3, first subnetwork 110 includes all nodes 1n
a home 310 and gateway 118. In home 310, first node 112
may be a smart refrigerator, second node 114 may be a smart
thermometer, and third node 116 may be a smartphone.
Gateway 118 may be located near or inside home 310. For
example, gateway 118 may be a personal hotspot installed 1n
home 310. FIG. 3 further 1llustrates second subnetwork 120
that includes all nodes 1n an oflice building 320, gateway
128, and gateway 126. Nodes in oflice building 320 may
include, for example, phone, printers, scanners, fax machine,
computers, routers, switches, servers, and smartphones. In
system 300, third subnetwork 150 1s a part of second
subnetwork 120. Third subnetwork 130 may include all
devices 1n a portion of office building 320 (e.g., bottom half
of office building 320 or floors that include data centers) and
gateway 126. Gateways 128 and 126 may be near or inside
oflice building 320. As shown 1n FIG. 3, communications
originating from nodes 1n home 310 and destined for central
repository 130 may be routed via gateway 118. Similarly,
communications originating from nodes 1n oflice building
320 and destined for central repository 130 may be routed
via gateway 128.

In system 300, nodes may request various types of data
from central repository 130, and the requested data may be
required by the nodes to perform at least some of their
intended functions. In the example of FIG. 3, such data may
include attributes of various nodes 1n system 300. Attributes
may include, for example, capabilities of various nodes,
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such as whether a node has a certain type of sensor, and/or
implements a protocol. In another example, attributes may
include last-known status of various nodes (e.g., last sensor
reading by a node, whether a node 1s active, and/or the
last-known user of a node). In yet another example, attri-
butes may include identifier(s) associated with a node, such
as the node’s IP address or MAC address.

In these embodiments, attributes of the nodes in a sub-
network (stored on central repository 130) may be selec-
tively replicated to a local repository in the same subnet-
work. As shown 1n FIG. 3, for example, attributes of first
node 112, second node 114, and third node 116 may be
replicated to local repository 220 in gateway 118. Similarly,
attributes for all nodes 1 oflice building 320 may be
replicated to local repository 230, and attributes for nodes in
bottom half of oflice building 320 may be replicated to local
repository 232. In some embodiments, local repository 230
may not store attributes for nodes 1n the bottom half of oflice
building 320 to avoid redundancy. Accordingly, even when
central repository 130 1s unavailable to the nodes 1n a
subnetwork, the nodes may still request attributes of the
nodes 1n the same subnetwork from central repository 130,
and subsequently receive the requested data from the local
repository in the same subnetwork.

In some embodiments, a node may request data generated
based on the data stored in central repository 130, and after
determining that central repository 130 1s unavailable, a
local repository may intercept the request, generate the
requested data based on the replicated data stored 1n the local
repository, and provide the generated data to the node. In one
example, a computer 1n oflice building 320 may request a list
of printers with a particular set of attributes. In this example,
if central repository 130 1s unavailable, gateway 128 or local
repository 230 may perform a query on the replicated data
stored on local repository 230 to generate the requested list
and provide the generated list to the requesting computer.

In system 300, an administrator may add, change, or
remove attributes for nodes 1n system 300 by changing the
data stored on central repository 130. For example, an
interface may be available to provide an administer with
options to add, change, or remove the attribute data on
central repository 130. In some embodiments, the attributes
may change in response to changes alteration of a node’s
configuration and removal/addition of a node. For example,
a node’s network configuration may change causing the
node’s IP address to change. In another example, a new node
may be added or an existing node may be removed, requir-
ing the attributes for the node to be added or removed.

After the attribute data on central repository 130 1is
altered, the changes may be propagated to the local reposi-
tories. For example, 1t attributes for one of the nodes 1n the
bottom half of office building 320 i1s changed, central
repository 130 may initiate a process to replicate the updated
attributes to both local repository 230 and local repository
232.

FIG. 4 illustrates an example of a system 400 1n accor-
dance with the disclosed embodiments. System 400 1s s1mi-
lar to systems 100 and 200 of FIGS. 1 and 2, except parts of
system 400 are deployed on an o1l rnig 410.

As shown 1n FIG. 4, 1n system 400, first node 112 may be
an internet-of-things (IoT) sensor and second node 114 may
be an IoT hub for obtaining and processing the sensor
readings from IoT sensor 112. Both IoT sensor 112 and IoT
hub 114 may connected to an on-site gateway 118. Further,
gateway 118 may be connected to a remote gateway 140 and
a cloud platform 130 via a satellite 420 and satellite links
425. Although not shown 1n FIG. 4, system 400 may further
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include tens of thousands of nodes (e.g., additional IoT
sensors and hubs), some of which may be deployed on
another o1l rig and some of which may be deployed on o1l
rig 410. In other words, central repository 130 contain data
for tens of thousands of nodes.

In the example of FIG. 4, IoT sensor 112 may provide
sensor readings to IoT hub 114 (e.g., by including the sensor
readings 1 a communication destined for IoT hub 114).
Further, to enable IoT hub 114 to verily that the sensor
readings are indeed from IoT sensor 112, IoT sensor 112
may generate a signature based on the sensor readings using,
IoT sensor 112’°s private key and send the signature to IoT
hub 114 along with the sensor readings.

In system 400, verifying that the sensor readings are
indeed from an authorized sensor (i.e., IoT sensor 112) may
cnable system 400 to prevent and/or mitigate malicious
attacks on system 400 such as an attack spoofing IoT sensor
112 in an attempt to inject false sensor readings to system
400. After receiving the sensor readings and the signature,
IoT hub 114 may attempt to verify IoT sensor 112°s signa-
ture before processing the received sensor readings.

In some embodiments, IoT hub 114 may verify IoT sensor
112°s signature by obtaining and using IoT sensor 112°s
public key. In the example of FIG. 4, public keys associated
with the nodes 1n system 400 are centrally stored on central
repository 130. As discussed above, system 400 may include
tens of thousands of nodes, and thus, storing copies of all
public keys locally (e.g., on each of the nodes or gateways)
may not be feasible technically or economically. Thus, i
central repository 130 1s available, IoT hub 114 may request
and obtain IoT sensor 112’s public key from central reposi-
tory 130.

However, 1mn system 400, o1l ng 410 may not have a
continuous connection to central repository 130. For
example, satellite links 425 may not be available during
storm or cloudy days. Consequently, 1n these situations, IoT
hub 114 may not be to verily that the sensors readings are
indeed from IoT sensor 112 unless an alternative data source
for the public keys 1s available to IoT hub 114. To that end,
in system 400, a subset of the public keys stored on central
repository 130 may be replicated to local repositories (e.g.,
on-site gateway 118). Further, the local repositories may
intercept the request for the public keys destined for central
repository 130 and provide the requested public keys to IoT
hub 114.

Alternatively, or additionally, 1n some embodiments, IoT
hub 114 may verily IoT sensor’s signature by requesting
another node (e.g., central repository 130) to verily the
signature. For example, IoT hub 114 may attempt to provide
the obtained sensor readings and Io'T device 112°s signature
to central repository 130. If central repository 130 1s avail-
able, central repository 130 may verily the signature using
IoT sensor 112°s public key stored on central repository 130
and respond to IoT hub 114 with a communication indicative
of whether the signature 1s valid or not. If central repository
130 1s unavailable, on-site gateway 118 may intercept the
sensor readings and IoT sensor 112°s signature, verify the
IoT sensor 112°s signature using replicated version of IoT
sensor 112’s public key, and respond to IoT hub 114 with a
communication indicative of whether the signature 1s valid
or not. Thus, even when central repository 130 1s unavail-
able, trusted communications between the nodes 1n o1l ng
410 may be possible.

An Example of a Process

FIG. 5 illustrates a process 300 in accordance with the
disclosed embodiments.
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At a step 302, central repository 130 may identity a
portion of a data set 135 that i1s associated with a subnet-
work. In one example, data set 135 may include data for
nodes that are 1 one or more subnetworks, and the portion
of data set 135 may include data for nodes that are in the
subnetwork of the one or more subnetworks. In another
example, data set 135 may include data for nodes that are 1n
a plurality of subnetworks, and the portion of data set 135
may include data for nodes that are 1n the subnetwork of the
plurality of subnetworks.

At a step 504, central repository 130 may provide the
identified portion of the data set 1335 to a local repository
assoclated with the subnetwork. In some embodiments,
central repository 130 may initiate a process to replicate the
identified portion of data set 135 to a local repository
associated with the subnetwork. The local repository asso-
ciated with the subnetwork may include, for example, a
gateway connected to at least one node in the subnetwork.
Alternatively, the local repository may be implemented on
an edge node 1n the subnetwork.

At an optional step, central repository 130 may provide
updates to the identified portion of the data set 135. For
example, after the portion of the data set 135 1s altered on
central repository 130, central repository 130 may 1nitiate a
process to provide the updated portion of the data set 135 to
the local repository.

At a step 506, the local repository may obtain the portion
of the data set 135 provided by central repository 130. In
some embodiments, the local repository may store the
obtained portion of the data set 135 on a data store within the
local repository and/or on a data store accessible by the local
repository.

At an optional step, the local repository may obtain the
updates to the identified portion of the data set 1335. After
obtaining the updates, the local repository may apply the
updates to the portion of the data set 135 on the local
repository.

At a step 508, a node in the subnetwork may provide a
request for data. The request may originate from the node in
the subnetwork, and the requested data may include at least
one of (1) the portion of the data set 135, and (11) data
generated based on the portion of the data set 135. Further,
the request may be destined for the central repository 130.

At a step 510, the local repository may obtain the request
for data originating from the node 1n the subnetwork. For
example, the local repository may intercept the request for
data destined for central repository 130. In some embodi-
ments, the local repository may prevent the request from
reaching central repository 130.

At a step 512, the local repository may determine whether
central repository 130 1s unavailable to provide the
requested data to the node. As discussed above, a local
repository may determine the availability of central reposi-
tory 130 1n numerous ways. In some embodiments, a net-
work policy may define conditions 1n which central reposi-
tory 130 1s to be considered as being available or
unavailable. In these embodiments, the local repository may
access the network policy (e.g., by accessing a policy
server). The conditions may include, for example, time/date
at which central repository 130 may be available. In some
embodiments, as discussed above, central repository 130
may provide local repositories with communications indi-
cating that central repository 130 1s available or unavailable.
A local repository may determine that central repository 130
1s available or unavailable 1f such a communication was
received within a predetermined amount of period. Alterna-
tively, or additionally, a local repository may determine the
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availability of central repository 130 by providing a status
request to central repository 130. In response, central reposi-
tory 130 may provide the node with the status. The node may
determine that central repository 130 1s unavailable 1n the
absence of a response from central repository 130.

At a step 514, the local repository may provide the
requested data to the node after the central repository i1s
determined as being unavailable. At a step 516 the node may
obtain the requested data. At a step 3518, the node may
process the requested data. In some embodiments, the node
may perform an action based on the requested data.

While illustrative embodiments have been described
herein, the scope of any and all embodiments having equiva-
lent elements, modifications, omissions, combinations (e.g.,
ol aspects across various embodiments), adaptations and/or
alterations as would be appreciated by those skilled in the art
based on the present disclosure. The limitations in the claims
are to be interpreted broadly based on the language
employed in the claims and not limited to examples
described 1n the present specification or during the prosecus-
tion of the application. The examples are to be construed as
non-exclusive. Furthermore, the steps of the disclosed rou-
tines may be modified in any manner, including by reorder-
ing steps and/or inserting or deleting steps. It 1s intended,
therefore, that the specification and examples be considered
as 1llustrative only, with a true scope and spirit being
indicated by the following claims and their full scope of
equivalents.

I claim:

1. A device associated with a subnetwork, the device
comprising;

memory circuitry; and

one or more processors coupled to the memory circuitry,

the one or more processors configured to:

obtain a portion of a data set from a central repository, the

data set being associated with a plurality of subnet-
works, and the portion of the data set being associated
with the subnetwork;

obtain a request for data originating from a node in the

subnetwork, wherein:
the requested data includes data generated based on the
portion of the data set, and
the request 1s destined for the central repository;
determine whether the central repository 1s unavailable to
provide the requested data;
in response to determining that the central repository 1s
unavailable, generate the requested data based at least
in part on the portion of the data set; and

provide the requested data to the node,

wherein the data set includes public keys associated with

nodes 1n the plurality of subnetworks, and the portion
of the data set includes a subset of the public keys that
are associated with the subnetwork.

2. The device of claim 1, wherein the data set includes
attributes of the nodes in the plurality of subnetworks, and
the portion of the data set includes the attributes of a subset
of the nodes that are associated with the subnetwork.

3. The device of claim 1, wherein the device 1s a gateway
and obtaiming of the request for data includes intercepting
the request for data destined for the central repository.

4. The device of claim 1, further comprising obtaiming an
update to the portion of the data set provided by the central
repository.

5. The device of claim 4, wherein the providing of the
update to the device 1s mitiated by the central repository.
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6. The device of claam 1, wherein the determination of
whether the central repository 1s unavailable to provide the
requested data includes at least one of:

(1) obtaining a communication indicative of a status of the

central repository, and

(1) accessing a policy defining one or more conditions in

which the central repository 1s to be considered as
being available or unavailable.

7. A method for a device associated with a subnetwork,
the method comprising:

obtaining a portion of a data set from a central repository,

the data set being associated with a plurality of sub-
networks, and the portion of the data set being associ-
ated with the subnetwork:

obtaining a request for data originating from a node in the

subnetwork, wherein:
the requested data includes data generated based on the
portion of the data set, and
the request 1s destined for the central repository;
determining whether the central repository 1s unavailable
to provide the requested data;
in response to determining that the central repository 1s
unavailable, generating the requested data based at
least 1n part on the portion of the data set; and
providing the requested data to the node,

wherein the data set includes public keys associated with

nodes 1n the plurality of subnetworks, and the portion
of the data set includes a subset of the public keys that
are associated with the subnetwork.

8. The method of claim 7, wherein the data set includes
attributes of the nodes 1n the plurality of subnetworks, and
the portion of the data set includes the attributes of a subset
of the nodes that are associated with the subnetwork.

9. The method of claim 7, wherein the device 1s a gateway
and the obtaining the request for data includes intercepting
the request for data destined for the central repository.

10. The method of claim 7, further comprising obtaining
an update to the portion of the data set provided by the
central repository.

11. The method of claim 10, wherein the providing of the
update to the device 1s mitiated by the central repository.

12. The method of claim 7, wherein the determination of
whether the central repository 1s unavailable to provide the
requested data includes at least one of:

(1) obtaining a communication indicative of a status of the

central repository, and

(1) accessing a policy defining one or more conditions in

which the central repository 1s to be considered as
being available or unavailable.

13. A non-transitory computer-readable storage medium
storing mstructions that when executed by a computer cause
the computer to perform a method for a device associated
with a subnetwork, the method comprising:

obtaining a portion of a data set from a central repository,

the data set being associated with a plurality of sub-
networks, and the portion of the data set being associ-
ated with the subnetwork;

obtaining a request for data originating from a node in the

subnetwork, wherein:
the requested data includes data generated based on the
portion of the data set, and
the request 1s destined for the central repository;
determining whether the central repository 1s unavailable
to provide the requested data;
in response to determining that the central repository 1s
unavailable, generating the requested data based at
least 1n part on the portion of the data set; and
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providing the requested data to the node,

wherein the data set includes public keys associated with
nodes 1n the plurality of subnetworks, and the portion
of the data set includes a subset of the public keys that
are associated with the subnetwork.

14. The method of claim 13, wherein the data set includes
attributes of the nodes 1n the plurality of subnetworks, and
the portion of the data set includes the attributes of a subset
of the nodes that are associated with the subnetwork.

15. The method of claim 13, wherein the device 1s a
gateway and the obtaining the request for data includes
intercepting the request for data destined for the central
repository.

16. The method of claim 13, further comprising obtaining
an update to the portion of the data set provided by the
central repository.

17. The method of claim 16, wherein the providing of the
update to the device 1s mitiated by the central repository.
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