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SSL ENCRYPTION WITH REDUCED
BANDWIDTH

BACKGROUND

Secure Sockets Layer (SSL) and Transport Layer Security
(TLS—also often referred to as SSL) are security technolo-
gies for establishing an encrypted link between a web server
and a browser. These links ensure that data passed between
the web server and the browsers remains private and inte-
gral. However, SSL and TLS layers impact the communi-
cations performance. During the handshake protocol the
secure link 1s established between the client and the server
with an asymmetric cipher to establish cipher settings and a
shared key for a session are exchanged. This handshake 1s
computationally intense however, and consumes a signifi-
cant amount of a processor resources, especially for light-
welght mobile devices and Internet of Things (Io'T) devices.

SUMMARY

The following presents a simplified summary 1n order to
provide a basic understanding of some aspects of the 1nno-
vation. This summary 1s not an extensive overview of the
innovation. It 1s not intended to identify key/critical ele-
ments or to delineate the scope of the mnovation. Its sole
purpose 1s to present some concepts of the innovation in a
simplified form as a prelude to the more detailed description
that 1s presented later.

The disclosure disclosed and claimed herein, 1n one
aspect thereof, includes systems and methods that facilitate
a solution for encryption by dynamically opening multiple
channels between the client and the server, where the
channels include both secured (e.g., SSL/TLS and etc.)
channels and non-secured channels. Non-sensitive informa-
tion can be communicated over non-secured channels, and
sensitive information can be sent via the secured channels.
The system can recognize whether the information 1s sen-
sitive or not via the use of tags on a page or frame that
delineate which information 1s sensitive. For instance, on a
form, tags can mark off the areas of the form that may
contain sensitive mnformation, such as social security num-
bers, names, addresses, financial information and other
private information. All the data within the tags can be
considered sensitive and be communicated to the server via
a secure channel. All other information, including page
layout, style, and template information can be sent over
unsecured channels that do not require the same computing,
power as the secured channels.

It 1s to be appreciated that, 1n aspects, tags can be used to
determine and/or establish what type of security policy
should be used. Some require strong encryption, some might
not need encryption at all, and some might require ‘light
weight” encryption. If there are no tags then the information
will be transmitted in clear-text. If there 1s a tag then the
information between the beginning of the tag to the end of
tag will be sent according to the security policy of the tag.
As will be understood, there can be ‘n” number of tags in a
document collectively represent ‘m’ security policies
(m<=n). The computer will scan the document before send-
ing and determine the number of channels to open based on
the type of tags present. In other embodiments, the system
can also do that at run time without prescanning. It can start
with one non-secure channel (e.g., clear-text channel) and as
it encounters a tag 1t can determine whether it has to open a
new secure channel or not.
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2

For these considerations, as well as other considerations,
in one or more embodiments, a system can include a
memory to store computer-executable instructions and a
processor, coupled to the memory, to facilitate execution of
the computer-executable instructions to perform operations.
The operations can include establishing a plurality of data
transmission channels to a server, wherein the data trans-
mission channels are configured to transmit a set of data to
the server and wherein the plurality of data transmission
channels comprise an unsecured channel a secured channel.
The operations can also include determining that the set of
data comprises a first set of confidential data, and a second
set of non-confidential data. The operations can also include
transmitting the first set of confidential data via the secured
channel, and transmitting the non-confidential data via the
unsecured channel.

In another embodiment, a method for providing secured
communications can include establishing, by a mobile
device comprising a processor, a plurality of data transmis-
sion channels to a server, wherein the data transmission
channels are configured to transmit a set of data to the server
and wherein the plurality of data transmission channels
comprise an unsecured channel a secured channel. The
method can also include determining, by the mobile device,
that the set of data comprises a first set of confidential data,
and a second set of non-confidential data wherein the
non-confidential data comprises static information and the
confidential data comprises dynamic information. The
method can also include transmitting, by the mobile device,
the first set of confidential data via the secured channel, and
transmitting the non-confidential data via the unsecured
channel.

In another embodiment, a non-transitory computer-read-
able medium can comprise 1nstructions that when executed
by a computer processor perform operations imncluding estab-
lishing a plurality of data transmission channels to a server,
wherein the data transmission channels are configured to
transmit a set of data to the server and wherein the plurality
of data transmission channels comprise an unsecured chan-
nel a secured channel. The operations can also include
determining that the set of data comprises a first set of
confidential data, and a second set of non-confidential data
wherein the first set of confidential data comprise a first
subset of a first type of confidential data and a second subset
of a second type of confidential data. The operations can
turther include transmitting the first set of confidential data

via the secured channel, and transmitting the non-confiden-
tial data via the unsecured channel.

To accomplish the foregoing and related ends, certain
illustrative aspects of the innovation are described herein 1n
connection with the following description and the annexed
drawings. These aspects are indicative, however, of but a
few of the various ways i which the principles of the
innovation can be employed and the subject imnovation 1s
intended to include all such aspects and their equivalents.
Other advantages and novel features of the imnnovation will
become apparent from the following detailed description of
the mnovation when considered in conjunction with the
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s an illustration of an example system for pro-
viding a SSL/TLS encryption system in accordance with one
or more aspects of the disclosure.
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FIG. 2 1s an 1illustration of an example system for pro-
viding a SSL/TLS encryption system with multiple secure

channels 1n accordance with one or more aspects of the
disclosure.

FIG. 3 1s an illustration of an example system for pro-
viding a SSL/TLS encryption system that uses tags in
accordance with one or more aspects of the disclosure.

FIG. 4 1s an 1illustration of an example system for pro-
viding a SSL/TLS encryption system that uses tags for
multiple types of secure channels 1n accordance with one or
more aspects of the disclosure.

FIG. 5 1s an illustration of an example system for pro-
viding a SSL/TLS encryption system that can identily
sensitive 1nformation in accordance with one or more
aspects of the disclosure.

FIG. 6 1s an illustration of an example system for pro-
viding a SSL/TLS encryption system in accordance with one
or more aspects of the disclosure.

FIG. 7 1s an 1illustration of an example tlow chart of a
method for providing encryption according to one or more
embodiments.

FIG. 8 1s an illustration of an example flow chart of a
method for providing encryption according to one or more
embodiments.

FIG. 9 1s an 1llustration of an example computing envi-
ronment where one or more of the provisions set forth herein
are 1implemented, according to one or more embodiments.

FIG. 10 1s an illustration of an example computing
environment where one or more of the provisions set forth

herein are implemented, according to one or more embodi-
ments.

DETAILED DESCRIPTION

The following terms are used throughout the description,
the definitions of which are provided herein to assist in
understanding various aspects of the disclosure.

As used 1n this disclosure, the term “device” or “client
device” refers to devices, items or elements that may exist
In an organization’s network, for example, users, groups of
users, computer, tablet computer, smart phone, 1Pad®,
1IPhone®, wireless access point, wireless client, thin client,
applications, services, files, distribution lists, resources,
printer, fax machine, copier, scanner, multi-function device,
mobile device, badge reader and most any other networked
clement.

The innovation 1s now described with reference to the
drawings, wherein like reference numerals are used to refer
to like elements throughout. In the following description, for
purposes ol explanation, numerous specific details are set
forth 1n order to provide a thorough understanding of the
subject mnovation. It may be evident, however, that the
innovation can be practiced without these specific details. In
other 1nstances, well-known structures and devices are
shown 1n block diagram form 1n order to facilitate describing
the 1nnovation.

While specific characteristics are described herein, 1t 1s to
be understood that the features, functions and benefits of the
innovation can employ characteristics that vary from those
described heremn. These alternatives are to be included
within the scope of the mmnovation and claims appended
hereto.

While, for purposes of simplicity of explanation, the one
or more methodologies shown herein, e.g., 1n the form of a
flow chart, are shown and described as a series of acts, 1t 1s
to be understood and appreciated that the subject innovation
1s not limited by the order of acts, as some acts may, 1n
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accordance with the innovation, occur i1n a diflerent order
and/or concurrently with other acts from that shown and
described herein. For example, those skilled 1n the art will
understand and appreciate that a methodology could alter-
natively be represented as a series of interrelated states or
cvents, such as 1n a state diagram. Moreover, not all 1llus-
trated acts may be required to implement a methodology in
accordance with the mnovation.

As used 1n this application, the terms “component” and
“system’ are intended to refer to a computer-related entity,
either hardware, a combination of hardware and software,
software, or software 1n execution. For example, a compo-
nent can be, but 1s not limited to being, a process running on
a Processor, a processor, an object, an executable, a thread
of execution, a program, and/or a computer. By way of
illustration, both an application running on a server and the
server can be a component. One or more components can
reside within a process and/or thread of execution, and a
component can be localized on one computer and/or dis-
tributed between two or more computers.

In one or more embodiments a solution for encryption can
be provided by dynamically opening multiple channels
between the client and the server, where the channels include
both secured (e.g., SSL/TLS and etc.) channels and non-
secured channels. Non-sensitive imnformation can be over
non-secured channels, and sensitive information can be sent
via the secured channels.

The system can recognize whether the information 1s
sensitive or not via the use of tags on a page or frame that
delineate which information 1s sensitive. For instance, on a
form, tags can mark off the areas of the form that may
contain sensitive mformation, such as social security num-
bers, names, addresses, financial information and other
private information. All the data within the tags can be
considered sensitive and so be communicated to the server
via a secure channel. All other information, including page
layout, style, and template information can be sent over
unsecured channels that don’t require the same computing
power as the secured channels.

In an embodiment, the dynamic information can be sent
over the secured channels while static information can be
sent over unsecured channels. In other embodiments, the
system can determine whether information 1s sensitive or not
based on an analysis of the data and determining character
types, formats, and length. For instance, credit card numbers
can be identified based on a recognizable sequence of
numbers, while social security numbers and other 1dentifi-
cation numbers can be based on i1dentifying sequences of
numbers (€.g., XXX-XX-XXXX).

In an embodiment, the tags that are used to identily
sensitive information can be further separated into di
types of tags based on the field or type of information. For
instance, Tag A can refer to a certain type of sensitive data,
Tag B can refer to a second type of sensitive data and so
forth. The system can refer to a security policy for the client
or server or site in order to determine how to treat various
types of information or types of tags. For instance, Tag A can
have a first security policy assigned, while Tag B can have
a second security policy. The security policies can include
rules about which types of encryption are used, who 1s
authorized to access the data, and other security rules.

Turning now to FIG. 1, illustrated 1s an example system
100 for providing a SSL/TLS encryption system 1n accor-
dance with one or more aspects of the disclosure. The system
100 in FIG. 1 includes a mobile device 102 that can send and
receive data to and from a server 104 via a mobile network
106. 'To protect sensitive information such as name, address,
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phone number, financial information and other identifying
information, the mobile device 102 and server 104 can
establish a secured link that uses encryption to protect the
information contained 1n the communications.

In traditional communications, the server 104 and the
mobile device 102 would establish a secure channel and all
of the data passed between the server 104 and the mobile
device 102 would pass through the secure channel. In the
embodiment disclosed herein however, the mobile device
102 can simultaneously establish a first channel 108 that 1s
unsecured, and a second channel 110 that i1s secured. Unse-
cured channel 108 can facilitate transmission of unsecured
data or data that 1s not sensitive, while secured channel 110
can facilitate transmission of secured or sensitive data.

By way of example, 1f mobile device 102 was transmitting,
form 1information from a website, the content of the forms
may be sensitive and so that data can be transmitted to the
server 104 via the mobile network 106 by the secured
channel 110. Other information transmitted, such as the
layout, template, style data, etc, can be transmitted by the
unsecured channel 108. Since data transmitted by the
secured channel 110 requires greater computer processing
resources to encrypt, by reducing the amount of data sent via
the secured channel 110, and by sending 1t via an unsecured
channel 108, the computing resources required by mobile
device 102 can be decreased, improving battery life, reduc-
ing the processing requirements, and improving bandwidth
of the mobile device 102.

The mobile device 102 and/or the server 104 can deter-
mine what 1s sensitive data or data that otherwise should be
encrypted in a variety of ways. In one embodiment, data can
be tagged using metadata or HITML tags or other forms of
tags, where the tagged data 1s data the intended to be secured
via SSL encryption. In an embodiment, the mobile device
102 or server 104, depending on whether the data i1s being
transmitted to the server 104 or to the mobile device 102
respectively, can identify the tags, and send untagged data
via the unsecured channel 108 and send tagged data via the
secured channel 110.

In other embodiments, the sensitive data can be identified
without the use of tags. Data that 1s static (e.g., the form
templates, styles, outlines, etc) can be determined to be
unsensitive and thus can be sent via the unsecured channel
108. Data that 1s dynamic, and changes between frames,
sessions, etc, can be determined to be sensitive, and thus can
be sent via the secured channel 110.

In other embodiments, the sensitive data can be identified
based on a pattern analysis of the data. Commonly trans-
mitted data that might be sensitive and thus require encryp-
tion can be financial mformation such as bank account
numbers, routing numbers, credit card numbers, and etc. The
information can also include addresses, names, birthdates,
and etc. These types of information commonly follow simi-
lar formats such as a pattern of numbers and characters,
length of string of characters, and etc. For instance, social
security numbers can be recognized by their familiar pattern
of 9 numbers separated by dashes in groups of 3, 2, and 4.
Similarly, credit card numbers will have common patterns
and dates will have similar patterns and other 1dentification
numbers and information can be identified similarly.

In an embodiment, the type of encryption or type of
secure channel established by the mobile device 102 or
server 104 can be selected based on one or more security
policies located at either the client or server side. The
security policy can state that a certain type of encryption
should be used whenever sensitive data 1s 1dentified. In other
embodiments, different encryption and security schemes can
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be used for different types of data. For instance, identifying
data such as names and addresses can be associated with a
first type of encryption scheme, while financial information
can be associated with a second type of encryption scheme.
In an embodiment, separate secured channels can be opened
simultaneously between server 104 and the mobile device
102 in order to transmit the different types of confidential
data at the same time. The security policy can be stored 1n
a rules database on either the mobile device 102 or the server

104, and can specily diflerent rules and procedures about
how data 1s to be handled.

It 1s to be appreciated the secure tunnel 110 can include
either SSL or TLS encryption or any other encryption
scheme that a person having ordinary skill 1n the art would
contemplate.

Turning now to FIG. 2, illustrated 1s an example system
200 for providing a SSL/TLS encryption system with mul-
tiple secure channels 1n accordance with one or more aspects

of the disclosure.
The system 200 in FIG. 2 includes a mobile device 202

that can send and receive data to and from a server 204 via
a mobile network 206. To protect sensitive information such
as name, address, phone number, financial information and
other identifying information, the mobile device 202 and
server 204 can establish a plurality of secured links 210 and
212 that use encryption to protect the information contained
in the communications.

In an embodiment, the type of encryption or type of
secure channel established by the mobile device 202 or
server 204 can be selected based on one or more security
policies located at either the client or server side. The
security policy can state that a certain type of encryption
should be used whenever sensitive data 1s 1dentified. In other
embodiments, different encryption and security schemes can
be used for different types of data. For instance, identifying
data such as names and addresses can be associated with a
first type of encryption scheme, while financial information
can be associated with a second type of encryption scheme.
In an embodiment, separate secured channels (e.g. 210 and
212) can be opened simultaneously between server 204 and
the mobile device 202 1n order to transmit the different types
of confidential data at the same time. The security policy can
be stored 1n a rules database on either the mobile device 202
or the server 204, and can specily different rules and
procedures about how data 1s to be handled.

The mobile device 202 and/or the server 204 can deter-
mine what type of sensitive data 1s present and determine
whether 1t should be transmitted by secure channel 210, or
secure channel 212, or by unsecured channel 208. In one
embodiment, data can be tagged using metadata or HITML
tags or other forms of tags, where the tagged data 1s data the
intended to be secured via SSL encryption. The tag can
include information 1dentifying the type of confidential data,
or include mformation identifying the type of encryption
required. In an embodiment, the mobile device 202 or server
204, depending on whether the data 1s being transmitted to
the server 204 or to the mobile device 202 respectively, can
identify the tags, and send untagged data via the unsecured
channel 208 and send tagged data via either the secured
channel 210 or secured channel 212.

In other embodiments, the sensitive data can be 1dentified
without the use of tags. Data that 1s static (e.g., the form
templates, styles, outlines, etc) can be determined to be
unsensitive and thus can be sent via the unsecured channel
208. Data that 1s dynamic, and changes between frames,
sessions, etc, can be determined to be sensitive, and thus can
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be sent via either the secured channel 210 or the secured
channel 212 based on the type of data 1dentified.

In some embodiments, the type secured channels created
can be based on the time of transmission or based on the
location of the mobile device. For instance, if the mobile
device 202 1s 1n a location known to have less secure mobile
networks (e.g., mobile network 206), the rules can specily a
higher level of encryption or diferent type of encryption
(256 bit mnstead of 128 bit, and etc).

Turning now to FIG. 3, 1llustrated 1s an example system
300 for providing a SSL/TLS encryption system that uses
tags 1n accordance with one or more aspects of the disclo-
sure. In an embodiment, a set of data 302 can include data
310 that does not require encryption, and can be sent via an
unsecured channel. The set of data 302 can also include
sensitive data 308 that 1s 1dentified based on an opening tag
304 and a closing tag 306. These tags can indicate to the
mobile device that the data within the tags 1s sensitive and
should be transmitted via a secure channel.

Turning to FIG. 4, illustrated 1s an example system 400
for providing a SSL/TLS encryption system that uses tags
for multiple types of secure channels in accordance with one
or more aspects of the disclosure. In an embodiment, a set
of data 402 can include data 404 that does not require
encryption, and can be sent via an unsecured channel. The
set of data 402 can also include a first type of sensitive data
410 and a second set of sensitive data 416 that are 1dentified
by tags 406 and 408 and 412 and 414 respectively. The tags
can 1dentily the type of confidential data (e.g., S,, S,) and
can be transmitted via different secure channels based on one
or more rules policies stored at the client or the server.

Turning now to FIG. 5, 1llustrated 1s an example system
500 for providing a SSL/TLS encryption system that can
identily sensitive information in accordance with one or
more aspects of the disclosure.

In an embodiment, the sensitive data can be identified
based on a pattern analysis of the data. Commonly trans-
mitted data that might be sensitive and thus require encryp-
tion can be financial mmformation such as bank account
numbers, routing numbers, credit card numbers, and etc. The
information can also include addresses, names, birthdates,
and etc. These types of information commonly follow simi-
lar formats such as a pattern of numbers and characters,
length of string of characters, and etc. For instance, social
security numbers can be recognized by their familiar pattern
of 9 numbers separated by dashes 1 groups of 3, 2, and 4.
Similarly, credit card numbers will have common patterns
and dates will have similar patterns and other 1dentification
numbers and information can be identified similarly.

In the embodiment shown in FIG. 5, set of data can
include unsecured data 504 and then include a social secu-
rity number 506 and a telephone number 508. The system
can 1dentity the social security number 506 based on the
groupings of 3 digits, 2 digits, and 4 digits respectively
separated by dashes. Similarly the phone number 508 can be
identified 1n a similar fashion.

Turning now to FIG. 6, illustrated 1s an example system
600 for providing a SSL/TLS encryption system 602 1in
accordance with one or more aspects of the disclosure. The
system 602 can include an 1dentification component 608 that
can 1dentify whether data to be transmitted 1s sensitive or
not. Identification component 608 can determine what 1s
sensitive data or data that otherwise should be encrypted 1n
a variety of ways. In one embodiment, data can be tagged
using metadata or HITML tags or other forms of tags, where
the tagged data 1s data the intended to be secured via SSL
encryption. In an embodiment, the identification component
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608 can i1dentify the tags, and communications component
604 can send untagged data via an unsecured channel and
send tagged data via a secured channel.

In other embodiments, the sensitive data can be 1dentified
without the use of tags. Data that 1s static (e.g., the form
templates, styles, outlines, etc) can be determined to be
unsensitive and thus can be sent via the unsecured channel.
Data that 1s dynamic, and changes between frames, sessions,
etc, can be determined to be sensitive, and thus can be sent
via the secured channel.

In other embodiments, the sensitive data can be 1dentified
based on a pattern analysis of the data. Commonly trans-
mitted data that might be sensitive and thus require encryp-
tion can be financial information such as bank account
numbers, routing numbers, credit card numbers, and etc. The
information can also include addresses, names, birthdates,
and etc. These types of information commonly follow simi-
lar formats such as a pattern of numbers and characters,
length of string of characters, and etc. For instance, social
security numbers can be recognized by their familiar pattern
of 9 numbers separated by dashes 1n groups of 3, 2, and 4.
Similarly, credit card numbers will have common patterns
and dates will have similar patterns and other 1dentification
numbers and information can be identified similarly.

The communications component 604 can be configured to
transmit the data to the server, or to a client device, and can
simultaneously establish a plurality of communication chan-
nels, unsecured and secured. In an embodiment, the com-
munications component 604 can establish two channels, one
secured, and one unsecured, and in other embodiments, can
establish one unsecured and a plurality of secured channels.
Policy database 610 can determine how various types of data
are 1o be treated and handled based on the type of data and
the rules. For instance, in an embodiment, all sensitive data
can be sent via a first secured channel, and 1n other embodi-
ments, different types ol sensitive data can be sent via
different secured channels. An update component 606 can be
included to update the policy database 610 based on infor-
mation received from one or more servers.

FIGS. 7-8 illustrates processes in connection with the
aforementioned systems. The process in FIGS. 7-8 can be
implemented for example by systems 100, 200, 300, 400,
500, and 600 illustrated 1n FIGS. 1-6 respectively. While for
purposes of simplicity of explanation, the methods are
shown and described as a series of blocks, 1t 1s to be
understood and appreciated that the claimed subject matter
1s not limited by the order of the blocks, as some blocks may
occur 1 different orders and/or concurrently with other
blocks from what 1s depicted and described herein. More-
over, not all 1llustrated blocks may be required to implement
the methods described hereinafter.

Turning now to FIG. 7, illustrated 1s an example flow
chart of a method 700 for providing encryption according to
one or more embodiments.

The method can start at 702, where the method includes
establishing, by a mobile device comprising a processor, a
plurality of data transmission channels to a server, wherein
the data transmission channels are configured to transmit a
set of data to the server and wherein the plurality of data
transmission channels comprise an unsecured channel a
secured channel.

The method can continue at 704, where the method
includes determining, by the mobile device, that the set of
data comprises a first set of confidential data, and a second
set of non-confidential data wherein the non-confidential
data comprises static information and the confidential data
comprises dynamic information. The method can continue at
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706 where the method includes transmitting, by the mobile
device, the first set of confidential data via the secured
channel, and transmitting the non-confidential data via the
unsecured channel.

Turning now to FIG. 8, illustrated 1s an example flow
chart of a method 800 for providing encryption according to
one or more embodiments.

Method 800 can start at 802 where the method includes
transmitting, by the mobile device, the first subset of data in
a first type of secured channel and transmitting the second
subset of data 1n a second type of secured channel.

The method can continue at 804 where the method
includes determining, by the mobile device, a type of
secured channel to transmit the first subset of data and the
second subset of data based on a security policy, wherein the
security policy specifies rules about types of confidential
data.

Referring now to FIG. 9, there 1s 1llustrated a block
diagram of a computer operable to execute the disclosed
architecture. In order to provide additional context for
various aspects ol the subject innovation, FIG. 9 and the
tollowing discussion are intended to provide a brief, general
description of a suitable computing environment 900 1n
which the various aspects of the mnovation can be 1mple-
mented. While the innovation has been described above in
the general context of computer-executable instructions that
may run on one or more computers, those skilled 1n the art
will recognize that the innovation also can be implemented
in combination with other program modules or components
and/or as a combination of hardware and software.

Generally, program modules include routines, programs,
components, data structures, etc., that perform particular
tasks or implement particular abstract data types. Moreover,
the inventive methods can be practiced with other computer
system configurations, including single-processor or multi-
processor computer systems, minicomputers, mainirame
computers, as well as personal computers, hand-held com-
puting devices, microprocessor-based or programmable con-
sumer electronics, and the like, each of which can be
operatively coupled to one or more associated devices.

The 1llustrated aspects of the mmnovation may also be
practiced 1n distributed computing environments where cer-
tain tasks are performed by remote processing devices that
are linked through a communications network. In a distrib-
uted computing environment, program modules can be
located 1n both local and remote memory storage devices.

A computer typically includes a variety of computer-
readable media. Computer-readable media can be any avail-
able media that can be accessed by the computer and
includes both volatile and nonvolatile media, removable and
non-removable media. By way of example, and not limita-
tion, computer-readable media can comprise computer stor-
age media and communication media. Computer storage
media includes volatile and nonvolatile, removable and
non-removable media implemented 1n any method or tech-
nology for storage of information such as computer-readable
instructions, data structures, program modules or other data.

Computer storage media includes, but 1s not limited to,
RAM, ROM, EEPROM, flash memory or other memory

technology, CD-ROM, digital versatile disk (DVD) or other
optical disk storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
any other medium which can be used to store the desired
information and which can be accessed by the computer.
Communication media typically embodies computer-
readable instructions, data structures, program modules or
other data in a modulated data signal such as a carrier wave
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or other transport mechanism, and includes any information
delivery media. The term “modulated data signal” means a
signal that has one or more of its characteristics set or
changed 1n such a manner as to encode information in the
signal. By way of example, and not limitation, communi-
cation media includes wired media such as a wired network
or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Combina-
tions of the any of the above should also be included within
the scope of computer-readable media.

With reference again to FIG. 9, the exemplary environ-
ment 900 for implementing various aspects of the innovation
includes a computer 902, the computer 902 including a
processing unit 904, a system memory 906 and a system bus
908. The system bus 908 couples system components
including, but not limited to, the system memory 906 to the
processing umt 904. The processing unit 904 can be any of
various commercially available processors. Dual micropro-
cessors and other multi-processor architectures may also be
employed as the processing unit 904.

The system bus 908 can be any of several types of bus
structure that may further interconnect to a memory bus
(with or without a memory controller), a peripheral bus, and
a local bus using any of a variety of commercially available
bus architectures. The system memory 906 includes read-
only memory (ROM) 910 and random access memory
(RAM) 912. A basic mnput/output system (BIOS) 1s stored 1n
a non-volatile memory 910 such as ROM, EPROM,
EEPROM, which BIOS contains the basic routines that help
to transier information between elements within the com-
puter 902, such as during start-up. The RAM 912 can also
include a high-speed RAM such as static RAM for caching
data.

The computer 902 further includes an internal hard disk
drive (HDD) 914 (e.g., EIDE, SATA), which internal hard
disk drive 914 may also be configured for external use 1n a
suitable chassis (not shown), a magnetic floppy disk drnive
(FDD) 916, (e.g., to read from or write to a removable
diskette 918) and an optical disk drive 920, (e.g., reading a
CD-ROM disk 922 or, to read from or write to other high
capacity optical media such as the DVD). The hard disk
drive 914, magnetic disk drive 916 and optical disk drive
920 can be connected to the system bus 908 by a hard disk
drive mterface 924, a magnetic disk drive intertace 926 and
an optical drnive interface 928, respectively. The interface
924 for external drive implementations includes at least one
or both of Universal Serial Bus (USB) and IEEE 1394
interface technologies. Other external drive connection tech-
nologies are within contemplation of the subject innovation.

The drives and their associated computer-readable media
provide nonvolatile storage of data, data structures, com-
puter-executable instructions, and so forth. For the computer
902, the drives and media accommodate the storage of any
data i a suitable digital format. Although the description of
computer-readable media above refers to a HDD, a remov-
able magnetic diskette, and a removable optical media such
as a CD or DVD, other types of media which are readable
by a computer, such as zip drives, magnetic cassettes, flash
memory cards, cartridges, and the like, may also be used 1n
the exemplary operating environment, and further, that any
such media may contain computer-executable instructions
for performing the methods of the mnovation.

A number of program modules can be stored in the drives
and RAM 912, including an operating system 930, one or
more application programs 932, other program modules 934
and program data 936. All or portions of the operating
system, applications, modules, and/or data can also be
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cached 1n the RAM 912. The mnnovation can be implemented
with various commercially available operating systems or
combinations ol operating systems.

A user can enter commands and information into the
computer 902 through one or more wired/wireless 1nput
devices, e.g., a keyboard 938 and a pointing device, such as
a mouse 940. Other mput devices (not shown) may include
a microphone, an IR remote control, a joystick, a game pad,
a stylus pen, touch screen, or the like. These and other input
devices are often connected to the processing unit 904
through an mput device mterface 942 that 1s coupled to the
system bus 908, but can be connected by other interfaces,
such as a parallel port, an IEEE 1394 serial port, a game port,
a USB port, an IR interface, etc.

A monitor 944 or other type of display device 1s also
connected to the system bus 908 via an interface, such as a
video adapter 946. In addition to the monitor 944, a com-
puter typically includes other peripheral output devices (not
shown), such as speakers, printers, etc.

The computer 902 may operate 1n a networked environ-
ment using logical connections via wired and/or wireless
communications to one or more remote computers, such as
a remote computer(s) 948. The remote computer(s) 948 can
be a workstation, a server computer, a router, a personal
computer, portable computer, microprocessor-based enter-
tainment appliance, a peer device or other common network
node, and typically includes many or all of the elements
described relative to the computer 902, although, for pur-
poses ol brevity, only a memory/storage device 950 1s
illustrated. The logical connections depicted include wired/
wireless connectivity to a local area network (LAN) 952
and/or larger networks, e.g., a wide area network (WAN)
954. Such LAN and WAN networking environments are
commonplace 1n oflices and companies, and facilitate enter-
prise-wide computer networks, such as intranets, all of
which may connect to a global communications network,
¢.g., the Internet.

When used 1n a LAN networking environment, the com-
puter 902 1s connected to the local network 9352 through a
wired and/or wireless communication network interface or
adapter 956. The adapter 956 may facilitate wired or wire-
less communication to the LAN 952, which may also
include a wireless access point disposed therecon for com-
municating with the wireless adapter 956.

When used 1n a WAN networking environment, the com-
puter 902 can include a modem 958, or 1s connected to a
communications server on the WAN 954, or has other means
for establishing communications over the WAN 954, such as
by way of the Internet. The modem 938, which can be
internal or external and a wired or wireless device, 1s
connected to the system bus 908 via the serial port interface
942. In a networked environment, program modules or
components depicted relative to the computer 902, or por-
tions thereof, can be stored in the remote memory/storage
device 950. The network connections shown are exemplary
and other means of establishing a communications link
between the computers can be used.

The computer 902 1s operable to communicate with any
wireless devices or entities operatively disposed 1n wireless
communication, €.g., a printer, scanner, desktop and/or
portable computer, portable data assistant, communications
satellite, any piece of equipment or location associated with
a wirelessly detectable tag (e.g., a kiosk, news stand, rest-
room), and telephone. This includes at least Wi-F1 and
Bluetooth™ wireless technologies. Thus, the communica-
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tion can be a predefined structure as with a conventional
network or simply an ad hoc communication between at
least two devices.

Wi-F1, or Wireless Fidelity, allows connection to the
Internet from a couch at home, a bed 1n a hotel room, or a
conference room at work, without wires. Wi-F1 1s a wireless
technology similar to that used 1n a cell phone that enables
such devices, e.g., computers, to send and receive data
indoors and out; anywhere within the range of a base station.
Wi-F1 networks use radio technologies called IEEE 802.11
(a, b, g, n, etc.) to provide secure, reliable, fast wireless
connectivity. A Wi-F1 network can be used to connect
computers to each other, to the Internet, and to wired
networks (which use IEEE 802.3 or Ethernet). Wi-F1 net-
works operate 1n the unlicensed 2.4 and 5 GHz radio bands,
atan 11 Mbps (802.11a) or 54 Mbps (802.11b) data rate, for
example, or with products that contain both bands (dual
band), so the networks can provide real-world performance
similar to wired Ethernet networks used in many offices.

Referring now to FIG. 10, there 1s illustrated a schematic
block diagram of an exemplary computing environment
1000 1n accordance with the subject innovation. The system
1000 includes one or more client(s) 1002. The client(s) 1002
can be hardware and/or software (e.g., threads, processes,
computing devices).

The system 1000 also includes one or more server(s)
1004. The server(s) 1004 can also be hardware and/or
soltware (e.g., threads, processes, computing devices). The
servers 1004 can house threads to perform transformations
by employing the mmnovation, for example. One possible
communication between a client 1002 and a server 1004 can
be 1n the form of a data packet adapted to be transmitted
between two or more computer processes. The system 1000
includes a communication framework 1006 (e¢.g., a global
communication network such as the Internet) that can be
employed to facilitate communications between the client(s)
1002 and the server(s) 1004.

Communications can be facilitated via a wired (including
optical fiber) and/or wireless technology. The client(s) 1002
are operatively connected to one or more client data store(s)
1008 that can be employed to store information local to the
client(s) 1002. Similarly, the server(s) 1004 are operatively
connected to one or more server data store(s) 1010 that can
be employed to store information local to the servers 1004.

What has been described above includes examples of the
inovation. It 1s, of course, not possible to describe every
concelvable combination of components or methodologies
for purposes of describing the subject innovation, but one of
ordinary skill in the art may recognize that many further
combinations and permutations of the mnovation are pos-
sible. Accordingly, the innovation 1s intended to embrace all
such alterations, modifications and variations that fall within
the spirit and scope of the appended claims. Furthermore, to
the extent that the term “includes” 1s used in either the
detailed description or the claims, such term 1s imtended to
be inclusive 1n a manner similar to the term “comprising” as
“comprising’ 1s interpreted when employed as a transitional
word 1n a claim.

The mvention claimed 1s:

1. A system, comprising;

a memory configured to store computer-executable

instructions; and

a processor, communicatively coupled to the memory,

configured to execute the computer-executable mstruc-
tions to perform operations, the operations comprising:
establishing a plurality of data transmission channels to

a server, wherein the plurality of data transmission
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channels are configured to transmit a set of data to
the server and wherein the plurality of data trans-
mission channels comprise at least an unsecured
channel and a plurality of secured channels, wherein
a type of the a secured channel of the plurality of
secured channels 1s established based at least on a
time or location of the transmission of the set of data
to the server:;
determining that the set of data comprises a first set of
confidential data, and a second set of non-confiden-
tial data, wherein the system diflerentiates between
confidential and non-confidential data via the use of
tags on a page or frame, and wherein tags are used
to determine a security policy used,
wherein the non-confidential data comprise static
information and the confidential data comprise
dynamic information, the dynamic information
changing between frames or sessions; and
transmitting the first set of confidential data via the
plurality of secured channels, and transmitting the
non-confidential data via the unsecured channel,
wherein the first set of confidential data comprises a
first subset of a first type of confidential data and a
second subset of a second type of confidential data,
wherein the plurality of secured channels may be
opened simultaneously between the server and a
mobile device 1n order to allow for the transmaittal of
different types of confidential data simultaneously.

2. The system of claim 1, wherein determining further
comprises identifying a tag that identifies the first set of
confidential data.

3. The system of claim 2, wherein the tag indicates the
type of confidential data that the first set of confidential data
1s associated with.

4. The system of claim 1, wherein the operations further
comprise:

transmitting the first subset of data mn a first type of

secured channel of the plurality of secured channels
and transmitting the second subset of data in a second
type of secured channel of the plurality of secured
channels.

5. The system of claim 4, wherein the operations further
comprise:

determining a type of secured channel of the plurality of

secured channels to transmit the first subset of data and
the second subset of data based on a security policy,
wherein the security policy specifies a first set of rules
for determining types ol secured channels of the plu-
rality of secured channels and a second set of rules
about types of confidential data.

6. The system of claim 3, wherein the first and second sets
of rules specily which types of encryption are used for
respective types of confidential data and who 1s authorized
to access the confidential data.

7. The system of claim 1, wherein the non-confidential
data comprise page layout information, style information,
and template information, and the confidential data comprise
name information, address information, financial informa-
tion and other identifying information.

8. The system of claim 1, wherein determining further
comprises identifying the first set of confidential data by
matching a data sequence to a predetermined sequence,
wherein the data sequence comprises at least one of char-
acter type, character length, and character sequence.

9. The system of claim 1 further comprising:

a mobile device that realizes improved battery life based

at least 1n part on the reduced computing resources of
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the established plurality of data transmission channels
and the transmitting of the first set of confidential data
via the plurality of secured channels, and the transmuit-
ting of the non-confidential data via the unsecured
channel.
10. The system of claim 1, wherein determining that the
set of data comprises a first set of confidential data 1s based
on pattern analysis.
11. A method for providing secured communications,
comprising;
establishing, by a mobile device comprising a processor,
a plurality of data transmission channels to a server,
wherein the plurality of data transmission channels are
configured to transmit a set of data to the server and
wherein the plurality of data transmission channels
comprise at least an unsecured channel and a plurality
of secured channels, wherein a type of a secured
channel of the plurality of secured channels 1s estab-
lished based at least on a time or location of the
transmission of the set of data to the server;

determining, by the mobile device, that the set of data
comprises a first set of confidential data, and a second
set of non-confidential data wherein the non-confiden-
tial data comprise static information and the confiden-
tial data comprise dynamic mformation, the dynamic
information changing between Irames or sessions,
wherein the processor differentiates between confiden-
t1al and non-confidential data via the use of tags on a
page or frame, and wherein tags are used to determine
a security policy used; and

transmitting, by the mobile device, the first set of confi-
dential data via the plurality of secured channels, and
transmitting the non-confidential data via the unsecured
channel wherein the first set of confidential data com-
prises a first subset of a first type of confidential data
and a second subset of a second type of confidential
data, wherein the plurality of secured channels may be
opened simultaneously between the server and a mobile
device 1n order to allow for the transmaittal of different
types of confidential data simultaneously.

12. The method of claim 11, wherein determining that the
set of data comprises the first set of confidential data 1s based

on 1dentifying a tag that identifies the first set of confidential
data.

13. The method of claim 12, wherein the tag indicates the
type of confidential data that the first set of confidential data
1s associated with.

14. The method of claim 11, further comprising:

transmitting, by the mobile device, the first subset of data

in a first type of secured channel of the plurality of
secured channels and transmitting the second subset of
data 1n a second type of secured channel of the plurality
of secured channels.

15. The method of claim 14, further comprising:

determiming, by the mobile device, a type of secured

channel of the plurality of secured channels to transmit
the first subset of data and the second subset of data
based on a security policy, wherein the security policy
specifies a first set of rules for determining types of
secured channels of the plurality of secured channels
and a second set of rules about types of confidential
data.

16. The method of claim 15, wherein the first and second
sets of rules specily which types of encryption are used for
respective types of confidential data and who 1s authorized
to access the confidential data.
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17. The method of claim 11, wherein determiming further
comprises identifying the first set of confidential data by
matching a data sequence to a predetermined sequence,
wherein the data sequence comprises at least one of char-
acter type, character length, and character sequence. d

18. The method of claim 11, wherein determining that the
set of data comprises a first set of confidential data 1s based
on pattern analysis.

19. A non-transitory computer-readable medium, com-
prising instructions that when executed by a computer
processor perform operations, comprising;:

establishing a plurality of data transmission channels to a

server, wherein the plurality of data transmaission chan-
nels are configured to transmit a set of data to the server
and wherein the plurality of data transmission channels
comprise an unsecured channel and a plurality of
secured channels, wherein a type of a secured channel
of the plurality of secured channels 1s established based
at least on a time or location of the transmission of the
set of data to the server:

determining that the set of data comprises a first set of

confidential data, and a second set of non-confidential

data, wherein the system differentiates between confi-

dential and non-confidential data via the use of tags on

a page or frame, and wherein tags are used to determine

a security policy used,

wherein the non-confidential data comprise static infor-
mation and the confidential data comprise dynamic
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information, the dynamic information changing
between frames or sessions, and

further wherein the first set of confidential data com-
prises a first subset of a first type of confidential data
and a second subset of a second type of confidential
data; and

plurality of secured channels, and transmitting the
non-confidential data wvia the unsecured channel,
wherein the plurality of secured data channels utilize
different types of encryption based on the type of data
being transmitted.

20. The non-transitory computer-readable medium of
claim 19, wherein the operations further comprise:
transmitting the first subset of data i a first type of

secured channel of the plurality of secured channels
and transmitting the second subset of data in a second
type of secured channel of the plurality of secured
channels; and

determining, by the mobile device, a type of secured

channel of the plurality of secured channels to transmat
the first subset of data and the second subset of data
based on a security policy, wherein the security policy
specifies a first set of rules for determining types of
secured channels of the plurality of secured channels
and a second set of rules about types ol confidential

data.
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