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Embodiments of the mnventive concepts disclosed herein are
directed to systems and methods for using field-loadable
input/output (I/O) tables. An avionics hardware unit may
include one or more processors. An operational software of
the avionics hardware unit may perform a plurality of
operations for processing avionics data 1n safety or data-
integrity driven applications. An 1I/O table may be loaded
onto the avionics hardware. The 1/0O table may be selected
from a plurality of I/O tables loadable onto the avionics
hardware for operation with the operational software. The
selected 1I/0O table may include a configuration of rules. The
rules may be assigned according to the configuration to each
of the plurality of operations to configure the behavior of the
respective operations for processing the avionics data. The
configuration may be different from that of others of the
plurality of I/O tables 1n configuring the plurality of opera-
tions of the operational software.

20 Claims, 3 Drawing Sheets
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4 ™

Selecting, by an Operational Software Executing on One or More
Processors of an Avionics Hardware Unit, an I/O Table from a
Plurality of I/O Tables, each 1/O Table Comprising a Configuration of 302
Rules, Wherein One or More of the Rules Are Assigned According to J
the Configuration to Each of the Plurality of Operations to Configure
the Behavior of the Respective Operations for Processing the
Avionics data, the Configuration of Rules Different from that of

Others of the Plurality of I/O Tables in Configuring the Plurality of
Operations of the Operational Software

: Y . 304
Loading, by the Avionics Hardware Unit, the J

|/O Table Selected from the Plurality of I/O Tables onto the Avionics
Hardware for Operation with the Operational Software

o ™

Performing, by the Operational Software of the Avionics Hardware

Unit, the Plurality of Operations for Processing the Avionics Data in J

Accordance with the Loaded |I/O Table Selected from the Plurality of
/O Tables

FIG. 3
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FIELD-LOADABLE INPUT/OUTPUT TABLES
FOR AVIONICS HARDWARE UNITS

BACKGROUND

Avionics software installed onboard an aircraft may be
designed 1n accordance with mandated standards (e.g., Sofit-
ware Considerations 1 Airborne Systems and Equipment
Certification (DO-178C)). The input/output (I/0) 1informa-
tion for avionics software for processing data from elec-
tronic components may be particular to a specific model,
operator, or even registration number of the aircraft. In
current systems, any change in the I/O information may
cause the avionics software undergo re-certification to con-
form to the mandated standards. Certification may consume
significant computing resources as well as an excessive
amount of time and efiort.

SUMMARY

In one aspect, embodiments of the mventive concepts
disclosed herein are directed to a system for using field-
loadable input/output (I1/0) tables. I/O information for the
operational software may be specified by I/O tables. Each
I/O table may specily a set of rules for the operational
software 1n processing data from various sources (e.g.,
sensors or other avionics hardware units) and relaying the
processed data to other components 1n the aircraft. Segre-
gation of the I/O table from the operational software may
allow changes to the I/O table without aflecting the core
engine of the operational soitware itself, thereby avoiding
re-certification 1n accordance to mandated standards.

An avionics hardware unit may include one or more
processors. An operational software executed on the one or
more processors ol the avionics hardware unit may perform
a plurality of operations for processing avionics data in
safety or data-integrity driven applications. An 1/O table
may be loaded onto the avionics hardware. The I/O table
may be selected from a plurality of I/0 tables loadable onto
the avionics hardware for operation with the operational
software. The selected 1/0 table may include a configuration
of rules. One or more of the rules may be assigned according
to the configuration to each of the plurality of operations to
configure the behavior of the respective operations for
processing the avionics data. The configuration of rules may
be diflerent from that of others of the plurality of 1/0 tables
in configuring the plurality of operations of the operational

software.

In some embodiments, the operational software may
validate or determine that the I/O table selected from the
plurality of I/O tables conforms to a predefined schema
while maintaining certification of the operational software.
In some embodiments, the one or more processors may load
the I/0 table onto the avionics hardware for operation with
the operational software responsive to the validation of the

/O table as conforming to the predefined schema.

In some embodiments, the operational software may
recelve, {from one or more sources 1n communication with
the avionics hardware unit, the avionics data. In some
embodiments, the operational soltware may perform a pres-
ence-and-validity check on the avionics data. The presence-
and-validity check may be specified by the configuration of
rules of the I/O table. In some embodiments, the operational
soltware may select at least a portion of the avionics data
from at least one of the one or more sources, 1n accordance
with the configuration of rules of the I/O table. In some
embodiments, the operational software may unpack the
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2

selected at least a portion of the avionics data 1n accordance
with the configuration of rules of the I/O table. In some
embodiments, the operational software may apply a filtering
algorithm on the unpacked at least a portion of the avionics
data in accordance with the configuration of rules of the I/O
table.

In some embodiments, the operational software may
perform at least two of the operations 1n a sequence specified
according to the configuration of rules of the I/O table. In
some embodiments, the operational software may unlink a
default I/O table from operating with the operational soft-
ware, responsive to the selection of the I/0O table from the
plurality of I/O tables. In some embodiments, the configu-
ration of rules of the selected 1I/O table may be updated via
a user interface subsequent to loading the I/O table into
memory of the avionics hardware unit. In some embodi-
ments, the operational software may send a portion of the
avionics data processed 1n accordance with the configuration
of rules of the selected 1/O table, to a component external to
the avionics hardware unit. The external component may
include at least one of a second avionics hardware unit, a
sensor, or an 1/0O device.

In a further aspect, embodiments of the mventive con-
cepts disclosed herein are directed to a method of using
field-loadable mnput/output (I/0) tables. An operational soft-
ware executing on one or more processors ol an avionics
hardware unit may select an I/O table from a plurality of I/O
tables. Each 1I/O table may include a configuration of rules.
One or more of the rules may be assigned according to the
configuration to each of a plurality of operations of the
operational soitware for processing avionics data 1n safety or
data-integrity driven applications to configure the behavior
ol the respective operations for processing the avionics data.
The configuration of rules may be different from that of
others of the plurality of I/O tables in configuring the
plurality of operations of the operational software. The /O
table may be selected from the plurality of 1/0 tables may be
loaded for operation with the operational software. The
operational software of the avionics hardware unit may
perform the plurality of operations for processing the avi-
onics data, in accordance with the loaded I/O table.

In some embodiments, the operational software may
validate that the I/O table selected from the plurality of I/O
tables conforms to a predefined schema while maintaining
certification of the operational software. In some embodi-
ments, the I/0 table onto the avionics hardware for operation
with the operational software may be loaded responsive to
the validation of the I/O table as conforming to the pre-
defined schema.

In some embodiments, performing the plurality of opera-
tions for processing the avionics data may include receiving,
from one or more sources 1 communication with the
avionics hardware unit, the avionics data. In some embodi-
ments, performing the plurality of operations for processing,
the avionics data may include performing a presence-and-
validity check on the avionics data, the presence-and-valid-
ity check specified by the configuration of rules of the 1/0
table. In some embodiments, performing the plurality of
operations for processing the avionmics data may include
selecting at least a portion of the avionics data from at least
one of the one or more sources, 1n accordance with the
configuration of rules of the I/O table. In some embodi-
ments, performing the plurality of operations for processing,
the avionics data may include unpacking the selected at least
a portion of the avionics data in accordance with the
configuration of rules of the I/O table. In some embodi-
ments, performing the plurality of operations for processing,
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the avionics data may include applying a filtering algorithm
on the unpacked at least a portion of the avionics data in
accordance with the configuration of rules of the 1/O table.

In some embodiments, performing the plurality of opera-
tions may include performing at least two of the operations
in a sequence specified according to the configuration of
rules of the I/O table. In some embodiments, loading the I/O
table may include unlinking a default IO table from oper-
ating with the operational software, responsive to the selec-
tion of the I/0 table from the plurality of I/O tables. In some
embodiments, the operational software may modily the
configuration of rules of the selected I/O table via a user
interface subsequent to loading the I/O table into memory of
the avionics hardware unit. In some embodiments, the
operational software may send a portion of the avionics data
processed 1n accordance with the configuration of rules of
the selected I/O table to a component external to the avionics
hardware unit. The external component may include at least
one of a second avionics hardware unit, a sensor, or an 1/O
device.

In a further aspect embodiments of the inventive concepts
disclosed herein are directed to an avionics hardware unait.
The avionics hardware unit may include one or more pro-
cessors and memory. The avionics hardware unit may
include an operational software executed on the one or more
processors. The operational software may perform a plural-
ity of operations for processing avionics data in safety or
data-integrity driven applications. The avionics hardware
unit may an I/O table. The 1/0 table may be loaded onto the
memory. The I/O table may be selected from a plurality of
I/0O tables loadable onto the memory for operation with the
operational software. The selected 1/0 table may include a
configuration of rules. One or more of the rules may be
assigned according to the configuration to each of the
plurality of operations to configure the behavior of the
respective operations for processing the avionics data. The
configuration of rules may be diflerent from that of others of
the plurality of I/O tables in configuring the plurality of
operations of the operational software.

In some embodiments, the operational software may
validate that the I/O table selected from the plurality of I/O
tables conforms to a predefined schema while maintaining
certification of the operational software. In some embodi-
ments, the one or more processors may load the 1/0 table for
operation with the operational software responsive to the
validation of the 1I/O table as conforming to the predefined
schema.

In some embodiments, the operational software may
recelve, from one or more sources 1n communication with
the avionics hardware umit, the avionics data. In some
embodiments, the operational soitware may perform a pres-
ence-and-validity check on the avionics data. The presence-
and-validity check may be specified by the configuration of
rules of the I/0 table. In some embodiments, the operational
soltware may select at least a portion of the avionics data
from at least one of the one or more sources, 1n accordance
with the configuration of rules of the 1I/O table. In some
embodiments, the operational software may unpack the
selected at least a portion of the avionics data in accordance
with the configuration of rules of the I/O table. In some
embodiments, the operational software may apply a filtering
algorithm on the unpacked at least a portion of the avionics
data in accordance with the configuration of rules of the I/O
table.

In some embodiments, the operational software may
perform at least two of the operations 1n a sequence specified
according to the configuration of rules of the I/O table. In
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some embodiments, the operational software may unlink a
default I/O table from operating with the operational soft-
ware, responsive to the selection of the I/O table from the
plurality of I/O tables. In some embodiments, the configu-
ration of rules of the selected 1I/O table may be updated via
a user interface subsequent to loading the I/O table into
memory of the avionics hardware unit.

BRIEF DESCRIPTION OF THE DRAWINGS

Implementations of the inventive concepts disclosed
herein may be better understood when consideration 1s given
to the following detailed description thereof. Such descrip-
tion makes reference to the included drawings, which are not
necessarily to scale, and in which some features may be
exaggerated and some features may be omitted or may be
represented schematically in the interest of clarity. Like
reference numerals 1n the drawings may represent and refer
to the same or similar element, feature, or function. In the
drawings:

FIG. 1 1s a block diagram of an example embodiment of
an environment for using field-loadable input/output (I/0)
tables, 1n accordance with some embodiments of the inven-
tive concepts disclosed herein;

FIG. 2 shows a block diagram of an example embodiment
of an architecture for using field-loadable mput/output (1/0)
tables, 1n accordance with some embodiments of the inven-
tive concepts disclosed herein; and

FIG. 3 shows a block diagram of an example embodiment
of a method of using field-loadable 1nput/output (I/0) tables,
in accordance with some embodiments of the inventive
concepts disclosed herein.

DETAILED DESCRIPTION

Before describing in detail embodiments of the inventive
concepts disclosed herein, it should be observed that the
inventive concepts disclosed herein include, but are not
limited to a novel structural combination of components and
circuits, and not to the particular detailed configurations
thereof. Accordingly, the structure, methods, functions, con-
trol and arrangement of components and circuits have, for
the most part, been illustrated 1n the drawings by readily
understandable block representations and schematic dia-
grams, 1n order not to obscure the disclosure with structural
details which will be readily apparent to those skilled in the
art, having the benefit of the description herein. Further, the
iventive concepts disclosed herein are not limited to the
particular embodiments depicted 1n the schematic diagrams,
but should be construed in accordance with the language in
the claims.

In some aspects, embodiments of the inventive concepts
disclosed herein are directed to a system, a method, or an
apparatus for using input/output (I/O) tables. An operational
soltware may be executed on an avionics hardware unit
onboard an aircraft. Using I/O information from or specified
by an I/O table, the operational software may receive data
from various sources (e.g., sensors or other avionics hard-
ware units), process the received data, and route the pro-
cessed data to other components located 1n the aircraft. The
behavior of the operational software may be in accordance
with mandated standards for safety-critical and/or data-
integrity environments. Under such standards, the slightest
change to the operational soitware may result in the opera-
tional software having to undergo a certification process.
The certification process may include creation of certifica-
tion documents and of 1impact analysis documents as well as
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running of various verification procedures. This process may
consume a significant amount of time, eflort, and/or proces-
SOI resources.

By separating the I/O information from the operational
soltware, embodiments of the inventive concepts disclosed
herein may allow sigmificant differences 1n the I/O informa-
tion or changes to the I/O mformation to be supported while
maintaining the certification of the operational software and
conforming to standards 1n safety-critical and data-integrity
driven environments. The I/O information for the opera-
tional software may be specified by I/O tables. Each 1/O
table may specily a set of rules for the operational software
in processing data from various sources (e.g., sensors or
other avionics hardware units) and relaying the processed
data to other components in the aircraft. Each I/O table may
also be segregated from the operational software in the
memory. The segregation of the I/O table from the opera-
tional software may allow changes to the I/O table without
allecting the core engine and/or certain basic or fundamental
functionalities of the operational software itself, thereby
avoiding re-certification 1n accordance to mandated stan-
dards. Upon 1nitiation or even during run-time, the avionics
hardware unit may select one of these I/O tables and
separately load the selected I/O table for use with the
operational software by the avionics hardware unit. In this
manner, each time the 1/0 information 1s switched, modified
or changed, computing resources and time spent in re-
certifying the operational software may be avoided.

Referring to FIG. 1, depicted 1s one embodiment of an
environment 100 for using field-loadable mput/output (I/0)
tables, 1in accordance with some embodiments of the inven-
tive concepts disclosed herein. In briel summary, the envi-
ronment 100 may include an aircrait 102. The aircraft 102
may 1nclude one or more avionics hardware units 104A-N,
one or more sensors 106A-N, and an avionics computing
device 108. Each avionics hardware unit 104 A-N, sensor
106A-N, and the avionics computing device 108 may be
located throughout the aircrait 102 at various respective
positions or locations. Each avionics hardware unit 104A-N,
sensor 106 A-N, and the avionics computing device 108 may
be communicatively coupled (with wires or wirelessly) to
one another and/or other components (not depicted) of the
aircraft 102.

Via the communicative coupling, one or more of the
avionics hardware units 104 A-N may recerve data from the
one or more sensors 106 A-N and/or the avionics computing
device 108. The sensors 106 A-N may include one or more
of a radar antenna, a fuel gauge, a compass, a gyroscope, an
altimeter, a video, a camera (e.g., visual, infrared, or ultra-
violet), a microphone, air pressure meter, thermometer,
hydraulic pressure sensor, weight sensor, voltmeter, fire
detector, air particle detector, barometer, turbine sensors,
and mstrument landing system, among others for instance.
Upon receipt, an operational software executed on the one or
more avionics hardware units 104A-N may process the data
from the sensors 106 A-N 1n accordance to I/O information.
The I/O mformation may be stored on a memory of each
avionics hardware unit 104 A-N, and may specily how the
operational software may process the data received from the
other avionics hardware units 104A-N, sensors 106A-N,
and/or the avionics computing device 108 and route the
processed data to the other avionics hardware units 104 A-N,
sensors 106 A-N, and/or the avionics computing device 108.
The operational software may also convert the processed
data to data variables to the avionics computing device 108
in accordance to the I/O information. The data variables may
be representations of the data from the sensors 106 A-N that
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may be compatible (e.g., in an expected format) with the
avionics computing device 108 for additional processing. As
will be explained below, the I/O information may be altered
while maintaining the certification of the operational soft-
ware to comply with standards for safety and/or data-
integrity driven applications. The avionics computing device
108 may also perform additional processing on the data
variable, and then render and/or display the resultant for the
operator of the aircraft 102. The operator of the aircrait 102
may 1n turn view and/or use the resultant data, such as to
mampulate the resultant data using an input/output interface
device of the avionics computing device 108.

Referring to FIG. 2, shown 1s an example system block
diagram or architecture 200 for using field-loadable mput/
output (I/0) tables, 1n accordance with some embodiments
of the mnventive concepts disclosed herein. The system or
architecture 200 may include the components of the envi-
ronment 100, such as the one or more avionics hardware
units 104A-N, the one or more sensors 106 A-N, and the
avionics computing device 108 with the functionalities as
described above.

Referring now to one of the avionics hardware units
104 A-N, the avionics hardware unit 104 A 1ncludes a pro-
cessors 202, an imterface 204, and/or memory 206. The
processor 200 may include a microprocessor unit, an appli-
cation-specific integrated circuit (ASIC), and/or a field-
programmable gate array (FPGA), among others ifor
instance. In some embodiments, the processor 202 may
include a multi-core processor or an array of processors. The
processor 202 may execute the programmable instructions
stored on the memory 206, such as an operational software
208 (sometimes referred to as the “operational program
software (OPS)”). The operational software 208 may
include an 1I/0 software 210 and a generic I/O table manager
212, among other possible elements. The /O software 210
may include an I/O engine 214, a table manager 216, one or
more default I/O tables 218A-N, and/or a loaded I/O table
222, among other possible elements. The generic 1/0 table
manager 212 may include one or more generic 1/0 tables
220A-N. The interface 204 may send data processed by the
processor 202 to external devices (e.g., sensors 106A-N, the
avionics computing device 108, or other avionics hardware
unmts 104B-N) communicatively coupled (with wired con-
nection(s), or wirelessly) to the avionics hardware unit
104 A-N. The interface 204 may receive data for processing
by the processor 202 from the external devices (e.g., sensors
106 A-N, the avionics computing device 108, or other avi-
onics hardware units 104B-N) communicatively coupled
(with wired connection(s), or wirelessly) to the avionics
hardware unit 104A.

The avionics computing device 108 includes a processor
222, an interface 224, and memory 226. The processor 222
may include a microprocessor unit, an application-specific
integrated circuit (ASIC), and/or a field-programmable gate
array (FPGA), among other possible elements. In some
embodiments, the processor 222 may include a multi-core
processor or an array of processors. The processor 222 may
execute the programmable instructions stored on the
memory 226, such as an avionics hardware umt manager
228. The avionics hardware unit manager 228 may be used
to manage, administer, or otherwise control the functionality
ol the avionic hardware units 104 A-N and/or sensors 106 A -
N. The interface 224 may send data processed by the
processor 222 to external devices (e.g., the sensors 106 A-N
or avionics hardware units 104A-N) communicatively
coupled (with wired connection(s), or wirelessly) to the
avionics computing device 108. The interface 224 may also
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receive data for processing by the processor 222 from the
external devices (e.g., sensors 106A-N and the avionics
computing device 108) communicatively coupled (with
wired connection(s), or wirelessly) to the avionics comput-
ing device 108. In some embodiments, the interface 224 may
be communicatively coupled to one or more mput/output
devices for managing, administering, or otherwise control-
ling the functionality of the avionic hardware units 104 A-N
and/or sensors 106 A-N.

Within each avionics hardware unit 104A-N, the opera-
tional software 208 (e.g., a copy, installation or nstance of
the operational software 208) may perform operations for
processing data from the one or more sensors 106A-N
and/or the avionics computing device 108 1n safety and/or
data-integrity driven applications. The operational software
208 may also perform operations for relaying or sending the
processed data to the one or more sensors 106 A-N and/or the
avionics computing device 108 in safety and/or data-integ-
rity driven applications. The safety-critical and/or data-
integrity driven applications may be in compliance with
standards, such as the Development Assurance Level
(DAL), Software Considerations in Airborne Systems and
Equipment Certification (e.g., DO-178B, RTCA/DO-178B,
and ED-12B, DO-178C, DO-178C/ED-12C), Guidelines
and Methods for Conducting the Safety Assessment Process
on Civil Airborne Systems and Equipment (e.g., ARP4754,
ARP4761), and IEEE Standard for Software Safety Plans
(e.g., STD-1228-1994), among others. The operational soft-
ware 208 may have been verified and/or validated 1n accor-
dance with the standards for safety-critical and/or data-
integrity driven applications. The verification and/or
validation of the operational software 208 may include
certification and/or change impact analysis. In verniying
and/or validating the operational software 208, certification
and/or change impact analysis documents may be generated.

The specific and/or customized performance of the opera-
tions for processing the avionics data by the operational
software 208 may be 1n accordance to the loaded 1/O table
222. For instance, each of the operations may be specified or
customized in accordance to the loaded I/O table 222. In
some scenarios or cases, the loaded 1/0 table 222 may be
selected from the one of the generic I/0 tables 220A-N and
the default I/O tables 218A-N. Each 1/O table 220A-N and
218A-N may be sourced from interface control documen-
tation, and may contain information for: connections with
external components (e.g., other avionics hardware units
104B-N, the sensors 106 A-N, and the avionics computing
device 108 via the interface 204);, data translation and/or
normalization, parameter decoding, parameter ranges,
parameter scaling, and filtering algorithms for data recerved
at the avionics hardware unit 104A; and source selection
options of the external components connected to the avion-
ics hardware unit 104A. Each I/0 table 220A-N and 218A-N
may be a data structure (e.g., array, matrix, tree, heap, hash

table, etc.) stored on memory 206 of the avionics hardware
unit 104A.

Each /O table 220A-N and 218A-N may include a
configuration of rules. Each configuration may specily the
behavior of the operations of the operational software 208 in
processing the avionics data from the one or more sensors
106A-N, the other avionics hardware units 104B-N, and/or
the avionics computing device 108. In addition, each con-
figuration may specily the behavior of the operations of the
operational software 208 1n relaying the processed avionics
data to the one or more sensors 106A-N, the other avionics
hardware units 104B-N, and/or the avionics computing
device 108. FEach rule may be assigned according to the
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configuration of each operation to configure the behavior of
the respective operations for processing the avionics data.

Each I/O table 220A-N and 218A-N may specily a
different configuration of rules. In some embodiments, each
configuration of rules may differ from other configuration of
rules (e.g., from other available 1/O tables, or from other
versions of an 1I/O table) 1n configuring the operations of the
operational software 208. In some embodiments, the con-
figuration of rules 1n different I/O tables 220A-N and
218A-N may specily different port mappings. In some
embodiments, the configuration of rules 1 different I/O
tables 220A-N and 218A-N may specily different opera-
tions. In some embodiments, the configuration of rules in
different I/O tables 220A-N and 218A-N may support dii-
ferent number of sources (e.g., of data). For example, one
configuration of one I/O table 220A-N and 218A-N may
specily a port mapping adding data from a first sensor 106 A
to data from a second sensor 106B, calculating a rolling
mean, and then normalizing the summed data by the rolling
mean. In contrast, another configuration of rules 1n another
I/O table 220A-N and 218A-N may specily subtraction of
data from a first sensor 106 A with data from a second sensor
106B and from a third sensor 106C, determination of a
variance of the subtracted data over pre-determined time
window, and running the difference through a low-pass filter
using pre-defined parameters for the filter responsive to
determining that the vaniance i1s greater than a particular
threshold.

In some embodiments, the configuration of rules 1n dif-
ferent I/0 tables 220A-N and 218A-N may specity ditl

erent
I/O processing rates. For example, one configuration of rules
in one /O table 220A-N and 218A-N may specily a pro-
cessing rate of 2.4 Hz, whereas another configuration of
rules 1 another 1/0 table 220A-N and 218A-N may specily
a processing rate of 4 Hz. In some embodiments, the
configuration of rules 1n different I/O tables 220A-N and
218A-N may specily whether the operational software 208
1s to process and/or output analog data or digital data (e.g.,
through the use of analog-to-digital or digital-to-analog
converters 1n the hardware unit). In some embodiments, the
configuration of rules in different I/O tables 220A-N and
218A-N may specily a sampling rate for analog data using
an analog-to-digital converter. In some embodiments, the
configuration of rules in different I/O tables 220A-N and
218A-N may specily the use or configuration of different
interface-defined busses (e.g., control bus, address bus, or
data bus). In some embodiments, the conﬁguration of rules

ifferent I/O tables 220A-N and 218A-N may specily

in di
different address data such as memory addresses or device
addresses (e.g., to access data or send data). In some
embodiments, the configuration of rules i different I/O
tables 220A-N and 218A-N may specily different data feed
definitions for various sources and/or destinations (e.g.,
remote data concentrators). In some embodiments, the con-
figuration of rules in different /O tables 220A-N and
218 A-N may correspond to different specific models, opera-
tors, or even registration numbers of aircrait 102 or aircrait
components. In some embodiments, the configuration of
rules 1n different I/O tables 220A-N and 218A-N may
support different functional options and/or display features
(e.g., of large format display systems).

The operations specified by the rules 1n each 1I/O table
218A-N and 220A-N may be sequential and/or hierarchical.
The rules of each 1I/O table 218A-N and 220A-N may be
predefined by an administrator of the avionics hardware unit
104 A (e.g., via the avionics computing device 108). Whether
the rules 1 each I/O table 218A-N and 220A-N are to be
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executed sequentially or hierarchically may be defined by a
data structure representing the I/O table 218A-N and 220A-
N. In some embodiments, a subset of the operations may be
specified by the rules 1n each I/0 table 218 A-N and 220A-N
as to be performed sequentially. For instance, a first subset
of the rules may indicate how two or more operations (e.g.,
data scaling and filtering) are to proceed 1 a particular
sequence or 1n parallel relative to each other, while other
rules may dictate, specity or provide customization on how
cach of the respective operations should proceed within that
operation (e.g., the specific execution pathway for various
steps within an operation). An operation may include a
number of possible steps for configuration, execution and
completion, provides a number of possible pathways for
proceeding with that operation.

The rules may specily or define a certain pathway, e.g.,
which of the possible steps to actually execute, how these
should be configured, the sequence or dependencies of these
steps, and any other requirements (e.g., service level,
encryption level, compression level). One subset of the
operations may be specified by the rules 1n each 1I/O table
218A-N and 220A-N to be performed hierarchically. For
instance and 1in some embodiments, the rules of the I/O table
218A-N and 220A-N may define a pathway logic for opera-
tions designated as hierarchical. The pathway logic may
specily a conditional prerequisite for one operation subse-
quent to performing another operation. For instance, one
operation may be specified as to be performed responsive to
a positive result in another operation. In some embodiments,
the rules of the I/O table 218A-N and 220A-N may specily
or define a port mapping of I/O ports at the interface 204 for
processing by the operational software 208. For instance, the
port mapping of one I/O table used 1n a hardware unit, as
compared to the port mapping of another 1I/O table for use 1n
the same hardware unit, may be different according to the
rules 1n each 1/0 table, so as to allow the same hardware unit
to interface with and port data to/from different types of
external devices and/or data sources/sinks, according to each
of the I/O tables.

The default I/O tables 218A-N and the generic tables
220A-N may differ in transierability and reusability among
various avionics hardware units 104 A-N. The default I/O
tables 218 A-N may be specific to the avionics hardware unit
104A-N, operational software 208 (or 1ts various versions),
and/or aircrait 102. In contrast, the generic tables 220A-N
may be modular, reusable across avionics hardware units,
and/or support various protocols. The generic tables 220A-N
may be loaded for use for operation among various avionics
hardware units 104A-N, operational software 208 (or its
various versions), and/or aircraft 102. The generic 1/0 table
manager 212 may generate and manage the generic tables
220A-N stored on memory 206 of the avionics hardware
unit 104A. In some embodiments, the default I/O tables
218A-N and the generic tables 220A-N may be allocated to
different memory addresses on the memory 206.

Each of the default I/O tables 218 A-N and the generic I/O
tables 220A-N may be loadable onto the avionics hardware

unit 104 A for operation with the operational software 208.
One of the default I/O tables 218A-N or the generic 1/O

tables 220A-N may be selected as the 1/0 table 222 loaded
onto the avionics hardware 104A for operation with the
operational software 208 (e.g., during 1mitialization of the
system 200 or in the absence of another 1/O table or one
specified to use). In some embodiments, the I/O table 222
may be loaded by allocation statically or dynamaically to a
section of memory. In some embodiments, the avionics
hardware unit 104A may select one of the default I/O tables
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218A-N or the generic 1/O tables 220A-N and may load the
selected 1/0 table 218A-N and 220A-N as the loaded 1/O
table 222, independently of (or separately from) loading the
operational software 208 (e.g., to different memory locations
and/or segments). The loading of the 1/O table 222 by the
avionics hardware unit 104A may be done prior to or
concurrently with the mmitiation of the execution of the
operational software 208. In some embodiments, subsequent
to the 1mitiation of the execution of the operational software
208, the table manager 216 may select one of the default I/O
tables 218 A-N or the generic 1/0 tables 220A-N and may
load the selected I/O table 218A-N and 220A-N as the
loaded 1/0 table 222.

Upon loading one of the generic 1/0 tables 220A-N and
the default I/O tables 218 A-N as the I/O table 222, the table
manager 216 of the operational software 208 may validate
the loaded 1/0 table 222. The validation of the I/O table 222
may be separate and/or individual to the mitialization of the
operational software 208, and therefore may be done while
maintaining certification of the operational software 208. In
this manner, the architecture 200 may change the 1/0O 1nfor-
mation used by the operational software 208, without the
operational software 208 undergoing underlying changes
and recertification in accordance to standards for safety-

critical or data-integrity driven applications.

To validate the loaded I/O table, the table manager 216
may determine whether the I/O table 218A-N and 220A-N
conforms to a predefined schema. The predefined schema
may define the system configuration and/or requirements of
the operational software 208 and/or the avionics hardware
umt 104A for operation with the I/O table 222. In some
embodiments, the predefined schema may specity a number
of external components (e.g., other avionics hardware units
104B-N, sensors 106A-N, and/or the avionics computing
device 108) connected to the avionics hardware unit 104). In
some embodiments, the predefined schema may specily
types of external components (e.g., a type ol avionics
hardware unit 104B-N, a type of sensor 106 A-N, and/or a
type of avionics computing device 108) connected to the
avionics hardware umit 104). In some embodiments, the
predefined schema may specily type(s) of hardware com-
ponents within the avionics hardware unit 104A (e.g., pro-
cessor 202, interface 204, external components connected to
the mtertace 204, and the memory 206). In some embodi-
ments, the predefined schema may specily a version, a type,
or otherwise an identifier for the operational software 208.
In some embodiments, the predefined schema may specily
interface location pins and/or an option selection file, among
other specifications and/or requirements. In some embodi-
ments, at least one of the default I/O tables 218A-N may
conform to the predefined schema. If the table manager 216
determines that the generic 1/O table 220A-N does not
conform to the predefined schema, the table manager 216
may 1dentily a next generic I/O table 220A-N and repeat the
validation process with the next identified generic I/O table
220A-N. If none of the generic tables 220A-N conforms to
the predefined schema, the table manager 216 may load one
of the default I/O tables 218A-N as the loaded 1/0 table 222.

If the table manager 216 determines that the generic 1/O
table 220A-N conforms to the predefined schema, the table
manager 216 may select I/O table 218A-N and/or 220A-N
and load the selected 1/0 table 218 A-N and 220A-N onto the
avionics hardware unit 104 A for operation with the opera-
tional software 208. In some embodiments, neither the
default I/O tables 218 A-N nor the generic I/0 tables 220A-N
may be loaded imitially. The table manager 216 may select
from one of the I/O tables 218A-N and/or 220A-N to load
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and use as the loaded 1I/0 table 222, e.g., subject to valida-
tion. In some embodiments, one of the default I/O tables
218A-N may be pre-loaded onto the avionics hardware unit
104 A for operation with the operational software 208. The
table manager 216 may select one of the generic 1/0 tables
220A-N as the loaded table 222, responsive to determining
that the generic I/O table 220A-N conforms to the pre-
defined schema. Once one of the generic 1/0 tables 220A-N
1s selected as the loaded table 222, the table manager 216
may unlink the default I/O table 218A-N from operation
with the operational software 208. In loading one of the I/O
table 218A-N and/or 220A-N, the table manager 216 may
move a pointer or a memory reference of the loaded table
222 to the selected 1/0 table 218 A-N and/or 220A-N.
Subsequent to loading the I/O table 222 and to the
initiation of the operational soitware 208, the table manager
216 may load another (or replace the 1/O table 222 with) I/O
table 218A-N and/or 220A-N and repeat the validation
process for the other I/O table 218A-N and/or 220A-N

described above. In some embodiments, the loading of the
other I/O table 218A-N and/or 220A-N may be during

flight-time of the aircraft 102. In some embodiments, the
loading of the other I/O table 218A-N and/or 220A-N may
be during run-time of the operational software 208. As the
I/0 tables 220A-N may be loaded separate and individually
from the operational software 208, the re-certification of the
operational software 208 may be avoided. In loading one of
the I/0 table 218 A-N and/or 220A-N, the table manager 216
may move a pointer or a memory reference of the loaded
table 222 from the initially selected 1/0 table 218 A-N and/or
220A-N to the new I/O table 218A-N and/or 220A-N. In
some embodiments, the initially loaded 1/0 table 222 may be
one of the default I/O tables 218A-N and the subsequent
loaded 1/0 table 222 may be one of the generic 1/0 tables
220A-N or other available I/0O tables. In some embodiments,
the 1nitially loaded 1I/O table 222 may be one of the generic
I/O tables 220A-N and the subsequently loaded I/O table
222 may be one of the default I/O tables 218A-N.

In some embodiments, subsequent to loading the 1/0 table
222 and to the 1nitiation of the operational software 208, the
table manager 216 may modily the configuration of rules of
the loaded I/O table 222. The modification to the configu-
ration of rules may include changes to the behavior of the
operations of the operational software 208 1n processing the
avionics data from the one or more sensors 106A-N, the
other avionics hardware units 104B-N, and/or the avionics
computing device 108. In addition, the modification to the
configuration of rules may include changes to the behavior
of the operations of the operational software 208 1n relaying
the processed avionics data to the one or more sensors
106A-N, the other avionics hardware units 104B-N, and the
avionics computing device 108. In some embodiments, the
modification to the configuration of rules of the loaded I/
table 222 may be done via a user interface communicatively
coupled to the interface 204 of the avionics hardware unit
104. In some embodiments, the modification to the configu-
ration of rules of the loaded 1/O table 222 may be done via
the input/output device (e.g., a keyboard, buttons, a mouse)
communicatively coupled to the interface 224 of the avion-
ics computing device 108. The interface 224 of the avionics
computing device 108 may be in turn communicatively

coupled to the interface 204 of the avionics hardware unit
104A.

With the loaded 1/0 table 222 selected from the generic
I/O tables 220A-N and/or the default I/0O tables 218 A-N, the
I/0 engine 214 of the operational soitware 208 may perform
the operations specified by the configuration of rules of the
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loaded table 222 1in processing data from the external
components and relaying the processed data to the external
components (e.g., other avionics hardware units 104B-N,
sensors 106B-N, and/or the avionics computing device 108).
In some embodiments, the I/O engine 214 may perform at
least two of the operations 1n a sequence and/or 1n parallel
specified 1n accordance with the configuration of rules of the
loaded 1/0 table 222. In some embodiments, the I/O engine
214 may assign one operation to one processor (e.g., of the
hardware unit) and another operation to another processor to
perform the operations in parallel as specified by the con-
figuration of rules of the loaded I/O table 222.

In accordance to the configuration of rules of the loaded
table 222, the I/O engine 214 may receive data from one or
more sources (e.g., other avionics hardware units 104B-N,
sensors 106B-N, and/or the avionics computing device 108)
communicatively coupled to the avionics hardware unit
104 A via the interface 204. Once received, the I/O engine
214 may perform a presence-and-validity check on the data
from the one or more sources. The presence-and-validity
check may be specified by the configuration of rules of the
loaded I/O table 222. The presence-and-validity check may
include various data validation processes, such as a batch
totals check, a cardinality check, consistency check, control
totals, a range check, a file existence check, a data type
check, a logic check, a referential integrity check, and
permitted characters check, among other possible checks.
The presence-and-validity check may be used by the 1/0
engine 214 to verity the data integrity of the received data.
To perform the presence-and-validity check, the I/O engine
214 may perform a parity bit check on the data from the one
or more sources. In some embodiments, the I/O engine 214
may determine an existence or presence of parameters (e.g.,
certain predefined types ol parameters and/or a predefined
minimal number of parameters) 1n the data received from the
one Or more sources.

Pursuant to the configuration of rules defined in the
loaded I/0 table 222, the I/O engine 214 may select at least
a portion of the data available or received from at least one
of the one or more sources, ¢.g., for processing 1n accor-
dance with the loaded 1/0 table 222. In some embodiments,
the portion of data may be selected based on the sources
specified by the configuration of rules of the loaded I/O table
222. In some embodiments, the portion of data may be
selected based on type of data specified by the configuration
of rules of the loaded I/O table 222. In some embodiments,
the portion of data may be selected based on a time schedule
specified by the loaded 1/0 table 222. In some embodiments,
the portion of data may be selected based on a deterministic
logic defined by the loaded I/0 table 222. In some embodi-
ments, the portion of data may be selected based on phase,
stage and/or sequence of processing specified by the loaded
I/O table 222.

Responsive to selection of at least the portion of data, the
I/O engine 214 may unpack the selected portion of data 1n
accordance to the loaded I/O table 222. In some embodi-
ments, the I/O engine 214 may apply a de-compression,
interpretation, or mapping algorithm specified by the con-
figuration of the rules of the loaded 1/0O table 222. In some
embodiments, the I/O engine 214 may convert parameters of
the selected portion of data to engineering units specified by
the configuration of rules. In some embodiments, the 1I/O
engine 214 may normalize status enumerations or other
information of the selected portion of data 1n accordance
with the configuration of rules of the loaded 1/O table 222.
In some embodiments, the I/O engine 214 may apply a
filtering algorithm to the unpacked and selected portion of
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data i accordance with the configuration of rules of the I/0
table 222. In some embodiments, the filtering algorithm may
be one of Butterworth filter, Bessel filter, Elliptic filter, and
Kalman filter, among others. The configuration of rules of
the loaded I/O table 222 may specily whether the filtering
algorithm 1s one of a low-pass, high-pass, or band-pass filter,
among other possible filters, and may specily cut-ofl fre-
quencies. Once the data received 1s processed, the 1/0
engine 214 may relay or send the selected portion of the data
in accordance with the configuration rules of the loaded I/O
table 222 to one or more of the external components (e.g.,
other avionics hardware units 104B-N, sensors 106B-N,

and/or the avionics computing device 108) via the interface
204.

Referring to FIG. 3, 1llustrated 1s a method 300 of using
ficld-loadable mput/output (I/0) tables 1n accordance with
some embodiments of the inventive concepts disclosed
herein. The functionalities of method 300 may be 1mple-
mented by any of the computing devices and system archi-
tectures depicted imn FIGS. 1 and 2. In brief summary, an
operational software executing on one or more processors of
an avionics hardware unit may select, or be used to select
and/or operate with an I/O table from a plurality of I/O
tables. Each I/0 table may include a configuration of rules
(302). One or more of the rules may be assigned according
to the configuration to each of a plurality of operations of the
operational software for processing avionics data in safety
and/or data-integrity driven applications to configure the
behavior of the respective operations for processing the
avionics data. The configuration of rules may be different
from that of others of the plurality of I/O tables in config-
uring the plurality of operations of the operational software.
The 1I/0 table selected from the plurality of I/O tables may
be loaded for operation with the operational soitware (304).
The operational software of the avionics hardware unit may
perform the plurality of operations for processing the avi-
onics data, 1n accordance with the loaded 1/0 table (306).

In further detail, referring now to step 302, and 1n some
embodiments, an operational software executing on one or
more processors ol an avionics hardware unit may select an
I/O table from a plurality of 1/O tables. Each I/O table may
include a configuration of rules. One or more of the rules
may be assigned according to the configuration to each of a
plurality of operations of the operational software for pro-
cessing avionics data in safety and/or data-integrity driven
applications to configure the behavior of the respective
operations for processing the avionics data. The configura-
tion ol rules may be different from that of others of the
plurality of I/0 tables in configuring the plurality of opera-
tions of the operational software. Each configuration may
specily the behavior and/or execution pathway(s) of the
operations ol the operational software in processing the
avionics data from the one or more sensors, the other
avionics hardware units, and/or the avionics computing
device. In addition, each configuration may specity the
behavior of the operations of the operational software in
relaying the processed avionics data to the one or more
sensors, the other avionics hardware units, and/or the avi-
onics computing device. In some embodiments, the plurality
of I/O tables may include a set of default I/O tables included
with the operational software and/or a set of generic 1/O
tables. The default I/O tables may be specific to the avionics
hardware unit, operational software (or its various versions),
and/or aircraft. In contrast, the generic tables may be modu-
lar, reusable across hardware units and/or support various
protocols.
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Referring now to step 304, and 1n some embodiments, the
I/O table selected from the plurality of I/O tables may be
loaded for operation with the operational software. In some
embodiments, the avionics hardware running the operational
soltware may load the selected 1/0 table for the operational
soltware. In some embodiments, responsive to the selection
of the I/O table, the operational software may load the
selected 1I/O table for the operational software. In some
embodiments, the operational software may validate the
selected I/0 table for operation with the operational software
by determining whether the selected 1/0 table conforms to a
predefined schema. The predefined schema may define the
system configuration and requirements of the operational
software and/or the avionics hardware unit for operation
with the I/O table. In some embodiments, in loading the
selected I/O table, the operational soitware may change a
pointer or a memory reference from a previously loaded 1/O
table (e.g., one of the default I/O tables) to the selected 1/O
tables.

Referring now to step 306, and 1n some embodiments, the
operational software of the avionics hardware unit may
perform the plurality of operations for processing the avi-
onics data, in accordance with the loaded I/O table. In
accordance to the configuration of rules of the loaded table,
the operational software may recerve data from one or more
SOUrces (e g, other avionics hardware units, sensors, and/or
the avionics computing dewce) communicatively coupled to
the avionics hardware unit via the iterface. Once received,
the operational software may perform a presence-and-valid-
ity check on the data from the one or more sources. The
presence-and-validity check may be specified by the con-
figuration of rules of the loaded I/O table. The presence-
and-validity check may include various data validation
processes. Pursuant to the configuration of rules defined in
the loaded 1/O table, the operational software may select at
least a portion of the data received from at least one of the
one or more sources, €.g., for processing or use by a certain
operation of the plurality of operations. In some embodi-
ments, the portion of data may be selected based on the
sources specified by the configuration of rules of the loaded
I/O table, e.g., for a particular operation. Responsive to
selection of at least the portion of data, the operational
soltware may unpack the selected portion of data in accor-
dance to the loaded I/0O table. In some embodiments, the
operational software may apply a filtering algorithm to the
unpacked and selected portion of data 1n accordance with the
configuration of rules of the I/O table. Once the data
received 1s processed, the operational software may relay or
send the selected portion of the data 1n accordance with the
configuration rules of the loaded 1/0 table to one or more of
the external components (e.g., other avionics hardware units,
sensors, and/or the avionics computing device) via the
interface.

The construction and arrangement of the systems and
methods as shown 1n the various exemplary embodiments
are 1llustrative only. Although only a few embodiments have
been described 1n detail 1n this disclosure, many modifica-
tions are possible (e.g., varniations in sizes, dimensions,
structures, shapes and proportions of the various elements,
values of parameters, mounting arrangements, use ol mate-
rials, colors, orientations, etc.). For example, the position of
clements may be reversed or otherwise varied and the nature
or number of discrete elements or positions may be altered
or varied. Accordingly, all such modifications are intended
to be included within the scope of the mventive concepts
disclosed herein. The order or sequence of any operational
flow or method operations may be varied or re-sequenced
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according to alternative embodiments. Other substitutions,
modifications, changes, and omissions may be made in the
design, operating conditions and arrangement of the exem-
plary embodiments without departing from the broad scope
of the mventive concepts disclosed herein.

The iventive concepts disclosed herein contemplate
methods, systems and program products on any machine-
readable media for accomplishing wvarious operations.
Embodiments of the inventive concepts disclosed herein
may be implemented using existing computer operational
flows, or by a special purpose computer operational tlows
for an appropriate system, incorporated for this or another
purpose, or by a hardwired system. Embodiments within the
scope ol the mventive concepts disclosed herein include
program products comprising machine-readable media for
carrying or having machine-executable instructions or data
structures stored thereon. Such machine-readable media can
be any available media that can be accessed by a special
purpose computer or other machine with an operational tlow.
By way of example, such machine-readable media can
comprise RAM, ROM, EPROM, EEPROM, CD-ROM or
other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium which can be
used to carry or store desired program code in the form of
machine-executable instructions or data structures and
which can be accessed by a general purpose or special
purpose computer or other machine with an operational tlow.
When information 1s transferred or provided over a network
or another communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a
machine, the machine properly views the connection as a
machine-readable medium. Thus, any such connection 1s
properly termed a machine-readable medium. Combinations
of the above are also included within the scope of machine-
readable media. Machine-executable instructions include,
for example, instructions and data which cause a special
purpose computer, or special purpose operational flowing
machines to perform a certain function or group of func-
tions.

What 1s claimed 1s:
1. A system for using field-loadable mput/output (I/0)
tables, comprising:

an avionics hardware unit comprising one or more pro-
CESSOrS;

an operational software executed on the one or more
processors of the avionics hardware unit, configured to
perform a plurality of operations for processing avion-
ics data 1n safety or data-integrity driven applications;
and

a first I/O table loaded onto the avionics hardware to
replace a pre-loaded second 1/0 table, while maintain-
ing certification of the operation software in accordance
with the safety or data-integrity driven applications, the
first I/O table selected from a plurality of I/O tables
loadable onto the avionics hardware for operation with
the operational software, the selected first I/O table
comprising a configuration of rules, wherein one or
more of the rules are assigned according to the con-
figuration to each of the plurality of operations to
configure the behavior of the respective operations for
processing the avionics data, the configuration of rules
different from that of others of the plurality of 1/O
tables 1n configuring the plurality of operations of the
operational software.

2. The system of claim 1, wherein the operational soft-

ware 1s further configured to validate that the first I/O table
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selected from the plurality of I/O tables conforms to a
predefined schema while maintaining the certification of the
operational software; and

wherein the one or more processors are configured to load

the first I/O table onto the avionics hardware {for
operation with the operational software responsive to
the validation of the I/O table as conforming to the
predefined schema.

3. The system of claim 1, wherein the operational soft-
ware 1s Turther configured to:

receive, from one or more sources in communication with

the avionics hardware unit, the avionics data;
perform a presence-and-validity check on the avionics

data, the presence-and-validity check specified by the

configuration of rules of the first I/O table;

select at least a portion of the avionics data from at least

one of the one or more sources, 1n accordance with the
configuration of rules of the first I/O table;
unpack the selected at least a portion of the avionics data
in accordance with the configuration of rules of the first
I/O table: and

apply a filtering algorithm on the unpacked at least a
portion of the avionics data 1in accordance with the
configuration of rules of the first I/O table.

4. The system of claim 1, wherein the operational soft-
ware 1s further configured to perform at least two of the
operations 1n a sequence specified according to the configu-
ration of rules of the first I/O table.

5. The system of claim 1, wherein the operational soft-
ware 1s Turther configured to unlink a default I/0 table from
operating with the operational software, responsive to the
selection of the first I/O table from the plurality of I/0O tables.

6. The system of claim 1, wherein the configuration of
rules of the selected first I/O table 1s updated via a user
interface subsequent to loading the first I/O table into
memory of the avionics hardware unait.

7. The system of claim 1, wherein the operational soft-
ware 1s further configured to send a portion of the avionics
data processed 1n accordance with the configuration of rules
of the selected first I/0O table, to a component external to the
avionics hardware unit, the external component including at
least one of a second avionics hardware unit, a sensor, or an
I/O device.

8. A method for using field-loadable mput/output (1/0O)
tables, comprising:

selecting, by an operational software executing on one or

more processors of an avionics hardware unit, a first
I/O table from a plurality of I/O tables, each I/O table
comprising a configuration of rules, wherein one or
more of the rules are assigned according to the con-
figuration to each of a plurality of operations of the
operational software for processing avionics data in
safety or data-integrity driven applications, to configure
the behavior of the respective operations for processing
the avionics data, the configuration of rules different
from that of others of the plurality of I/O tables 1n
configuring the plurality of operations of the opera-
tional software;

loading the first I/O table selected from the plurality of I/O

tables to replace a pre-loaded second 1/O table, for

operation with the operational software while main-
taining certification of the operation software 1n accor-
dance with the safety or data-integrity driven applica-
tions; and
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performing, by the operational software of the avionics
hardware unit, the plurality of operations for processing,

the avionics data, in accordance with the loaded first
I/O table.
9. The method of claim 8, further comprising:
validating, by the operational software, that the first I/O
table selected from the plurality of I/O tables conforms
to a predefined schema while maintaining the certifi-
cation of the operational software; and

wherein loading the 1/0 table further comprises loading

the first I/O table onto the avionics hardware for
operation with the operational software responsive to
the validation of the first I/O table as conforming to the
predefined schema.

10. The method of claim 8, wherein performing the
plurality of operations for processing the avionics data
turther comprises:

receiving, by the operational software, from one or more

sources 1n communication with the avionics hardware
unit, the avionics data;

performing, by the operational software, a presence-and-

validity check on the avionics data, the presence-and-
validity check specified by the configuration of rules of
the first I/O table;

selecting, by the operational software, at least a portion of

the avionics data from at least one of the one or more
sources, 1n accordance with the configuration of rules
of the first I/O table;
unpacking, by the operational software, the selected at
least a portion of the avionics data in accordance with
the configuration of rules of the first I/O table; and

applying, by the operational software, a filtering algo-
rithm on the unpacked at least a portion of the avionics
data 1n accordance with the configuration of rules of the
first I/0O table.

11. The method of claim 8, wheremn performing the
plurality of operations further comprises performing at least
two of the operations 1n a sequence specified according to
the configuration of rules of the first I/O table.

12. The method of claim 8, wherein loading the first I/O
table further comprises unlinking a default I/O table from
operating with the operational software, responsive to the
selection of the first I/O table from the plurality of I/O tables.

13. The method of claim 8, further comprising:

moditying, by the operational software, the configuration

of rules of the selected first I/O table via a user interface
subsequent to loading the first I/O table into memory of
the avionics hardware unit.

14. The method of claim 8, further comprising:

sending, by the operational software, a portion of the

avionics data processed n accordance with the con-
figuration of rules of the selected first I/O table, to a
component external to the avionics hardware unit, the
external component including at least one of a second
avionics hardware unit, a sensor, or an 1/O device.

15. An avionics hardware unit, comprising:

one or more processors and memory;
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an operational software executed on the one or more
processors, configured to perform a plurality of opera-
tions for processing avionics data in safety or data-
integrity driven applications; and

a first I/O table loaded onto the memory to replace a

pre-loaded second I/O table, while maintaining certi-
fication of the operational software 1n accordance with
the safety or data-integrity driven applications, the first
I/O table selected from a plurality of I/O tables loadable
onto the memory for operation with the operational
soltware, the selected first I/O table comprising a
configuration of rules, wherein one or more of the rules
are assigned according to the configuration to each of
the plurality of operations to configure the behavior of
the respective operations for processing the avionics
data, the configuration of rules different from that of
others of the plurality of I/O tables 1n configuring the
plurality of operations of the operational software.

16. The avionics hardware unit of claim 15, wherein the
operational software 1s further configured to validate that the
first /O table selected from the plurality of I/O table
conforms to a predefined schema while maintaining certifi-
cation of the operational software; and

wherein the one or more processors are configured to load

the first I/O table for operation with the operational
soltware responsive to the validation of the first I/O
table as conforming to the predefined schema.

17. The avionics hardware unit of claim 15, wherein the
operational software 1s further configured to:

receive, from one or more sources 1n communication with

the avionics hardware unit, the avionics data;
perform a presence-and-validity check on the avionics

data, the presence-and-validity check specified by the

configuration of rules of the first I/O table;

select at least a portion of the avionics data from at least

one of the one or more sources, 1n accordance with the
configuration of rules of the first I/O table;
unpack the selected at least a portion of the avionics data
in accordance with the configuration of rules of the first
I/O table; and

apply a filtering algorithm on the unpacked at least a
portion of the avionics data 1 accordance with the
configuration of rules of the first I/O table.

18. The avionics hardware unit of claim 15, wherein the
operational software 1s further configured to perform at least
two of the operations 1n a sequence specified according to
the configuration of rules of the first I/O table.

19. The avionics hardware unit of claim 15, wherein the
operational software 1s further configured to unlink a default
[/O table from operating with the operational software,
responsive to the selection of the first I/O table from the
plurality of I/O tables.

20. The avionics hardware unit of claim 135, the configu-
ration of rules of the selected first I/O table 1s updated via a
user interface subsequent to loading the first I/O table 1nto
memory of the avionics hardware unait.
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