US010944296B2

a2 United States Patent (10) Patent No.: US 10,944,296 B2

Smith et al. 45) Date of Patent: Mar. 9, 2021
(54) RECEIVER DEVICE FOR FACILITATING (52) U.S. CL
WIRELESS POWER RECEPTION CPC .............. H02J 50720 (2016.02); H02J 50/40
(2016.02); H02J 50/80 (2016.02); GI0L 15/22
(71) Applicant: Voice Life Inc., Huntington Beach, CA (2013.01); GIOL 2015/223 (2013.01); HO4L
(US) 9/0637 (2013.01); HO4L 2209/38 (2013.01);
HO4W 12/00506 (2019.01); HO4W 12/06
(72) Inventors: Robert Smith, Huntington Beach, CA (2013.01)
(US); David Lee Lark, Corcoran, CA (58) Field of Classification Search
(US); Michael Hunter Smith, CPC e, B60L. 53/12—-126
Huntington Beach, CA (US) See application file for complete search history.
(73) Assignee: VOICE LIFE INC., Huntington Beach, (56) References Cited
CA (US) U.S. PATENT DOCUMENTS
(*) Notice:  Subject to any disclaimer, the term of this 10,103,552 B1* 10/2018 Leabman ............... H02J 50/20
patent 1s extended or adjusted under 35 2008/0079396 Al* 4/2008 Yamazaki ... HO 1M 10/44
U.S.C. 154(b) by 0 days. 320/128
2010/0013319 Al1* 1/2010 Kamiyama ............. H02J 50/10
(21) Appl. No.: 16/597,776 307/104
(Continued)

(22)  Filed Oct. 3, 201 Primary Examiner — Rexford N Barnie

(65) Prior Publication Data Assistant Examiner — David A Shiao
US 2020/0044485 Al Feb. 6, 2020 (57) ABSTRACT
Disclosed 1s a recerver device for facilitating wireless power
Related U.S. Application Data reception, the receiver device comprising a receiver trans-
_ o o ceiver configured for wirelessly communicating with at least
(63) Continuation-in-part of application No. one transmitter device. Further, the receiver device compris-
PC1/1B2018/057826, filed on Oct. 9, 2018. ing of a receiver processing device communicatively
coupled to the unique receirver transceiver. Further, the
(60) Provisional application No. 62/569,722, filed on Oct. receiver device comprising a enabled receiver storage device
9, 2017. configured for storing energy for at least one blockchain
enabled recerver. Moreover, the receiver device comprising
(51) Imt. CIL. a unique power port communicatively coupled with the
HO2J 50/80 (2016.01) unique receiver transceiver, wherein the unique power out-
HO2J 50/20 (2016.01) put port is configured to be interfaced with at least one
HO2J 50/40 (2016.01) power input port of at least one electronic device, wherein
HO4W 12/00 (2021.01) the unique power output port is configured for supplying the
GIOL 15/22 (2006.01) electrical energy to the at least one electronic device.
HO4L 9/06 (2006.01)
HO4W 12/06 (2021.01) 18 Claims, 24 Drawing Sheets
LINKS 105 SMART CONTRACT
1116
@ RECEIVER DEVICE /\
___________ BLOCK BLOCK
E_ NODF E NOT: o CHAIN Tt CHAIN
| BlocKcHAN, '
406 ' WEN ' | MANUFACTURER
/ 1118 OF NODE F
aaSsSSs
BLOCK CHAIN 1202
5 1734 X-BAND/TERAHERTZ
SENSOR| TYPE: XY7 477 =2 ROUTER/ WI-Fi é; X-BAND/TERAHERTZ
F | soLpTo: ROUTER POWER ROUTER/ Wi-FI
ABC DOMAIN TRANSMITER DEVILE ROUTER POWER
1102 TRANSMITER DEVICE
/ S S
1108 1110 1112

1120 1114



US 10,944,296 B2

Page 2
(56) References Cited
U.S. PATENT DOCUMENTS
2010/0013320 A1* 1/2010 Shiozaki ................. HO021J 50/60
307/104
2010/0099356 Al* 4/2010 Forrest ..........covvvnne... HO04B 5/02
455/41.2
2014/0361728 Al  12/2014 Qian et al.
2014/0375139 Al* 12/2014 Tsukamoto ............. HO2J 50/12
307/104
2015/0244204 Al 8/2015 Lee et al.
2016/0020649 Al 1/2016 Bell et al.
2016/0033254 Al* 2/2016 Zeine .............ccu..... GO1S 11/00
307/104
2016/0087691 Al 3/2016 Van Wageningen et al.
2016/0261145 A1* 9/2016 Kinoshita ............... HO02J 50/80
2016/0268833 Al* 9/2016 Lee .....coooovvvvvininnnnnn, HO2J 50/80
2016/0276841 Al* 9/2016 Tachiwa .................. HO02J 50/90
2017/0110910 Al 4/2017 Zeine et al.
2018/0272886 Al* 9/2018 Stocker ................. B60L 53/665
2019/0305594 Al* 10/2019 Tachiwa .............. HO4M 1/7253
2020/0244109 Al1* 7/2020 Song .......ooeevvvvvinnnnen, HO1Q 1/32

* cited by examiner



U.S. Patent Mar. 9, 2021 Sheet 1 of 24 US 10,944,296 B2

100
POWER OUTPUT RECEIVER
PORT TRANSCEIVER
108 102
RECEIVER STORAGE RECEIVER

DEVICE PROCESSING DEVICE
106 104

FIG. 1



US 10,944,296 B2

(1S3ND3Y "D'3) V.1VA SNIYIVd

4
|
T
-
gl
5 (ZL¥3HVYIL) TANNVHD ¥3IMOd SSITIHIM
7

0¢ o N
y—
= 39IAIC 0
~ ENEREN "
g
o~
>

YNNI INY VNNJINV

(ISNOdJS3Y '©'3) V1va ONIYIVd

U.S. Patent

4074
3OIA3d

d311IINSNVYEL




US 10,944,296 B2

Sheet 3 of 24

Mar. 9, 2021

U.S. Patent

80¢
(D 3dAL)

30IA1d
ETNNEOEL.

70E
(V 3dAL)

40IA40

ENA\EOE}.

vit

) K |

00¢
(D 3dAL)
3DIA3d

L ENEDER.

oLt

0t
30IA3IA 31LLINSNVYL



US 10,944,296 B2

Sheet 4 of 24

Mar. 9, 2021

U.S. Patent

O

[48]7

1JIA310 H3SN

v OIAd

3DIA3C )\\ /,L&\
¥IAIFDIY . -

ETAE N

17407

R 10IAdd

— H3LLIWSNVYL




U.S. Patent Mar. 9, 2021 Sheet 5 of 24 US 10,944,296 B2

502
510
Application Interactive Interface for User Operation
Software Layer
Data Packing and Data Packing and Security
Security Engine Engine 508
Terahertz Protocol Terahertz Protocol Stack
Stack
Terahertz Terahertz communication
communication Interface drive
Interface drive 506
504
516
Application interactive interface for user operation '
Wireless Power Network (WPN)
Data Packing and Data Packing and Security
Security Engine Engine
urity Engi gi 14
Terahertz Protocol Terahertz Protocol Stack
Stack
Terahertz Terahertz communication
communication Interface drive
Interface drive 512

Terahertz Transceiver | Terahertz Transceiver '

FIG. 5



U.S. Patent Mar. 9, 2021 Sheet 6 of 24 US 10,944,296 B2

'/ 600

602

SEARCH FOR ONE OR MORE WIRELESS POWER NETWORK IDS (WPN-ID) /

TRANSMIT ONE OR MORE POWER TRANSFER REQUESTS TO ONE OR
MORE TRANSMITTER DEVICES ASSOCIATED WITH THE ONE OR MORE
WPN-IDS

604

7

OBTAIN ONE OR MORE RESPONSES FROM THE ONE OR MORE
TRANSMITTER DEVICES

606

v

TRANSMIT AN ACKNOWLEDGEMENT TO A SELECTED TRANSMITTER
DEVICE BASED ON THE ONE OR MORE RESPONSES

RECEIVE WIRELESS POWER TRANSFER FROM THE SELECTED
TRANSMITTER DEVICE USING TERAHERTZ FREQUENCIES

608

i

610

v




U.S. Patent Mar. 9, 2021 Sheet 7 of 24 US 10,944,296 B2

'/ 700
702

RECEIVE A REQUEST FOR WIRELESS POWER TRANSFER, WHEREIN THE /
REQUEST COMPRISES A DEVICE TYPE ASSOCIATED WITH A RECEIVER
DEVICE

DETERMINE A DISTANCE BETWEEN A TRANSMITTER DEVICE AND THE 704
RECEIVER DEVICE BASED ON A COMMUNICATION BETWEEN THE /
RECEIVER DEVICE AND THE TRANSMITTER DEVICE

Y 706

ADAPT PARAMETERS OF THE TRANSMITTER DEVICE FOR WIRELESS /
POWER TRANSFER BASED ON THE DEVICE TYPE AND THE DISTANCE

708
TRANSMIT WIRELESS POWER FROM THE TRANSMITTER DEVICE TO THE /

RECEIVER DEVICE USING ADAPTED PARAMETERS, WHEREIN, THE
WIRELESS POWER IS TRANSFERRED USING TERAHERTZ FREQUENCIES

FIG. 7



U.S. Patent Mar. 9, 2021 Sheet 8 of 24 US 10,944,296 B2

'/ 800
802

MONITOR AN OPERATIONAL STATE OF A WIRELESS POWER TRANSFER %
BETWEEN A TRANSMITTER DEVICE AND A RECEIVER DEVICE

Y 804
DETECT AN ERRONEOUS CONDITION ASSOCIATED WITH THE WIRELESS /
POWER TRANSFER
Y 806

TRANSMIT AN ALERT TO A DESIGNATED USER DEVICE BASED ON THE /
DETECTION




6 DIA
906
(INOHJLYVYINS)

EDIE [CR.ENEBEL.

US 10,944,296 B2

06
(Y31NdWOD 1319v1)
3DIA3A ¥3IAIFDIY

.4
gl
-~
&
&N
2
i
7).
ye—
gl
—
g |
X
o
o~
>
016
806 0 (IDINIA YILLIWSNVYL
(43LNdWOD dO1dV1) HIMOd SSTITIYIM) 9NH NdM

3DIAIA HIAIFDIY n\»
006

U.S. Patent




US 10,944,296 B2

Sheet 10 of 24
N
oY)
-
o
N
N
-
H .
e a .
N
4} -
i
| ” .
N
4; -
L
. _
v
-
-
o
N\
(-]
i

N TN N TN

= —= — = SN
~ Vol 800T
~
2 2N TN I
= —= NS —=
> 900T 00T

Q€01 @% ¢001

0001 O70T H31NOY 10IA3d Y3AIF03Y @

d3L1INSNVYHl 44MOd

SOT SJANIN

AJOMLIN HSIN 4dMOd SST1JHIM

U.S. Patent



2 L
o VII DO
&
3
- AN 0ZTT
= . T 4
” VItL S0TT S| YOMLIN |
- N /M Y3LSIDIY |
L _
ZT11 OTTT 9011
.4
-
-~
&
2 77 d
2
m\nu POTT (071
PIAIA YILINSNVY L STIT _ IDIAIA YILINSNYYL
HIMOJ ¥31N0Y NdM HIMOd ¥3LNOY
- I4-IM/43LN0OY 14-IM/H31LNOY
= Z1Y3IHVY31/ANVE-X Z1¥3IHVYIL/ONVE-X
o
m JaAI3S uley) 320|g 03 Z HIAYIS - T HIAYIS

SUIpU3S 0] J0LId UONBIIJIIDA
‘AJ11Uap| ‘uoiiednuayiny

NIVHI
A0014

NIVHO
A0018

421A3d H3AI3O 1Y @

SOT SANI

o9LT1
1OVH1INQD LUVIAS

00TT \»

U.S. Patent



US 10,944,296 B2

Sheet 12 of 24

Mar. 9, 2021

U.S. Patent

ViLL

Q

V)

VOL1
FIIAIA HALINSNVYL

HIMOd H31NOY
14-IM /83 1NOY
Z1YIHVYIL/ANVYE-X

Clll

dll "Old
S,
OTTT Octl
|— = — - 8011 90TT
| YIAYIS NIVHD |
| dD0183Lvadn S~
| '3 IQONY3LSIO | " Mw
Z4N)
maVy’i. "
NdM 3DIA30 YILIWSNVYHL
4IMOd ¥3LNOY
I4-IM /431LN0Y

¢ 4dAYIS

L 43AddS
NIVHO
X009

NIVHO
X001

9111
1IOVEINOD LHVINS

00TT \;

Z1¥3HVY31l/aNVE-X

30IA3A d3AIFD3Y @

SOT SANIN




US 10,944,296 B2

Sheet 13 of 24

Mar. 9, 2021

U.S. Patent

I "OId

V)
V)

vill 0Z1T

0)
V)
V)
v)

CLl1 OITT 8011 9011

¢OTT
301A30
POTT d3LINSNVHL HAMOd
10IA3A0

HI1NOY 1H-IM /431NOY
Z143HVYY31/ANVE-X

LT TN
( NIVHD \
( D078 1Lvadn

—\ R
......_.._.........i...\)..........._..

d3ALINSNVYHL HdMOd
43LNOY I4-IM /d3LNoY
Z1Y43IHVY3I1/ANVE-X

¢ 43ANHAS
NIVHO e o
0014

L 43dAH4S
NIVHO
A2014

ENAE ORENEOEE. @

9lll SOT SANI

1OVHINOD LHVINS

00TT K»



a
oo
6 .
S \ 448 K|
I XN
&\ .'
—3
o
Z PITT
CLIT OTTT 80TT 90TT
FOTT N N )ﬂ“
321A3Q YILINSNVYL S S
X 4IMOd ¥31N0Y
= 14-IM /431N0Y
< Z1¥3IHVYI1/ANVE-X
3 _ 4 4
= 2021
—ZOT1T
_ 1 3Q0ON 40 301A3A YILIASNYYL
S == T HIUNLOVINNYA HIMOd H3LNOY
& _ P 14-IM /43LNOY
N | 403IVSNONIVHD / Z I4IHVYIL/ANVE-X
m D018 31vadn,
z_q_\.,_omn_owwm Z YINY3IS T YIAY3S
| ] NIVHD NIVHD 3DIA3A HIAITDIY
£AX -3dAL | HOSN3S M09 M09 @
pETT ‘I
NIVHD 20189 201 SANT
9TTT
p0TT 1DVYINOD LYVINS

U.S. Patent



US 10,944,296 B2

Sheet 15 of 24

Mar. 9, 2021

U.S. Patent

dcl "ODIA
pTTT 148!
=g =
80TT 00LT Z0TT
444 OTTT _ 12IA3A YILIWSNVYL
. _ 4IMOd ¥31NOY
VOTT T T T = I4-1M /431N0Y
3DIA3A YILIWSNVYL Z14IHVYIL/ANVE-X
4IMOd 431NO0Y T T T 7
MO 9 | O4NI4 3A0ON |
3IM /43LNOY /M ¥IA¥IS NIVHD
Z143IHYYIL/ANVE-X | ~ 2N 80cl
- £h) 1 Opowalvadn; T \\
NIVINOQ D9V
1 3AON 40 0L 4105 ]
HIYNLOVINNYIA ZAX -3dAL | YOSN3IS
vECT Al
2071 NIVHI 2019
¢ YIAY3S T 43IAYIS
NIVHO ... | NIVHD 3D1A3A YIAIFOIY @
pelegl: N201d
SOT SHNIT
9TTT
LOVYINOD LYVINS



]
a'a .
& JC1 "OIA
3
| YTTT
m 0CTT
\ X
S ——
7P,
- ZTTT OTTL 80TT -
vOTT " N COTT X
IDIAIA HILNSNVYL < I 3DIA3Q HALINSNVEL
m HIMOd ¥ILNOY HIMOd ¥I1NOY
S I4-IM /431N0Y I4-1M /431N0Y
NIVINOQ D9V
= - Z14IHVYHI1/ANVE-X
. Z1Y4IHVYIL/ANVE-X /ANV % 01 410S m
= & . ZAX :3dAL | yOSN3S
7 c0CT _ vECT Al
| NIVHD D014
= 4 3AON 40 0%
S HIUNLOVANNYIA
ﬁh., _ _
g 'NIVHD _
= -~ 0179 31vadn "
,Z--71'Q31SNY14 3GON
Z YAAY3S TY3IAYIS | 0~ | .
NIVHD |[...| NIVHD
= ¥0018 X018
P
~— . _
Dnla ._ _. 3DIA3A YIAIIDIY @
) oTTT
) 1IVYINOD 1HVIAS SOT SHNIT
-



US 10,944,296 B2

Sheet 17 of 24

Mar. 9, 2021

U.S. Patent

VILL

N
=

CLLL

2T
yOTT S

3IIA1A H31INSNVYYL
ddMOd 411N0Y

14-IM /431N0Y
Z1Y4IHVYHIL/ANVE-X
02T
4 3AON 40
YIYNLIOVINNYIN

OTL1

aci "Old

OCILI

8011 9011

T

ZOTT
3DIAIA YILIWSNVYL
YIMOd 43LNOoY
I4-IM /d3LN0Y TS %

Z1YIHVYIL/ANVE-X

U HJAYIS T 4JAY3S
NIVHO P NIVHO
0014 A2014

9111
1IVHINOOD LHVINS

" 04NI 4 3AON
_~7 [M ¥3AY3S NIVHD
Lo _v_uodm 31vadn

NIVINOQ 08V
.01 d10S 1
ZAX -ddAL | YOSN3S
vecl -dl

NIVHO X0014

380C1

ERIAC(CRENEOEL. @

SOT SANIT




]
w HCI "OIA
&N
2...;
~t VITT 0ZTT
=~
3 TN
= =
7P,
-
CTITT OITT S0TT
2N X N
yOTT —— —— =
N 1DIAIA YILIWSNVYL 70TT
S 4IMOd ¥31N0OY 301A3A YILIWSNVYL NIVINOQ Jav
= 4-IM /d31NO0Y MAMOd ¥ILNON 0L d10S
5 Z1¥IHVYIL/ANVE-X —~ % H-IM /HAL N0 & ZAX -3dAL | HOSN3S
7 Z14IHVYIL/ANVE-X vecl -di
cOCl NIVHD D019
= 4 3AON 40
—
&N
.
o~
> | k
_ J NIVHD JD019 “
U HIAY3S TYInYIs | 7 3Lvdan dalsnal
-
- NIVHD |... | NIVHD AONJJOON
- D014 DO
a _ _ IDIAIA HIAIIDIY @
» 9TTT
U. 1DVHINOD 14VINS SOTL SANIT ——



@\

aa

=

S PITT

4

S N

S — =

7P,

= CITT
-

-

gl

-~

-

&N

Y

E

e

P,

= VOTT

~ 3DIA3IQ ¥31NOY

N /Y31 LIWSNVYL ¥IMOd

=

>

U.S. Patent

Vel O

Ol11 S0TT

V)
vl

¢ 43Ad3S

NIVHO NIVHO

A0014d A0014

9111
1IVHLINOD 1LHVINS

T 4dAd3S

OCL1

v)

ﬂ,/ T
90TT NN A DENnd
> /M 1SIND3IY AN3S

CO11
10IA30 411.N0Y

/HIL1IWSNVYYL YIMOd

JOIA3A d3AIF0]Y @

SOT SHNIT




US 10,944,296 B2

Sheet 20 of 24

Mar. 9, 2021

U.S. Patent

del DA
PITT
-2
e -m =TT
J1VIIINIHINY _ CTTT OTTT 80TT
O1 NIVHD |
2078 11NSNOD |
|||||||||| - )ﬂ“ )ﬂ“ )ﬂ“
01T
3DIA3A Y31NOY
/HILLIWSNVHL HIMOd
(") AANOIS J A ELYVED T YIAY3IS
ATIVLIDIA | YOSN3S NIVHD |... NIVHD
D019 D014
NIVHD D019
OT1T
bOST 1IVHYINOD LHVINS

V)

OCL1

V)

9011

Z0TT
3DIA3Q ¥31NOY
JHILLIWSNVYYL YIMOd

10IA310 H4AI10dd

SOT SANIT

S



US 10,944,296 B2

Sheet 21 of 24

Mar. 9, 2021

U.S. Patent

VLLL

CLLL

01T
JDIAIA YILIWSNVYL
YIMOd ¥3LNO0Y
I4-IM /43LNOY

Z1¥IHVYIL/ANVE- xé

\4A4BIK|

OLLI1 S0TT

S>> >
Z0TT
30IAIQ YILINSNVYL
¥IMOd ¥3LNOY

14-IM /431LN0OY——_
Z1Y43IHVYIL/ANVE-X

U HJAYIS T 4JAY3S
NIVHO ¢ oo NIVHO
0014 A2014

OTT1
1IOVHINQOD 14VINS

OCLL

_ 371H04d NOILVDO1
.\ /M NIVHD
- "v_uos 31vadn

140 31140¥d 3
Ji44vyL | 9OSNIS

NIVHI 00149

cOrl

10IA10 H4AI10dd @

SOT SANIT




]
w adri OIA
)
2.-..;
4
4
S
= SN . T T T
— ANy
o ‘_' _ ‘_' /,. JIVYDIN “

_
= PTTT oett /0 L _____ ) 90TT

ZTTT OTTT s0Ll
2T N S COLL

< VOTT S S o= 9IAIA YILIWSNVYL
A IDIAIA HILINSNVYL YIMOd ¥71NOY
X 43IMOd 41NOY 4-IM /43LNOY
o 14-IM /43LN0Y Z14IHVYIL/ANVE-X
@ Z1¥IHVYIL/ANVE-X _ % Mw
m\ﬂu -
ye—
gl
~ 4140 311404d
o 44wy | dOSNIS
. Z0PT
G NIVHD Y0014

R <EVREN 1 434AYH3S

NIVHO NIVHO
A0019 0019

or1l
1IOVHINOD LUVIAS

ERIAE(CR.ENEOEL. @

SOT SANIT

U.S. Patent



US 10,944,296 B2

Sheet 23 of 24

Mar. 9, 2021

U.S. Patent

V1 "OIA
VILL 0CTT
S — =
S0TT
ZT1T 0TITI
YOTT )n“ _ )n“ )n“
IDIA3A YALIWSNVYY cOLL
4JIAdA HA1INSNVHL
d3dMOd 431N0Y YIMOd ¥3LNOY 90TT
14-IM /431NOY 14-IM /431NOY
Z1MIHVHIL/ANVE-X & Z1¥3HVYIL/ANVE-X
A
T 2 140 311404d
- NIVHD %2078 Ol _ 44wyl |HOSNIS
' 311404d AIAYISE0 _
_ MYdING | _ NIVHD D019
U YIAY3S T YIAY3S -
NIVHD |...| NIVHD
D019 D014
7/ 19IA3A Y3IAITDIY @
9TTT
1DVHINOD 1HVIAS SOT SHNIT




U.S. Patent Mar. 9, 2021 Sheet 24 of 24 US 10,944,296 B2

*/ 1500

1502

1504
POWER TRANSMITTER/ROUTER RECEIVES
NETWORK REGISTRATION REQUEST FROM
RECEIVER NODE
1506
CAUSE VALIDATION OF RECEIVER NODE INFO.
USING BLOCK CHAIN
1508
CAUSE UPDATE TO BLOCK CHAIN BASED ON
AUTHENTICATION, IDENTITY AND
VERIFICATION
1510

USE UPDATED BLOCK CHAIN TO CONTROL
BEHAVIOR AND TRANSFER POWER FROM
TRANSMITTER TO RECEIVER NODE

1512




US 10,944,296 B2

1

RECEIVER DEVICE FOR FACILITATING
WIRELESS POWER RECEPTION

FIELD OF THE INVENTION

The present disclosure relates to the field of wireless
charging and, in particular, to devices for wireless power
transmission and reception.

BACKGROUND OF THE INVENTION

Radio-frequency (RF)-based wireless technology enables
three diflerent basic system functions, namely, wireless
communication (data/voice), wireless sensing (parameter),
and wireless powering transmission (energy). The first two
well-known wireless applications are found today in numer-
ous social and economic activities, which have been trans-
forming our daily life. However, the terahertz wireless
power transmission (WPT), which 1s unknown at least
publicly, has not yet been developed and established as one
of the fundamental driving forces for wireless powering
(charging) of mobile devices.

Further, portable electronic devices such as smartphones,
tablets, notebooks, and other electronic devices have
become an everyday need in the way we communicate and
interact with others. The frequent use of these devices needs
a significant amount of power, which may easily deplete the
batteries attached to these devices. Therefore, a user 1s
frequently needed to plug in the device to a power source
and recharge such devices. This may require having to
charge electronic equipment at least once a day, or in
high-demand electronic devices more than once a day.

Such an activity may be tedious and may represent a
burden to users. For example, a user may be required to
carry chargers 1n case his electronic equipment 1s lacking
power. In addition, users have to find available power
sources to connect to. Lastly, users must plugin to a wall or
other power supplies to be able to charge electronic devices.
However, such an activity may render electronic devices
inoperable during charging.

Current solutions may include TOT low power sensors,
and smartphones, tablets and other electronic devices using
rechargeable batteries. However, the aforementioned
approach requires a user to carry around extra batteries, and
also make sure that the extra set of batteries 1s charged.
Solar-powered battery chargers are also known, however,
solar cells are expensive, and a large array of solar cells may
be required to charge a battery of any significant capacity.
Other approaches imnvolve a mat or pad that allows charging
of a device without physically connecting a plug of the
device to an electrical outlet, by using electromagnetic
signals. For example, harvesting (RF) energy typically uti-
lizes directional antennas to target and deliver energy to a
device and utilizes a directional pocket of energy and
wavelorm operating in the 2.4/5.8 GHz radio frequency
range. In this case, the device still requires to be placed in
a certain location, and orientation for a period of time 1n
order to be charged. Assuming a single source power trans-
mission of electromagnetic (EM) signal, a factor propor-
tional to 1/r reduces an EM signal power over a distance r;
in other words, 1t 1s attenuated proportionally to the square
of the distance. Thus, the received power at a large distance
from the EM transmitter 1s a small fraction of the power
transmitted. To increase the power of the received signal, the
transmission power would have to be boosted. Assuming,
that the transmitted signal has an eflicient reception at three
centimeters from the EM transmitter, receiving the same
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signal power over a useful distance of three meters would
entail boosting the transmitted power by 10,000 times. Such
power transmission 1s wastetul, as most of the energy would
be transmitted and not received by the intended devices, 1t
could be hazardous to living tissue, 1t would most likely
interfere with most electronmic devices in the immediate
vicinity, and 1t may be dissipated as heat. In yet another
approach such as directional power transmission, 1t would
generally require knowing the location of the device to be
able to point the signal in the right direction to enhance the
power transmission elliciency. However, even when the
device 1s located, eflicient transmission 1s not guaranteed
due to reflections and interference of objects in the path or
vicinity of the receiving devices. In addition, 1n many use
cases, the device i1s not stationary, which 1s an added
difficulty.

In addition, 1n currently available wireless charging solu-
tions, there 1s madequate security associated with power
transier. In particular, there are no mechanisms 1n place to
ensure that power transfer 1s provided only to authorized
devices.

Further, existing wireless chargers are designed to charge
specific electronic devices that are generally co-designed
with corresponding wireless chargers. In other words, both
the wireless transmitter and a wireless receiver are designed
as a pair to be matched 1n terms of parameters of power
transfer. Accordingly, the wireless transmitter of existing
wireless chargers 1s not capable of supplyving power to
multiple electronic devices with varying parameters. Fur-
thermore, the wireless recerver 1s required to be placed at a
specified distance 1n order to provide eflicient and/or timely
charging. In other words, any deviation in the distance
between the wireless transmitter and the wireless receiver
may result 1 inefliciencies and/or msuilicient transier of
power.

Additionally, 1 existing wireless charging networks and
systems, there 1s no monitoring of the wireless power
transier process. In other words, a user 1s largely unaware of
the operational status of the power transter process. The only
way that a user may realize that power transfer 1s taking
place 1s by noticing a change in a level of a battery of a
receiver device. Furthermore, this requires a user’s presence
near the wireless charger and/or receiver 1n order to monitor
and ensure the proper transier of power.

Finally, 1n existing wireless charging solutions, there 1s
inadequate security and authentication associated with
power transier. In particular, there are no mechamsms in
place to ensure that power transfer 1s provided only to
authorized and authenticated devices.

Further, there 1s an increasing interest in blockchain
technology and the Internet-of-Things (Io1) where small
computing sensors and mobile devices are embedded 1n
everyday objects and environments. However, providing
power to such small computing sensors and mobile devices
1s a challenge, as these sensors and computing devices
become smaller and more numerous. Directly plugging
these devices to provide power 1s 1nconvenient and 1s
difficult at large scale.

Low-Power and Lossy Networks (LLNs), e.g., sensor
networks, have a myriad of applications, such as Smart Grid
and Smart Cities. Various challenges are presented with
LLNs, such as lossy links, low bandwidth, battery operation,
low memory and/or processing capability of a device, etc.
Changing environmental conditions may also aflect device
communications. For example, physical obstructions (e.g.,
changes 1n the foliage density of nearby trees, the opening
and closing of doors, etc.), changes 1n interference (e.g.,
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from other wireless networks or devices), propagation char-
acteristics of the media (e.g., temperature or humidity

changes, etc.), and the like, also present unique challenges to
LLNs. For example, an LLN may be an Internet of Things
(Io'T) network 1n which “things,” e.g., uniquely identifiable
objects such as sensors and actuators, are interconnected
over a computer network.

In IoT and similar networks, mobile nodes may register
with different local networks as they move. For example, a
person may carry a number of wearable sensors (e.g., heart
rate monitor, blood glucose meter, etc.) that connect to
different networks as the user travels (e.g., through a com-
munity, between diflerent tloors of a building, etc.). Each of
these sensors and the various networks may have their own
registration and authentication mechanisms that can con-
sume multiple resource cycles, depending on how fast the
objects are moving.

Therefore, there 1s a need for improved methods and
system for wirelessly charging electronic devices that may
overcome one or more of the abovementioned problems
and/or limitations.

SUMMARY

This summary 1s provided to itroduce a selection of
concepts 1 a simplified form, that are further described
below 1n the Detailed Description. This summary 1s not
intended to identily key features or essential features of the
claimed subject matter. Nor 1s this summary intended to be
used to limit the claimed subject matter’s scope.

According to some embodiments, a receiver device for
facilitating wireless power reception 1s disclosed. The
receiver device may include a receiver transceiver config-
ured for wirelessly communicating with at least one trans-
mitter device. Further, the receiver transceiver may be
configured for receiving at least one transmitter character-
1stic data from the at least one transmitter device. Further,
the recerver transceiver may be configured for transmitting,
at least one receiver characteristic data to the at least one
transmitter device. Further, the at least one transmitter
device may be configured for controlling transmission of
wireless power based on the at least one receiver character-
istic data. Further, the receiver transceiver may be config-
ured for receiving wireless power transmission ifrom the at
least one transmitter device. Further, the receiver transceiver
may be configured for converting the wireless power trans-
mission 1nto electrical energy. Further, the receiver device
may include a receiver processing device commumnicatively
coupled to the receiver transceiver. Further, the receiver
processing device may be configured for analyzing the at
least one transmitter characteristic data. Further, the receiver
processing device may be configured for determining capa-
bility of the at least one transmitter device for transmitting,
wireless power receivable by the recerver device based on
the analyzing. Further, the receiver device may include a
receiver storage device configured for storing the at least one
receiver characteristic data. Further, the receiver device may
include a power output port communicatively coupled with
the recerver transceiver. Further, the power output port may
be configured to be interfaced with at least one power input
port of at least one electronic device. Further, the power
output port may be configured for supplying the electrical
energy to the at least one electronic device.

Both the foregoing summary and the following detailed
description provide examples and are explanatory only.
Accordingly, the foregoing summary and the following
detailed description should not be considered to be restric-
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tive. Further, features or variations may be provided in
addition to those set forth herein. For example, embodiments
may be directed to various feature combinations and sub-
combinations described in the detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

-

The accompanying drawings, which are incorporated 1n
and constitute a part of this disclosure, illustrate various
embodiments of the present disclosure. The drawings con-
tain representations of various trademarks and copyrights
owned by the Applicants. In addition, the drawings may
contain other marks owned by third parties and are being
used for illustrative purposes only. All rights to various
trademarks and copyrights represented herein, except those
belonging to their respective owners, are vested 1n and the
property of the applicants. The applicants retain and reserve
all rights 1n their trademarks and copyrights included herein,
and grant permission to reproduce the material only 1n
connection with reproduction of the granted patent and for
no other purpose.

Furthermore, the drawings may contain text or captions
that may explain certain embodiments of the present disclo-
sure. This text 1s included for illustrative, non-limiting,
explanatory purposes of certain embodiments detailed in the
present disclosure.

FIG. 1 1s a block diagram of a receiver device for

facilitating wireless power reception 1 accordance with
some embodiments.

FIG. 2 illustrates exchange of pairing data between a
wireless transmitter device and a wireless receiver device for
facilitating wireless power transfer using terahertz frequen-
cies, 1n accordance with some embodiments.

FIG. 3 illustrates a system for facilitating wireless transfer
of power configured to adapt wireless transmission of power
from a transmitter device to a plurality of receiver devices,
in accordance with some embodiments.

FI1G. 4 illustrates a system for facilitating wireless transter
of power configured to transmit an alert to a user device
regarding the wireless transmission of power from a trans-
mitter device to a receiver device, 1n accordance with some
embodiments.

FIG. § 1illustrates wireless power transier protocol stacks
associated with the transmitter device and the receiver
device, 1n accordance with some embodiments.

FIG. 6 1illustrates a flowchart of a method of performing
wireless power transier using terahertz frequencies, 1n accor-
dance with some embodiments.

FIG. 7 1llustrates a flowchart of a method of performing
wireless power transier using terahertz frequencies, 1n accor-
dance with some embodiments.

FIG. 8 illustrates a flowchart of a method of performing
wireless power transier using terahertz frequencies by trans-
mitting an alert to a user device, 1n accordance with some
embodiments.

FIG. 9 1llustrates an environment in which the disclosed
systems and methods may operate.

FIG. 10 illustrates an example of a blockchain based
wireless power mesh network, in accordance with some
embodiments.

FIGS. 11A-C 1llustrate examples of blockchain receiver
node registration with a wireless power mesh network, in
accordance with some embodiments.

FIGS. 12A-E illustrate examples of power transmitter
node validation using a blockchain, 1n accordance with some
embodiments.
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FIGS. 13A-B illustrate examples of a power transmitter
device node using blockchain to authenticate, 1dentity, and
verily a unique paring request, i accordance with some
embodiments.

FIGS. 14A-C illustrate examples of a power transmitter
device node and receiver node using a bock chain to
authenticate to detect a unique paring request for power
transmission, 1n accordance with some embodiments.

FIG. 15 1s a flowchart of a method of wireless charging
using blockchain in a network, in accordance with some
embodiments.

DETAIL DESCRIPTIONS OF TH

T

INVENTION

As a preliminary matter, 1t will readily be understood by
one having ordinary skill in the relevant art that the present
disclosure has broad utility and application. As should be
understood, any embodiment may incorporate only one or a
plurality of the above-disclosed aspects of the disclosure and
may further incorporate only one or a plurality of the
above-disclosed {features. Furthermore, any embodiment
discussed and 1dentified as being “preferred” 1s considered
to be part of a best mode contemplated for carrying out the
embodiments of the present disclosure. Other embodiments
also may be discussed for additional 1llustrative purposes 1n
providing a full and enabling disclosure. Moreover, many
embodiments, such as adaptations, variations, modifications,
and equivalent arrangements, will be implicitly disclosed by
the embodiments described herein and fall within the scope
of the present disclosure.

Accordingly, while embodiments are described herein 1n
detail 1n relation to one or more embodiments, 1t 1s to be
understood that this disclosure 1s 1llustrative and exemplary
of the present disclosure, and are made merely for the
purposes of providing a full and enabling disclosure. The
detailed disclosure herein of one or more embodiments 1s
not intended, nor 1s to be construed, to limit the scope of
patent protection afforded in any claim of a patent 1ssuing,
here from, which scope 1s to be defined by the claims and the
equivalents thereol. It 1s not intended that the scope of patent
protection be defined by reading into any claim a limitation
found herein that does not explicitly appear 1n the claim
itself.

Thus, for example, any sequence(s) and/or temporal order
of steps of various processes or methods that are described
hereimn are 1illustrative and not restrictive. Accordingly, it
should be understood that, although steps of various pro-
cesses or methods may be shown and described as being 1n
a sequence or temporal order, the steps of any such processes
or methods are not limited to being carried out 1n any
particular sequence or order, absent an indication otherwise.
Indeed, the steps 1n such processes or methods generally
may be carried out in various different sequences and orders
while still falling within the scope of the present invention.
Accordingly, it 1s intended that the scope of patent protection
1s to be defined by the 1ssued claim(s) rather than the
description set forth herein.

Additionally, 1t 1s important to note that each term used
herein refers to that which an ordinary artisan would under-
stand such term to mean based on the contextual use of such
term herein. To the extent that the meaming of a term used
herein—as understood by the ordinary artisan based on the
contextual use of such term—diflers in any way from any
particular dictionary definition of such term, 1t 1s intended
that the meaning of the term as understood by the ordinary
artisan should prevail.
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Furthermore, it 1s important to note that, as used herein,
“a” and “an” each generally denotes “at least one,” but does
not exclude a plurality unless the contextual use dictates
otherwise. When used herein to join a list of items, “or”
denotes “at least one of the items,” but does not exclude a
plurality of items of the list. Finally, when used herein to join
a list of items, “and” denotes “all of the items of the list.”

The following detailed description refers to the accom-
panying drawings. Wherever possible, the same reference
numbers are used in the drawings and the following descrip-
tion to refer to the same or similar elements. While many
embodiments of the disclosure may be described, modifi-
cations, adaptations, and other implementations are possible.
For example, substitutions, additions, or modifications may
be made to the elements 1llustrated in the drawings, and the
methods described herein may be modified by substituting,
reordering, or adding stages to the disclosed methods.
Accordingly, the following detailed description does not
limit the disclosure. Instead, the proper scope of the disclo-
sure 1s defined by the appended claims. The present disclo-
sure contains headers. It should be understood that these
headers are used as references and are not to be construed as
limiting upon the subjected matter disclosed under the
header.

The present disclosure includes many aspects and fea-
tures. Moreover, while many aspects and features relate to,
and are described in, the context of wireless charging of
clectronic devices, embodiments of the present disclosure
are not limited to use only 1n this context.

Overview

The present disclosure provides wireless power network
(WPN) applications and mechanisms. In particular, the
present disclosure provides terahertz wireless power trans-
mission for (charging) recerver devices utilizing a terahertz
power transmission wave. It should be understood that
applications and mechamsm of the disclosed techniques are
not limited to the foregoing examples. Accordingly, all
improvements and transformations shall fall within the
protection scope of the present disclosure.

Terahertz wave—also known as sub-millimeter radiation,
terahertz radiation, tremendously high frequency, T-rays,
T-waves, T-light, T-lux or THz——consists of electromagnetic
waves within the ITU-designated band of frequencies from
0.3 to 3 terahertz (THz; 1 THz=10"* Hz).

Accordingly, 1n some embodiments, Terahertz wireless
power-based methods and systems for power transmission
are provided. Terahertz wireless power-based methods and
systems for power transmission may implement rapid trans-
mission of power (charging) between many receiver
devices. Additionally, the methods and systems may 1mple-
ment a novel Artificial Intelligence (Al) interactive algo-
rithm model in the terahertz transmitter device and/or
receiver devices. Accordingly, power transmission and data
interaction may be performed quickly, stably and securely.

The methods and systems may implement optimization
on a physical structure of a Wireless Power Network (WPN)
product based on wireless power transmission, thus may
allow completion of transmission and exchange of power
and 1n a scenario in which a power transmission medium 1s
highly secured. The methods and systems may provide bulk
transmission of power, which may be managed through the
WPN which employs the use of artificial intelligence and
deep learming that 1s scalable and can be accessed every-
where.

A terahertz wireless power-based method for power trans-
mission may include placing a terahertz receiver device
within a terahertz wireless signal search range of a terahertz
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transmitter device. Further, the terahertz transmitter device
and the terahertz receiver device may be configured to
mutually detect whether a function of transmitting and
receiving power through a terahertz wireless signal 1s avail-
able 1n each other. If both the terahertz transmitter device
and the terahertz receiver device detect mutually availability
of the function of transmitting and receiving power through
a terahertz wireless signal, connection and a unique match
(1.e. pairing) may be performed between the terahertz trans-
mitter device and the terahertz receiver device. When a
connection and paring are successiul, the terahertz transmut-
ter device may send power to the terahertz receiver device
through a terahertz wireless signal. Further, in some embodi-
ments, the mitiation of power transier may be based on a
voice user interface instruction (e.g. a voice command
provided a user).

In another embodiment, a terahertz wireless power-based
method for power transmission may include placing a por-
table terahertz transmitter device within a terahertz wireless
signal search range of a terahertz receiver device and per-
forming connection and unique match between the terahertz
transmitter and terahertz receiver device. When connection
and paring are successiul, the terahertz transmitter device
may send power and data to the terahertz recerver device.

In a further embodiment, a terahertz wireless power-based
system for power transmission may include a terahertz
transmitter device connected and paired to many other
terahertz receiver devices, and sending power to the many
other terahertz receiver devices via a terahertz wireless
signal according to a user instruction. The system located on
the wireless power network (WPN) may further include
many other terahertz receiver devices for receiving the
power sent by the terahertz transmitter device via the
terahertz wireless power signal.

Terahertz wireless power-based methods and systems for
power transmission are provided. To make the objectives,
technical solutions and advantages clear, the methods and
systems are described in detail with reference to the accom-
panying drawings. It should be understood that the specific
embodiments described herein are for illustrative purposes
and are not intended to limit the claimed mvention in any
way.

Terahertz wireless power-based methods and systems for
power transmission may include a terahertz transmitter
device and a terahertz receiver device placed within an
cllective distance of each other and, by means of connection
and unique match, the terahertz transmitter device recerves
communications data from the terahertz receiver device and
alter recerving the communication data, the terahertz trans-
mitter device can transmit power to the terahertz receiver
device via a terahertz wireless power signal.

According to some embodiments, the present disclosure
provides a terahertz wireless power-based method for power
transmission. Accordingly, when power transmission 1s
required, the method may include placing a terahertz
receiver device within a terahertz wireless signal search
range ol a terahertz transmitter device and performing
connection and unique match between the terahertz trans-
mitter device and the terahertz receiver device.

A terahertz transmitter device and a terahertz receiver
device together may support terahertz wireless power trans-
mission. A terahertz transmitter device and a terahertz
receiver device may be respectively referred to as a first
node and a second node. High-speed power and data trans-
mission may be performed between the two nodes. Power
transmission 1s unilateral and any data communication may
be bilateral. A terahertz transmitter device may transmit
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communication data to a terahertz receiver device. A tera-
hertz receiver device may transmit communication data to a
terahertz transmitter device. Data 1s structured providing
registration process that identities the type of device, calcu-
lates the distance from the transmitter to the receiver and
detect how much of a battery charge the mobile receiver
device needs.

A terahertz recerver device can consist of Internet of
Things (IoT) devices, mobile electronic devices, Smart-
phones, Wearables, Tablets, Gaming consoles and control-
lers, e-book readers, Remote controls, Sensors (in automo-
biles or such as thermostats), autonomous vehicles, Toys
Rechargeable batteries, Rechargeable lights, Automotive
accessories and Medical devices etc. A terahertz receiver
device may receive power (charge) from a terahertz trans-
mitter device. A terahertz transmitter device 1s located 1n the
in the wireless power network (WPN) 1n the cloud may be
connected to a graphics process (GPU) machine based bulk
storage database 1n which bulk data may be stored. A bulk
storage database may include multiple overlying business
functions utilizing Artificial Intelligence (Al), Deep Leamn-
ing and Computer Learning, thus a relationship between the
terahertz transmitter device connected to the GPU machine-
based storage database and a terahertz receiver device may
be a master-slave relationship between a WPN and a client
terahertz receiver. The terahertz transmitter device con-
nected to a bulk storage database may be a node that 1s
equivalent to other storage devices, and all the data and
power transmission between any two nodes may be a
point-to-point coordinating relationship. Therefore, a tera-
hertz transmitter device may transmit power to a terahertz
receiver device and the terahertz receiver device may also
transmit data stored in the WPN therein connected to the
terahertz transmitter device.

A terahertz recerver device may be placed within a certain
distance of one another, wherein the distance may be an
ellective distance of terahertz wireless data communications
and power transmission. A coverage area ol a terahertz
wireless signal may be limited, thus terahertz devices may
be placed within an effective distance such that connection
and unique match, power transmission, and the like may be
performed.

First and terahertz receiver devices may validate each
other so as to guarantee the security of the power transmis-
sion. When a connection and unique match between a first
transmitter and terahertz receiver device are not successtul,
a connection and unique match error may be prompted.
Alternatively, or additionally, a dialog may be presented to
a user. Subsequent to a connection and unique match failure,
a user may select whether to perform connection and unique
match again. A prompting body may be either the first
transmitter or the terahertz recerver device. When a connec-
tion and unique match between first and terahertz receiver
devices are successiul, a power transmission process may be
performed.

When connection and paring are successiul, power may
be sent by a terahertz transmitter device to a terahertz
receiver device using a terahertz wireless signal according to
a user 1struction. When connection and paring between the
terahertz transmitter device and the terahertz recerver device
are successiul, a connection may be established between the
terahertz transmitter device and the terahertz receiver
device, and power transmission may be performed accord-
ing to a user instruction. A power transmission may be
performed using a terahertz wireless signal. A terahertz
(THz) wave may be a terahertz ray. A terahertz ray may be
an electromagnetic wave having an electromagnetism fre-
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quency between 0.1 THz and 10 THz (wavelength 1s
between 3 mm and 30 um), and a wave range between
microwave and far infrared rays. Based on the characteris-
tics of larger transmission capacity and better directivity of
a terahertz (THz) wireless communications, a transmission
power rate ol a terahertz wave may reach 10 Gbps. There-
fore, a terahertz wave may include transmission of power
and structured bulk data. Terahertz wireless communications
may implement power transmission quickly, securely and
stably.

Point-to-point power transmission may be implemented.
A terahertz transmission device may transmit power to a
plurality of terahertz transmission transmitter devices at the
same time, thus, improving power transmission efliciency.

According to some embodiments, the present disclosure
provides a Wireless Power Network (WPN) analogous to a
Wi-F1 network for data connectivity. Accordingly, multiple
receiver devices (E.g. smartphone, tablet, laptop computer,
light bulbs, fans etc.) may be configured to receive wireless
power transfer from a transmitter device of the WPN.
Accordingly, the multiple recerver devices may be config-
ured to detect the availability of the transmitter device for
providing wireless power transfer. Further, the multiple
receiver devices may also be configured to exchange data
with the transmitter device over one or more communication
channels (e.g. Bluetooth, NFC, Wi-F1, cellular network,
etc.). Based on the exchange of data, a receiver device may
establish 1tself as an authorized device for receiving wireless
power transier from the transmitter device. For example, a
receiver device may be paired with the transmitter device by
use of a unique code associated with the receiver device.
Accordingly, the transmitter device may acknowledge a
power transier request from the recerver device based on the
presence of the unique code within the power transier
request.

According to some aspects, a terahertz wireless power
based method and system (Wireless Power Network) for
power transmission 1s disclosed. The terahertz wireless
power based method and system comprising use of wireless
power transmission application and system (WPN) for the
(charging) of a terahertz transmitter and terahertz receiver
devices utilizing a terahertz power transmission wave.

According to further aspects, a terahertz wireless power
based method for power transmission, comprising placing a
plurality of terahertz receiver devices within a terahertz
wireless signal search range of a terahertz transmitter device,
wherein the first and the plurality of terahertz receiver
devices automatically and mutually detect whether an oppo-
site side has a function of transmitting power through a
terahertz wireless signal in response to the plurality of
terahertz receiver devices being placed within the terahertz
wireless signal search range of the terahertz transmitter
device, and wherein the first and the plurality of terahertz
receiver devices can consist of Internet of Things (IoT),
mobile electronic devices, Smartphones, Wearables, Tablets,
Gaming consoles and controllers, e-book readers, Remote
controls, Sensors (1n automobiles or such as thermostats)
Toys Rechargeable batteries, Rechargeable lights, Automo-
tive accessories and Medical devices etc.

Further, 1f both the terahertz transmitter device and the
plurality of terahertz receiver devices detect mutually that
the opposite side has the function of transmitting power
through the terahertz wireless signal, automatically connect-
ing and unique match are performed between the first and
the plurality of terahertz receiver devices without user
interaction.
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Further, when the connection and unique match are suc-
cessiul, transmitting, by the terahertz transmitter device, the
power to the plurality of terahertz receiver devices at the
same time by point-to-point transmission using a terahertz
wireless power signal, and according to a user interaction
continuing, pausing, interrupting or retrying the power trans-
mitting. The terahertz transmitter device and the plurality of
terahertz receiver devices are 1n a master and slave relation-
ship and the terahertz transmitter device 1s the master.

According to further aspects, the terahertz wireless
power-based method for power transmission may include,
when the connection and unique match are successiul,
selecting, by the terahertz transmitter device, data according,
to a user mstruction. This includes enabling, by the terahertz
transmitter device, a power transmission process according
to the voice user interface instruction. Further, 1t includes
determining, by the terahertz transmitter device, whether a
state of a power/data transmission process 1s normal.

Further, if the state of the power and a Al enabled data
transmission process 1s normal, controlling, by the terahertz
transmitter device, the power/data transmission process
according to the voice user interface instruction; and 1t the
state of the power/data transmission process 1s abnormal,
prompting the user of a power/data transmission error.

According to further aspects, the terahertz wireless
power-based method for power transmission may include, 1t
the state of the power transmission process 1s normal, the
terahertz transmitter device prompting the user of the state
and a parameter of the power transmission process.

According to further aspects, the terahertz wireless
power-based method for power transmission, may include,
when the connection and unique match are performed
between the first and the plurality of terahertz receiver
devices, performing unique match through exchanging
unique match codes; when unique match codes of the first
and the plurality of terahertz receiver devices are i1dentical,
the connection and unique match are successiul.

According to further aspects, the terahertz transmitter
device comprising at least one of can consist of Internet of
Things (IoT) receiver devices, mobile electronic devices,
Smartphones, Wearables, Tablets, Gaming consoles and
controllers, e-book readers, Remote controls, Sensors (in
automobiles or such as thermostats) Toys Rechargeable
batteries, Rechargeable lights, Automotive accessories and
Medical devices etc.

According to some aspects, a terahertz wireless power-
based method for power transmission 1s disclosed. The
method comprising placing a plurality of terahertz receiver
devices within a terahertz wireless signal search range of a
terahertz transmitter device, and performing connection and
unique match between the first and the plurality of terahertz
receiver devices.

Further, the method may include, when the connection
and unique match are successful, automatically sending, by
the terahertz transmitter device, structured data communi-
cation to the plurality of terahertz receiver devices at a same
time delivering a point-to-point power transmission, using a
terahertz wireless signal, in response to the plurality of
terahertz receiver devices being placed within the terahertz
wireless signal search range of the terahertz transmitter
device.

Further, the structured data communication to be auto-
matically sent 1s determined by a user prior to the connection
and unique match of the first and the plurality of terahertz
receiver devices.

Further, the method may include presenting to a user an
invalidity of the plurality of terahertz recerver devices based
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on an absence of a function therein for transmitting data
through a terahertz wireless signal.

According to further aspects, the terahertz wireless
power-based method for power transmission may include
performing connection and unique match between the first
and the plurality of terahertz receiver devices. Further, the
method may include detecting, by the terahertz transmaitter
device, whether the plurality of terahertz receiver devices
has a function for transmitting power using a terahertz
wireless signal.

Further, the method may include, 11 the plurality of
terahertz receiver devices has the function for transmitting,
data using a terahertz wireless signal, performing connection
and unique match between the first and the plurality of
terahertz receiver devices respectively by accepting an
operation instruction from the user; and 1t the plurality of
terahertz receiver devices does not have the function for
transmitting data using a terahertz wireless signal, prompt-
ing the user of an error.

According to further aspects, the terahertz wireless
power-based method for power transmission may include,
when the connection and unique match are successiul,
selecting, by the terahertz transmitter device, power accord-
ing to a user nstruction.

Further, the method may include enabling, by the tera-
hertz transmitter device, a power, and data transmission
process according to the user instruction.

Further, the method may include determining, by the
terahertz transmitter device, whether a state of the data
transmission process 1s normal; and 11 the state of the power
transmission process 1s normal, controlling, by the terahertz
transmitter device, the data transmission process according
to the user instruction; and 1f the state of the power trans-
mission process 1s abnormal, prompting the user of a power
transmission error.

According to further aspects, the terahertz wireless
power-based method for power transmission may include, if
the state of the power transmission process 1s normal, the
terahertz transmitter device prompting the user of the state
and a parameter of the power transmission process.

According to further aspects, the terahertz wireless
power-based method for power transmission may include,
when the connection and unique match are performed
between the first and the plurality of terahertz receiver
devices, performing unique match through exchanging reg-
istration umque match codes; when registration unique
match codes of the first and the plurality of terahertz receiver
devices are i1dentical, the connection and unique match are
successiul. The registration process will allow devices to be
serviced on the network.

According to further aspects, the plurality of terahertz
receiver devices includes at least one of: can consist of
Internet of Things (IoT) receiver devices, mobile electronic
devices, Smartphones, Wearables, Tablets, Gaming consoles
and controllers, e-book readers, Remote controls, Sensors
(in automobiles or such as thermostats) Toys Rechargeable
batteries, Rechargeable lights, Automotive accessories and
Medical devices etc.

According to some aspects, a terahertz wireless power-
based system for power transmission. The terahertz wireless
power-based system includes a terahertz transmitter device
connected and uniquely matched with a plurality of terahertz
receiver devices, the terahertz transmitter device sending
power to the plurality of terahertz receiver devices at a same
time by point-to-point power transmission using a terahertz
wireless signal according to a user instruction, wherein the
wireless power transmission happens quickly, securely,
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sately and stably 1n response to the plurality of terahertz
receiver devices being placed within the terahertz wireless
signal search range of the terahertz transmitter device.

Further, both the first and the plurality of terahertz
receiver devices are provided with three Al enabled func-
tion: a first function, a second function, and a third function.

Further, the first function 1s a hardware detection layer
which comprises a terahertz transceiver and the WPN. The
terahertz transceiver receiving and sending the data and
power using a terahertz wireless power transmission wave,
and the WPN 1s used for storing the recerver data.

Further, the second function i1s an enable Al software
which manages via WPN that manages power and data
transmission and preferentially selects power and recerver
data.

Further, the third function 1s interactive speech under-
standing voice commands where the WPN will communi-
cate with the recerver device thru a personal digital assistant.
If there 1s an error and the user will be prompted user
through voice commands how to fix the invalidation of the
plurality of terahertz receiver to 1ssue maximum efliciency.

According to further aspects, the terahertz wireless
power-based system for power transmission and the second
function comprises a terahertz cloud-based communication
interface with WPN, a terahertz protocol stack, a power-
packing, and security engine and cloud-based network Al
enabled system and a storage drive. Further, the disclosed
system may include mechanisms for terahertz transmitters
and receivers to report health and receive commands 1s
managed by the WPN. Further, the disclosed system may
include an interface for receiver device manufacturers to
identily the wireless power chip unique match at the OS
level. The terahertz communication interface drive controls
a terahertz transceiver to receive data and send power
transmission.

Further, the disclosed system may include the terahertz
transmitter communication with the (WPN) protocol stack
performs protocol layer data processing on data transmitted
by the data packing and security engine from the terahertz
receiver.

Further, the disclosed system may include the data pack-
ing and security engine performs corresponding processing
on data transmitted by the WPN file system and the terahertz
communication protocol stack.

Further, the disclosed system may include the system
(WPN) and the storage drive call 1n the receiver data 1n the
storage medium on the WPN.

According to further aspects, the terahertz wireless
power-based system for power transmission may include the
power transmission system and the storage drive store
packed and encrypted data 1n a storage medium on the WPN.

According to further aspects, the terahertz wireless power
based system for power transmission may include the WPN
controlling the power transmission process by establishing a
registration process that allows mobile devices to be charged
and serviced on the WPN. The mechamisms for the WPN
allow the transmitter the ability to intelligently locate the
mobile receiver devices, 1dentity the type of device, calcu-
late the distance from the transmitter to the receiver, and
detect how much of a battery charge the mobile receiver
device needs. With this information, the WPN further pro-
vides a state and a parameter of the power transmission
Process.

According to further aspects, the terahertz wireless power
based system for power transmission may include the tera-
hertz transmitter device and the plurality of terahertz
receiver devices includes at least one of: can consist of
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Internet of Things (IoT) receiver devices, mobile electronic
devices, smartphones, autonomous vehicles, wearables, tab-
lets, gaming consoles and controllers, e-book readers,
remote controls, sensors (in automobiles or such as thermo-
stats) toys rechargeable batteries, rechargeable lights, auto-
motive accessories and medical devices etc.;

According to some embodiments, a method and system to
facilitate blockchain based wireless power transfer that
delivers power to devices such as, for example, 10T low-
power sensors and mobile devices are disclosed.

According to some embodiments, a device 1n a network
receives a network registration and power transmission
request from a particular node. The network registration
request comprises information about the particular node.
The device causes performance of an authentication, 1den-
tity, and validation of the information about the particular
node via comparison of the mformation about the particular
node to a distributed blockchain that includes information
regarding the particular node and one or more other nodes.
The device causes an update to the blockchain-based infor-
mation about the particular node and the validation of the
information about the particular node. The device uses the
updated blockchain to control the behavior of the particular
node and any other related node.

According to some embodiments, blockchain based meth-
ods and systems for wireless power transmissions are pro-
vided.

Further, a computer network 1s a geographically distrib-
uted collection of nodes interconnected by communication
links and segments for transporting data between end nodes,
such as mobile devices, personal computers, and worksta-
tions, or other devices, such as sensors, etc. Many types of
networks are available, ranging from Unstructured or Omni-
directional wireless mesh networks, Structured wireless
mesh networks, peer to peer (P2P), local area networks
(LANSs) to wide area networks (WANSs). In an unstructured
wireless mesh network, each mesh node typically uses an
Omni-directional antenna and 1s able to communicate with
all the other mesh nodes that are within the transmission
range. Structured wireless mesh networks are planned net-
works typically implemented using multiple radios at each
node location and multiple directional antennas. Peer-to-
peer (P2P) computing or networking 1s a distributed appli-
cation architecture that partitions tasks or workloads
between peers. Peers are equally privileged, equipotent
participants in the application. They are said to form a
peer-to-peer network of nodes. LANs typically connect the
nodes over dedicated private communications links located
in the same general physical location, such as a building or
campus. WANSs, on the other hand, typically connect geo-
graphically dispersed nodes over long-distance communica-
tions links, such as common carrier telephone lines, optical
light paths, synchronous optical networks (SONET), syn-
chronous digital hierarchy (SDH) links, and others. In
addition, a Mobile Ad-Hoc Network (MANET) 1s a kind of
wireless ad-hoc network, which 1s generally considered a
self-configuring network of mobile routers (and associated
hosts) connected by wireless links, the union of which forms
an arbitrary topology.

Further, the radio-frequency (RF)-based wireless technol-
ogy consists of three different basic system functions,
namely, wireless communication (data/voice), wireless sens-
ing (parameter), and wireless powering transmission (en-
ergy). The first two well-known wireless applications have
been found today 1n nearly all social and economic activi-
ties, which have been transforming our daily life. However,
the terahertz wireless power transmission (WPT), which 1s
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unknown at least publicly, has not yet been developed and
established as one of the fundamental driving forces for
wireless powering (charging) of IOT and mobile devices.

Terahertz wave—also known as sub-millimeter radiation,
terahertz radiation, tremendously high frequency, T-rays,
T-waves, T-light, T-lux or THz——consists of electromagnetic
waves within the I'TU-designated band of frequencies from
0.3 to 3 terahertz (THz; 1 THz=1012 Hz).

Further, blockchain-based identity and transaction plat-
forms—Information (e.g., a photo) for a person can be
encrypted and stored in a blockchain as part of enrolling the
person as a user in a blockchain-based 1dentity and trans-
action platform. Trust relationships can be formed between
the user and other users, and records of the trust relation-
ships can be stored in the blockchain. Transactions between
the user and other users with whom the user has formed a
trust relationship can be authorized. Records of the trans-
actions can also be stored 1n the blockchain. Authorization
can 1nvolve, for example, a multi-stage verification process
that accesses information stored on the blockchain. The
transactions and identity information, along with other infor-
mation, can contribute to an economic 1dentity of the person.
Storing an economic identity (and the underlying informa-
tion that forms the economic identity of the person) in the
blockchain results 1n a secure platform accessible to people
regardless of their economic or geographic circumstances.

The trend of decentralization represents a massive wave
ol inovation that 1s reshaping society. Decentralized appli-
cation platforms (Smart Contracts) are “self-executing” and
“self-enforceable” transactions and do not require informa-
tion to pass through a single point. Instead, many points
connect, known as a peer-to-peer (P2P) network. Smart
contracts remove the need for a “trusted third party” by
providing a transparent, auditable, enforceable, and aflord-
able means to conduct a variety of transactions over the
blockchain. Currently, new kinds of Blockchain transactions
and decentralized applications are emerging, along with new
social norms and expectations. Crypto-currencies and smart
contracts together act as the backbone to this new world. On
the one hand, we are seeing the evolution of money, where
the process of creating, transacting, and storing value has
fundamentally changed with the invention of cryptocurren-
cies. On the other hand, we have Smart Contracts that
introduce an added layer of facilitation, where agreements
can be structured on the Blockchain to be both self-execut-
ing, and self-enforcing, providing a wide range of benefits
and applications. Further, utility tokens, also called user
tokens or application coins, represent future access to a
company’s product or service.

According to some embodiments, a disclosed method
comprises receiving on a network, a network registration
from a particular terahertz receiver node, wherein the net-
work registration request comprises of a blockchain-based
method on authentication, identity, and verification for the
initiating of a wireless power transmission.

According to further embodiments, the information about
a particular terahertz receiver node comprises of one or more
of a node type, a group i1dentifier, a unique receiver node
identifier, or indication of the network to which the node
requests registrations.

According to further embodiments, the update to the
blockchain comprises a trust level for particular terahertz
receiver node based on the authentication, identity, and
validation about the particular recerver node.

According to further embodiments, the comparison of the
authentication information about the particular node to the
blockchain comprises a comparison between the informa-
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tion about the particular node to information regarding the
node in the blockchain set by the manufacturer of the node.

According to further embodiments, using the updated
blockchain to control the behavior of the particular terahertz
receiver nodes and the one or more nodes for the 1nitiating,
ol a wireless power transmission.

According to further embodiments, the request comprises
a public encryption key, the method further comprising:
using by a device the public encryption key to authenticate
the request by analyzing digitally signed information regard-
ing the particular one of the other nodes i1n the updated

blockchain.

According to further embodiments, the method includes
determining, by the device, a location profile of the particu-
lar node; and causing, by the device, the updated blockchain
to mclude the location profile of the particular node.

According to further embodiments, the method includes
using, by the device, the updated blockchain to control
behavior of the particular node and the one or more other
nodes comprises: determining, by the device, a profile of the
particular node; and comparing, by the device, the deter-
mined location, 1dentity of the type of device, calculating the
distance irom the power transmitter to the receiver and
detect how much of a battery charge the mobile receiver
device needs to mitiating of a wireless power transmission.
According to further embodiments, the device 1s a terahertz
receiver/harvester in the network

According to some embodiments, a terahertz power trans-
mitter/router apparatus 1s disclosed. The terahertz power
transmitter/router apparatus includes one or more network
interfaces that communicate globally on a cloud network.
Further, the terahertz power transmitter/router apparatus
includes multiple GPU processors coupled to the network
interfaces and configured to execute one or more power
transmission, and a memory configured to store an Al enable
process executable by the GPU processor, the process when
executed operable to receive a network registration request
from a particular node, the network registration request
comprises information about the particular node; cause
performance of a validation of the information about the
particular node via comparison of the information about the
particular node to a distributed blockchain that includes
information regarding the particular node and one or more
other nodes, update to the blockchain based on the infor-
mation about the particular node and the validation of the
information about the particular node and use the updated
blockchain to control behavior of the particular node and the
one or more other nodes.

According to further embodiments, the information about
the particular node comprises one or more of: a node type,
a group identifier, a unique node 1dentifier, or an indication
of the network to which the node requests registration.

According to further embodiments, the update to the
blockchain comprises a trust level for the particular node
based on the validation of the information about the par-
ticular node.

According to further embodiments, the comparison of the
information about the particular node to the blockchain
comprises a comparison between the information about the
particular node to information regarding the node in the
blockchain set by a manufacturer of the node.

According to further embodiments, the apparatus uses the
updated blockchain to control the behavior of the particular
node and the one or more other nodes by receiving a request
from a particular one of the other nodes; and processing the
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request based 1n part on a trust level 1n the updated block-
chain that 1s associated with the particular one of the other
nodes.

According to further embodiments, the request comprises
a public encryption key, and wherein the process when
executed 1s Turther operable to use the public encryption key
to authenticate the power transmission request by analyzing
digitally voice and biometric information regarding the
particular one of the other nodes in the updated blockchain.

According to further embodiments, the process when
executed 1s further operable to determine a location profile
ol the particular node; and cause the updated blockchain to
include the location profile of the particular node According
to further embodiments, the apparatus uses the updated
blockchain.

Layer of Interaction to control behavior of the particular
node and the one or more other nodes by determining, by the
device, a location profile of the particular node; and com-
paring, by the device, the determined location identity the
type of device, calculate the distance from the transmitter to
the receiver and detect how much of a battery charge the
mobile recerver device needs to mitiating of a wireless
power transmission.

According to further embodiments, the apparatus 1s a
terahertz power transmitter/router.

The disclosed embodiments are related to all blockchain-
based applications and mechanism for far-field power deliv-
ery to mternet of Things (Io'T) devices, mobile electronic
devices, Smartphones, Wearables, Tablets, Gaming consoles
and controllers, e-book readers, Remote controls, Sensors
(in automobiles or such as thermostats), autonomous
vehicles, Toys Rechargeable batteries, Rechargeable lights,
Automotive accessories and Medical devices efc.

Referring now to figures, FIG. 1 1s a block diagram of a
receiver device 100 for facilitating wireless power reception
in accordance with some embodiments. The recerver device
100 may include a receiver transceiver 102 configured for
wirelessly communicating with at least one transmitter
device. Further, the receiver transceiver 102 may be con-
figured for receiving at least one transmitter characteristic
data from the at least one transmitter device. Further, the
receiver transceiver 102 may be configured for transmitting
at least one receiver characteristic data to the at least one
transmitter device. Further, the at least one transmitter
device may be configured for controlling transmission of
wireless power based on the at least one recerver character-
istic data. Further, the receiver transceiver 102 may be
configured for recerving wireless power transmission from
the at least one transmitter device. Further, the receiver
transceiver 102 may be configured for converting the wire-
less power transmission into electrical energy.

Further, the receiver device 100 may include a receiver
processing device 104 communicatively coupled to the
receiver transceiver 102. Further, the receiver processing
device 104 may be configured for analyzing the at least one
transmitter characteristic data. Further, the receiver process-
ing device 104 may be configured for determining capability
of the at least one transmitter device for transmitting wire-
less power receivable by the receiver device 100 based on
the analyzing. Further, the receiver device 100 may include
a receiver storage device 106 configured for storing the at
least one recetver characteristic data.

Further, the receiver device 100 may include a power
output port 108 communicatively coupled with the receiver
transceiver 102. Further, the power output port 108 may be
configured to be interfaced with at least one power input port
of at least one electronic device. Further, the power output
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port 108 may be configured for supplying the electrical
energy to the at least one electronic device.

In some embodiments, the receiver characteristic data
may include receiver authentication data. Further, the at least
one transmitter device may be configured for authenticating
the recerver device 100 for wireless power transier based on
the receiver authentication data.

In some embodiments, the at least one transmitter char-
acteristic may include transmitter authentication data. Fur-
ther, the receiver processing device 104 may be configured
for authenticating the at least one transmitter device based
on the transmitter authenticating data. Further, the receiving
ol the wireless power from the at least one transmitter device
may be based on the authenticating of the at least one
transmitter device.

In some embodiments, the receiver device 100 may
turther include a microphone communicatively coupled to
the recerver processing device 104. Further, the microphone
may be configured for detecting a voice command. Further,
the receiver processing device 104 may be further config-
ured for analyzing the voice command. Further, the receiver
processing device 104 may be configured for mitiating the
wireless communicating of the recerver device 100 with the
at least one transmitter device based on the analyzing of the
voice command.

In some embodiments, the wireless power transmission
may include terahertz radiation.

In some embodiments, the receiver transceiver 102 may
be further configured for pairing with at least one transmitter
transceiver comprised in the at least one transmitter device
based on one or more of the at least one transmitter char-
acteristic data and the at least one receiver characteristic
data. Further, the receiver transceiver 102 may be configured
for establishing a wireless power transier connection based
on the pairing. Further, the wireless power transmission
from the at least one transmitter device may be based on the
wireless power transier connection.

In some embodiments, the at least one receiver charac-
teristic data may include a receiver device type of the
recetver device 100, at least one distance between the
receiver device 100 and the at least one transmitter device
and an amount of power requested by the receiver device
100. Further, the at least one transmitter device may be
configured for controlling the wireless power transmission
based on one or more of the at least one distance and the
receiver device type.

In some embodiments, the at least one transmitter char-
acteristic data may include a transmitter device type of the
at least one transmitter device, a transmission power level
assoclated with the at least one transmitter device. Further,
the receiver processing device 104 may be further config-
ured for determiming the at least one distance based on
analyzing each of the transmitter device type of the at least
one transmitter device, the transmission power level and at
least one received power level corresponding to the wireless
power transmission received from the at least one transmit-
ter device.

In some embodiments, the at least one receiver charac-
teristic data may include a recerver device type. Further, the
at least one transmitter device may be configured for deter-
mimng the at least one distance based on a measurement of
loading created on at least one antenna corresponding to the
at least one transmitter device due to the receiving of the
wireless power transmission by the receiver device 100 from
the at least one transmitter device.

In some embodiments, the receiver transceiver 102 may
include a first recerver transcerver configured for commu-
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nicating over a first frequency band and a second receiver
transceiver configured for communicating over a second
frequency band. Further, the first receiver transceiver may be
configured for recerving at least one transmitter character-
istic data and transmitting the at least one receiver charac-
teristic data. Further, the second recerver transceiver may be
configured for recerving the wireless power transmission
from the at least one transmitter device. Further, the first
frequency band may be characterized by frequencies lower
than terahertz frequencies. Further, the second frequency
band may be characterized by terahertz frequencies.

In some embodiments, the receiver transceiver 102 may
be further configured for transmitting wireless power trans-
mission to the at least one transmitter device. Further, the
receiver processing device 104 may be further configured
for analyzing the at least one transmitter characteristic data.
Further, the receiver processing device 104 may be further
configured for determining capability of the at least one
transmitter device for receiving wireless power transmit-
table by the receirver device 100 based on the analyzing of
the at least one transmitter characteristic data.

In some embodiments, the receiver device 100 may
turther 1include at least one sensor configured for sensing at
least one variable associated with wireless power transfer
between the at least one transmitter device and the recerver
device 100. Further, the receiver processing device 104 may
be further configured for analyzing the at least one vanable.
Further, the receiver processing device 104 may be further
configured for generating a notification based on the ana-
lyzing of the at least one variable. Further, the receiver
transceiver 102 may be further configured for transmitting
the notification to a user device associated with the recetver
device 100.

In some embodiments, the receiver processing device 104
may be further configured for determining an abnormal state
of wireless power transier based on the analyzing of the at
least one variable. Further, the receiver device 100 further
may include an mput device configured for receiving an
input from a user of the receiver device 100. Further, the
wireless power reception may be based on the nput.

In some embodiments, the receiver transceiver 102 may
be further configured for transmitting a registration request
to the at least one transmitter device. Further, the registration
request may include a unique receiver device identifier.
Further, the at least one transmitter device may be config-
ured for accessing a distributed block-chain associated with
wireless power transier. Further, the at least one transmuitter
device may be further configured for analyzing the regis-
tration request. Further, the at least one transmitter device
may be further configured for updating the distributed
block-chain based on the analyzing of the registration
request. Further, the at least one transmitter device may be
turther configured for transmitting a registration response to
the receiver device 100. Further, the receiver transceiver 102
may be configured for receiving the registration response.

In some embodiments, the receiver device 100 may be
associated with a domain. Further, the at least one transmait-
ter device may be further configured for comparing the
registration request with the distributed block-chain associ-
ated with the domain. Further, the transmitting of the reg-
istration response may be based on the comparing.

In some embodiments, the at least one receiver charac-
teristic data may include a wireless power transfer request
including the unique recerver device identifier. Further, the
at least one transmitter device may be configured for access-
ing the distributed block-chain based on the wireless power
transier request. Further, the at least one transmitter device
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may be configured for authenticating the receiver device 100
based on a result of the accessing. Further, the at least one
transmitter device may be configured for granting the wire-
less power transfer request based on the authenticating.
Further, the wireless power transmission may be based on
the granting.

In some embodiments, the distributed block-chain may
include a trust level associated with the receiver device 100.
Further, the authenticating of the receiver device 100 may be
based on the trust level.

In some embodiments, the receiver device 100 may
turther include at least one sensor configured for sensing at
least one variable associated with wireless power transier
between the at least one transmitter device and the receiver
device 100. Further, the receiver may be further configured
for storing the at least one varniable 1n the distributed
block-chain. Further, the at least one transmitter device may
be further configured for retrieving the at least one variable
from the distributed block-chain analyzing the at least one
variable. Further, the at least one transmitter device may be
turther configured for determining a behavior of the receiver
device 100 based on the analyzing of the at least one
variable.

In some embodiments, the at least one transmitter device
may be further configured for generating a trust level
associated with the recerver device 100 based on the behav-
ior. Further, the at least one transmitter device may be further
configured for updating the distributed block-chain with the
trust level associated with the receiver device 100.

In some embodiments, the at least one sensor may include
a receiver location sensor configured to determine a geo-
graphical location of the receiver device 100. Further, the
registration request may include the geographical location.
Further, the at least one transmitter device may be further
configured for updating the distributed block-chain with the
geographical location of the receiver device 100.

Further disclosed 1s a transmitter device for facilitating
wireless power reception. The transmitter device may
include a transmitter transceiver configured for wirelessly
communicating with at least one receiver device such as the
receiver device 100. Further, the transmitter transceiver may
be configured for receiving at least one receiver character-
1stic data from the at least one receiver device. Further, the
transmitter transcerver may be configured for transmitting at
least one transmitter characteristic data to the at least one
receiver device. Further, the at least one transmitter device
may be configured for controlling transmission ol wireless
power based on the at least one receiver characteristic data.
Further, the transmitter transceiver may be configured for
transmitting wireless power transmission to the at least one
receiver device. Further, the receiver transceiver 102 may be
configured for converting the wireless power transmission
into electrical energy. Further, the transmitter device may
include a transmitter processing device communicatively
coupled to the transmitter transceiver. Further, the transmiat-
ter processing device may be configured for analyzing the at
least one receiver characteristic data. Further, the transmaitter
processing device may be configured for determining capa-
bility of the at least one receiver device for receiving
wireless power transmittable by the transmitter device based
on the analyzing. Further, the transmitter device may include
a transmitter storage device configured for storing the at
least one transmitter characteristic data.

Further disclosed 1s an electronic device comprising a
receiver device (such as the recerver device 100) for facili-
tating wireless power reception. The electronic device may
include, for example, but 1s not limited to, a stationary
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computing device (a desktop computer), a mobile comput-
ing device (smartphone, tablet computer, a laptop computer,
etc.), an IoT device, a wearable computing device (e.g.
fitness band, smart glasses, VR headset etc.). The receiver
device may include a receiver transceiver (such as the
receiver transceiver 102) configured for wirelessly commu-
nicating with at least one transmitter device. Further, the
receiver transceiver may be configured for receiving at least
one transmitter characteristic data from the at least one
transmitter device. Further, the receiver transceiver may be
configured for transmitting at least one receiver character-
1stic data to the at least one transmitter device. Further, the
at least one transmitter device may be configured for con-
trolling transmission of wireless power based on the at least
one receiver characteristic data. Further, the receiver trans-
ceiver may be configured for receiving wireless power
transmission from the at least one transmitter device. Fur-
ther, the recetver transcerver may be configured for convert-
ing the wireless power transmission into electrical energy.
Further, the receiver device may include a receiver process-
ing device (such as the receiver processing device 104)
communicatively coupled to the receiver transceiver. Fur-
ther, the receiver processing device may be configured for
analyzing the at least one transmitter characteristic data.
Further, the receiver processing device may be configured
for determining capability of the at least one transmitter
device for transmitting wireless power receivable by the
receiver device based on the analyzing. Further, the receiver
device may include a receiver storage device (such as the
receiver storage device 106) configured for storing the at
least one receiver characteristic data. Further, the receiver
device may include a power output port (such as the power
output port 108) communicatively coupled with the receiver
transceiver. Further, the power output port may be config-
ured to be interfaced with at least one power input port of the
clectronic device. Further, the power output port may be
configured for supplying the electrical energy to the elec-
tronic device. In an instance, the electronic device may
include a battery configured for storing electrical energy and
providing power to the electronic device. Accordingly, the
power output port may be electrically coupled to the battery
in order to store the electrical energy 1n the battery.

FIG. 2 illustrates exchange of pairing data between a
wireless transmitter device 202 and a wireless receiver
device 204 for facilitating wireless power transfer using
terahertz frequencies, 1n accordance with some embodi-
ments. As illustrated, 1n an embodiment, both the transmitter
device 202 and the receiver device 204 may be configured
to broadcast a functionality of transmitting and/or receiving
wireless power transier over one or more frequency bands
(e.g. terahertz frequencies). Further, the broadcast may also
include a unique 1dentifier (1.e. a WPN-ID) associated with
cach of the transmitter device 202 and the receiver device
204. Accordingly, based on a mutual detection of the func-
tionality, the receiver device 204 may transmit a pairing data
(e.g. power transier request) to the transmitter device 202.
Accordingly, the transmitter device 202 may transmit a
corresponding pairing data (e.g. a response) to the receiver
device 204. In an 1nstance, a mutually known code may be
exchanged between the transmitter device 202 and the
receiver device 204 1n order to establish a pairing (similar to
the pairing process ol Bluetooth). Subsequently, wireless
power transier may be 1nitiated.

FIG. 3 1llustrates a system 300 for facilitating wireless
transier of power configured to adapt wireless transmission
of power from a transmitter device 302 to a plurality of
receiver devices 304-308 based on a plurality of device
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types and/or a plurality of distances 310-314 of the plurality
of recerver devices 304-308 from the transmuitter device 302,
in accordance with some embodiments. As shown, the
transmitter device 302 may be configured to wirelessly
transier power to the receiver devices 304-308 correspond-
ing to a plurality of types and situated at the plurality of
distances 310-314. Accordingly, the transmitter device 302
may first determine a device type corresponding to a
receiver device. In an 1instance, the device type may be
comprised 1n a request for wireless power transier from the
receiver device. Further, the transmitter device 203 may also
be configured to determine a distance of the receiver device
from the transmitter device 302. In an instance, the trans-
mitter device 302 may determine the distance by determin-
ing an amount of loading present on a transmitter antenna
316 by the receiver device along with information about the
device type. Accordingly, based on the device type and the
distance, the transmitter device 302 may adapt parameters of
wireless power transier (e.g. frequency, voltage, current,
phase, power factor, etc.). Further, FIG. 7 illustrates a
flowchart of a corresponding method 700 of performing
wireless power transfer using terahertz frequencies based on
adaptively varying parameters of the transmitter device 302
according to a device type of a receiver device and a distance
of the receiver device from the transmitter device 302, in
accordance with some embodiments. At 702, the method
700 1includes receiving a request for wireless power transier,
wherein the request comprises a device type associated with
a receiver device. At 704, the method 700 may include
determining a distance between a transmitter device and the
receiver device based on a communication between the
receiver device and the transmitter device. At 706, the
method 700 may include adapting parameters of the trans-
mitter device for wireless power transier based on the device
type and the distance. At 708, the method 700 may include
transmitting wireless power from the transmitter device to
the receiver device using adapted parameters, wherein, the
wireless power 1s transferred using terahertz frequencies.

FIG. 4 1llustrates a system 400 for facilitating wireless
transier ol power configured to transmit an alert to a user
device 402 regarding the wireless transmission of power
from a transmitter device 404 to a receiver device 406, in
accordance with some embodiments. The alert may indicate
an operational state of the wireless power transier. For
instance, during the pairing process, if there 1s any error,
then the alert may be generated. As another example, 11 the
receiver device 406 1s not recerving suflicient wireless
power within a time period, the alert may be generated. The
transmitter device 404 and the receiver device 406 are
connected the WPN server 408. Further, FIG. 8 1llustrates a
flowchart of a corresponding method 800 of performing
wireless power transfer using terahertz frequencies by trans-
mitting an alert to a user device based on a detection of an
erroneous condition associated with wireless power transter,
in accordance with some embodiments.

FIG. § illustrates wireless power transier protocol stacks
502-504 associated with the transmitter device (such as the
transmitter device 202) and the receiver device (such as the
receiver device 204), mn accordance with some embodi-
ments. With reference to FIG. 5, a terahertz wireless power-
based system may include a terahertz transmitter device
(such as the transmitter device 202) and a terahertz receiver
device (such as the recerver device 204). The terahertz
transmitter device 202 may be connected and paired with the
terahertz receiver device 204, and may send power to the
terahertz receiver device 204 using a terahertz wireless
signal according to a user mstruction. The terahertz receiver
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device 204 may be used for receiving power sent by the
terahertz transmitter device 202. The terahertz receiver
device 204 may be within a terahertz wireless signal search
range of the terahertz transmitter device 202.

Further, the terahertz transmitter device 202 and the
terahertz receiver device 204 may be devices that support
terahertz wireless power transmission. The terahertz trans-
mitter device 202 and the terahertz receiver device 204 may
be provided with three enabled functions: a first function, a
second function, and a third function. As shown i1n FIG. 5,
in order to distinguish conveniently, a first function, a
second function and a third function of the terahertz trans-
mitter device 202 may be respectively marked as 506-510,
and a first function, a second function and a third function
ol the terahertz receiver device 204 are respectively marked
as 512-516.

The first function 506 and/or the first function 512 may be
a hardware layer, which may include a terahertz transceiver
connected to WPN storage medium, wherein the terahertz
transceiver 202 may be used for receiving and sending data
using a terahertz wireless signal, and the WPN storage
medium may be used for storing the terahertz receiver data.
A storage medium may be a non-volatile data medium.

The second function 508 and/or the second function 514
may be a software layer, which may be used for implement-
ing a function of a first function, such as a hardware layer.
The second function 508 and/or the second function 514
may include a terahertz communication intertace drive, a
terahertz protocol stack, a data packing, and security engine,
a file system and/or a storage drive.

Further, a terahertz communication interface drive may be
used for controlling a terahertz transceiver to receive and
send power and data. A terahertz transceiver may be used for
receiving and sending power and data. A terahertz protocol
stack may be used for performing protocol layer data
processing on data. For example, a terahertz protocol stack
may be used for performing such protocol layer data regis-
tration processing as a unique match, retransmission,
unpacking or recombination and the like. A data packing and
security engine may be used for packing, unpacking,
encrypting and decrypting data, which may include packing,
unpacking, encrypting and decrypting original data from the
view ol transmission efliciency and security.

Further, a store function may follow an existing storage
mode. For example, a cloud-based storage may call a file
access 1nterface of a storage medium for a file system. A file
system may provide a standard file access interface, such as
a bulk transmission service manager or an application inter-
active interface, to a top-level function layer 1n an operating
system.

When the terahertz transmitter device 202 externally
transmits a data file, a storage drive may call a file access
interface of a storage medium for a file system so as to read
data stored 1n a storage medium. Data, after reading, may be
transmitted to a data packing and security engine through a
standard file access interface of a file system. Transmitted
data may be packed and encrypted by a data packing and
security engine and may flow 1n a terahertz communication
protocol stack. After a terahertz communication protocol
stack performs protocol layer data processing on data, a
terahertz communication interface drive may control a tera-
hertz transceiver to send the power transmission. When a
terahertz storage device receives data, a terahertz commu-
nication interface drive may control a terahertz transceiver
to receive the data, and may process the data using a
terahertz communication protocol stack. Afterwards, data
may be decrypted and unpacked by a data packing and
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security engine module to acquire original data. Data may be
written 1n a storage medium through a file system and
storage drive, thus, implementing storage of the data.

The third function 5310 and/or the third function 516 may
be an application 1nteractive interface for user operation. A
user may perform such operations as enabling, pausing or
interrupting a data transmission process on an application
interactive interface. During a power transmission process,
the terahertz transmitter device 202 may prompt a user of a
state and a parameter of a data transmission process. For
example, a user may be presented some related indexes,
such as power transmission progress, power transmission
rate, error instruction, remaining time or file path, efc.

Further, the second function 508 and/or the second func-
tion 514 may include a specialized service layer, which may
manage a wireless power transmission function to a tera-
hertz recerver device. A service layer may be referred to bulk
power transmission managed on the wireless power network
(WPN). A WPN manages the bulk power transmission may
be responsible for performing priority scheduling on power
to be transmitted, and particularly, may manage structured
bulk power transmission. For example, WPN power bulk
transmission may preferentially transmait important or urgent
power according to situations when a terahertz transmaitter
device transmits a lot of bulk power to a terahertz receiver
device. When a terahertz transmitter device externally trans-
mits power, WPN may manage the bulk power transmission
may call a file access intertace of a file system to read the
data. Data to be read may be packed and encrypted by a data
packing and security engine and may flow in a terahertz
communication protocol stack. A terahertz communication
protocol stack may perform protocol layer data processing
on the data, and a terahertz communication interface drive
may control a terahertz transceiver to send the data. The
WPN connected to terahertz transmitter device may receive
a data file according to a reverse of the foregoing process,
wherein a terahertz communication interface drive may
receive data, and may process the data using a terahertz
communication protocol stack. Afterwards, data may be
decrypted and unpacked by a data packing and security
engine module to acquire original data, and the data may be
written 1n a storage medium through a file system and a
storage drive, thus, implementing storage of the data.

Compared with traditional relational databases, a bulk
power transmission (WPN) may manage a structured bulk
power transmission process and meet demands of structured
bulk power processing and mining. Power Transmission
may be based on structured bulk data, which may be
information stored 1n a file system rather than a database. In
mobile Internet development, a growing rate of unstructured
data 1s far greater than that of structured data (e.g., data
based on a relational database). A method for power trans-
mission of the present disclosure may be based on unstruc-
tured bulk data, which caters to the mobile Internet devel-
opment trend, and can better meet demands of unstructured
bulk data processing and mining.

Further, terahertz wireless power-based methods and sys-
tems for power transmission may include a terahertz trans-
mitter device and a terahertz receiver device placed within
an eflective distance to each other, and, by means of con-
nection and neural match unique match between the tera-
hertz transmitter device and the terahertz receiver device,
power 1n the terahertz transmitter device may be transmitted
to the terahertz receiver device via a terahertz wireless
signal. Rapid transmission of data and power between
terahertz devices 1s implemented, matched with a novel data
interactive model 1n a terahertz WPN, and may perform data
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interaction quickly, stably and securely. In addition, optimi-
zation on a physical structure of a product may be 1mple-
mented using WPN, thus, allowing completion of transmis-
sion and exchange of data 1n a scenario i which a
transmission medium cannot be released.

FIG. 6 1llustrates a flowchart of a method 600 of perform-
ing wireless power transier using terahertz frequencies
based on a search for transmitter devices and pairing
between a transmitter device (such as the transmitter device
202) and a receiver device (such as the receiver device 204),
in accordance with some embodiments.

At 602, the method 600 may include searching for one or
more Wireless Power Network IDs (WPN-ID). Further, at
604, the method 600 may include transmitting one or more
power transfer requests to one or more transmitter devices
associated with the one or more WPN-IDs. Further, at 606,
the method 600 may include obtaining one or more
responses Irom the one or more transmitter devices. Then, at
608, the method 600 may include transmitting an acknowl-
edgment to a selected transmitter device based on the one or
more responses. Next, at 610, the method 600 may include
receiving wireless power transier from the selected trans-
mitter device using terahertz frequencies.

Also provided herein, 1s a connection and unique match
process for use 1n a terahertz wireless power-based method
for power transmission 1s depicted. The process may include
detecting, by a terahertz transmitter device, whether a tera-
hertz receiver device includes a function for transmitting
power through a terahertz wireless signal. This method
umiquely matches two or more system elements using a
terahertz signal or a waveform.

When a terahertz transmitter and terahertz receiver device
are placed within an eflective distance, the terahertz trans-
mitter device may detect whether the terahertz receiver
device 1s eflective. The former may detect whether the latter
may recerve power through a terahertz wireless signal. The
process may be mutual. A terahertz receiver device may
detect whether a terahertz transmitter device 1s eflective.

When a terahertz transmitter device and terahertz receiver
device are matched, the first and the terahertz receiver
devices may respectively receive an operation instruction
from a user to perform connection and unique match. When
a terahertz transmitter device and terahertz receiver device
are not matched, a user may be presented with an error.
Subsequent to an initial failure to be matched, a user may
select to retry.

When a terahertz recerver device 1s an effective one, the
connection and unique match may be performed between a
terahertz transmitter device and the terahertz receiver
device. The unique match may be performed through
exchanging unique match registration codes between tera-
hertz transmitter and terahertz receiver devices. Unique
match registration codes exchange may refer to two devices
mutually validating unique match registration codes. When
unique match registration codes of terahertz transmitter
device and terahertz receiver device are identical to each
other, the two may be mutually validated. Security valida-
tion for power transmission may be acquired such that
power transmission may be performed securely. A connec-
tion and unique match process may ensure security and
reliability of a power transmission. When 1t 1s detected that
a terahertz receiver device does not have a function for
transmitting data and receiving power through a terahertz
wireless signal, mvalidity of the terahertz receiver device
may be presented to a user, and the user may select whether
to retry.
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Further disclosed herein, 1s a power transmission process
for use 1 a terahertz wireless power-based method for
power transmission. When connection and paring are suc-
cessiul, a terahertz transmitter device may select data
according to a user 1struction. A user may select data to be
transmitted in advance, and a terahertz transmitter device
may select data according to the selection of the user.

Further, the power transmission process may include
enabling a terahertz transmitter device according to a user
instruction. Subsequent to a user selecting power to be
transmitted, a terahertz transmitter device may prompt the
user whether to enable a power transmission process, and
may perform a power transmission process 1 the user selects
yes. Alternatively, a user, atter finding that selected power 1s
wrong, may select to not enable a power transmission
process, and may correct data for transmission.

Further, the power transmission process may include
determining, by a terahertz transmitter device, whether a
state of a power transmission process 1s normal. For
example, a terahertz transmitter device may determine
whether a state of a power transmission process 1s normal.
Indices for reference may include transmission progress,
transmission rate, and the like. A user may view whether a
power transmission process 1s normal, and when a problem
exists, the user may correct the problem.

When a state of a power transmission process 1s normal,
a terahertz transmitter device may continue, pause or inter-
rupt the data transmission process according to a user
instruction. When a state of a power transmission process 1s
abnormal, a user may be presented a power transmission
error and/or may be prompted to retry power transmission.
Subsequent to an 1nitial power transmission €rror, a user may
reselect data so as to realize power transmission. A user may
be provided with an application interactive interface on
which the user may perform such operations as enabling,
pausing or interrupting a power transmission process. A
terahertz transmitter device may prompt a user of a state and
a parameter of a power transmission process. For example,
a user may be prompted with some related indexes, such as
power transmission progress, power transmission rate, error
instruction, or remaining time etc.

Further, a terahertz transmitter device may function as a
master. A terahertz receiver device may not function as a
master. A user may operate a terahertz receiver device, and
the terahertz receiver device may enable, continue, pause or
interrupt a power transmission process according to a user
instruction. Alternatively, a terahertz receiver device may
detect a state of a power transmission process. Two terahertz
devices operate as a master-slave relationship with the
transmitter being the master.

Further, 1n some embodiments, the method of performing
wireless power transier using terahertz frequencies may
include transmitting an alert to a user device based on a
detection of an erroneous condition associated with wireless
power transier, as illustrated in FIG. 8. Accordingly, one or
more of the transmitter device and the receiver device may
monitor an operational state of the wireless power transier
process at 802. Further, based on the monitoring, an erro-
neous condition may be detected at 804. For example, 11 the
receiver device does not receive a response from the trans-
mitter device within a predetermined time period of trans-
mitting a request for power transfer, the receiver device may
detect the erroneous condition. Similarly, as another
example, the transmitter device may sense a load on the
transmitter antenna during the wireless transier process and
based on the sensing, the transmitter device may determine
an erroneous condition at the receiver device that 1s pre-
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venting normal power transfer. Accordingly, based on the
detection of the erroneous condition, one or more of the
transmitter device and the receiver device may generate and
transmit an alert to a designated user device through a WPN
server at 806.

FIG. 9 illustrates an environment 900 1n which the dis-
closed systems and methods may operate. The environment
900 may 1nclude a room 902 1n which there 1s are multiple
receiver devices 904-908 (electronic devices). Further, the
environment 900 may include a transmitter device 910
configured to wirelessly transmit power (using terahertz
frequencies) to the multiple receiver devices 904-908.

According to some embodiments, the present disclosure
provides an example of a blockchain based wireless power
transmission network. FIG. 10 1s a schematic block diagram
ol an exemplary computer network 1000 1llustratively com-
prising one or more nodes/devices 1040, receiver devices
1002-1032, and a wireless power mesh network (WPN)
server 1034, all of which may be interconnected by various
methods of communication. For instance, they may be
interconnected via wired links or shared media such as
wireless links, PLC links, and so on (links 1035), where
certain receiver devices 1n the receiver devices 1002-1032,
such as, e.g., drones, sensors, smartphones, notebook com-
puters, etc., may be i communication with other recerver
devices 1n the receiver devices 1002-1032 based on distance,
signal strength, current operational status, location, efc.
Further, the receiver devices 1002-1032 may communicate
with any number of external devices, such as wireless power
mesh network server(s) 1034 over a network 1036, which
may be a WAN 1n some implementations. For example, the
receiver device 1026 may send sensor data to WPN server
1034 for turther processing, either via a local network or via
a WAN. WPN server 1034 may include but may not be
limited to wireless power mesh network management sys-
tem (WPNMS) devices, supervisory control and data acqui-
sition (SCADA) devices, enterprise resource planning
(ERP) servers, other network administration devices, or the
like. Further, one or more utility tokens, that may represent
access to one or more products or services may reside on any
one or more receiver devices 1n the recerver devices 1002-
1032, such as Internet of Things (IoT) devices, drones,
mobile electronic devices, smartphones, wearables, tablets,
gaming consoles and controllers, e-book readers, remote
controls, sensors (1in automobiles or such as thermostats),
autonomous vehicles and so on. The one or more nodes
1040, and the receiver devices 1002-1032 may exchange
data packets 1038 (e.g., location and/or messages sent
between the devices/nodes) using predefined network com-
munication protocols such as certain known wired protocols,
wireless protocols (e.g., IEEE Std. 802.15. 4, Wi-Fi, Blu-
ctooth, and so on), PLC protocols, or other shared—media
protocols where appropriate. In this context, a protocol may
consist of a set of rules that may define how the one or more
nodes/devices may interact with each other.

FIGS. 11 A-C show an exemplary embodiment of a sys-
tem 1100 to facilitate wireless charging of IoT devices and
clectronic devices, displaying one or more receiver devices
registering with a network. Accordingly, as shown 1n FIG.
11A, a network may include one or more power transmitter
devices 1102-1104. In some embodiments, the devices 1102-
1104 may include routers (e.g., terahertz power transmuitter/
router etc.) located on the edges of local networks may
comprise of one or more IoT nodes or recerver devices. For
instance, receiver devices 1106-1108 may be registered with
the power transmitter device 1102 forming a first local
network and recerver devices 1110-1114 may be registered
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with the power transmitter device 1104 forming a second
local network. Further, as shown, the power transmitter

devices 1102-1104 may be 1n communication with one or
more blockchain servers 1116 through WAN 1118, that may
host a blockchain network. In some embodiments, the one or
more blockchain servers 1116 may be configured as smart-
contracts, as seli-executing pieces of code, which may be
stored 1n the blockchain network. The smart contracts may
stipulate one or more terms of the agreement between one or
more devices of the network, such as receiver devices,
power transmitter routers, and so on. Smart contracts may
turther define which actions may be executed upon fulfill-
ment of certain conditions and may be configured to com-
municate 1 a peer-to-peer manner to share blockchain
information with one or more blockchain servers. Generally,
the blockchain may comprise information about one or more
devices that may join the network, such as through regis-
tration with the power transmitter devices 1102-1104. In
some embodiments, the blockchain may be stored on one or
more devices registered on the network, such as power
transmitter devices, power receiver devices, and so on.
Further, 1t a new receiver device, such as the recerver device
1120 attempts to register with the power transmitter device
1102, the recerver device 1120 may send a registration
request 1122 that may include identification information for
the recerver device 1120 and/or any other metadata relating,
to the receiver device 1120 towards the power transmitter
device 1102. For 1nstance, a registration request 1122 may
include one or more of recerver device ID, receiver device
type, information about one or more access tokens or utility
tokens, group ID, 1dentity trust level, timestamp, and so on.

Further, as shown in FIG. 11B, the power transmitter
device 1102 may process registration request 1122 from the
node and register the transaction with the blockchain by
sending a notification 1124 to the blockchain server 1116. In
some embodiments, the power transmitter device 1102 may
already be registered and present 1n the blockchain (e.g., as
updated via a registrar) with a high trust level (e.g., based on
the transaction). The power transmitter device 1102 may
include any or all of the receiver device information from
registration request in the notification 1124. Further, the
power transmitter device 1102 may also include any other
information regarding node 1120 obtained from the local
network or independently by the power transmitter/router
device 1102. In some embodiments, the notification 1124
may also include one or more digital signatures, for purposes
of ensuring that edge device 1102 actually sends the noti-
fication 1124, ensuring that the information was originally
provided by the node 1120, etc. Based on the notification
1124, any number of network devices (e.g., blockchain
server 1116, other devices, etc.) may validate the informa-
tion regarding the receiver device 1120. For example, as
shown 1n FIG. 11C, a blockchain server 1116 or another
device 1n communication therewith (e.g., a power transmit-
ter device, etc.) may act as a validator for the information
included 1n the notification 1124. In some embodiments, a
local validator may be used by the device seeking validation
(e.g., power transmitter device 1, receiver device A, efc.), to
restrict public key distribution. Further, in other embodi-
ments, a standalone validator may be used for validation. To
process the notification 1124, the validator may use of one
or more public keys associated with a digital signature 1n the
notification 1124, thereby ensuring that the notification 1124
may have been sent by the trusted power transmitter 1102.
Then, 1n turn, the validator may compare the information
regarding the recerving device 1120 to the blockchain, to
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ensure the validity in view of what may be already known
about the receiver device 1120 1n the blockchain.

Finally, as shown 1n FIG. 11C, the blockchain server 1116
may update the blockchain through a smart contract and add
the details regarding the receiver device 1120 to the block-
chain based on the validation. Further, all the other nodes/
devices 1n the network may have also have access to the
information about the receiver device 1120 through the
blockchain. Accordingly, the distribution of the blockchain
may allow all nodes/devices to verily the identity of the
receiver device 1120 such as when the receiver device 1120
may migrate to another local network, to detect anomalies
(such as by comparing profile information or other behav-
ioral information regarding the receiver device 1120 stored
in the blockchain to an observed behavior of the receiver
device 1120 and to perform other functions using the shared
information about the receiver device 1120.

Further, upon of registration of the receiver device 1120
with the power transmitter device 1102, the recerver device
1120 may be able to receive power wirelessly from the
power transmitter device 1102. Accordingly, the resultant
change 1n power and all similar updates related to the power
level of the recerver device 1120 may be updated on the
blockchain. The updates in the blockchain may be made by
the power transmitter device 1102. Alternatively, the
receiver device 1120 may also update the blockchain. How-
ever, 1n some embodiments, the receiver device 1120 may
not have enough power to update the blockchain. Accord-
ingly, the change in power and all similar updates related to
the power level of the receiver device 1120 may be stored on
an mtermediary device and may be updated on the block-
chain.

Further, in some embodiments, the blockchain may be
hosted on one or more receiver devices on the network based
on a power level of the one or more receiver devices.
Accordingly, one more power transmitter devices to which
the one or more recerver devices may be connected may
constantly retrieve a power level of the one or more receiver
devices. Accordingly, 11 the one or more receiver devices are
below a predetermined level of power, the blockchain may
not be hosted on the one or more recerver devices.

Further, 1n some embodiments, the blockchain may not be
hosted on one or more recerver devices on the network
owing to a possibility that the one or more receiver devices
may not have a required power level to stay connected on the
network, which may lead to an unreliable blockchain net-
work, which may not be accessible when the one or more
receiver devices do not have enough power level to stay
powered on to be able to host the blockchain.

Further, in an embodiment, a blockchain network may
also 1include a cryptocurrency associated with the blockchain
network. The cryptocurrency tokens may be stored on one or
more recewver devices. Accordingly, the one or more
receiver devices may have to transmit one or more crypto-
currency tokens to a wallet associated with one or more
power transmitter devices to receive power. The number of
tokens that may need to be transierred to the one or more
wallets of the one or more power transmitting devices may
depend on the amount of power that the one or more power
receiver devices may need to receive. Accordingly, details
about the transier of the one or more cryptocurrency tokens
may be stored on the blockchain network.

FIGS. 12A-E illustrate further examples ol receiver
device validation using a blockchain, according to various
embodiments. As shown 1n FIG. 12A, a server 1202 may be
associated with a manufacturer of the recerver device 1120
(node F) and the server 1202 may have a high level of trust
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in the blockchain. In some embodiments, the server 1202
may update the blockchain (e.g., blockchain 1204) to record
information regarding the recerver device 1120 as part of a
sales transaction. For example, the server 1202 may send a
blockchain update that may record that the receiver device
1120 may have an ID of 1234, 1s of node type XY Z, and was
sold to the ABC domain. In some embodiments, the server
1202 may also digitally sign the update using a private key,
allowing one or more validators to verily that the update
may have been performed by the server 1202 using a
corresponding public key of the server 1202.

Further, as shown in FIG. 12B, 1if receiver device 1120
attempts to register with a local domain of the power
transmitter device 1102, 1n a sitmilar manner as illustrated 1n
FIGS. 11A-C. In response to the registration request from
the receiver device 1120, the power transmitter 1102 may
send a notification 1208 that may include information from
the registration request and/or any additional information
regarding receiver device 1120, such as the identity of the
local domain of transmitter/router 1102. Particularly, the
notification 1208 may include information regarding net-
work registration transaction, to update the blockchain.
Further, the power transmitter 1102 may also use the infor-
mation from receiver device 1120 to validate against any
existing details that may already be available 1n the block-
chain, such as existing details set by the manufacturer of the
receiver device 1120. Once the receiver device 1120 1s
registered to the local domain of the power transmitter
device 1102, the power device 1102 may then update the
information pertaining to the receiver device 1120 in the
blockchain accordingly.

FIG. 12C shows a comparison of the information present
in the notification 1208 from the power transmitter device
1102 against the blockchain by a validator to determine a
level of trust for receiver device 1120. For instance, 1f the
server 1202 updates the blockchain to indicate that the
manufacturer of receiver device 1120 may have sold the
receiver device 1120 to the operator of a particular domain.
In turn, the validator may compare the reported domain 1n
the notification 1208 against the existing blockchain, to
determine whether information about the two domains may
match. If a match 1s found in the compared information, the
validator may update the blockchain with the information in
the notification 1208 and set a high trust level for node 1120
in the blockchain. Alternatively, as shown 1n FIG. 12D, if the
reported domain 1n the notification 1208 1s different than the
existing information stored on the blockchain, the validator
may determine that there 1s a mismatch between the reported
domain and the existing information in the blockchain
regarding the receiver device 1120. In particular, based on
the blockchain, the validator may determine that the receiver
device 1120 may be attempting to register with a domain that
may differ from the domain previously reported by the
manufacturer of the receiver device 1120 in the blockchain.
In turn, the validator may update the blockchain with the
information about receiver device 1120 and also assign a
low level of trust to the receiver device 1120 due to the
discrepancy. Further, validator devices in the network may
leverage the information stored in the blockchain regarding
the one or more receiver devices to control and assess the
behavior of the one or more receiver devices. For instance,
a validator device may prevent a receiver device with a low
level of trust from performing certain functions (e.g., com-
municating with certain devices, etc.). In one embodiment,
a device that receives a request from a particular receiver
device may make use of the blockchain to authenticate the
requesting receiver device. Based on the results of the
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authentication, the device may control how the request may
be processed. In further cases, the blockchain may carry
behavioral information regarding a particular receiver
device, such as the location profile of the one or more
receiver devices or other observations regarding the one or
more receiver devices. In some embodiments, devices 1n the
network may then use the behavioral information to assess
whether the current behavior of the one or more receiver
devices may be anomalous or otherwise unexpected.

FIGS. 13A-B illustrate examples of a device using a
blockchain to authenticate a request, according to various
embodiments. As shown 1in FIG. 13A, if the receiver device
1120 registers with a local network associated with power
transmitter device, the receiver device 1120 may transmit
one or more requests or messages (e.g., reporfing sensor
data, etc.) to one or more receiver devices either 1n the same
local network or 1n a remote network. For instance, if
receiver device 1120 sends a request 1302 to receiver device
1114 1n the remote network associated with power transmit-
ter device, as part of the request 1302, the receiver device
1120 may also send or otherwise publish a public key. For
example, recerver device 1114 may challenge receiver
device 1120 the public key of receiver device 1120, which
the recerver device 1120 may send through a corresponding
application program interface (API)-based response.

As shown 1 FIG. 13B, the receiver device 1114 may use
the public key from the recetver device 1120 to decipher the
information 1n the blockchain regarding the receiver device
1120. For instance, the receiver device 1114 may validate
and confirm the 1dentity of the receiver device 1120 by using
the public key to decipher the digitally signed data regarding
the recerver device 1120 1n blockchain 1304. IT the receiver
device 1114 is unable to do so, the receiver device 1114 may
take any number of remediation measures, such as dropping
the request 1302, sending a security alert to a supervisory
device, etc. Conversely, 11 the receiver device 1114 1s able to
authenticate the identity of the receiver device 1120, the
receiver device 1114 may authorize the data session with the
recerver device 1120. In some embodiments, the receiver
device 1114 may further assess the trust level of the receiver
device 1120 in the blockchain and apply a lower weight to
any data from the receiver device 1120.

FIGS. 14A-C illustrate examples of a device using a
blockchain for authentication, identification, and verifica-
tion, according to various embodiments. As shown 1n FIG.
14 A, the receiver device 1120 may be registered to a local
network of power router device 1102. In some embodiments,
the power transmitter device 1102 or another device 1n the
local network may occasionally update the blockchain to
indicate the observed behavior of the receiver device 1120.
For example, the power transmitter 1102 may monitor the
location profile of the receiver device 1120 (e.g., 1f the
recerver device 1120 sends data, the size of the sent data, the
destination of the sent data, etc.). In turn, the power trans-
mitter 1102 may 1nitiate a blockchain update 1402 that may
include the observed location profile of the recerver device
1120.

Further, as shown 1n FIG. 14B, if the receiver device 1120
later migrates to another local network, for example, 11 the
receiver device 1120 1s a mobile or wearable device, the
receiver device 1120 may move away from the local net-
work of the power transmitter device 1102 and nto prox-
imity of a local network of the power transmitter device
1104. In such a case, the receiver device 1120 may attempt
to register with the local network of the power transmuitter
device 1104. As a part of this migration, one or more
connected devices 1n the local network of power transmaitter
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device F may use the blockchain to ensure that the receiver
device attempting to register with the local domain may
indeed be the receiver device 1120 which may previously
have been registered in the local domain of the power
transmitter device 1102 (e.g., by deciphering digitally signed >
information 1n the blockchain using the public key of the
receiver device 1120, and so on etc.). In some embodiments,
the power transmitter device 1104 may use any behavioral
information 1n the blockchain regarding the receiver device
1120, to determine whether an anomalous condition exists.
For example, after the receiver device 1120 1s registered to
the local network of the power transmitter device 1104, the
power transmitter device 2 may observe the location profile
of the recerver device 1120. In turn, the power transmitter
device 1104 may compare the observed location profile to
that may have been previously recorded 1n the blockchain by
the power transmitter device 1102. I a discrepancy 1s found
in the location profiles, the power transmitter device 1104
may determine that an anomaly exists and take any number 2¢
of remediation measures (e.g., blocking location, sending
alerts, etc.). For example, if the recerver device 1120 1s a
sensor that sends sensory data every hour to a particular
service. If the receiver device 1120 suddenly stops sending
the sensor data on time, or sends the sensory data to a 25
different service, the power transmitter device 1104 may
determine that the receiver device 1120 may be behaving
abnormally and take corrective measures based on the
location profile 1n the blockchain.

FIG. 15 1s a flowchart of a method 1500 of wireless 30
charging using blockchain in a network, 1n accordance with
some embodiments. In some embodiments, a specialized
computing device may perform the method 1500 by execut-
ing stored instructions. For example, a power transmitter
may perform the method 1500 by executing stored mnstruc- 35
tions. The method 1500 may start at step 1502, and may
continue to step 1504, where, as described 1n greater detail
in conjunction with FIGs. above, a power transmitter device
may receive a network registration request from a particular
receiver device. For example, a sensor, actuator, or an IoT 40
node, etc., may attempt to register with a local network of
the power transmitter device. In various embodiments, the
registration request may include information about the par-
ticular receiver device such as the type of the receiver device
(c.g., type of sensor, etc.), a group idenfifier, a unique 45
receiver device i1dentifier, an i1ndication of the network to
which the receiver device requests registration, or any other
information about the particular receiver device. In one
embodiment, the recerver device may also apply a digital
signature to the request, allowing the device or any other 50
interested device to decipher the contents of the request
using the corresponding public key of the receiver device.

At step 1506, as detailed above, the power transmitter
device may cause the performance of a validation of the
information about the receiver device using a blockchain. In 55
various embodiments, the blockchain may include recerver
device information regarding the particular receiver device
and any number of other receiver devices. For example, 1n
some cases, the manufacturer of the particular receiver
device may create an initial entry in the blockchain that 60
includes details about the particular receiver device. In turn,
validation of the recerver device’s information may entail
comparing the mformation from the registration request to
any existing information about the receiver device in the
blockchain. In some embodiments, the power transmitter 65
device itsell may perform the validation. In other embodi-
ments, the power transmitter device may cause another
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validation device to perform the validation, such as a block-
chain server, a devoted validation device, etc.

At step 1508, the power transmitter device may cause an
update to the blockchain based on the validation 1n step 1506
and the information about the receiver device received 1n
step 1504. For example, 11 the power transmitter device a
transmitter/router, the router may cause the blockchain to be
updated to retlect that the particular receiver device 1s
attached to the network of the router. In some cases, a level
of trust for the particular recerver device may be included 1n
the update. For example, 11 certain information about the
recetver device does not match that in the blockchain, the
update to the blockchain may indicate a low level of trust for
the recerver device.

At step 1510, as detailed above, the power transmitter
device may use the updated blockchain to control the
behavior of the particular receiver device and one or more
other receiver devices. Notably, since the blockchain
includes identification information for the particular receiver
device and potentially additional metadata regarding the
receiver device (e.g., the receiver device’s location profile,
etc.), the power transmitter device may use the 1dentification
and/or additional metadata to control how one or more
receiver devices may operate 1n the network. In some cases,
the power transmitter device may use the blockchain to
prevent a receiver device from migrating to 1ts local net-
work. In another embodiment, the power transmitter device
may limait or restrict traflic flows of the receiver device based
on the blockchain. In a further embodiment, the power
transmitter device may use metadata about the receiver
device 1n the blockchain to detect anomalous conditions.
The method 1500 may then end at step 1512.

It should be noted that while certain steps within the
method 1500 may be optional as described above, the steps
shown 1n FIG. 15 are merely examples for illustration, and
certain other steps may be included or excluded as desired.
Further, while a particular order of the steps 1s shown, this
ordering 1s merely illustrative, and any suitable arrangement
of the steps may be utilized without departing from the scope
of the embodiments herein.

The techniques described herein, therefore, leverage
blockchain to update node 1dentity information, as well as
potentially other metadata about a node. In some aspect, a
power transmitter/router node may act as a proxy to update
the blockchain information on behalf of the node, which
allows low-power devices to conserve resources. In another
aspect, a validator may use the existing information in the
blockchain about a particular node to validate any new
information about the node and update the blockchain
accordingly. Other nodes in the network can also leverage
the blockchain information to facilitate movement of the
node across local networks, confirming the identity of the
node, performing anomaly detection, etc.

While there have been shown and described illustrative
embodiments that provide for the use of a blockchain to
convey device information, 1t 1s to be understood that
various other adaptations and modifications may be made
within the spirit and scope of the embodiments herein. For
example, the embodiments have been shown and described
herein with relation to certain network configurations. How-
ever, the embodiments 1n their broader sense are not as
limited, and may, 1 fact, be used with other types of
shared-media networks and/or protocols (e.g., wireless). In
addition, while certain functions are depicted as performed
by certain devices, other embodiments provide for these
functions to be distributed as desired across one or more
devices.
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The foregoing description has been directed to specific
embodiments. It will be apparent, however, that other varia-
tions and modifications may be made to the described
embodiments, with the attainment of some or all of their
advantages. For instance, 1t 1s expressly contemplated that
the components and/or elements described herein can be
implemented as software being stored on a tangible (non-
transitory) computer-readable medium (e.g., disks/CDs/
RAM/EEPROM/etc.) having program instructions execut-
ing on a computer, hardware, firmware, or a combination
thereol. Accordingly, this description 1s to be taken only by
way of example and not to otherwise limit the scope of the
embodiments herein. Therefore, i1t 1s the object of the
appended claims to cover all such variations and modifica-
tions as come within the true spirit and scope of the
embodiments herein.
Although the mvention has been explained 1n relation to
its preferred embodiment, 1t 1s to be understood that many
other possible modifications and variations can be made
without departing from the spirit and scope of the invention.
What 1s claimed 1s:
1. A recerver device for facilitating wireless power recep-
tion, the recerver device comprising:
a recerver transceiver configured for wirelessly commu-
nicating with at least one transmitter device, wherein
the receiver transceiver 1s configured for:
receiving at least one transmitter characteristic data
from the at least one transmitter device;

transmitting at least one receiver characteristic data to
the at least one transmitter device, wherein the at
least one transmitter device 1s configured for con-
trolling transmission of wireless power based on the
at least one receiver characteristic data; and

receiving wireless power transmission from the at least
one transmitter device;

converting the wireless power transmission mto elec-
trical energy;
a recerver processing device communicatively coupled to
the recerver transceiver, wherein the receiver process-
ing device 1s configured for:
analyzing the at least one transmitter characteristic
data; and

determining capability of the at least one transmitter
device for transmitting wireless power receivable by
the receiver device based on the analyzing;
a recerver storage device configured for storing the at least
one receiver characteristic data; and
a power output port communicatively coupled with the
receiver transceiver, wherein the power output port 1s
configured to be interfaced with at least one power
input port of at least one electronic device, wherein the
power output port i1s configured for supplying the
clectrical energy to the at least one electronic device;
wherein the receiver transceiver 1s further configured for:
transmitting a registration request to the at least one
transmitter device, wherein the registration request
comprises a unique receiver device 1dentifier,
wherein the at least one transmitter device 1s con-
figured for accessing a distributed block-chain asso-
ciated with wireless power transfer, wherein the at
least one transmitter device 1s further configured for:

analyzing the registration request; and

updating the distributed block-chain based on the ana-
lyzing of the registration request; and

transmitting a registration response to the receiver
device, wherein the receiver transceiver 1s config-
ured for recerving the registration response;
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wherein the receiver device 1s associated with a domain,
wherein the at least one transmitter device 1s further
configured for comparing a reported domain of the
receiver device 1n the registration request with a stored
domain of the recerver device stored in the distributed
block-chain, wherein the transmitting of the registra-
tion response 1s based on the comparing.

2. The recerver device of claim 1, wherein the receiver
characteristic data comprises receiver authentication data,
wherein the at least one transmitter device 1s configured for
authenticating the receiver device for wireless power trans-
fer based on the recerver authentication data.

3. The receiver device of claim 1, wherein the at least one
transmitter characteristic comprises transmitter authentica-
tion data, wherein the receiver processing device 1s config-
ured for authenticating the at least one transmitter device
based on the transmitter authenticating data, wherein the
receiving of the wireless power from the at least one
transmitter device 1s based on the authenticating of the at
least one transmitter device.

4. The receiver device of claim 1 further comprising a
microphone communicatively coupled to the receiver pro-
cessing device, wherein the microphone 1s configured for
detecting a voice command, wherein the receiver processing
device 1s further configured for:

analyzing the voice command; and

imtiating the wireless communicating of the receiver

device with the at least one transmitter device based on
the analyzing of the voice command.

5. The receiver device of claim 1, wherein the wireless
power transmission comprises terahertz radiation.

6. The receiver device of claim 1, wherein the recerver
transceiver 1s further configured for:

pairing with at least one transmitter transceirver comprised
in the at least one transmitter device based on at least
one of the at least one transmitter characteristic data
and the at least one receiver characteristic data; and

establishing a wireless power transfer connection based
on the pairing, wherein the wireless power transmission
from the at least one transmitter device 1s based on the
wireless power transier connection.

7. The receiver device of claim 1, wherein the at least one
receiver characteristic data comprises a receiver device type
of the receiver device, at least one distance between the
receiver device and the at least one transmitter device and an
amount of power requested by the receiver device, wherein
the at least one transmitter device 1s configured for control-
ling the wireless power transmission based on at least one of
the at least one distance and the receiver device type.

8. The receiver device of claim 7, wherein the at least one
transmitter characteristic data comprises a transmitter device
type of the at least one transmitter device, a transmission
power level associated with the at least one transmitter
device, wherein the receiver processing device 1s further
configured for determining the at least one distance based on
analyzing each of the transmitter device type of the at least
one transmitter device, the transmission power level and at
least one received power level corresponding to the wireless
power transmission received from the at least one transmit-
ter device.

9. The receiver device of claim 1, wherein the at least one
receiver characteristic data comprises a receiver device type,
wherein the at least one transmitter device 1s configured for
determining at least one distance between the receiver
device and the at least one transmitter device based on a
measurement of loading created on at least one antenna
corresponding to the at least one transmitter device due to
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the receiving of the wireless power transmission by the
receiver device from the at least one transmitter device.

10. The receiver device of claim 1, wherein the receiver
transceiver comprises a first receiver transceiver configured
for communicating over a first frequency band and a second
receiver transceiver configured for communicating over a
second frequency band, wherein the first recerver transceiver
1s configured for receiving the at least one transmitter
characteristic data and transmitting the at least one receiver
characteristic data, wherein the second receiver transceiver
1s configured for recerving the wireless power transmission
from the at least one transmitter device, wherein the first
frequency band 1s characterized by frequencies lower than
terahertz frequencies, wherein the second frequency band 1s
characterized by terahertz frequencies.

11. The receiver device of claim 1, wherein the receiver
transceiver 1s further configured for transmitting wireless
power transmission to the at least one transmitter device,
wherein the receiver processing device 1s further configured
for:

analyzing the at least one transmitter characteristic data;

and

determining capability of the at least one transmitter

device for recerving wireless power transmittable by
the receiver device based on the analyzing of the at
least one transmitter characteristic data.

12. The receiver device of claim 1 further comprising at
least one sensor configured for sensing at least one variable
associated with wireless power transfer between the at least
one transmitter device and the receiver device, wherein the
receiver processing device 1s further configured for:

analyzing the at least one variable; and

generating a notification based on the analyzing of the at

least one variable, wherein the recerver transceiver 1s
turther configured for transmitting the notification to a
user device associated with the receiver device.

13. The receiver device of claim 12, wherein the receiver
processing device 1s further configured for determining an
abnormal state of wireless power transier based on the
analyzing of the at least one variable, wherein the receiver
device further comprises an mput device configured for
receiving an mput from a user of the receiver device,
wherein the wireless power reception 1s based on the input.
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14. The receiver device of claim 1, wherein the at least
one recerver characteristic data comprises a wireless power
transier request comprising the unique receiver device iden-
tifier, wherein the at least one transmitter device 1s config-
ured for:

accessing the distributed block-chain based on the wire-

less power transfer request;

authenticating the receiver device based on a result of the

accessing; and

granting the wireless power transier request based on the

authenticating, wherein the wireless power transmis-
sion 1s based on the granting.

15. The receiver device of claim 1, wherein the distributed
block-chain comprises a trust level associated with the
receiver device, wherein the authenticating of the receiver
device 1s based on the trust level.

16. The receiver device of claim 1 further comprising at
least one sensor configured for sensing at least one variable
associated with wireless power transier between the at least
one transmitter device and the receiver device, wherein the
receiver device 1s further configured for storing the at least
one variable in the distributed block-chain, wherein the at
least one transmitter device 1s further configured for:

retrieving the at least one variable from the distributed

block-chain;

analyzing the at least one variable; and

determining a behavior of the receiver device based on the

analyzing of the at least one vanable.

17. The receiver device of claim 16, wherein the at least
one transmitter device 1s further configured for:

generating a trust level associated with the receiver device

based on the behavior; and

updating the distributed block-chain with the trust level

associated with the receiver device.

18. The receiver device of claim 16, wherein the at least
one sensor comprises a receiver location sensor configured
to determine a geographical location of the receiver device,
wherein, the registration request comprises the geographical
location, wherein the at least one transmitter device 1s
turther configured for updating the distributed block-chain
with the geographical location of the receiver device.
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