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(57) ABSTRACT

The disclosure herein describes automatically monitoring
and auditing the performance of batch data tasks associated
with a data warehouse. A failure status indicator associated
with a batch data task 1s detected in a task status log
associated with the data warechouse. Based on detecting the
failure status indicator, the task status log 1s polled for a
recovery status imndicator associated with the batch data task.
Based on detecting the recovery status indicator associated
with the batch data task, audit programs associated with the
batch data task are initiated and audit results 1s received
therefrom. Based on the received audit results, an audit
result indicator 1s provided, the audit result indicator includ-
ing an audit success indicator or an audit failure indicator.
The described system provides eflicient auditing feedback
regarding failed batch data tasks to responsible parties
associated with those tasks, enabling eflicient detection of
and response to potential data errors.
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AUTOMATED MONITORING AND
AUDITING FAILED AND RECOVERED
BATCH DATA TASKS

BACKGROUND

Modern data warehouses store large quantities of data in
many different data tables, files, or other data structures.
Further, a data warehouse may include multiple types of data
storage (e.g., ORACLE, NETEZZA, HADOQOP, etc.). Data
warchouses are typically maintained using automated data
processing tasks that are performed 1n batches, called batch
tasks or batch data tasks. Batch data tasks may be configured
to extract, load, transform, and/or generate data in various
data locations of the data warechouse and the operations of
the batch data tasks may be dependent on mput data from
within, or outside of, the data warehouse. Manual mainte-
nance of a typical data warechouse 1s virtually impossible due
to the sheer quantity and variety of the data in the data
warchouse, making batch data tasks essential for effective
data warehouse management.

However, batch data tasks may fail during execution,
causing some or all of the associated data operations to be
incomplete or performed incorrectly. Recovery from a failed
batch data task may include manual operations that roll back
changes made by the batch data task, repeat changes made
by the batch data task, correct changes made by the batch
data task, and/or complete changes made by the batch data
task. It 1s challenging to perform perfectly accurate manual
recovery operations, and the result of 1naccurate operations
may be partial data loads, repeated or double data loads,
corrupted data loads, etc. Such recovery errors may go
undetected for a period of time and affect the accuracy and
consistency of large quantities of data 1n the data warehouse
as corrupted or incomplete data sets are used 1n subsequent
data processing. Additional, effort-intensive recovery opera-
tions are then required to restore the state of the data
warchouse.

SUMMARY

This Summary 1s provided to mftroduce a selection of
concepts 1 a sumplified form that are further described
below 1n the Detailed Description. This Summary 1s not
intended to 1dentily key features or essential features of the
claimed subject matter, nor 1s 1t intended to be used as an aid
in determining the scope of the claimed subject matter.

A computerized method and system for monitoring and
auditing failed and recovered batch data tasks 1s described.
A Tfailure status indicator associated with a batch data task 1s
detected 1n a task status log associated with a data ware-
house. Based on detecting the failure status indicator, the
task status log 1s polled for a recovery status indicator
associated with the batch data task. Based on detecting the
recovery status indicator associated with the batch data task,
at least one audit program associated with the batch data task
1s 1nitiated and at least one audit result 1s received therefrom.
Based on the received at least one audit result, at least one
audit result indicator 1s provided, the at least one audit result
indicator including at least one of an audit success indicator
indicating that a recovery of the batch data task has suc-
ceeded and an audit failure indicator indicating that the
recovery of the batch data task has failed.

Many of the attendant features will be more readily
appreciated as the same becomes better understood by
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reference to the following detailed description considered in
connection with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The present description will be better understood from the
following detailed description read in light of the accompa-
nying drawings, wherein:

FIG. 1 1s an exemplary block diagram illustrating a
system configured for auditing batch data task recovery
based on monitoring a task status log according to an
embodiment;

FIG. 2 1s an exemplary sequence diagram illustrating
operations and 1nteractions of components of the batch data
task auditing system of FIG. 1 according to an embodiment;

FIG. 3 1s an exemplary flow chart i1llustrating auditing the
recovery of failed batch data tasks according to an embodi-
ment,

FIG. 4 1s an exemplary flow chart i1llustrating auditing the
recovery of failed batch data tasks, including notifying a
responsible party in the event of an audit failure indicator
being receirved according to an embodiment; and

FIG. S 1llustrates a computing apparatus according to an
embodiment as a functional block diagram.

Corresponding reference characters indicate correspond-
ing parts throughout the drawings. In FIGS. 1 to 5, the
systems are illustrated as schematic drawings. The drawings
may not be to scale.

DETAILED DESCRIPTION

Aspects of the disclosure provide a system and method for
monitoring batch data task statuses and automatically audit-
ing the performance of batch data tasks that have recovered
from failure. During the performance of batch data tasks, a
tailure status indicator of a failed batch data task i1s written
to a task status log. The failure status indicator 1s detected in
the task status log by an audit engine as described herein.
The audit engine polls the task status log for a recovery
status 1ndicator associated with the batch data task. When
the recovery status indicator 1s detected, audit programs
associated with the batch data task are initiated and audit
results are received therefrom. The audit results indicate
success or failure of the recovery of the failed batch data
task. The audit engine provides the audit results and/or
indicators thereof for use by other components of the system
and/or by users of the system.

The described batch data task auditing system provides
automated validation of batch data task recovery processes
and timely noftification to users regarding the validation.
With such notifications, responsible parties of the recovered
batch data tasks or other users are enabled to rapidly respond
to any data corruption or other 1ssues that arise as a result of
the recovery, reducing the likelihood that corruption of the
data spreads throughout the data warehouse through pertor-
mance of other data transformations or operations using the
already corrupt data. Because issues are 1dentified quickly,
the effort required to correct the 1ssues may also be greatly
reduced. Further, the generated audit data may provide
additional opportunities for analysis of batch data task
performance and 1t may be applied to adjust parameters of
the batch data task execution and auditing process 1n order
to 1mprove performance and reduce any time lag between
recovery of a batch data task and validation of the batch data
task. The user experience associated with batch data task
performance 1s greatly improved due to the automation of
the auditing, which may otherwise require manual perfor-
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mance, and due to the provided notifications, which lead to
a substantial reduction in effort required to correct for
incomplete or corrupt data associated with recovered batch
data tasks. The invention operates 1n an unconventional
manner to automatically 1dentity and audit recovered batch
data tasks to verily the accuracy of associated data ware-
house records 1n a timely fashion. The efliciency of the
associated batch data task system 1s improved and the time
and eflort required to maintain an associated data warehouse
1s reduced.

FIG. 1 1s an exemplary block diagram illustrating a
system 100 configured for auditing batch data task recovery
based on monitoring a task status log 112 according to an
embodiment. The system 100 includes a data source 102
with a source data store 104, batch data tasks 106, and a data
warchouse 108 with a warehouse data store 110. The data
source 102 includes hardware, firmware, and/or software for
receiving, storing, and providing access to data, such as
processors, memory, and/or data storage devices (e.g., hard
drives, solid state drives, etc.). The source data store 104 of
the data source 102 may include one or more database
tables, files, or the like, depending on the type or types of
data storage for which the source data store 104 1s config-
ured (e.g., ORACLE-based storage, NETEZZA-based stor-
age, HADOOP-based storage, etc.). In some examples, the
data source 102 may be configured to store transaction data,
customer data, merchant data, financial institution data,
and/or other types of data used during operation of a
payment network (e.g., MASTERCARD, etc.). However,
the systems and methods described herein are not limited to
such types of data and may be applied to other types of data
without departing from the description herein.

Similarly, the data warchouse 108 includes hardware,
firmware, and/or software for receiving, storing, and pro-
viding access to data, such as processors, memory, and/or
data storage devices (e.g., hard drives, solid state drives,
etc.). The warehouse data store 110 may include one or more
database tables, files, or the like, depending on the type or

types of data storage for which the warehouse data store 110
1s configured (e.g., ORACLE-based storage, NETEZZA-

based storage, HADOOP-based storage, etc.). While the
data source 102 and data warehouse 108 are 1illustrated as
separate entities 1n system 100, 1n some examples, the data
source 102 and data warehouse 108 may be a single entity
or otherwise associated with the same computing device(s),
server(s), etc. and batch data tasks 106 may be performed to
load, transform, and/or otherwise perform operations on data
within the single entity that includes the data source 102 and
the data warchouse 108. Alternatively, the data source 102
may be separate from the data warehouse 108 and the data
source 102 and data warehouse 108 may be configured to
store diflerent types of data and/or use different types of data
storage.

The batch data tasks 106 include software scripts and/or
other programs that access data from the data source 102 as
input, perform operations to extract, load, or transform the
input or otherwise generate data based on the input, and
provide output data to the data warehouse 108 based on the
performed operations. For instance, a batch data task 106
may be configured to access one or more recently recerved
raw data values from the data source 102 and amend other
data 1n the data warechouse 108 that depends on the accessed
raw data values (e.g., statistical or other analytics data may
be adjusted 1n the data warchouse 108 based on the raw data
in the data source 102, etc.). Such automated data tasks are
usetul for maintaining accuracy and consistency throughout
large data sets, as well as for performing data transformation
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tasks necessary for data analysis and/or reporting. The
system 100 may be configured to perform large quantities of
batch data tasks 106 during a defined time period with
minimal intervention or other interaction from users (e.g.,
batch data tasks may be configured to run daily, weekly,
bi1-weekly, etc.). In some examples, the system 100 includes
a large quantity of batch data tasks (e.g., a “batch” of tasks,
ctc.) that are consistently executed repeatedly, such that,
once execution of the batch data tasks 1s complete, the
system 100 begins executing the batch data tasks again.

The system 100 1s further configured to update a task
status log 112 based on status and/or results of the batch data
tasks 106. The task status log 112 may be one or more data
table and/or data files stored in the system 100 (e.g., in the
data source 102, the data warehouse 108, or another data
store associated with the system 100, etc.). In some
examples, the batch data tasks 106 are configured to update
the task status log 112. Alternatively, or additionally, an
associated task status monitor component of the system 100
may be configured to update the task status log 112 based on
the batch data tasks 106. The task status log 112 may be
updated with task status data when a batch data task 106 1s
executed, when the batch data task 106 1s 1n progress, when
the batch data task 106 1s completed, when the batch data
task 106 succeeds, when the batch data task 106 fails, etc.
Task status data stored in the task status log 112 may include
a batch data task identifier, a task status code or i1dentifier,
timestamp data, and/or other associated batch data task data.

The system 100 further includes an audit engine 114. The
audit engine 114 includes hardware, firmware, and/or sofit-
ware configured for auditing the performance of batch data
tasks as described herein. The audit engine 114 1s configured
to communicate with other components of the system 100
(e.g., the task status log 112, etc.) and/or users of the system
100 (e.g., user 122, etc.).

A task status polling module 116 of the audit engine 114
1s configured to access the task status log 112 to identily
batch data tasks 106 that have failed and/or batch data tasks
106 that have recovered from failure as described herein.
The polling of the task status polling module 116 provides
the audit engine 114 with the capability to perform opera-
tions automatically without additional user input after con-
figuration. The task status polling module 116 periodically
reads, or polls, the task status log 112 at a defined interval
(e.g., a failure status poll 1nterval, etc.) for batch data tasks
106 that have failed (e.g., detecting when a task failure status
1s posted to the task status log 112, etc.). When a failed batch
data task 106 1s 1dentified, the task status polling module 116
1s further configured to poll the task status log 112 at a
defined interval (e.g., a recovery status poll interval, etc.) to
determine when the batch data task 106 failure has been
recovered (e.g., detecting when a task recovery status asso-
ciated with the failed batch data task 106 1s posted to the task
status log 112, etc.).

In some examples, the task status polling module 116
includes polling parameter data that determines when and/or
how frequently the module polls the task status log 112. The
polling parameter data may include a failure status poll
interval value that indicates the rate at which the task status
polling module 116 polls for failed batch data tasks (e.g.,
once an hour, once every 2 hours, once every 30 minutes,
etc.). Further, the task status polling module 116 may include
a separate recovery status poll interval value that indicates
the rate at which the task status polling module 116 polls for
recovery status indicators of batch data tasks that have failed
(e.g., once every 15 minutes, once every 10 minutes, once
every 5 minutes, etc.). In some examples, a recovery status
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poll interval value may be specific to a batch data task or a
set of batch data tasks. The recovery status poll interval
value may be set based on a length of time required to

execute the associated batch data task, the length of time that
1s likely to be required to recover from failure of the batch
data task, the type of recovery required (e.g., automatic
recovery process, manual recovery process, etc.), or based
on other aspects of the recovery of the associated batch data
task. In some examples, recovery status poll interval values
may be adjusted based on feedback (e.g., mterval between
faillure and recovery for the batch data task in previous
failures, rate of failures of the batch data task, audit results
based on the recovery, etc.) as described herein.

The audit engine 114 further includes an audit status log
118 and audit programs 120. The audit engine 114 maintains
the audit status log 118 based on the performance of the
audit programs 120. Upon detection of a failure of a batch
data task 106, the audit engine 114 1s configured to add a
“queued” status indicator associated with the failed batch
data task 106 on the audit status log 118. The task status
polling module 116 may be configured to access the audit
status log 118 to determine which batch data tasks 106 to
poll for recovery statuses on the task status log 112. The task
status polling module 116 1dentifies batch data tasks 106 that
have a “queued” status on the audit status log 118 and
initiates recovery status polling associated with the identi-
fied batch data tasks 106 on the task status log 112.

After the recovery of a failed batch data task 106 1s

detected on the task status log 112, the audit engine 114 1s
configured to execute one or more audit programs 120
associated with the failed batch data task 106. In some
examples, the audit engine 114 updates the audit status log
118 with a “ready” status indicator for batch data tasks 106
that have been recovered. Another process of the audit
engine 114 may be configured to poll the audit status log 118
for batch data tasks 106 with a “ready” status indicator.
When a “ready” status indicator 1s detected, the audit engine
114 executes the one or more audit programs 120 associated
with the batch data task 106. The audit status log 118 may
turther be updated during this process with “in progress”
status 1ndicators indicating that the audit of the associated
batch data task 106 1s 1n progress, “passed” status indicators
indicating that the audit of the associated batch data task 106
was completed and successtul, “failed” status indicators
indicating that the audit of the associated batch data task 106
was completed and unsuccessiul, and “terminated” status
indicators indicating that execution of the associated audit
program 120 was incomplete or has otherwise failed. In
other examples, other types of status indicators may be used
in the audit status log 118 without departing from the
description herein. An exemplary data field set of an audit
status log 118 1s shown below 1n Table 1.

TABLE 1

Data Field Name Data Type

TABLE_ NAM VARCHAR? (60 Byte)
DB_TYPE_NAM VARCHAR? (16 Byte)
DB_ NAM VARCHAR? (16 Byte)
BAT NAM VARCHAR? (32 Byte)
TASK_NAM VARCHAR? (100 Byte)
BAT_ID NUMBER

TASK_ ID NUMBER

DW_ PROCSS_DT DATE
TASK_CURR__STAT_ CD VARCHAR? (16 Byte)
FAILED_ TS TIMESTAMP(6)
SUCCESS_ TS TIMESTAMP(6)

AUDIT_ _CURR_STAT CD VARCHAR?2 (16 Byte)
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The data fields of Table 1 are exemplary fields that may
be associated with each entry of the audit status log 118 1n
an example. The TABLE_NAM field includes the name of
the data table with which the associated audit program or
programs are associated (e.g., the data table on which the
audit program(s) 1s performed, etc.). The DB_TYPE_NAM
includes the name of the type of database with which the
data table 1s associated (e.g., ORACLE, NETEZZA,
HADOQOP, etc.). The DB_NAM includes the specific data-
base name with which the data table i1s associated. The
BAT NAM includes the name of the batch with which the
audit 1s associated. The TASK NAM includes the name of
the specific batch data task with which the audit 1s associ-
ated. Similarly, the BAT_ID and TASK_ID include 1denti-
fiers of the batch and batch data task with which the audit 1s
associated, respectively. The DW_PROCSS_DT includes
the data warchouse processing date, or the date that the batch
associated with the audit was executed. The TASK
CURR_STAT_CD i1ncludes a status code indicating the
current status of the batch data task, which may be obtained
from the task status log 112. The FAILED TS and SUC-
CESS_TS 1include timestamps for the failure of the batch
data task and/or the success of the batch data task respec-
tively. The AUDIT_CURR_STAT_CD includes a status
code 1indicative of the current status of the audit, which may
include the audit status indicators described above. The
fields of Table 1 are exemplary and, 1n other examples, the
entries of the audit status log 118 may include more, fewer,
and/or different fields without departing from the description
herein.

The data of the audit status log 118 may be used to
monitor the status of audit processes of associated batch data
tasks, as well as for statistical analysis of batch data task
failure, recovery, and/or audits, and/or other audit data
pattern detection and analysis.

The audit programs 120 1nclude software configured to
audit the performance of associated batch data tasks 106
based on data in the data source 102 and/or the data
warchouse 108 aflected by the batch data tasks 106. The
audit programs 120 may include scripts or other program

files configured to be compatible with the source data store
104 and/or the warchouse data store 110 (e.g., SYNCSORT

scripts to audit data files stored on a UNIX server, ORACLE
queries to audit ORACLE tables, NETEZZA queries to audit
NETEZZA tables, HADOOP queries to audit HADOOP-
based Hive tables, UNIX shell scripts to perform more
complex validations, including multi-language and/or multi-
data source validations, etc.). In some examples, an audit
program 120 associated with a batch data task 106 1s
configured to determine a quantity of data records that the
batch data task 106 should affect (e.g., create, transform,
update, etc.) and to access the warehouse data store 110 to
confirm that the determined quantity of data records was
aflected by the batch data task 106. Alternatively, or addi-
tionally, the audit programs 120 may be configured to audit
other aspects of the performance of batch data tasks 106. For
instance, an audit program 120 may be configured to access
the input data of an associated batch data task 106 from the
source data store 104, determine, based on the accessed
iput data, specific data values 1n the warehouse data store
110 that should be aflected by the batch data task 106, and
access the warchouse data store 110 to confirm that the
specific data values have been aflected as determined. In
other examples, two or more audit programs 120 may be
associated with a particular batch data task 106, one of
which may be configured to gather statistics and/or other
data from a data source associated with the batch data task
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106 and another of which may be configured to gather
statistics and/or other data from target data of the batch data

task 106.

Each batch data task 106 may be associated with one or
more audit programs 120. Each audit program 120 may be
associated with a single batch data task 106. When a batch
data task 106 is created by a developer or other user of the
system 100, associated audit programs 120 may also be
created and stored on the audit engine 114 or 1n memory or
data storage associated with the audit engine 114. By
enabling developers to provide audit programs 120 that are
configured for automatic performance, the audit engine 114

provides developers with the capability to cause recovered
batch data tasks 106 to be audited and verified without
turther user 1nput or interaction as described herein.

In some examples, the audit engine 114 1s further con-
figured to include a machine learning component configured
to adjust the audit engine 114 based on audit results as
teedback data. For instance, the audit engine 114 may
analyze patterns of batch data task failures, recoveries, and
the timings thereod to tune the failure status poll interval(s)
and recovery status poll interval(s) for improved efliciency
in auditing batch data task performance (e.g., adjusting the
interval timing to prevent execution of polling that 1is
unlikely to identity polled statuses, adjusting the interval
timing to reduce time between the associated status being
updated and being identified during a poll operation, etc.).
Further, the audit engine 114 may be configured to recom-
mend adjustments for batches of batch data tasks 106 and/or
specific batch data tasks 106 using the audit results as
feedback data. For instance, the audit engine 114 may
identify subsets of batch data tasks 106 fail with higher
frequency, batch data tasks 106 that require extended time
periods for recovery, and/or batch data tasks 106 that fail to
recover properly with higher frequency. Any and/or all of
these aspects may cause a batch data task 106 to be flagged
by the audit engine 114 as being high risk and/or high
expense. The audit engine 114 may further notify users of
the flagged batch data tasks 106 and encourage responsible
parties to consider changes and/or improvements for the
flagged batch data tasks 106 (e.g., the audit engine 114 may
send automated electronic mail (e-mail) or other messages to
responsible parties of batch data tasks 106 that exceed a
defined threshold of cost or risk (e.g., the top 10% costliest
batch data tasks, etc.), etc.).

In some examples, the machine learning module of the
audit engine 114 comprises a trained regressor such as a
random decision forest, directed acyclic graph, support
vector machine, neural network, or other trained regressor.
The trained regressor may be trained using the feedback data
described above. Examples of trained regressors include a
convolutional neural network and a random decision forest.
It should further be understood that the machine learning
module, 1n some examples, may operate according machine
learning principles and/or techniques known in the art
without departing from the systems and/or methods
described herein.

In an example, the machine learning module of the audit
engine 114 may make use of training data pairs when
applying machine learning techniques and/or algorithms.
Millions of traiming data pairs (or more) may be stored 1n a
machine learning data structure. In some examples, a train-
ing data pair icludes a timestamp-based feedback data
value paired with an interval adjustment value. The pairing,
of the two values demonstrates a relationship between the
teedback data value and the adjustment values that may be
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used by the machine learning module to determine future
interval adjustments according to machine learning tech-
niques and/or algorithms.

FIG. 2 1s an exemplary sequence diagram 200 1llustrating,
operations and 1nteractions of components of the batch data
task auditing system 100 of FIG. 1 according to an embodi-
ment. The described sequence of operations and/or interac-
tions includes operations and/or interactions between a batch
data task 206, a task status log 212, an audit engine 214 and
an audit status log 218. At 224, the audit engine 214 polls the
task status log 212 for failed tasks. The polling enables the
audit engine 214 to identily any batch data tasks that are
associated with “failed” entries 1n the task status log 212 that
have not been detected in previous polling operations. At
224, the task status log 212 does not include any new
“failed” entries. The audit engine 214 takes no further action
until the next scheduled polling.

After the first polling by the audit engine 214, at 226, a
batch data task 206 logs a task failure 1n the task status log
212. In some examples, a batch data task manager compo-
nent may be configured to record status log data on behalf
ol the batch data task 206 and other batch data tasks during
operation. Alternatively, batch data task 206 may be con-
figured to directly record status log data to the task status log
212 during operation. The recorded task status data of the
batch data task 206 to the task status log 212 includes at least
an 1dentifier of the batch data task 206 and a “failed” status
indicator. The task status data may further include other task
status data, such as timestamp data associated with a date-
time of the execution of the associated batch data task.

At 228, the next scheduled polling of the task status log
212 by the audit engine 214 1s performed. The “failed” status
of batch data task 206 recorded at 226 1s 1dentified by the
audit engine 214 during this polling. The audit engine 214
schedules the next polling for failed tasks (e.g. polling at 246
as described below, etc.) and proceeds to handle the 1den-
tified batch data task 206. At 230, the audit engine 214
queues an audit of the failed task 206 and records the
“queued” status of the audit on the audit status log 218. At
232, the audit engine 214 performs a scheduled check (e.g.,
scheduled based on a recovery status poll interval, etc.) for
queued task audits and identifies the “queued” audit of the
failed task 206 from the audit status log 218.

After 1dentifying the queued audit, at 234, the audit
engine 214 polls the task status log 212 for a “recovered”
task status log entry associated with the batch data task 206.
The batch data task 206 has not recovered yet, so the audit
engine 214 cannot identify an associated “recovered” task
status log entry.

Later, at 236, the batch data task 206 or an associated
batch task manager component logs a recovery of the batch
data task 206 to the task status log 212. At 238, the audit
engine 214 performs another scheduled check for queued
task audits and 1dentifies the “queued” audit of the batch data
task 206 from the audit status log 218 again. At 240, the
audit engine 214 polls the task status log 212 again for a
“recovered” task status log entry associated with the batch
data task 206. The logged recovery of the batch data task 206
from 236 1s 1dentified by the audit engine 214.

Based on determiming that the batch data task 206 has
recovered, the audit engine 214 updates the queued task
audit of the batch data task 206 to a “ready for audit” status
on the audit status log 218 at 242. Then, at 244, the audit
engine 214 executes audit programs and/or scripts associ-
ated with the batch data task 206. Based on the results of the
executed audit programs and/or scripts, the audit engine 214
also updates the status of the audit on the audit status log




US 10,942,765 B2

9

218. For instance, the status may be updated to “in prog-
ress”’, “passed”, “failed”, or “termunated” as described
above. The results of the audit on the audit status log 218
may then by used by the audit engine 214 and/or other
programs of the system to respond to the audit or task failure
and/or to analyze audit results of the batch data task 206
and/or other associated audit results as described herein.

After the audit engine 214 completes the execution of the
audit programs, the audit engine 214 polls the task status log
212 for failed tasks again at 246. While, the polling event
246 1s 1llustrated as occurring after the other operations of
the diagram 200, in some examples, the failed task polling
events and recovered task polling events of the audit engine
214 are scheduled at defined intervals and they may occur
substantially i parallel with other operations of the audit
engine 214 (e.g., accessing, polling, and/or updating the
audit status log 218, executing audit programs, etc.).

FIG. 3 1s an exemplary flow chart 300 illustrating auditing
the recovery of failed batch data tasks according to an
embodiment. In some examples, the system 100 of FIG. 1 or
other similar systems may be configured to perform the
operations described 1n flow chart 300. At 302, a failure
status indicator 1s detected. The failure status indicator 1s
associated with a batch data task 1n a task status log
associated with a data warehouse.

At 304, the task status log 1s polled for a recovery status
indicator associated with the batch data task. If a recovery
status 1ndicator 1s detected at 306, the process proceeds to
308. Alternatively, 1f a recovery status indicator i1s not
detected at 306, the process returns to repeat the polling
operation at 304.

At 308, at least one audit program associated with the
batch data task 1s mmitiated. The at least one audit program
may be configured to audit the performance of the batch data
task based on validation of the input data from a data source
and output data at a data target of the batch data task as
described herein. The validation may include validating a
record count of total records affected and/or specific data
value validation of one or more affected data records.

At 310, at least one audit result 1s received from the at
least one audit program. The at least one audit result may
include results indicating that the recovered batch data task
has passed one or more of the performed audit programs,
falled one or more of the performed audit programs, or that
one or more of the performed audit programs have termi-
nated without completing, as described herein.

At 312, at least one audit result indicator 1s provided
based on the at least one audit result. The at least one audit
result indicator includes at least on of an audit success
indicator or an audit failure indicator. Each provided audit
result indicator may be used as a data point for further data
analysis of batch data task performance, adjustment of batch
data task status polling, notification of responsible parties,
ctc. The audit result indicators may be provided for storage
in a defined data store, provided to a machine learning
component for use 1 making adjustments to the system
based on machine learning techniques, and/or communi-
cated to one or more users of the system.

In some examples, the provided audit result indicator may
be stored and combined with a plurality of other audit result
indicators for use in providing a combined batch data task
audit report to one or more users. The audit report may
include the audit result indicators and associated batch data
task 1dentifiers as well as metrics based on the audit results
and/or associated task failure data (e.g., a task failure rate
associated with a group of batch data tasks and/or a single
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batch data task, a successiul task recovery rate associated
with a group of batch data tasks and/or a single batch data
task, etc.).

FIG. 4 1s an exemplary flow chart 400 1llustrating auditing,
the recovery of failed batch data tasks, including notifying
a responsible party 1n the event of an audit failure indicator
being received according to an embodiment. In some
examples, the system 100 of the FIG. 1 and other similar
systems may be configured to perform the operations
described 1n flow chart 400. At 402, a task status log
associated with the data warehouse 1s polled. If, at 404, a
failure status indicator 1s detected, the process proceeds to
406. Alternatively, 1f a failure status indicator 1s not detected
at 404, the process returns to 402 to repeat the polling
operation. In some examples, after detecting a failure status
indicator at 404, an associated sub-process or thread may
return to 402 to repeat the polling operation of the task status
log at defined intervals while the remainder of the flow chart
400 1s being performed.

At 406, the task status log 1s polled for a recovery status
indicator associated with the batch data task for which a
tailure status indicator was previously detected. If, at 408, a
recovery status indicator of the batch data task 1s detected,
the process proceeds to 410. Alternatively, 11 a recovery
status 1ndicator 1s not detected at 408, the process returns to
406 to repeat the recovery status indicator polling operation.
The repeated polling operation may be configured to occur
at a defined interval as described herein.

At 410, at least one audit program associated with the
batch data task i1s i1nitiated and, at 412, at least one audit
result from the at least one audit program 1s received.
Operations 410 and 412 may be performed 1n a substantially
identical manner as described above with respect to opera-
tions 308 and 310 of FIG. 3.

I, at 414, an audit failure indicator 1s not received based
on the received at least one audit result, the process proceeds
to 418. Alternatively, 11, at 414, an audit failure indicator 1s
received, the audit failure indicator 1s provided to a respon-
sible party associated with the batch data task at 416. The
audit failure indicator may be provided to a responsible
party based on stored contact data of the responsible party
(e.g., an e-mail address, username of an 1nstant messenger or
other messaging program, phone number, etc.). After pro-
viding the audit failure indicator to a responsible party, the
process proceeds to 418.

At 418, the received audit result 1s stored to an audit result
data store. Further, at least one of the failure status poll
interval and the recovery status poll interval 1s adjusted
based on the stored audit result. In some examples, the poll
intervals may be adjusted to better align with task recovery
patterns and/or audit program execution patterns using one
or more stored audit results as feedback, as described herein.
For 1nstance, when a recovery status poll interval 1s defined
to be 15 minutes (e.g., the task status log 1s polled every 15
minutes to 1dentily recovery status indicators associated
with batch data tasks that had previously failed, etc.) and
collected task recovery and audit data indicates that some
failed tasks require only 10 minutes to recover, the recovery
status poll interval may be adjusted to be 10 minutes to
enhance the speed with which the audit engine responds to
recovered tasks. Alternatively, a recovery status poll interval
may be adjusted to be longer if the audit engine 1s found to
be executing polls too frequently and/or the polls are fre-
quently not identifying recovery status indicators during
cach polling. The process may then return to 402 to continue
polling the task status log based on the failure status poll
interval that may have been recently adjusted.
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Additional Example Scenarios

Aspects of the disclosure enable various additional sce-
narios, such as next described.

In an example, a data storage system includes a large
quantity of batch data tasks that are executed on regular
intervals. The batch data tasks are configured to load,
extract, and/or transform data in the data warehouse of the
data storage system as described herein. The data storage
system further includes an audit engine (e.g., audit engine
114, etc.) associated with the batch data tasks. The audit
engine polls the task status log associated with the batch data
tasks once per hour for failure status indicators. At a first
polling, the audit engine reads the task status log and does
not find any failure status indicators. The audit engine then
schedules the next polling to occur 1n approximately one
hour (e.g., the scheduling may account for time spent by the
audit engine to poll the task status log, etc.).

On the next polling, the audit engine reads the task status
log starting with the first record written to the log after the
previous polling and reading up to the most recently written
record. The audit engine 1dentifies a first failed batch data
task and a second failed batch data task. The audit engine
updates the audit status log with queued status indicators for
both the first and second failed batch data tasks. Once the
audit status log includes the queued status indicators, the
audit engine schedules a polling event of the task status log
for recovery status indicators every 15 minutes.

After 15 minutes, the audit engine executes a scheduled
polling event for recovery status indicators associated with
the first failed batch data task and the second failed batch
data task. The audit engine identifies a recovery status
indicator for the first failed batch data task but not for the
second failed batch data task. The audit engine schedules
another recovery status polling event for the second failed
batch data task 1n 15 minutes. Then, the audit engine updates
the status of the first failed batch data task on the audit status
log to “ready for audit”, and the audit engine causes two
audit programs associated with the first failed batch data task
to be executed. The audit status of the first failed batch data
task may then be updated to “in progress™.

The two audit programs of the first failed batch data task
are scripts configured to be executed sequentially. The first
audit program queries for data that was used as input data for
the first failed batch data task. Upon identifying the input
data, the second audit program uses the 1dentified mput data
to determine what data should have been written by the first
falled batch data task upon completion. The second audit
program then compares the determined data to the data that
1s actually present in the data warechouse and finds that the
two data sets match. As a result, the recovery of the first
tailed batch data task 1s validated. The audit status of the first
tailed batch data task 1s updated as “successtul”. The audit
engine then records the successiul audit status indicator for
later use 1n data analysis and communicates the audit result
to a responsible party of the first failed batch data task, such
that the responsible party 1s informed that the recovery was
successiul.

Later, the audit engine performs another recovery status
poll of the task status log for recovery status indicators of the
second failed batch data task. The audit engine 1dentifies a
recovery status indicator and updates the audit status of the
second failed batch data task to “ready for audit”. The audit
engine then executes audit programs associated with the
second failed batch data task as described herein. The results
of the executed audit programs include a failure for one of
the audit programs. The audit results are recorded and a
responsible party for the second failed batch data task 1s
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notified that the recovery of the batch data task was unsuc-
cessiul. The notification further includes mformation asso-
ciated with why the validation failed, enabling the respon-
sible party to take action to correct the issue.

The audit engine then continues to poll for failure status
indicators 1n the task status log at scheduled intervals as
described herein.

Exemplary Operating Environment

The present disclosure i1s operable with a computing
apparatus according to an embodiment as a functional block
diagram 500 in FIG. 5. In an embodiment, components of a
computing apparatus 518 may be implemented as a part of
an electronic device according to one or more embodiments
described 1n this specification. The computing apparatus 518
comprises one or more processors 519 which may be
microprocessors, controllers or any other suitable type of
processors for processing computer executable mnstructions
to control the operation of the electronic device. Platform
soltware comprising an operating system 520 or any other
suitable platform soitware may be provided on the apparatus
518 to enable application soitware 521 to be executed on the
device. According to an embodiment, monitoring and audit-
ing the failure and recovery of batch data tasks as described
herein may be accomplished by software.

Computer executable mstructions may be provided using
any computer-readable media that are accessible by the
computing apparatus 318. Computer-readable media may
include, for example, computer storage media such as a
memory 522 and commumnications media. Computer storage
media, such as a memory 3522, include volatile and non-
volatile, removable and non-removable media implemented
in any method or technology for storage of information such

as computer readable 1nstructions, data structures, program
modules or the like. Computer storage media include, but
are not limited to, RAM, ROM, FPROM, EEPROM, flash
memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other non-transmission
medium that can be used to store information for access by
a computing apparatus. In contrast, communication media
may embody computer readable instructions, data struc-
tures, program modules, or the like 1n a modulated data
signal, such as a carrier wave, or other transport mechanism.
As defined herein, computer storage media do not include
communication media. Therefore, a computer storage
medium should not be mterpreted to be a propagating signal
per se. Propagated signals per se are not examples of
computer storage media. Although the computer storage
medium (the memory 522) 1s shown within the computing
apparatus 518, 1t will be appreciated by a person skilled 1n
the art, that the storage may be distributed or located
remotely and accessed via a network or other communica-
tion link (e.g. using a communication interface 523).

The computing apparatus 518 may comprise an nput/
output controller 524 configured to output information to
one or more output devices 525, for example a display or a
speaker, which may be separate from or integral to the
clectronic device. The mput/output controller 524 may also
be configured to receive and process an input from one or
more put devices 526, for example, a keyboard, a micro-
phone or a touchpad. In one embodiment, the output device
5235 may also act as the input device. An example of such a
device may be a touch sensitive display. The input/output
controller 524 may also output data to devices other than the
output device, e.g. a locally connected printing device. In
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some embodiments, a user may provide mput to the input
device(s) 326 and/or receive output from the output
device(s) 525.

The tunctionality described herein can be performed, at
least 1n part, by one or more hardware logic components.
According to an embodiment, the computing apparatus 518
1s configured by the program code when executed by the
processor 319 to execute the embodiments of the operations
and functionality described. Alternatively, or 1n addition, the
tfunctionality described herein can be performed, at least 1in
part, by one or more hardware logic components. For
example, and without limitation, illustrative types of hard-
ware logic components that can be used include Field-
programmable Gate Arrays (FPGAs), Application-specific
Integrated Circuits (ASICs), Program-specific Standard
Products (ASSPs), System-on-a-chip systems (SOCs), Com-
plex Programmable Logic Devices (CPLDs), Graphics Pro-
cessing Units (GPUs).

At least a portion of the functionality of the various
clements 1n the figures may be performed by other elements
in the figures, or an enftity (e.g., processor, web service,
server, application program, computing device, etc.) not
shown 1n the figures.

Although described 1n connection with an exemplary
computing system environment, examples of the disclosure
are capable of implementation with numerous other general
purpose or special purpose computing system environments,
configurations, or devices.

Examples of well-known computing systems, environ-
ments, and/or configurations that may be suitable for use
with aspects of the disclosure include, but are not limited to,
mobile or portable computing devices (e.g., smartphones),
personal computers, server computers, hand-held (e.g., tab-
let) or laptop devices, multiprocessor systems, gaming con-
soles or controllers, microprocessor-based systems, set top
boxes, programmable consumer electronics, mobile tele-
phones, mobile computing and/or communication devices in
wearable or accessory form factors (e.g., watches, glasses,
headsets, or earphones), network PCs, minicomputers,
mainframe computers, distributed computing environments
that include any of the above systems or devices, and the
like. In general, the disclosure 1s operable with any device
with processing capability such that 1t can execute instruc-
tions such as those described herein. Such systems or
devices may accept input from the user in any way, includ-
ing from input devices such as a keyboard or pointing
device, via gesture input, proximity input (such as by
hovering), and/or via voice mput.

Examples of the disclosure may be described in the
general context of computer-executable mstructions, such as
program modules, executed by one or more computers or
other devices 1n software, firmware, hardware, or a combi-
nation thereof. The computer-executable instructions may
be organized into one or more computer-executable com-
ponents or modules. Generally, program modules include,
but are not limited to, routines, programs, objects, compo-
nents, and data structures that perform particular tasks or
implement particular abstract data types. Aspects of the
disclosure may be implemented with any number and orga-
nization of such components or modules. For example,
aspects ol the disclosure are not limited to the specific
computer-executable istructions or the specific components
or modules illustrated 1n the figures and described herein.
Other examples of the disclosure may include different
computer-executable instructions or components having
more or less functionality than illustrated and described
herein.
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In examples 1nvolving a general-purpose computer,
aspects of the disclosure transform the general-purpose
computer into a special-purpose computing device when
configured to execute the instructions described herein.

Alternatively, or 1n addition to the other examples
described herein, examples include any combination of the
following;:

A system for auditing batch data tasks 1n a data warehouse

comprising:

at least one processor; and

at least one memory comprising computer program code,

the at least one memory and the computer program
code configured to, with the at least one processor,
cause the at least one processor to:

detect a failure status indicator associated with a batch

data task 1n a task status log associated with the data
warehouse;

based on detecting the failure status indicator of the batch

data task, poll the task status log for a recovery status
indicator associated with the batch data task;

based on detecting the recovery status indicator associated

with the batch data task during the polling of the task
status log, 1nitiate at least one audit program associated
with the batch data task;

receive at least one audit result from the at least one audit

program; and
based on the received at least one audit result, provide at
least one audit result indicator, the at least one audit
result indicator including at least one of an audit
success 1ndicator indicating that a recovery of the batch
data task has succeeded and an audit failure indicator
indicating that the recovery of the batch data task has
failed.
wherein detecting the failure status indicator includes
polling the task status log for a failure status indicator
periodically based on a defined failure status poll
interval; and wherein polling the task status log for a
recovery status indicator includes polling the task status
log for a recovery status indicator periodically based on
a defined recovery status poll interval.

wherein the at least one memory and the computer
program code configured to, with the at least one
processor, Turther cause the at least one processor to:

store failure status indicators and associated audit results
of a plurality of batch data tasks; and

adjust at least one of the failure status poll interval and the

recovery status poll interval based on an application of
at least one machine learning rule to the stored failure
status 1ndicators and associated audit results.

wherein providing the at least one audit result indicator

includes determinming a contact method of a responsible
party associated with the batch data task and providing
the at least one audit result indicator to the responsible
party using the determined contact method.

wherein providing the at least one audit result indicator

includes storing the at least one audit result indicator
and an associate batch data task identifier task audit
data store, the task audit data store including a plurality
of audit result indicators associated with a plurality of

batch data tasks, and periodically providing a task audit
report based on the task audit data store to a responsible
party.

wherein the at least one memory and the computer
program code configured to, with the at least one
processor, further cause the at least one processor to:
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analyze data of the task audit data store;

generate task audit metrics based on the analysis of the
data of the task audit data store, the task audit metrics
including at least one of a task failure rate and a task
recovery failure rate associated with a subset of batch
data tasks of the data warehouse;

wherein the generated task audit metrics are imncluded 1n
the provided task audit report.

wherein the at least one audit program includes at least
one of a program that verifies a quantity of data records
transformed by the batch data task during recover, a
program that verifies a type of data records transformed
by the batch data task, and a program that verifies that
at least one specific data record was transformed by the
batch data task.

wherein the at least one memory and the computer
program code configured to, with the at least one
processor, further cause the at least one processor to:

receive a new audit program and a batch data task
identifier associated with the batch data task; and

record the new audit program such that the new audit
program 1s associated with the batch data task;

wherein 1mitiating at least one audit program associated
with the batch data task includes imitiating the new
audit program.

A computerized method for auditing batch data tasks 1n a
data warechouse, the method comprising:

detecting, by a processor, a failure status indicator asso-
ciated with a batch data task in a task status log
assoclated with the data warehouse;:

based on detecting the failure status indicator of the batch
data task, polling, by the processor, the task status log
for a recovery status indicator associated with the batch
data task;:

based on detecting the recovery status indicator associated
with the batch data task during the polling of the task
status log, iitiating, by the processor, at least one audit
program associated with the batch data task;

receiving, by the processor, at least one audit result from
the at least one audit program; and

based on the received at least one audit result, providing,
by the processor, at least one audit result indicator, the
at least one audit result indicator including at least one
of an audit success indicator indicating that a recovery
ol the batch data task has succeeded and an audit failure
indicator indicating that the recovery of the batch data
task has failed.

wherein detecting the failure status indicator includes
polling the task status log for a failure status indicator
periodically based on a defined failure status poll
interval; and

wherein polling the task status log for a recovery status
indicator includes polling the task status log for a
recovery status indicator periodically based on a
defined recovery status poll interval.

further comprising:

storing failure status indicators and associated audit
results of a plurality of batch data tasks; and

adjusting at least one of the failure status poll interval and
the recovery status poll interval based on an application
of at least one machine learning rule to the stored
failure status indicators and associated audit results.

wherein providing the at least one audit result indicator
includes determining a contact method of a responsible
party associated with the batch data task and providing
the at least one audit result indicator to the responsible
party using the determined contact method.
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wherein providing the at least one audit result indicator
includes storing the at least one audit result indicator
and an associate batch data task identifier task audit
data store, the task audit data store including a plurality
of audit result indicators associated with a plurality of
batch data tasks, and periodically providing a task audit
report based on the task audit data store to a responsible
party.

turther comprising;:

analyzing data of the task audit data store;

generating task audit metrics based on the analysis of the
data of the task audit data store, the task audit metrics
including at least one of a task failure rate and a task
recovery failure rate associated with a subset of batch
data tasks of the data warehouse;

wherein the generated task audit metrics are included 1n
the provided task audit report.

wherein the at least one audit program includes at least
one of a program that verifies a quantity of data records
transformed by the batch data task during recover, a
program that verifies a type of data records transformed
by the batch data task, and a program that verifies that
at least one specific data record was transformed by the
batch data task.

turther comprising:

recetving a new audit program and a batch data task
identifier associated with the batch data task; and

recording the new audit program such that the new audit
program 1s associated with the batch data task;

wherein 1mnmitiating at least one audit program associated
with the batch data task includes initiating the new
audit program.

One or more computer storage media having computer-
executable instructions for auditing batch data tasks 1n
a data warehouse that, upon execution by a processor,
cause the processor to at least:

detect a failure status indicator associated with a batch
data task 1n a task status log associated with the data
warehouse;

based on detecting the failure status indicator of the batch
data task, poll the task status log for a recovery status
indicator associated with the batch data task;

based on detecting the recovery status indicator associated
with the batch data task during the polling of the task
status log, imitiate at least one audit program associated
with the batch data task;

receive at least one audit result from the at least one audit
program; and

based on the received at least one audit result, provide at
least one audit result indicator, the at least one audit
result indicator including at least one of an audit
success 1mndicator indicating that a recovery of the batch
data task has succeeded and an audit failure indicator
indicating that the recovery of the batch data task has
failed.

wherein detecting the failure status indicator includes
polling the task status log for a failure status indicator
periodically based on a defined failure status poll
interval; and

wherein polling the task status log for a recovery status
indicator includes polling the task status log for a
recovery status 1indicator periodically based on a
defined recovery status poll interval.

wherein the computer-executable instructions, upon
execution by a processor, further cause the processor to
at least:
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store failure status indicators and associated audit results

of a plurality of batch data tasks; and

adjust at least one of the failure status poll interval and the

recovery status poll interval based on an application of
at least one machine learning rule to the stored failure
status 1ndicators and associated audit results.

wherein providing the at least one audit result indicator

includes determining a contact method of a responsible
party associated with the batch data task and providing
the at least one audit result indicator to the responsible
party using the determined contact method.

Any range or device value given herein may be extended
or altered without losing the eflect sought, as will be
apparent to the skilled person.

While no personally 1dentifiable information 1s tracked by
aspects of the disclosure, examples have been described
with reference to data monitored and/or collected from the
users. In some examples, notice may be provided to the users
of the collection of the data (e.g., via a dialog box or
preference setting) and users are given the opportunity to
give or deny consent for the monitoring and/or collection.
The consent may take the form of opt-in consent or opt-out
consent.

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the specific
teatures or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

It will be understood that the benefits and advantages
described above may relate to one embodiment or may relate
to several embodiments. The embodiments are not limited to
those that solve any or all of the stated problems or those that
have any or all of the stated benefits and advantages. It will
turther be understood that reference to ‘an’ item refers to one
or more of those 1tems.

The embodiments 1llustrated and described herein as well
as embodiments not specifically described herein but within
the scope of aspects of the claims constitute exemplary
means for detecting a failure status indicator associated with
a batch data task 1n a task status log associated with a data
warchouse, means for polling the task status log for a
recovery status indicator associated with the batch data task
based on detecting the failure status indicator of the batch
data task, means for initiating at least one audit program
associated with the batch data task based on detecting the
recovery status imdicator associated with the batch data task,
means for recerving at least one audit result from the at least
one audit program, and means for providing at least one
audit result indicator based on the received at least one audit
result, the at least one audit result indicator including at least
one of an audit success indicator indicating that a recovery
of the batch data task has succeeded and an audit failure
indicator indicating that the recovery of the batch data task
has failed. The illustrated one or more processors 519
together with the computer program code stored in memory
522 constitute exemplary processing means for polling logs
at defined intervals, executing audit programs associated
with failed batch data tasks, and performing operations such
as adjusting polling intervals based on audit results as
described herein.

The term “comprising” 1s used in this specification to
mean including the feature(s) or act(s) followed thereaftter,
without excluding the presence of one or more additional
features or acts.
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In some examples, the operations illustrated 1n the figures
may be implemented as software instructions encoded on a
computer readable medium, 1in hardware programmed or
designed to perform the operations, or both. For example,
aspects of the disclosure may be implemented as a system on
a chip or other circuitry including a plurality of intercon-
nected, electrically conductive elements.

The order of execution or performance of the operations
in examples of the disclosure illustrated and described
herein 1s not essential, unless otherwise specified. That 1s,
the operations may be performed 1n any order, unless
otherwise specified, and examples of the disclosure may
include additional or fewer operations than those disclosed
herein. For example, it 1s contemplated that executing or
performing a particular operation before, contemporane-
ously with, or after another operation 1s within the scope of
aspects of the disclosure.

When introducing elements of aspects of the disclosure or
the examples thereot, the articles “a,” “an,” “the,” and “said”
are intended to mean that there are one or more of the
clements. The terms “comprising,” “including,” and “hav-
ing”” are intended to be inclusive and mean that there may be
additional elements other than the listed elements. The term
“exemplary” 1s itended to mean *“‘an example of” The
phrase “one or more of the following: A, B, and C” means
“at least one of A and/or at least one of B and/or at least one
of C.”

Having described aspects of the disclosure 1n detail, 1t will
be apparent that modifications and varations are possible
without departing from the scope of aspects of the disclosure
as defined 1n the appended claims. As various changes could
be made 1n the above constructions, products, and methods
without departing from the scope of aspects of the disclo-
sure, 1t 1s intended that all matter contained in the above
description and shown 1n the accompanying drawings shall
be mterpreted as illustrative and not 1n a limiting sense.

What 1s claimed 1s:

1. A system for auditing batch data tasks in a data
warchouse comprising:

at least one processor; and

at least one memory comprising computer program code,

the at least one memory and the computer program

code configured to, with the at least one processor,

cause the at least one processor to:

detect a failure status indicator associated with a batch
data task 1n a task status log associated with the data
warehouse;

based on detecting the failure status indicator of the
batch data task, poll the task status log for a recovery
status indicator associated with the batch data task;

based on detecting the recovery status indicator asso-
ciated with the batch data task during the polling of
the task status log, initiate at least one audit program
assoclated with the batch data task;

receive at least one audit result from the at least one
audit program;

based on the received at least one audit result, provide
at least one audit result indicator, the at least one
audit result indicator including an indication that a
recovery of the batch data task has succeeded; and

upon the at least one audit result indicator including the
indication that the recovery has succeeded, automati-
cally perform a validation of the recovery of the
batch data task, performing the validation including
identifying 1mnput data for the batch data task, deter-
miming expected data, the expected data being data
that would be produced upon the batch data task
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being correctly performed on the mput data, com-
paring the expected data with output data, and vali-
dating the recovery upon the output data matching
the expected data.

2. The system of claim 1, wherein performing the vali-
dation includes one or more of: determining a data corrup-
tion after the recovery and verifying an accuracy of records
associated with the batch data task in the data warechouse
after the recovery.

3. The system of claim 1, wherein detecting the failure
status 1ndicator includes polling the task status log for a
fallure status indicator periodically based on a defined
tailure status poll interval, and polling the task status log for
a recovery status indicator includes polling the task status
log for the recovery status indicator periodically based on a
defined recovery status poll interval and the at least one
memory and the computer program code configured to, with
the at least one processor, further cause the at least one
processor to:

store failure status indicators and associated audit results

of a plurality of batch data tasks; and

adjust at least one of the failure status poll interval and the

recovery status poll interval based on an application of
at least one machine learning rule to the stored failure
status 1ndicators and associated audit results.

4. The system of claim 2, wherein verifying the accuracy
ol records associated with the batch data task in the data
warehouse after the recovery includes determining, based on
accessing mput data, specific data values 1n the data ware-
house that should be affected by the batch data task, and
confirming that the specific data values in the data ware-
house have been atlected.

5. The system of claim 1, wherein providing the at least
one audit result indicator includes storing the at least one
audit result indicator and an associate batch data task
identifier task audit data store, the task audit data store
including a plurality of audit result indicators associated
with a plurality of batch data tasks, and periodically pro-
viding a task audit report based on the task audit data store
to a responsible party.

6. The system of claim 5, the at least one memory and the
computer program code configured to, with the at least one
processor, Turther cause the at least one processor to:

analyze data of the task audit data store;

generate task audit metrics based on the analysis of the

data of the task audit data store, the task audit metrics
including at least one of a task failure rate and a task
recovery failure rate associated with a subset of batch
data tasks of the data warehouse; and

wherein the generated task audit metrics are imncluded 1n

the provided task audit report.

7. The system of claim 1, wheremn detecting the failure
status 1ndicator comprises recording a queued status of a
falled batch data task i an audit status log and polling the
task status log includes identifying the queued status in the
audit status log and polling the task status log at a defined
recovery status poll interval.

8. The system of claim 1, the at least one memory and the
computer program code configured to, with the at least one
processor, further cause the at least one processor to:

receive a new audit program and a batch data task

identifier associated with the batch data task; and
record the new audit program such that the new audit
program 1s associated with the batch data task;
wherein 1mtiating at least one audit program associated
with the batch data task includes imitiating the new
audit program.
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9. A computerized method for auditing batch data tasks 1n
a data warehouse, the method comprising:

detecting, by a processor, a failure status indicator asso-

ciated with a batch data task in a task status log
associated with the data warehouse:

based on detecting the failure status indicator of the batch

data task, polling, by the processor, the task status log
for a recovery status indicator associated with the batch
data task:
based on detecting the recovery status indicator associated
with the batch data task during the polling of the task
status log, initiating, by the processor, at least one audit
program associated with the batch data task;

recerving, by the processor, at least one audit result from
the at least one audit program;

based on the received at least one audit result, providing,

by the processor, at least one audit result indicator, the
at least one audit result indicator including an 1ndica-
tion that a recovery of the batch data task has suc-
ceeded; and

upon the at least one audit result indicator including the

indication that the recovery has succeeded, automati-
cally performing a validation of the recovery of the
batch data task, performing the validation including
identifying input data for the batch data task, determin-
ing expected data, the expected data being data that
would be produced upon the batch data task being
correctly performed on the input data, comparing the
expected data with output data, and validating the
recovery upon the output data matching the expected
data.

10. The computerized method of claim 9, wherein detect-
ing the failure status indicator includes polling the task
status log for a failure status indicator periodically based on
a defined failure status poll interval; and

wherein polling the task status log for a recovery status

indicator includes polling the task status log for a
recovery status indicator periodically based on a
defined recovery status poll interval.

11. The computerized method of claim 10, further com-
prising;:

storing failure status indicators and associated audit

results of a plurality of batch data tasks; and
adjusting at least one of the failure status poll interval and

the recovery status poll interval based on an application
of at least one machine learning rule to the stored
failure status indicators and associated audit results.

12. The computerized method of claim 9, wherein pro-
viding the at least one audit result indicator includes deter-
mining a contact method of a responsible party associated
with the batch data task and providing the at least one audit
result indicator to the responsible party using the determined
contact method.

13. The computerized method of claim 9, wherein per-
forming the validation includes one or more of: determining
a data corruption after the recovery and verifving an accu-
racy ol records associated with the batch data task 1n the data
warchouse after the recovery.

14. The computerized method of claim 9, wherein veri-
tying the accuracy of records associated with the batch data
task 1n the data warehouse aifter the recovery includes
determining, based on accessing iput data, specific data
values 1n the data warehouse that should be aflected by the
batch data task, and confirming that the specific data values
in the data warehouse have been aflected.
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15. The computerized method of claim 14, further com-
prising;:

analyzing data of the task audit data store;

generating task audit metrics based on the analysis of the

data of the task audit data store, the task audit metrics
including at least one of a task failure rate and a task
recovery failure rate associated with a subset of batch
data tasks of the data warehouse;

wherein the generated task audit metrics are included 1n a

task audit report.

16. The computerized method of claim 9, further com-
prising:

receiving a new audit program and a batch data task

identifier associated with the batch data task; and
recording the new audit program such that the new audit
program 1s associated with the batch data task;
wherein 1mitiating at least one audit program associated
with the batch data task includes imitiating the new
audit program.

17. One or more computer storage media having com-
puter-executable instructions for auditing batch data tasks in
a data warehouse that, upon execution by a processor, cause
the processor to at least:

detect a failure status indicator associated with a batch

data task 1n a task status log associated with the data
warehouse;

based on detecting the failure status indicator of the batch

data task, poll the task status log for a recovery status
indicator associated with the batch data task;

based on detecting the recovery status indicator associated

with the batch data task during the polling of the task
status log, imitiate at least one audit program associated
with the batch data task;

receive at least one audit result from the at least one audit

program;

based on the received at least one audit result, provide at

least one audit result indicator, the at least one audit
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result indicator an indication that a recovery of the
batch data task has succeeded; and

upon the at least one audit result indicator including the

indication that the recovery has succeeded, automati-
cally perform a validation of the recovery of the batch
data task, performing the validation including 1denti-
tying mput data for the batch data task, determining
expected data, the expected data being data that would
be produced upon the batch data task being correctly
performed on the mput data, comparing the expected
data with output data, and validating the recovery upon
the output data matching the expected data.

18. The one or more computer storage media of claim 17,
wherein detecting the failure status indicator includes poll-
ing the task status log for a failure status indicator periodi-
cally based on a defined failure status poll interval; and

wherein polling the task status log for a recovery status

indicator includes polling the task status log for a
recovery status indicator periodically based on a
defined recovery status poll interval.

19. The one or more computer storage media of claim 18,
wherein the computer-executable instructions, upon execu-
tion by a processor, further cause the processor to at least:

store failure status indicators and associated audit results

of a plurality of batch data tasks; and

adjust at least one of the failure status poll interval and the

recovery status poll interval based on an application of
at least one machine learning rule to the stored failure
status 1indicators and associated audit results.

20. The one or more computer storage media of claim 17,
wherein performing the validation includes one or more of:
determining a data corruption after the recovery and veri-

fying an accuracy of records associated with the batch data
task 1n the data warchouse after the recovery.
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