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CONTENT SPONSORSHIP BASED ON
INTERNET PROTOCOL (IP) ADDRESSES

BACKGROUND

A toll-free data service can refer to a network service
where a network operator updates an account of a campaign
owner that sponsors the toll-free data service, rather than
updating an account of an end user that uses the toll-free data
service.

BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

FIGS. 1A-1D are diagrams of an overview of an example
implementation described herein;

FIG. 2 1s a diagram of an example environment in which
systems and/or methods, described herein, can be imple-
mented;

FIG. 3 1s a diagram of example components of one or
more devices of FIG. 2; and

FI1G. 4 15 a flow chart of an example process for using IP
addresses to sponsor content associated with a data service.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

The following detailed description of example implemen-
tations refers to the accompanying drawings. The same
reference numbers in different drawings can identify the
same or similar elements.

A user can 1nteract with a user device to access a toll-free
data service. In this case, a network operator can update an
account of a campaign owner that sponsors the toll-free data
service, rather than an account of the user accessing the
toll-free data service.

However, to momtor toll-free traflic, a client-side proxy
server and a server-side proxy server need to receive the
toll-free tratlic between the user device and a content pro-
vider device. For example, a packet might travel from the
user device, to a client-side proxy server, to one or more
network devices (e.g., base stations, routing devices, vali-
dation servers, account management devices, etc.), to a
server-side proxy server, and to the content provider device.
In this case, the complexity of the network architecture can
cause traflic flow to experience delays and/or poor perfor-
mance.

Some 1mplementations described herein provide an IP
allocation device to assign a user device an IP address that
1s associated with a toll-free data service, thereby allowing
an account management device to analyze the IP address and
update an account of a campaign owner that sponsors the
toll-free data service. In this way, the IP allocation device
orchestrates account management of the toll-free data ser-
vice without a need for proxy servers.

Additionally, the IP allocation device conserves network
resources by reducing a number of physical devices needed
to provide the toll-free data service. Furthermore, providing
toll-free data without proxy servers conserves processing
resources and/or network resources that might otherwise be
used to retransmit packets dropped by proxy servers and/or
perform error correction techniques. By conserving process-
ing resources and/or network resources, the IP allocation
device improves overall system performance due to eflicient
and effective allocation of resources.

FIGS. 1A-1D are diagrams of an overview of an example
implementation 100 described herein. As shown 1 FIGS.
1A-1D, example implementation 100 includes an IP alloca-
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2

tion device that orchestrates account management associated
with a toll-free data service, without a need for proxy
SErvers.

As shown 1n FIG. 1A, and by reference number 105, a
user device can be configured with an application manage-
ment program (€.g., a daemon). For example, the user device
can be configured with an application management program
that manages IP address allocation associated with toll-free
data services. In this case, the application management
program can be configured during a device manufacturing
process. Additionally, if an interface of the application
management program 1s exposed to a user, the user can input
one or more data services that the user would like to access
toll-free. If an interface of the application management
program 1s not exposed to the user, the user device can
activate a plugin to obtain service identifiers when toll-free
data services are launched.

Alternatively, the user device can obtain (e.g., download)
the application management program. For example, a user
can interact with a user interface of the user device to open
a webpage that supports registration for toll-free data ser-
vices. In this case, the webpage can allow a first-time user
to register by creating a user account. To create a user
account, the user can mput a mobile directory number
(MDN), user profile information, and/or the like. Addition-
ally, the user device can download an application manage-
ment program (e.g., a daemon) that 1s hosted locally on the
user device to help manage IP address allocation associated
with the toll-free data service.

As shown by reference number 110, the user can interact
with the user device to launch an application that provides
a data service, which can cause the application management
program to obtain one or more service 1dentifiers associated
with the data service. For example, the application manage-
ment program can monitor the toll-free data service (e.g., a
sports streaming application can provide a data service that
streams media content), and can detect that that the appli-
cation that provides the toll-free data service has launched.
In this case, the application management program can obtain
a service 1dentifier and an encrypted service 1dentifier from
a data structure (e.g., a flat file, a database, etc.) associated
with the sports streaming application. The service 1dentifier
and the encrypted service 1dentifier can be used to obtain an
IP address for the data service, to validate whether the user
device 1s eligible to use the data service toll-free, and/or the
like, as described further herein.

Alternatively, rather than having the application manage-
ment program monitor the toll-free data service, the appli-
cation management program can automatically receive the
one or more service identifiers from the data service. For
example, a plugin can be installed onto the user device (e.g.,
onto the application that provides the data service) to
automatically provide the one or more service identifiers to
the application management program when the application
1s launched.

In this way, the user device 1s able to register for and begin
accessing a toll-free data service.

As shown 1n FIG. 1B, and by reference number 115, the
user device can provide a discovery request (e.g., a DHCP
discovery request) to an IP allocation device. The discovery
request can include the service i1dentifier and the encrypted
service 1dentifier. As shown by reference number 120, the IP
allocation device can provide, to a validation server device,
a validation request to determine whether the user device 1s
cligible to use the data service toll-free. The validation
request can include the service i1dentifier and the encrypted
service 1dentifier.
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As shown by reference number 125, the validation server
device can execute a validation procedure. For example, the
validation server device can execute a validation procedure
that 1s previously agreed upon by a content provider and a
network operator to ensure that the content provider 1s not
sponsoring data use of unregistered users.

In this case, the validation server device can execute the
validation procedure by using encryption logic to encrypt
the service identifier to create a second encrypted service
identifier. Additionally, the validation server device can
compare the encrypted service identifier and the second
encrypted service identifier. If the encrypted service identi-
fier and the second encrypted service i1dentifier match, the
validation procedure succeeds, indicating that the user
device 1s eligible to use the data service toll-free. If the
encrypted service 1dentifier and the second encrypted service
identifier do not match, the validation procedure fails, 1ndi-
cating that the user device i1s not eligible to use the data
service toll-free.

As shown by reference number 130, the validation server
device can provide a validation response to the IP allocation
device. The validation response can include a validation
result indicating whether the validation succeeded or failed.

In this way, the IP allocation device 1s able to use
information included in the discovery request to determine
whether the user device 1s eligible to use the data service
toll-free.

As shown 1n FIG. 1C, and by reference number 135, the
IP allocation device can provide a request for an IP version
6 (IPv6) address (or another type of network 1dentifier) to an
IP data source. The request can include the service identifier.
As shown by reference number 140, the IP data source can
select an available IPv6 address. For example, the IP data
source can store sets of IPv6 addresses where each set 1s
reserved for a particular toll-free data service. As shown, a
particular set of IPv6 addresses can be reserved for the sports
streaming application. In this case, the IP data source can use
the service i1dentifier to i1dentity the particular set of IPv6
addresses, and can select an available IPv6 address from the
set.

As shown by reference number 145, the IP data source can
provide the IPv6 address to the IP allocation device. As by
reference number 150, the IP allocation device can provide
an offer (e.g., a DHCP ofler) to the user device to use the
selected IPv6 address.

In this way, the IP allocation device 1s able to use the
service 1dentifier for the toll-iree data service to obtain an
IPv6 address to offer to the user device.

As shown 1 FIG. 1D, and by reference number 155, the
user device can provide, to the IP allocation device, a request
(e.g., a DHCP request) for the offered IPv6 address. As
shown by reference number 160, the IP allocation device can
provide an acknowledgment (e.g., a DHCP acknowledge-
ment) to the user device indicating that that the offered IPv6
address 1s to be used for a data session associated with the
data service.

As shown by reference number 165, traffic flow for the
data service can occur between the user device and a content
provider device. Additionally, an account management
device can serve as an mtermediary and can receive packets
associated with the traflic flow.

As shown by reference number 170, the account manage-
ment device can analyze the packets to i1dentify the IPv6
address, and can use the 1dentified IPv6 address to search
(e.g., query) the IP data source. If the IPv6 address 1s
associated with a particular set of IPv6 addresses that are
reserved for toll-free data, then the account management
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4

device can update an account of a content provider. If the
IPv6 address 1s not associated with a particular set of IPv6
addresses that are reserved for toll-free data, then the
account management device can update an account of a user
associated with the user device.

In this way, by assigning an IPv6 address that i1s associ-
ated with a particular toll-free data service, the IP allocation
device orchestrates account management of the toll-free data
service without a need for proxy servers.

As indicated above, FIGS. 1A-1D are provided merely as
an example. Other examples are possible and can differ from

what was described with regard to FIGS. 1A-1D. For

example, there can be additional devices, fewer devices,
different devices, or differently arranged devices than those
shown 1n FIGS. 1A-1D. Furthermore, two or more devices
shown 1n FIGS. 1A-1D can be implemented within a single
device, or a single device shown in FIGS. 1A-1D can be
implemented as multiple, distributed devices. Additionally,
or alternatively, a set of devices (e.g., one or more devices)
of environment 100 can perform one or more functions
described as being performed by another set of devices of
environment 100. As an example of a different implemen-
tation, mstead of using DHCP, example implementation 100
could be carried out using a bootstrap protocol (BOOTP), or
a similar type of protocol.

FIG. 2 1s a diagram of an example environment 200 1n
which systems and/or methods, described herein, can be
implemented. As shown in FIG. 2, environment 200 can
include a user device 210, an IP allocation device 220, a
validation server device 230, an IP data source 240, an
account management device 250, a content provider device
260, and/or a network 270. Devices of environment 200 can
interconnect via wired connections, wireless connections,
optical connections, or a combination of connections.

User device 210 includes one or more devices capable of
receiving, generating, storing, processing, and/or providing
information associated with a data service. For example,
user device 210 can include a communication and/or com-
puting device, such as a phone (e.g., a mobile phone, such
as a smartphone, a radiotelephone, etc.), a laptop computer,
a tablet computer, a handheld computer, a gaming device, a
wearable communication device (e.g., a smart wristwatch, a
pair of smart eyeglasses, etc.), or a similar type of device.

In some implementations, user device 210 can provide a
request to IP allocation device 220. In some implementa-
tions, user device 210 can recerve an offer for an IP address
from IP allocation device 220. In some implementations,
user device 210 can provide a request for an offered IP
address to IP allocation device 220. In some implementa-
tions, user device 210 can recerve an acknowledgement from
IP allocation device 220 indicating that the IP address has
been assigned.

IP allocation device 220 includes one or more devices
capable of receiving, generating, storing, processing, and/or
providing information associated with a data service. For
example, IP allocation device 220 can include a computing
device, such as a server device (e.g., a DHCP server, a host
server, a web server, an application server, etc.), a data center
device, or a similar device. In some implementations, IP
allocation device 220 can provide a validation request to
validation server device 230. In some implementations, IP
allocation device 220 can receive a validation response from
validation server device 230.

Validation server device 230 includes one or more devices
capable of recelving, generating, storing, processing, and/or
providing information associated with a data service. For
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example, validation server device 230 can include a server
device or a group of server devices.

IP data source 240 includes one or more devices capable
ol recelving, generating, storing, processing, and/or provid-
ing mformation associated with IP addresses. For example,
IP data source 240 can include a server device or a group of
server devices. In some implementations, IP data source 240
can receive a request for an IP address from IP allocation
device 220. In some implementations, IP data source 240
can provide an IP address to IP allocation device 220. In
some 1mplementations, IP data source 240 can receive a
request (e.g., a query) from account management device
250.

Account management device 250 includes one or more
devices capable of receiving, generating, storing, process-
ing, and/or providing information associated with a data
service. For example, account management device 250 can
include a server device or a group of server devices.

Content provider device 260 includes one or more devices
capable of receiving content from and/or providing content
to a device (e.g., user device 210). For example, content
provider device 260 can include a content server, a host
server, a web server, an application server, or the like. In
some 1mplementations, content provider device 260 can be
associated with a content provider that sponsors a toll-free
data service, where the content provider i1s charged for data
usage associated with the toll-free data service rather than an
end user associated with user device 210.

Network 270 includes one or more wired and/or wireless
networks. For example, network 270 can include a cellular
network (e.g., a fifth generation (5G) network, a fourth
generation (4G) network, such as a long-term evolution
(LTE) network, a third generation (3G) network, a code
division multiple access (CDMA) network, another type of
advanced generated network, etc.), a public land mobile
network (PLMN), a local area network (LLAN), a wide area
network (WAN), a metropolitan area network (MAN), a
telephone network (e.g., the Public Switched Telephone
Network (PSTN)), a private network, an ad hoc network, an
intranet, the Internet, a fiber optic-based network, a cloud
computing network, or the like, and/or a combination of
these or other types of networks.

The number and arrangement of devices and networks
shown 1n FIG. 2 are provided as an example. In practice,
there can be additional devices and/or networks, fewer
devices and/or networks, different devices and/or networks,
or differently arranged devices and/or networks than those
shown 1n FIG. 2. Furthermore, two or more devices shown
in FIG. 2 can be implemented within a single device, or a
single device shown in FIG. 2 can be implemented as
multiple, distributed devices. Additionally, or alternatively, a
set of devices (e.g., one or more devices) of environment
200 can perform one or more functions described as being
performed by another set of devices of environment 200.

FIG. 3 1s a diagram of example components of a device
300. Device 300 can correspond user device 210, IP allo-
cation device 220, validation server device 230, IP data
source 240, account management device 250, and/or content
provider device 260. In some implementations, user device
210, IP allocation device 220, validation server device 230,
IP data source 240, account management device 250, and/or
content provider device 260 can include one or more devices
300 and/or one or more components of device 300. As
shown 1n FIG. 3, device 300 can include a bus 310, a
processor 320, a memory 330, a storage component 340, an
input component 350, an output component 360, and a
communication interface 370.
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6

Bus 310 includes a component that permits communica-
tion among the components of device 300. Processor 320 1s
implemented 1n hardware, firmware, or a combination of
hardware and software. Processor 320 includes a central
processing unit (CPU), a graphics processing unit (GPU), an
accelerated processing unit (APU), a microprocessor, a
microcontroller, a digital signal processor (DSP), a field-
programmable gate array (FPGA), an application-specific
integrated circuit (ASIC), or another type ol processing
component. In some i1mplementations, processor 320
includes one or more processors capable of being pro-
grammed to perform a function. Memory 330 includes a
random access memory (RAM), a read only memory
(ROM), and/or another type of dynamic or static storage
device (e.g., a flash memory, a magnetic memory, and/or an
optical memory) that stores information and/or instructions
for use by processor 320.

Storage component 340 stores information and/or soft-
ware related to the operation and use of device 300. For
example, storage component 340 can include a hard disk
(e.g., a magnetic disk, an optical disk, a magneto-optic disk,
and/or a solid state disk), a compact disc (CD), a digital
versatile disc (DVD), a tloppy disk, a cartridge, a magnetic
tape, and/or another type of non-transitory computer-read-
able medium, along with a corresponding drive.

Input component 350 includes a component that permits
device 300 to receive information, such as via user input
(e.g., a touch screen display, a keyboard, a keypad, a mouse,
a button, a switch, and/or a microphone). Additionally, or
alternatively, mput component 350 can include a sensor for
sensing information (e.g., a global positioming system (GPS)
component, an accelerometer, a gyroscope, and/or an actua-
tor). Output component 360 includes a component that
provides output information from device 300 (e.g., a display,
a speaker, and/or one or more light-emitting diodes (LEDs)).

Communication interface 370 includes a transceiver-like
component (e.g., a transceiver and/or a separate recerver and
transmitter) that enables device 300 to communicate with
other devices, such as via a wired connection, a wireless
connection, or a combination of wired and wireless connec-
tions. Communication mtertace 370 can permit device 300
to receive information from another device and/or provide
information to another device. For example, communication
interface 370 can include an Ethernet interface, an optical
interface, a coaxial interface, an infrared interface, a radio
frequency (RF) interface, a universal serial bus (USB)
interface, a Wi-Fi interface, a cellular network interface, or
the like.

Device 300 can perform one or more processes described
herein. Device 300 can perform these processes based on
processor 320 executing software instructions stored by a
non-transitory computer-readable medium, such as memory
330 and/or storage component 340. A computer-readable
medium 1s defined herein as a non-transitory memory
device. A memory device includes memory space within a
single physical storage device or memory space spread
across multiple physical storage devices.

Software mstructions can be read into memory 330 and/or
storage component 340 from another computer-readable
medium or from another device via communication interface
370. When executed, software instructions stored in memory
330 and/or storage component 340 can cause processor 320
to perform one or more processes described herein. Addi-
tionally, or alternatively, hardwired circuitry can be used in
place of or in combination with software instructions to
perform one or more processes described heremn. Thus,




US 10,929,891 B2

7

implementations described herein are not limited to any
specific combination of hardware circuitry and software.

The number and arrangement of components shown in
FIG. 3 are provided as an example. In practice, device 300
can include additional components, fewer components, dii-
terent components, or differently arranged components than
those shown in FIG. 3. Additionally, or alternatively, a set of
components (e.g., one or more components) ol device 300
can perform one or more functions described as being
performed by another set of components of device 300.

FI1G. 4 1s a flow chart of an example process 400 for using
IP addresses to sponsor content associated with a data
service. In some i1mplementations, one or more process
blocks of FIG. 4 can be performed by IP allocation device
220. In some 1implementations, one or more process blocks
of FIG. 4 can be performed by another device or a group of
devices separate from or including IP allocation device 220,
such as user device 210, validation server device 230, IP
data source 240, account management device 250, and/or
content provider device 260.

As shown 1n FIG. 4, process 400 can include recerving,
from a user device, a request associated with a data service
(block 410). For example, internet protocol (IP) allocation
device 220 can receive, from user device 210, a discovery
request (e.g., a dynamic host configuration protocol (DHCP)
discovery request) associated with a toll-free data service.
The discovery request can be a request to be assigned an IP
address to use for a data session associated with the data
service. The request can include one or more service 1den-
tifiers (e.g., a service i1dentifier, an encrypted service iden-
tifier, etc.) which can be used to obtain the IP address and/or
determine whether user device 210 1s eligible to use the data
service toll-free, as described further herein.

In some 1implementations, a content provider can register
a data service as toll-free. For example, the content provider
can register for the toll-free data service by completing a
registration process. During the registration process, the
content provider and a network operator can agree to a
validation procedure to ensure that only authorized users are
able to access the data service. Additionally, diflerent con-
tent providers can agree to diflerent validation procedures
depending on an amount of security needed for a particular
data service.

In some 1implementations, user device 210 can register for
a toll-free data service. For example, a user can interact with
a web interface of user device 210 to access a uniform
resource locator (URL) of a web location that supports
registration of toll-free data services. In this case, the user
can register by creating a user account, and can create the
user account by providing a mobile directory number
(MDN), user profile information, and/or the like. Addition-
ally, 1f the user 1s registering for a toll-free data service for
the first time, user device 210 can obtain (e.g., via a
download) an application management program (e.g., a
daemon) that 1s hosted locally on user device 210 to help
manage IP address allocation associated with toll-free data
SErvices.

As another example, the user can register for the toll-free
data service using a registration application. In this case,
user device 210 can install a registration application, and the
user can interact with user device 210 to open the registra-
tion application and create an account, 1n a manner similar
to that described above.

As another example, the user can register for the toll-free
data service via a notification within an application that
provides the data service. In this case, a plugin installed on
the application can cause a pop-up menu to be displayed via
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user device 210, which can allow the user to register for the
data service. In this example, the user can interact with the
pop-up menu options to create an account 1n a manner
similar to that described above.

In some 1implementations, one or more processors of user
device 210 can cause the application management program
(e.g., the daemon) to interact with the application that
provides data service to obtain the service 1dentifier and the
encrypted service 1dentifier. For example, a user can interact
with user device 210 to launch the application that provides
the toll-iree data service. In this case, as the application 1s
launched, the one or more processors of user device 210 can
cause the application management program to use an inter-
nal application programming intertace (API) to obtain the
service 1dentifier and encrypted service i1dentifier from the
application that provides data service.

In some 1implementations, one or more processors of user
device 210 can cause the application that provides the data
service to automatically provide the one or more service
identifiers to the application management program. For
example, the application that provides the data service can
utilize a plugin that automatically provides the one or more
service 1dentifiers to the application management program
when the application 1s launched. In this way, the application
management program can obtain the one or more service
identifiers which can be provided to IP allocation device 220
to determine whether user device 210 1s eligible to use the
data service toll-free, as described further herein.

In some implementations, user device 210 can provide a
DHCP discovery request to IP allocation device 220. For
example, user device 210 can provide a DHCP discovery
request to IP allocation device 220 that includes the one or
more service identifiers.

In this way, IP allocation device 220 1s able to receive a
request that includes one or more service identifiers that can
be used to validate whether user device 210 1s eligible to use
the data service toll-free.

As further shown in FIG. 4, process 400 can include
determining whether the user device is eligible to use the
data service toll-free by providing a validation request to a
validation server device (block 420). For example, IP allo-
cation device 220 can determine whether user device 210 1s
cligible to use the data service toll-free by providing a
validation request to validation server device 230. The
validation request can include the one or more service
identifiers (e.g., the service 1dentifier, the encrypted service
identifier, etc.).

In some 1mplementations, validation server device 230
can use a validation procedure to determine whether user
device 210 1s eligible to use the data service. For example,
validation server device 230 can execute a validation pro-
cedure that uses encryption logic to encrypt the service
identifier to create a second encrypted service i1dentifier. In
this case, validation server device 230 can compare the
encrypted service identifier and the second encrypted service
identifier. If the encrypted service identifier matches the
second encrypted service 1dentifier, validation server device
230 can determine that the validation succeeds, indicating
that user device 210 1s eligible to use the data service
toll-free. If the encrypted service 1dentifier does not match
the second encrypted service identifier, validation server
device 230 can determine that the validation has failed,
indicating that user device 210 1s not eligible to use the data
service toll-free.

As another example, validation server device 230 can use
decryption to determine whether user device 210 1s eligible
to use the data service. For example, assume the validation
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request includes the service identifier and the encrypted
service 1dentifier. In this case, validation server device 230
can execute a validation procedure that uses decryption logic
to decrypt the encrypted service identifier. Additionally,
validation server device 230 can compare the decrypted
service 1dentifier to the service identifier. If the decrypted
service 1dentifier matches the service i1dentifier, the valida-
tion can succeed. It the decrypted service identifier does not
match the service identifier, the validation can fail.

In some mmplementations, validation server device 230
can provide a validation response to IP allocation device
220. For example, validation server device 230 can provide

a response 1ndicating whether the validation succeeded or
tailed.

Additionally, or alternatively, IP allocation device 220 can
determine whether user device 210 1s eligible to use the data
service toll-free based on whether one or more conditions
are satisfied. For example, IP allocation device 220 can be
configured with one or more conditions, and can determine
user device 210 1s eligible to use the data service toll-free
based on whether the one or more conditions are satisfied.
The one or more conditions can include a location-based
condition (e.g., user device 210 can be eligible to use the
data service toll-free only 1f 1n a particular location), an
advertising-based condition (e.g., user device 210 can be
cligible to use the data service toll-free only after consenting
to view one or more advertisements), a condition associated
with user profile information (e.g., user device 210 can be
cligible to use the data service toll-free only if particular
characteristics are found in a user profile), and/or the like.

As an example, IP allocation device 220 can determine
whether user device 210 1s eligible to use the data service
toll-free based on whether a location-based condition 1s
satisfied. For example, IP allocation device 220 can deter-
mine a geographic location of user device 210, and can
compare the geographic location of user device 210 to a
geographic area associated with a toll-free data condition. In
this case, IP allocation device 220 can determine that user
device 210 i1s eligible to use the data service toll-free based
on comparing the geographic location of user device 210 to
the geographic are associated with the toll-free data condi-
tion.

As another example, IP allocation device 220 can deter-
mine whether user device 210 1s eligible to use the data
service toll-free based on whether an advertising-based
condition 1s satisfied. For example, IP allocation device 220
can determine whether user device 210 provided consent to
receive advertisements while using the data service (e.g.,
consent can be provided while registering for the toll-free
data service). In this case, IP allocation device 220 can
determine whether user device 210 1s eligible to use the data
service toll-free based on determining whether user device
210 provided consent to recerve advertisements.

As another example, IP allocation device 220 can deter-
mine whether user device 210 1s eligible to use the data
service toll-free based on whether a condition associated
with user profile information 1s satisfied. For example, 1P
allocation device 220 can obtain user profile information for
a user associated with user device 210 (e.g., from a home
subscriber server (HSS)). The condition associated with the
user profile information can be a condition requiring that a
user be registered for a particular data plan, be of a particular
socioeconomic group, and/or the like. In this case, IP
allocation device 220 can compare the user profile informa-
tion to the condition associated with the user profile infor-
mation, and can determine that user device 210 1s eligible to
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use the data service toll-free based on comparing the user
proflle information to the condition.

In this way, IP allocation device 220 1s able to determine
whether user device 210 1s eligible to use the data service
toll-free.

As further shown in FIG. 4, process 400 can include
obtaining an IP address that 1s reserved for the data service
(block 430). For example, IP allocation device 220 can
obtain, from a data structure associated with IP data source
240, an IP address that 1s reserved for the data service.

In some 1mplementations, IP data source 240 can store
sets of IP addresses using a data structure. For example, IP
data source 240 can store each set of IP addresses 1n a
manner that associates each set of IP addresses with a
particular service identifier. Additionally, the data structure
can be a flat file, a database (e.g., a relational database), a
tree, a graph, a hash table, a linked-list, or the like.

In some implementations, IP allocation device 220 can
provide, to IP data source 240, a request for an IP address.
For example, IP allocation device 220 can provide a request
that includes the service identifier. In this case, IP data
source 240 can use the service identifier to search the data
structure for a matching service identifier. Additionally, IP
data source 240 can select an available IP address from a set
of IP addresses associated with the matching service 1den-
tifier. Furthermore, IP data source 240 can provide the IP
address to IP allocation device 220. Alternatively, IP allo-
cation device 220 can host the data structure, eliminating the
need to query an external device.

In some implementations, IP allocation device 220 can
assign an IP address that 1s not reserved for the toll-free data
service. For example, assume the validation procedure
failed, indicating that user device 210 1s not eligible to use
the toll-free data service. In this case, IP allocation device
220 can assign an IP address that is not associated with
toll-free data.

In some implementations, IP allocation device 220 can
assign an IP address based on whether the one or more
condition are satisfied. For example, as described elsewhere
herein, IP allocation device 220 can be configured with one
or more conditions, and can determine whether user device
210 1s eligible to use the data service toll-free based on the
one or more conditions. In this case, IP allocation device 220
can assign an IP address based on whether the one or more
conditions are satisfied.

In this way, IP allocation device 220 1s able to obtain and
assign an IP address that can be used for a data session
associated with the data service.

As further shown in FIG. 4, process 400 can include
oflering the IP address to the user device to cause the user
device to provide a request for the offered IP address (block
440). For example, 1P allocation device 220 can provide an
offer (e.g., a DHCP offer) to user device 210 to use the IP
address for a data session associated with the data service.
In this case, user device 210 can provide, to IP allocation
device 220, a request (e.g., a DHCP request) to use the
offered IP address.

In some implementations, IP allocation device 220 can
provide, to user device 210, a DHCP ofler that includes the
IP address. For example, 1f the validation succeeded, IP
allocation device 220 can provide a DHCP offer that
includes the IP address that 1s reserved for toll-free data use.
If the validation failed, IP allocation device 220 can provide
a DHCP offer that includes an IP address that 1s not reserved
for toll-free data use.

In some implementations, IP allocation device 220 can
receive, from user device 210, a DHCP request for the
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offered IP address. For example, user device 210 can select
the offered IP address, and can provide a DHCP request to
IP allocation device 220 to notity IP allocation device 220 of
the selection.

In this way, IP allocation device 220 can ofler user device
210 an IP address that can be used for a data session
associated with the data service.

As further shown i FIG. 4, process 400 can include

providing, to the user device, an acknowledgement to allow
the user device to use the IP address for a data session
associated with the data service (block 450). For example, 1P
allocation device 220 can provide an acknowledgement
(e.g., a DHCP acknowledgement) to user device 210 to
allow user device 210 to use the IP address for a data session
associated with the data service.
In some 1mmplementations, user device 210 can receive
traflic flow associated with the data service from one or more
devices. For example, content provider device 260 can
provide traflic flow (e.g., packets) associated with the data
service to account management device 250, one or more
network devices (e.g., base stations, routing gateways, etc.),
and/or to user device 210.

In some 1implementations, traflic flow for the data service
can be recerved by account management device 2350. For
example, trathic flow for the data service can be recerved by
account management device 250, and account management
device 250 can analyze the trailic flow to identity the IP
address. As an example, the traflic flow can include packets,
and account management device 2350 can analyze headers of
the packets to 1dentify the IP address.

Additionally, account management device 250 can use the
IP address to update an account. For example, account
management device 250 can use the IP address to determine
whether to update an account associated with a content
provider or an account associated with a user accessing user
device 210. In this case, account management device 250
can query IP data source 240 to compare the IP address to
the set of IP addresses reserved for using the data service
toll-free. If the IP address matches an IP address included in
the set of IP addresses, then account management device 250
can update an account of the content provider (or an account
of a content sponsor 1f the content sponsor 1s a different
entity than the content provider). If the IP address does not
match an IP address included 1n the set of IP addresses, then
account management device 250 updates an account of the
user associated with user device 210.

In some implementations, user device 210 can end the
data session (e.g., by closing the application). In this case, an
indication of the data session ending can be received by IP
allocation device 220 or account management device 250,
and IP allocation device 220 or account management device
250 can provide the indication to IP data source 240. This
can allow IP data source 240 to update the data structure
such that the IP address can be made available for assign-
ment to subsequent devices that qualify to use the data
service toll-free.

In this way, IP allocation device 220 1s able to orchestrate
establishment of a data session that uses an IP address
reserved for toll-free data use, thereby allowing accounts to
be updated (e.g., charged) without the need for a client-side
proxy server and without the need for a server-side proxy
Server.

Although FIG. 4 shows example blocks of process 400, 1n
some 1mplementations, process 400 can include additional
blocks, fewer blocks, different blocks, or differently
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arranged blocks than those depicted in FIG. 4. Additionally,
or alternatively, two or more of the blocks of process 400 can
be performed 1n parallel.

In this way, IP allocation device 220 orchestrates account
management of the toll-free data service without a need for
proxy servers. Additionally, IP allocation device 220 con-
serves network resources by reducing a number of physical
devices needed to provide the toll-free data service. Further-
more, providing toll-free data without proxy servers con-
serves processing resources and/or network resources that
might otherwise be used to retransmit packets dropped by
proxy servers and/or perform error correction techniques.
By conserving processing resources and/or network
resources, IP allocation device 220 improves overall system
performance due to eflicient and eflective allocation of
resources.

The {foregoing disclosure provides illustration and
description, but 1s not intended to be exhaustive or to limait
the implementations to the precise form disclosed. Modifi-
cations and variations are possible i light of the above
disclosure or can be acquired from practice of the 1mple-
mentations.

As used herein, the term component i1s intended to be
broadly construed as hardware, firmware, or a combination
of hardware and software.

Certain user iterfaces have been described herein and/or
shown 1n the figures. A user interface can include a graphical
user interface, a non-graphical user interface, a text-based
user interface, or the like. A user interface can provide
information for display. In some implementations, a user can
interact with the information, such as by providing input via
an i1nput component of a device that provides the user
interface for display. In some implementations, a user inter-
face can be configurable by a device and/or a user (e.g., a
user can change the size of the user interface, information
provided via the user interface, a position of information
provided via the user interface, etc.). Additionally, or alter-
natively, a user interface can be pre-configured to a standard
configuration, a specific configuration based on a type of
device on which the user interface 1s displayed, and/or a set
of configurations based on capabilities and/or specifications
associated with a device on which the user interface 1is
displayed.

To the extent the atorementioned embodiments collect,
store, or employ personal information provided by imndividu-
als, 1t should be understood that such information shall be
used 1 accordance with all applicable laws concerming
protection of personal information. Additionally, the collec-
tion, storage, and use ol such information can be subject to
consent of the individual to such activity, for example,
through well known “opt-in” or “opt-out” processes as can
be appropriate for the situation and type of information.
Storage and use of personal information can be 1n an
appropriately secure manner reflective of the type of infor-
mation, for example, through various encryption and ano-
nymization techniques for particularly sensitive informa-
tion.

It will be apparent that systems and/or methods, described
herein, can be implemented in different forms of hardware,
firmware, or a combination of hardware and software. The
actual specialized control hardware or software code used to
implement these systems and/or methods 1s not limiting of
the implementations. Thus, the operation and behavior of the
systems and/or methods were described herein without
reference to specific software code—it being understood that
software and hardware can be designed to implement the
systems and/or methods based on the description herein.
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Even though particular combinations of features are
recited in the claims and/or disclosed in the specification,
these combinations are not intended to limit the disclosure of
possible implementations. In fact, many of these features
can be combined in ways not specifically recited in the
claims and/or disclosed in the specification. Although each
dependent claim listed below can directly depend on only
one claim, the disclosure of possible implementations
includes each dependent claim in combination with every
other claim in the claim set.

No element, act, or instruction used herein should be
construed as critical or essential unless explicitly described
as such. Also, as used herein, the articles “a” and ““‘an’ are
intended to include one or more items, and can be used
interchangeably with “one or more.” Furthermore, as used
herein, the term “set” 1s intended to include one or more
items (e.g., related items, unrelated 1tems, a combination of
related and unrelated items, etc.), and can be used inter-
changeably with “one or more.” Where only one item 1s
intended, the term “one” or similar language 1s used. Also,
as used herein, the terms “has,” “have,” “having,” or the like
are 1mtended to be open-ended terms. Further, the phrase
“based on” 1s intended to mean “based, at least 1n part, on”
unless explicitly stated otherwise.

What 1s claimed 1s:
1. A device, comprising:
one or more processors to:
receive, from a user device, a request associated with
an application that provides a data service,
where the request includes one or more service
identifiers, and
where an application management program hosted
on the user device 1s configured to use an appli-
cation programming interface to interact with the
application to obtain the one or more service
identifiers;
determine whether the user device 1s eligible to use the
data service toll-free by providing, to a server, a
validation request that includes the one or more
service 1dentifiers;
receive a response irom the server that 1s based on a
validation procedure that indicates that the user
device 1s eligible to use the data service toll-free;
obtain an internet protocol (IP) address that 1s reserved
for toll-free usage by the application, by using a
service 1dentifier of the one or more service 1denti-
fiers to search a data structure associated with the
data service; and
provide the IP address to the user device,
the user device to use the IP address for a data
session of the application,
where tratlic flow associated with the user device 1s
received by another server that uses the IP address
to charge, for the data session, an account associ-
ated with a sponsor of toll-free usage of the data
Service,
where using the IP address to charge for the data
service comprises veriiying that the IP address
matches an IP address included in a set of IP
addresses reserved for toll-free usage of the data
service,
where the user device uses one or more other IP
addresses, different from the IP address, for data
usage not associated with the application, and
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where, when the data session ends, the IP address 1s
made available for assignment to another user
device that i1s eligible to use the data service
toll-free.

2. The device of claim 1, where the user device uses the
data service toll-free without the use of a proxy server.

3. The device of claim 1, where the one or more proces-
sors of the user device cause the application management
program to provide the request associated with the data
service to the device.

4. The device of claim 1, where the one or more proces-
sors, when determining whether the user device 1s eligible to
use the data service toll-free, are to:

provide the validation request to the server to cause the

server to use the one or more service identifiers to
execute a validation procedure,
where the one or more service identifiers include a
service 1dentifier and an encrypted service identifier,
where the validation procedure includes:
using encryption logic to encrypt the service identi-
fler to create a second encrypted service 1dentifier,
and
comparing the encrypted service identifier to the
second encrypted service identifier, and
where the user device 1s determined to be eligible to use
the data service toll-free based on the encrypted
service 1dentifier and the second encrypted service
1dentifier matching.

5. The device of claim 1, where the one or more proces-
sors, when obtaining the IP address that 1s reserved for the
data service, are to:

provide a request for the IP address to a data source,

the request causing the data source to select the IP
address from the data structure,
the IP address being one of a set of IP addresses
reserved for the data service, and
recerve the IP address from the data source.

6. The device of claim 1, where the request associated
with the data service 1s a dynamic host configuration pro-
tocol (DHCP) request; and

where the one or more processors, when providing the IP

address to the user device, are to:
provide the IP address to the user device as part of a
DHCP ofter;
where the one or more processors are further to:
receive, from the user device, a DHCP request for the
IP address; and
provide a DHCP acknowledgement to the user
device indicating that the IP address has been
assigned.

7. The device of claim 1, where the one or more proces-
sors, when providing the IP address to the user device, are
to:

provide the IP address to the user device to cause the user

device to provide a packet associated with the traflic

flow of the data session to the other server,

the other server to analyze the packet to 1dentity the IP
address,

the other server to use the IP address to search the data
structure to determine that the IP address 1s associ-
ated with a service identifier of the one or more
service 1dentifiers of the data service, and

the other server to charge the account associated with
the sponsor based on determining that the IP address
1s associated with the service identifier of the data
service.
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8. A non-transitory computer-readable medium storing
instructions, the instructions comprising:
one or more instructions that, when executed by one or
more processors, cause the one or more processors 1o:
receive, from a user device, a request associated with
an application that provides a data service,
where the request includes one or more service
identifiers, and
where an application management program hosted
on the user device 1s configured to obtain the one
or more service 1dentifiers from a plugin associ-
ated with the application;
determine whether the user device 1s eligible to use the
data service toll-free by providing, to a server, a
validation request that includes the one or more

service 1dentifiers;
receive a response from the server that 1s based on a
validation procedure that indicates that the user
device 1s eligible to use the data service toll-free;
obtain an 1nternet protocol (IP) address that is reserved
for toll-free usage by the application by using a
service 1dentifier of the one or more service i1denti-
fiers to search a data structure associated with the
data service; and
provide the IP address to the user device,
the user device to use the IP address for a data
session of the application,
where tratlic flow associated with the user device 1s
received by another server that uses the IP address
to charge, for the data session, an account associ-
ated with a sponsor of toll-free usage of the data
service,
where using the IP address to charge for the data
service comprises veriiying that the IP address
matches an IP address included in a set of IP
addresses reserved for toll-free usage of the data
service,
where the user device uses one or more other IP
addresses, diflerent from the IP address, for data
usage not associated with the application, and
where, when the data session ends, the IP address 1s
made available for assignment to another user
device that 1s eligible to use the data service
toll-free.

9. The non-transitory computer-readable medium of claim
8, where the user device uses the data service toll-free
without the use of a proxy server.

10. The non-transitory computer-readable medium of
claim 8,

where one or more processors of the user device cause the

plugin associated with the application that provides the
data service to automatically provide the one or more
service 1dentifiers to the application management pro-
gram when the application 1s launched, and

where the one or more processors of the user device cause

the application management program to provide the
request associated with the data service to the one or
MOTre Processors.

11. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, that cause the
one or more processors to determine whether the user device
1s eligible to use the data service toll-iree, cause the one or
more processors to:

provide the validation request to the server to cause the

server to use the one or more service identifiers to
execute the validation procedure,
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where the one or more service identifiers include a
service 1dentifier and an encrypted service 1dentifier,

where the validation procedure includes using decryp-
tion logic to decrypt the encrypted service identifier,
and

where the decrypted service identifier and the service
identifier are compared to determine that the user
device 1s eligible to use the data service toll-free.

12. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, that cause the
one or more processors to determine whether the user device
1s eligible to use the data service toll-iree, cause the one or
more processors to:

determine a geographic location of the user device,

compare the geographic location of the user device to a

geographic area associated with a toll-free data condi-

tion,

the toll-free data condition indicating that toll-free data

1s accessible within the geographic area, and

determine that the user device 1s eligible to use the data

service toll-free based on comparing the geographic

location of the user device to the geographic area

associated with the toll-free data condition.

13. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, that cause the
one or more processors to provide the IP address to the user
device, cause the one or more processors to:

provide the IP address to the user device to cause the user

device to provide a packet associated with the traflic

flow of the data session to the other server,

the other server to analyze the packet to identify the IP
address,

the other server to use the IP address to search the data
structure to determine that the IP address 1s associ-
ated with a service identifier of the one or more
service 1dentifiers of the data service, and

the other server to charge the account associated with
the sponsor based on determining that the IP address
1s associated with the service identifier of the data
service.

14. A method, comprising;

receiving, by a device and from a user device, a request

associated with an application that provides a data

service,

where the request includes one or more service iden-
tifiers, and

where an application management program hosted on
the user device 1s configured to use an application
programming interface to interact with the applica-
tion to obtain the one or more service identifiers;

determining, by the device, whether the user device 1s
eligible to use the data service toll-free by providing, to
a server, a validation request that includes the one or
more service identifiers:
receiving, by the device, a response from the server that
1s based on a validation procedure that indicates that the
user device 1s eligible to use the data service toll-free;

obtaining, by the device, an internet protocol (IP) address
that 1s reserved for toll-iree usage by the application by
using a service identifier of the one or more service
identifiers to search a data structure associated with the
data service; and

providing, by the device, the IP address to the user device,

the user device to use the IP address for a data session
of the application,

where traflic flow associated with the user device 1s
received by another server that uses the IP address to
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charge, for the data session, an account associated
with a sponsor of toll-free usage of the data service,
where using the IP address to charge for the data
service comprises veritying that the IP address
matches an IP address included in a set of IP
addresses reserved for toll-free usage of the data
service,

where the user device uses one or more other IP
addresses, different from the IP address, for data

usage not associated with the application, and
where, when the data session ends, the IP address 1s
made available for assignment to another user device

that 1s eligible to use the data service toll-iree.
15. The method of claim 14, where the user device uses
the data service toll-free without the use of a proxy server.
16. The method of claim 14, where one or more proces-
sors of the user device cause the application management
program to provide the request associated with the data

service to the device.

17. The method of claim 14, where determining whether
the user device 1s eligible to use the data service toll-free
COmMprises:

providing the validation request to the server to cause the

server to use the one or more service identifiers to

execute a validation procedure,

the validation procedure to determine whether the user
device 1s eligible to use the data service toll-free.
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18. The method of claim 14, where determining whether
the user device 1s eligible to use the data service toll-free
COmMprises:

obtaining user profile information for a user associated

with the user device,

comparing the user profile information to a toll-free data

condition that allows toll-free data 1f the user profile
information includes particular characteristics, and

determining that the user device 1s eligible to use the data

service toll-free based on comparing the user profile
information to the toll-free data condition.

19. The method of claim 14, where determining whether
the user device 1s eligible to use the data service toll-free
COmMprises:

determining that the user device provided consent to

recelrve advertisements, and

determining that the user device 1s eligible to use the data

service toll-free based on determining that the user
device provided consent to receive advertisements.

20. The method of claim 14, where obtaining the IP
address that 1s reserved for the data service comprises:
providing a request for the IP address to a data source,

the request for the IP address causing the data source to
select the IP address from the data structure,
the IP address being one of a set of IP addresses
reserved for the data service, and

recerving the IP address from the data source.
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