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FIG. 9
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VERIFICATION METHOD, VERIFICATION
APPARATUS, AND STORAGE MEDIUM
INCLUDING PROGRAM STORED THEREIN

BACKGROUND
1. Technical Field

The present disclosure relates to a verification method for
verilying content data, a verification apparatus, and a storage
medium including a program stored therein.

2. Description of the Related Art

In recent years, a technique known as an autonomous
driving system has been used to control driving an autono-
mous vehicle. In the autonomous driving system, 1t 1s
assumed that high-level map data on which the control 1s
based and information regarding a vehicle, a pedestrian, and
an infrastructure are acquired via a communication with an
apparatus located outside the autonomous vehicle. For
example, information 1s acquired via a V2X (Vehicle-to-
Everything) communication such as an inter-vehicle com-
munication, a road-to-vehicle communication, or the like, or
information 1s acquired via other various communications
including a communication with an information terminal.
The autonomous vehicle 1s controlled based on the infor-
mation acquired 1n the above-described manner taking into
account other information in terms of a running state of the
vehicle, a situation around the vehicle and a state of a driver.

Japanese Unexamined Patent Application Publication No.
2014-106854 discloses a technique in which, to enhance the
safety of autonomous driving control of a vehicle, 1n a case
where 1t 1s determined that an autonomous driving control
apparatus of the vehicle does not satisty a condition for
autonomous driving, a driver 1s prompted to release autono-
mous driving.

SUMMARY

In a case where an autonomous driving system acquires
data from an apparatus located outside a vehicle, there may
be a risk that a cyber attack will be received such as a
transmission of invalid data from an unauthorized spoofing
terminal.

In a conventional technique of veritying content data,
when large size content data such as map data 1s down-
loaded, 1t takes a long time to verity the whole content data.
Therefore, 1n a system 1n which 1t 1s assumed that down-
loaded content data or the like becomes usable after the
verification 1s completed for the whole content data, the
system has a problem that it 1s impossible to use content data
in real time 1n autonomous driving of a vehicle.

One non-limiting and exemplary embodiment provides a
more ellective verification method of venfying content for
in use 1n autonomous driving of a vehicle.

In one general aspect, the techniques disclosed here
feature a verification method for veritying content data to be
used m a vehicle, the method including: acquiring the
content data; acquiring, from a plurality of pieces of partial
data obtained by dividing the content data, a respective
plurality of first hash values; acquiring a signature generated
by using the plurality of first hash values and a key;
acquiring state information that indicates a state of the
vehicle; determiming an integer N that 1s greater than or
equal to one based on the acquired state information; gen-
erating, from N pieces of partial data included in the
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plurality of pieces of partial data, a respective set of second
hash values; veritying the content data by using each of (a)
a subset of the plurality of first hash values which are those
respectively generated from partial data other than the N
pieces of partial data, (b) the generated second hash values,
and (c) the acquired signature, and outputting information
that indicates a result of the veritying.

According to the present disclosure, 1t 1s possible to verity
a content for use 1n autonomous driving of a vehicle by using
a more optimum content verification method.

It should be noted that general or specific embodiments
may be implemented as a system, an apparatus, an integrated
circuit, a computer program, a computer-readable storage
such as a CD-ROM disk, or any selective combination of a
system, an apparatus, an integrated circuit, a computer
program, and a storage medium.

Additional benefits and advantages of the disclosed
embodiments will become apparent from the specification
and drawings. The benefits and/or advantages may be 1ndi-
vidually obtained by the various embodiments and features
of the specification and drawings, which need not all be
provided in order to obtain one or more of such benefits
and/or advantages.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic diagram illustrating an overall
confliguration of a content verification system according to
an embodiment;

FIG. 2 1s a schematic diagram illustrating a functional
configuration of a vehicle according to an embodiment;

FIG. 3 1s a schematic diagram illustrating a functional
configuration of a gateway according to an embodiment;

FIG. 4 1s a schematic diagram illustrating a functional
configuration of a server according to an embodiment;

FIG. 5 1s a schematic diagram illustrating a functional
configuration of a traflic signal according to an embodiment;

FIG. 6 1s a sequence diagram illustrating a process of
downloading content data from a server to a vehicle accord-
ing to an embodiment;

FIG. 7 1s a flow chart 1llustrating a process ol generating
content data by a server according to an embodiment;

FIG. 8 1s schematic diagram illustrating a process of
generating verifiable content data according to an embodi-
ment;

FIG. 9 1s a tlow chart 1llustrating a process performed by
a vehicle to verily content data according to an embodiment;

FIG. 10 1s a schematic diagram 1llustrating a process of
verilying content data according to an embodiment;

FIG. 11 1s a sequence diagram illustrating a process of
uploading sensor information from a vehicle to a server
according to an embodiment; and

FIG. 12 1s a sequence diagram illustrating a process of
uploading sensor information from a traflic signal to a server
according to an embodiment.

DETAILED DESCRIPTION

According to an aspect, the present disclosure provides a
verification method for verifying content data to be used in
a vehicle, including acquiring the content data, acquiring,
from a plurality of pieces of partial data obtained by dividing
the content data, a respective plurality of first hash values,
acquiring a signature generated by using the plurality of first
hash values and a key, acquiring state information that
indicates a state of the vehicle, determining an integer N that
1s greater than or equal to one based on the acquired state
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information, generating, from N pieces of partial data
included in the plurality of pieces of partial data, a respective
set ol second hash values, verifying the content data by
using each of (a) a subset of the plurality of first hash values
which are those respectively generated from partial data
other than the N pieces of partial data, (b) the generated
second hash values, and (¢) the acquired signature, and
outputting information that indicates a result of the verity-
ing. The key may be a secret key.

In the aspect described above, when a verification appa-
ratus verifies large-size content data including map infor-
mation or the like, part of the content data 1s selected
depending on a state of a vehicle and the selected part of the
content data 1s used in the verification. This makes 1t
possible to quickly verity the content data while maintaining
a practical security level, and thus it becomes possible to
build a secure system.

An attacker does not have a secret key, and thus 1t 1s
dificult for the attacker to generate a valid digital signature
(also referred to simply as a signature). Therefore, the
verification apparatus 1s capable of verilying whether con-
tent data 1s valid or not, using a signature included in
verification data for veritying the content data. That 1s, it 1s
possible to detect an alteration of content data made by an
attacker. The above-described ability of the verification
apparatus to verily whether content data i1s valid or not
makes 1t possible to build a secure system 1n which detected
invalid content data 1s discarded and only valid content data
1s used 1n an autonomous driving operation of a vehicle or
other operations. As described above, the verification appa-
ratus 1s capable of verifying a content for use 1n autonomous
driving of the vehicle by using the more optimum content
verification method.

For example, 1n the generating, the N pieces of partial data
may be randomly selected from the plurality of pieces of
partial data, and a respective second hash value may be
generated from each of the selected N pieces of partial data.

In the aspect, when the verification apparatus verifies
large-size content data including map information or the
like, part of the content data 1s selected randomly and the
verification 1s performed on the selected part of the content
data. This makes 1t possible to perform quick verification
while maintaining practical security level, and thus it
becomes possible to build a secure system.

In this case, the verification of the content data in the
vehicle 1s performed such that the content data 1s divided
into a plurality of pieces of partial data, and the verification
1s performed on a particular number of pieces of partial data
randomly selected from the whole pieces of partial data. In
a case where an attacker attacks the system such that the
content data 1s tampered with, there 1s a high probability that
the selected pieces of partial content data include an altera-
tion made by the attacker. Therefore, the verification appa-
ratus 1s capable of more effectively verifying whether the
content data 1s valid or not, which makes 1t possible to
achieve higher security 1n the system.

In this case, a change always occurs 1n terms of which
pieces of partial data for use in the verification are selected
from the plurality of pieces of partial data, and this makes 1t
possible to more eflectively detect malicious data such as
spoofing data. Therefore, the venfication apparatus 1s
capable of verifying a content 1n use of autonomous driving
of the vehicle using a more optimum content verification
method.

For example, the state information may indicate whether
the vehicle 1s running or not runmng, and in the determining,
when the vehicle 1s determined to be running, a value of N
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may be determined so as to be equal to a first value, and
when the vehicle 1s determined to be not running, the value
of N may be determined so as to be equal to a second value
that 1s greater than the first value.

In the verification apparatus according to the above-
described aspect, in a case where 1t 1s allowed to take a
relatively long time to perform verification, it 1s allowed to
verily content data in more detail, while in a case where 1t
1s allowed to take only a relatively short time to perform
verification, the verification 1s ended 1n the short time such
that the content data 1s made usable. Thus, the verification
apparatus 1s capable of verifying a content 1n use in autono-
mous driving of the vehicle using the verification method
optimized depending on the length of the time available for
the verification.

For example, the state information may indicate, as the
state of the vehicle, a processing load imposed on an
apparatus that executes the verification method, and in the
determining, a value of N may be determined such that the
higher the processing load 1s, the smaller the value of N 1s.

According to the aspect described above, 1n a case where
a relatively high processing power 1s available to perform
the verification, the verification apparatus verifies the con-
tent data 1n more detail, while 1n a case where a relatively
low processing power 1s available to perform the verifica-
tion, the verification apparatus completes the verification of
the content data in a briel manner thereby making the
content data usable. Thus, the verification apparatus is
capable of verilying a content in use in autonomous driving
of the vehicle using the verification method optimized

depending on the processing power available for the veri-
fication.

For example, the state information may indicate, as the
state of the vehicle, an amount of communication data
included 1n a communication performed by an apparatus that
executes the verification method, and 1n the determiming, a
value of N may be determined such that the greater the
amount of communication data 1s, the smaller the value of
N 1s.

According to the aspect described above, 1n a case where
the amount-of-communication information indicates that a
relatively high processing power 1s available to perform the
verification, the verification apparatus verifies the content
data in more detail, while 1n a case where a relatively low
processing power 1s available to perform the verification, the
verification apparatus completes the verification of the con-
tent data in a brief manner thereby making the content data
usable. Thus, the verification apparatus 1s capable of veri-
fying a content 1n use in autonomous driving of the vehicle
using the verification method optimized depending on the
processing power available for the verification.

For example, in the determining, a value of N may be
determined such that the greater the amount of communi-
cation data 1s, the smaller the value of N 1s.

According to the aspect described above, the verification
apparatus 1s capable of verifying the content data by using
an optimum number of pieces of partial data based on the
type or the size of the content data. Thus, the verification
apparatus 1s capable of verifying a content 1n use 1n autono-
mous driving of the vehicle using the content verification
method optimized depending on the type or the size of the
content data.

For example, 1n the determining, based on a type of the
content data, a determination may be made as to which
pieces of the plurality pieces of partial data are selected as
the N pieces of partial data.
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According to the aspect described above, 1n a case where
it 1s known what kind of contents are included in the

respective pieces of partial data depending on the type of the
content data, the verification apparatus i1s capable of select-
ing particular pieces of partial data which are more neces-
sary to be subjected to the verification and performing the
verification on the selected pieces of partial data. Thus, the
verification apparatus 1s capable of verifying a content, in
use 1n autonomous driving of the vehicle, using the content
verification method optimized such that particular pieces of
partial data more necessary to be verified are subjected to the
verification.

For example, the type of the content data may include a
measure that indicates an update interval of the content data.

In the verification apparatus according to the aspect
described above, the type of the content 1s indicated by the
update interval of the content data, which makes 1t possible
to verily the content, 1n use in autonomous driving of the
vehicle, using the optimized content verification method.

According to an aspect, the present disclosure provides a
verification apparatus that verifies content data to be used in
a vehicle, including a processor and a memory connected to
the processor, the processor executing, using the memory, a
process including acquiring the content data, acquiring, from
a plurality of pieces of partial data obtained by dividing the
content data, a respective plurality of first has values, and
acquiring a signature generated by using the plurality of first
hash values and a key, acquiring state information that
indicate a state of the vehicle, determining an integer N that
1s greater than or equal to one based on the acquired state
information, and generating, from N pieces of partial data
included 1n the plurality of pieces of partial data, respective
second hash values, verifying the content data by using each
of (a) a subset of the plurality of first hash values which are
those respectively generated from partial data other than the
N pieces of partial data, (b) the generated second hash
values, and (c) the signature, and outputting information that
indicates a result of the veritying. The key may be a secret
key.

This aspect provides advantageous effects similar to those
provided by the verification apparatus according to any
previous aspect.

It should be noted that general or specific embodiments
may be implemented as a system, an apparatus, an integrated
circuit, a computer program, a computer-readable storage
such as a CD-ROM disk, or any selective combination of a
system, an apparatus, an integrated circuit, a computer
program, and a storage medium.

Embodiments are described in detail below with reference
to drawings.

Note that any embodiment described below 1s provided to
illustrate a general or specific example. In the following
embodiments, values, shapes, materials, constituent ele-
ments, locations of elements, manners of connecting ele-
ments, steps, the order of steps, and the like are described by
way ol example but not limitation. Among constituent
clements described 1n the following embodiments, those
constituent elements that are not described 1 1independent
claims indicating highest-level concepts of the present dis-
closure are optional.

EMBODIMENTS

1. System Configuration

In embodiments described below with reference to draw-
ings, a gateway installed on an in-vehicle network functions
as a verification apparatus which verfies content data
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6
received from an apparatus, such as a server or a traflic
signal, located outside a vehicle via V2X.
1.1 Overall Configuration of Content Verification System 10

FIG. 1 1s a schematic diagram illustrating an overall
configuration of a content verification system 10 according
to an embodiment. In FIG. 1, the content verification system
10 includes vehicles 100a and 10054, a server 200, and a
tratlic signal 300. In FIG. 1, the content verification system
10 includes vehicles 100a and 10054, a server 200, and a
tratlic signal 300. The vehicles 100a and 1005, the server
200, and the traflic signal 300 are connected to each other via
a network or a communication link such that they are
capable of communicating with each other.

In the content verification system 10, not only the traflic
signal 300 but other elements such as a floodlight, an
information bulletin board/sign, a bridge, a sensor 1nstalled
on an 1nfrastructure such as a tunnel, a pedestrian bridge, or
the like, a camera, a GPS (Global Positioning System)
receiver, and/or the like may be connected via a network or
a communication link.

1.2 Configuration of Vehicle 100aq

FIG. 2 1s a schematic diagram illustrating an overall
configuration of the vehicle 100aq according to the present
embodiment. In FIG. 2, a plurality of electronic control units
(ECUs) ECU 111, ECU 121, ECU 131, ECU 141, ECU 151,
ECU 161, ECU 171, ECU 181, and ECU 191 are connected
to a gateway 101 via an in-vehicle network. The 1n-vehicle
network may be a Controller Area Network (hereafter
referred to as CAN) or Ethernet (registered trademark), or a
combination of CAN and Fthemet (registered trademark).

The in-vehicle network 1s connected to driving-related
ECUs that control, for example, the engine 110, the trans-
mission 120, a motor (not 1llustrated), a fuel (not 1llustrated),
or a battery (not illustrated). In FIG. 2, an ECU 111 {for the
engine 110 and an ECU 121 for the transmission 120 are
connected, as driving ECUs, to the in-vehicle network.

Furthermore, the in-vehicle network is also connected to
chassis-related ECUs that provide functions of “turning or
stopping” the vehicle using the brake 130 or the steering
140. In FIG. 2, an ECU 131 for the brake 130 and an ECU
141 for the steering 140 are connected, as chassis ECUSs, to
the 1n-vehicle network.

Furthermore, the in-vehicle network i1s also connected to
satety/comiort-related ECUs for an automatic brake 150,
lane keeping apparatus 160, an inter-vehicle distance control
function (not illustrated), a collision avoidance function or
an airbag. In FIG. 2, an ECU 151 for the automatic brake
150 and an ECU 161 for the lane keeping apparatus 160 are
connected, as satety/comiort-related ECUSs, to the in-vehicle
network.

Furthermore, the in-vehicle network is also connected to
a communication-related ECU for an inter-vehicle commu-
nication apparatus 170 or the like. In FIG. 2, an ECU 171 for
the inter-vehicle communication apparatus 170 1s connected,
as a communication-related ECU, to the in-vehicle network.
The ter-vehicle communication apparatus 170 acquires
content data from another vehicle. The ECU 171 periforms
an operation process such as an autonomous driving opera-
tion using the acquired content data.

Furthermore, the 1in-vehicle network 1s also connected to
an infortainment-related ECU for a head unit 180 or the like.
In FIG. 2, an ECU 181 {for the head unit 180 1s connected,
as an infortainment-related ECU, to the in-vehicle network.
Note that the ECU 181 for the head unit 180 may be
removed, and the head unit 180 may be directly connected
to the 1n-vehicle network without passing through the ECU
181.
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Furthermore, the in-vehicle network 1s also connected to
an ECU 191 for an ITS (Intelligent Transport Systems)

apparatus 190. In FIG. 2, an ECU 191 for the I'TS apparatus

190 1s connected to the in-vehicle network. The I'TS appa-
ratus 190 receives, from the server 200, road surface infor-
mation, map information, or the like stored 1n the server 200.
The I'TS apparatus 190 transmits sensor information, GPS
position information, camera image information, or the like
to the server 200. The server 200 can grasp a road condition
or the like from the 1image information transmitted from the
I'TS apparatus 190.

Note that various sensors (not i1llustrated) or 1mage infor-
mation captured by a camera are also connected to the
in-vehicle network.

The gateway 101 1s a relay apparatus that 1s connected to

cach ECU described above and functions to relay commu-
nication between ECUs. The ECUs are connected to each
other via the gateway 101 such that it 1s allowed to transmut
information between each other.

The server 200 1s a server apparatus which has various
kinds of content data and performs various kinds of infor-
mation processing. The server 200 has, as content data, map
information, road surface information, trafhic restriction
information, accident information, pedestrian information,
or the like. The map mformation 1s information indicating
static features of roads, buildings, and/or the like. The traflic
restriction mnformation 1s information indicating a location,
time zone, or the like where a tratlic restriction 1s 1mposed
because of a weather or an accident. The accident informa-
tion 1s information indicating a time, a location, or the like
where an accident 1s happening. The pedestrian information
1s 1nformation indicating a time, a location, or the like
whether a pedestrian exists. The server 200 1s connected to
the vehicle 100a via a communication line such that a
communication between them is possible, and the server 200
provides various pieces of mformation stored therein to the
vehicle 100a or the like.

As for the content data stored in the server 200, some 1s
updated at relatively long intervals, and some 1s updated at
relatively short intervals. For example, the map information,
the road surface information, and the like are updated at
intervals of a few months. On the other hand, the accident
information, the trafhic restriction information, and the like
are updated at intervals of a few minutes to a few hours. The
server 200 may store a measure indicating an update interval
ol content data such that the measure 1s stored 1n association
with the corresponding content data. The measure indicating,
the update interval may be represented 1in terms of a length
of time (one month, one hour, one minute, one second, or the
like) of the update nterval, or may indicate a degree of the
update interval represented, for example, 1n three levels
(long, middle, short).

The traflic signal 300 1s a traflic signal. The traflic signal
300 communicates with the vehicle 100aq or the like via radio
wave communication, visible light communication, or the
like.

1.3 Configuration of Gateway 101

FIG. 3 1s a diagram 1illustrating a configuration of the
gateway 101 according to the present embodiment. In FIG.
3, the gateway 101 includes a content verifier 1001, a key
storage 1002, a message processor 1003, a vehicle state
storage 1004, and a communication part 1005. The gateway
101 1includes at least a processor (not illustrated) and a
memory connected to the processor, and functions described
below are realized by executing a particular program by the
processor using the memory.
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The communication part 1005 1s a communication inter-
face that performs a communication process on a message
transmitted 1n the in-vehicle network. When the communi-
cation part 1005 receives a message, the communication part
1005 transmits the received message to the message pro-
cessor 1003 or the content verifier 1001. The communication

part 1005 also transfers a message received from an arbitrary
bus 1n the in-vehicle network to another bus.

The content verifier 1001 verifies vehicle-oriented content
data received via a network outside the vehicle such as ITS
or inter-vehicle communication.

More specifically, the content verifier 1001 acquires con-
tent data, a plurality of first hash values respectively gen-
erated from a plurality of pieces of partial data obtained by
dividing the content data, and a signature generated using
the plurality of first hash values and a secret key. The content
verifier 1001 acquires state information indicating a state of
the vehicle 100aq. The content verifier 1001 generates a
second hash value from each of a particular number of
pieces of partial data selected from the plurality of partial
data where the particular number 1s determined depending
on the acquired state information. The particular number 1s
an mteger greater than or equal to 1. The content verifier
1001 venfies the acquired content data using the generated
second hash values, first hash values respectively generated
from pieces of partial data other than the particular number
of pieces of partial data in the plurality of pieces of partial
data, and the signature, and the content verifier 1001 outputs
information indicating a result of the verification.

The verification process on the content data by the content
verifier 1001 will be described in further detail later.

The key storage 1002 stores a key used by the content
verifier 1001 or the message processor 1003. More specifi-
cally, the key storage 1002 stores a key (that 1s, a public key
provided by the server 200) for use by the content verifier
1001 1n venitying a content recerved from the server 200. In
a case where the in-vehicle network includes a CAN net-
work, the key storage 1002 stores a key (a MAC key) used
in verifying a MAC (Message Authentication Code) code
used m a CAN message. In a case where the in-vehicle
network includes an Ethernet (registered trademark) net-
work, the content verifier 1001 stores a communication key
used 1n an encrypted communication or the like i the
Ethernet (registered trademark) network.

The message processor 1003 processes a message. For
example, the message processor 1003 transiers a message on
an arbitrary bus of the imn-vehicle network to another bus.
The message processor 1003 also verifies a message. In the
verification of a message, the message processor 1003 uses
a verification key such as a MAC key stored in the key
storage 1002.

Furthermore, the message processor 1003 acquires state
information indicating a state of the vehicle from a message
and stores the state information 1n the vehicle state storage
1004. For example, the state information includes running
state information indicating whether the vehicle 100a 1s 1n a
running state, a stopped state, or a parked state. Information
indicating whether the vehicle 100q 1s 1n the running state or
the like can be obtained from information associated with
the transmission 120 or from the speed information. The
state information may include load information indicating a
processing load imposed on the gateway 101 which 1s an
apparatus that executes the process and/or amount-of-com-
munication information indicating an amount of communi-
cation data 1n communication performed by the gateway

101.
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The speed information may be acquired from an ECU that
acquires mnformation about a number of revolutions of tire
(not 1llustrated), the ECU 111 connected to the engine 110,
or the ECU 131 connected to the brake 130.

The vehicle state storage 1004 1s a storage apparatus that
stores a state of the vehicle. In the vehicle state storage 1004,
the state information acquired by the message processor
1003 1s stored. The state information stored 1n the vehicle
state storage 1004 is read by the content verifier 1001.

1.4 Configuration of Server 200

FIG. 4 1s a schematic diagram illustrating a functional
configuration of the server 200 according to the present
embodiment. In FIG. 4, the server 200 includes a content
collector 201, a content DB 202, a content divider 203, an
encryption processor 204, a key storage 205, and a commu-
nication part 206. The server 200 includes at least a proces-
sor (not illustrated) and a memory connected to the proces-
sor, and functions described below are realized by executing
a particular program by the processor using the memory.

The communication part 206 1s a communication inter-
face that communicates with the vehicle 100a or 1005 or the
traflic signal 300. The communication part 206 may use TLS
(Transport Layer Security) as a communication protocol.

The content collector 201 collects content data acquired
from the vehicle 100a or 1005 or the traflic signal 300. The
content data includes sensor information acquired from the
vehicle 100a or 1006 or the traflic signal 300, position
information indicating a position of the vehicle 100a or 10056
acquired from a GPS or the like, image information acquired
from a camera, and/or the like. From the content data, a road
condition 1s acquired in terms of an accident, congestion, or
the like. The content collector 201 may acquire, together
with the content data, a measure indicating an update
interval at which the content data 1s to be updated.

The content DB 202 1s a storage apparatus in which
content data 1s stored. In the content DB 202, the content
data collected by the content collector 201 1s stored. The
content DB 202 also stores map data. The content data stored
in the content DB 202 1s read by the content divider 203.

The content divider 203 reads content data relating to a
road condition around the vehicle 100q from the content
data stored in the content DB 202, and divides the read
content data. In the reading of the content data relating to the
road condition around the vehicle 100a, content data relating
to an area 1n the vicimity of the position indicated by
separately-acquired position information of the vehicle 100q
1s read from the content data stored in the content DB 202.
The content divider 203 then transmits the divided content
data to the encryption processor 204. Each piece of divided
content data 1s also referred to as partial data.

The dividing of the content data by the content divider
203 may be performed 1n various manners. For example,
regarding a division size, the dividing may be performed
such that each piece of divided partial data has an equal fixed
s1ze, or such that the size of the divided partial data may be
changed depending on the type of the content data.

The key storage 2035 stores a secret key (a secret key
provided by the server 200) used 1n generating verification
data for veritying content data.

The encryption processor 204 generates verification data
for verifying the content data, using the secret key stored 1n
the key storage 205. The method of generating the data for
verification by the encryption processor 204 will be
described later.

The server 200 may be disposed at any physical location
as long as the server 200 1s connected to the Internet. The
server 200 may be realized by a so-called cloud server. The
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content data provided by the server 200 can be said to be
content data generated by the cloud.
1.5 Configuration of Tratlic Signal 300

FIG. 5 1s a schematic diagram illustrating a functional
configuration of the trailic signal 300 according to the
present embodiment. In FIG. 5, the trailic signal 300
includes a content collector 301, a content DB 302, a content
divider 303, an encryption processor 304, a key storage 305,
a content transmitter 306, a sensor information collector
307, and a communication part 308. The traflic signal 300
includes at least a processor (not illustrated) and a memory
connected to the processor, and functions described below
are realized by executing a particular program by the pro-
cessor using the memory. Note that in addition to the
functions described below, the trailic signal 300 also has a
function of a tratlic signal.

The content DB 302 has a similar configuration to that of
the content DB 202, the content divider 303 has a similar
configuration to that of the content divider 203, the encryp-
tion processor 304 has a similar configuration to that of the
encryption processor 204, and the key storage 3035 has a
similar configuration to that of the key storage 205, and thus
a description of the configuration thereof 1s omitted.

The content collector 301 stores, 1n the content DB 302,
sensor mformation acquired from the vehicle 100aq or 1005
via V2X.

The content transmitter 306 transmits the content data
stored 1n the content DB 302 to the server 200.

The sensor information collector 307 acquires sensor
information generated by a sensor (not 1llustrated) installed
on the traflic signal 300 or image information generated by
a camera (not 1llustrated) and stores the acquired informa-
tion 1n the content DB 302.

The communication part 308 1s a communication inter-
face that communicates with the server 200 and also com-
municates with the vehicle 100a or 1005 via V2X.

1.6 Communication Sequence Between Vehicle 100a and
Server 200

Next, an explanation 1s given below about communication
between the vehicle 100a and the server 200, and more
specifically, about a process including downloading content
data from the server 200 to the vehicle 100a and veritying
the content data at the vehicle 100q. In the present embodi-
ment, by way of example, the vehicle 100a downloads
content data such as map data from the server 200, and uses
the downloaded content data 1n a lane keeping function.
Communication sequence 1n downloading content data

FIG. 6 1s a sequence diagram illustrating a process of
downloading content data from the server 200 to the vehicle
100a according to the present embodiment. In the sequence
shown 1n FIG. 6, the vehicle 1004 downloads content data
from the server 200 and verifies the downloaded content
data.

In step S101, the server 200 generates content data.

In step S102, the server 200 transmits the content data to
the vehicle 100a.
In step S103, the I'TS apparatus 190 of the vehicle 100aq

downloads the content data transmitted trom the server 200
and transmits the content data to the ECU 191 for the ITS
apparatus 190. The ECU 191 for the ITS apparatus 190

transmits the received content data to the gateway 101
thereby transierring it.

In step S104, the gateway 101 executes a verification on
the received content data.
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In a case where 1t 1s determined 1n the verification 1n step
S104 that the received content data 1s valid, then in step
S105, the gateway 101 generates a message associated with
the received content data.

In step S106, the gateway 101 transmits the message
generated 1n step S105 to the ECU 161 for the lane keeping
apparatus 160.

In step S107, the ECU 161 for the lane keeping apparatus
160 executes an operation associated with the lane keeping

function based on the message recerved from the gateway
101.

Generating Content Data (Step S101)

FIG. 7 1s a flow chart illustrating a process of generating,
content data by the server 200 according to the present
embodiment. Note that the flow chart 1n FIG. 7 1s a further
detailed description of step S101 shown 1n FIG. 6.

In step S201, the content divider 203 of the server 200
acquires, from the content DB 202, content data which 1s
suitable to be transmitted to the vehicle 100a. Note that the
content data acquired 1n step S201 1s also referred to as main

content data 1n order to distinguish from ““verifiable content
data” will be described data.

In step S202, the content divider 203 of the server 200
divides the content data acquired 1n step S201 1nto a plurality
ol pieces ol partial data.

In step S203, the encryption processor 204 of the server
200 generates a hash value for each of the plurality of pieces
of partial data generated via the dividing in step S202
thereby generating a plurality of hash value. A hash function
to use to generate hash values 1s determined in advance in
the content verification system 10. For example, SHA-256 1s
used as the hash function.

In step S204, the encryption processor 204 of the server
200 generates a signature for each of the plurality of hash
values generated 1n step S203 using a secret key stored 1n the
key storage 205. In the generation of the signature, for
example, ECDSA (Elliptic Curve Digital Signature Algo-

rithm) disclosed 1n “Federal Information Processing Stan-
dards Publication 1 86-4 DIGITAL SIGNATURE STAN-

DARD(DSS)”, July, 2013, National Institute of Standards
and Technology (NIST) may be used.

In step S2035, the encryption processor 204 of the server
200 generates verifiable content data including the partial
data generated in step S202, the hash values generated 1n
step S203, and the signatures generated in step S204. The
generating of the verifiable content data i1s described 1n
turther detail below with reference to FIG. 8.

FIG. 8 1s a diagram 1llustrating a process of generating
verifiable content data according to the present embodiment.
More specifically, the process i S202 to S205 described
above are explained.

As shown 1n FIG. 8, the encryption processor 204 divides
content data C1 into five pieces of partial data C11, C12,
C13, C14, and C135 (step S202).

Next, the encryption processor 204 generates a hash value
for each of the generated pieces of partial data C11, C12,
C13, C14, and C15. More specifically, the encryption pro-
cessor 204 generates a hash value H11 for the partial data
C11, generates a hash value H12 for the partial data C12,
generates a hash value H13 for the partial data C13, gener-

ates a hash value H14 for the partial data C14, and generates
a hash value H15 for the partial data C13 (step S203). Note

that the hash values H11, H12, H13, H14, and H15 will be
also referred to as first hash values.
Next, the encryption processor 204 combines the gener-

ated hash wvalues HI11, H12, H13, H14, and HI135, and
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generates a signature S1 using a secret key of the server 200
stored 1n the key storage 205 (step S204).

Next, the encryption processor 204 adds the hash values
H11, H12, H13, H14, and H15, and the signature S1, as data
for verification V, to the content data C1 thereby generating
verifiable content data C2 (step S205). That 1s, the verifiable
content data C2 includes the content data C1 and the data for
verification V.

Veritying Content Data (Step S104)

FIG. 9 1s a tlow chart illustrating a process performed by

the vehicle 100aq to verily content data according to the

present embodiment. In the tflow chart shown i FIG. 9, the

step S104 1n FIG. 6 1s described 1n further detail.

In step S301, the content verifier 1001 of the vehicle 100a
downloads content data from the server 200 thereby acquir-
ing the content data. The content data acquired here corre-
sponds to the verifiable content data C2 described above.
More specifically, the content data includes main content
data, a plurality of first hash values respectively generated
from pieces of partial data obtained by dividing the main
content data, and a signature generated using the plurality of
first hash values and a secret key.

In step S302, the content verifier 1001 of the vehicle 100a
acquires state information indicating a state of the vehicle
100a. The state information of the vehicle 100q 1s acquired
from the vehicle state storage 1004.

In step S303, the content verifier 1001 of the vehicle 100aq
determines the particular number depending on the state
information acquired in step S302.

In step S304, the content verifier 1001 of the vehicle 100a
selects a particular number of pieces of partial data from all
pieces ol partial data imncluded 1n the downloaded content
data. Note that the particular value 1s an integer greater than
or equal to 1. This particular value will also be denoted by
N.

In step S305, the content verifier 1001 of the vehicle 100a
generates a hash value for each partial data selected in step
S304. The hash function used 1n generating the hash values
1s determined 1n advance 1n the content verification system
10.

In step S306, the content verifier 1001 of the vehicle 100aq
extracts a hash value corresponding to each piece of partial
data which was not selected 1n step S304 from the hash
values included 1n the data for verification 1n the content data
received 1n step S301.

In step S307, the content verifier 1001 of the vehicle 100a
verifies the content data using the hash value generated for
cach piece of partial data selected 1n step S304, the hash
value corresponding to each piece of partial data which was
not selected 1n step S304 and extracted in step S306, and the
signature included 1n the data for vernification associated with
the content data, thereby determining whether the content
data 1s valid or not. In the verification of the content data, the
public key provided by the server 200 1s used. In a case
where 1t 1s determined that the content data 1s valid (Yes 1n
step S307), the processing flow proceeds to step S308, but
otherwise (No 1n step S307) the processing flow proceeds to
step S309.

In step S308, the content verifier 1001 of the vehicle 100a
outputs information indicating that the content data down-
loaded 1n step S301 15 valid content data.

In step S309, the content verifier 1001 of the vehicle 100a
outputs information indicating that the content data down-
loaded 1n step S301 i1s not valid, that 1s, the content data
downloaded in step S301 1s invalid content data.

In this case, this content data may be discarded.
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FIG. 10 1s a schematic diagram illustrating a process of
veritying content data according to the present embodiment.
More specifically, the process 1 step S302 to S305
described above 1s explained. In FIG. 10, the explanation 1s
given about a process of verifying verifiable content data
D1. Note that the verifiable content data D1 corresponds to
the venifiable content data C2 generated in FIG. 8.

In FIG. 10, the verifiable content data D1 includes five
pieces of partial data D11, D12, D13, D14, and D15, and
data for verification W. The data for verification W includes
hash values J11, J12, J13, J14, and J15, and the signature T1
calculated by the server 200.

The content verifier 1001 of the vehicle 100q selects a
particular number of pieces of partial data from the five
pieces of partial data. Here 1t 1s assumed that the particular
number 1s equal to 2, and two pieces of partial data D11 and
D13 are selected (step S302).

Next, a hash value J21 1s generated for the selected partial
data D11, and a hash value J23 1s generated for the partial
data D13 (step S303). Heremafiter, the hash values J21 and
123 will also be referred to as the second hash values.

Furthermore, the hash values corresponding to the not-
selected partial data D12, D14, and D15 are extracted from
the data for verification W of the verifiable content data D1
(step S304). In this specific example, the hash value J12
corresponding to the partial data D12 1s extracted, the hash
value J14 corresponding to the partial data D14 1s extracted,
and the hash value J15 corresponding to the partial data D135
1s extracted.

Next, the content data D1 1s verified using the hash values
121, 112, J23, 114, and J15 and the signature T1 included 1n
the data for verification W (step S305).

Note that when the particular number of pieces of partial
data are selected i step S302, the particular number of
pieces ol partial data may be selected randomly from the
plurality of pieces of partial data. In this case, 1 step S303,
the hash value J23 or the like 1s generated for each of the
particular number of pieces of partial data selected. In this
case, a change always occurs in which pieces of partial data
for use 1n the verification are selected from the plurality of
pieces of partial data, and thus this makes 1t possible to more
cllectively detect malicious data such as spoofing data.

Note that 1n the determination of the particular number 1n
step S303, 1n a case where the running state information
indicates that the vehicle 100aq 1s running, the particular
number may be set to a first value, while 1n a case where the
vehicle 100q 1s not running, the particular number may be
set to a second value greater than the first value. In other
words, the particular number may be varied depending on
the state information stored 1n the vehicle state storage 1004.
For example, 1mn a case where the state imnformation (more
specifically, the running state information) indicates that the
vehicle 100a 1s not “running”, that 1s, the vehicle 100a 1s
“parked” or “stopped”, 1t 1s possible to take a longer time to
verily content data than i a case where the vehicle 100a 1s
in a “running’ state, and thus the particular number may be
set to be greater than 1n the “running” state. More specifi-
cally, when the state information indicates the “parked” state
or the “stopped” state, the particular number may be set to
be equal to 0.3 times the total number of pieces of partial
data, while when the state information indicates the “run-
ning” state, the particular number may be set to be equal to
0.1 times the total number of pieces of partial data. By
setting the particular number 1n the above-described manner,
it 15 possible to achieve an advantage that in a case where 1t
1s allowed to take a relatively long time to perform verifi-
cation, 1t 1s allowed to verily content data 1n more detail,

10

15

20

25

30

35

40

45

50

55

60

65

14

while 1n a case where 1t 1s allowed to take only a relatively
short time to perform verification, the verification 1s ended
in the short time such that the content data 1s made usable.

In the determining of the particular number 1n step S303,
depending on load information associated with the gateway
101 which 1s an apparatus that performs the present process,
the particular number may be set such that the higher the
processing load, the smaller the particular number. Further-
more, depending on amount-of-communication information
associated with the gateway 101, the particular number may
be set such that the greater the amount of communication,
the smaller the particular number. By setting the particular
number 1n the above-described manner, 1t 1s possible to
achieve an advantage that in a case where the processing
power available for the verification 1s relatively high, 1t 1s
allowed to verily content data in more detail, while 1n a case
where the processing power available for the verification 1s
relatively low, the verification 1s completed 1n a brief manner
such that the content data 1s made usable.

Note that when the particular number 1s determined 1n
step S303, the particular number may be determined
depending on a type or a size of the content data. This makes
it possible to perform the verification using an optimum

number of pieces of partial data depending on the type or the
s1ze of the content data.

In the determining of the particular number 1n step S303,
a determination may be performed, based on the type of the
content data, as to which part of the plurality of pieces of
partial data are to be selected as the particular number of
pieces of partial data. In a case where 1t 1s known what kind
of contents are included in the respective pieces of partial
data depending on the type of the content data, it 1s possible
to select particular part of the plurality of pieces of partial
data which are more necessary to be subjected to the
verification.

The type of the content data may include a measure
indicating an update interval of the content data. This makes
it possible to 1indicate a specific type of the content based on
the update time interval of the content data.

Sequence of Uploading Sensor Information from Vehicle
100a to Server 200

FIG. 11 1s a sequence diagram illustrating a process of
uploading sensor information from the vehicle 100q to the
server 200 according to the present embodiment.

In step S401, an ECU having a sensor of the vehicle 100a
generates sensor mformation. The sensor 1s, for example, a

camera configured to capture an image using visible light or
a millimeter-wave radar.

In step S402, the ECU of the vehicle 100q transmits the
sensor information to the gateway 101.

In step S403, the gateway 101 of the vehicle 100aq
transfers the sensor information to the ECU 191.

In step S404, the ECU 191 transmits (uploads) the sensor
information acquired from the ITS apparatus 190 to the
server 200.

In step S4035, the server 200 receives the sensor informa-
tion from the vehicle 100aq and stores it in the content DB
202.

Sequence of Uploading Sensor Information from Traflic
Signal 300 to Server 200

FIG. 12 1s a sequence diagram illustrating a process of
uploading sensor information from the traflic signal 300 to
the server 200 according to the present embodiment.

In step S501, the sensor iformation collector 307 gen-
erates sensor information. The sensor information 1s, for
example, mnformation indicating a road condition around the
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traflic signal 300, information indicating an 1mage of the
surroundings of the traflic signal 300 captured by a camera,
or the like.

In step S502, the sensor information collector 307 trans-
mits the sensor information to the content DB 302.

In step S3503, the content DB 302 stores the sensor
information.

In step S504, to acquire the sensor information stored in
the content DB 302, the content transmitter 306 accesses the
content DB 302 and acquires the sensor information.

In step S305, the content transmitter 306 uploads the
sensor information to the server 200.

In step S506, the server 200 receives the sensor informa-
tion from the trailic signal 300 and stores the sensor infor-
mation in the content DB 202.

1.7 Advantageous Effects of the Embodiment

In the venfication method according to the present
embodiment, when the gateway 101 functioning as the
verification apparatus verifies large-size content data includ-
ing map information or the like, part of the content data 1s
selected depending on a state of a vehicle and the selected
part of the content data 1s used in the verification. This
makes 1t possible to quickly verity the content data while
maintaining a practical security level, and thus 1t becomes
possible to build a secure system.

An attacker does not have a secret key, and thus it 1s
difficult for the attacker to generate a valid signature. There-
fore, the verification apparatus 1s capable ol verifying
whether content data 1s valid or not, using a signature
included in verification data for veritying the content data.
That 1s, 1t 1s possible to detect an alteration of content data
made by an attacker. The above-described ability of the
verification apparatus to verily whether content data 1s valid
or not makes 1t possible to build a secure system in which
detected invalid content data i1s discarded and only valid
content data 1s used in an autonomous driving operation of
a vehicle or other operations. As described above, the
verification apparatus 1s capable of verifying a content, in
use of autonomous driving of the vehicle, using the opti-
mized content verification method.

Furthermore, when the verification apparatus verifies
large-size content data including map information or the
like, part of the content data 1s selected randomly and the
verification 1s performed on the selected part of the content
data. This makes 1t possible to perform quick verification
while maintaining a practical security level, and thus 1t
becomes possible to build a secure system.

In this case, the verification of the content data in the
vehicle 1s performed such that the content data 1s divided
into a plurality of pieces of partial data, and the verification
1s performed on a particular number of pieces of partial data
randomly selected from the whole pieces of partial data. In
a case where an attacker attacks the system such that the
content data 1s tampered with, there 1s a high probability that
the selected pieces of partial content data include an altera-
tion made by the attacker. Therelore, the verification appa-
ratus 1s capable of more effectively verifying whether the
content data 1s valid or not, which makes 1t possible to
achieve higher security in the system.

In this case, a change always occurs 1n terms of which
pieces of partial data for use 1n the verification are selected
from the plurality of pieces of partial data, and this makes 1t
possible to more eflectively detect malicious data such as
spoofing data. Therefore, the venfication apparatus 1s
capable of verilying a content, in use of autonomous driving
of the vehicle, using a more optimum content verification
method.
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Furthermore, 1n the verification apparatus, 1n a case where
it 1s allowed to take a relatively long time to perform
verification, 1t 1s allowed to vernily content data in more
detail, while in a case where it 1s allowed to take only a
relatively short time to perform verification, the verification
1s ended 1n the short time such that the content data 1s made
usable. Thus, the verification apparatus 1s capable of veri-
tying a content, 1n use in autonomous driving of the vehicle,
using the optimized content verification method depending
on the length of the time available for the verification.

Furthermore, in a case where a relatively high processing
power 1s available to perform the verfication, the verifica-
tion apparatus verifies the content data 1n more detail, while
in a case where a relatively low processing power 1s avail-
able to perform the verification, the verification apparatus
completes the verification of the content data in a brief
manner thereby making the content data usable. Thus, the
verification apparatus 1s capable of verifying a content, in
use 1n autonomous driving of the vehicle, using the content
verification method optimized depending on the processing
power available for the verification.

In a case where amount-of-communication information
indicates that a relatively high processing power 1s available
to perform the verification, the verification apparatus 1s
allowed to verily the content data 1n more detail, while 1n a
case where a relatively low processing power 1s available to
perform the verification, the verification apparatus com-
pletes the venfication of the content data 1n a brief manner
thereby making the content data usable. Thus, the verifica-
tion apparatus 1s capable of verifying a content, in use in
autonomous driving of the vehicle, using the content veri-
fication method optimized depending on the processing
power available for the vernification.

The venfication apparatus 1s capable of verilying a par-
ticular number of pieces of partial data selected optimally
depending on the type or the size of the content data. Thus,
the verification apparatus 1s capable of verilying a content,
in use in autonomous driving of the vehicle, using the
content verification method optimized depending on the type
or the size of the content data.

In a case where 1t 1s known what kind of data 1s included
in which pieces of partial data depending on the type of the
content data, the verification apparatus 1s capable of select-
ing particular pieces of partial data which are more neces-
sary to be subjected to the vernification and performing the
verification on the selected pieces of partial data. Thus, the
verification apparatus 1s capable of verifying a content, in
use 1n autonomous driving of the vehicle, using the content
verification method optimized such that particular pieces of
partial data more necessary to be verified are subjected to the
verification.

In the verification apparatus, the type of the content may
be indicated by the update interval of the content data, which
makes 1t possible to verity the content, 1n use 1n autonomous
driving of the vehicle, using the optimized content verifi-
cation method.

2. Other Modifications

Although the present disclosure has been described above
with reference to embodiments, the present disclosure 1s not,
as a matter of course, limited to the embodiments described
above. The present disclosure also 1includes 1n 1ts scope the
following.

(1) In the embodiments described above, 1t 1s assumed by
way ol example but not limitation that the in-vehicle net-
work 1s a CAN network or an Ethernet (registered trade-
mark) network or a combination thereof. Alternatively, for
example, the in-vehicle network may be a CAN-FD (CAN
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with Flexible Data Rate) network, a LIN (Local Interconnect
Network) network, or a FlexRay (registered trademark)
network, or an arbitrary combination thereof.

The embodiments described above are applied to achieve
high cyber security in the in-vehicle network installed 1n a
vehicle. However, the applications are not limited to those
examples. The embodiments may be applied to achieve high
security not only 1n vehicles but also mobilities such as
construction machines, farm machines, vessels, railways,
airplanes, or the like.

That 1s, the embodiments described above may be applied
to achieve high cyber security in mobility networks and
mobility network systems.

Furthermore, the embodiments can also be applied to
communication networks used i1n factories or industrial
control systems or can be applied to communication net-
works for controlling embedded devices. In a case where the
embodiments are applied to such communication networks,
the value of the integer N greater than or equal to may be
determined depending on trailic congestion or operation
sates of the communication networks, and the second hash
values may be generated based on the determined value of
N.

For example, in the generating of the second hash values,
in a case where the value of N 1s selected depending on the
traflic congestion 1n the network, the value of N may be
determined such that the higher the congestion 1s, the
smaller the value of N 1s. Using the determine value of N,
the second hash values may be generated respectively from
the N pieces of partial data.

For example, the operation state may indicate whether the
communication network 1s 1n a normal operation state or 1n
an urgent operation state. In the generating of the second
hash values, 1n a case where the communication network 1s
in the urgent operation state, the value of N may be set to a
first value, while 1n a case where the communication net-
work 1s 1n the normal operation state, the value of N may be
wet to a second value greater than the first value. Using the
determine value of N, the second hash values may be
generated respectively from the N pieces of partial data.

Furthermore, the operation state 1s not limited to that of
the communication network, but the operation state may
indicate the operation state of an industrial control system.

(2) In the embodiments described above, 1t 1s assumed by
way ol example but not limitation that gear information or
speed information relating to the transmission 1s acquired
from a message transmitted i the in-vehicle network,
thereby acquiring state information indicating the state of
the vehicle. Alternatively, state information may be esti-
mated from 1mage imformation provided from an in-vehicle
camera, mformation provided from a GPS system, a milli-
meter-wave radar, or a laser radar, or a combination thereof.
For example, a determination may be made from a condition
around of the vehicle represented by image information
provided by the in-vehicle camera as to whether the vehicle
1s “running’, “parked”, or “stopped”.

(3) In the embodiments described above, 1t 1s assumed by
way ol example but not limitation that a particular number
ol pieces of partial data are selected from the content data,
and a hash value 1s generated for each of the selected pieces
of partial data. However, the particular number may be
changed not only depending on the state information but
also depending on the type of the size of the acquired content
data. In a case where the size of the content data 1s relatively
small, all pieces of partial data of the content data may be
selected. In this case, the verification 1s performed for the
whole content data.
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(4) In the embodiments described above, it 1s assumed by
way ol example but not limitation that pieces of partial
content data divided from the content data are randomly
selected. Alternatively, the method of selecting pieces of
divided content data may be changed depending on the type
of the acquired content data. For example, in a case where
the content data 1s map data, a piece of divided content data
including map data associated with an area close to the
vehicle location may be selected, or a difference from a
previously acquired piece of divided content data of map
data may be selected. In a case where map data includes
dynamic imnformation superimposed on static information as
with a dynamic map, a piece of divided content data
including a large amount of dynamic information may be
selected. By mtentionally selecting a piece of divided con-
tent data having a large diflerence from a previously
received content data, 1t 1s possible to efhiciently verity the
content data.

(5) In the embodiments described above, 1t 1s assumed by
way of example but not limitation that a signature 1s used as
verification data for veritying content data. In a case where
a vehicle has the same secret key as that used by a server or
a trathic signal, MAC (Message Authentication Code) of the
content data may be used as data for verification. In this
case, CMAC or HMAC may be used as MAC.

(6) In the embodiments described above, it 1s assumed by
way ol example but not limitation that a signature 1s gen-
erated for hash values of the content data. The hash values
of the respective plurality of pieces of partial data may be
combined, a hash value may be further generated for the
combined hash value, and a signature may be generated for
this hash value. This results 1n a reduction in the length of
the hash value for which the signature i1s generated, which
makes 1t possible to an increase in efliciency 1n generating
the signature.

(7) A specific example of each apparatus according to the
embodiment described above 1s a computer system includ-
ing a microprocessor, a ROM, a RAM, a hard disk unit, a
display unit, a keyboard, a mouse, and the like. A computer
program 1s stored in the RAM or the hard disk unit. In each
apparatus, the microprocessor operates according to the
computer program thereby achieving a function thereol. The
computer program 1s a combination of a plurality of instruc-
tion codes indicating instructions that are given to the
computer to achieve a particular function.

(8) Part or all of the constituent elements of each appa-
ratus according to the embodiment described above may be
implemented 1n a single system LSI (Large Scale Integra-
tion). The system LSI 1s a super-multifunction LSI produced
such that a plurality of parts are integrated on a single chip.
More specifically, the system LSI 1s a computer system
including a microprocessor, a ROM, a RAM, and so on. A
computer program 1is stored in the RAM. In the system LSI,
the microprocessor operates according to the computer
program thereby achieving the function of the system LSI.

Each of the constituent elements of each apparatus
described above may be integrated separately on a single
chip, or part or all of the apparatus may be integrated on a
single chip.

Although 1n the above description, the term system LSI 1s
used, 1t 1s also called an IC, an LSI, a super LSI, or an ultra
LSI depending on the integration density. The method of
implementing the integrated circuit 1s not limited to the LSI,
but the integrated circuit may be implemented 1n the form of
a dedicated circuit or a general-purpose processor. Alterna-
tively, the LSI may be implemented 1n the form of an FPGA
(Field Programmable Gate Array) that allows programming
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to be performed after the LSI 1s produced, or the LSI may
be implemented in the form of a reconfigurable processor
that allows 1t to reconfigure interconnections among circuit
cells 1n the LSI or reconfigure setting.

As a matter of course, if a progress of a semiconductor
technology or another technology derived therefrom pro-
vides a new technology for realizing an integrated circuit
which can replace the LSI, functional blocks may be inte-
grated using the new technology. Use of biotechnology 1is
potentially possible.

(9) Part or all of the constituent elements of each appa-
ratus described above may be implemented 1n the form of an
IC card attachable to the apparatus or 1n the form of a single
module. The IC card or the module 1s a computer system
including a microprocessor, a ROM, a RAM, and so on. The
IC card or the module may include the super-multifunction
[LSI described above. In the IC card or the module, the
microprocessor operates according to the computer program
thereby achieving the function of the IC card or the module.
The IC card or the module may be configured so as to be
resistant against tampering.

(10) The present disclosure may be implemented as the
method described above. The method may be realized by a
computer program that 1s to be executed by a computer, or
the method may be realized by a digital trathc signal
associated with the computer program.

The present disclosure may be implemented by a com-
puter readable storage medium, such as a flexible disk, a
hard disk, a CD-ROM disk, an MO disk, a DAD disk, a
DVD-ROM disk, a DVD-RAM disk, a BD (Blu-ray Disc),
a semiconductor memory, or the like in which the computer
program or the digital traflic signal are stored. Alternatively,
the digital trathic signal may be recorded in the storage
medium described above.

The present disclosure may be implemented by transmit-
ting the computer program or the digital trathic signal via a
telecommunication line, a wired or wireless communication
line, a network typified by the Internet, data broadcasting, or
the like.

The present disclosure may be implemented by a com-
puter system icluding a microprocessor and a memory,
wherein the computer program 1s stored in the memory and
the microprocessor operates according to the computer
program.

The program or the digital trathic signal may be stored in
the storage medium, and the storage medium may be trans-
ported, or the program or the digital trathic signal may be
transierred via the network or the like thereby allowing the
present disclosure to be implemented in another separate
computer system.

(11) The above-described embodiments and the modifi-
cations may be combined.

In each embodiment described above, each constituent
clement may be realized using dedicated hardware or may
be realized by executing software program corresponding to
the constituent element. Each constituent element may be
realized by a program execution unit such as a CPU, a
processor or the like by reading software program stored in
a storage medium such a hard disk, a semiconductor
memory, or the like and executing the software program.
The software that realizes the verification apparatus accord-
ing to each embodiment described above may be a program
described below.

That 1s, the program causes a computer to execute a
verification method for veritying content data used in a
vehicle, the method including acquiring the content data, a
plurality of first hash values respectively generated from a
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plurality of pieces of partial data obtained by dividing the
content data, and a signature generated using the plurality of
first hash values and a secret key, acquiring state information
indicating a state of the vehicle, determinming an integer N
greater than or equal to 1 depending on the acquired state
information, and generating second hash values respectively
from N pieces of partial data included in the plurality of
pieces of partial data, verifying the content data using (a)
first hash values which are included 1n the acquired plurality
of first hash values but which are those respectively gener-
ated from partial data other than the N pieces of partial data
in the plurality of pieces of partial data, (b) the generated
second hash values, and (c¢) the acquired signature, and
outputting information indicating a result of the verification.

The present disclosure has been described above with
reference to the verification apparatus and related techniques
according to one or more embodiments. However, the pres-
ent disclosure 1s not limited to those embodiments. It will be
apparent to those skilled in the art that many various
modifications may be applicable to the embodiments with-
out departing from the spirit and scope of the present
disclosure. Furthermore, constituent elements of different
embodiments may be combined. In this case, any resultant
combination also {falls within the scope of the present
disclosure.

According to the present disclosure, when large size
content data such as map information or the like 1s down-
loaded, a part of the content 1s randomly selected and
verified. This makes 1t possible to perform the verification in
an eflicient manner while maintaining a practical security
level. Thus 1t becomes possible to build a secure system.

What 1s claimed 1s:
1. A venfication method for vernifying content data to be
used 1n a vehicle, the verification method comprising:

acquiring the content data;

acquiring, from a first plurality of pieces of partial data
obtained by dividing the content data, a respective
plurality of first hash values;

acquiring a signature generated by using the plurality of
first hash values and a key;

acquiring state information that indicates a state of the
vehicle;

determiming an integer N that 1s greater than or equal to
one based on the acquired state information;

generating, from N pieces of partial data, included 1n the
first plurality of pieces of partial data, respective sec-
ond hash values;

veritying the content data by using each of (a) a subset of
the plurality of first hash values which are those respec-
tively generated from the first plurality of pieces of
partial data other than the N pieces of partial data,

(b) the generated second hash values, and

(c) the acquired signature;

and outputting information that indicates a result of the
veritying, wherein: the state information indicates
whether the vehicle 1s running or not running, and

in the determining, when the vehicle 1s determined to be
running, a value of the mteger N 1s determined so as to
be equal to a first value, and

when the vehicle 1s determined to be not running, the
value of the integer N 1s determined so as to be equal
to a second value that 1s greater than the first value.

2. The verification method according to claim 1, wherein

the generating includes:

randomly selecting the N pieces of partial data from the

first plurality of pieces of partial data, and
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generating a corresponding one of the respective second

hash values from each of the selected N pieces of

partial data.

3. The venification method according to claim 1, wherein
the state information indicates, as the state of the vehicle, >
a processing load mmposed on an apparatus that

executes the verification method, and

in the determining,

a value of the mteger N 1s determined such that the
higher the processing load 1s, the smaller the value of 10
the mteger N 1s.

4. The verification method according to claim 1, wherein

the state information indicates, as the state of the vehicle,

an amount of communication data included 1n a com-

munication performed by an apparatus that executes the 1>

verification method, and

in the determining,

a value of the mnteger N 1s determined such that the
greater the amount of communication data 1s, the
smaller the value of the integer N is. 20

5. The verification method according to claim 1, wherein

in the determining,

a value of the integer N 1s determined based on a type
or a size of the content data.

6. The verification method according to claim 1, wherein 22

the determining 1includes determining, based on a type of

the content data, which pieces of the first plurality of
pieces ol partial data are selected as the N pieces of
partial data.

7. The verification method according to claim 5, wherein 3Y

the type of the content data includes a measure that

indicates an update interval of the content data.

8. A verification apparatus that verifies content data to be
used 1n a vehicle, comprising: a processor; and a memory
that includes at least one set of instructions that, when 3>
executed by the processor, causes the processor to execute
operations including;:

acquiring the content data; acquiring, from a first plurality

of pieces of partial data obtained by dividing the

content data, a respective plurality of first hash values; 49

acquiring a signature generated by using the plurality of

first hash values and a key;

acquiring state information that indicates a state of the

vehicle; determining an integer N that 1s greater than or

equal to one based on the acquired state information; 4>
generating, from N pieces of partial data included 1n the
first plurality of pieces of partial data, respective sec-
ond hash values; verifying the content data by using
cach of (a) a subset of the plurality of first hash values
which are those respectively generated from the first >¢
plurality of pieces of partial data other than the N pieces

of partial data,

(b) the generated second hash values, and (¢) the signa-

ture;

and outputting information that indicates a result of the 5>

verilying,

wherein: the state information indicates whether the

vehicle 1s running or not running, and 1n the determin-

ing, when the vehicle 1s determined to be running, a

value of the integer N i1s determined so as to be equal 6V

to a first value, and

when the vehicle 1s determined to be not running, the

value of the mnteger N 1s determined so as to be equal

to a second value that 1s greater than the first value.

22

9. A non-transitory computer-readable recording medium

storing a program for verifying content data to be used 1n a
vehicle, the program causing, when executed by a computer,
the computer to implement a method, the method compris-
ng:

acquiring the content data; acquiring, from a fit plurality
of pieces of partial data obtained by dividing the
content data, a respective plurality of first hash values;

acquiring a signature generated by using the plurality of
first hash values and a key;

acquiring state imnformation that indicates a state of the
vehicle; determining an integer N that 1s greater than or
equal to one based on the acquired state information;

generating, from N pieces of partial data included in the
first plurality of pieces of partial data, respective sec-
ond hash values:

veritying the content data by using each of (a) a subset of
the plurality of first hash values which are those respec-
tively generated from the first plurality of pieces of
partial data other than the N pieces of partial data,

(b) the generated second hash values, and

(¢) the acquired signature; and

outputting information that indicates a result of the veri-
fying,

wherein: the state information indicates whether the
vehicle 1s running or not running, and in the determin-
ing, when the vehicle 1s determined to be running, a
value of the iteger N 1s determined so as to be equal
to a first value, and

when the vehicle 1s determined to be not running, the
value of the integer N 1s determined so as to be equal
to a second value that 1s greater than the first value.

10. A venfication method for veritying content data to be

used 1n a mobility, comprising:

acquiring the content data; acquiring, from a first plurality
of pieces of partial data obtained by dividing the
content data, a respective plurality of first hash values;

acquiring a signature generated by using the plurality of
first hash values and a key; acquiring state information
that indicates a state of the mobility;

determining an integer N that 1s greater than or equal to
one based on the acquired state information;

generating, from N pieces of partial data included in the
first plurality of pieces of partial data, respective sec-
ond hash values:

veritying the content data by using each of (a) a subset of
the plurality of first hash values which are those respec-
tively generated from the first plurality of pieces of
partial data other than the N pieces of partial data,

(b) the generated second hash values, and

(c) the acquired signature;

and outputting information that indicates a result of the
verilying,

wherein: the state information indicates whether the
vehicle 1s running or not running, and in the determin-
ing, when the vehicle 1s determined to be running, a
value of the integer N 1s determined so as to be equal
to a first value, and

when the vehicle 1s determined to be not running, the
value of the iteger N 1s determined so as to be equal
to a second value that 1s greater than the first value.

11. The verification method according to claim 1, wherein

the key 1s a secret key.
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