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METHOD FOR REMOVING DATA FRAME
REDUNDANCY IN NETWORK
ENVIRONMENT, AND DEVICE AND
COMPUTER PROGRAM FOR CARRYING
OUT SAME

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a U.S. National Stage of PCT/KR2016/
014044 filed Dec. 1, 2016, which claims the priority benefit
of Korean Patent Application No. 10-2016-0126300 filed on
Sep. 30, 2016, 1n the Korean Intellectual Property Office.

TECHNICAL FIELD

The present invention relates to a method of removing
data frame redundancy in a network environment and a
device for performing the method, and more particularly, to
a method of preventing a redundancy check error by a data
frame error, and a device and a computer program performs-
ing the method.

BACKGROUND ART

International  Electrotechnical Commission (IEC)
62439-3 defines a redundant protocol for establishing a
high-available automation network in an industrial commu-
nication network. In the standard, contents for a Parallel
redundancy protocol (PRP) and High-available Seamless
Redundancy (HSR) protocol are defined, and both the two
contents define a method of operating a redundant frame.

In order to transmit a frame {from a source to a destination
in a network configuration, the frame needs to pass through
cach node between the source and the destination. A method
of transmitting a frame to an adjacent node by each node
may be generally divided into two methods. The first method
1s a “‘store-and-forward” method, in which a receirved frame
1s stored inside a node and then the stored frame 1s trans-
mitted to an adjacent node after the reception 1s completed.
The second method 1s a “cut-through method” in which a
partial region of a front part of a frame (mainly, a destination
region of a header part) 1s received and then 1s directly and
subsequently transmitted to an adjacent node.

Particularly, since a network formed in a ring structure
needs to pass through each node when transmitting a frame,
a time taken for passing through each node 1s important.
That 1s, when a time taken for passing through each node 1s
increased, a time from a source to a destination 1s long,
thereby causing deterioration of performance of a network.
In the store-and-forward method, a frame may be transmiut-
ted to an adjacent node after the frame 1s completely
received, and particularly, as a length of the frame 1s
increased, a delay time 1s increased. When the cut-through
method 1s used, the problem may be solved.

In the related art, in order to remove a data frame
redundantly received 1n a node, 1n the case where a data
frame having the same source address and the same
sequence number 1s received, the redundancy of the data
frame 1s prevented by a method of removing a data frame
received later 1n time.

However, the method 1n the related art has problems in
that a previous recerved data frame has an error, a data frame
received later 1s 1llogically removed even though the data
frame received later 1s a normal data frame, and a corre-
sponding node cannot receive a normal data frame.
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2
DISCLOSURE

Technical Problem

The present invention 1s conceived to solve the foregoing
problems, and an object of the present mmvention 1s to
provide a method of removing data frame redundancy,
which uses a reception completion indicator indicating that
reception of a data frame 1s normally completed, in addition
to an 1dentification number of the data frame, 1n order to
prevent a normal data frame from being removed instead of
a data frame having an error 1 a data frame redundancy
removal method in a network environment using an IEC
62439-3 HSR protocol, and a device and a computer pro-
gram for performing the method.

Technical Solution

A method of removing data frame redundancy n a
network environment according to the present mvention
may include: receiving a data frame, in which a first data
frame 1s received from an adjacent node; and determining a
redundant frame, 1n which it 1s determined whether there
exists a reception completion indicator for a second data
frame having the same 1dentification information as identi-
fication information of the first data frame based on a
predetermined redundancy check table, and processing the
first data frame according to a result of the determination.

Herein, the determining of the redundant frame may
include deleting the first data frame when the reception
completion 1ndicator for the second data frame having the
same 1dentification information as the identification infor-
mation of the first data frame exists in the predetermined
redundancy check table.

Further, the determining of the redundant frame may
include receiving entire data of the first data frame when the
reception completion indicator for the second data frame
having the same identification information as the identifi-
cation information of the first data frame does not exist in the
predetermined redundancy check table.

Further, the method may include: registering the i1denti-
fication information of the first data frame and a reception
standby 1ndicator indicating that the first data frame 1s being
received 1n the redundancy check table; and when the entire
data of the first data frame 1s completely received, changing
the reception standby indicator indicating that the first data
frame 1s being recerved to a reception completion indicator.

Further, the determining of the redundant frame may
include: when the reception completion indicator for the
second data frame having the same identification 1nforma-
tion as the identification information of the first data frame
does not exist in the predetermined redundancy check table,
but when a reception standby indicator indicating that the
data frame 1s being received exists, temporarily storing the
first data frame; and determining whether the reception
completion 1ndicator for the second data frame exists after a
predetermined time elapses.

Further, the identification information may include a
source address and a sequence number.

Further, the method, the data frame may be transierred by
a cut-through scheme.

A device for removing data frame redundancy 1n a net-
work environment according to the present invention may
include: a receiving unit configured to receive a data frame
from an adjacent node; a memory unit configured to store a
redundancy check table including 1dentification information
of the recerved data frame and a reception completion
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indicator for the corresponding data frame; and a redundant
frame determining unit configured to determine whether a
reception completion indicator for a data frame having the
same 1dentification information as 1identification information
of the received data frame exists based on the redundancy
check table, and processing the received data frame accord-
ing to a result of the determination.

Advantageous Effects

According to the exemplary embodiments of the present
invention, 1t 1s possible prevent a frame being lost due to an
incorrect removal of a redundant frame when a data frame
1s transferred 1n a network environment, thereby securing a
speed and reliability of the data transmission.

DESCRIPTION OF DRAWINGS

The accompanying drawings included as a part of the
detailed description for helping the understanding of the
present invention provide an exemplary embodiment of the
present invention and describes the technical spirit of the
present mvention together with the detailed description.

FIG. 1 1s a diagram 1illustrating an order of a method of
removing data frame redundancy according to the present
invention.

FIG. 2 1s a diagram 1illustrating an example of a redun-
dancy check table and a frame structure for removing frame
redundancy according to the present invention.

FI1G. 3 15 a diagram 1llustrating a process of registration in
a redundancy check table in the method of removing data
frame redundancy according to the present invention.

FIG. 4 1s a diagram 1llustrating a network environment
having a ring structure as an example for describing the
method of removing data frame redundancy according to the
present invention.

FIG. 5 1s a diagram 1llustrating a device for removing data
frame redundancy according to the present invention.

BEST MOD.

L1l

The present invention may be variously transformed, and
have various exemplary embodiments, so that specific
exemplary embodiments will be described 1n detail with
reference to the accompanying drawing hereinafter.

The exemplary embodiment described below 1s provided
for helping general understanding of a method, a device,
and/or a system described in the present specification. How-
ever, this 1s sitmply an example, and the present invention 1s
not limited thereto.

In the description of the present invention, when a
detailed description of a related publicly known function or
constituent element 1s determined to unnecessarily make the
subject matter of the present invention unclear, the detailed
description thereof will be omitted. Terms described below
are terms set 1n consideration of a function in the present
invention, and may be changed according to an intention of
a user and an operator or a usual practice. Accordingly, the
definitions thereof should be made based on the entire
contents of the present specification. Terms used in the
detailed description 1s for the purpose of describing the
exemplary embodiments of the present invention, and shall
not be restrictively used. Unless otherwise mentioned, a
singular form 1ncludes a plural form. In the present descrip-
tion, the expression, such as “including” or “having”, 1s
intended to designate specific characteristics, numbers,
steps, operations, elements, and a part or a combination
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4

thereof, and shall not be construed so as to exclude existence
or a possibility of one or more other characteristics, num-
bers, steps, operations, and elements, and a part or a com-
bination thereol 1n addition to the described matters.

Further, terms, such as a first and a second, may be used
for describing various constituent elements, but the constitu-
ent elements are not limited by the terms. The terms are used
only for the purpose of discriminating one constituent ele-
ment from another constituent element.

Hereinaiter, a method of removing data frame redundancy
according to the present mmvention, and a device and a
computer program performing the method will be described
in detaill with reference to the drawings accompanying
exemplary embodiments.

FIG. 1 1s a diagram 1illustrating an order of a method of
removing data frame redundancy in a network environment
according to the present mvention.

Referring to FIG. 1, a method of removing data frame
redundancy according to the present invention may gener-
ally include receiving a first data frame (S110), and deter-
mining a redundant frame (S120).

First, in operation S110, the first data frame may be
received from an adjacent node. However, 1n a data frame
transmission scheme of a network, all of the entire data of
the first data frame are not received based on a cut-through
method, but a partial region, particularly, a header part, from
which i1dentification information of the first data may be
obtained, 1s received.

Next, 1in operation S120, 1t 1s determined whether there 1s
a history indicating that a second data frame having the same
identification mformation as that of the received first data
frame has been already normally received before the first
data frame 1s recerved based on a predetermined redundancy
check table. The second data frame means any one of the
data frames having the same identification information as
that of the first data frame, and a reception start time point
of the second data frame 1s earlier than that of the first data
frame.

FIG. 2 1s a diagram 1llustrating an example of the redun-
dancy check table and the frame structure for removing
frame redundancy according to the present invention. The
redundancy check table may include identification informa-
tion of the data frames received from a corresponding node
until now, information about a reception completion 1ndi-
cator and a reception standby indicator, and the like.

Herein, the identification information includes a source
address, a sequence number, and the like of the correspond-
ing data frame, and means information for discriminating
the corresponding data frame from another data frame. The
reception completion indicator indicates that the node nor-
mally completely receives entire data of the corresponding
data frame, and the reception standby indicator indicates that
data included 1n the current data frame 1s being received.
FIG. 2 1llustrates that the reception completion indicator and
the reception standby indicator occupy separate bit regions,
but both the reception completion indicator and the recep-
tion standby indicator may also be displayed in one bit
region. For example, the case where the reception of the data
frame 1s normally completed may be indicated as 1, and the
case where the data frame 1s being received may be indicated
as 0.

Operation S120 may include, more particularly, opera-
tions S121 to S123, and 1n operation S121, it 1s determined
whether the reception completion indicator for the second
data frame having the same identification information as the
identification information of the first data frame exists 1n the
redundancy check table.
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Herein, the case where the reception completion indicator
for the second data frame exists means that the same
information as that of the first data frame has been already
received, so that information of the remaining region 1s not
received and the first data frame 1s deleted in order to
prevent the redundant reception of the data frame (S122).

In contrast to this, the case where the reception comple-
tion 1ndicator for the second data frame does not exist means
that the data frame having the same 1dentification informa-
tion as that of the first data frame has not been received, so
that entire data of the first data frame 1s recerved (S123).
Further, 1n the case where the reception completion indicator
for the second data frame does not exist but the reception
standby 1ndicator exists, it cannot be determined whether
entire data of the second data frame 1s to be normally
received at a current time, so that the first data frame may be
temporarily stored. Then, all of the entire data of the first
data frame may be received and temporarily stored com-
pletely, and then 1t may be checked whether the reception
completion indicator for the second data frame exists 1n the
redundancy check table again.

Further, as another exemplary embodiment, when the
reception standby indicator for the second data frame exists,
the reception of the first data frame may be postponed for a
predetermined time, and then whether the reception comple-
tion indicator for the second data frame exists may be
checked again after the predetermined time elapses. After
the check, operations S121 to S123 may be performed.
Herein, the predetermined time may be set within a maxi-
mum time range taken for receiving the entire data of a
single data frame, and for example, the predetermined time
may be set with an average value of time taken for comple-
tion of the reception of the entire data of one data frame.

FIG. 3 1s a diagram 1illustrating a process of registration in
the redundancy check table in the method of removing data
frame redundancy according to the present invention.

When 1t 1s determined that there 1s no history indicating
that the data frame having the same 1dentification informa-
tion as that of the first data frame 1s normally receirved
completely in operation S121 of FIG. 1, the entire data of the
first data frame may be received and simultaneously, a
history of the reception of the first data frame may be formed
in the redundancy check table in operations S1231 and
S1232 of FIG. 3.

First, 1n operation S1231, the reception standby indicator
1s registered before the entire data of the first data frame 1s
completely received, so that 1t i1s possible to prevent a
separate data frame having the same 1dentification informa-
tion from being received at the same time during the
reception of the first data frame.

In operation S1232, the entire data of the first data frame
may be received. Operation S1232 may also be simultane-
ously performed with operation S1231.

In operation S1233, when the entire data of the first data
frame 1s completely received, the preferentially registered
reception standby indicator may be changed to the reception
completion indicator, or the reception standby indicator may
be removed and the reception completion indicator may be
registered. Even though a partial region of a separate data
frame having the same 1dentification information as that of

the first data frame 1s received alfter the reception completion
indicator for the first data frame i1s registered, the entire
remaining data of the corresponding separate data frame 1s
not recerved and 1s removed (see operations S121 and S122).
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6
Mode for Carrying Out the Invention

FIG. 4 1s a diagram 1llustrating a network environment
having a ring structure as an example for describing the
method of removing data frame redundancy according to the
present 1nvention.

For example, as a result of the check of the redundancy
check table because a data frame enters in a counterclock-
wise direction, when there 1s a history indicating that a data
frame having the same source address and the same
sequence number enters {irst 1n a clockwise direction and are
normally received completely, the data frame entering in the
counterclockwise direction 1s deleted (see operations S121
and S122). Further, the data frame 1s not transierred to an
adjacent node at an opposite side. The reason 1s that the
adjacent node of the opposite side has already received the
data frame entering 1n the clockwise direction.

As another example, a result of the check of the redun-
dancy check table because a data frame enters in the
counterclockwise direction, when a data frame having the
same source address and the same sequence number 15 being,
currently recerved, that 1s, the data frame 1s received {first 1n
the clockwise direction, so that when there exists the recep-
tion standby indicator, the data frame received in the coun-
terclockwise direction may not be immediately removed,
and may be temporarily stored. In this case, when all of the
data frames 1n the counterclockwise direction are received
thereatfter, whether the data frame received 1n the clockwise
direction 1s completely received may be checked i the
redundancy check table again to determine whether to
remove redundancy.

FIG. 5 1s a diagram 1illustrating a device for removing data
frame redundancy according to the present invention.

Referring to FIG. 5, a device 100 for removing data frame
redundancy according to the present invention may include
a recerving unit 100, a memory unit 200, and a redundant
frame determining umt 300. The device 100 for removing
data frame redundancy may also be a device physically
divided from each node, and may also simply mean a
functional configuration.

The receiving unit 100 may receive a data frame from an
adjacent node.

The memory unit 200 stores a redundancy check table
storing a data frame reception history in order to prevent a
data frame from being redundantly received. The redun-
dancy check table may be continuously updated according to
a received data frame.

The redundant frame determining unit 300 may determine
whether there exists a reception completion indicator for a
data frame having the same 1dentification information as that
of the received data frame based on the redundancy check
table, and when the reception completion indicator exists,
the received data frame may be deleted.

In the meantime, the foregoing exemplary embodiments
of the present invention may be written as a computer
executable program, and the written program may be stored
in a medium.

The medium may include a storage medium, such as a
magnetic storage medium (for example, a ROM, a floppy
disk, and a hard disk), an optical reader medium (for
example, a CD-ROM and a DVD), and carrier wave (for
example, transmission through the Internet), but i1s not
limited thereto.

Although the exemplary embodiment of the present
invention has been described for 1llustrative purposes, those
skilled 1n the art will appreciate that various modifications,
additions and substitutions are possible, without departing
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from the scope and spirit of the invention as disclosed in the
accompanying claims. Therefore, the exemplary embodi-
ment disclosed 1n the present invention 1s intended to
illustrate the scope of the technical i1dea of the present
invention, not to limit the technical spirit of the present
invention, and the scope of the present invention i1s not
limited by the exemplary embodiment. The scope of the
present invention shall be construed on the basis of the
accompanying claims in such a manner that all of the
technical 1deas included within the scope equivalent to the
claims belong to the present invention.

The invention claimed 1s:

1. A method of removing data frame redundancy, the
method comprising:

receiving a first data frame from an adjacent node; and

determining that the first data frame 1s a redundant frame

of a second data frame based on a predetermined
redundancy check table that includes a reception
completion indicator for the second data frame having
the same 1dentification information as identification
information of the first data frame, and deleting the first
data frame according to a result of the determination,
the second data frame having been received before
receiving the first data frame,

wherein the method further includes:

temporarily storing the first data frame based on the

predetermined redundancy check table that includes a
reception standby indicator rather than the reception
completion indicator, the reception standby indicator
indicating that the first data frame 1s being received;
and

checking the predetermined redundancy check table for

including the reception completion indicator after a
predetermined time elapses from temporarily storing
the first data frame.

2. The method of claim 1, further comprising receiving
entire data of the first data frame based on the predetermined
redundancy check table that does not include the reception
completion indicator for the second data frame.

3. The method of claim 2, turther comprising;:

registering the 1dentification information of the first data

frame and the reception standby indicator indicating
that the first data frame 1s being received 1n the redun-
dancy check table; and

changing the reception standby indicator indicating that

the first data frame 1s being received to the reception
completion indicator after receiving the entire data of
the first data frame.

4. The method of claim 1, wherein the identification
information includes a source address and a sequence num-
ber.

5. The method of claim 1, wherein the first data frame 1s
transierred by a cut-through scheme.
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6. A non-transitory computer-readable medium for storing
a computer program that executes a method of removing
data frame redundancy, the method comprising:

recerving a first data frame from an adjacent node;

determining that the first data frame 1s a redundant frame
of a second data frame based on a predetermined
redundancy check table that includes a reception
completion 1ndicator for the second data frame having
the same 1dentification nformation as identification
information of the first data frame, and deleting the first
data frame according to a result of the determination,
the second data frame having been received before
receiving the first data frame;

temporarily storing the first data frame based on the
predetermined redundancy check table that includes a
reception standby indicator rather than the reception
completion indicator, the reception standby indicator
indicating that the first data frame 1s being received;
and

checking the predetermined redundancy check table for
including the reception completion indicator after a
predetermined time elapses from temporarily storing
the first data frame.

7. A device for removing data frame redundancy, the

device comprising:

a recerver configured to recerve a first data frame from an
adjacent node;

a memory configured to store a redundancy check table
including identification information of a receirved data
frame and a reception completion indicator for the
recerved data frame; and

a redundant frame determinator configured to determine
that the first data frame 1s a redundant frame of a second
data frame based on the redundancy check table that
includes a reception completion indicator for the sec-
ond data frame having the same identification informa-
tion as 1dentification information of the first data frame,
the second data frame having been received by the
receiver before recerving the first data frame, and delete
the first data frame according to a result of the deter-
mination,

wherein the redundant frame determinator 1s further con-
figured to:

temporarily storing the first data frame based on the
redundancy check table that includes a reception
standby indicator rather than the reception completion
indicator, the reception standby indicator indicating
that the first data frame 1s being recerved; and

checking the redundancy check table for including the
reception completion indicator after a predetermined
time elapses from temporarily storing the first data
frame.
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