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REAL-TIME CHANGE DATA FROM
DISPARATE SOURCES

BACKGROUND

An online system 1s a network service or soiftware as a
service that 1s used across multiple network devices. The
online system may encompass multiple providers and ser-
vices each having multiple servers. Each of these services or
providers may have multiple changes made to the perfor-
mance conditions and underlying code being executed. Each
server and provider may have a proprietary format for
storing records of these changes. The online service may
collect the change data describing changes made to the
executed code or data from each provider or server, each 1n
a different proprietary format.

SUMMARY

This Summary 1s provided to introduce a selection of
concepts 1n a simplified form that 1s further described below
in the Detailed Description. This Summary 1s not intended to
identily key features or essential features of the claimed
subject matter, nor 1s 1t intended to be used to limit the scope
of the claimed subject matter.

Embodiments discussed below relate to gathering change
data from multiple data sources each with a different pro-
prietary source format. The change data monitoring system
may receive a change data report having a change data set
describing changes made to an online system from a data
source of a data source set tracking the online system using
multiple proprietary source formats. The change data moni-
toring system may convert the change data set from a
proprietary source format to a standardized data presentation
format. The change data monitoring system may present the
change data set to a user in the standardized data presenta-
tion format.

DRAWINGS

In order to describe the manner 1n which the above-recited
and other advantages and features can be obtained, a more
particular description 1s set forth and will be rendered by
reference to specific embodiments thereof which are 1llus-
trated 1n the appended drawings. Understanding that these
drawings depict only typical embodiments and are not
therefore to be considered to be limiting of 1ts scope,
implementations will be described and explained with addi-
tional specificity and detail through the use of the accom-
panying drawings.

FI1G. 1 1llustrates, 1n a block diagram, one embodiment of
a data network.

FI1G. 2 1llustrates, 1n a block diagram, one embodiment of
a computing device.

FIG. 3 illustrates, in a block diagram, one embodiment of
a computer architecture for a change data monitoring sys-
tem.

FIG. 4 illustrates, 1n a block diagram, one embodiment of
a data base schema for a temporary data store.

FI1G. 5 1llustrates, 1n a block diagram, one embodiment of
a standardized data presentation format for a change data
report.

FI1G. 6 1llustrates, 1n a block diagram, one embodiment of
a user interface for displaying a change data set.

FIG. 7 illustrates, in a flowchart, one embodiment of a
method for gathering heterogeneous change data 1n a change
data monitoring system.
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FI1G. 8 illustrates, 1n a flowchart, one embodiment of a
method for presenting change data with a change data
monitoring system.

FI1G. 9 illustrates, 1n a flowchart, one embodiment of a
method for gathering change data 1n a change data moni-
toring system from multiple locations.

FIG. 10 1illustrates, 1n a flowchart, one embodiment of a
method for processing change data with a change data
monitoring system.

FIG. 11 illustrates, 1n a flowchart, one embodiment of a
method for providing proprietary change data at a data
source.

FI1G. 12 illustrates, 1n a flowchart, one embodiment of a
method for processing a data dump at a data source.

FI1G. 13 illustrates, 1n a flowchart, one embodiment of a
method for gathering homogenous change data 1n a change
data monitoring system.

FIG. 14 illustrates, 1n a flowchart, one embodiment of a
method for providing standardized change data at a data
source.

DETAILED DESCRIPTION

Embodiments are discussed in detail below. While spe-
cific implementations are discussed, 1t should be understood
that this 1s done for illustration purposes only. A person
skilled 1n the relevant art will recognize that other compo-
nents and configurations may be used without parting from
the spirit and scope of the subject matter of this disclosure.
The implementations may be a change data monitoring
system, a computing device, or a machine-implemented
method.

In one embodiment, a change data monitoring system
may gather change data from multiple data sources each
with a different proprietary source format. The change data
monitoring system may receive a change data report having
a change data set describing changes made to an online
system from a data source of a data source set tracking the
online system using multiple proprietary source formats.
The change data monitoring system may convert the change
data set from a proprietary source format to a standardized
data presentation format. The change data monitoring sys-
tem may present the change data set to a user in the
standardized data presentation format.

Operating an online system may result 1n time and energy
spent observing and collecting data from a variety of ser-
vices, servers, and infrastructure to detect 1ssues with the
online system. These data points usually may help determine
cilect but may not be as eflective 1n determining root cause.
Since a large percentage of service mterruptions 1n an online
system may be attributed to change, a change data moni-
toring system may be used to get a quick and clear under-
standing of the changes happening 1n an environment at a
given time. Because several different systems may 1nitiate,
track, and collect change data, an administrator may waste
precious time during an incident inspecting each system’s
reporting function separately to get the holistic view of the
change data set. To reduce the amount of time spent gath-
ering and nspecting change data, a change data monitoring
system may enable collection, aggregation, and quick obser-
vation ol planned records of change and auditable artifacts
of change, referred to collectively as “change data”, 1n near
real time. An administrator may then pinpoint the cause of
an 1cident with greater speed and precision to increase
mean time to resolution of the 1ssue and ultimately reduce
service disruption time.
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The change data monitoring system may independently
execute data pulls following a defined standard schema. The
change data monitoring system may store data in batches
with an indicator of whether a batch 1s current for a given
data source. If a single data source fails to pull data, the
change data monitoring system may avoid blocking any
other data source. The change data monitoring system may
keep the last copy of data pulled for the affected data source
available 11 a data pull fails. The change data monitoring
system may control data pulls by handling executing the pull
per configured interval, updating batch identifiers and status,
and cleaning up stale data from old batches. The change data
monitoring system may define and update a set of source
data, such as start time and stop time, record type, environ-
ment, status, and other data points, to standard data map-
pings that may be diflerent per data type and data source.
The change data monitoring system may allow for common
sorting and filtering across change data sets. The change data
monitoring system may present change data sets to the user
in an 1nitial grouping by environment or by timing data. The
timing data may separate actions into a past data action, a
current data action, and a future scheduled data action. The
change data monitoring system may 1nitially sort and present
the change data chronologically to start. For data sources
with a web interface, the change data monitoring system
may provide a link to that data source for a given record,
allowing the user to see the details of the record 1n the data
source with one click.

FI1G. 1 1llustrates, 1n a block diagram, one embodiment of
a data network 100 that monitors change data 1n an online
system. A change data monitoring system 110 may collect 1n
a centralized data location change data from one or more
external data sources 120, each having a proprietary format
for storing any change data registered by the data source. For
the example, an external data source 120 may be a change
request storage 121, a rollout server 122, a service manager
123, a security configuration storage 124, a session data
storage 125, a source code manager 126, a partner data
storage 127, or other data storage or servers. A change
request storage 121, such as MSChange, stores a record of
cach change to the system requested by an admimistrator or
other user. A rollout server 122, such as AutoPilot, stores
rollout information for applications, data, and configuration
files. A service manager 123 stores change records, incident
records, and other recorded events. A security configuration
storage 124, such as Tripwire, stores security configuration
data for servers, databases, and network devices. A session
data storage 125, such as Arcsight, stores logon and logofl
data from servers. A source code manager 126, such as Team
Foundation Server, performs version control for the source
code of the software being executed. A partner data storage
127 stores data for any changes made to software that
interacts with the online system but 1s outside the direct
control of the online system.

The change data monitoring system 110 may have a back
end 130 and a front end 140. The back end 130 may gather
the change data from the external data sources 120. The back
end 130 may execute a data pull module 132 that schedules
data pull requests to be sent to the external data sources 120
to request the change data. The data pull module 132 may
send those data pull requests to the external data sources
120. The data pull module 132 may process any change data
reports describing the change data received from the exter-
nal data sources 120. The data pull module 132 may then
store the change data sets 1n the change data reports 1n a
temporary data store 134.
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The front end 140 may present the change data to a user.
A data access layer (DAL) 142 may retrieve any of the
change data sets requested by a user from the temporary data
store 134. The data access layer 142 may then provide the
change data sets to the user interface 144 for presentation to
the user. The user may submit specific change data requests
via the user interface 144. The data access layer 142 may
process specific change data requests from a user and
contact the data pull module 132 to schedule the specific
change data requests from the external data sources 120.

FIG. 2 illustrates a block diagram of an exemplary com-
puting device 200 which may act as a change data moni-
toring system or a data source. The computing device 200
may combine one or more of hardware, software, firmware,
and system-on-a-chip technology to implement a change
data monitoring system or a data source. The computing
device 200 may include a bus 210, a processing core 220, a
memory 230, a data storage 240, an input device 250, an
output device 260, and a communication interface 270. The
bus 210, or other component interconnection, may permit
communication among the components of the computing
device 200.

The processing core 220 may include at least one con-
ventional processor or microprocessor that interprets and
executes a set of mstructions. The processing core 220 may
have at least one processor configured to convert the change
data set from a proprietary source format to a standardized
data presentation format. The processing core 220 may
execute a data pull module to schedule a data pull for the
data source. The processing core 220 may discard a grand
predecessor change data set received from the data source
prior to a predecessor change data set and the change data set
from the data source upon receiving the change data set. The
processing core 220 may organize the change data set based
upon a data environment for the data source. The processing
core 220 may organize the change data set as at least one of
a past data action, a current data action, and a future data
action.

The processing core 220 may use the change data set 1n
conjunction with performance metric data for the online
system to determine further courses of action. The process-
ing core 220 may correlate a timing of a performance metric
failure to the change data set. The processing core 220 may
apply a data amelioration action based on a correlation
between the change data set and a performance metric
fallure. A data amelioration action 1s an action to fix a
performance metric failure based on a change to the online
system soltware, such as rolling back a recent change or
applying a known patch.

The memory 230 may be a random access memory
(RAM) or another type of dynamic data storage that stores
information and instructions for execution by the processor
220. The memory 230 may also store temporary variables or
other intermediate information used during execution of
instructions by the processor 220. The memory 230 may act
as a temporary data store configured to store the change data
set. The temporary data store may associate the change data
set with a source link to a web interface for the data source.
The temporary data store may associate the change data set
with a status indicator 1dentifying whether a change data set
1s within a preset freshness period.

The data storage 240 may include a conventional ROM
device or another type of static data storage that stores static
information and instructions for the processor 220. The data
storage 240 may include any type of tangible machine-
readable medium, such as, for example, magnetic or optical
recording media, such as a digital video disk, and 1its
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corresponding drive. A tangible machine-readable medium
1s a physical medium storing machine-readable code or
instructions, as opposed to a signal. Having instructions
stored on computer-readable media as described herein 1s
distinguishable from having instructions propagated or
transmitted, as the propagation transiers the instructions,
versus stores the instructions such as can occur with a
computer-readable medium having instructions stored
thereon. Therefore, unless otherwise noted, references to
computer-readable media/medium having 1nstructions
stored thereon, in this or an analogous form, references
tangible media on which data may be stored or retained. The
data storage 240 may store a set of istructions detailing a
method that when executed by one or more processors cause
the one or more processors to perform the method. The data
storage 240 may also be a database or a database interface
for accessing the external data sources.

The 1nput device 250 may include one or more conven-
tional mechanisms that permit a user to input information to
the computing device 200, such as a keyboard, a mouse, a
voice recognition device, a microphone, a headset, a touch
screen 232, a touch pad 254, a gesture recognition device
256, etc. The output device 260 may include one or more
conventional mechanisms that output information to the
user, including a display 262, a printer, one or more speakers
264, a headset, a vibrator, or a medium, such as a memory,
or a magnetic or optical disk and a corresponding disk drive.
A display 262 may present the change data set to a user in
the standardized data presentation format.

The communication interface 270 may include any trans-
ceiver-like mechanism that enables computing device 200 to
communicate with other devices or networks. The commu-
nication mtertace 270 may include a network interface or a
transceiver iterface. The communication mterface 270 may
be a wireless, wired, or optical iterface. The communica-
tion 1nterface 270 may receive a change data report having,
a change data set describing changes made to an online
system from a data source of a data source set tracking the
online system using multiple proprietary source formats.
The communication intertace 270 may receive a perior-
mance metric from a performance metric monitor describing,
the performance of an online system. The communication
interface 270 may request a data dump from the data source
based on a correlation between the change data set and a
performance metric failure. The communication interface
270 may automatically alert a system administrator based on
a correlation between the change data set and a performance
metric failure.

The computing device 200 may perform such functions in
response to processor 220 executing sequences ol instruc-
tions contained in a computer-readable medium, such as, for
example, the memory 230, a magnetic disk, or an optical
disk. Such instructions may be read ito the memory 230
from another computer-readable medium, such as the data
storage 240, or from a separate device via the communica-
tion interface 260.

FIG. 3 illustrates, in a block diagram, one embodiment of
a computer architecture 300 for a change data monitoring
system. The change data monitoring system may have a data
loader service 310 configured to acquire change data from a
variety of external data sources. The data loader service 310
may have a scheduler 312, a source data pull module 314 for
cach of the known external data sources, and a data groom-
ing module 316.

The scheduler 312 may schedule data pull requests for the
various external data sources. The scheduler 312 may set up
timers for each source data pull module 314 to execute the
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work at an appropriate interval. The scheduler 312 may be
agnostic to whether a particular data pull batch succeeds or
fails. Success or failure may not affect future batches or any
other data pulls scheduled or 1n progress. The scheduler 312
may track execution durations and write those track execu-
tion durations to performance counters.

A source data pull module 314 may interact with the
individual data source. The source data pull module 314 may
write status and results back to a temporary data store 320
as batches start and end. The source data pull module 314
may send a data pull request to the assigned external data
source. Additionally, the source data pull module 314 may
handle transformation of data and loading of the data into the
data store. The change data monitoring system may repre-
sent each source data pull module as a C# class that
implements a standard interface. By using a standard inter-
face, the scheduler 312 may interact with any source data
pull module 314 1n the same way regardless of internal
operations. The source data pull module 314 may convert
any resulting change data report to a standardized data
presentation format from the proprietary source format used
by the external data source. Alternately, the source data pull
module 314 may include a specification for the standardized
data presentation format so that the external data source may
convert the proprietary source format to the standardized
data presentation format prior to transmaission.

The data grooming module 316 may execute data groom-
ing and any other maintenance work scheduled similarly to
the source data pull modules 314. The data grooming
module 316 may perform data grooming upon a set interval
of minutes. Fach time the data grooming module 316 runs,
the data grooming module 316 may clear the data 1n each
data source table that 1s at least two batches old. This
procedure may insure that no data currently 1n use 1s deleted.

The temporary data store 320 may store the transient
change data 1n a structured query language (SQL) format for
cach external data source. The temporary data store 320 may
be optimized for reads while preventing locks due to data
imports. The temporary data store 320 may push the respon-
sibility of search and read optimization into a data access
layer 330, leaving the temporary data store 320 simple and
lightweight.

The data access layer 330 may execute the correlation and
aggregation of the change data. The data access layer may
implement a cache 332 to keep calls from a user interface
340 fast. Requests from the user interface 340 may hit the
cache 332. The data access layer may pre-cache data for
before a user accesses the user interface 340. The user
interface 340 may allow the user to access the change data.

FIG. 4 1llustrates, 1n a block diagram, one embodiment of
a database schema 400 for a temporary data store. The
temporary data store may have a data source table 402 for
cach data source that contains records pulled 1n from each
data source. As a new data source 1s brought online, the data
access layer may create a new data source table 402 to hold
the data. A data pull batch table 404 may track each time the
data pull module extracts data from a given data source. The
data source table 402 may store multiple batches, allowing
new data to be imported while previously completed batches
are accessed. To avoid contention 1ssues, the data access
layer may use heavy caching to allow infrequent reads. The
data pull table 406 may track the existence of each data
source providing data.

Other tables may implemented to facilitated lookup. A
data pull status table 408 may provide the status for a change
data set. A batch result table 410 may provide the current set
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of change data reports for that interval. A batch status table
412 may provide the status of the current set of the change
data reports for that interval.

On the data source side, the environment table 414 may
provide environmental data for each data source. The record
status table 416 may provide a status for each data source
indicating whether a change report from that data source 1s
current. The data center table 418 may i1dentily the data
center for each data source. The record type table 420 may
identify the proprietary source format for each data source.

FI1G. 3 1llustrates, 1n a block diagram, one embodiment of
a standardized data presentation format 500 for a change
data report. The change data report may have a batch
identifier (ID) 502 indicating the batch of current change
data reports. The change data report may have a service
identifier 504 i1dentifying the online service and a server
identifier 506 1dentifying the particular server of the online
service providing the change data report. The change data
report may have a user field 508 identifying the user that
ordered the change. The change data report may have the
change data set 510 describing the changes made to the
online service. The change data report may have a start time
field 512 indicating when the change commences and a stop
time field 514 indicating when the change was completed.
The change data report may have a type field 516 describing
the type of change data, possibly indicating the proprietary
source format of the change data set. The environment
(ENV) field 518 may describe the conditions 1n which the
online service operated. The status field 520 may indicate
whether the change data 1s current, being within at least a
preset freshness period.

FI1G. 6 1llustrates, 1n a block diagram, one embodiment of
a user iterface 600 for displaying a change data set. The
user 1interface 600 may display a type field 610 that describes
the type of change data being displayed. The user interface
600 may display a change field 620 describing changes
made to an online system. The user interface 600 may
display a start time field 630 indicating when the change
commences and a stop time field 640 indicating when the
change was completed. The user interface 600 may have a
user field 650 1dentifying the user that ordered the change.
The user interface 600 may have a server field 660 1denti-
tying the server providing the change data. The user inter-
tace 600 may have an environment field 670 describing the
environment under which the change was implemented. The
user mterface 600 may have a timing field 680, allowing the
user to organize the change data by past actions 682 that
have already occurred, present actions 684 that are currently
happening, and future actions 686 that are scheduled to
happen 1n the future. The user interface 600 may have a
performance graph 690 indicating a service performance,
such as network latency or processor or memory usage,
during the change implementation.

FIG. 7 illustrates, in a flowchart, one embodiment of a
method 700 for gathering heterogeneous change data 1n a
change data monitoring system. The change data monitoring
system may schedule a data pull for the change data set from
a data source of a data source set tracking an online system
using at least two proprietary source formats (Block 702).
The change data monitoring system may send a data pull
request to the data source at a scheduled data pull interval
(Block 704). The change data monitoring system may
receive a change data report having a change data set
describing changes made to the online system from the data
source of the data source set tracking the online system using
multiple proprietary source formats (Block 706). The
change data monitoring system may convert the change data
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set from a proprietary source format to a standardized data
presentation format (Block 708). The change data monitor-
ing system may store the change data set 1n a temporary data
store designed to store the change data set no more than a
preset storage time period (Block 710). The change data
monitoring system may associate the change data set with a
status indicator identifying whether the change data set 1s
within a preset freshness period (Block 712). The change
data monitoring system may associate the change data set
with a source link to a web iterface for the data source
(Block 714). The change data monitoring system may pro-
cess the change data set in conjunction with a performance
metric to determine a course of action (Block 716). The
change data monitoring system may discard a grand prede-
cessor change data set received from the data source prior to
a predecessor change data set and the change data set from
the data source upon receiving the change data set (Block
718).

FIG. 8 illustrates, 1n a flowchart, one embodiment of a
method 800 for presenting change data with a change data
monitoring system. The change data monitoring system may
receive a user mput indicating a selection of an orgamization
scheme for presenting the change data set (Block 802). If the
user put selects organizing by timing (Block 804), the
change data monitoring system may organize the change
data set as at least one of a past data action, a current data
action, or a future data action (Block 806). If the user input
selects organizing by environment (Block 804), the change
data monitoring system may organize the change data set
based upon a data environment for the data source (Block
808). The change data monitoring system may present the
change data set to the user in a standardized data presenta-
tion format in real-time (Block 810).

FIG. 9 illustrates, 1n a flowchart, one embodiment of a
method 900 for gathering change data in a change data
monitoring system from multiple sources. The change data
monitoring system may schedule a first data pull for a first
data source that uses a first proprietary source format for
tracking changes to an online system and a second data pull
for a second data source data source that uses a second
proprietary source format for tracking changes to the online
system (Block 902). The change data monitoring system
may send a first data pull request to the first data source at
a first scheduled data pull interval and a second data pull
request to the second data source at a second scheduled data
pull interval (Block 904). The change data monitoring
system, acting as a centralized data location, may receive
from a first data source a first change data report having a
first change data set describing the changes in the first
proprietary source format (Block 906). The change data
monitoring system may convert the first change data set
from a first proprietary source format to a standardized data
presentation format (Block 908). The change data monitor-
ing system may receive from a second data source a second
change data report having a second change data set describ-
ing the changes 1n a second proprietary source format (Block
910). The change data monitoring system may convert the
second change data set from a second proprietary source
format to a standardized data presentation format (Block
912). The change data monitoring system may store the first
change data set and the second change data set 1n a tempo-
rary data store designed to store each change data set no
more than a preset storage time period (Block 914). The
change data monitoring system may associate the {irst
change data set with a first status indicator and the second
change data set with a second status indicator each 1denti-
tying whether the associated change data set 1s within a
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preset freshness period (Block 916). The change data moni-
toring system may associate the first change data set with a
first source link to a first web interface for the first data
source and the second change data set with a second source
link to a second web interface for the second data source
(Block 918). The change data monitoring system may dis-
card a first grand predecessor change data set received from
the first data source prior to a first predecessor change data
set and the first change data set from the first data source
upon recerving the first change data set and a second grand
predecessor change data set received from the second data
source prior to a second predecessor change data set and the
second change data set from the second data source upon
receiving the second change data set (Block 920). The
change data monitoring system may present the first change
data set and the second change data set in the standardized
data presentation format to the user 1n real-time (Block 922).

The change data monitoring system may use separate
performance metric data for the online system in conjunc-
tion with the change data to determine the eflect of the
changes on the performance of the online system. FIG. 10
illustrates, 1n a flowchart, one embodiment of a method 1000
for processing change data in a change data monitoring
system. The change data monitoring system may receive a
performance metric from a performance metric monitor for
the online system (Block 1002). The change data monitoring,
system may apply a metric threshold to the performance
metric to determine whether the performance metric has
failed to meet reasonable standards of performance, by being
cither greater than or less than the metric threshold (Block
1004). For example, the performance metric monitor may
measure a network speed and compare the result to a
network speed threshold. Alternately, the performance met-
ric monitor may apply the metric threshold and may alert the
change data monitoring system to the result. If the perfor-
mance metric fails to meet the metric threshold (Block
1006), the change data monitoring system may correlate the
timing of the performance metric failure to the change data
set (Block 1008). The change data monitoring system may
automatically alert a system administrator based on a cor-
relation between the change data set and a performance
metric failure (1010). The change data monitoring system
may request a data dump from the data source based on a
correlation between the change data set and a performance
metric failure (1012). The change data monitoring system
may receive a data dump from the data source based on the
data dump request (1014). The change data monitoring
system may present the data dump to the user (1016). The
change data momitoring system may apply a data ameliora-
tion action based on a correlation between the change data
set and a performance metric failure (1018).

FIG. 11 illustrates, in a flowchart, one embodiment of a
method 1100 for providing proprietary change data at a data
source. The data source may track change data describing
changes made to an online system (Block 1102). The data
source may format a change data set 1n a proprietary source
format (Block 1104). The data source may store the change
data set describing changes made to the online system in the
proprictary source format (Block 1106). The data source
may receive a data pull request for the change data set from
a change data monitoring system (Block 1108). The data
source may generate a change data report describing the
change data set (Block 1110). The data source may place a
source link to a web interface for the data source 1n the
change data report (Block 1112). The data source may place
a timestamp for the change data set 1n the change data report
(Block 1114). The data source may describe the data envi-
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ronment 1n the change data report (Block 1116). The data
source may describe a timing of an action 1n the change data
set as at least one of a past data action, a current data action,
and a future data action in the change data report (Block
1118). The data source may send a change data report
describing the change data set in the proprietary source
format to the change data monitoring system for aggregation
and presentation to a user (Block 1120).

FI1G. 12 illustrates, 1n a flowchart, one embodiment of a
method 1200 for processing a data dump at a data source.
The data source may receive a data dump request from the
change data monitoring system based on a correlation
between the change data set and a performance metric
fallure (Block 1202). The data source may send the
requested data dump to the change data monitoring system
(Block 1204). The data source may receive from the change
data monitoring system an automatic alert to be forwarded
to a system administrator based on a correlation between the
change data set and a performance metric failure (Block
1206). The data source may forward the alert to the system
administrator (Block 1208). The data source may receive
from the change data monitoring system an action directive
for a data amelioration action based on a correlation between
the change data set and a performance metric failure (Block
1210). The data source may execute the data amelioration
action (Block 1212).

The conversion from the proprietary source format to the
standardized data presentation format may occur at either
the change data monitoring system or at the data source.
FIG. 13 illustrates, 1n a flowchart, one embodiment of a
method 1300 for gathering homogeneous change data in a
change data momitoring system. The change data monitoring
system may schedule a data pull for the change data set from
a data source of a data source set tracking an online system
using at least two proprietary source formats (Block 1302).
The change data monitoring system may insert a format
instruction describing a standardized data presentation for-
mat into a data pull request (Block 1304). The change data
monitoring system may send a data pull request to the data
source at a scheduled data pull interval (Block 1306). The
change data monitoring system may receive a change data
report having a change data set describing changes made to
the online system in the standardized data presentation
format from the data source of the data source set tracking
the online system (Block 1308). The change data monitoring
system may store the change data set 1n a temporary data
store designed to store the change data set no more than a
preset storage time period (Block 1310). The change data
monitoring system may associate the change data set with a
status indicator identifying whether the change data set 1s
within a preset freshness period (Block 1312). The change
data monitoring system may associate the change data set
with a source link to a web imterface for the data source
(Block 1314). The change data monitoring system may
process the change data set 1n conjunction with a perfor-
mance metric to determine a course of action (Block 1316).
The change data monitoring system may discard a grand
predecessor change data set received from the data source
prior to a predecessor change data set and the change data set
from the data source upon recerving the change data set
(Block 1318).

FIG. 14 illustrates, 1n a flowchart, one embodiment of a
method 1400 for providing standardized change data at a
data source. The data source may track change data describ-
ing changes made to an online system (Block 1402). The
data source may format a change data set 1n a proprietary
source format (Block 1404). The data source may store the
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change data set describing changes made to the online
system 1n the proprietary source format (Block 1406). The
data source may receive a data pull request detailing a
standardized data presentation format for the change data set
from a change data monitoring system (Block 1408). The
data source may detect a format instruction describing the

standardized data presentation format in the data pull request
(Block 1410). The data source may convert the change data
set to the standardized data presentation format (Block
1412). The data source may generate a change data report
describing the change data set (Block 1414). The data source
may place a source link to a web interface for the data source
in the change data report (Block 1416). The data source may
place a timestamp for the change data set 1n the change data
report (Block 1418). The data source may describe the data
environment in the change data report (Block 1420). The
data source may describe a timing of an action 1n the change
data set as at least one of a past data action, a current data
action, and a future data action in the change data report
(Block 1422). The data source may send a change data report
describing the change data set in the proprietary source
format to the change data monitoring system for aggregation
and presentation to a user (Block 1424).

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter in the
appended claims 1s not necessarily limited to the specific
teatures or acts described above. Rather, the specific features
and acts described above are disclosed as example forms for
implementing the claims.

Embodiments within the scope of the present invention
may also include computer-readable storage media for car-
rving or having computer-executable instructions or data
structures stored thereon. Such computer-readable storage
media may be any available media that can be accessed by
a general purpose or special purpose computer. By way of
example, and not limitation, such computer-readable storage
media can comprise RAM, ROM, EEPROM, CD-ROM or
other optical disk storage, magnetic disk storage or other
magnetic data storages, or any other medium which can be
used to store desired program code means in the form of
computer-executable 1nstructions or data structures, as
opposed to propagating media such as a signal or carrier
wave. Computer-readable storage media explicitly does not
refer to such propagating media. Combinations of the above
should also be mcluded within the scope of the computer-
readable storage media.

Embodiments may also be practiced 1n distributed com-
puting environments where tasks are performed by local and
remote processing devices that are linked (either by hard-
wired links, wireless links, or by a combination thereof)
through a communications network.

Computer-executable instructions include, for example,
instructions and data which cause a general purpose com-
puter, special purpose computer, or special purpose process-
ing device to perform a certain function or group of func-
tions. Computer-executable instructions also 1nclude
program modules that are executed by computers 1n stand-
alone or network environments. Generally, program mod-
ules include routines, programs, objects, components, and
data structures, etc. that perform particular tasks or imple-
ment particular abstract data types. Computer-executable
instructions, associated data structures, and program mod-
ules represent examples of the program code means for
executing steps of the methods disclosed herein. The par-
ticular sequence of such executable instructions or associ-
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ated data structures represents examples of corresponding
acts for implementing the functions described 1n such steps.

Although the above description may contain specific
details, they should not be construed as limiting the claims
in any way. Other configurations of the described embodi-
ments are part of the scope of the disclosure. For example,
the principles of the disclosure may be applied to each
individual user where each user may individually deploy
such a system. This enables each user to utilize the benefits
of the disclosure even if any one of a large number of
possible applications do not use the functionality described
herein. Multiple instances of electronic devices each may
process the content 1n various possible ways. Implementa-
tions are not necessarily 1n one system used by all end users.
Accordingly, the appended claims and their legal equiva-
lents should only define the invention, rather than any
specific examples given.

We claim:
1. A change data momitoring system for monitoring
changes 1n an online system comprising a plurality of data
sources having different proprietary source formats, the
change data monitoring system comprising:
a communication interface comprising one or more of a
network intertface and a transceiver interface, the com-
munication interface configured to receive, from a data
source of the plurality of data sources, a change data set
describing changes made, changes being made, and
changes to be made to the online system 1n a propri-
ctary source format of a plurality of proprietary source
formats used 1n the online system:;
a processing device having at least one processor config-
ured to
convert the change data set from the proprietary source
format to a standardized data presentation format,

obtain performance metric data describing network
performance of the online system,

based at least on the performance metric data, identify
a correlation between a timing of a performance
metric failure and the change data set, and

based at least on 1dentifying the correlation between the
timing ol the performance metric failure and the
change data set, output via the communication inter-
face an alert regarding a correlation between the
performance metric failure and the change data set;
and

an output device configured to output the change data set
in the standardized data presentation format, the change
data set presented based on timing data sorting the
change data set into one or more past data actions, one
or more current data actions, and one or more future
scheduled data actions.

2. The change data monitoring system of claim 1, wherein
the processing device 1s configured to execute a data pull
module to schedule a data pull for the data source.

3. The change data monitoring system of claim 1, further
comprising:

a temporary data store configured to store the change data

set.

4. The change data monitoring system of claim 1, further
comprising;

a temporary data store configured to associate the change
data set with a source link to a web 1nterface for the data
source.

5. The change data monitoring system of claim 1, further

comprising;
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a temporary data store configured to associate the change
data set with a status indicator identifying whether the
change data set 1s within a preset freshness period.

6. The change data monitoring system of claim 1, wherein
the processing device 1s configured to discard a grand
predecessor change data set received from the data source
prior to a predecessor change data set and the change data set
from the data source upon recerving the change data set.

7. The change data monitoring system of claim 1, wherein
the processing device 1s configured to organize the change
data set based upon a data environment for the data source.

8. The change data monitoring system of claim 1, wherein
the processing device 1s configured to organize the change
data set as at least one of a past data action, a current data
action, and a future data action.

9. The change data monitoring system of claim 1, wherein
the communication interface 1s configured to request a data
dump from the data source based at least on the correlation
between the change data set and the performance metric
tailure.

10. The change data momitoring system of claim 1,
wherein the communication interface 1s configured to auto-
matically alert a system administrator based at least on the
correlation between the change data set and the performance
metric failure.

11. The change data monitoring system of claim 1,
wherein the processing device 1s further configured to, based
at least on correlating the timing of the performance metric
faillure to the change data set, apply a data amelioration
action for the performance metric failure.

12. A computing device, having a memory to store a
change data set describing changes made, changes being
made, and changes to be made to an online system in a
proprietary source format, the computing device configured
to

receive a data pull request for the change data set detailing
a standardized data presentation format from a change
data monitoring system;

send a change data report describing the change data set
in the proprietary source format to the change data
monitoring system for aggregation and presentation to
a user, the change data report presenting the change
data set based on timing data sorting the change data set
into one or more past data actions, one or more current
data actions, and one or more future scheduled data
actions;

receive from the change data monitoring system a data
dump request and an action directive for a data ame-
lioration action based at least on a correlation between
the change data set and a performance metric failure,
the data amelioration action comprising an action to fix
the performance metric failure; and

execute the data amelioration action.

13. The computing device of claim 12, wherein the
computing device 1s further configured to place a source link
to a web 1nterface for a data source 1n the change data report.

14. The computing device of claim 12, wherein the
computing device 1s further configured to place a timestamp
for the change data set 1n the change data report.

15. The computing device of claam 12, wherein the
computing device 1s further configured to describe a data
environment in the change data report.
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16. The computing device of claim 12, wherein the
computing device 1s further configured to describe a timing
of an action 1n the change data set as at least one of a past
data action, a current data action, and a future data action 1n
the change data report.

17. The computing device of claim 12, wherein the
computing device 1s further configured to receive from the
change data monitoring system an automatic alert to be
forwarded to a system admimstrator based at least on the
correlation between the change data set and the performance
metric failure.

18. A machine-implemented method, comprising:

scheduling, in a change data monitoring system, a first

data pull for a first data source that uses a first propri-
ctary source format for tracking changes to an online
system and a second data pull for a second data source
that uses a second proprietary source format for track-
ing changes to the online system:;

receiving, from the first data source, a first change data set

describing, 1in the first proprietary source format,
changes made, changes being made, and changes to be
made to an online service:

converting the first change data set from the first propri-

ctary source format to a standardized data presentation
format:

recerving, from the second data source, a second change

data set describing, in the second proprietary source
format, changes made, changes being made, and
changes to be made to the online system;

converting the second change data set from the second

proprictary source format to the standardized data
presentation format;

obtaining performance metric data describing a perfor-

mance metric of the online system;

applying a performance metric threshold to the perfor-

mance metric for the online system;

when the performance metric for the online system 1s less

than the performance metric threshold, then identifying
a correlation between a timing of a performance metric
failure and one or more of the first change data set and
the second change data set, and presenting the first
change data set and the second change data set 1n the
standardized data presentation format to a user; and
when the performance metric for the online system 1s not
less than the performance metric threshold, then pre-
senting the first change data set and the second change
data set 1n the standardized data presentation format to
the user, each of the first change data set and the second
change data set presented based on timing data sorting,
cach of the first change data set and the second change
data set into one or more past data actions, one or more
current data actions, and one or more future scheduled

data actions.
19. The method of claim 18, further comprising:
discarding a first grand predecessor change data set
received from the first data source prior to a first
predecessor change data set and the first change data set
upon receiving the first change data set.
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