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CONTROLLING SERVICE DISCOVERY AND
ACTIVATION AMONG PEERS

BACKGROUND

It 1s often desirable for a computing device to discover
and uftilize services associated with other computing
devices. For instance, persons conducting a meeting and
utilizing their respective computing devices may be able to
make use ol a Surface Hub (available from Microsoit
Corporation of Redmond, Wash.) 1n the room for a number
of services, e.g., projecting, file sharing, wireless virtual
smart card authentication, and the like. However, discover-
ing, connecting with and activating the services of the
Surface Hub often are elusive tasks 1n such situations.

SUMMARY

This Summary 1s provided to introduce a selection of
concepts 1 a simplified form that are further described
below 1n the Detailed Description. This Summary 1s not
intended to 1dentily key features or essential features of the
claimed subject matter, nor 1s 1t intended to be used as an aid
in determining the scope of the claamed subject matter.

In various embodiments, systems, methods, and com-
puter-readable storage media are provided for publishing,
discovering, connecting with and/or activating services 1n a
peer-to-peer environment. Services available i association
with a first computing device are determined and encoded
with 1nstructions for accessing and understanding such ser-
vices via their respective activation protocols. The encoded
services are published via a publication protocol such that
they are discoverable by at least a second computing device,
irrespective of whether such services may be activated via
the publication protocol. The second computing device
discovers the available services via the publication protocol
and accesses and understands the instructions associated
with a desired service. Upon receipt of a request from the
second computing device, via the activation protocol, to
activate the requested service, the requested service 1s acti-
vated by the first computing device.

Embodiments of the present invention provide for layer-
ing protocols, e.g., industry standard protocols, such that the
strengths of the best (e.g., most eflicient or optimal) protocol
for the particular stage of the scenario (e.g., publication,

discovery, connection, and activation) are leveraged and
protocols that have weaknesses 1n a given scenario stage are
avoided. By way of example and not limitation, service
publication and discovery may be provided over the most
power-ellicient protocol available and service connection
and activation may be provided over the most performant
protocol available. Additionally, services available via one
protocol may be discoverable via another protocol.

BRIEF DESCRIPTION OF THE

DRAWINGS

The present technology 1s illustrated by way of example
and not limitation 1n the accompanying figures 1n which like
reference numerals indicate similar elements and 1n which:

FIG. 1 1s a block diagram of an exemplary computing
environment suitable for use 1n 1mplementing embodiments
of the present technology;

FIG. 2 1s a block diagram of an exemplary computing
system 1n which embodiments of the technology may be
employed;
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FIG. 3 1s a flow diagram showing an exemplary method
for publishing service availability 1n a plurality of service

discovery scenarios, 1n accordance with an embodiment of
the present technology;

FIG. 4 1s a flow diagram showing an exemplary method
for publishing service availability and activating requested
services 1 a plurality of service discovery scenarios, in
accordance with an embodiment of the present technology;

FIG. 5 1s a flow diagram showing an exemplary method
for service discovery and connection 1nitiation in a plurality
of service discovery scenarios, i accordance with an
embodiment of the present technology; and

FIG. 6 1s a schematic diagram showing exemplary
instructions for accessing and understanding desired ser-
vices, 1n accordance with an embodiment of the present
technology.

DETAILED DESCRIPTION

The subject matter of the present technology 1s described
with specificity herein to meet statutory requirements. How-
ever, the description 1tself 1s not intended to limit the scope
of this patent application. Rather, the inventors have con-
templated that the claimed subject matter might also be
embodied 1n other ways, to include different steps or com-
binations of steps similar to the ones described in this
document, 1n conjunction with other present or future tech-
nologies. Moreover, although the terms “step” and/or
“block” may be used herein to connote different elements of
methods employed, the terms should not be interpreted as
implying any particular order among or between various
steps herein disclosed unless and except when the order of
individual steps 1s explicitly described.

Discovering, connecting with and activating available
services of proximal computing devices are elusive tasks.
Attempts to address the elusiveness include protocol-spe-
cific approaches, vertical pairing and an approach provided
with WINDOWS 8 offered by Microsoft Corporation of
Redmond, Wash. Protocol-specific approaches may be
broadly categorized 1nto two classes of protocols. The first
category 1s higher-level Internet Protocol (IP)-network
based protocols that require both peers to already be on a
shared Local Area Network (LAN). Examples of this cat-
cgory ol protocol-specific approaches include Umversal
Plug’n’Play (UPnP)+Dagital Living Network Alliance
(DLNA), Multicast Domain Name System (mDNS)/Domain
Name System-Service Discovery (DNS-SD), Web Services
for Devices (WSD), and Allloyn. The other category
includes Personal Area Network (PAN)-like protocols such
as Bluetooth/BluetoothLE (BTLE), ZigBee (802.11.4), or
WiF1Direct (WFD) that can actually bootstrap their own
network to enable peer-to-peer connections.

All of these protocols have their strengths and weak-
nesses. Shared network-based protocol schemes fail when a
peer cannot be reached over any preexisting network. Addi-
tionally, most wired protocols cannot discover peers unless
they are on the same subnet. Bluetooth and BTLE perform
well at power-etlicient proximal peer discovery; however,
they are very bandwidth limited. WiFiDirect can perform
pr0x1mal peer-to-peer discovery like Bluetooth and BTLE,
1S hlgh bandwidth, and supports IP-based services; however,
it 1s far less power-ethicient than Bluetooth and BTLE.

A few protocols include a concept referred to as “vertical
pairing” that 1s best described by virtue of example, in this
case, a WFD printer. When a user pairs the printer over
WFD, the WFD stack takes a second step to associate the
printing service on a higher layer protocol (e.g., WSD or
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Internet Printing Protocol (IPP)) with the computing device.
In order to use a higher-layer protocol’s service (e.g., WSD

printing), a lower-layer protocol (WFD) 1s paired first. The
lower-layer protocol stack has knowledge of the higher-
layer stack. It 1s encoded into the lower-layer protocol’s
discovery mechanism. The vertical pairing 1s implemented
by the operating system’s protocol stack. Service discovery
and activation 1n accordance with embodiments hereof does
not require such implementation and 1s more versatile than
vertical pairing approaches.

WINDOWS 8, available from Microsoit Corporation of
Redmond, Wash., includes an Application Programming
Intertace (API) known as “PeerFinder.” PeerFinder permits
an application on two peers to proximally discover each
other through either WEFD or Bluetooth, and then creates a
socket-like connection between the peers whereby the appli-
cation can implement 1ts own protocol. However, this high-
level API precludes interoperability.

Various aspects of the technology described herein are
generally directed to systems, methods, and computer-read-
able storage media for layering protocols, e.g., industry
standard protocols, such that the strengths of the best (e.g.,
most eflicient or optimal) protocol for the particular stage of
the scenario (e.g., publication, discovery, connection, and
activation) are leveraged and protocols that have weaknesses
In a given scenario stage are avoided. By way of example
and not limitation, service publication and discovery may be
provided over the most power-eflicient protocol available
and service connection and activation may be provided over
the most performant protocol available. Additionally, ser-
vices available via one protocol may be discoverable via
another protocol.

Having brietly described an overview of embodiments of
the present technology, an exemplary operating environment
in which embodiments of the present technology may be
implemented 1s described below in order to provide a
general context for various aspects of the present technol-
ogy. Referring to the figures 1n general and mitially to FIG.
1 1n particular, an exemplary operating environment for
implementing embodiments of the present technology is
shown and designated generally as computing device 100.
The computing device 100 1s but one example of a suitable
computing environment and 1s not intended to suggest any
limitation as to the scope of use or functionality of embodi-
ments of the technology. Neither should the computing
device 100 be interpreted as having any dependency or
requirement relating to any one component nor any combi-
nation of components 1llustrated.

Exemplary Operating Environment

Referring to the drawings 1n general, and mnitially to FIG.
1 1 particular, an exemplary operating environment for
implementing aspects of the technology described herein 1s
shown and designated generally as computing device 100.
Computing device 100 1s but one example of a suitable
computing environment and 1s not intended to suggest any
limitation as to the scope of use of the technology described
herein. Neither should the computing device 100 be inter-
preted as having any dependency or requirement relating to
any one or combination ol components 1llustrated.

Aspects of the subject matter described herein may be
described 1 the general context of computer-executable
instructions, such as program modules, being executed by a
mobile device. Generally, program modules include rou-
tines, programs, objects, components, data structures, and so
torth, which perform particular tasks or implement particu-
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lar abstract data types. Aspects ol the subject matter
described herein may also be practiced in distributed com-
puting environments where tasks are performed by remote
processing devices that are linked through a communica-
tions network. In a distributed computing environment,
program modules may be located 1n both local and remote
computer storage media including memory storage devices.
The computer-useable instructions form an interface to
allow a computer to react according to a source of input. The
instructions cooperate with other code segments to 1mitiate a
variety of tasks in response to data received 1n conjunction
with the source of the received data.

With continued reference to FIG. 1, computing device 100
includes a bus 110 that directly or indirectly couples the
following devices: memory 112, one or more processors
114, one or more presentation components 116, input/output
(I/0) ports 118, I/O components 120, and an 1llustrative
power supply 122. Bus 110 represents what may be one or
more busses (such as an address bus, data bus, or a combi-
nation thereof). Although the various blocks of FIG. 1 are
shown with lines for the sake of clarty, 1in reality, delineating
various components 1s not so clear, and metaphorically, the
lines would more accurately be grey and fuzzy. For example,
one may consider a presentation component such as a
display device to be an I/O component. Also, processors
have memory. The inventors hereol recognize that such 1s
the nature of the art and reiterate that the diagram of FIG. 1
1s merely 1llustrative of an exemplary computing device that
can be used 1n connection with one or more aspects of the
technology described herein. Distinction 1s not made
between such categories as “workstation,” “server,” “lap-
top,” “handheld device,” etc., as all are contemplated within
the scope of FIG. 1 and refer to “computer” or “computing
device.”

Computing device 100 typically includes a vanety of
computer-readable media. Computer-readable media can be
any available media that can be accessed by computing
device 100 and includes volatile and nonvolatile, removable
and non-removable media. By way of example, and not
limitation, computer-readable media may comprise com-
puter storage media and communication media. Computer
storage media includes volatile and nonvolatile, removable
and non-removable media implemented 1n any method or
technology for storage of information such as computer-
readable 1nstructions, data structures, program modules, or
other data.

Computer storage media includes RAM, ROM,.,
EEPROM, flash memory or other memory technology, CD-
ROM, digital versatile disks (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices. Computer storage
media does not comprise a propagated data signal.

Communication media typically embodies computer-
readable instructions, data structures, program modules, or
other data 1n a modulated data signal such as a carrier wave
or other transport mechanism and includes any information
delivery media. The term “modulated data signal” means a
signal that has one or more of its characteristics set or
changed 1n such a manner as to encode information in the
signal. By way of example, and not limitation, communi-
cation media includes wired media such as a wired network
or direct-wired connection, and wireless media such as
acoustic, RF, infrared, and other wireless media. Combina-
tions of any of the above should also be included within the
scope of computer-readable media.

Memory 112 includes computer storage media 1n the form
of volatile and/or nonvolatile memory. The memory 112
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may be removable, non-removable, or a combination
thereof. Exemplary memory includes solid-state memory,
hard drives, optical-disc drives, etc. Computing device 100
includes one or more processors 114 that read data from
vartous enfities such as bus 110, memory 112, or 1/O
components 120. Presentation component(s) 116 present
data indications to a user or other device. Exemplary pre-
sentation components 116 include a display device, speaker,
printing component, vibrating component, etc. I/O ports 118
allow computing device 100 to be logically coupled to other
devices, including I/O components 120, some of which may
be bult 1n.

[lustrative I/O components include a microphone, joy-
stick, game pad, satellite dish, scanner, printer, display
device, wireless device, a controller (such as a stylus, a
keyboard, and a mouse), a natural user interface (NUI), and
the like. In aspects, a pen digitizer (not shown) and accom-
panying input instrument (also not shown but which may
include, by way of example only, a pen or a stylus) are
provided in order to digitally capture frechand user input.
The connection between the pen digitizer and processor(s)
114 may be direct or via a coupling utilizing a serial port,
parallel port, and/or other interface and/or system bus
known 1n the art. Furthermore, the digitizer input component
may be a component separated from an output component
such as a display device, or 1n some aspects, the usable input
arca ol a digitizer may coexist with the display area of a
display device, be integrated with the display device, or may
exist as a separate device overlaying or otherwise appended
to a display device. Any and all such vanations, and any
combination thereof, are contemplated to be within the
scope of aspects of the technology described herein.

An NUI processes air gestures, voice, or other physiologi-
cal imnputs generated by a user. Appropriate NUI mputs may
be interpreted as ink strokes for presentation 1n association
with the computing device 100. These requests may be
transmitted to the appropriate network element for further
processing. An NUI implements any combination of speech
recognition, touch and stylus recognition, facial recognition,
biometric recognition, gesture recognition both on screen
and adjacent to the screen, air gestures, head and eye
tracking, and touch recognition associated with displays on
the computing device 100. The computing device 100 may
be equipped with depth cameras, such as stereoscopic cam-
cra systems, infrared camera systems, RGB camera systems,
and combinations of these, for gesture detection and recog-
nition. Additionally, the computing device 100 may be
equipped with accelerometers or gyroscopes that enable
detection of motion. The output of the accelerometers or
gyroscopes may be provided to the display of the computing
device 100 to render immersive augmented reality or virtual
reality.

A computing device may include a radio 124. The radio
124 transmits and receives radio communications. The com-
puting device may be a wireless terminal adapted to receive
communications and media over various wireless networks.
Computing device 100 may communicate via wireless pro-
tocols, such as code division multiple access (“CDMA”™),
global system for mobiles (“GSM”), or time division mul-
tiple access (“TDMA™), as well as others, to communicate
with other devices. The radio communications may be a
short-range connection, a long-range connection, or a com-
bination of both a short-range and a long-range wireless
telecommunications connection. When we refer to “short”
and “long” types of connections, we do not mean to refer to
the spatial relation between two devices. Instead, we are
generally referring to short range and long range as different
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categories, or types, of connections (1.e., a primary connec-
tion and a secondary connection). A short-range connection
may include a Wi-Fi® connection to a device (e.g., mobile
hotspot) that provides access to a wireless communications
network, such as a WLAN connection using the 802.11
protocol. A Bluetooth connection to another computing
device 1s a second example of a short-range connection. A
long-range connection may include a connection using one
or more of CDMA, GPRS, GSM, TDMA, and 802.16
protocols.

As previously set forth, embodiments of the present
technology provide systems, methods, and computer-read-
able storage media for publishing service availability, dis-
covering available services, connecting with available ser-
vices and/or activating available services. Embodiments of
the technology take a hybrid standards-based approach that
layers protocols, e.g., industry standard protocols, such that
strengths of the “best” (e.g., most eflicient or optimal)
protocol for the particular stage of the service discovery
scenario (e.g., publication, discovery, connection, or activa-
tion) are leveraged and protocols having weaknesses for the
particular stage of the service discovery scenario are
avoided. Embodiments hereof also provide a mechanism for
discovering services from one protocol on another.

The term “services” 1s used broadly herein and may
include any capability or resource associated with a first peer
computing device that may be accessed or utilized by a
second peer computing device, as described herein. For
example and without limitation, services may include a
microphone, camera, speaker, printer, media server, a dis-
play component (such as a projector, monitor, or virtual
reality headset), a user interface (such as a touch screen or
touch pad, mouse, keyboard, Smart Board, Internet or net-
work connection or network connection component (such as
a BLTE smart card), computer-processing or computation
capabilities (which may be used for providing faster ren-
dering or more eflicient computation than what 1s possible
on the second peer computing device), storage, I/O ports,
specific applications (or apps) and computer-performed ser-
vices (which may include a virtual assistant program or a
cloud-based service, for instance), or specific equipment
(such as a HoloLens or Smart Hub, both manufactured by
Microsoit of Redmond, Wash., a smart appliance, or smart-
home controller). A particular service may have correspond-
ing information about accessing and understanding that
service, which may be utilized 1n order to make the service
available to another computing device.

By way of example and not limitation, for a given
configuration, the “best” protocol for discovery and publi-
cation may be a protocol having superior power efliciency
relative to other available protocols given the details of a
given service discovery scenario. (Various service discovery
scenarios and exemplary details associated therewith are
discussed more tully below.) For instance, BTLE may be
selected as the best protocol for proximal peer-to-peer
service discovery and, for infrastructure IP-based networks,
DNS-SD may be selected. In embodiments, more than one
protocol may be selected and published as the “best” pro-
tocol for a given stage ol a service discovery scenario as
various discovering devices may support different technolo-
gies. Any and all such vanations, and any combination
thereol, are contemplated to be within the scope of embodi-
ments of the present technology.

After the peer computing devices discover one another’s
services, embodiments hereol provide a path for the peers to
switch their connection to another transport or protocol as
appropriate. By way of example and not limitation, the
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“best” protocol for connection and activation may be a
protocol having superior performance relative to other avail-
able protocols given the details of a given service discovery
scenario. For instance, persons conducting a meeting and
utilizing their respective computing devices may be able to
make use ol a Surface Hub (available from Microsoit
Corporation of Redmond, Wash.) in the room that 1s pub-
lished and discoverable over the power-eflicient BTLE pro-
tocol, but connection and activation may be desired over a
shared IP-network. Alternatively, WFD may be used to
bootstrap a shared IP-network in such scenarios. Again, in
embodiments, more than one protocol may be selected and
published as the “best” protocol for a given stage of a service
discovery scenario as various devices may support different
technologies.

In this way, embodiments of the present technology can
be, for example, simultaneously power-eflicient and perfor-
mant 1n various service discovery scenarios as the strengths
of the best protocol for the particular stage of the service
discovery scenario may be leveraged and protocols may be
switched as the stage of the service discovery scenario
changes. Additionally, in embodiments, standards-based
protocols may be leveraged that can be implemented on any
platform. For instance, a developer may discover, read, or
even publish a MICROSOFT vendor defined BTLE service
advertisement on 10S®, ANDROID, or even a BITLE micro-
controller that permits all to interoperate.

The general concepts discussed herein may be applied to
other or different protocols. Many combinations are valid;
for instance, UPnP may be used as the publication and
discovery mechanism for services on Bluetooth, WFD, or
WSD. Even though all combinations are possible and are
intended within the scope hereot, as a practical matter, some
combinations are more eflective than others. In exemplary
embodiments, the choice of protocols may be primarily
concerned with enabling peer-to-peer service discovery,
publication and activation that 1s foremost power-eflicient
and interoperable with other platforms.

With reference now to FIG. 2, a block diagram 1s provided
illustrating an exemplary computing system 200 in which
embodiments of the present mvention may be employed.
Generally, the computing system 200 1llustrates an environ-
ment 1n which available services associated with proximal
computing devices may be published, discovered, connected
with and activated 1n accordance with the methods, for
instance, illustrated m FIGS. 3, 4 and 5 (more {fully
described below). Among other components not shown, the
computing system 200 generally includes a first peer com-
puting device 210 and a second peer computing device 212,
in communication with one another via a publication pro-
tocol network 214 and an activation protocol network 216.
Each of the publication protocol network 214 and the
activation protocol network 216 may include, without limi-
tation, one or more LANs, wide area networks (WANSs),
UPnP networks, DLNA networks, mDNS networks, DNS-
SD networks, WSD networks, Bluetooth networks, BTLE
networks, ZigBee (802.11.4) networks, or WFD networks.
Such networking environments are commonplace 1n oflices,
enterprise-wide computer networks, intranets and the Inter-
net. Additionally, the arrows shown in FIG. 2 to and from
publication protocol network 214 and an activation protocol
network 216 are merely 1llustrative of the information that
flows from one peer computing device to another, and not
intending to convey a direction of communication, which
occurs both ways, in the above listed example protocols.

It should be understood that any number of peer comput-
ing devices 210, 212 may be employed in the computing
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system 200 within the scope of embodiments of the present
technology. Each may comprise a single device/interface or
multiple devices/interfaces cooperating 1n a distributed envi-
ronment. For instance, one or both of the first peer comput-
ing device 210 and the second peer computing device 212
may comprise multiple devices and/or modules arranged in
a distributed environment that collectively provide the func-
tionality of the first peer computing device 210 and the
second peer computing device 212 as described herein.
Additionally, other components or modules not shown also
may be included within the computing system 200.

In some embodiments, one or more of the illustrated
components/modules may be implemented as stand-alone
applications. In other embodiments, one or more of the
illustrated components/modules may be implemented via
the first peer computing device 210, the second peer com-
puting device 212, or as an Internet-based or network-based
service. It will be understood by those of ordinary skill 1n the
art that the components/modules illustrated 1n FIG. 2 are
exemplary i1n nature and in number and should not be
construed as limiting. Any number of components/modules
may be employed to achieve the desired functionality within
the scope of embodiments hereof. Further, components/
modules may be located on any number of peer computing
devices. By way of example only, one or both of the first
peer computing device 210 and the second peer computing
device 212 might be provided as a single computing device,
a cluster of computing devices, or a computing device
remote from one or more of the remaining components.

It should be understood that this and other arrangements
described herein are set forth only as examples. Other
arrangements and elements (e.g., machines, interfaces, func-
tions, orders, and groupings of functions, etc.) can be used
in addition to or instead of those shown and/or described,
and some elements may be omitted altogether. Further, many
of the elements described herein are functional entities that
may be implemented as discrete or distributed components
or 1n conjunction with other components, and 1n any suitable
combination and location. Various functions described
herein as being performed by one or more entities may be
carried out by hardware, firmware, and/or software. For
instance, various functions may be carried out by a processor
executing instructions stored 1n memory.

Each of the first peer computing device 210 and the
second peer computing device 212 may include any type of
computing device, such as the computing device 100
described with reference to FIG. 1, for example. Each of the
first peer computing device 210 and the second peer com-
puting device 212 generally 1s configured to publish to or
discover from proximal computing devices, available ser-
vices. Each of the first peer computing device 210 and the
second peer computing device 212 further generally 1s
configured to initiate connection with proximal computing
device services and activate services associated with it.
Generally, each of the first peer computing device 210 and
the second peer computing device 212 may be a desktop
computing device having an external mputting component
(such as an external keyboard, keypad, or the like), a mobile
computing device having an mputting component that i1s
separate and distinct from any display screen, or a mobile or
desktop computing device having an inputting component
integrated with the display screen thereof (e.g., a touch-
screen keyboard/keypad, or the like). The first peer comput-
ing device 210 and second peer computing device 212 1n
accordance with embodiments hereof may include any com-
bination of external and integrated inputting devices. In
some embodiments, peer computing devices suitable for use
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with embodiments of the present technology may include a
microphone or other listening device for accepting voice
input. Any and all such vaniations, and any combination
thereot, are contemplated to be within the scope of embodi-
ments of the present technology. It should be noted that the
embodiments of the present technology are equally appli-
cable to mobile computing devices and devices accepting
gesture, touch and/or voice mput and accordingly may have
external and/or integrated cameras (not shown), motion
detection mechamisms (not shown) and the like. Any and all
such variations, and any combination thereof, are contem-
plated to be within the scope of embodiments of the present
technology.

The first peer computing device 210 includes an available
service determining component 218, a protocol determining
component 220, an encoding component 222, a publishing
component 224, and an activation component 226. The
available service determining component 218 i1s configured
to determine any services that the first peer computing
device 210 1s capable of sharing with proximal computing
devices (e.g., the second peer computing device 212). As
utilized herein, “proximal” devices are those devices that are
“nearby” one another. By way of example, for infrastructure
networks, or networks on which two peers are already
connected to one another, proximal devices, 1n the most
straight-forward case, are devices having a routable connec-
tion. In the more limited case, proximal peers are peers that
are capable of sending and receiving multicast messages
between one another. This 1s the most common case for
current network protocols. For wireless networks, proximal
peers are peers within each other’s radio signal broadcast
and receiving range.

As described above, available service determining com-
ponent 218 1s configured to determine any services associ-
ated with the first peer computing device 210. In one
embodiment, one or more services of the first computing
device may be determined by accessing a registry or listing
of available services, such as a data record, which may be
determined by scanning the first peer computing device 210,
or by a user of the first peer computing device 210 manually
registering or designating available services (which may be
carried out by providing a prompt for querying the user, such
as “which services would you like to make available to other
devices?”, or by the particular service registering 1tself with
the first peer computing device), or by accessing a record of
system 1nformation or devices information about the first
peer computing device.

In some embodiments, available service determiming
component 218 (or other component of first peer computing
device 210) determines or identifies the information corre-
sponding to a service for accessing and understanding that
service, which may be utilized 1n order to make the service
available to another computing device. For example, avail-
able service determining component 218 may use a set of
rules or logic, a specification, or an API associated with a
service, to determine this information. This information may
be associated with the particular service and provided to
other components of first peer computing device 210. For
example, protocol determiming component 220 may utilize
this information to determine one or more optimal protocols,
given the particular service that 1s to be accessed.

For purposes of service publication and discovery, a peer
computing device that does not have knowledge of the other
peer computing devices that may be discovering 1ts services
may either always be listening for peer service discovery
requests and/or actively broadcasting 1ts own services.
Another approach that may be utilized 1s for a user to
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physically activate some kind of pairing or discovery mode
on the device, e.g., via pressing a service discovery button,
or the like. Having to put a peer computing device 1nto a
pairing or discovery mode 1s error prone and not particularly
user iriendly. However, 1n instances where a peer computing
device 1s constantly listening for peer computing device
requests for services or actively publishing its available
services, power-efliciency and impact on the peer computing
device’s normal operation should be considered. This 1ssue
1s especially acute for peer computing devices running on a
battery.

The protocol determining component 220 1s configured to
determine, 1n view of a plurality of diflerent service discov-
ery scenarios, the best (e.g., most power eflicient or optimal)
protocols to use for the various stages of each scenario. The
protocol determining component 220 can determine a pub-
lication protocol and an activation protocol. The publication
protocol 1s used to communicate service availability to other
devices. The activation protocol 1s used to access the service.

To select the publication protocol, the first peer computing,
device can 1dentily communication technologies and asso-
ciated communication protocols available to the first peer
computing device. The available communication protocols
can vary from device to device based on technologies (e.g.,
various radios installed) and software available on a device.
The present context of the device, for example, whether or
not the device 1s currently communicating with a network to
which other devices are attached can play a role in the
selection decision.

The protocol determining component 220 may be able to
identify available communication protocols from a protocol-
availability file (or any other method of storing data, such as
code within an application) in a data store associated with
the computing device. In one aspect, the protocol availabil-
ity file includes a market availability score for each available
protocol and a power-usage classification. The availability
score can be a measure of devices (e.g., a percentage of
devices) that are capable of using the protocol. An entity
providing services to the first peer computing device, such
as a company providing an operating system or application,
can periodically provide updated availability scores and
other information to the protocol availability file. The avail-
ability file could be stored on a computing device or 1n
remote storage, for example, 1n a data center accessible to
the computing device.

In one aspect, the protocol determining component 220 of
first peer computing device determines that other devices are
proximate and not connected over a directly routable con-
nection. The proximity of other devices can be determined
by detecting a wireless signal originating from the other
devices. In another aspect, a service provides a notification
that other devices are i1n proximity. The service could
determine the location of different devices and provide a
notification that other devices are nearby. For instance, a
device location may be determined based on a GPS sensor
(or GPS-provided data) associated with each device, Wi-Fi1
positioning system (WPS) which may include a recerved
signal strength indication (RSSI), fingerprinting, angle of
arrival, time or flight, or other localization techniques,
wireless-triangulation, geolocation of an IP address, or a
combination of these. Each device may provide 1ts location
information (or the location may be interrogated from the
device, for instance, by a monitoring program). The distance
between the locations 1s then determined and compared to a
proximity threshold distance used to classily devices as
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proximate to each other. In one aspect, the proximity thresh-
old can be tied to being in range of a common wireless
network.

In an aspect, 1f the wireless signal from the other device
includes a discovery request, then the first peer computing
device selects the communication protocol of the wireless
signal on which the discovery request was sent for the
publication protocol. A publication message with activation
instructions for the service can then be communicated 1n the
selected communication protocol.

If the wireless signal does not include a discovery request
and 1s classified as low power 1n the availability file, then the
first peer computing device selects the communication pro-
tocol of the detected wireless signal as the publication
protocol. A publication message with activation instructions
for the service can then be communicated in the selected
communication protocol.

If the wireless signal does not include a discovery request
and uses a communication that i1s classified as high power,
then the first peer computing device selects a low power
communication protocol from the available list with the
highest availability score as the publication protocol. A
publication message with activation instructions for the
service can then be communicated in the selected commu-
nication protocol.

If no response 1s recerved to the publication message, then
the high power protocol used in the wireless signal used by
the other device can be selected. A publication message with
activation 1instructions for the service can then be commu-
nicated in the selected high power communication protocol
originally used by the wireless signal.

If, after a publication message 1s sent and no reply 1s
received, then additional protocols can be selected, first from
the low power group 1n order of decreasing availability (e.g.,
highest availability first) and then in the high power group
in order of decreasing availability. In other words, the lowest
power and most available communication protocols are
selected first.

In exemplary embodiments, the best protocols are those
that are the most power-eilicient for publication and discov-
ery and the most performant for connection and activation.
In other exemplary embodiments, the best protocols are
those that are the most latency sensitive for publication and
discovery and the most power-eflicient for connection and
activation. Any and all such vanations, and any combination
thereol, are contemplated within the scope of embodiments
of the present technology. A secondary objective may be to
select a protocol that will interoperate well with other
devices already 1n the ecosystem.

If connecting peer computing devices are on the same IP
network, whether on the same subnet or different subnets,
including infrastructure WikF1 networks, the marginal power
cost to publish and discover services 1s nearly zero. Thus, a
number of IP-network based protocols are suflicient for
publication and discovery including, without limitation,
UPnP/DLNA, WSD, mDNS/DNS-SD, AllJoyn, Smartglass/
Continuous Data Protection and (CDP). In exemplary
embodiments hereol, the protocol determining component
220 selects DNS-SD for publication and discovery due to 1ts
superior interoperability and the ability to publish and
discover past a local subnet. WINDOWS and 10S® have
native support for mDNS/DNS-SD and it 1s fairly simple to
implement on ANDROID or even embedded devices that
support 1P networks.

For publishing and discovering peer computing devices
that are physically nearby, or not available over any common
IP-networks, 1n exemplary embodiments hereotf, the proto-
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col determining component 220 selects BTLE for publica-
tion. For several years, almost all laptop computing devices
and mobile computing devices have shipped with a BTLE
radio. BTLE radios have the ability to do hardware oflload
such that the service publication advertisements are handled
in the firmware of the radio. This eflectively makes the
marginal power cost ol service publication advertisements
zero because they don’t use the CPU and the radio is
designed to draw very little power 1n this scenario. Embed-
ded devices can publish LE advertisements for years on a
tiny coin cell, for example. In other exemplary embodi-
ments, the protocol determining component 220 may select
Zi1gBee for power reasons as well;, however, 1ts consumer
market penetration i1s small compared to Bluetooth. For
industrial IoT scenarios, the protocol determining compo-
nent 220 may select ZigBee or similar wireless mesh net-
work protocol, instead of BTLE.

WiF1Direct, on the other hand, 1s not very well supported
in the ecosystem and, 1n its present form, has inferior power
elliciency relative to Bluetooth to always be publishing.
However, 1n exemplary embodiments, the protocol deter-
mining component 220 may select WFD for publication and
discovery as an alternative implementation to Bluetooth.
Aside from that, WFD 1s very useful for bootstrapping a
proximal IP network. This 1s particularly handy if the service
in question requires an IP network and there are not routes
to the publishing computing device over any existing net-
work. For example, a printer the second peer computing
device 212 desires to utilize may allow connection to it using
WED but, after the network 1s bootstrapped, it may actually
use WSD or IPP.

The encoding component 222 1s configured to encode
protocols 1dentified by the protocol determining component
220 with 1nstructions for understanding and accessing the
services via the activation protocol. Embodiments hereof

define an encoded Binary Large Object (BLOB) format that
describes the services available in association with the
publishing device, e.g., the first peer computing device 210.
The service BLOB provides discovering peer computing
devices, e.g., the second peer computing device 212, with
the information needed to 1mitiate connection with a desired
service. By way of example, and not limitation, the service
BLOB may include the identity of the service, the identity
of the activation protocol, a friendly name associated with
the service, and one or more details that support mnitiation of
a connection over the activation protocol, e.g., a PIN num-
ber, access code, or the like. The computing device publish-
ing the service BLOB provides a vector of 1-N BLOBS.
Depending on the selected publication protocol, this payload
may fit directly mto the discovery packets. Some publication
protocols, however, may require a discovering peer com-
puting device (e.g., second peer computing device 212) to
make extra connections to download the service BLOB.

Conceptually, each service BLOB will contain a list of
services available on a publishing peer computing device
over various protocols. Each published service record, in
exemplary embodiments hereof, may contain the following
information: {protocol_guid, service_class_id_guid, ser-
vice_friendly_name, and connection parameters}. By way
of example only, and not limitation, the first peer computing
device 210 may support the following services: a WSD
printer, an UPnP media server, and a BTLE virtual smart
card. In this instance, and in accordance with embodiments
hereof, the BLOB associated with the first peer computing
device 210 may be encoded with the following services 1n
the DNS service record:
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{protocol_WSD_guid, WSD_printer_class_guid,
L*“Print Service,”

wsd_printer URI}
{protocol_UPnP_guid, UPnP_DMR_class_guid,
L*John Doe’s media library,”

UPnP_DMS_URI}
{protocol_BTLE_guid, virtual_smart_card_class_guid,
L*Virtual Smart Card,”

{BTLE MAC address, BTLE_profile_guid}}

A schematic diagram 600 illustrating a services payload
of an exemplary peer computing device, the services pay-
load having a plurality of service BLOBS, 1s illustrated 1n
FIG. 6. In an alternative configuration (not shown), Blu-
ctooth Generic Attribute Profile (GATT) or similar attribute
protocol may be utilized instead of (or 1n addition to) service
BLOBs. For mstance, a GAT'T transaction may be per-
formed between the first computing device acting as GATT
client and the second peer computing device acting as the
GATT server. Similarly, other embodiments may utilize a
DNS Service Discovery (DNS-SD) or multicast DNS
(mDNS) to discover and communicate information about the
available services.

Encoding the available services with mformation as
shown 1n the exemplary embodiments illustrated herein,
permits the discovery by peer computing devices (e.g.,
second peer computing device 212) of services they would
not otherwise have been able to discover. For instance, 1f the
first and second peer computing devices 210, 212 were not
on the same subnet, if discovery was implemented 1n accor-
dance with prior art service discovery mechanisms, UPnP or
WSD would not be discovered. Additionally, if the Blu-
ctooth radio of the second peer computing device 212 was
turned off or 11 the first peer computing device 210 was not
engaging 1n Bluetooth discovery, the BTLE service would
not be discovered. In accordance with embodiments hereof,
all services are discoverable over a shared network.

The publishing component 224 1s configured to publish
the encoded services BLOB over the publication protocol
selected for publication by the protocol determiming com-
ponent 220. In some embodiments, publishing component
224 may be considered to broadcast or communicate openly,
via a communication component of the first peer computing,
device 210 such as a radio (not shown), the encoded services
BLOB using the publication protocol. For instance, 1n one
embodiment, information representing the encoded services
BLOB may be modulated on a communication signal that 1s
transmitted from the first peer computing device 210, and
which may be recerved by a listening second peer computing
device 212. In one embodiment, the first peer computing
device 210 may receive an indication of the proximal
presence ol the second peer computing device 212 (for
example, by detecting a beacon or broadcast emitted by the
second peer computing device 212, by detecting that another
device 1s sharing the same communication network, by

detecting an IP address associated with the second peer
computing device 212, or other means) and upon detecting
the proximal presence, the first peer computing device 210
may broadcast or otherwise communicate the encoded ser-
vices BLOB so that 1t may be received by the second peer
computing device 212. In some embodiments, a communi-
cation session 1s established between the first peer comput-
ing device 210 and the second peer computing device 212 to
exchange the encoded services BLOB. Accordingly, any and
all such variations or combinations of these and known
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communication connection technologies are contemplated
within the scope of embodiments of publishing component
224,

The activation component 226 1s configured to, upon
receipt of a request from a peer computing device (e.g., the
second peer computing device 212), activate the requested
service, which may comprise mitializing, loading, or starting
the service 1n some embodiments.

The second peer computing device 212 includes a dis-
covery component 228, an instruction understanding and
accessing component 230 and a connection component 232.
The discovery component 228 1s configured to 1nitiate
discovery over the publication protocol, that is, over the
protocol that the first peer computing device 210 utilized for
service publication. The discovery component 228 further 1s
configured to download or receive the list of services
associated with a service publication BLOB from the first
peer computing device 210 and decode the list of services.
For example, in one embodiment, a commumication emitted
by the first peer computing device 210 comprising the list of
services (or an mdication of the list of services) 1s received
by the second peer computing device 212 via a communi-
cation recerver component, such as a radio (not shown). For
instance, information corresponding to the encoded services
BLOB may be received via a communication signal trans-
mitted from the first peer computing device 210, demodu-
lated (via the radio receiver), and decoded (if necessary) to
determine the available services for the first peer computing
device 210 and the information for accessing and under-
standing such services via their respective activation proto-
cols, which may be provided to understanding and accessing
component 230. As described previously, 1n some embodi-
ments, a communication session may be brietly established
between the first peer computing device 210 and the second
peer computing device 212 to receive the list of services
indicated 1n the encoded services BLOB. In some embodi-
ments, discovery component 228 (or another component of
the second peer computing device 212) may decode infor-
mation 1n the services BLOB to determine the available
SErvices.

The available services may then be inspected and services
in which the second peer computing device 212 1s interested
may be discovered. Additionally, the activation protocol
associated with the desired service may be discovered. Once
the discovery component 228 has located the service 1t 1s
interested 1n, the connection details, along with the protocol
and service i1dentifiers, provide enough imnformation on how
to 1nitiate connection with and activate that service utilizing
the activation protocol. The instruction understanding and
accessing component 230 1s configured to access the mstruc-
tions or connection details associated with desired services
from the service publication BLOB and to understand such
instructions or connection details.

The connection component 232 1s configured to imitiate
connection with desired services utilizing the activation
protocol encoded 1n the service publication BLOB. The
service activation will then be completed by the activation
component of the first peer computing device 210, as
described herein above.

Turning now to FIG. 3, a flow diagram 1s illustrated
showing an exemplary method 300 for publishing service
availability in a plurality of service discovery scenarios, 1n
accordance with an embodiment of the present technology.
As 1ndicated at block 310, at least one available service
associated with a first device (e.g., the first peer computing
device 210 of FIG. 2) 1s determined (e.g., utilizing the
available service determining component 218 of the first



US 10,873,637 B2

15

peer computing device 210 of FIG. 2) to be available for
sharing with a second computing device. As described
previously, the term “service” may include any capability or
resource associated with a first peer computing device that
may be accessed or utilized by a second peer computing
device. For example, services may include a microphone,
camera, speaker, printer, media server, a display component
(such as a projector, monitor, or virtual reality headset), a
user interface (such as a touch screen or touch pad, mouse,
keyboard, Smart Board, Internet or network connection or
network connection component (such as a BLITE smart
card), computer-processing or computation capabilities
(which may be used for providing faster rendering or more
cilicient computation than what 1s possible on the second
peer computing device), storage, 1/O ports, specific appli-
cations (or apps) and computer-performed services (which
may include a virtual assistant program or a cloud-based
service, for instance), or specific equipment (such as a
HoloLens or Smart Hub, both manufactured by Microsoit of
Redmond, Wash., a smart appliance, or smart-home control-
ler). A particular service may have corresponding informa-
tion about accessing and understanding that service, which
may be utilized 1 order to make the service available to
another computing device.

The service 1s associated with an activation protocol
(determined, for instance, by the protocol determining com-
ponent 220 of the first peer computing device 210 of FIG. 2).
The activation protocol can be a wireless communication
protocol suitable for accessing the service. Diflerent services
may require different amounts and types of information to be
exchanged 1n order for the service to be accessed. In one
aspect, each service 1s associated 1n computer memory with
one or more suitable communication protocols.

As indicated at block 312, the instructions for accessing
the service are encoded (e.g., utilizing the encoding com-
ponent 222 of the first peer computing device 210 of FIG. 2)
into a message. The mstructions allow a recipient device to
negotiate a communication session with the first computing,
device. The instructions can specily that the activation
protocol, which can be a known wireless communication
protocol, be used to access the service. In embodiments,
such encoding may be formatted into a service publication
BLOB, as discussed herein above.

As 1ndicated at block 314, a publication protocol 1s
selected from available wireless communication protocols
usable by the first computing device (e.g., utilizing the
protocol determining component 220). The publication pro-
tocol can be different from the activation protocol. The
selection can be based on the wireless context of the
computing device making the selection. The wireless con-
text can include the capabilities of first computing device
and detected wireless signals.

To select the publication protocol, the first peer computing,
device can identily communication technologies and asso-
ciated communication protocols available to the first peer
computing device. The available communication protocols
can vary from device to device based on technologies (e.g.,
various radios installed) and software available on a device.
The present context of the device, for example, whether or
not the device 1s currently commumicating with a network to
which other devices are attached can play a role in the
selection decision.

The first computing device can identily available com-
munication protocols from a protocol-availability file 1n a
data store associated with the computing device. “File” can
be used broadly herein to mean any type of data storage,
including a section of code 1n an application. In one aspect,
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the protocol availability file includes a market availability
score for each available protocol and a power-usage classi-
fication. The availability score can be a measure of devices
(e.g., a percentage of devices) that are capable of using the
protocol. An enftity providing services to the first peer
computing device, such as a company providing an operat-
ing system or application, can periodically provide updated
availability scores and other information to the protocol
availability file. The availability file could be stored on a
computing device or in remote storage, for example, 1 a
data center accessible to the computing device.

In one aspect, other devices are determined to be proxi-
mate and not connected over a directly routable connection.
The proximity of other devices can be determined by
detecting a wireless signal originating from the other
devices. In another aspect, a service provides a notification
that other devices are 1n proximity. The service could
determine the location of different devices and provide a
notification that other devices are nearby. For instance, a
device location may be determined based on a GPS sensor
(or GPS-provided data) associated with each device, Wi-F1
positioning system (WPS) which may include a recerved
signal strength indication (RSSI), fingerprinting, angle of
arrival, time or flight, or other localization techniques,
wireless-triangulation, geolocation of an IP address, or a
combination of these. Each device may provide 1ts location
information (or the location may be interrogated from the
device, for mstance, by a monitoring program). The distance
between the locations 1s then determined and compared to a
proximity threshold distance used to classify devices as
proximate to each other. In one aspect, the proximity thresh-
old can be tied to being in range of a common wireless
network.

In an aspect, 1f the wireless signal from the other device
includes a discovery request, then the first peer computing
device selects the communication protocol of the wireless
signal on which the discovery request was sent for the
publication protocol. A publication message with activation
instructions for the service can then be communicated 1n the
selected communication protocol.

I1 the wireless signal does not include a discovery request
and 1s classified as low power in the availability file, then the
first peer computing device selects the communication pro-
tocol of the detected wireless signal as the publication
protocol. A publication message with activation instructions
for the service can then be communicated 1n the selected
communication protocol.

I1 the wireless signal does not include a discovery request
and uses a communication that is classified as high power,
then the first peer computing device selects a low power
communication protocol from the available list with the
highest availability score as the publication protocol. A
publication message with activation instructions for the
service can then be communicated in the selected commu-
nication protocol.

I1 no response 1s received to the publication message, then
the high power protocol used in the wireless signal used by
the other device can be selected. A publication message with
activation instructions for the service can then be commu-
nicated in the selected high power communication protocol
originally used by the wireless signal.

If, after a publication message 1s sent and no reply 1s
received, then additional protocols can be selected, first from
the low power group 1n order of decreasing availability (e.g.,
highest availability first) and then in the high power group
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in order of decreasing availability. In other words, the lowest
power and most available communication protocols are
selected first.

In exemplary embodiments, the best protocols are those
that are the most power-eflicient for publication and discov-
ery and the most performant for connection and activation.
In other exemplary embodiments, the best protocols are
those that are the most latency sensitive for publication and
discovery and the most power-eflicient for connection and
activation. Any and all such vanations, and any combination
thereol, are contemplated within the scope of embodiments
ol the present technology. A secondary objective may be to
select a protocol that will interoperate well with other
devices already 1n the ecosystem.

As indicated at block 316, the message 1s published (e.g.,
utilizing the publishing component 224 of the first peer
computing device 210 of FIG. 2) via the selected publication
protocol (also determined by, for instance, the protocol
determining component 220 of the first peer computing
device 210 of FIG. 2) such that the encoded service is
discoverable by at least a second device (e.g., the second
peer computing device 212) of FIG. 2). The publication can
occur by transmitting the message through a computing
device’s radio that 1s suitable for use with the publication
protocol.

As 1ndicated at block 318, an activation request for the
available at least one service 1s receirved via the activation
protocol (e.g., by the activation component 226 of the first
peer computing device 210 of FIG. 2) and, as indicated at
block 318, the at least one service 1s activated.

With reference to FIG. 4, a flow diagram 1s illustrated
showing another exemplary method 400 for publishing
service availability and activating requested services 1n a
plurality of service discovery scenarios, 1n accordance with
an embodiment of the present technology. As indicated at
block 410, at least one available service associated with a
first device (e.g., the first peer computing device 210 of FIG.
2) 1s determined (e.g., utilizing the available service deter-
mimng component 218 of the first peer computing device
210 of FIG. 2) to be available for another computing device
to use. As described previously, the term *“service” may
include any capability or resource associated with a first peer
computing device that may be accessed or utilized by a
second peer computing device. For example, services may
include a microphone, camera, speaker, printer, media
server, a display component (such as a projector, monitor, or
virtual reality headset), a user interface (such as a touch
screen or touch pad, mouse, keyboard, Smart Board, Internet
or network connection or network connection component
(such as a BLTE smart card), computer-processing or com-
putation capabilities (which may be used for providing faster
rendering or more eflicient computation than what 1s pos-
sible on the second peer computing device), storage, 1/O
ports, specific applications (or apps) and computer-per-
formed services (which may include a virtual assistant
program or a cloud-based service, for instance), or specific
equipment (such as a HoloLens or Smart Hub, both manu-
factured by Microsoit of Redmond, Wash., a smart appli-
ance, or smart-home controller). A particular service may
have corresponding information about accessing and under-
standing that service, which may be utilized 1n order to make
the service available to another computing device.

The service 1s associated with an activation protocol
(determined, for instance, by the protocol determining com-
ponent 220 of the first peer computing device 210 of FIG. 2).
The activation protocol can be a wireless communication
protocol suitable for accessing the service. Diflerent services
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may require different amounts and types of information to be
exchanged in order for the service to be accessed. In one
aspect, each service 1s associated 1n computer memory with
one or more suitable communication protocols.

As 1ndicated at block 412, a publication protocol 1is
selected from available wireless communication protocols
usable by the first computing device (e.g., utilizing the
protocol determining component 220). The publication pro-
tocol can be different from the activation protocol. The
selection can be based on the wireless context of the
computing device making the selection. The wireless con-
text can include the capabilities of first computing device
and detected wireless signals.

To select the publication protocol, the first peer computing,
device can identily communication technologies and asso-
ciated communication protocols available to the first peer
computing device. The available communication protocols
can vary from device to device based on technologies (e.g.,
various radios installed) and software available on a device.
The present context of the device, for example, whether or
not the device 1s currently communicating with a network to
which other devices are attached can play a role in the
selection decision.

The first computing device can identity available com-
munication protocols from a protocol-availability file 1n a
data store associated with the computing device. “File” can
be used broadly herein to mean any type of data storage,
including a section of code 1n an application. In one aspect,
the protocol availability file includes a market availability
score for each available protocol and a power-usage classi-
fication. The availability score can be a measure of devices
(e.g., a percentage of devices) that are capable of using the
protocol. An entity providing services to the first peer
computing device, such as a company providing an operat-
ing system or application, can periodically provide updated
availability scores and other information to the protocol
availability file. The availability file could be stored on a
computing device or in remote storage, for example, 1n a
data center accessible to the computing device.

In one aspect, other devices are determined to be proxi-
mate and not connected over a directly routable connection.
The proximity of other devices can be determined by
detecting a wireless signal originating from the other
devices. In another aspect, a service provides a notification
that other devices are 1n proximity. The service could
determine the location of different devices and provide a
notification that other devices are nearby. For instance, a
device location may be determined based on a GPS sensor
(or GPS-provided data) associated with each device, Wi-F1
positioning system (WPS) which may include a recerved
signal strength indication (RSSI), fingerprinting, angle of
arrival, time or flight, or other localization techniques,
wireless-triangulation, geolocation of an IP address, or a
combination of these. Each device may provide 1ts location
information (or the location may be interrogated from the
device, for instance, by a monitoring program). The distance
between the locations 1s then determined and compared to a
proximity threshold distance used to classily devices as
proximate to each other. In one aspect, the proximity thresh-
old can be tied to being in range of a common wireless
network.

In an aspect, 1f the wireless signal from the other device
includes a discovery request, then the first peer computing
device selects the communication protocol of the wireless
signal on which the discovery request was sent for the
publication protocol. A publication message with activation
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instructions for the service can then be communicated 1n the
selected communication protocol.

If the wireless signal does not include a discovery request
and 1s classified as low power in the availability file, then the
first peer computing device selects the communication pro-
tocol of the detected wireless signal as the publication
protocol. A publication message with activation instructions
for the service can then be communicated 1n the selected
communication protocol.

If the wireless signal does not include a discovery request
and uses a communication that i1s classified as high power,
then the first peer computing device selects a low power
communication protocol from the available list with the
highest availability score as the publication protocol. A
publication message with activation instructions for the
service can then be communicated in the selected commu-
nication protocol.

If no response 1s received to the publication message, then
the high power protocol used in the wireless signal used by
the other device can be selected. A publication message with
activation instructions for the service can then be commu-
nicated in the selected high power communication protocol
originally used by the wireless signal.

If, after a publication message 1s sent and no reply 1s
received, then additional protocols can be selected, first from
the low power group in order of decreasing availability (e.g.,
highest availability first) and then in the high power group
in order of decreasing availability. In other words, the lowest
power and most available communication protocols are
selected first.

In exemplary embodiments, the best protocols are those
that are the most power-eflicient for publication and discov-
ery and the most performant for connection and activation.
In other exemplary embodiments, the best protocols are
those that are the most latency sensitive for publication and
discovery and the most power-eflicient for connection and
activation. Any and all such vanations, and any combination
thereol, are contemplated within the scope of embodiments
of the present technology. A secondary objective may be to
select a protocol that will interoperate well with other
devices already 1n the ecosystem.

As indicated at block 414, the message 1s published (e.g.,
utilizing the publishing component 224 of the first peer
computing device 210 of FIG. 2) via a publication protocol
(also determined by, for 1nstance, the protocol determining
component 220 of the first peer computing device 210 of
FIG. 2) such that the service 1s discoverable by at least a
second device (e.g., the second peer computing device 212)
of FIG. 2). The publication can occur by transmitting the
message through a computing device’s radio that 1s suitable
for use with the publication protocol.

As indicated at block 416, a request to activate the at least
one available service 1s received (e.g., from the connection
component 232 of the second peer computing device 212 of
FIG. 2) via the activation protocol. As indicated at block
418, the requested service 1s activated (e.g., utilizing the
activation component 226 of the first peer computing device
210 of FIG. 2).

Turning now to FIG. 5, a flow diagram 1s illustrated
showing an exemplary method 500 for service discovery and
connection initiation 1 a plurality of service discovery
scenarios, 1n accordance with an embodiment of the present
technology. As indicated at block 510, at least one available
service assoclated with a first device (e.g., the first peer
computing device 210 of FIG. 2) 1s discovered, for instance,
utilizing the discovery component 228 of the second peer
computing device 212 of FIG. 2. The discovery can occur by
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receiving a message comprising instructions for accessing
the service. The message can be formatted 1 a wireless
publication protocol. The discovery can occur even when a
discovery request 1s not communicated. As indicated at
block 512, instructions encoded with the message (e.g., in a
service publication BLOB, as discussed herein above) are
accessed and understood, for instance, utilizing the mstruc-
tion understanding and accessing component 230 of the
second peer computing device 212 of FIG. 2). The instruc-
tions are for activating the at least one available service via
the activation protocol.

As described previously, the term “service” may include
any capability or resource associated with a {first peer
computing device that may be accessed or utilized by a
second peer computing device. For example, services may
include a microphone, camera, speaker, printer, media
server, a display component (such as a projector, monitor, or
virtual reality headset), a user interface (such as a touch
screen or touch pad, mouse, keyboard, Smart Board, Internet
or network connection or network connection component
(such as a BLTE smart card), computer-processing or com-
putation capabilities (which may be used for providing faster
rendering or more eflicient computation than what 1s pos-
sible on the second peer computing device), storage, 1/0O
ports, specific applications (or apps) and computer-per-
formed services (which may include a wvirtual assistant
program or a cloud-based service, for 1nstance), or specific
equipment (such as a HoloLens or Smart Hub, both manu-
factured by Microsolt of Redmond, Wash., a smart appli-
ance, or smart-home controller). A particular service may
have corresponding information about accessing and under-
standing that service, which may be utilized 1n order to make
the service available to another computing device.

The service 1s associated with an activation protocol
(determined, for instance, by the protocol determining com-
ponent 220 of the first peer computing device 210 of FIG. 2).
The activation protocol can be a wireless communication
protocol suitable for accessing the service. Dillerent services
may require different amounts and types of information to be
exchanged in order for the service to be accessed. In one
aspect, each service 1s associated 1n computer memory with

one or more suitable communication protocols.

As 1ndicated at block 514, connection with the available
service 1s 1mitiated over the activation protocol utilizing the
instructions encoded with the message. This may be accom-
plished, for instance, utilizing the connection component
232 of the second peer computing device 212 of FIG. 2.

As can be understood, embodiments of the present tech-
nology provide systems, methods, and computer-readable
storage media for, among other things, publishing, discov-
ering, connecting with and activating services in a peer-to-
peer environment. Services available 1n association with a
first computing device are determined and encoded with
instructions for accessing and understanding such services
via their respective activation protocols. The encoded ser-
vices are published via a publication protocol such that they
are discoverable by at least a second computing device,
irrespective ol whether such services may be activated via
the publication protocol. The second computing device
discovers the available services via the publication protocol
and accesses and understands the instructions associated
with a desired service. Upon receipt of a request from the
second computing device, via the activation protocol, to
activate the requested service, the requested service 1s acti-
vated by the first computing device.
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EMBODIMENTS

Embodiment 1

A method for controlling service discovery and activation
in a plurality of comprising: determiming that a service
associated with a first computing device 1s available for
another computing device to use; encoding, mto a message,
instructions for accessing the service over a wireless acti-
vation protocol; selecting, based on a wireless context of the
first computing device, a publication protocol from available
wireless communication protocols useable by the first com-
puting device to communicate the message, wherein the
publication protocol 1s different from the wireless activation
protocol; communicating, from the first computing device’s
radio, the message using the publication protocol such that
the service 1s discoverable by a second computing device;
receiving, at the first computing device’s radio from the
second computing device that received the message, an
activation request for the service, the activation request
formatted in the wireless activation protocol; and activating
the service for use by the second computing device, wherein
the service 1s accessed through wireless communications

formatted according to the wireless activation protocol.

Embodiment 2

The method of embodiment 1, wherein said selecting 1s
based on power consumption associated with each of the
wireless communication protocols useable by the first com-
puting device.

Embodiment 3

The method of one of embodiment 1 or 2, wherein the
message comprises an identity of the wireless activation
protocol and one or more details that support connection to
the first computing device over the wireless activation
protocol.

Embodiment 4

The method of one of embodiment 1, 2 or 3, wherein the
wireless context comprises wireless communications origi-
nating from other computing devices and wireless commu-
nication protocols of the wireless communications.

Embodiment 5

The method of one of embodiment 1, 2, 3 or 4, wherein
the publication protocol 1s a protocol having superior power
clliciency relative to other of the wireless communication
protocols useable by the first computing device.

Embodiment 6

The method of one of embodiment 1, 2, 3, 4 or 5, wherein
the wireless activation protocol has superior performance
when accessing the service relative to other of the wireless
communication protocols useable by the first computing
device.

Embodiment 7

The method of one of embodiment 1, 2, 3, 4, 5 or 6,

wherein the publication protocol and the wireless activation
protocol are industry standard protocols.

Embodiment 8

The method of one of embodiment 1, 2, 3, 4, 5 or 6,
wherein the method further comprises detecting that the
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second computing device 1s proximate to the first computing,
device by detecting a wireless signal transmitted by the
second computing device 1n a third wireless communication
protocol that 1s difl

erent from the publication protocol and
the wireless activation protocol.

Embodiment 9

A system for publishing service availability in a plurality
of service discovery scenarios, the system comprising: a
processor; and a computer storage media having computer
executable 1nstructions embodied thereon that when
executed by the processor configure the system to: deter-
mine that a service associated with a first computing device
1s available for another computing device to use through a
wireless activation protocol; select, based on a wireless
context of the first computing device, a publication protocol
from available wireless communication protocols useable by
the first computing device to communicate a message 1ndi-
cating the service 1s available, wherein the publication
protocol 1s different from the wireless activation protocol;
communicate the message using the publication protocol
such that the service 1s discoverable by a second computing
device; and receive, at the first computing device’s radio
from the second computing device that received the mes-
sage, an activation request for the service, the activation

request formatted 1n the wireless activation protocol.

Embodiment 10

The system of one of embodiment 9, wherein the wireless
context comprises on one or more of capabilities associated
with the first computing device and activities presently
engaged 1n by the first computing device.

Embodiment 11

The system of one of embodiment 9 or 10, wherein the
wireless activation protocol 1s different from the publication

protocol.

Embodiment 12

The system of embodiment 11, wherein the publication
protocol 1s a protocol having superior power efliciency
relative to other available wireless communication proto-
cols.

Embodiment 13

The system of embodiment 11, wherein the wireless
activation protocol 1s a protocol having superior perfor-
mance relative to the publication protocol.

Embodiment 14

The system of one of any of the above embodiments,
wherein the wireless context comprises market availability
of the publication protocol compared to other available
wireless communication protocols.

Embodiment 15

A method for service discovery and activation compris-
ng:

recerving, from a second computing device, a message
comprising instructions for accessing a service available on
the second computing device, the message communicated in
a publication protocol; understanding instructions encoded
with the message for accessing the service via an activation
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protocol that 1s different from the publication protocol; and
initiating connection with the service over the activation
protocol utilizing the instructions encoded within the mes-
sage.

Embodiment 16

The method of embodiment 15, wherein the publication
protocol 1s different from the activation protocol.

Embodiment 17

The method of one of embodiment 15 or 16, wherein the
instructions encoded with the message comprise an 1dentity
of the activation protocol and one or more details that
support connection with the service over the activation
protocol.

Embodiment 18

The method of one of embodiment 15, 16 or 17, wherein
the first wireless communication protocol and the publica-
tion protocol are different and the publication protocol 1s a
protocol having superior power efliciency relative to the first
wireless communication protocol.

Embodiment 19

The method of one of embodiment 15, 16, 17, or 18,

wherein the activation protocol 1s a protocol having superior
performance relative to the publication protocol.

Embodiment 20

The method of embodiment 19, wherein the method
turther comprises communicating a discovery request seek-
ing available services on other computing devices, the
discovery request communicated from a first computing
device using a first wireless communication protocol.

The present technology has been described 1n relation to
particular embodiments, which are intended 1n all respects to
be 1llustrative rather than restrictive. Alternative embodi-
ments will become apparent to those of ordinary skill 1n the
art to which the present invention pertains without departing
from 1ts scope.

While the technology 1s susceptible to various modifica-
tions and alternative constructions, certain 1illustrated
embodiments thereol are shown i1n the drawings and have
been described above in detail. It should be understood,
however, that there 1s no intention to limait the technology to
the specific forms disclosed, but on the contrary, the inten-
tion 1s to cover all modifications, alternative constructions,
and equivalents falling within the spirit and scope of the
technology.

What 1s claimed 1s:
1. A method for controlling service discovery and activa-
tion 1n a plurality of service discovery scenarios comprising;:

determining that a service associated with a first comput-
ing device 1s available for another computing device to
use by receiving a registration from the service that
communicates the service i1s available for the another
computing device;

encoding, mto a message, mstructions for accessing the
service over a wireless activation protocol

selecting, based on a wireless context of the first com-
puting device, a publication protocol from available
wireless communication protocols useable by the first
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computing device to communicate the message,
wherein the publication protocol 1s different from the
wireless activation protocol;
communicating, from the first computing device’s radio,
the message using the publication protocol such that the
service 1s discoverable by a second computing device;

recerving, at the first computing device’s radio from the
second computing device that received the message, an
activation request for the service, the activation request
formatted 1n the wireless activation protocol; and

activating the service for use by the second computing
device, wherein the service 1s accessed through wire-
less communications formatted according to the wire-
less activation protocol.

2. The method of claim 1, wherein said selecting 1s based
on power consumption associated with each of the wireless
communication protocols useable by the first computing
device.

3. The method of claim 1, wherein the message comprises
an 1dentity of the wireless activation protocol and one or
more details that support connection to the first computing
device over the wireless activation protocol.

4. The method of claim 1, wherein the wireless context
comprises wireless communications originating from other
computing devices and wireless communication protocols of
the wireless communications.

5. The method of claim 1, wherein the publication pro-
tocol 1s a protocol having superior power efliciency relative
to other of the wireless communication protocols useable by
the first computing device.

6. The method of claim 1, wherein the wireless activation
protocol has superior performance when accessing the ser-
vice relative to other of the wireless communication proto-
cols useable by the first computing device.

7. The method of claim 1, wherein the publication pro-
tocol and the wireless activation protocol are industry stan-
dard protocols.

8. The method of claim 1, wherein the method further
comprises detecting that the second computing device is
proximate to the first computing device by detecting a
wireless signal transmitted by the second computing device
in a third wireless communication protocol that 1s difierent
from the publication protocol and the wireless activation
protocol.

9. A system for publishing service availability 1n a plu-
rality of service discovery scenarios, the system comprising;:

a processor; and

a computer storage media having computer executable

istructions embodied thereon that when executed by
the processor configure the system to:
determine that a service associated with a first computing
device 1s available for another computing device to use
through a wireless activation protocol by receiving a
registration from the service that communicates the
service 1s available for the another computing device;

select, based on a wireless context of the first computing
device, a publication protocol from available wireless
communication protocols useable by the first comput-
ing device to communicate a message indicating the
service 1s available, wherein the publication protocol 1s
different from the wireless activation protocol, the
message mcluding an 1dentity of the service, an 1dentity
of the wireless activation protocol, a friendly name
associated with the service, and an access code to the
wireless activation protocol;
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communicate the message using the publication protocol
such that the service 1s discoverable by a second
computing device; and

receive, at the first computing device’s radio from the

second computing device that received the message, an
activation request for the service, the activation request
formatted 1n the wireless activation protocol.

10. The system of claim 9, wherein the wireless context
comprises on one or more of capabilities associated with the
first computing device and activities presently engaged 1n by
the first computing device.

11. The system of claim 9, wherein the wireless activation
protocol 1s different from the publication protocol.

12. The system of claim 11, wherein the publication
protocol 1s a protocol having superior power efliciency
relative to other available wireless communication proto-
cols.

13. The system of claim 11, wherein the wireless activa-
tion protocol 1s a protocol having superior performance
relative to the publication protocol.

14. The system of claim 10, wherein the wireless context
comprises market availability of the publication protocol
compared to other available wireless communication proto-
cols.

15. A method for service discovery and activation com-
prising;:

receiving, from a second computing device, a message

comprising instructions for accessing a service avail-
able on the second computing device, the message
communicated in a publication protocol, wherein the
service 1s determined to be available by receiving a
registration from the service;
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understanding instructions encoded with the message for
accessing the service via an activation protocol that 1s
different from the publication protocol, the mstructions
including an 1dentity of the service, an i1dentity of the
activation protocol, a friendly name associated with the
service, and an access code to the activation protocol;
and

imitiating connection with the service over the activation
protocol utilizing the istructions encoded within the
message.

16. The method of claim 135, wheremn the publication
protocol 1s different from the activation protocol.

17. The method of claim 15, wherein the instructions
encoded with the message comprise an 1dentity of the
activation protocol and one or more details that support
connection with the service over the activation protocol.

18. The method of claim 15, wherein the activation
protocol 1s a protocol having superior performance relative
to the publication protocol.

19. The method of claim 15, wherein the method further
comprises communicating a discovery request seeking
available services on other computing devices, the discovery

request communicated from a first computing device using
a first wireless communication protocol.

20. The method of claim 19, wherein the first wireless
communication protocol and the publication protocol are
different and the publication protocol 1s a protocol having
superior power elliciency relative to the first wireless com-
munication protocol.
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