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SYSTEM AND METHOD OF PROVIDING UE
CAPABILITY FOR SUPPORT OF SECURITY
PROTECTION ON BEARERS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 62/586,057, filed on Nov. 14, 2017 and
entitled “System and Method of Providing UE Capability for
Support of Security Protection on Bearers™, which applica-
tion 1s hereby incorporated by reference in its entirety.

TECHNICAL FIELD

The present disclosure relates generally to wireless com-
munications, and in particular embodiments, to techniques
and mechanisms for providing UE capability for support of
security protection on bearers.

BACKGROUND

Fifth Generation (5G) wireless networks may represent a
major paradigm shift from previous wireless networks. For
example, 5G wireless networks may provide increased
capacity and coverage for better broadband access to Inter-
net or cloud services. 5G wireless networks may utilize high
carrier Ifrequencies with unprecedented numbers of anten-
nas. SG wireless networks may also be highly integrative,
tying any potentially new 5G air interface together with LTE
and Wi-F1 to provide universal high-rate coverage with a

seamless user experience.

SUMMARY

Technical advantages are generally achieved, by embodi-
ments of this disclosure which describe a system and method
of providing UE capability for support of security protection
on bearers.

According to one aspect of the present disclosure, there 1s
provided a method that includes receiving, by a gNodeB
(gNB), information comprising capability of a user equip-
ment (UE) for processing integrity-protected data for integ-
rity protection, the capability comprising a first data
throughput rate that indicates a rate at which the integrity-
protected data can be processed for integrity protection;
receiving, by the gNB, a request for establishing a first data
radio bearer with the UE, the first data radio bearer being
established for communicating data that has integrity pro-
tection, and the first data radio bearer associated with a
requirement of a second data throughput rate that 1s required
for processing the data communicated on the first data radio
bearer; and determining, by the gNB, that the UE satisfies
the requirement of the second data throughput rate based on
the capability of the UE and, based thereon, establishing, by
the gNB, the first data radio bearer with the UE.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s an amount of data per unit of time that can
be processed by the UE for integrity protection.

Optionally, 1n any of the preceding aspects, the capability
of the UE 1s a maximum capability or a threshold capabaility
that the UE can support for processing the integrity-pro-
tected data.

Optionally, 1n any of the preceding aspects, receiving the
information comprising the capability comprises receiving
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2

the information comprising the capability for processing the
integrity-protected data when the UE attaches to a wireless
network.

Optionally, 1n any of the preceding aspects, the informa-
tion comprising the capability 1s received from an access and
mobility management function (AMF), another gNB, or the
UE.

Optionally, 1n any of the preceding aspects, determining,
by the gNB, whether the UE satisfies the requirement of the
second data throughput rate comprises: determining whether
the requirement of the second data throughput rate can be
satisfied based on the first data throughput rate and the
second data throughput rate.

Optionally, 1n any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to the second
data throughput rate, the UE satisfies the requirement of the
second data throughput rate.

Optionally, 1n any of the preceding aspects, determining,
by the gNB, whether the UE satisfies the requirement of the
second data throughput rate comprises: determining whether
the requirement of the second data throughput rate can be
satisfied based on the capability of the UE, the second data
throughput rate, and a third throughput rate associated with
at least one second data radio bearer, the second data radio
bearer having been established with the UE and configured
to communicate integrity-protected data.

Optionally, 1n any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to a sum of the
second data throughput rate and the third throughput rate,
the UE satisfies the requirement of the second data through-
put rate.

According to another aspect of the present disclosure,
there 1s provided a method that includes sending, by a user
equipment (UE), mnformation comprising capability of the
UE for processing integrity-protected data for integrity
protection, the capability comprising a first data throughput
rate, wherein processing the integrity-protected data com-
prises computing an integrity value for the integrity-pro-
tected data; recerving, by the UE, a message for the UE to
establish a first data radio bearer, the first data radio bearer
being established for communicating data that has integrity
protection, and the first data radio bearer being associated
with a requirement of a second data throughput rate that 1s
required for processing the data that has integrity protection,
wherein the requirement of the second data throughput rate
1s satisiied by the UE, and wherein the capability of the UE
allows determination of whether the requirement of the
second data throughput rate can be satisfied by the UE; and
establishing, by the UE 1n response to the received message,
the first data radio bearer.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s an amount of data per unit of time that 1s
to be processed for integrity protection.

Optionally, 1n any of the preceding aspects, the capability
of the UE 1s a maximum capability or a threshold capability
that the UE can support for processing the integrity-pro-
tected data.

Optionally, in any of the preceding aspects, the informa-
tion comprising the capability 1s sent when the UE attaches
to a wireless network.

Optionally, in any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to the second
data throughput rate, the UE satisfies the requirement of the
second data throughput rate.

Optionally, in any of the preceding aspects, whether the
requirement of the second data throughput rate 1s satisfied by
the UE 1s determined based on the capability of the UE, the
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second data throughput rate, and a third throughput rate
associated with at least a second integrity-protected data

radio bearer, the second integrity-protected data radio bearer
having been established with the UE.

According to yet another aspect of the present disclosure,
there 1s provided an apparatus that includes a non-transitory
memory storage comprising instructions; and one or more
processors 1 communication with the non-transitory
memory storage. The one or more processors execute the
instructions to: send capability of a user equipment (UE) for
processing integrity-protected data for integrity protection,
the capability comprising a first data throughput rate,
wherein processing the integrity-protected data comprises
computing an integrity value for the integrity-protected data;
receive a request to establish a first data radio bearer, the first
data radio bearer being established for communicating data
that are integrity-protected according to an integrity protec-
tion techmique, and the first data radio bearer being associ-
ated with a requirement of a second data throughput rate,
wherein the requirement of the second data throughput rate
1s satisfied by the UE, and wherein the capability of the UE
sent by the UE allows a network node to evaluate whether
the requirement of the second data throughput rate 1s satis-
fied by the UE; and establish, 1n response to the request, the
first data radio bearer.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s an amount of data per unit time that 1s to
be processed for mtegrity protection.

Optionally, 1n any of the preceding aspects, the capability
of the UE 1s a maximum capability or a threshold capability
that the UE can support for processing the integrity-pro-
tected data.

Optionally, 1n any of the preceding aspects, the capability
1s sent when the UE attaches to a wireless network.

Optionally, 1n any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to the second
data throughput rate, the UE satisfies the requirement of the
second data throughput rate.

Optionally, 1n any of the preceding aspects, whether the
requirement of the second data throughput rate 1s satisfied by
the UE 1s determined based on the capability of the UE, the
second data throughput rate, and a third throughput rate
assoclated with at least a second data radio bearer, the
second data radio bearer having been established with the
UE and configured to communicate data with integrity
protection.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present disclo-
sure, and the advantages thereol, reference 1s now made to
the following descriptions taken in conjunction with the
accompanying drawings, in which:

FIG. 1 illustrates a diagram of an embodiment wireless
communications network:

FIG. 2 1llustrates a sequence diagram of an embodiment
wireless communications method;

FIG. 3 illustrates a diagram of a transport block (TB) on
a media access control (MAC) layer;

FI1G. 4 1llustrates a flowchart of an embodiment wireless
communications method;

FIG. § illustrates a flowchart of another embodiment
wireless communications method;

FIG. 6 illustrates a flowchart of yet another embodiment
wireless communications method;

FI1G. 7 illustrates a flowchart of yet another embodiment
wireless communications method;
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FIG. 8 illustrates a diagram of an embodiment processing
system; and

FIG. 9 1llustrates a diagram of an embodiment transcerver.

Corresponding numerals and symbols 1n the different
figures generally refer to corresponding parts unless other-
wise indicated. The figures are drawn to clearly illustrate the
relevant aspects of the embodiments and are not necessarily
drawn to scale.

T

DETAILED DESCRIPTION OF ILLUSTRATIV.
EMBODIMENTS

The making and using of embodiments of this disclosure
are discussed 1n detail below. It should be appreciated,
however, that the concepts disclosed herein can be embodied
in a wide variety of specific contexts, and that the specific
embodiments discussed herein are merely illustrative and do
not serve to limit the scope of the claims. Further, it should
be understood that various changes, substitutions and altera-
tions can be made herein without departing from the spirit
and scope of this disclosure as defined by the appended
claims.

535G new radio (NR) introduces a requirement for integrity
protection on data radio bearers (DRBs). User equipments
(UEs) with pre-determined capability for processing integ-
rity-protected data may not be able to accommodate various
data throughput rate requirements of integrity-protected
bearers. Aspects of this disclosure provide a method for
indicating UE’s capability for integrity protection. Based on
the indicated capability, whether an integrity-protected data
radio bearer may be established with the UE may be
determined such that the indicated capability of the UE for
integrity protection 1s not exceeded.

In some embodiments, capability of a UE for integrity
protection may include capability of the UE for processing
integrity-protected data for integrity protection. A UE may
compute an integrity value for data to be transmitted, and
transmit the mtegrity value with the data, so that the trans-
mitted data has integrity protection. A UE may also compute
an integrity value for data that i1s received with integrity
protection, and determine integrity ol the received data
based on the integrity value. In one embodiment, capability
of a UE for processing integrity-protected data may be
represented by a data throughput rate for processing integ-
rity-protected data for integrity protection. A data through-
put rate may be an amount of data that 1s processed for
integrity protection per unit time. For example, a data
throughput rate may be represented by a transport block
(TB) size per slot, or a number of transport layer bits per unit
time on 1ntegrity-protected channels. A unit time may
include a subirame, a transmission time interval (TTI), a
slot, a frame, or a NR-unit. A data throughput rate may also
be represented by a bit rate of a data radio bearer or a quality
of service ((QoS) tlow.

In some embodiments, a gNB may recetve information
comprising capability of a UE for processing integrity-
protected data for integrity protection, such as a first data
throughput rate. The first data throughput rate indicates a
rate at which the integrity-protected data can be processed
for integrity protection. The gNB may receive a request for
establishing an integrity-protected data radio bearer with the
UE. The mtegrity-protected data radio bearer 1s associated
with a requirement of a second data throughput rate that 1s
required for processing data communicated on the integrity-
protected data radio bearer. In this case, the gNB may
determine whether the UE satisfies the requirement of the
second data throughput rate based on the capability of the
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UE, and establish the integrity-protected data radio bearer
with the UE upon determining that the UE satisfies the
requirement of the second data throughput rate.

In some embodiments, a UE may send information com-
prising capability of the UE for processing integrity-pro-
tected data for integrity protection, e.g., a first data through-
put rate. The UE may then receive a request to establish an
integrity-protected data radio bearer associated with a
requirement of a second data throughput rate, when the
requirement of the second data throughput rate can be
satisiied by the UE. The second data throughput rate may be
required for processing data communicated on the integrity-
protected data radio bearer, and the capability of the UE 1s
used to evaluate whether the requirement of the second data
throughput rate may be satisfied by the UE. The UE estab-
lishes, 1n response to the request, the first integrity-protected
data radio bearer.

FIG. 1 illustrates a network 100 for communicating data.
The network 100 comprises a base station no having a
coverage area 101, a plurality of mobile devices 120, and a
backhaul network 130. As shown, the base station no
establishes uplink (dashed line) and/or downlink (dotted
line) connections with the mobile devices 120, which serve
to carry data from the mobile devices 120 to the base station
no and vice-versa. Data carried over the uplink/downlink
connections may include data communicated between the
mobile devices 120, as well as data communicated to/from
a remote-end (not shown) by way of the backhaul network
130. As used herein, the term “base station” refers to any
component (or collection of components) configured to
provide wireless access to a network, such as an enhanced
base station (eNB), a gNodeB (gNB), a transmit-receive
point (TRP), a macro-cell, a femtocell, a Wi-F1 access point
(AP), or other wirelessly enabled devices. Base stations may
provide wireless access 1n accordance with one or more
wireless communication protocols, e.g., long term evolution
(LTE), LTE advanced (LTE-A), High Speed Packet Access
(HSPA), Wi-F1 802.11a/b/g/n/ac, etc. As used herein, the
term “mobile device” refers to any component (or collection
of components) capable of establishing a wireless connec-
tion with a base station, such as a user equipment (UE), a
mobile station (STA), and other wirelessly enabled devices.
In some embodiments, the network 100 may comprise
various other wireless devices, such as relays, low power
nodes, etc.

New Radio (NR) 1s a proposed Fifth Generation (3G)
wireless telecommunication standard that 1s expected to
offer unified connectivity for smartphones, cars, ufility
meters, wearables and other wirelessly enabled devices. NR
introduces a requirement for integrity protection on data
radio bearers (DRBs). A data radio bearer may be referred to
as a radio bearer carrying user-plane data. Throughout this
disclosure, the terms of “DRB” and ‘“bearer” are used
interchangeably, unless otherwise indicated. Integrity pro-
tection on a DRB may include integrity protection of data
communicated over the DRB. Integrity protection of data
may be generally referred to as a mechanism for protecting
data against being modified or altered during communica-
tion. According to the requirement for integrity protection,
one or more integrity protection mechanisms may be applied
to data before transmission such that whether the data has
been modified or altered during transmission may be
checked or verified, 1.e., integrity of data may be determined.
In some embodiments, an integrity protection mechanism
may be applied to data to be transmitted, and a receiver of
the data may process the data to determine integrity of the
data according to the integrity protection mechanism. The
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6

receiver 1s configured to have capability of processing the
data to determine 1ntegrity of the data, e.g., according to the
integrity protection mechanism. Data that has such an integ-
rity protection mechanism applied may be referred to as
integrity-protected data. A DRB carrying integrity-protected
data may be referred to as integrity-protected DRB. Deter-
mination ol which DRBs are subject to integrity protection
may be made by a network node, e.g., a base station.

In some embodiments, integrity-protected data to be
communicated over a DRB may include information, e.g.,
authentication, for a receiver to perform integrity protection.
For example, a packet data convergence protocol (PDCP)
protocol data unit (PDU) communicated on an integrity-
protected bearer may include a message authentication code
for integrity (MAC-I), e.g., generated by a cryptographically
secure function, that allows a receiver to determine whether
the PDCP PDU has been altered (e.g. by an attacker) in
transmission. Examples of a MAC-I may include a crypto-
graphically secure checksum, or a cryptographically secure
signature. The recerver, e.g., a UE, may be able to confirm
that the PDU has not been altered based on the MAC-I. The
approach of using a MAC-I to determine integrity of
received data has been used 1n the control plane, and 1n NR,
it can also be applied to the user plane or user data bearers.
The approach may be valuable for internet of things (IoT)
use cases, where user plane tratlic may actually be control
information (e.g. industrial control, drones). In some cases,
this approach may tend to be used for relatively low data rate
applications. In some cases, one or more integrity-protected
DRBs may coexist with non-integrity-protected DRBs (i.e.,
DRBs on which data 1s communicated without using integ-
rity protection mechanisms) for a single UE. For example,
low data rate bearers for a UE may be configured with
integrity protection, while high data rate bearers may be
configured without ntegrity protection.

In some embodiments, an mtegrity protection mechanism
may be mmplemented in hardware, e.g., as part of a UE
chupset. For example, an integrity protection engine may be
provided 1 a UE for determining integrity of data recerved
by the UE. In this case, implementing the integrity protec-
tion mechanism according to the NR requirement may aflect
hardware design, e.g., chipset design. Taking the UE chipset
as an example, the chipset may need to be dimensioned with
capability of integrity protection at the time of design. The
capability of integrity protection may be processing capa-
bility of the chipset to process integrity-protected data, such
as an amount ol mtegrity-protected data processed per time
unit. The capability of integrity protection to be provided by
the chipset may be determined taking into consideration of
various factors, such as typical use cases of the UE for data
integrity protection, or the maximum throughput that is
required for processing integrity-protected data, etc. When
typical use cases of a UE involve processing integrity-
protected user plane data on low data rate bearers, the
chipset may be dimensioned with integrity protection capa-
bility generally targeting at low data rate bearers. For
example, the integrity protection capability bwlt into the
chipset may have a limited data throughput rate. In this case,
when the UE establishes a connection on a high data rate
bearer that requires integrity protection, the UE may not be
able to provide adequate performance to process integrity-
protected data on the high data rate bearer. In NR, user plane
bearers may 1nvolve extremely high data rate communica-
tion of integrity-protected data, which consequently requires
extensive processing of the integrity-protected data. The
chipset may also be designed to provide capability for
processing integrity-protected data of a high (or extremely
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high) data rate. However, 1f the typical use cases of the
chipset for integrity-protected user data still mnvolve low
data rate bearers, the UE’s capability may not be utilized to
its Tull capacity. Thus, the chipset may be over-dimensioned,
at the cost of, e.g., device sizes, cost, and heat generation.

S5G networks may ivolve diverse traflic types of different
data rates requiring integrity protection. UEs having pre-
designed (or pre-determined) capability for processing
integrity-protected data may not be able to adequately
support an integrity protection requirement of each traflic
type. When a UE does not have adequate integrity protection
capability, data integrity may not be protected, and user
experience may also be degraded, e.g., when data integrity
1s lost but not detected, or when processing of data 1s delayed
due to a limited capability for integrity protection.

In some embodiments, a UE may indicate its capability
for integrity protection, and whether an ntegrity-protected
data radio bearer may be established with the UE may be
determined based on the indicated capability so that capa-
bility of the UE {for integrity protection may not be
exceeded. Capability of a UE for integrity protection may be
referred to as capability for processing integrity-protected
data for integrity protection (or processing data for integrity
protection). Processing integrity-protected data may include
determining integrity of the data according to an integrity
protection mechanism. For example, processing the integ-
rity-protected data may include determining whether the
data has been altered using a cryptographically secure
signature or checksum that 1s communicated with the data.
Processing integrity-protected data may also include trans-
mitting and/or recerving the integrity-protected data, such as
applying 1integrity protection to data to be transmitted
according to an integrity protection mechanism. During
processing of the integrity-protected data, an integrity value,
such as n MAC-I, may be computed. A UE may compute an
integrity value for data to be transmitted, and transmit the
integrity value with the data, so that the transmitted data has
integrity protection. A UE may also compute an integrity
value for data that 1s received with integrity protection, and
determine integrity of the received data based on the integ-
rity value.

Capability for processing integrity-protected data may be
represented by a data throughput rate for integrity protection
(or for processing integrity-protected data). The data
throughput rate indicates a rate at which the integrity-
protected data can be processed for integrity protection. A
data throughput rate may be an amount of data that is
processed for integrity protection per unit time. For
example, a data throughput rate may be represented by a
maximum transport block (TB) size per slot on integrity-
protected channels or bearers. Using 1B size as a metric to
represent the integrity protection capability may be natural
because the TB structure 1s directly related to UE’s process-
ing of the data. In another example, a data throughput rate
may be represented by a number of transport layer bits per
unit time on integrity protected channels. In yet another
example, a data throughput rate may be represented by a
data rate of one or more data radio bearers or quality of
service (QoS) flows measured, e.g., 1n kilobytes per second
(kBps) or kilobits per second (kbps). A data rate may be total
bits of integrity-protected data per unit time. For example, a
data rate may be represented by total bits of TBs on
integrity-protected bearers per subirame. A data throughput
rate may also be represented using other metrics or forms,
such as a bit rate oflered to a bearer, or represented based on
QoS measures. Those of ordinary skill in the art would
recognize many other ways to indicate and represent the data
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throughput rate for integrity protection or the capability for
processing integrity-protected data.

A unit time may be any time duration that 1s used as a unit
for transmitting data. Examples of a unit time may include
a subirame, a transmission time interval (TTI), a slot, a
frame, or an NR-UNIT as specified in TS 38.321, “NR:
Medium Access Control (MAC) protocol specification (ver-
sion 1.0.0, 2017 Sep. 4). The idicated capability for pro-
cessing integrity-protected data may be the maximum capa-
bility that the UE can provide. The indicated capability for
processing 1ntegr1ty -protected data may also be a threshold
capability that 1s allowed by the UE.

A UE may indicate its capability for processing integrity-
protected data by signaling to a network. In one example,
indication of the UE’s capability for processing integrity-
protected data may include a data throughput rate for
processing integrity-protected data. For example, a UE may
indicate an actual data throughput rate as 1ts capability for
integrity protection. Indication of a UE’s capability for
processing integrity-protected data may include any control
information or signal that directly or indirectly references a
data throughput rate of the UE for processing integrity-
protected data. In one example, a UE may signal 1ts capa-
bility for processing integrity-protected data when the UE
attaches to a network. In another example, the UE may
signal i1ts capability for processing integrity-protected data
when recerving a request from a network. The UE may
signal 1ts capability for processing integrity-protected data
as part of 1ts capability signaling, e.g., UE radio access
capability. The capability for processing integrity-protected
data may be transmitted 1n a radio resource control (RRC)
signaling.

The capability of a UE for processing integrity-protected
data signaled to a network by the UE may be stored 1n the
network, e.g., stored 1n an access and mobility management
function (AMF). A base station, e.g., a gNB, may receirve the
capability of the UE for processing integrity-protected data,
and schedule an integrity-protected DRB for the UE based
on the recerved capability of the UE, without exceeding the
UE’s capability for performing 111tegr1ty protection process-
ing. In one example, the gNB may receive the capability of
the UE for processing integrity-protected data from a net-
work element, e.g., an AMF, when being requested for
establishing an integrity-protected radio bearer with the UE.
In another example, the gNB may receive the capability of
the UE for processing integrity-protected data, e.g., from
another gNB, when the UE i1s being handed over to the gNB.
In yet another example, the gNB may also request the
capability of the UE for processing integrity-protected data
from the UE.

FIG. 2 1illustrates a sequence diagram of an embodiment
method 200 for wireless commumnications. In this example,
a gNB sets up an integrity-protected bearer with a UE based
on the UE’s capability for integrity protection. As shown, at
step 212, a UE 202 transmits UE radio access capability to
a gNB 204 during an attach procedure of the UE to a
wireless network. In this example, the UE radio access
capability includes capability of the UE 202 for processing
integrity-protected data. That 1s, the UE 202 indicates 1ts
capability for processing integrity-protected data as a part of
the UE radio access capability. At step 214, the gNB 204
transmits the received UE radio access capability including
the capability of the UE for processing integrity-protected
data to an AMF 206 during the attach procedure. The AMF
206 may store the UE’s capability of processing integrity-
protected data at step 216. Step 216 may also be performed
during the attach procedure. Delivery and storage of the
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UE’s capability may be in line with legacy procedures. At
step 218, the AMF 206 sends an 1mitial context setup request
to the gNB 204, including the UE’s capability of processing,
111tegr1ty -protected data. The gNB 204 may then store the
UE’s capability of processing integrity-protected data at step
220. At step 222, the gNB 204 receives a message, a
command, or a request, from the AMF 206 to add an
integrity-protected bearer for the UE 202. At step 224, the
oNB 204 determines whether the UE can satisty a require-
ment of the requested 1integrity-protected bearer for process-
ing integrity-protected data on the integrity-protected bearer
based on the UE’s capability stored in the gNB 204. At step

226, the gNB 204 may direct the UE 202 to set up the
integrity-protected bearer for communication on the integ-
rity-protected bearer. Step 226 may be performed when the
oNB 204 determines that the UE’s capability satisfies the
requirement ol the requested integrity-protected bearer. In
this case, the UE 202 may receive a request or a command
from the gNB 204 for establishing the integrity-protected
bearer, and then establish with the gNB 204 the integrity-
protected bearer. When the gNB 204 determines that the
UE’s capability does not satisfy the requirement of the
requested integrity-protected bearer, the gNB 204 may not
request the UE 202 to establish the integrity-protected
bearer.

FIG. 2 illustrates that the gNB 204, through which the UE
202 imitially attaches to the wireless network, may receive
the integrity protection capability of the UE 202 1n an 1nitial
context setup request from the AMF 206. In some embodi-
ments, the AMF 206 may also send, to another gNB that 1s
different than the giNB 204, the integrity protection capabil-
ity of the UE 202 1n another imitial context setup request.
This may be the case when an mitial context setup is
requested from the another gNB. In some embodiments, the
AMF 206 may not send the integrity protection capability of
the UE 202 to the gNB 204, although gNNB 204 passes the
integrity protection capability of the UE 202 to the AMF
206. This may be the case when an 1nitial context setup 1s not
requested from the gNB 204. The AMF 206, when having
obtained and/or stored integrity protection capability infor-
mation of a UE, may transmit the UE’s integrity protection
capability information to any gNB that may need the infor-
mation for establishing an integrity-protected bearer with the
UE. For example, the AMF 206 may send the integrity
protection capability information of the UE to any gNB from
which an initial context setup 1s requested for the UE.

In some embodiments, when the capability of the UE 202
for processing integrity-protected data includes a first data
throughput rate, and the integrity-protected bearer to be
added requires a second data throughput rate, the gNB 204
may determine whether the UE 202 satisfies the requirement
of the second data throughput rate based on the first data
throughput rate, the second data throughput rate, and as well
as whether the UE 202 has been 1n communication with the
network on any other established itegrity-protected bearers
(or has been configured with any other integrity-protected
bearers) when the integrity-protected bearer 1s requested.
When the UE has not been configured with any other
integrity-protected bearers, the gNB may compare the first
data throughput rate and the second data throughput rate. In
one example, when the first data throughput rate 1s greater
than or equal to the second data throughput rate, the UE may
be determined to satisty the requirement of the second data
throughput rate. That 1s to say, the UE has adequate capa-
bility to process integrity-protected data on the requested
integrity-protected bearer. Otherwise, when the first data
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throughput rate 1s less than the second data throughput rate,
the gNB 204 may not schedule the integrity-protected bearer
for the UE 202.

In the embodiments of this disclosure, by use of the
capability of a UE for processing integrity-protected data, a
oNB may determine whether or not a data radio bearer may
be established with the UE for communicating integrity-
protected data. When the UE’s capability does not satisiy the
requirement of the data radio bearer, the gNB may not
establish the data radio bearer with the UE. This helps avoid
establishing an integrity-protected data radio bearer with a
UE that has an inadequate integrity protection capability.
This also helps avoid a degraded user experience occurred at
the UE that 1s caused by the inadequate capability of the UE
for processing integrity-protected data.

In some embodiments, the UE 202 may have been con-
figured with one or more integrity-protected bearers when
the integrity-protected bearer 1s requested. For example, the
UE 202 may have been configured with n integrity-protected
bearers bl, b2, .. ., bn, each of which 1s associated with a
requirement of a data throughput rate, 1.e., rl, r2, , m,
respectively. Each of the n integrity- protected bearers
requires a data throughput rate for processing integrity-
protected data. In this case, the gNB 204 may determine
whether the UE 202 satisfies the requirement of the
requested integrity-protected bearer based on the capability
of the UE 202 (1.e., the first data throughput rate), the
requirement of the requested integrity-protected bearer (1.¢.,
the second data throughput rate), and the n tegrity-pro-
tected bearers that the UE 202 has been configured with (1.¢.,
data throughput rates rl, r2, . . . , rn). In one embodiment,
the gNB 204 may evaluate whether the first data throughput
rate of the UE can satisly an aggregated data throughput rate
required by the requested integrity-protected bearer and the
n 1integrity-protected bearers that the UE 202 has been
configured with. For example, the gNB 204 may evaluate
whether the first data throughput rate 1s greater than a sum
of the second data throughput rate and the throughput rates
rl, r2, . . ., m. The gNB 204 may obtain or have had
information about the current status of bearers with which
the UE has been configured. Status of a bearer may include
whether integrity protection i1s required for data communi-
cated on the bearer and a data throughput rate required by
the bearer for integrity protection. When a new integrity-
protected bearer 1s requested by a network, the gNB 204
may be responsible for determining whether adding the new
integrity-protected bearer comports with the UE’s capability
for integrity protection.

In some embodiments, bits of data on integrity-protected
bearers may be multiplexed on a MAC layer with bits of data

on non-integrity-protected bearers 1n the same transmaission.
FIG. 3 illustrates a diagram of a TB 300 on a MAC layer

(1.e., a MAC PDU). The TB 300, as shown, includes four
MAC service data units (SDUs) 302, 304, 306, 308. MAC
SDUs 302, 308 include, respectively, N1 and N4 integrity-
protected bits. MAC SDUs 304, 306 include, respectively,
N2 and N3 non-integrity-protected bits. In some embodi-
ments, bits of non-integrity-protected bearers should not
have an 1mpact on processing of bits from integrity-pro-
tected bearers. In this example, sending the TB 300 may
have an impact of N1+N4 bits on the integrity-protected
bearers. When the N1+N4 bits plus any other integrity-
protected bits from other MAC PDUSs that will be commu-
nicated simultaneously with the MAC PDU do not exceed
the UE’s capability for processing data on integrity-pro-
tected bearers, the TB 300 may be constructed and commu-
nicated.
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A network entity, e.g., a gNB, may be responsible for
evaluating whether the UE’s capability for processing data
on integrity-protected bearers may be exceeded. In some
embodiments, the network entity may be configured such
that it does not schedule too many bits of integrity-protected
data at once for a UE in downlink communications. For
example, a gNB may need to ensure that, when all transport
blocks for a period of time or unit time (e.g., a subiframe, a
slot, a TTI, or a NR-UNIT) are built, the number of bits for
integrity-protected bearers does not exceed a UE’s capabil-
ity for processing integrity-protected data. In some embodi-
ments, 1n uplink communications, integrity protection may
be a function of the PDCP layer, meaning that during uplink
data processing, integrity protection takes place belfore
integrity-protected data are processed by the MAC layer.
Thus by the time of scheduling, integrity protection has
already been applied. In this case, a network may have the
burden to avoid scheduling a UE with a total bit rate of
uphnk data requiring integrity protection exceeding the
UE’s integrity protection capability.

A UE may indicate 1ts capability for integrity protection
tor both uplink and downlink transmissions. A UE may also
indicate its capability for integrity protection for uplink
transmissions and downlink transmissions separately. For
example, a UE may indicate that 1ts capability for processing
integrity-protected data 1s X bits per unit time in uplink, and
Y bits per unit time 1n downlink. In this case, a gNB may
determine whether a new integrity-protected bearer may be
established with the UE for uplink transmission based on the
UE’s uplink capability of integrity protectlon and for down-
link transmission based on the UE’s downlink capability of
integrity protection.

In case of NR-NR dual connectivity, where two MAC
entities serve the same UE, the two MAC entities may
schedule the same UE simultaneously. The two MAC enti-
ties may be located at the same gNB or different gNBs. For
example, the two MAC entities may be located at a master
ogNB (MgNB) and a secondary gNB (SgNB), respectively.
The two MAC entities may generate downlink TBs 1nde-
pendently of one another, but the data have to be processed
by a single UE. When the two MAC entities (e.g., a first
MAC entity and a second MAC entity) schedule integrity-
protected data transmissions for a UE simultaneously on two
integrity-protected bearers, respectively, each may need to
independently determine whether the UE may satisty the
requirement of a data throughput rate required by 1ts corre-
spondmg integrity-protected bearer. In this case, whether the
UE 1s able to support the integrity protection requirements of
both the two MAC entities may be determined based on not
only the UE’s own capability for integrity protection, but
also data throughput rates required by both the integrity-
protected bearers corresponding to the two MAC entities.
However, when one of the MAC entities, e.g., the first MAC
entity, does not know the data throughput rate requirement
of the other, e.g., the second MAC entity, the first MAC
entity may not make a correct or appropriate determination
to ensure that the UE’s capability for integrity protection 1s
not exceeded.

In some embodiments, when a UE 1s involved in NR-NR
dual connectivity served by two MAC entities, the UE’s
capability for integrity protection may be split between the
two MAC entities scheduling bearers for the UE. In this
case, each MAC entity may be allocated a fraction of the
UE’s capability for mtegrity protection. A MAC entity may
determine whether the UE satisfies a required data through-
put rate of an integrity-protected bearer based on a fraction
of the UE’s capability for integrity protection that 1s allo-
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cated to 1t. In some embodiments, a UE’s capability for
integrity protection may be evenly split between two MAC
entities. For example, when a UE’s capability for integrity
protection 1s X bits per unit time, each of two MAC entities
corresponding to an MgNB and a SgNB may be allowed to
use X/2 bits per unit time as the UE’s capability for integrity
protection to determine whether an integrity-protected
bearer may be established with the UE. In some embodi-
ments, a UE’s capability for integrity protection may be split
between the two MAC entities 1n proportion to data through-
put rates associated with itegrity-protected radio bearers to
be established by the two MAC entities with the UE. For
example, an MgNB 1s carrying 100 kbps of integrity-
protected data and a SgNB 1s carrying 300 kbps of integrity-
protected data. A UE’s integrity protection capability 1s X
bits per unit time. In this case, fractions of the UE’s integrity
protection capability, 1.e., X/4 bits per unit time and 3X/4
bits per umt time, may be allocated to the MgNB and the
SegNB, respectively. The fractions of the UE’s integrity
protection capability allocated to the MgNB and the SgNB
are 1n proportion to the bearer data rates of the MgNB and
the SgNB.

In some embodiments, a UE’s capability for integrity
protection may be split among a plurality of MAC entities or
oNBs scheduling bearers for the UE. Split of a UE’s
capability for integrity protection among MAC enftities or
gINBs may be determined by a core network. A core network
may have the knowledge about configurations (such as a
data throughput rate or a data rate requirement) of bearers
associated with the MAC entities or gNBs, and 1t may
accordingly allocate a UE’s capability for integrity-pro-
tected data among the MAC entities or gNBs according to an
allocation rule, e.g., allocating evenly or proportionally,
and/or based on the current bearer configurations. A core
network may indicate to each gNB a fraction of a UE’s
capability for integrity protection allocated to the gNB.

FIG. 4 illustrates a flowchart of an embodiment method
400 for wireless communications. The method 400 may be
performed by a gNB, or a communications controller. As
shown, at step 402, the method 400 receives mformation
including capability of a UE for processing integrity-pro-
tected data for integrity protection. The capability includes
a 1irst data throughput rate that indicates a rate at which the
integrity-protected data can be processed for integrity pro-
tection. Processing the integrity-protected data by the UE
may include computing an integrity value for the integrity-
protected data. At step 404, the method 400 receives a
request for establishing a first data radio bearer with the UE.
The first data radio bearer may be established to communi-
cate data that has integrity protection. The first data radio
bearer may be associated with a requirement of a second
data throughput rate that 1s required for processing the data
communicated on the first data radio bearer. At step 406, the
method 400 determines that the UE satisfies the requirement
of the second data throughput rate based on the capability of
the UE and, based thereon, establishes the first data radio
bearer with the UE.

FIG. 5 illustrates a flowchart of an embodiment method
500 for wireless communications. The method 500 may be
performed by a UE. As shown, at step 502, the method 500
sends mformation including capability of the UE for pro-
cessing integrity-protected data for integrity protection. The
capability includes a first data throughput rate. Processing
the integrity-protected data by the UE may include comput-
ing an integrity value for the integrity-protected data. At step
504, the method 500 receives a message for the UE to

establish a first data radio bearer. The first data radio bearer
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1s established for communicating data that has integrity
protection, and the first data radio bearer 1s associated with
a requirement of a second data throughput rate that is
required for processing the data that has integrity protection.
The requirement of the second data throughput rate is
satisfied by the UE. The capability of the UE allows deter-
mination of whether the requirement of the second data
throughput rate can be satisfied by the UE. At step 506, the
method 500 establishes, 1n response to the received message,
the first data radio bearer.

FIG. 6 illustrates a flowchart of an embodiment method
600 for wireless communications. The method 600 may be
indicative of operations of a network node, e.g., a gNB. At
step 602, the method 600 receives information including
capability of a user equipment (UE) for processing integrity-
protected data, where the capability includes a first data
throughput rate. At step 604, the method 600 receives a
request for establishing a first integrity-protected data radio
bearer with the UE. The first mntegrity-protected data radio
bearer 1s associated with a requirement of a second data
throughput rate that 1s required for processing data commu-
nicated on the first integrity-protected data radio bearer. At
step 606, the method 600 determines whether the UE
satisfies the requirement of the second data throughput rate
based on the capability of the UE. At step 608, the method
600 establishes the first integrity-protected data radio bearer
with the UE when the UE satisfies the requirement of the
second data throughput rate.

FIG. 7 1llustrates a flowchart of another embodiment
method 700 for wireless communications. The method 700
may be indicative of operations of a UE. At step 702, the
method 700 sends information including capability of a UE
for processing integrity-protected data, where the capability
includes a first data throughput rate. At step 704, the method
700 receives a command to establish a first itegrity-pro-
tected data radio bearer associated with a requirement of a
second data throughput rate when the requirement of the
second data throughput rate can be satisfied by the UE. The
requirement of the second data throughput rate 1s required
for processing data communicated on the first integrity-
protected data radio bearer, and the capability of the UE 1s
used to evaluate whether the requirement of the second data
throughput rate can be satisfied by the UE. At step 706, the
method 700 establishes, 1n response to the command, the
first 1integrity-protected data radio bearer.

According to one aspect of the present disclosure, there 1s
provided a method that includes receiving, by a gNodeB
(gNB), information comprising capability of a user equip-
ment (UE) for processing integrity-protected data, the capa-
bility comprising a first data throughput rate; receiving, by
the gNB, a request for establishing a first integrity-protected
data radio bearer with the UE, the first integrity-protected
data radio bearer associated with a requirement of a second
data throughput rate that is required for processing data
communicated on the first integrity-protected data radio
bearer; determining, by the gNB, whether the UE satisties
the requirement of the second data throughput rate based on
the capability of the UE; and establishing, by the gNB, the
first integrity-protected data radio bearer with the UE when
the UE satisfies the requirement of the second data through-
put rate.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s an amount of data per unit of time that can
be processed by the UE for integrity protection.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s a number of transport layer bits per unit
of time on integrity-protected channels.
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Optionally, 1n any of the preceding aspects, the capability
of the UE 1s the maximum capability or a threshold capa-
bility that the UE can support for processing the integrity-
protected data.

Optionally, 1n any of the preceding aspects, receiving the
information comprising the capability comprises receiving
the information comprising the capabaility for processing the
integrity-protected data when the UE attaches to a wireless
network.

Optionally, 1n any of the preceding aspects, the informa-
tion comprising the capability 1s received from an access and
mobility management function (AMF), another gNB, or the
UE.

Optionally, 1n any of the preceding aspects, the request for
establishing the first integrity-protected data radio bearer
with the UE 1s received from an access and mobility
management function (AMF).

Optionally, 1n any of the preceding aspects, determining,
by the gNB, whether the UE satisfies the requirement of the
second data throughput rate includes determining whether
the requirement of the second data throughput rate can be
satisfied based on the first data throughput rate and the
second data throughput rate.

Optionally, in any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to the second
data throughput rate, the UE satisfies the requirement of the
second data throughput rate.

Optionally, in any of the preceding aspects, determining,
by the gNB, whether the UE satisfies the requirement of the
second data throughput rate includes determining whether
the requirement of the second data throughput rate can be
satisfied based on the capability of the UE, the second data
throughput rate, and a third throughput rate associated with
at least one second 1ntegrity-protected data radio bearer, the
second 1ntegrity-protected data radio bearer having been
established with the UE.

Optionally, in any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to a sum of the
second data throughput rate and the third throughput rate,
the UE satisfies the requirement of the second data through-
put rate.

Optionally, 1n any of the preceding aspects, the method
turther includes recerving, by the gNB, an indication that the
capability of the UE 1s split among a plurality of media
access control (IMAC) entities, wherein whether the require-
ment of the second data throughput rate can be satisfied 1s
determined based on a fraction of the capability of the UE.

Optlonallyj in any of the preceding aspects, the capability
of the UE 1s evenly split among the plurality of MAC
entities.

Optionally, in any of the preceding aspects, the capability
of the UE 1s split among the plurality of MAC entities 1n
proportion to data throughput rates associated with integrity-
protected radio bearers supported by the plurality of MAC
entities.

According to another aspect of the present disclosure,
there 1s provided a method that includes sending, by a user
equipment (U. J) information comprising capability of the
UE for processmg integrity-protected data, the capability
comprising a {irst data throughput rate; recerving, by the UFE,
a command to establish a first integrity-protected data radio
bearer associated with a requirement of a second data
throughput rate when the requirement of the second data
throughput rate can be satisfied by the UE, the requirement
of the second data throughput rate being required for pro-
cessing data communicated on the first integrity-protected
data radio bearer, wherein the capability of the UE 1s used
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to evaluate whether the requirement of the second data
throughput rate can be satisfied by the UE; and establishing,
by the UE 1n response to the request, the first integrity-
protected data radio bearer.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s an amount of data per unit of time that 1s
to be processed for integrity protection.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s a number of transport layer bits per unit
of time on integrity-protected channels.

Optionally, 1n any of the preceding aspects, the capability
of the UE 1s the maximum capability or a threshold capa-
bility that the UE can support for processing the integrity-
protected data.

Optionally, 1n any of the preceding aspects, the informa-
tion comprising the capability 1s sent when the UE attaches
to a wireless network.

Optionally, 1n any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to the second
data throughput rate, the UE satisfies the requirement of the
second data throughput rate.

Optionally, 1n any of the preceding aspects, whether the
requirement of the second data throughput rate can be
satisfied by the UE 1s determined based on the capability of
the UE, the second data throughput rate, and a third through-
put rate associated with at least a second integrity-protected
data radio bearer, the second integrity-protected data radio
bearer having been established with the UE.

Optionally, 1n any of the preceding aspects, whether the
requirement of the second data throughput rate can be
satisfied by the UE 1s determined based on a fraction of the
capability of the UE.

According to yet another aspect of the present disclosure,
there 1s provided an apparatus that includes a non-transitory
memory storage comprising instructions; and one or more
processors 1n communication with the memory storage,
wherein the one or more processors execute the mnstructions
to: receive information comprising capability of a user
equipment (UE) for processing integrity-protected data, the
capability comprising a {irst data throughput rate; receive a
command for establishing a first integnity-protected data
radio bearer with the UE, the first integrity-protected data
radio bearer associated with a requirement of a second data
throughput rate that 1s required for processing data commu-
nicated on the first integrity-protected data radio bearer;
determine whether the UE satisfies the requirement of the
second data throughput rate based on the capability of the
UE; and establish the first integrity-protected data radio
bearer with the UE when the UE satisfies the requirement of
the second data throughput rate.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s an amount of data per unit of time that can
be processed by the UE for integrity protection.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s a number of transport layer bits per unit
of time on integrity-protected channels.

Optionally, 1n any of the preceding aspects, the capability
of the UE 1s the maximum capability or a threshold capa-
bility that the UE can support for processing the integrity-
protected data.

Optionally, 1n any of the preceding aspects, the informa-
tion comprising the capability for processing the integrity-
protected data 1s recerved when the UE attaches to a wireless
network.
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Optionally, mn any of the preceding aspects, the informa-
tion comprising the capability 1s received from an access and
mobility management function (AMF), another gNB, or the
UE.

Optionally, 1n any of the preceding aspects, the request for
establishing the first integrity-protected data radio bearer
with the UE 1s received from an access and mobility
management function (AMF).

Optionally, in any of the preceding aspects, whether the
UE satisfies the requirement of the second data throughput
rate 1s determined by determining whether the requirement
of the second data throughput rate can be satisfied based on
the first data throughput rate and the second data throughput
rate.

Optionally, 1n any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to the second
data throughput rate, the UE satisfies the requirement of the
second data throughput rate.

Optionally, 1n any of the preceding aspects, whether the
UE satisfies the requirement of the second data throughput
rate 1s determined by determining whether the requirement
of the second data throughput rate can be satisfied based on
the capability of the UE, the second data throughput rate,
and a third throughput rate associated with at least one
second 1ntegrity-protected data radio bearer, the second
integrity-protected data radio bearer having been established
with the UE.

Optionally, 1n any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to a sum of the
second data throughput rate and the third throughput rate,
the UE satisfies the requirement of the second data through-
put rate.

Optionally, in any of the preceding aspects, wherein the
one or more processors execute the instructions to further
receive an indication that the capability of the UE 1s split
among a plurality of media access control (IMAC) entities,
wherein whether the requirement of the second data
throughput rate can be satisfied 1s determined based on a
fraction of the capability of the UE.

Optlonallyj in any of the preceding aspects, the capability
of the UE 1s evenly split among the plurality of MAC
entities.

Optionally, 1n any of the preceding aspects, the capability
of the UE 1s split among the plurality of MAC entities 1n
proportion to data throughput rates associated with integrity-
protected radio bearers supported by the plurality of MAC
entities.

According to yet another aspect of the present disclosure,
there 1s provided an apparatus that includes a non-transitory
memory storage comprising instructions; and one or more
processors 1n communication with the memory storage,
wherein the one or more processors execute the mstructions
to: send mformation comprising capability of a user equip-
ment (UE) for processing integrity-protected data, the capa-
bility comprising a first data throughput rate; receive a
request to establish a first integrity-protected data radio
bearer associated with a requirement of a second data
throughput rate when the requirement of the second data
throughput rate can be satisfied by the UE, the requirement
of the second data throughput rate being required for pro-
cessing data communicated on the first integrity-protected
data radio bearer, wherein the capability of the UE 1s used
to evaluate whether the requirement of the second data
throughput rate can be satisfied by the UE; and establish, in
response to the request, the first integrity-protected data
radio bearer.
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Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s an amount of data per unit of time that 1s
to be processed for integrity protection.

Optionally, 1n any of the preceding aspects, the first data
throughput rate 1s a number of transport layer bits per unit
of time on integrity-protected channels.

Optionally, 1n any of the preceding aspects, the capability
of the UE 1s the maximum capability or a threshold capa-
bility that the UE can support for processing the integrity-
protected data.

Optionally, 1n any of the preceding aspects, the informa-
tion comprising the capability 1s sent when the UE attaches
to a wireless network.

Optionally, 1n any of the preceding aspects, when the first
data throughput rate 1s greater than or equal to the second
data throughput rate, the UE satisfies the requirement of the
second data throughput rate.

Optionally, 1n any of the preceding aspects, whether the
requirement of the second data throughput rate can be
satisfied by the UE 1s determined based on the capability of
the UE, the second data throughput rate, and a third through-
put rate associated with at least a second integrity-protected
data radio bearer, the second integrity-protected data radio
bearer having been established with the UE.

Optionally, 1n any of the preceding aspects, whether the
requirement of the second data throughput rate can be
satisfied by the UE 1s determined based on a fraction of the
capability of the UE.

FIG. 8 illustrates a block diagram of an embodiment
processing system 800 for performing methods described
herein, which may be 1nstalled in a host device. As shown,
the processing system 800 includes a processor 804, a
memory 806, and interfaces 810-814, which may (or may
not) be arranged as shown in FIG. 8. The processor 804 may
be any component or collection of components adapted to
perform computations and/or other processing related tasks,
and the memory 806 may be any component or collection of
components adapted to store programming and/or instruc-
tions for execution by the processor 804. In an embodiment,
the memory 806 includes a non-transitory computer read-
able medium. The interfaces 810, 812, 814 may be any
component or collection of components that allow the
processing system 800 to communicate with other devices/
components and/or a user. For example, one or more of the
interfaces 810, 812, 814 may be adapted to communicate
data, control, or management messages from the processor
804 to applications installed on the host device and/or a
remote device. As another example, one or more of the
interfaces 810, 812, 814 may be adapted to allow a user or
user device (e.g., personal computer (PC), etc.) to interact/
communicate with the processing system 800. The process-
ing system 800 may include additional components not
depicted i FIG. 8, such as long term storage (e.g., non-
volatile memory, etc.).

In some embodiments, the processing system 800 1s
included i a network device that 1s accessing, or part
otherwise of, a telecommunications network. In one
example, the processing system 800 1s 1n a network-side
device 1n a wireless or wireline telecommunications net-
work, such as a base station, a relay station, a scheduler, a
controller, a gateway, a router, an applications server, or any
other device 1n the telecommunications network. In other
embodiments, the processing system 800 1s 1 a user-side
device accessing a wireless or wireline telecommunications
network, such as a mobile station, a user equipment (UE), a
personal computer (PC), a tablet, a wearable communica-
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tions device (e.g., a smartwatch, etc.), or any other device
adapted to access a telecommunications network.

In some embodiments, one or more of the interfaces 810,
812, 814 connects the processing system 800 to a transceiver
adapted to transmit and receive signaling over the telecoms-
munications network. FIG. 9 illustrates a block diagram of
a transceiver 900 adapted to transmit and receive signaling
over a telecommunications network. The transceiver 900
may be istalled in a host device. As shown, the transceiver
900 comprises a network-side interface 902, a coupler 904,
a transmitter 906, a receiver 908, a signal processor 910, and
a device-side interface 912. The network-side interface 902
may include any component or collection of components
adapted to transmit or receive signaling over a wireless or
wireline telecommunications network. The coupler 904 may
include any component or collection of components adapted
to facilitate bi-directional communication over the network-
side interface 902. The transmitter 906 may include any
component or collection of components (e.g., up-converter,
power amplifier, etc.) adapted to convert a baseband signal
into a modulated carrier signal suitable for transmission over
the network-side interface 902. The receiver 908 may
include any component or collection of components (e.g.,
down-converter, low noise amplifier, etc.) adapted to convert
a carrier signal received over the network-side intertace 902
into a baseband signal. The signal processor 910 may
include any component or collection of components adapted
to convert a baseband signal into a data signal suitable for
communication over the device-side interface(s) 912, or
vice-versa. The device-side iterface(s) 912 may include
any component or collection of components adapted to
communicate data-signals between the signal processor 910
and components within the host device (e.g., the processing
system 800, local area network (LAN) ports, etc.).

The transceiver 900 may transmit and receive signaling
over any type of communications medium. In some embodi-
ments, the transceiver 900 transmits and receives signaling,
over a wireless medium. For example, the transceiver 900
may be a wireless transceiver adapted to communicate in
accordance with a wireless telecommunications protocol,
such as a cellular protocol (e.g., long-term evolution (LTE),
etc.), a wireless local area network (WLAN) protocol (e.g.,
Wi-F1, etc.), or any other type of wireless protocol (e.g.,
Bluetooth, near field communication (NFC), etc.). In such
embodiments, the network-side interface 902 comprises one
or more antenna/radiating elements. For example, the net-
work-side 1interface 902 may include a single antenna,
multiple separate antennas, or a multi-antenna array config-
ured for multi-layer communication, e.g., single mput mul-
tiple output (SIMO), multiple 1nput single output (MISO),
multiple mput multiple output (MIMO), etc. In other
embodiments, the transceiver 900 transmits and receives
signaling over a wireline medium, e.g., twisted-pair cable,
coaxial cable, optical fiber, etc. Specific processing systems
and/or transceivers may utilize all of the components shown,
or only a subset of the components, and levels of integration
may vary from device to device.

It should be appreciated that one or more steps of the
embodiment methods provided herein may be performed by
corresponding units or modules. For example, a signal may
be transmitted by a transmitting unit or a transmitting
module. A signal may be recerved by a receiving unit or a
receiving module. A signal may be processed by a process-
ing unit or a processing module. Other steps may be per-
formed by an establishing unit/module, a determining unait/
module, an evaluating unmit/module, a storing unit/module, a
requesting unit/module, and/or a multiplexing umt/module.
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The respective units/modules may be hardware, software, or
a combination thereoif. For instance, one or more of the
units/modules may be an integrated circuit, such as field
programmable gate arrays (FPGAs) or application-specific
integrated circuits (ASICs).

Although the description has been described 1n detail, it
should be understood that various changes, substitutions and
alterations can be made without departing from the spirit and
scope of this disclosure as defined by the appended claims.
Moreover, the scope of the disclosure 1s not imtended to be
limited to the particular embodiments described herein, as
one of ordinary skill in the art will readily appreciate from
this disclosure that processes, machines, manufacture, com-
positions of matter, means, methods, or steps, presently
existing or later to be developed, may perform substantially
the same function or achieve substantially the same result as
the corresponding embodiments described herein. Accord-
ingly, the appended claims are intended to include within
their scope such processes, machines, manufacture, compo-
sitions ol matter, means, methods, or steps.

What 1s claimed 1s:

1. A method comprising:

receiving, by a gNodeB (gNB), information comprising

capability of a user equipment (UE) for processing
integrity-protected data for integrity protection, the
capability comprising a first data throughput rate that
indicates a rate at which the integrity-protected data can
be processed for integrity protection;

receiving, by the gNB, a request for establishing a first

data radio bearer with the UFE, the first data radio bearer
being established for communicating data that has
integrity protection, and the first data radio bearer
associated with a requirement of a second data through-
put rate that 1s required for processing the data com-
municated on the first data radio bearer; and
determining, by the gINB, that the UE satisfies the require-
ment of the second data throughput rate based on the
capability of the UE and, based thereon, establishing,
by the gNB, the first data radio bearer with the UE.

2. The method of claim 1, wherein the first data through-
put rate 1s an amount of data per unit of time that can be
processed by the UE for integrity protection.

3. The method of claim 1, wherein the capability of the
UE 1s a maximum capability that the UE can support for
processing the mtegrity-protected data.

4. The method of claim 1, wherein receiving the infor-
mation comprising the capability comprises receiving the
information comprising the capability for processing the
integrity-protected data when the UE attaches to a wireless
network.

5. The method of claim 1, wherein the information
comprising the capability 1s received from an access and
mobility management function (AMF), another gNB, or the
UE.

6. The method of claim 1, wherein determining, by the
gNB, whether the UE satisfies the requirement of the second
data throughput rate comprises:

determining whether the requirement of the second data

throughput rate can be satisfied based on the first data
throughput rate and the second data throughput rate.

7. The method of claim 6, wherein when the first data
throughput rate 1s greater than or equal to the second data
throughput rate, the UE satisfies the requirement of the
second data throughput rate.

8. The method of claim 1, wherein determining, by the
gNB, whether the UE satisfies the requirement of the second
data throughput rate comprises:

10

15

20

25

30

35

40

45

50

55

60

65

20

determiming whether the requirement of the second data
throughput rate can be satisfied based on the capability
of the UE, the second data throughput rate, and a third
throughput rate associated with at least one second data
radio bearer, the second data radio bearer having been
established with the UE and configured to communi-

cate integrity-protected data.

9. The method of claim 8, wherein when the first data
throughput rate 1s greater than or equal to a sum of the
second data throughput rate and the third throughput rate,
the UE satisfies the requirement of the second data through-
put rate.

10. A method comprising:

sending, by a user equipment (UE), information compris-

ing capability of the UE for processing integrity-pro-
tected data for integrity protection, the capability com-
prising a first data throughput rate;
recerving, by the UE, a message for the UE to establish a
first data radio bearer, the first data radio bearer being
established for communicating data that has integrity
protection, and the first data radio bearer being asso-
ciated with a requirement of a second data throughput
rate that 1s required for processing the data that has
integrity protection, the requirement of the second data
throughput rate being satisfied by the UE, and the
capability of the UE configured to be used to determine
whether the requirement of the second data throughput
rate 1s capable of being satisfied by the UE; and

establishing, by the UE in response to the received
message, the first data radio bearer and commumnicating
the data that has integrity protection over the first data
radio bearer.

11. The method of claim 10, wherein the first data
throughput rate 1s an amount of data per unit of time that 1s
to be processed for integrity protection.

12. The method of claim 10, wherein the capability of the
UE 1s a maximum capability that the UE can support for
processing the mtegrity-protected data.

13. The method of claim 10, wherein the information
comprising the capability 1s sent when the UE attaches to a
wireless network.

14. The method of claim 10, wherein when the first data
throughput rate 1s greater than or equal to the second data
throughput rate, the UE satisfies the requirement of the
second data throughput rate.

15. The method of claim 10, wherein whether the require-
ment of the second data throughput rate 1s satisiied by the
UE 1s determined based on the capability of the UE, the
second data throughput rate, and a third throughput rate
associated with at least a second integrity-protected data
radio bearer, the second integrity-protected data radio bearer
having been established with the UE.

16. The method of claam 10, wherein processing the
integrity-protected data comprises computing an integrity
value for the mtegnity-protected data.

17. A method comprising:

receiving, by a giNodeB (gNB), capability information

indicating a data throughput rate in which a user
cequipment (UE) 1s capable of processing data for
integrity protection;

determining, by the gNB, that a data throughput rate in

which the UE 1s capable of processing integrity-pro-
tected data 1s greater than or equal to a required data
throughput rate of a radio bearer for communicating
integrity-protected data between the gNB and the UE;
and based thereon
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establishing, by the gNB, the radio bearer between the

gNB and the UE.

18. The method of claim 17, further comprising:

receiving, by the gNB, a request to establish the radio

bearer for communicating integrity-protected data
between the gNB and the UE, the request indicating the
required data throughput rate for communicating the
integrity-protected data over the radio bearer.

19. The method of claim 17, wherein the data throughput
rate indicated by the capability information 1s a maximum
rate 1n which the UE 1s capable of processing data for
integrity protection.

20. A gNodeB (gNB) comprising;:

a processor; and
a non-transitory computer readable storage medium storing
programming for execution by the processor, the program-
ming including instructions to:
receiving, by a gNodeB (gNB), capability information indi-
cating a data throughput rate 1n which a user equipment (UE)
1s capable of processing data for integrity protection;

determining, by the gNB, that a data throughput rate in

which the UE 1s capable of processing integrity-pro-
tected data 1s greater than or equal to a required data
throughput rate of a radio bearer for communicating
integrity-protected data between the gNB and the UE;
and based thereon

establishing, by the gNB, the radio bearer between the

gNB and the UE.

21. The gNB of claim 20, wherein the programming
turther 1includes instructions to:

receive a request to establish the radio bearer for com-

municating integrity-protected data between the giNB
and the UE, the request indicating the required data

throughput rate for communicating the integrity-pro-
tected data over the radio bearer.

22. The gNB of claim 20, wherein the data throughput rate
indicated by the capability information 1s a maximum rate 1n
which the UE 1s capable of processing data for integrity
protection.

23. A method comprising:

transmitting, by a user equipment (UE), capability infor-

mation to a gNodeB (gNB), the capability information
indicating a data throughput rate 1n which the UE 1s
capable of processing data for integrity protection; and
establishing, by the UE, a radio bearer between the gNB
and the UE after transmitting the capability information
to the gNB, wherein the data throughput rate in which
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the UE 1s capable of processing integrity-protected data
1s greater than or equal to a required data throughput
rate of the radio bearer for communicating integrity-
protected data between the gNB and the UE.

24. The method of claim 23, further comprising:

transmitting, by the UE, a request to establish the radio
bearer for communicating the integrity-protected data
between the gNB and the UE prior to establishment of
the radio bearer, the request indicating the required data
throughput rate for communicating the integrity-pro-
tected data over the radio bearer.

25. The method of claim 23, wherein the data throughput
rate indicated by the capability information 1s a maximum
rate 1n which the UE 1s capable of processing data for
integrity protection.

26. A user equipment (UE) comprising:
a processor; and

a non-transitory computer readable storage medium storing
programming for execution by the processor, the program-
ming including instructions to:

transmit capability information to a gNodeB (gNB), the
capability information indicating a data throughput rate
in which the UE 1s capable of processing data for
integrity protection; and

establish a radio bearer between the gNB and the UE after
transmitting the capability information to the gNB,
wherein the data throughput rate 1n which the UE 1s
capable of processing integrity-protected data 1s greater
than or equal to a required data throughput rate of the
radio bearer for commumicating integrity-protected

data between the gNB and the UE.

277. The UE of claim 26, wherein the programming further
includes 1nstructions to:

transmit a request to establish the radio bearer for com-
municating the integrity-protected data between the
gNB and the UE prior to establishment of the radio
bearer, the request indicating the required data through-

put rate for communicating the integrity-protected data
over the radio bearer.

28. The UE of claim 26, wherein the data throughput rate
indicated by the capability information 1s a maximum rate 1n
which the UE 1s capable of processing data for integrity
protection.
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