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METHOD AND SYSTEM FOR
ADMINISTERING MULTIPLE DOMAIN
MANAGEMENT AUTHORITIES ON A
MOBILE DEVICE

FIELD OF THE DISCLOSURE

The present disclosure relates to management authorities
on a mobile device and in particular relates to a mobile
device having a plurality of management authorities.

BACKGROUND

Mobile devices are often deployed into regulated envi-
ronments, where devices need to be managed or controlled.
For example, such management may restrict access to data

on the device to a particular set of applications, restrict
functionality of services on the device, restrict access to
external sources from the device, among other options.

Sometimes management agents may manage the entire
device and sometimes the agents may only manage a portion
of the device. Also, the management agents on the device
may come from various sources, including, for example,
device vendors or manufacturers, or from third party sources
to provide agents on the device to manage specific func-
tionality of the device.

If multiple management authorities exist on the device,
currently a remote management endpoint may be utilized to
control the functionality within a controlled group or pro-
vide very limited control of the entire device. While this
allows control of the device, such deployment 1s highly
customized and unique based on the device and the remote
endpoint pair.

BRIEF DESCRIPTION OF THE DRAWINGS

The present disclosure will be better understood with
reference to the drawings, 1n which:

FIG. 1 1s a block diagram 1llustrating logical components
on a mobile device for administering multiple management
agents;

FIG. 2 1s a block diagram showing a policy manager
administering three domains, each with its own management
agent;

FIG. 3 1s a block diagram showing a policy manager
administering two domains, a first having two management
agents, and a second having one management agent;

FIG. 4 1s a block diagram showing a policy manager
administering two domains, a first having a management
agent, and a second having none;

FIG. 5 1s a block diagram showing a policy manager
aggregating restriction sets from a plurality of agents;

FIG. 6 1s a block diagram showing various eclements
which may aflect policies and services on a device;

FIG. 7 1s a flow chart showing the choice of policies in
potential conflict situations;

FIG. 8 15 a flow chart showing a process for installing an
agent;

FIG. 9 1s a flow chart showing a process for changing a
policy on a device; and

FIG. 10 1s a block diagram of an example mobile device
capable of being used in accordance with the embodiments
herein.

DETAILED DESCRIPTION OF THE DRAWINGS

The present disclosure provides a method for administer-
ing multiple management agents on a mobile device com-
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2

prising: receiving, at a policy manager on the mobile device,
a policy from each of the multiple management agents;
determining a current state of the mobile device; and con-
solidating the policies based on rules within the policy
manager and the current state of the mobile device.

The present disclosure further provides a mobile device
having a plurality of concurrently operative operating sys-
tems, the mobile device comprising: a processor; and
memory, wherein the mobile device 1s configured to:
receive, at a policy manager on the mobile device, a policy
from each of the multiple management agents; determine a
current state of the mobile device; and consolidate the
policies based on rules within the policy manager and the
current state of the mobile device.

Various device management agents may be provided on a
device. A management agent, as used herein, 1s an entity on
a device which may receive and enforce policy decisions, for
example from an external management authority. The man-
agement agent 1s one endpoint of the management authority
and may act as a proxy for the management authority on the
device. For example, an enterprise may wish to enforce a
corporate policy on devices of employees. As such, the
enterprise may have a server acting as a management
authority that allows admainistrators to set and push policies
to devices. The devices have a management agent to receive
and implement such policies. In some cases, the user of a
mobile device may also be considered to be a management
authority.

Management agents may be from device vendors and
added at the time the device 1s built, or may be deployed or
provisioned subsequently. Additionally, often third party
agents may wish to run on the device to manage speciiic
functionality of the device. Also, depending on factors
including the ownership of the device, provisioning, data
present on the device, purpose of the device, among other
factors, each of these management authorities may want to
control various aspects of the functionality of a device.
Typically, a device may allow very limited management to
a small subset of functionality for third party agents and/or
allow only one management agent to exist on the device.

In some implementations, a single user device may
include multiple domains or perimeters that logically sepa-
rate computer resources (e.g., applications, data, network
access, configuration files) such that a domain may be
prevented from accessing resources mncluded n a different
domain. For example, the domains may prevent personal
resources 1n one domain may be prevented from accessing
corporate resources 1n another domain or vice-versa. Keep-
ing corporate data, applications, and networks 1solated from
personal data, applications, and networks 1s desirable
because a user can use a single device to separately access
the different groups of resources. In other words, an enter-
prise may extend a secured domain on a single user device
without interfering with the user’s personal experience on
the same device. In some embodiments, the device may also
comprise a hybrid domain that allows access to data in the
other domains as needed. This hybrid domain may, for
example, be used to show unified mbox applications that
shows e-mail messages from all of the domains. In other
embodiments, different types and numbers of domains could
be mcluded on the device.

Further, a device may have multiple functional groups of
domains on the device. For example, a device may have a
personal domain and a work domain, a parent domain and a
child domain, a personal domain as well as a domain for
various consultants, among other options. In such an envi-
ronment, management authorities may wish to contain vari-
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ous functionality within the group and also restrict the
access to each group. As used herein, a domain may be a
separate area in the software on a mobile device, and 1n some
cases may be an area running its own virtualized operating
system on the mobile device hardware.

Where multiple domains are employed, 1in addition to
providing a separate memory area on the device (1.e, a
container), there may be also a desire to deploy management
agents that operate within each domain. Such management
agents may have an ability to extend restrictive controls to
both within the domain they are associated with, as well as
provide some controls outside such domain. For example, 1t
a device has a personal domain and a corporate domain, the
corporate domain may have a management agent that wishes
to restrict use of external storage such as an SD card to
prevent corporate data from being easily removed from the
device. The management agent for the corporate domain
may thus need to extend policies beyond the corporate
domain to the entire device by restricting the device from
being able to add and use an external SD card.

In order to have multiple management authorities on the
device that control both the functionality within a particular
domain and also device functionality for the device as a
whole or at least a portion of the device outside of the
particular domain, the present disclosure provides for a
policy manager which may administer each of the manage-
ment agents and aggregate the restrictive sets of function-
ality from each of these management agents. As used herein,
a policy manager 1s a logical entity on a mobile device
capable of receiving policies and restriction sets from one or
more management agents on the device, and consolidating
the policies and restriction sets and resolving conflicts
regarding such policies on the device.

Reference 1s now made to FIG. 1. As seen 1n FIG. 1, a
device may include various logical components as part of
the operation of such device. In particular, a device may
have an operating system which includes a kernel 110 on
which the software of the device runs.

In the example of FIG. 1, a single domain 120 exists on
the device. However, this 1s merely meant for illustrative
purposes and 1n accordance with the present disclosure
multiple domains could exist on a device. Domain 120
includes various applications and services. In particular, 1n
the embodiment of FIG. 1, application 122 and application
124 are provided within the domain 120. Further, services,
which may provide functionality for applications and run in
the background, are included within domain 120 and are
shown as services 126. For example, one service may
include a contacts service with may provide data to appli-
cations that need to display contact information.

A permissions engine 130 1s used to control device
permissions and allow certain functionality and operation of
the device. For example, device permissions may allow
access to certain hardware or software on the device, may
require certain preconditions such as a password being
entered prior to allowing access to data, among other
options.

As seen 1n the embodiment of FIG. 1, domain 120
interacts with permissions engine 130 to determine what
functions applications 122 or 124, or services 126 may
complete, and determine 11 such applications or services are
allowed to perform the operations that they are attempting.

Further, 1n the embodiment of FIG. 1, a hybrid domain
140 exasts. Hybrid domain 140 1s a special domain which
may have access to the plurality of domains that are on the
device. In the example of FIG. 1, since only domain 120
exists on the device, hybrid domain may have access to the
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4

data within the domain to provide for various functionalities
such as a consolidated e-mail application, among other
options.

In accordance with the present disclosure, a policy man-
ager 150 1s added to a device to administer multiple man-
agement authorities (agents). Policy manager 150 provides
a mechamsm for regulating a hierarchy of management
authorities. The entries 1n the hierarchy of authorities may be
ranked, for example, 1n order of the trust associated with a
vendor providing the soitware for the management authori-
ties when viewed by the policy manager 150. Management
authorities, sometimes referred to herein as mobile device
management (MDM) agents, can be provided by various
sources, including the device vendor as part of trusted
soltware on the device, or may be delivered to the device as
part of the process referred to as activation.

Shared services 160 may include any services that may be
used by multiple domains. For example, a Wi-Fi chip may
exist on the mobile device, where a plurality of domains may
require access to the Wi-F1 chip. A policy may be to turn off
Wi-F1 or to turn on Wi-Fi1. Control of the shared services 1s
directed by the policy manager 150 when 1t aggregates the
policies of each of the MDM agents 1n each of the domains.

In accordance with the embodiments herein, the MDM
agent should be allowed to exercise full controls of the
domain that 1t 1s deployed 1nto and 1n some cases extend
control, such as restrictive control, outside the domains 1f
other existing management agents on the device allow such
controls. In some cases an MDM agent may wish to exercise
full control over more than one domain. When multiple
agents are controlling a single domain, a hierarchy of these
MDM agents and their control mechanisms 1s established
based on various factors, and this hierarchy governs how
conilicts among policies from different MDM agents are
resolved.

Multiple agents may co-exist on the device at the same

time and an MDM agent 1s provided with elevated privileges
within the domain they are controlling and limited privileges
outside the domain area they are controlling, as determined
by policy manager 150.
The policy manager 150 may organize the management
authorities mto a hierarchy of controlling entities. In this
way, the device can be controlled to operate 1n the most
restrictive of all of the controlling rules deployed to the
device. Such restrictions can include user preferences or
parental controls, which provide the means of additional
management authorities on the device.

As the mobile device transitions during 1ts routine activi-
ties, the policies on the device are aggregated across all
management authorities and all domains, such that the
device always operates 1in an appropriate way. As the device
transitions 1nto less or more restrictive environments or
configurations, or as domain authorities are added or
removed from the device, the appropriate controls on the
device are automatically adjusted by policy manager 150.

Reference 1s now made to FIG. 2. As seen 1n FIG. 2, one
exemplary environment 1s provided in which a plurality of
domains interact with the policy manager, where each of the
domains has 1ts own MDM agent. In particular, policy

manager 210 communicates with a first domain 220, a
second domain 230 and a third domain 240. Domain 220

includes MDM agent 222, domain 230 includes MDM agent
232 and domain 240 includes MDM agent 242.

In this environment, MDM agents 222, 232 and 242 may
have policies with regard to the data and applications within
cach of their respective domains, but may also have policies
that extend beyond the domains to either a restrict a portion
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of or the entire device outside of their domain. The job of
policy manager 210 1s to aggregate and administer these
demands for the resources for the entire device.

In a further embodiment, as shown with regards to FIG.
3, policy manager 310 interacts with domains 320 and 330.
Domain 320 includes two MDM agents, namely MDM
agent 322 and MDM agent 324. For example, this may occur
if both an enterprise and the user add management agents to
a particular domain. However, other examples are possible.

Domain 330 includes MDM agent 332.

Again, the job of policy manager 310 1s to aggregate the
management policies of each of the MDMs and to manage
the permissions and shared services on a device.

Referring to FIG. 4, a further embodiment 1s shown in
which a policy manager 410 manages the policies on the
device. In this case, a first domain 420 and a second domain
430 exist on the device. For example, domain 420 may be a
corporate domain and domain 430 may be a personal

domain.
In the example of FIG. 4, domain 420 includes an MDM

agent 422, whereas domain 430 does not include an explicit
management agent for that domain.

However, MDM agent 422 may have policies that are
applicable not only to domain 420, but also may have
policies that are applicable to other domains, or to the entire
device or a subset of device functionality.

As 1illustrated in FIG. 4, MDM 422 includes logical
policies that may apply to domain 430, shown with block
440 1n the example of FIG. 4. The policies for domain 430
that are found in MDM 422 may extend across the domain
boundaries and policy block 440 1s a logical domain extend-
ing such policies. For example, 1 domain 420 1s a corporate
domain, the corporate domain may indicate that no SD card
1s allowed on a device 1n general. Since this policy extends
across the domains, such policy may be implemented as a
logical block 440 so that domain 430 1s not also allowed to
have SD cards as long as domain 420 1s present.

Reference 1s now made to FIG. 5, which shows a logical
block diagram in which various agents reside on a device. In
some embodiments, each domain may have no agent or an
individual agent, and in other embodiments multiple agents
may exist within one domain. However, all of the agents
interact with a policy manager. Thus, as seen 1 FIG. 5,
policy manager 510 interacts with agents 520, 530 and 540.

Agent 520 includes a restriction set 522. Restriction set
522 indicates the restrictions on the device that agent 520
imposes. Thus, for example, the restriction set may indicate
that a camera 1s not allowed, that printing or e-mailing
certain information i1s not allowed when the domain that
agent 520 1s 1n 1s active, that communication must be over
a cellular and Wi-F1 must be off, among other restrictions.
Similarly, agent 530 includes a restriction set 532 and agent
540 includes a restriction set 542.

Policy manager 510 communicates with each of the
agents and receives the restriction set from each of the
agents. One job of policy manager 510 1s then to generate an
aggregation of the various restriction sets from the various
agents to produce a finalized restriction set 550. The {inal-
1zed restriction set will indicate how the device operates at
a particular time. The finalized restriction set may also limuit
the range of controllable options on the device. Thus, for
example, 1 the resultant restriction set requires that the
maximum value for time before an 1dle device transitions to
a lock state 1s 2 minutes, the user may be allowed to reduce
this value optionally to any value less than that, but never to
a value greater than that.
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In accordance with the present disclosure, the finalized
restriction set 550 may be dynamic and change based on
environmental conditions of the device. For example, if the
device 1s moving 1nto a particular geographic location, then
certain restrictions may be lifted. In other cases, when a
particular domain becomes active then certain restrictions
may become active while other restrictions may be lifted. In
all cases, the finalized restriction set 1s the restriction set that
1s currently deployed on a device and can be used by policy
manager 510 when communicating with the shared services
or permissions blocks from FIG. 1.

Reference 1s now made to FIG. 6, which shows a block
diagram of a generalized environment for the policy man-
ager, including the inputs that can cause changes 1n policies
and restriction sets. The embodiment of FIG. 6 1s a gener-
alization with a single domain. However, the example of
FIG. 6 could easily be expanded to have a plurality of
domains 1n accordance with the embodiments of the present
disclosure.

Policy manager 610 receives inputs from various sources
including a permissions block 612 and a domain 620. In
particular, domain 620 has MDM agent 622 which provides
for policies and restriction sets to policy manager 610.
Further, domain 620 includes a settings block 624 which
may provide for policies based on the settings made by, for
example, a user 630 through configuration options on a
device. Domain 620 further includes applications such
applications 626 and 627 as well as services such as services
628 from the embodiment of FIG. 6.

The environment that the device operates under or tran-
sitions 1nto 632 may also provide triggers that can enable or
disable previously configured restriction sets. For example,
if the mobile device enters a certain cell or moves within a
certain geographic region such as a corporate campus, then
restrictions and policies may be imposed on the device.

As seen 1n FIG. 6, the MDM agent 622 may receive mput
and provide information to an enterprise 640. For example,
the enterprise 640 may be the entity which deployed the
MDM agent and may push policies to the MDM agent 622.
In other embodiments, rather than an enterprise 640, other
external management entities could equally be used to
communicate and push policies to an MDM 622.

The permissions block 612 further may receive input
based on a carrier 650 or regulations 632. Carrier 650 may,
for example, be a device’s home carrier and provide a set of
operating rules for devices that are attached to that carrer.

Further, regulations 652 may be local regulations for the
geographic region 1n which the device 1s currently operating.
These may be regulatory requirements such as the use of a
camera, whether or not a camera needs to make a shutter
sound, emergency operator services required on the device,
among other factors. Such regulations may change as the
mobile device roams 1n to various networks and can aflect
the permissions block 612.

Based on all of the inputs, policy manager 610, through
permission block 612, may regulate the use of its shared
services 660. As seen, shared services 660 include various
services 662, 664, 666 and 668 in the example of FIG. 6.
Such services may include, for example, the cellular radio,
Wi-F1, camera, memory slots, among other shared services.

As will be appreciated by those in the art, the various
policies and restrictions from each of the agents may be
cumulative. For example, restrictions tend to turn ofl ser-
vices or features on a device rather than add to them. Thus,
i new features or services are restricted then the list of
restricted services may grow.
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However, in some cases policy manager 610 will need to
resolve contlicts between the various agents. This may be
done, for example, by providing a ranking of the various
agents based on the trust that the policy manager places with
cach of the agents and the higher priority agents may be
provided with greater deference in the case of conflict
situations. In the absence of a ranking of trust between
controlling MDM agents, an implicit hierarchy 1s assumed
based on the order in which the MDM agents establish
control on a domain. As MDM agents may deploy restric-
tions to a domain progressively over time, an agent that
already controls a domain can choose to prevent subsequent
agents from providing subsequent controls on that domain.
An agent that wishes to control a domain can choose to
either operate under such restrictive conditions or prevent

the use the that device under the management control of that
given MDM.

Reference 1s now made to FIG. 7, which shows a process
of determining which policies to apply at a policy manager.
The process starts at block 710 and proceeds to block 712 1n
which the policy manager receives the policies from all the
agents and settings on the device.

The policy manager then consolidates all of the policies
and checks to determine whether there 1s a conflict, as seen
at block 720. If no, then the process proceeds to block 722
in which all of the policies are applied and aggregated on the
device and the policy manager can then push such policies
to the permissions block as well to the shared services blocks
of the device to ensure that the current set of policies are
applied for the device. The process then proceeds to block
730 and ends.

Conversely, 11 there 1s a contlict between various policies
then the process proceeds to block 740 1n which the policy
manager applies a set of policies for the most trusted of the
management agents. This may, for example, be done by
removing the policies of the least trusted agent and deter-
mimng whether a contlict still exists and continuing 1n this
way until there 1s no contlict for the remaining subset of
policies. At this point, the remaining policies may be applied
for the device and the process proceeds to block 730 and
ends.

A new management agent may need to be installed on a
device at some point. Reference 1s now made to FIG. 8,
which shows a process at a policy manager for adding a new
management agent. In particular, the process starts at block
810 and proceeds to block 812 1n which a device recerves a
new management agent for the device.

The process then proceeds to block 820 in which a check
1s made to determine whether there 1s any current policy on
the device against installing the management agent. For
example, 1n some cases policies may regulate that no new
management agents be added or that certain preconditions
exist before a management agent 1s able to be installed. If,
at block 820, the policy 1s not allowed then the process
proceeds to block 822 1n which an error message 1s returned
and the process proceeds to block 830 and ends.

Conversely, 1f the policy 1s allowed then the process
proceeds to block 840 1n which the policy may be installed.
The process then proceeds to block 830 and ends.

The policy manager may further need to change the
policies that are applied on a device based on the mputs as,
for example, seen 1n FIG. 6 above. Thus, if the mobile device
moves 1nto a new environment, has a new regulatory frame-
work that it needs to comply with, a certain domain 1s started
or quit, among other factors, then the policy manager may
need to change the policies that are applied to the device.
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Reference 1s now made to FIG. 9 which shows a process
at a policy manager and begins at block 910. The process
then proceeds to block 920 1n which a check 1s made to
determine whether there are any policy or restriction
changes. As indicated above, such changes may be based on
a change 1n the device and the policy manager may set
triggers within other parts of the device to determine when
such changes occur. In other embodiments, the policy man-
ager will be told by the operating system when certain
processes start or stop. The policy manager may also poll
certain processes or logical blocks to determine whether
there 1s a policy change required.

If no policy change 1s required, the process continues to
loop to block 920 to wait for a policy change.

Once the policy change 1s detected then the process
proceeds to block 930 1n which the new policy and restric-
tions are aggregated. The aggregated restrictions at block
930 may result 1n more or less restrictions than previously
found, depending on the type of policy change that occurred
at block 920.

From block 930 the process proceeds to block 940 1n
which the new policies and restrictions are applied to the
device. For example, such application may be 1n accordance
with FIG. 7 above. From block 940 the process proceeds
back to block 920 to wait for further policy changes.

The interaction between the policy manager and the
management agents to supply the policies and restriction
sets may be done 1n a number of ways. For example, the
management agents on the device may need to use a
standard application program interface for the policy man-
ager and provide information in a predefined format.

Alternatively, an abstraction layer could exist between the
vartous management agents and the policy manager to
translate the mformation from the management agents nto
a format expected by the policy manager. Such abstraction
layer could be provided based on the type of device and
policy manager and could be customized for various third
party management agents.

The policy manager could then use rules within the
manager to manage the plurality of policies and restriction
sets from the various management agents.

The processes of any of FIGS. 1 to 9 may be stored as
program code 1n any tangible, non-transitory computer
readable medium, which when accessed by a processor on
the mobile device may cause the processes to be executed.

As will be appreciated by those 1n the art, the above may
be implemented on any computing device. If the above 1s
implemented on a mobile device, one example mobile
device 1s provided with regard to FIG. 10.

Mobile device 1000 may be a two-way wireless commu-
nication device having voice and data communication capa-
bilities. Depending on the exact functionality provided, the
mobile device may be referred to as a data messaging
device, a two-way pager, a wireless e-mail device, a cellular
telephone with data messaging capabilities, a wireless Inter-
net appliance, a wireless device, a user equipment (UE), or
a data communication device, as examples.

Where mobile device 1000 1s enabled for two-way com-
munication, it may incorporate a communication subsystem
1011, including both a receiver 1012 and a transmitter 1014,
as well as associated components such as one or more
antenna elements 1016 and 1018, local oscillators (LOs)
1013, and a processing module such as a digital signal
processor (DSP) 1020. Although not shown, communication
subsystem 1011 may include additional components. For
example, mobile device 1000 may comprise multiple recerv-
ers 1012 and/or transmaitters 1014 to allow for simultaneous
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radio activity. In addition, as will be apparent to those skilled
in the field of communications, the particular design of the
communication subsystem 1011 will be dependent upon the
communication network 1n which the device 1s intended to
operate.

Network access requirements will also vary depending
upon the type of network 1019. In some networks network
access 1s associated with a subscriber or user of mobile
device 1000. A mobile device may require one or more smart
cards which can contain different applications such as a
USIM, RUIM or a SIM application 1n order to operate on a
network. The smart card interface 1044 1s normally similar
to a card-slot into which a smart card can be inserted and
ejected. The smart card can have memory and hold many
key configurations 10351, and other information 1053 such as
identification, and subscriber related information.

When required network registration or activation proce-
dures have been completed, mobile device 1000 may send
and receive communication signals over the network 1019.
As 1llustrated in FIG. 10, network 1019 can consist of
multiple base stations commumcating with the mobile
device.

Signals recerved by antenna 1016 through communication
network 1019 are input to receiver 1012, which may perform
such common receiver functions as signal amplification,
frequency down conversion, filtering, channel selection and
the like. A/D conversion of a received signal allows more
complex communication functions such as demodulation
and decoding to be performed 1n the DSP 1020. In a stmilar
manner, signals to be transmitted are processed, including
modulation and encoding for example, by DSP 1020 and
input to transmitter 1014 for digital to analog conversion,
frequency up conversion, filtering, amplification and trans-
mission over the communication network 1019 via antenna
1018. DSP 1020 not only processes communication signals,
but also provides for receiver and transmitter control. For
example, the gains applied to communication signals 1n
receiver 1012 and transmitter 1014 may be adaptively
controlled through automatic gain control algorithms 1mple-
mented 1 DSP 1020.

Mobile device 1000 generally includes a processor 1038
which controls the overall operation of the device. Commu-
nication functions, including data and voice communica-
tions, are performed through communication subsystem
1011. Processor 1038 also interacts with further device
subsystems such as the display 1022, flash memory 1024,
random access memory (RAM) 1026, auxiliary input/output
(I/0) subsystems 1028, serial port 1030, one or more key-
boards or keypads 1032, speaker 1034, microphone 1036,
other communication subsystem 1040 such as a short-range
communications subsystem and any other device subsys-
tems generally designated as 1042. Serial port 1030 could
include a USB port or other port known to those 1n the art.

Some of the subsystems shown in FIG. 10 periform
communication-related functions, whereas other subsystems
may provide “resident” or on-device functions. Notably,
some subsystems, such as keyboard 1032 and display 1022,
for example, may be used for both communication-related
functions, such as entering a text message for transmission
over a communication network, and device-resident func-
tions such as a calculator or task list.

Operating system soltware used by the processor 1038
may be stored in a persistent store such as flash memory
1024, which may 1nstead be a read-only memory (ROM) or
similar storage element (not shown). Those skilled in the art
will appreciate that the operating system, specific device
applications, or parts thereol, may be temporarily loaded
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into a volatile memory such as RAM 1026. Received
communication signals may also be stored in RAM 1026.
As shown, flash memory 1024 can be segregated into

different areas for both computer programs 1058 and pro-
gram data storage 1050, 1052, 1054 and 1056. These dii-

ferent storage types indicate that each program can allocate
a portion of tlash memory 1024 for their own data storage
requirements. Processor 1038, 1n addition to its operating
system functions, may enable execution of soiftware appli-
cations on the mobile device. A predetermined set of appli-
cations that control basic operations, including at least data
and voice communication applications for example, will
normally be installed on mobile device 1000 during manu-
facturing. Other applications could be installed subsequently
or dynamically.

Applications and software may be stored on any computer
readable storage medium. The computer readable storage
medium may be a tangible or 1n transitory/non-transitory
medium such as optical (e.g., CD, DVD, etc.), magnetic
(e.g., tape) or other memory known 1n the art.

One software application may be a personal information
manager (PIM) application having the ability to organize
and manage data i1tems relating to the user of the mobile
device such as, but not limited to, e-mail, calendar events,
voice mails, appointments, and task items. Naturally, one or
more memory stores would be available on the UE to
facilitate storage of PIM data items. Such PIM application
may have the ability to send and receive data items, via the
wireless network 1019. Further applications may also be
loaded onto the mobile device 1000 through the network
1019, an auxiliary 1I/O subsystem 1028, serial port 1030,
short-range communications subsystem 1040 or any other
suitable subsystem 1042, and 1nstalled by a user in the RAM
1026 or a non-volatile store (not shown) for execution by the
processor 1038. Such flexibility 1n application installation
increases the functionality of the device and may provide
enhanced on-device functions, communication-related func-
tions, or both. For example, secure communication applica-
tions may enable electronic commerce functions and other
such financial transactions to be performed using the mobile
device 1000.

In a data communication mode, a recerved signal such as
a text message or web page download will be processed by
the communication subsystem 1011 and input to the pro-
cessor 1038, which may further process the received signal
for output to the display 1022, or alternatively to an auxiliary
I/O device 1028.

A user of mobile device 1000 may also compose data
items such as email messages for example, using the key-
board 1032, which may be a complete alphanumeric key-
board or telephone-type keypad, whether virtual or real,
among others, 1 conjunction with the display 1022 and
possibly an auxiliary I/O device 1028. Such composed 1tems
may then be transmitted over a communication network
through the communication subsystem 1011.

For voice communications, overall operation of mobile
device 1000 1s similar, except that received signals would
typically be output to a speaker 1034 and signals for
transmission would be generated by a microphone 1036.
Alternative voice or audio I/O subsystems, such as a voice
message recording subsystem, may also be implemented on
mobile device 1000. Although voice or audio signal output
1s generally accomplished primarily through the speaker
1034, display 1022 may also be used to provide an indica-
tion of the identity of a calling party, the duration of a voice
call, or other voice call related information for example.
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Serial port 1030 in FIG. 10 would normally be imple-
mented 1 a personal digital assistant (PDA)-type mobile
device for which synchronization with a user’s desktop
computer (not shown) may be desirable, but 1s an optional
device component. Such a port 1030 would enable a user to
set preferences through an external device or software
application and would extend the capabilities of mobile
device 1000 by providing for information or software down-
loads to mobile device 1000 other than through a wireless
communication network. The alternate download path may
for example be used to load an encryption key onto the
device through a direct and thus reliable and trusted con-
nection to thereby enable secure device communication. As
will be appreciated by those skilled 1n the art, serial port
1030 can further be used to connect the mobile device to a
computer to act as a modem.

Other communications subsystems 1040, such as a short-
range communications subsystem, 1s a further optional com-
ponent which may provide for communication between
mobile device 1000 and diflerent systems or devices, which
need not necessarily be similar devices. For example, the
subsystem 1040 may include an infrared device and asso-
ciated circuits and components or a Bluetooth™ communi-
cation module to provide for commumication with similarly
enabled systems and devices. Subsystem 1040 may further
include non-cellular commumnications such as WiF1 or
WiIMAX.

The structure, features, accessories, and alternatives of
specific embodiments described herein and shown in the
Figures are intended to apply generally to all of the teachings
of the present disclosure, including to all of the embodi-
ments described and illustrated herein, insofar as they are
compatible. In other words, the structure, features, accesso-
ries, and alternatives of a specific embodiment are not
intended to be limited to only that specific embodiment
unless so indicated.

This written description may enable those skilled 1n the
art to make and use embodiments having alternative ele-
ments that likewise correspond to the elements of the
techniques of this application. The intended scope of the
techniques of this application thus includes other structures,
systems or methods that do not differ from the techniques of
this application as described herein, and further includes
other structures, systems or methods with insubstantial
differences from the techniques of this application as
described herein.

The invention claimed 1s:

1. A method for administering multiple management
agents on a mobile device comprising two or more domains,
the method comprising:

receiving, at a policy manager on the mobile device, a

policy from each of the multiple management agents on
the mobile device, the policies controlling at least one
of: access to shared services on the mobile device;
security on the mobile device; or permissions for
functionality of the mobile device;

establishing, by the policy manager, a hierarchy of trust

designating, for each management agent, a respective
level of trust of the management agent, the respective
level of trust of the management agent being a function
of a vendor that provided the management agent,
wherein the 1s known to the policy manager and 1s
associated with a level of trust;

determining which one or more of the domains are

currently active;

consolidating, by the policy manager on the device, the

policies based on rules within the policy manager and
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as a function of which one or more of the domains are
currently active and the hierarchy of trust, thereby
generating a consolidated policy; and

applying the consolidated policy on the mobile device,

thereby controlling at least one of: access to shared
services on the mobile device; security on the mobile
device; or permissions for functionality of the mobile
device;

wherein each of the management agents 1s an entity on the

mobile device which receives policies from a corre-
sponding external management authority.

2. The method of claim 1, wherein the consolidating
comprises creating an aggregate restriction set based on
restriction sets in the policies of each of the multiple
management agents.

3. The method of claim 2, wherein the aggregated restric-
tion set controls the access to shared services on the mobile
device, the security on the mobile device, and the permis-
sions for functionality of the mobile device.

4. The method of claim 2, further comprising updating the
aggregated restriction set responsive to one of the two or
more domains becoming active.

5. The method of claim 4, wherein the consolidating the
policies 1s further based on at least one of: time of day,
location of the mobile device, the network serving the
mobile device, or regulation changes for the mobile device.

6. The method of claam 1, wherein consolidating the
policies allows a management agent full control of a domain
it 1s associated with, but limited control of the shared
services or functionality outside of the domain the manage-
ment agent 1s associated with.

7. The method of claim 1, wherein a policy for a man-
agement agent applies both to a domain associated with the
management agent, as well as to other domains.

8. The method of claim 1, further comprising updating the
consolidated policy upon addition of a new management
agent.

9. A mobile device having a plurality of domains, the
domains comprising concurrently operative operating sys-
tems, the mobile device comprising;:

a processor; and

memory,

wherein the mobile device 1s configured to:

receive, at a policy manager on the mobile device, a

policy from each of multiple management agents on the
mobile device, the policies controlling at least one of:
access to shared services on the mobile device; security
on the mobile device; or permissions for functionality
of the mobile device;

establish, by the policy manager, a hierarchy of trust

designating, for each management agent, a respective
level of trust of the management agent, the respective
level of trust of the management agent being a function
of a vendor that provided the management agent,
wherein the vendor 1s known to the policy manager and
1s associated with a level of trust;

determine which one or more of the domains are currently

active;

consolidate, by the policy manager, the policies based on

rules within the policy manager and as a function of
which one or more of the domains are currently active
and the hierarchy of trust, thereby generating a con-
solidated policy; and

apply the consolidated policy on the mobile device;

wherein each of the management agents 1s an entity on the

mobile device which receives policies from a corre-
sponding external management authority.
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10. The mobile device of claim 9, wherein the mobile
device 1s configured to consolidate by creating an aggregate
restriction set based on restriction sets 1n the policies of each
of the multiple management agents.

11. The mobile device of claim 10, wherein the aggre-
gated restriction set controls the access to shared services on
the mobile device, the security on the mobile device, and the
permissions for functionality of the mobile device.

12. The mobile device of claim 10, wherein the mobile
device 1s further configured to update the aggregated restric-
tion set responsive to one of the two or more domains
becoming active.

13. The mobile device of claim 12, wherein the consoli-
dating the policies 1s further based on at least one of: time
of day, location of the mobile device, the network serving
the mobile device, or regulation changes for the mobile
device.

14. The mobile device of claim 9, wherein consolidating
the policies allows a management agent full control of a
domain 1t 1s associated with, but limited control of the shared
services or functionality outside of the domain the manage-
ment agent 1s associated with.

15. The mobile device of claim 9, wherein a policy for a
management agent applies both to a domain associated with
the management agent, as well as to other domains.

16. The mobile device of claim 9, wherein the mobile
device 1s further configured to update the consolidated
policy upon addition of a new management agent.

17. A non-transitory computer readable medium having
processor executable mstructions stored thereon that, when
executed by a processor of a mobile device having a
plurality of domains, the domains comprising concurrently
operative operating systems, cause the mobile device to:

receive, at a policy manager on the mobile device, a

policy from each of multiple management agents on the
mobile device, the policies controlling at least one of:
access to shared services on the mobile device; security
on the mobile device; or permissions for functionality
of the mobile device;

establish, by the policy manager, a hierarchy of trust

designating, for each management agent, a respective
level of trust of the management agent, the respective
level of trust of the management agent being a function
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of a vendor that provided the management agent,
wherein the vendor 1s known to the policy manager and
1s associated with a level of trust;

determine which one or more of the domains are currently

active:

consolidate, by the policy manager, the policies based on

rules within the policy manager and as a function of
which one or more of the domains are currently active
and the hierarchy of trust, thereby generating a con-
solidated policy; and

apply the consolidated policy on the mobile device;

wherein each of the management agents 1s an entity on the

mobile device which receives policies from a corre-
sponding external management authority.

18. The method of claim 1, Wherein consolidating the
policies as a function of the hierarchy of trust comprises:

detecting a conflict between the policies of first and

second management agents of the multiple manage-
ment agents, the level of trust of the first management
agent being higher than the level of trust of the second
management agent; and

as a result of detecting the conflict, removing the policies

of the second management agent.

19. The mobile device of claim 9, wherein consolidating
policies as a function of the hierarchy of trust comprises:

detecting a conflict between the policies of first and

second management agents of the multiple manage-
ment agents, the level of trust of the first management
agent being higher than the level of trust of the second
management agent; and

as a result of detecting the conflict, removing the policies

of the second management agent.

20. The non-transitory computer readable medium of
claim 17, wherein consolidating the policies as a function of
the hierarchy of trust comprises:

detecting a conflict between the policies of first and

second management agents of the multiple manage-
ment agents, the level of trust of the first management
agent being higher than the level of trust of the second
management agent; and

as a result of detecting the conflict, removing the policies

of the second management agent.
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