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content with locked application programming interfaces are
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configured to perform operations that can include detecting
a content stream directed to a media application on a user
equipment, where audiovisual content of the content stream
1s presented on a display. The operations can include deter-
mining that an application programming interface corre-
sponding to the media application 1s locked such that the
audiovisual content from the content stream 1s not accessible
via the application programming interface; accessing the
audiovisual content that 1s being presented on the display
without accessing the application programming interface
corresponding to the media application; and scraping the
audiovisual content from the display for a time period,
wherein the scraping creates scraped audiovisual content
corresponding to the audiovisual content that was presented
on the display during the time period.
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AUDIOVISUAL CONTENT SCREENING FOR
LOCKED APPLICATION PROGRAMMING

INTERFACES

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of and claims priority to
U.S. patent application Ser. No. 16/117,768, entitled
“Audiovisual Content Screening for Locked Application
Programming Interfaces,” filed Aug. 30, 2018, now U.S. Pat.
No. 10,694,250, which 1s incorporated herein by reference in
its entirety.

BACKGROUND

Communications networks can provide streaming media
content that can be presented to a viewing user on a user
device. In some instances, the media content that 1s being
presented may be objectionable or otherwise not approprate
for the viewing user. In other instances, the viewing user
may be unaware of the type of 1mages and/or audio that waill
be presented by the streaming media content. In conven-
tional systems, an administrator, such as a parent, may
access a settings menu within a media application on the
viewing device to set a ratings limit in order to control
access to media according to what 1s deemed appropriate for
the viewing user based on the age, maturity level, or type of
content. For example, the media content may have a pre-
configured ratings designation, such as “R,” “TV-MA,”
“TV-14.” or other static ratings designation. Thus, conven-
tional mechanisms to control the viewing of content may
prevent access to the entire media program (e.g., a television
show) 1f the media content does not conform to the settings
limit. However, such broad ratings designators may limait
access to otherwise non-objectionable material due to one
scene or portion of the media content that exceeds the ratings
limit or possibly 1s objectionable without exceeding the
ratings limit. The streaming media content may be provided
as part of a streaming media content service. Developers that
provide the streaming media content service may provide a
media application to a viewing user’s device so that the
streaming media content 1s viewed through the media appli-
cation. In order to provide application security, the media
application may have an application programming interface
that 1s locked. If multiple streaming media content services
are used, a parent or administrator may have to set up
multiple media applications for each streaming media con-
tent service, while working within the options that are
statically provided by the media application of the streaming
media content service.

SUMMARY

The present disclosure 1s directed to audiovisual content
screening for locked application programming interfaces,
according to various embodiments. As used herein, the
phrase “audiovisual content” refers to one or more data
packets that are configured to include and/or represent media
in the form of one or more digital images for visual playback
on a device and/or one or more audio files for audible
playback via audio output on of a device. As used herein, the
phrase “content stream” (or variants thereof such as an
assembled media stream) refers to a sequence of one or more
data packets for the audio content and/or video content such
that a device 1s configured by the content stream to present
and provide visual and/or audio output corresponding to the
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2

data packets of the stream. It 1s understood that, as used 1n
the claims, the phrases audiovisual content and content
stream should not be construed as referring to an abstract
idea, judicial exception, or any other non-patentable subject
matter. It 1s understood that the examples discussed herein
are for 1llustration purposes only, and therefore should not be
construed as limiting 1n any way.

According to one aspect of the concepts and technologies
disclosed herein, a system 1s disclosed. In some embodi-
ments, the system can include a processor and a memory. In
some embodiments, the processor and the memory of the
system can be provided by a client edge device, such as but
not limited to a router or a set-top box. The memory can
store computer-executable instructions that, when executed
by the processor, cause the processor to perform operations.
In some embodiments, the operations can include detecting
a content stream directed to a media application on a user
equipment, where audiovisual content of the content stream
1s presented on a display of the user equipment via execution
of the media application. The operations also can include
determining that an application programming interface cor-
responding to the media application 1s locked such that the
audiovisual content from the content stream 1s not accessible
via the application programming interface. The operations
also can include accessing the audiovisual content that i1s
being presented on the display. In some embodiments, the
operations can include accessing the audiovisual content that
1s being presented on the display without accessing the
application programming interface corresponding to the
media application. In some embodiments, accessing the
audiovisual content can occur in response to determining
that the application programming interface 1s locked. In
some embodiments, accessing the audiovisual content can
include bypassing the application programming interface of
the media application such that the display i1s accessed
directly. The operations can also include scraping the audio-
visual content from the display for a time period, where the
scraping creates scraped audiovisual content corresponding,
to the audiovisual content that was presented on the display
during the time period.

In some embodiments, the operations also can include
determining that an audiovisual content 1dentifier that 1den-
tifies the audiovisual content cannot be obtained from the
media application based on the application programming
interface being locked. In some embodiments, the operations
can further include obtaining the audiovisual content 1den-
tifier for the audiovisual content based on the scraped
audiovisual content while the application programming
interface remains locked. In some embodiments, the opera-
tions can further include determining that the content stream
includes tlagged audiovisual content corresponding to a
queued portion of the audio visual content that has not been
presented on the display. The operations can also include
preparing an audiovisual content filter for the flagged audio-
visual content. In some embodiments, the audiovisual con-
tent filter can include one or more of an audio clip replace-
ment 1nstruction, an audio clip cancellation instruction, a
content redirect instruction, a processor builer instruction, a
time jump instruction, an image overlay block, a visual
distortion block, or a content summary block. In some
embodiments, the operations can include providing the
audiovisual content filter to the display such that the audio-
visual content filter filters the flagged audiovisual content
provided by the media application without accessing the
application programming interface.

According to another aspect of the concepts and tech-
nologies disclosed herein, a method 1s disclosed, according
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to an embodiment. The method can include detecting, by a
system that 1s communicatively coupled to a user equip-
ment, a content stream directed to a media application on the
user equipment, where audiovisual content of the content
stream 1s presented on a display of the user equipment via
execution of the media application. The method also can
include determining, by the system, that an application
programming 1nterface corresponding to the media applica-
tion 1s locked such that the audiovisual content from the
content stream 1s not accessible via the application program-
ming interface. The method can include accessing, by the
system, the audiovisual content that 1s being presented on
the display. In some embodiments, the method can include
accessing, by the system, the audiovisual content that is
being presented on the display without accessing the appli-
cation programming interface corresponding to the media
application. In some embodiments, accessing the audiovi-
sual content being presented on the display can occur 1n
response to determining that the application programming,
interface 1s locked. In some embodiments, accessing the
audiovisual content can include bypassing the application
programming interface of the media application such that
the display 1s accessed directly. The method can further
include scraping, by the system, the audiovisual content
from the display for a time period, where the scraping
creates scraped audiovisual content corresponding to the
audiovisual content that was presented on the display during
the time period.

In some embodiments, the method can further include
determining, by the system, that an audiovisual content
identifier that identifies the audiovisual content cannot be
obtained from the media application based on the applica-
tion programming interface being locked. In some embodi-
ments, the method can also 1nclude obtaining the audiovi-
sual content 1dentifier for the audiovisual content based on
the scraped audiovisual content while the application pro-
gramming interface remains locked. In some embodiments,
the method can include determining, via the system, that the
content stream includes flagged audiovisual content corre-
sponding to a queued portion of the audio visual content that
has not been presented on the display. The method can
include preparing, by the system, an audiovisual content
filter for the flagged audiovisual content. In some embodi-
ments, the audiovisual content filter can include one or more
of an audio clip replacement instruction, an audio clip
cancellation instruction, a content redirect instruction, a
processor bufler istruction, a time jump instruction, an
image overlay block, a visual distortion block, or a content
summary block. In some embodiments, the method can
include providing the audiovisual content filter to the display
such that the audiovisual content filter filters the tlagged
audiovisual content provided by the media application with-
out accessing the application programming interface.

According to yet another aspect, a computer storage
medium 1s disclosed. The computer storage medium can
have computer-executable instructions stored thereon. When
the computer-executable instructions are executed by a
processor, the processor can perform operations. In some
embodiments, the processor can be included 1n a computer
system, such as a client edge device that can communica-
tively couple with a user equipment. In some embodiments,
the operations can include detecting a content stream
directed to a media application on a user equipment, where
audiovisual content of the content stream 1s presented on a
display of the user equipment via execution of the media
application. The operations can include determining that an
application programming interface corresponding to the
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4

media application 1s locked such that the audiovisual content
from the content stream 1s not accessible via the application

programming interface. The operations can include access-
ing the audiovisual content that 1s being presented on the
display. In some embodiments, the operations can include
accessing the audiovisual content that i1s being presented on
the display without accessing the application programming
interface that 1s locked corresponding to the media applica-
tion. In some embodiments, the application programming
interface that 1s locked may be referred to as a locked
application programming interface. In some embodiments,
accessing the audiovisual content can occur 1n response to
determining that the application programming interface is
locked. The operations can include scraping the audiovisual
content from the display for a time period, where the
scraping creates scraped audiovisual content corresponding
to the audiovisual content that was presented on the display
during the time period.

In some embodiments, the operations can further include
determining that an audiovisual content identifier that 1den-
tifies the audiovisual content cannot be obtained from the
media application based on the application programming
interface being locked. In some embodiments, the operations
can further include obtaining the audiovisual content 1den-
tifier for the audiovisual content based on the scraped
audiovisual content while the application programming
interface remains locked. In some embodiments, the opera-
tions can further include determining that the content stream
includes tlagged audiovisual content corresponding to a
queued portion of the audio visual content that has not been
presented on the display. In some embodiments, the opera-
tions can further include preparing an audiovisual content
filter for the flagged audiovisual content. In some embodi-
ments, the audiovisual content filter can include one or more
of an audio clip replacement instruction, an audio clip
cancellation instruction, a content redirect instruction, a
processor bufler instruction, a time jump instruction, an
image overlay block, a visual distortion block, or a content
summary block. In some embodiments, the operations can
turther include providing the audiovisual content filter to the
display such that the audiovisual content filter filters the
flagged audiovisual content provided by the media applica-
tion without accessing the application programming inter-
face.

It should be appreciated that the above-described subject
matter may be implemented as a computer-controlled appa-
ratus, a computer process, a computing system, or as an
article of manufacture such as a computer-readable storage
medium. These and various other features will be apparent
from a reading of the following Detailed Description and a
review of the associated drawings.

This Summary 1s provided to introduce a selection of
concepts 1 a simplified form that are further described
below 1n the Detailed Description. This Summary 1s not
intended to 1dentify key features or essential features of the
claimed subject matter, nor 1s i1t intended that this Summary
be used to limit the scope of the claimed subject matter.
Furthermore, the claimed subject matter 1s not limited to
implementations that solve any or all disadvantages noted 1n
any part of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram illustrating an example oper-
ating environment for audiovisual content screening for
locked application programming interfaces, according to an
illustrative embodiment.
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FIG. 2 1s a user imterface diagram showing an example
screen display presenting audiovisual content by a media

application having a locked application programming inter-
face, according to an illustrative embodiment.

FIG. 3A 1s a user interface diagram showing an example
screen display presenting flagged audiovisual content from
a media application having a locked application program-
ming interface, according to an illustrative embodiment.

FIG. 3B 1s a user iterface diagram showing an example
screen display presenting an audiovisual content filter for the
flagged audiovisual content from a media application having
a locked application programming interface, according to an
illustrative embodiment.

FIG. 4A 15 a flow diagram 1llustrating aspects of a method
for screening and filtering audiovisual content presented by
a media application having a locked application program-
ming interface, according to an illustrative embodiment.

FI1G. 4B 1s a flow diagram 1llustrating aspects of a method
for obtaining an audiovisual content identifier to determine
an 1dentity of audiovisual content without accessing a locked
application programming interface of a media application,
according to an illustrative embodiment.

FIG. 4C 1s a flow diagram 1llustrating aspects of a method
for screening and determining flagged audiovisual content
presented by a media application having a locked applica-
tion programming interface, according to an 1illustrative
embodiment.

FIG. 5 1s a diagram illustrating an example network
capable of implementing aspects of the embodiments dis-
cussed herein.

FIG. 6 1s a block diagram illustrating an example com-
puter system capable of implementing aspects of the
embodiments presented and described herein.

FIG. 7 1s a diagram 1illustrating an example user equip-
ment capable of implementing aspects of the concepts and
technologies described herein according embodiments of the
present disclosure.

DETAILED DESCRIPTION

The following detailed description 1s directed to audio-
visual content screening for locked application program-
ming interfaces. In the past, a user’s access to audiovisual
content was dependent on physically traveling to a commer-
cial establishment to rent and/or purchase physical mediums
configured for playback of audiovisual content, such as but
not limited to digital video disks and/or video home system
tape cassettes. However, with the advancement of comput-
ing and networking, viewing users are able to access a
variety of content through network delivered content
streams across various web domains, such as streaming
media services, social media websites, interactive media
applications (e.g., social media applications, video sharing
applications, video chats, etc.) or the like. Because various
developers create and provide access to audiovisual content
from encrypted content streams, third party access to the
content stream, and audiovisual content included therein,
may be limited and/or prevented due to an application
programming interface (“API”") ol a media application being
locked (referred to as a “locked API”). In some embodi-
ments, different rendering formats for presenting audiovi-
sual content may be employed, such as a media application
that 1s associated with a social media platform and uses a
scrolling content feed to present audiovisual content to a
viewing user and/or a media application that uses a content
player associated with a streaming media delivery service to
present audiovisual content corresponding to a film, video
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clip, television show, or other content. Conventional filtering
of audiovisual content (e.g., removal of objectionable audio
clips and/or visual images) may use embedded filtering
modules within the media application and/or rely on access-
ing audiovisual content via the API of the media application
by using a key or other access credentials. However, con-
ventional systems may lack a key, certificate, or other access
credentials to access the audiovisual content presented by
the media application because the media application has a
locked API to screen audiovisual content. Additionally, 1n an
enterprise network, conventional systems for monitoring
content for employees may be msutlicient to capture and
filter objectionable content due to a locked API of various
applications used by an employee.

Thus, embodiments of the present disclosure provide a
system that can screen and monitor audiovisual content of
content streams that may be encrypted and/or directed to a
locked API of a media application. The system can detect
and recognize visual 1mages (e.g., semantics of a string of
characters presented on a display, objects of an i1mage,
words, etc.) and/or audio clips from audiovisual content
being presented. The system can interact with a plurality of
content streams that are directed to diflerent media applica-
tions, where each media application has 1ts own locked API.
The system can scrape the audiovisual content being pre-
sented on a display and invoke advanced content recognition
so as to dynamically formulate a recommended audiovisual
content filter action, such as replacement of a visual 1image,
implement a content redirect, provide an audio replacement,
inject a processor builer nstruction, or other content filter
action. This system can be utilized as both a steward for
content consumption Irom various applications (e.g., a

social media platform and/or media delivery service) as well
as compliance of screen-based interaction for a viewing user
that operates in an enterprise network (e.g., an employee
within a corporate enterprise).

In various embodiments, a media screening service can
provide advanced content recognition that can use audiovi-
sual content that has been scraped from a display (“scraped
audiovisual content”) i1n order to distinguish and identity
visual 1images and artifacts (e.g., objects within audiovisual
content, a scene within pre-recorded content, types ol ges-
tures, and/or categories of activity such as sports, films, etc.),
audio objects (e.g., audio clips that include keywords,
aggressive tones, inappropriate sounds, etc.), and textual
recognition (e.g., semantic 1dentification of text strings to
establish and update a whitelist and/or blacklist). In various
embodiments, a system can execute an audiovisual content
identification application and/or service to identily the
scraped audiovisual content and determine whether the
scraped audiovisual content has objectionable content
through semantic and/or syntactic matches from a data
source. In some embodiments, a system can provide metric
reporting tools so as to detect viewing user prelerences,
identify objection content trends across diflerent media
applications, and/or aggregate collective user feedback. A
system can 1dentily and match simultaneous consumption of
the same audiovisual content on different devices and update
dynamic filter settings so that an audiovisual content filter
can be updated based on aggregated user feedback. The
audiovisual content filter can allow for various filtering
mechanisms, such as content replacement based on the
viewing environment in which the audiovisual content 1s
presented (e.g., varying the filter for work, home, family,
etc.) and/or providing a replacement that textually explains
the objectionable audiovisual content without presenting 1t.
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In some embodiments, a system can be provided for
detection and suppression of audiovisual content presented
by a media application with a locked API, where the media
application 1s associated with a social media platform and/or
content. For example, a user may decide to access a media
application having a locked API. A user may engage, invoke,
and/or authorize a media screening service to be used to
adaptively detect, screen, and suppress inappropriate or
otherwise objectionable content. The media screening ser-
vice can provide suggestions about the filter settings that can
be configured to calibrate the system as to what 1s deemed
appropriate and/or inappropriate for a particular viewing
user. In some embodiments, a user can switch from a
previous profile and/or setting to another profile and/or
setting based on the viewing user. In some instances, the
profile and/or setting can be automatically detected by the
system based on where the viewing user 1s located and/or
capturing of a viewing user’s mood through audio and/or
video mput from a camera and/or microphone on user
equipment.

In various embodiments, the system can implement one or
more algorithms that produce semantic metadata (e.g.,
visual tags, audio keywords, perceived gestures through
iterative analysis of a plurality of images) about audiovisual
content presented by a media application (e.g., a social
media application that can include a social feed that presents
audiovisual content). In some embodiments, a media screen-
Ing service may not necessarily always provide an audiovi-
sual content filter in response to scraping and screening
audiovisual content, but instead may use scraped audiovi-
sual content to classity what 1s deemed explicit, mnappropri-
ate, or otherwise objectionable for a particular viewing user
so as to establish a threshold, which may be assigned a
flagged audiovisual setting value so as to indicate that
certain audiovisual content 1s “flagged™ and possibly 1nap-
propriate for a viewing user. In some embodiments, a media
screening service can accumulate a plurality of instances of
scraped audiovisual content from a variety of media appli-
cations (each having a locked API) to detect and identily
new types of content that potentially could be a “seed” that
becomes widely adopted and 1s potential for presenting
objectionable audiovisual content (e.g., a “meme” that com-
bines visual images with textual strings that otherwise may
not be detected as being objectionable by conventional
systems). In some instances, a user may access a media
screening service to explicitly indicate and/or provide an
identification of specific content that 1s deemed acceptable.
In some embodiments, a media screening service can
prompt a viewing user for feedback regarding audiovisual
content that could be considered objectionable to some
viewers but 1s not being filtered because the scraped audio-
visual content 1s near a threshold, but does not meet or
surpass the threshold, and 1n turn does not cause the system
to provide an audiovisual content filter. If the user indicates
that the audiovisual content should or should not have been
filtered, then the media screening service can update the
dynamic filter settings for the viewing user and act accord-
ingly 1n a future content stream. In some embodiments, a
media screening service can aggregate collective user input
corresponding to one or more instances ol audiovisual
content, and based on the collective user mnput, the media
screening service can establish a baseline value that can be
varied for an individual viewing user according to one or
more variables about the viewing user, such as but not
limited to age, mood, viewing location, type of content, or
other characteristics that can set a threshold by which to
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determine whether to provide an audiovisual content filter to
the user equipment to filter flagged audiovisual content.

In various embodiments, when audiovisual content 1s
determined to be objectionable for a particular viewing user,
the system can prepare an audiovisual content filter that can
include an instruction as to the type of filter that 1s to be
employed, and audiovisual content filter data that can be
used to implement the filter. For example, in some embodi-
ments, an audiovisual content filter can include one or more
istructions associated with an audio clip replacement, an
audio clip cancellation, a content redirect where the audio-
visual content being present 1s redirected to another content
stream (e.g., another 1nstance of content in a playlist and/or
playback feed for the viewing user), a processor bufler
injection that causes a processor of the user equipment to
bufler and/or temporarily pause the rendering of the flagged
audiovisual content so as to allow for a replacement audio
clip and/or visual image to appear, a time jump that causes
playback to skip ahead to another point along the timeline of
the audiovisual content, an 1image overlay that prevents the
flagged audiovisual content from being presented on a
display, a visual distortion block that distorts and/or blurs a
portion of the audiovisual content corresponding with the
flagged portion, and/or a content summary block that blocks
the audio and/or visual image that may be objectionable and
provides an audio and/or visual summary as to why the
content was blocked and/or a description of the content
being block. In some embodiments, an audiovisual content
filter may allow an audio portion of the flagged audiovisual
content to be presented while a visual portion of the flagged
audiovisual content 1s blocked or otherwise filtered. Simi-
larly, 1n some embodiments, an audiovisual content filter
may allow a wvisual portion of the flagged audiovisual
content to be presented while an audio portion of the flagged
audiovisual content 1s blocked or otherwise ({iltered.
Instances of an audiovisual content filter can 1include audio-
visual content filter data that can provide multi-dimensional
data points (e.g., two or three dimensional data points) such
that multi-dimensional renderings can be filtered (e.g., three-
dimensional 1mages within a virtual reality and/or aug-
mented reality environment) and/or multi-channel audio
portions of the audiovisual content can be filtered, replaced,
and/or cancelled.

In some embodiments, the amount of audiovisual content
filters that are provided to a user equipment for a particular
viewing user may be tracked and/or logged so as to deter-
mine whether further actions should be taken, such as
providing recommendations to an administrator and/or pre-
emptively advising the viewing user that certain media
applications may contain content streams that have objec-
tionable audiovisual content prior to any audiovisual content
being presented on a display. In some embodiments, a
system can test and/or provide different audiovisual content
filters to different user equipment for the same flagged
audiovisual content. The system may detect viewing user
reaction and update dynamic filter settings so as to adapt and
employ future audiovisual filters that are amenable to a user.
In some 1nstances, a user may not provide feedback 1n
response to an audiovisual content filter being employed on
a display during playback of audiovisual content. The sys-
tem may alert an administrator that an audiovisual content
filter has been provided to a user equipment. In some
embodiments, a media screening service may detect that a
certain type of audiovisual content corresponds with a
“stress” value (e.g., an action movie would correspond with
a higher stress value than a romantic comedy) and based on
a viewership time of audiovisual content with a high stress
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value, the media screening service may suggest and/or
replace portions of the audiovisual content with content that
has a lower stress value. In some embodiments, a content
creator may repeatedly generate audiovisual content that 1s
objectionable and causes a system to employ an audiovisual
content filter. In some 1nstances, a system can preemptively
block the content stream from being provided to a user
device and/or warn a viewing user that the audiovisual
content 1s associated with a content creator that produces
objectionable content. These and other aspects of the con-
cepts and technologies disclosed herein will be 1illustrated
and described in more detail below.

While some of the subject matter described herein may
occasionally be presented 1n the general context of program
modules that execute in conjunction with the execution of an
operating system and application programs on a computer
system, those skilled in the art will recogmize that other
implementations may be performed in combination with
other types of program modules. Generally, program mod-
ules include routines, programs, components, data struc-
tures, and other types of structures that perform particular
tasks or implement particular abstract data types 1n response
to execution on a processor so as to transform the processor
into a particular machine. Moreover, those skilled 1n the art
will appreciate that the subject matter described herein may
be practiced with other computer system configurations,
including hand-held devices, network servers, multiproces-
sor systems, microprocessor-based or programmable con-
sumer electronics, minicomputers, mainirame computers,
and other particularized, non-generic machines.

Referring now to FIG. 1, aspects of an operating envi-
ronment 100 for implementing various embodiments of the
concepts and technologies disclosed herein for screening
and selectively altering audiovisual content of a content
stream when an application programming interface is locked
will be described, according to an illustrative embodiment.
The operating environment 100 shown 1n FIG. 1 includes a
communications network (“network™) 102, a client edge
device (“CED”) 104, a user equipment (“UE") 140 associ-
ated with a viewing user 130, a collective media screening
system (“CMSS™) 150, a plurality of users 132, a media
content delivery server (“MCDS””) 160, and a content stream
163. Briefly, 1t should be understood that the network 102
can include almost any type of computer networks as well as
communications networks. In various embodiments, the
network 102 can include one or more of a radio access
network, an evolved packet core network, a core network, an
IP-based network, a transport network, an optical transport
network, a circuit switched network, a mobile Wide Area
Network, a combination thereot, or the like. It 1s understood
that the network 102 can communicate with one or more
computing systems (e.g., any of the CED 104, the UE 140
the MCDS 160, and/or the CMSS 150) via one or more
network access points (not shown) that can establish, pro-
vide, and maintain wireless and/or wired communication
links. It 1s understood that one or more instances of a
network access point may provide wired and/or wireless
communicative coupling to any component of the operating
environment 100. A network (e.g., the network 102) can
include, but should not be limited to, one or more of a base
transcelver station, a wireless router, a femtocell, an eNode
B, a NodeB, a gNodeB (1.e., an access point that incorpo-
rates new radio access technology, such as LTE Advanced
and other 5G technology), a multi-standard metro cell node,
an optical network terminal, and/or other network nodes or
combinations thereof that are capable of providing commu-
nication to and/or from the network 102. It should be
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understood that the examples provided are for illustration
purposes only, and therefore should not be construed as
limiting 1n any way.

In various embodiments, the network 102 can be oper-
ated, 1n whole or i part, by a communication service
provider that enables various network services to be offered
and provided to customers, such as one or more of the
plurality of users 132 and/or the viewing user 130, via a
computing system that may be provided by the communi-
cation service provider, such as but not limited to an 1nstance
of the CED 104 that communicatively couples to the UE 140
associated with the viewing user 130. The network 102 can
host and/or be 1n communication with the CMSS 150 that
can host, support, make available, and/or otherwise provide
access to one or more 1nstances of various network services,
such as a media screening service (“MSS”) 151 that can be
implemented to screen and filter audiovisual content pro-
vided to the UE 140 by another network service, such as a
media delivery service (“MDS”) 161. It 1s understood that,
in various embodiments, aspects of the CED 104 may be
implemented within a user equipment (e.g., the UE 140) or
vice versa. The embodiment of the operating environment
100 1llustrated in FIG. 1 shows at least one network service
(e.g., the MSS 151, the MDS 161, or any other service)
being located and/or provided as a remote source from the
CED 104 and/or the UE 140, however 1t 1s understood that
this may not necessarily be the case 1 every embodiment.
It 1s understood that, 1n some embodiments, an 1nstance of
the content stream 163, the audiovisual content 164, and/or
any network service may be hosted and/or provided from
local storage, a remote storage, or a combination thereof. In
some embodiments, instances of the audiovisual content 164
and content interaction objects (e.g., menus, buttons, point-
ers, labels, or other aspects that can be made available on a
screen display shown 1n FIGS. 2, 3A, and 3B) may be stored
and/or retrieved from a local memory storage device (e.g.,
the memory 146 and/or the memory 112), according to
various embodiments. It 1s also understood that, in some
embodiments, the CED 104 and/or the UE 140 may be
configured as and/or provide a virtual terminal such that the
CED 104 and/or the UE 140 provides components for
presentation and reception of audio input and/or output and
visual mput and/or output, where some and/or all data
pertaining to audio and/or video (e.g., one or more mnstances
of the audiovisual content 164 or any other audio data and/or
video data) and some and/or all data pertaining to content
interaction objects (e.g., menus, buttons, pointers, labels, or
other aspects that can be made available on a screen display
shown 1n FIGS. 2, 3A, and 3B) may be stored remotely from

the CED 104 and/or the UE 140, and therefore are received
by the CED 104 and/or the UE 140 from a remote source
(e.g., one or more of the MCDS 160, the CMSS 150, or any
other device connected to the network 102). In some
embodiments, an instance of a screening agent (e.g., the
screening agent 128) may be a virtual agent that 1s provided
as part of the MSS 151, which may be considered a
virtualized service 1 some embodiments. Additional
examples of network services that can be supported and/or
accessed by one or more of the network 102, the MCDS 160,
the CMSS 150, the CED 104, and/or the UFE 140 can include,
but should not be limited to one or more of communication
services, on-demand video content services, video-sharing
services, media hosting services, social media services,
social media platforms, augmented reality services, virtual
reality services, aggregation analysis services for video
content and video-sharing services, compute services, analy-
s1s services, storage services, routing services, switching
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services, relay services, virtualized services, combinations
thereot, and/or other virtualized or non-virtualized network
services. It 1s understood that the examples provided are for
illustration purposes only, and therefore should not be con-
strued as limiting 1n any way.

It should be understood that the term “service,” as used
herein, should be construed as one or more executing
applications or any other computer-executable instructions
that can provide a set of commumnication and/or network
functions and operations on behall of a particular machine
(e.g., the MCDS 160, the CMSS 150, the CED 104, one or
more network elements of the network 102, and/or the UE
140), and therefore the term “service” 1s not used, and shall
not be construed or interpreted, to include or otherwise be
directed to any abstract 1dea or any judicial exception that
pertains to non-patentable subject matter. The network ser-
vices can be used by a service provider, by third parties,
and/or by customers via one or more of user equipment,
servers, computing systems (whether virtualized and/or non-
virtualized), and/or other computing elements according to
the concepts and technologies discussed herein. Further
discussion of embodiments of the network 102 1s provided
with respect to FIG. 6. It should be understood that the
examples provided are for illustration purposes only, and
therefore should not be construed as limiting 1n any way.

In various embodiments, the operating environment 100
can include one of more mstances of the MCDS 160. In
some embodiments, the MCDS 160 can be associated with
at least a portion of the network 102, such as the portion
which 1s operated by the communications service provider.
In some embodiments, the MCDS 160 can be configured as
a content hosting platform that supports the media delivery
service 161 and a media content data source 162. In some
embodiments, the media delivery service 161 can be devel-
oped and/or operated by a third party, such as but not limited
to YOUTUBE Limited Liability Corporation that 1s a sub-
sidiary of GOOGLE Incorporated in Mountain View, Calif.,
NETFLIX Incorporated, AMAZON VIDEO DIRECT that 1s
a subsidiary of AMAZON DOT COM Incorporated,
VIMEO Limited Liability Corporation, or any other audio
and/or video content provider. In various embodiments, the
media delivery service 161 can be accessed by various
devices (e.g., the UE 140) so that a viewing user (e.g., the
viewing user 130) can search for, and request delivery of,
digital content that can be stored 1n one or more 1nstances on
the media content data source 162 and delivered via the
network 102. The media delivery service 161 can include
one or more applications that execute one or more process-
ing units of the MCDS 160 to enable a user’s device (e.g.,
the UE 140) to search for and access instances of digital
media content stored 1n the media content data source 162 so
that presentation of audiovisual content can occur on the
user’s device (e.g., the UE 140). In some embodiments, the
media delivery service 161 may be considered a type of
solftware as a service, a media hosting platform, a media
website, or other network accessible application that pro-
vides digital media content to be provided to the UE 140,
such as via the content stream 163 that includes audiovisual
content 164, which 1s discussed 1n further detail below. It 1s
understood that the media content data source 162 can
include a computer storage medium that provides memory
storage for various instances of digital media content for the
media delivery service 161. In various embodiments, the
MCDS 160 can include one or more instances of a process-
ing unit and a memory unit that are configured 1n a physical
and/or virtual medium so that computing resources can be
scaled based on usage demand from devices requesting
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content from the media delivery service 161. The MCDS
160 can be configured substantially similar to a computer
system 600, which 1s discussed below with respect to FIG.
6.

In various embodiments, the media delivery service 161
can provide one or more instances of the audiovisual content
164 that 1s packaged or otherwise included in one or more
instances of the content stream 163. In various embodi-
ments, mstances of the content stream 163 can be provided
to the UE 140 1n response to a request for the audiovisual
content 164, where the request can include a content 1den-
tifier (e.g., the audiovisual content identifier 165) corre-
sponding to the audiovisual content 164 being requested for
presentation on the UE 140. As such, the media content data
source 162 can include a plurality of instances of digital
media content, each corresponding with a unique content
identifier, such as an instance of the audiovisual content 164
corresponding to the audiovisual content 1dentifier 165. The
media delivery service 161 can receive the request from the
UE 140 and retrieve an instance of the audiovisual content
164 based on the request indicating the audiovisual content
identifier 165. The audiovisual content 164 can include one
or more data packets that are configured to include, repre-
sent, and/or otherwise provide digital media through one or
more digital images for visual playback on a device (e.g., the
UE 140) and/or one or more audio files for audible playback
via audio output on of a device (e.g., the UE 140). The
content stream 163 can include the audiovisual content 164
by packaging instances of one or more data packets retrieved
from the media content data source 162 based on the
audiovisual content 1dentifier 165. Examples of digital
media content that can be presented by execution of one or
more mstances of the audiovisual content 164 can include,
but should not be limited to, box-oflice films (e.g., feature
movies), television shows, documentaries, user-generated
content (e.g., videos, audio clips, moving images, and/or text
that 1s uploaded to a social media platform and/or streaming
service), podcasts, news conferences, or any other audio
content and/or video content that can be presented to the
viewing user 130 via a user device (e.g., the UE 140).
Further discussion of the content stream 163 and the audio-
visual content 164 will be provided below during a discus-
sion of the UE 140. It should be understood that the
examples provided are for illustration purposes only, and
therefore should not be construed as limiting 1n any way.

The operating environment 100 can include one or more
instances of the UE 140. The UE 140 can include a display
142, a processor 144, and a memory 146. The processor 144
can 1nclude one or more hardware components that perform
computations to process data, and/or to execute computer-
executable mstructions of one or more application programs,
operating systems, and/or other software, to provide, at least
in part, presentation of video content and performance of
one or more operations and functions described herein. In
some embodiments, the memory 146 can include volatile
and/or non-volatile memory implemented 1n any method or
technology for storage of information such as computer-
readable instructions, data structures, program modules, or
other data disclosed herein. It 1s understood that, use of the
term “memory” and “computer storage medium” (or varia-
tions thereol) 1n the claims does not include, and shall not be
construed to include, a wave or a signal per se and/or
communication media. Embodiments of a UE (e.g., the UE
140) can include, but should not be limited to, a mobile
communications device, a desktop computer, a laptop com-
puter, a tablet, a smart wearable device (e.g., smart-glasses,
a smart watch, a fitness device), a smart home appliance
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(¢.g., a smart refrigerator, a smart thermostat, a smart picture
frame), a smart television, a smart dongle, a vehicle head
unit, in-transit entertainment device, and/or any other com-
puting systems that can send and/or receive data (e.g., the
audiovisual content 164) with the network 102 for presen-
tation to a viewing user (e.g., the viewing user 130). The UE
140 can include one or more communication interfaces by
which to communicatively couple with the network 102
and/or the CED 104. For example, the UE 140 can include
a transceiver that enables communicative coupling with the
network 102 and/or CED 104. In some embodiments, the
display 142 can communicatively couple with an audiovi-
sual interface of the CED 104 (e.g., a high definition
multimedia interface). In some embodiments, the UE 140
can communicatively couple with a network interface 108 of
the CED 104 (e.g., wired communication port and/or a
wireless radio transceiver of the CED 104, such as a
transceiver 111). It 1s understood that the UE 140 can be
configured substantially similar to, and thus include one or
more components of, an embodiment of a UE discussed with
respect to FIG. 7. Further discussion of an embodiment of a
UE capable of implementing aspects of the operating envi-
ronment 100 1s provided below with respect to FIG. 7. It 1s
understood that zero, one, or more than one instance of the
UE 140 can be present within various embodiments of the
operating environment 100. It should be understood that the
examples provided are for illustration purposes only, and
therefore should not be construed as limiting 1n any way.

In the operating environment 100 shown in FIG. 1, the
memory 146 can include and store a media application 148
that can be executed by the processor 144. In various
embodiments, the media application 148 can include a
content player or any other set of computer-executable
instructions that configures the processor 144 to cause the
display 142 to present at least a portion of an instance of
digital media content, such as the audiovisual content 164.
In some embodiments, the media application 148 can be
accessed via a website and therefore the media application
148 may be provided via a browser or other application such
that 1n response to the UE 140 receiving a content stream
that includes audiovisual content (e.g., the content stream
163 that includes the audiovisual content 164), the media
application 148 can configure and instruct the processor 144
to present at least a portion of the audiovisual content 164 on
the display 142 via a user interface so that the viewing user
130 may view (e.g., watch, listen, and/or interact with) the
audiovisual content 164. In various embodiments, the audio-
visual content 164 can configure the UE 140 to present
visual images and/or produce audible sounds via the display
142 using one or more components discussed with respect to
FIG. 7. It should be understood that the examples provided
are for illustration purposes only, and therefore should not be
construed as limiting in any way.

In various embodiments, the media application 148 1s
configured to include an application programming interface
(“API”) that 1s locked, such as a locked API 149. In various
embodiments, an instance of the content stream 163 can be
directed to an application having a locked API, such as the
media application 148 having the locked API 149. The
locked API 149 refers to a communication interface of the
media application 148 that 1s configured to be accessed via
the use of specific access credentials that are associated with
the media application 148 (e.g., API access credentials 163 A
included 1n the content stream 163). As such, 1f the API
access credentials 163A for the locked API 149 are not
provided to the media application 148, then access to the
media application 148 can be blocked and/or prevented. For
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example, the content stream 163 can include an instance of
the API access credential 163 A such that when the UE 140
receives the content stream 163 and the API access creden-
tials 163A of the content stream 163 are provided to the
locked API 149 of the media application 148, then the media
application 148 permits the content stream 163 to be
received via the locked API 149 for execution and presen-
tation of the audiovisual content 164 on the display 142. In
some embodiments, the content stream 163 can be encrypted
such that any data included therein (e.g., the audiovisual
content 164, audiovisual content identifier 165, the API
access credentials 163A, etc.) cannot be intercepted,
obtained, analyzed, or otherwise determined while the con-
tent stream 163 1s being sent to the media application 148.
In some embodiments, the content stream 163 may be
configured exclusively for the media application 148 such
that any other application besides the media application 148
(e.g., an mstance of a screeming agent 128 discussed below)
cannot decrypt or unlock the content stream 163 1n an

attempt to access any information mcluded therein (e.g., the
audiovisual content 164, the audiovisual content i1dentifier
165, and/or the API access credentials 163A) before the
content stream 163 reaches the media application 148. As
such, information associated and/or included with the con-
tent stream 163 (e.g., the audiovisual content 164 ) cannot be
accessed and/or obtained via the locked API 149 by software
that does not possess an instance of the API access creden-
tials 163A (e.g., the screening agent 128 discussed below).

In various embodiments, the media application 148 can be
configured to receive and execute the content stream 163 to
present the audiovisual content 164 on the display 142 of the
UE 140 so as to provide visual and/or audible output to the
viewing user 130. When the audiovisual content 164 1s
presented on the display 142, the audiovisual content 164
can provide a timeline 166 that indicates a total length of
content presentation. In some embodiments, the viewing
user 130 can interact with the timeline 166 to fast forward,
rewind, or otherwise indicate where and/or at what speed
playback of the audiovisual content 164 should occur. In
some embodiments, the timeline 166 can include an audio-
visual start time indicator 166A, a current time indicator
1668, and an audiovisual end time indicator 166C. The
audiovisual start time indicator 166 A can provide a time-
stamp and/or a visual indicator corresponding to a starting or
initial time at which presentation of the audiovisual content
164 can occur along the timeline 166. The audiovisual start
time 1ndicator 166 A can be fixed along the timeline 166. The
audiovisual end time 1ndicator 166C can provide a time-
stamp and/or a visual indicator corresponding to an ending
or {inal time at which presentation of the audiovisual content
164 will occur along the timeline 166. The audiovisual end
time 1dicator 166C can be fixed along the timeline 166. The
current time indicator 1668 can provide a timestamp and/or
a visual indicator that moves along the timeline 166 while
playback and presentation of the audiovisual content 164
occurs and as such, an instance of a timestamp indicated by
the current time 1ndicator 166B can occur along the timeline
166 as carly as the audiovisual start time indicator 166 A, any
point along the timeline 166 between the audiovisual start
time mdicator 166 A and the audiovisual end time 1ndicator
166C, or as late as the audiovisual end time indicator 166C.
An example of the audiovisual start time indicator 166 A, the
current time indicator 166B, and the audiovisual end time
indicator 166C 1s provided according to various embodi-
ments shown 1n FIG. 2 and FIGS. 3A and 3B.

In various embodiments, the content stream 163 can be
processed by the media application 148 such that the audio-
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visual content 164 1s segmented into a presented portion 170
and a queued portion 167, such as shown and discussed with
respect to FIG. 2 and FIGS. 3A and 3B. The presented
portion 170 refers to the portion (or segment) of the audio-
visual content 164 that has been, and 1s being, presented on
the display 142. A presented portion time period 171 for the
presented portion 170 corresponds with a first segment of
the audiovisual content 164 along the timeline 166 that has
been presented on the display 142 and begins at the audio-
visual start time indicator 166 A and ends at the current time
indicator 166B. The queued portion 167 refers to the remain-
ing portion (or second segment) of audiovisual content 164
that has not yet been provided to and/or presented on the
display 142. The queued portion 167 can include data from
the content stream 163 corresponding to an unpresented
portion of the audiovisual content 164 that 1s in queue to be
processed by the media application 148 and presented on the
display 142. A queued portion time period 168 for the
queued portion 167 corresponds with a second segment of
the audiovisual content 164 along the timeline 166 that 1s
between the current time indicator 1668 and the audiovisual
end time indicator 166C, such as shown 1n FIG. 2 and FIGS.
3A and 3B.

In the operating environment shown in FIG. 1, the
memory 146 can include and store an instance of the
screening agent 128. The screening agent 128 can be asso-
ciated with an audiovisual screening application 114 that
may be installed on the CED 104, which will be discussed
in further detail below. The screening agent 128 can be
configured as an applet, a plug-in, a script, or other set of
computer-readable instructions that can execute on the UE
140 so as to scrape and retrieve audiovisual content (e.g., at
least some of the presented portion 170 of the audiovisual
content 164) directly from the display 142 while the audio-
visual content 164 1s being presented on the display 142 of
the UE 140. In some embodiments, the screening agent 128
may have root access to the UE 140 such that the screening,
agent 128 can directly access the display 142. In other
embodiments, the screening agent 128 may have received
authorization from the viewing user 130 (or any other user
associated with the UE 140) to access the display 142. The
screening agent 128 (and an audiovisual screening applica-
tion 114 discussed below ) may not be authorized to have the
API access credentials 163 A, and therefore does not possess
(and does not obtain) an instance of the API access creden-
tials 163 A associated with the locked API 149 of the media
application 148. As such, the screening agent 128 (and the
audiovisual screening application 114) cannot access the
media application 148 via the locked API 149 and cannot
analyze or otherwise collect information about the content
stream 163 (including the audiovisual content 164) from the
media application 148. Stated differently, the screeming
agent 128 may not be allowed or otherwise authorized to
access the audiovisual content 164 directed to the media
application 148 via the locked API 149 because the screen-
ing agent 128 and the audiovisual screening application 114
do not possess (nor can the screening agent 128 request) the
API access credentials 163 A that would allow access to the
locked API 149 of the media application 148. Thus, observ-
ing and capturing the audiovisual content 164 can occur by
bypassing the locked API 149 and accessing the display 142
directly. It should be understood that the examples provided
are for illustration purposes only, and therefore should not be
construed as limiting in any way.

The screening agent 128 can be communicatively coupled
to the CED 104 so as to receive instructions and send data
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presented on the display 142. In some embodiments, the
processor 144 can include one or more processing cores that
can execute one or more process threads of data and infor-
mation corresponding to an application on the UE 140, such
as a media application process thread 144 A that 1s associated
with processing one or more portions of the audiovisual
content 164 provided by the media application 148 for
presentation of the audiovisual content 164 on the display
142. In some embodiments, the screening agent 128 may be
authorized to access one or more process threads of the
processor 144, and as such, may execute an instruction in
accordance with an audiovisual content filter 122 that affects
the media application process thread 144A, which will be
discussed in further detail below. Further discussion of the
screening agent 128 1s provided below with respect to the
CED 104.

The operating environment 100 shown in FIG. 1 can
include one or more instances of the CED 104. The CED 104
can include one or more 1nstances of an audiovisual inter-
face 106, the network interface 108, a processor 110, the
transceirver 111, and a memory 112. In some embodiments,
the CED 104 can be configured as a wireless router, a
dongle, a smart home assistant, a set-top box, a personal
video recorder, or other network edge device that may be
provided by a communication service provider. In some
embodiments, the CED 104 may be configured as a stand-
alone device that communicatively couples with the UE 140.
In some embodiments, the CED 104 can act as an interme-
diary device between the network 102 and the UE 140 such
that at least some network communications (e.g., the content
stream 163 1n an embodiment) are routed and/or relayed to
and/or from the UE 140 via the CED 104. In some embodi-
ments, the CED 104 may be configured as circuitry that 1s
embedded within a housing of the UE 140. It should be
understood that the examples provided are for illustration
purposes only, and therefore should not be construed as
limiting 1n any way.

In some embodiments, the audiovisual interface 106 can
include a communication port or other communication inter-
face that provides communicative coupling so as to send
and/or recerve data to and/or from the UE 140. For example,
in some embodiments, the audiovisual interface 106 can
include a high definition multimedia interface that can send
and/or receive digital media content to and/or from the UE
140. In some embodiments, the screening agent 128 can
send data that 1s captured and obtained from the display 142
(e.g., scraped audiovisual content 118) to the CED 104 via
the audiovisual interface 106. The network mterface 108 can
provide wired and/or wireless communicative coupling with
other devices (e.g., the UE 140 and/or the network 102). In
some embodiments, the network interface 108 can include a
communication port and/or a channel that 1s established and
provided by the transceiver 111. The transceiver 111 can
include a radio transceiver or other communication trans-
ceiver by which mformation can be provided to and/or from
the CED 104. The processor 110 can include a processing
umt, which may be configured to perform operations based
on computer-readable instructions, such as one or more
application stored 1in the memory 112. For example, one or
more istance of the processor 110 can include one or more
central processing units (“CPUs”) configured with one or
more processing cores, one or more graphics processing unit
(“GPU”) configured to accelerate operations performed by
one or more CPUs, and/or one or more systems on a chip
(“SOC”) to perform computations to process data, and/or to
execute computer-executable instructions of one or more
application programs, operating systems, and/or other soft-
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ware that may or may not include instructions particular to
graphics and/or communications computations. Further dis-
cussion of embodiments of the processor 110 as a processing
unit and/or compute resources can be found with respect to
FIG. 6. The processor 110 can include one or more hardware
components that perform computations to process data,
and/or to execute computer-executable instructions of one or
more application programs, operating systems, and/or other
software, to provide, at least in part, presentation of audio-
visual content and performance of one or more operations
and functions described herein. The processor 110 can be
configured substantially similar to one or more embodiments
discussed with respect to a processor shown 1n FIG. 7 and/or
a processing unit shown in FIG. 6 discussed below.

In some embodiments, the memory 112 can include
volatile and/or non-volatile memory implemented 1n any
method or technology for storage of information such as
computer-readable 1instructions, data structures, soltware
program modules, or other data disclosed herein. It 1s
understood that, use of the term “memory” and “computer
storage medium” (or variations thereof) in the claims does
not include, and shall not be construed to include, a wave or
a signal per se and/or communication media. The memory
112 can 1include a computer storage device that 1s configured
substantially similar to memory discussed with respect to
FIG. 6. In various embodiments, the memory 112 can
include and store an audiovisual screening application, such
as the audiovisual screening application 114. The audiovi-
sual screening application 114 can be associated with the
media screening service 151 provided by a communication
service provider. The audiovisual screening application 114
can be associated and 1n communication with the screening
agent 128. The audiovisual screening application 114 can
provide instructions to the screening agent 128 so that
operations are performed on the UE 140 1n accordance with
the content filtering for the media screening service 151. The
screening agent 128 can be authorized to access the display
142 independently from the media application 148 such that
the screening agent 128 can observe and capture information
being presented on the display 142 by the media application
148 while the media application 148 provides one or more
portions of the audiovisual content 164 to the display 142.
As such, the audiovisual screening application 114 can
activate or otherwise instruct the screening agent 128 to
scrape the audiovisual content 164 that 1s being presented on
the display 142 by the media application 148 executing on
the UE 140. As used hereimn, the term “scrape” and/or
“scraping” refers to and includes observing and capturing
the audiovisual content 164 that 1s being presented by the
display 142, specifically at least some of the presented
portion 170 of the audiovisual content 164 so as to generate
an instance of scraped audiovisual content 118. Therefore,
when the audiovisual screening application 114 scrapes the
display 142 via use of the screening agent 128, an instance
of the scraped audiovisual content 118 1s created and stored
in the memory 112. In some embodiments, as the screening
agent 128 scrapes the display 142 to capture the audiovisual
content 164 being presented, the scraped audiovisual content
118 can be transferred from the UE 140 to the CED 104 via
the audiovisual interface 106 that communicatively couples
the display 142 to the CED 104.

The audiovisual screening application 114 can assign a
scraped time period 1dentifier 120 to the scraped audiovisual
content 118 so as to indicate a time period (e.g., a scraped
time period 121) along the timeline 166 over which scraping,
of the audiovisual content 164 occurred. The scraped time
period 1identifier 120 can include a scraping start time marker

10

15

20

25

30

35

40

45

50

55

60

65

18

120A and a scraping end time marker 120B. The scraping
start time marker 120A can indicate a timestamp marking
the beginning of the scraped time period 121 along the
timeline 166 where the scraping began, and thus corre-
sponds with the beginning of the scraped audiovisual con-
tent 118. The scraping end time marker 120B can indicate a
timestamp marking the end of the scraped time period 121
along the timeline 166 where the scraping ends, and thus
corresponds with the end of the scraped audiovisual content
118.

In various embodiments, the audiovisual screening appli-
cation 114 can create an 1nstance of an audiovisual screening
package 116 that can include the scraped audiovisual content
118 and the scraped time period 1dentifier 120 corresponding,
to the scraped time period 121. An example of the scraped
time period 121 1s shown 1n FIGS. 2, 3A, and 3B, according
to an embodiment. Because the audiovisual screening appli-
cation 114 and/or the screening agent 128 do not have access
to the audiovisual content 164 via the locked API 149 of the
media application 148, the audiovisual screeming application
114 may not be able to receive and/or request the audiovisual
content identifier 165 from the media application 148 1n
order to determine whether the audiovisual content 164
includes objectionable material that can be filtered by the
audiovisual screening application 114. To determine
whether the audiovisual content 164 of the content stream
163 includes flagged audiovisual content (1.e., one or more
instances of visual images and/or audio clips of the audio-
visual content 164 presented on the display 142 that could be
considered objectionable to the viewing user 130), the
identity of the audiovisual content 164 1s determined without
accessing the locked API 149. The audiovisual screening
application 114 may perform operations to determine the
identity of the audiovisual content 164 by obtaining the
audiovisual content i1dentifier 165 that 1s included in the
content stream 163, but cannot be obtained by the screening
agent 128 and/or the audiovisual screening application 114
directly from the media application 148 due to locked API
149, thereby rendering the audiovisual content 164 and any
information about the content stream 163 inaccessible via
the locked API 149. In various embodiments, the audiovi-
sual screening application 114 can determine and obtain the
audiovisual content identifier 163 for the audiovisual content
164 without accessing the locked API 149 based on creating
and using the scraped audiovisual content 118 while the
locked API 149 remains locked and inaccessible to the
audiovisual screening application 114 and the screening
agent 128. To determine and obtain the audiovisual content
identifier 165 based on the scraped audiovisual content 118,
the audiovisual screening application 114 can provide the
audiovisual screening package 116 to the media screening
service 151. The scraped audiovisual content 118 can be
used to determine whether an upcoming, unpresented por-
tion of the audiovisual content 164 (e.g., referred to as the
queued portion 167 of the audiovisual content 164) includes
flagged audiovisual content. It should be understood that the
examples provided are for illustration purposes only, and
therefore should not be construed as limiting 1n any way.
The operating environment 100 shown in FIG. 1 can
include one or more instances of the CMSS 150. In various
embodiments, the CMSS 150 can be configured as one or
more servers or other computer systems, such as a computer
system shown and discussed with respect to FIG. 6. The
CMSS 150 can include physical network functions (e.g.,
processing units and memory) that host and provide the
media screening service 151 for one or more user devices,

such as the UE 140. In some embodiments, the CMSS 150
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and/or the media screening service 151 can be included as
part of the network 102 and/or stored 1n the memory 112 of
the CED 104. It should be understood that the examples
provided are for illustration purposes only, and therefore
should not be construed as limiting 1n any way. In various
embodiments an audiovisual content 1dentification applica-
tion 152 of the media screening service 151 can receive the
scraped audiovisual content 118, which may be included
within the audiovisual screening package 116. The audio-
visual content identification application 152 can provide
image recognition (e.g., via optical character recognition,
pattern matching, gradient matching, etc.) and/or audio
recognition (e.g., via audio fingerprint detection and recog-
nition) for the scraped audiovisual content 118 1n order to
identify the audiovisual content captured by the scraped
audiovisual content 118. In some embodiments, the audio-
visual content 1dentification application 152 can extract the
scraped audiovisual content 118 from the audiovisual
screening package 116, identily the scraped time period
identifier 120 that identifies the scraped time period 121,
access the media content data source 162 and compare audio
and/or visual data from the scraped audiovisual content 118
to one or more instances of various media content stored
within the media content data source 162 based on the
scraped time period identifier 120 so as to match and
determine the identity of the audiovisual content 164 being
presented on the display 142. For example, the audiovisual
content identification application 152 may compare portions
of media content (stored in the media content data source
162) that coincide with the timestamps from the scraped
time period 121 indicated by the scraped time period 1den-
tifier 120 (e.g., the scraping start time marker 120A and the
scraping end time marker 120B) so as to perform image
and/or audio recognition on the scraped audiovisual content
118. By the audiovisual screening application 114 including
the scraped time period identifier 120 in the audiovisual
screening package 116 and by isolating the comparison of
the scraped audiovisual content 118 to select segments of the
media content from the media content data source 162 that
comncide with scraped time period identifier 120 of the
scraped audiovisual content 118, the processor utilization
time may decrease and the time for accessing memory
storage (e.g., the media content data source 162) may also
decrease, thereby enabling improved functionality of the
media screening service 151 and higher hardware resource
utilization efliciency.

In response to the audiovisual content identification appli-
cation 152 detecting a match between the scraped audiovi-
sual content 118 and the media content from the media
content data source 162 over the scraped time period 121
indicated by the scraped time period identifier 120, the
audiovisual content identification application 152 can obtain
the corresponding identifier for the media content that
indicated a match. For example, the audiovisual content
identification application 152 can detect that an instance of
the audiovisual content 164 that i1s stored on the media
content data source 162 matches the scraped audiovisual
content 118 over the scraped time period identifier 120, and
as such, the audiovisual content i1dentification application
152 can obtain the audiovisual content identifier 165 that
corresponds with the audiovisual content 164 (and therefore
also the scraped audiovisual content 118).

In various embodiments, once the audiovisual content
identification application 152 determines that the audiovi-
sual content 1dentifier 165 corresponds with the scraped
audiovisual content 118, thereby indicating that the scraped
audiovisual content 118 corresponds with the audiovisual

10

15

20

25

30

35

40

45

50

55

60

65

20

content 164, the audiovisual content i1dentifier 165 can be
provided to the audiovisual screening application 114. The
audiovisual screening application 114 can access an audio-
visual content map 153. The audiovisual content map 153
may be stored i the memory 112, 1n a memory storage
device of the CMSS 150, and/or another accessible location
via the network 102. The audiovisual content map 153 can
map and point to an instance of an audiovisual content
profile that 1s associated with an instance of audiovisual
content available from the media content data source 162,
such as the audiovisual content profile 154 that 1s associated
with the audiovisual content 164 having the audiovisual
content 1dentifier 165. For example, using the audiovisual
content 1dentifier 165 that was determined based on the
scraped audiovisual content 118, the audiovisual content
map 153 can point to the audiovisual content profile 154
which includes information pertaining to possible objection-
able material or other content that could be filtered during
playback of the audiovisual content 164. In some embodi-
ments, the audiovisual content profile 154 can be configured
as a data table or other searchable index that includes
information about the audiovisual content 164, specifically
indicating whether objectionable visual images and/or audio
clips are and/or could be present within the audiovisual
content 164.

In some embodiments, the audiovisual content profile 154
can be based on data that 1s recerved from one or more users
that have viewed the audiovisual content 164 and provided
feedback and/or data that 1s determined based on actions
and/or behaviors of the one or more users that have viewed
and/or commented about the audiovisual content 164. For
example, the CMSS 150 may detect, receive, and/or obtain
collective user mput 133 from a plurality of users 132 that
have viewed, commented, interacted, and/or reacted to the
audiovisual content 164 in various forms. For example, one
or more users from the plurality of users 132 may have
viewed the audiovisual content 164 and provided specific
teedback about objectionable material to the media delivery
service 161, where the feedback can be used as a trigger 1n
determining whether portions of the audiovisual content 164
should be filtered, as further discussed below. In other
instances, one or more users may not have commented about
the audiovisual content 164 on a social media platform or
other media service, and the comments may be 1included 1n
the collective user mput 133 so that the media screeming
service 151 can compile and configure the audiovisual
content profile 154. It should be understood that the
examples provided are for illustration purposes only, and
therefore should not be construed as limiting 1n any way.

In various embodiments, the audiovisual content profile
154 may be assigned to the audiovisual content 164, such as
by including a reference to the audiovisual content 1dentifier
165. In some embodiments, the audiovisual content profile
154 may not be assigned to a specific user or account, but
instead be available for reference and use for content filter-
ing on one or more UE’s for a variety of viewing users that
may or may not be associated with each other. In other
embodiments, the audiovisual content profile 154 may be
generated specifically for a customer of the communication
service provider, a customer account, a specific UE (e.g., the
UE 140), or other designated devices. It should be under-
stood that the examples provided are for illustration pur-
poses only, and therefore should not be construed as limiting
In any way.

The audiovisual content profile 154 can include an audio-
visual content flag 1355, one or more 1nstance of a flagged
time 1ndicator 156, one or more 1nstance of flagged audio-
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visual content 157, one or more instance of a flagged
audiovisual setting value 158, and one or more 1nstance of
flagged content object data 159. The audiovisual content flag
155 can indicate the presence of an instance of flagged
audiovisual content 157 that corresponds with an 1nstance of
the flagged time indicator 156. As used herein, the phrase
“flagged audiovisual content” (or variations thereot, such as
“flagged content™) refers to and includes an instance of data
from the audiovisual content 164 that provides presentation
of a visual image and/or audio clip which 1s (or could be)
designated to be objectionable to one or more users (e.g., the
viewing user 130 and/or one or more use of the plurality of
users 132) and therefore may trigger the use of an audiovi-
sual content filter discussed below. As such, in some
embodiments, a portion of the audiovisual content 164 can
be designated in the audiovisual content profile 154 as an
istance of flagged audiovisual content 157.

In various embodiments, when an istance of the flagged
audiovisual content 157 1s present within a portion of the
audiovisual content 164, the audiovisual content profile 154
can store, reference, or otherwise include an instance of the
audiovisual content flag 155 that i1s associated with the
flagged audiovisual content 157. As such, the audiovisual
screening application 114 (or another application or service,
such as the media screeming service 1351) can access the
audiovisual content profile 154 to determine whether one or
more nstances of the audiovisual content flag 155 exist for
the audiovisual content 164. Each instance of the audiovi-
sual content flag 155 and the flagged audiovisual content
157 are associated with an instance of the flagged time
indicator 156 that defines a timestamp, time period, or other
time 1ndicator as to where along the timeline 166 the flagged
audiovisual content 157 occurs, such as shown in FI1G. 2 and
FIGS. 3A-3B. The flagged time indicator 156 can corre-
spond with either the queued portion 167 of the audiovisual
content 164 or the presented portion 170 of the audiovisual
content 164.

By way of example, in some embodiments, the audiovi-
sual screening application 114 may determine that an
instance of the audiovisual content tlag 155 exists within the
audiovisual content profile 154 for the audiovisual content
164, and that the flagged time 1ndicator 156 (associated with
the audiovisual content flag 155) corresponds with the
queued portion 167 of the audiovisual content 164 (e.g., a
time mdicated by the flagged time 1indicator 156 lies within
the queued portion time period 168 that has not yet been
presented on the display 142 but 1s 1n queue to be presented)
so as to indicate that flagged audiovisual content 157 1s 1n
queue to be presented on the display 142. Therefore, when
the tlagged time indicator 156 corresponds with the queued
portion 167 of the audiovisual content 164, then the audio-
visual screenming application 114 can determine that the
flagged audiovisual content 157 1s 1n queue to be presented,
but has not yet been presented, on the display 142, and in
turn can trigger further analysis as to whether to filter to the
flagged audiovisual content 157. For each instance of the
audiovisual content flag 155, the audiovisual screening
application 114 and/or the media screening service 151 can
determine whether an instance of an audiovisual content
filter 122 should be generated for the corresponding instance
of the flagged audiovisual content 157. It should be under-
stood that the examples provided are for illustration pur-
poses only, and therefore should not be construed as limiting,
In any way.

Each instance of the flagged audiovisual content 157 can
correspond with a flagged audiovisual setting value 158 and
an 1nstance of tlagged content object data 159. The flagged
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audiovisual setting value 158 can be used to compare against
one or more parameters, values, rules, or other definitions
from the dynamic filter settings 131 associated with the UE
140 and/or viewing user 130. The flagged audiovisual con-
tent 157 can be associated with a visual image and/or an
audio clip of the audiovisual content 164, and therefore the
audiovisual setting value 158 can define a comparable value
associated with the flagged audiovisual content 157 by
which to determine whether a visual image and/or audio clip
should be filtered. For example, in an embodiment, the
audiovisual screening application 114 and/or the media
screening service 151 can compare the flagged audiovisual
setting value 158 against one or more limit from the dynamic
filter settings 131 that relate to the flagged audiovisual
content 157. Further discussion of the dynamic filter settings
131 1s provided below. If the flagged audiovisual setting
value 158 1s within a defined percentage of a limit (e.g.,
within three percent of a threshold value) of the dynamic
filter settings 131 and/or meets or exceeds a limit of the
dynamic filter settings 131, then the audiovisual screening
application 114 and/or the media screening service 151 can
invoke or otherwise command that an 1stance of an audio-
visual content filter should be employed. It 1s understood
that, in some embodiments, the media screeming service 151
may instantiate an instance of an audiovisual content flag
(e.g., the audiovisual content flag 155) based on a defined
number of feedback instances where user input (e.g., the
collective user input and/or the viewing user response 134)
indicates that a particular presented portion 170 of the
audiovisual content 164 should or should not have been
flagged or otherwise filtered (e.g., via a fixed or dynamic
number of mstances of mput that correspond with a specific
time 1indicator along the timeline 166, where the input
indicates that audiovisual content 164 should have been
flagged, thereby causing the media screening service 151
and/or the audiovisual screeming application 114 to auto-
matically instantiate an mstance of the audiovisual content
flag 155 and assign a flagged audiovisual setting value 158
within the audiovisual content profile 154). By this, aspects
of the CMSS 150 can dynamically adjust what audiovisual
content should be allowed to be presented and/or filtered
based on the severity of the particular flagged audiovisual
content (as indicated by a corresponding flagged audiovisual
setting value), while also being able to dynamically adjust
the dynamic filter settings 131 for a particular viewing user
and/or user equipment. In some embodiments, an audiovi-
sual content flag 155 may be dynamically removed after a
defined number of inputs from one or more users indicating
that the corresponding audiovisual content should not be
filtered or otherwise censored due to not being objection-
able. Similarly, aspects of the dynamic filter settings 131 for
a particular user (e.g., the viewing user 130) may be adjusted
and/or modified based on an instance of an audiovisual
content flag being instantiated and/or removed from an
audiovisual content profile 154. It should be understood that
the examples provided are for 1llustration purposes only, and
therefore should not be construed as limiting 1n any way.
In some embodiments, when an audiovisual content filter
1s to be employed (e.g., the audiovisual content filter 122),
the audiovisual screening application 114 and/or the media
screening service 1351 can pull, reference, or otherwise use
an 1nstance ol flagged content object data 1359 that 1is
associated with the flagged audiovisual content 157, the
audiovisual content tlag 155, and the flagged time indicator
156. The flagged content object data 159 can be used to
create an mnstance of an audiovisual content filter (e.g., the
audiovisual content filter 122). The flagged content object
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data 159 can include 1mage data and/or audio data pertaining
to parameters of the tlagged audiovisual content 157, such as
pixel location (e.g., in two or more coordinates) pertaining,
to where visual 1mages of the flagged audiovisual content
157 are presented on the display 142, audio clip duration
and/or sound frequencies corresponding to the flagged
audiovisual content 157, one or more strings providing
descriptions of the flagged audiovisual content 157, or any
other data that can be used to create, invoke, employ, and/or
provide an instance of an audiovisual content filter 122,
which 1s discussed below in further detail following as
discussion of the dynamic filter settings 131.

In various embodiments, the media screening service 151
can 1nclude one or more 1nstances of dynamic filter settings
131 that are associated with a specific customer of the
communication service provider, a customer account, a
specific UE (e.g., the UE 140), or other designated devices.
For example, an mstance of the dynamic filter settings 131
can be assigned to the UE 140 and/or the viewing user 130
that 1s associated with the UE 140. The dynamic filter
settings 131 can include parameters, thresholds, rules or
other values that define, designate and/or pertain to a limait
by which to determine whether an audiovisual content filter
should be employed. For example, the dynamic filter set-
tings 131 can include one or more parameters that establish
categories of audiovisual content that are allowed and/or not
allowed to be presented on the UE 140 (e.g., horror, adult
content, certain comedy shows, types of chat rooms, types of
video games, etc.). The dynamic filter settings 131 can
include thresholds that define a value by which to compare
against the audiovisual content profile 154, such as a thresh-
old value for the amount of objectionable words presented
(visually and/or audibly) on the UE 140, a value correspond-
ing to an amount of viewing time that 1s allowed for certain
applications and/or users (e.g., the media application 148
and/or the viewing user 130), or other values that may be
defined and designated based on user input and/or dynami-
cally independent of direct user iput. The dynamic filter
settings 131 can include rules, such as the type of audiovi-
sual content filter that can be invoked and/or employed when
flagged audiovisual content 1s present within the audiovisual
content. For example, when one or more words in the
queued portion 167 of the audiovisual content 164 are
present and are 1n queue to be presented (visually and/or
audibly) on the UE 140, then the dynamic filter settings 131
may indicate whether such words, phrase, 1dioms, or the like
are allowed and 1f not, indicate that an audiovisual content
filter should be generated with a specific instruction, such as
discussed below in further detail. It should be understood
that the examples provided are for 1llustration purposes only,
and therefore should not be construed as limiting 1n any way.

In some embodiments, an instance of dynamic filter
settings 131 can be created, configured, adapted, and/or
updated based on a response and/or reaction from one or
more users associated with the UE 140 (e.g., the viewing
user 130). In some embodiments, the audiovisual screening
application 114, the screening agent 128, and/or the media
screening service 151 can enable the viewing user 130 to
configure, set, and/or adjust one or more parameters of the
dynamic filter settings 131 via a viewing user response 134.
In some embodiments, the screening agent 128 can detect a
reaction from the viewing user 130 (and/or other users such
as one of the plurality of users 132 that may view the
audiovisual content 164) based on what 1s being presented
on the display 142, such as the audiovisual content 164
and/or an 1nstance of an audiovisual content filter. In some
embodiments, the viewing user 130 can be associated with
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a viewing user response 134 that 1s detected by the screening
agent 128 and/or received as input from the viewing user
130. For example, 11 the viewing user 130 (or any other user
that can view the display 142) reacts 1n a certain manner to
the audiovisual content 164 being presented and/or to an
instance of an audiovisual content filter 122 that 1s provided
to filter tlagged audiovisual content, the screening agent 128
may detect the user reaction (e.g., via a video capture device
and/or audio capture device of the UE 140) and/or receive
the user reaction (e.g., based on direct user input to the UE
140, such as through a remote control device), and 1n
response to detecting and/or receiving the reaction, can
generate a message that includes the viewing user response
134, which 1n turn can be relayed to the audiovisual screen-
ing application 114 and/or the media screening service 151.
The viewing user response 134 can be used to update,
modily, alter, (re)configure, and/or define one or more
settings within the dynamic filter settings 131 associated
with the UE 140 and/or the viewing user 130 so as to
customize the screening and filtering service provided to the
viewing user 130. It should be understood that the examples
provided are for illustration purposes only, and therefore
should not be construed as limiting in any way.

In various embodiments, the audiovisual screening appli-
cation 114 can prepare an instance of the audiovisual content
filter 122 for the tlagged audiovisual content 157 so as to
filter the tlagged audiovisual content that 1s 1n queue to be
presented on the display 142. In some embodiments, the
audiovisual screening application 114 may prepare an
instance of the audiovisual content filter 122 1n response to
determining that the audiovisual content 164 of the content
stream 163 includes the flagged audiovisual content 157,
such as based on the audiovisual content flag 155 for the
flagged audiovisual content 157 having an instance of the
flagged time indicator 156 that corresponds with the queued
portion 167 of the audiovisual content 164 that has not yet
been presented on the display 142. In various embodiments,
objectionable content that 1s presented in the form of visual
images and/or audio clips from the audiovisual content 164
can be filtered via one or more instance of the audiovisual
content filter 122. The audiovisual content filter 122 can
include audiovisual content filter data 124 that provides the
screening agent 128 with information as to when the tlagged
audiovisual content 157 of the audiovisual content 164 will
occur along the timeline 166, what portion of the display 142
to filter, and/or the duration or sound that should be filtered
by the audiovisual content filter 122. In some embodiments,
the flagged content object data 159 can be used to create an
instance of the audiovisual content filter data 124 such that
the screening agent 128 is instructed to provide wvisual
filtering and/or audio filtering at a point along the timeline
corresponding to the tlagged time indicator 156 so that the
flagged audiovisual content 157 1s filtered, masked, blocked,
or otherwise not presented to the viewing user 130 by the
display 142 of the UE 140.

In various embodiments, the audiovisual content filter 122
can include one or more filtering instruction that can prevent
the flagged audiovisual content 157 of the audiovisual
content 164 from being presented by the display 142. For
example, the audiovisual content filter 122 can include one
or more ol an audio clip replacement instruction 126 A, an
audio clip cancellation instruction 126B, a content redirect
instruction 126C, a processor buller instruction 126D, a time
jump instruction 126E, an mstruction for an image overlay
block 126F, an instruction for a visual distortion block 126G,
or an 1nstruction for a content summary block 126H. The
audio clip replacement instruction 126 A can instruct the
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screening agent 128 to replace an audio clip (1.e., a portion
ol audible output presented by the display 142) associated
with the flagged audiovisual content 157 with a replacement
audio clip, which may be defined by the audiovisual content
filter data 124. Thus, when the screening agent 128 executes
the audio clip replacement instruction 126A, the UE 140
presents a replacement audio clip on the display 142 (at a
time along the timeline 166 corresponding to the flagged
time 1ndicator 156) mstead of audio from the flagged audio-
visual content 157. The audio clip cancellation 1nstruction
1268 can instruct the screening agent 128 to mute, cancel,
and/or selectively block audio output from the display 142
corresponding to the flagged audiovisual content 157, where
the portion of audio that 1s to be cancelled can be defined or
otherwise indicated by the audiovisual content filter data
124. The content redirect instruction 126C can instruct the
screening agent 128 to present alternate audiovisual content
in place of the audiovisual content 164 so as to no longer
present the audiovisual content 164 and instead redirect the
processor 144 to execute the alternate audiovisual content
that can be defined and/or provided by the audiovisual
content filter data 124.

The processor bufler instruction 126D can instruct the
screening agent 128 to inject a bufller instruction into a
processing thread of the processor 144 so as to invoke a
pause or buflering action that temporarily ceases the pre-
sentation on the display 142, which 1n turn skips the pre-
sentation of the flagged audiovisual content 157 so as to
cllectively filter and cause the ﬂagged audiovisual content
157 to not be presented. For example, 1n some embodiments,
the processor 144 can include one or more processing cores
that can execute one or more process threads for data and
information corresponding to an application on the UE 140,
such as the media application process thread 144 A that 1s
associated with processing data of the content stream 163 to
provide to the display 142 for presentation of the audiovisual
content 164 via the display 142. The screeming agent 128 can
invoke the processor bufler instruction 126D at a time along
the timeline 166 corresponding to the tlagged time 1ndicator
156 to cause an interruption to the media application process
thread 144 A so as to prevent the flagged audiovisual content
157 from being processed and presented on the display 142.
The time jump nstruction 126F can instruct the screening
agent 128 to jump or skip past the time along the timeline
166 corresponding to the flagged time indicator 156 such
that the tlagged audiovisual content 157 1s not presented on
the display 142. The 1nstruction for an image overlay block
126F can command the screening agent 128 to provide a
visual 1mage that 1s overlaid on the flagged audiovisual
content 157 according to the audiovisual content filter data
124, such as shown 1in FIG. 3B. The instruction for a visual
distortion block 126G can command the screening agent 128
to distort and/or blur a visual 1image portion corresponding,
to the flagged audiovisual content 157 at a time along the
timeline 166 corresponding to the flagged time indicator 156
such that the flagged audiovisual content 157 1s filtered or
otherwise obscured on the display 142. The instruction for a
content summary block 126H can instruct the screening
agent 128 to provide a text box, block, or other visual and/or
audible representation of describing the flagged audiovisual
content 157 and/or describing why the flagged audiovisual
content 157 1s being {iltered or otherwise not presented. It 1s
understood that filtering through the use of the audiovisual
content filter 122 can occur while the locked API 149
remains locked. It should be understood that the examples
provided are for illustration purposes only, and therefore
should not be construed as limiting in any way.
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In various embodiments, the audiovisual screening appli-
cation 114 can provide the audiovisual content filter 122 to
the UE 140 such that the audiovisual content filter 122 can
filter the flagged audiovisual content provided by media
application 148. For example, the audiovisual screening
application 114 can send the audiovisual content filter 122 to
the screeming agent 128, which 1n turn can execute one or
more instructions and/or the audiovisual content filter data
124 so that the audiovisual content filter 122 can filter the
flagged audiovisual content 157 at the time along the time-
line 166 corresponding to the flagged time indicator 156,
where the filtering occurs without accessing the locked API
149. In some embodiments, 1f the audiovisual content filter
122 visually filters the flagged audiovisual content 157 (e.g.,
via the image overlay block 126F, the visual distortion block
126G, and/or the content summary block 126H), then the
audiovisual screening application 114 can remove or other-
wise cease presentation of the audiovisual content filter 122
sO as to resume presentation of the audiovisual content 164
without any filter. It should be understood that the examples
provided are for illustration purposes only, and therefore
should not be construed as limiting in any way.

FIG. 1 1llustrates the operating environment 100 having
one 1nstance the network 102, the CED 104, the audiovisual
interface 106, the network interface 108, the processor 110,
the transceiver 111, the memory 112, the audiovisual screen-
ing application 114, the audiovisual screenming package 116,
the scraped audiovisual content 118, the scraped time period
identifier 120, the scraping start time marker 120A, the
scraping end time marker 120B, the scraped time period
121, the audiovisual content filter 122, the audiovisual
content filter data 124, the audio clip replacement instruction
126 A, the audio clip cancellation nstruction 126B, the
content redirect instruction 126C, the processor buller
instruction 126D, the time jump nstruction 126E, the image
overlay block 126F, the visual distortion block 126G, the
content summary block 126H, the viewing user 130, the
plurality of users 132, the collective user input 133, the
viewing user response 134, the UE 140, the display 142, the
processor 144, the media apphcatlon process thread 144 A,
the memory 146, the media application 148, the locked API
149, the screening agent 128, the CMSS 150, the media
screening service 151, the audiovisual content identification
application 152, the audiovisual content map 133, the
dynamic filter settings 131, the audiovisual content profile
154, the audiovisual content flag 1355, the flagged time
indicator 156, the flagged audiovisual content 1357, the

flagged audiovisual setting value 138, the flagged content
object data 159, the MCDS 160, the media delivery service

161, the media content data source 162, the content stream
163, the API access credentials 163 A, the audiovisual con-
tent 164, the audiovisual content 1dentifier 165, the timeline
166, the audiovisual start time indicator 166 A, the current
time indicator 166B, the audiovisual end time indicator
166C, the queued portion 167, the queued portion time
period 168, the presented portion 170, and the presented
portion time period 171. It should be understood, however,
that some 1mplementations of the operating environment
100 can include zero, one, or more than one 1nstances of the
above listed elements of the operating environment 100
shown 1n FIG. 1. As such, the illustrated embodiment of the
operating environment 100 1s understood to be illustrative
and should not be construed as being limiting 1n any way.

Turning now to FIG. 2 with continued reference to FIG.
1, a user mterface diagram showing an example of a screen
display 200 1s provided according to an illustrative embodi-
ment. The screen display 200 illustrates an example of




US 10,841,652 B2

27

presenting an instance of the audiovisual content 164 by the
media application 148 that has the locked API 149, accord-
ing to an embodiment. In an embodiment, the UE 140 can
execute the media application 148 to present the audiovisual
content 164 via the display 142. It 1s understood that the
audiovisual content 164 may include presentation of visual
images and/or audio clips that provide audible sounds via
the display 142. By way of example, in an embodiment,
presentation of the audiovisual content 164 can span along
various points of the timeline 166. The timeline 166 can
include the current time 1ndicator 1668 which moves along
the timeline 166 (e.g., from the audiovisual start time
indicator 166 A towards the audiovisual end time indicator
166C) as the audiovisual content 164 1s played and pre-
sented on the display 142. In some embodiments, the current
time indicator 1668 can be configured to provide a time-
stamp (e.g., formatted 1n hours, minutes, and seconds). It
should be understood that the examples provided are for
illustration purposes only, and therefore should not be con-
strued as limiting 1n any way.

In various embodiments, the visual 1images and/or audio
clip that 1s currently being presented on the display 142
corresponds with the presented portion 170 of the audiovi-
sual content 164 and the presented portion time period 171
which spans from the audiovisual start time indicator 166 A
to the current time indicator 166B. It 1s understood that as
the audiovisual content 164 continues to be presented on the
display 142, the current time indicator 166B progresses
along the timeline 166 towards the audiovisual end time
indicator 166C, which 1n turn causes the presented portion
time period 171 to increase because the presented portion
170 of the audiovisual content 164 has increased. Similarly,
as the current time indicator 166B progresses along the
timeline 166 towards the audiovisual end time indicator
166C, the queued portion time period 168 will decrease
along the timeline 166 because the queued portion 167 of the
audiovisual content 164 (1.c., the portion of the audiovisual
content 164 that 1s in queue to be processed and presented
on the display 142 but has not yet been presented on the
display 142) decreases as the current time indicator 1668
gets closer to the audiovisual end time i1ndicator 166C. As
such, as the presented portion 170 of the audiovisual content
164 increases, the queued portion 167 decreases.

In some embodiments, the audiovisual screening appli-
cation 114 may detect that the media application 148 has an
API that 1s locked (e.g., the locked API 149) and in turn may
use the screening agent 128 to determine an 1dentity of the
audiovisual content 164 being presented on the display 142
in order to screen the audiovisual content 164 for instances
of flagged audiovisual content 157 within the portion of the
audiovisual content 164 that has not yet been presented on
the display 142 (1.e., the queued portion 167). In the embodi-
ment 1llustrated 1n FIG. 2, the audiovisual screening appli-
cation 114 and/or the screening agent 128 may begin scrap-
ing (e.g., by capturing instances of audio and/or a visual
image from display 142) the audiovisual content 164 from
the display 142 while the current time indicator 166B
progresses along the timeline 166 so as to create the scraped
audiovisual content 118. The audiovisual screening applica-
tion 114 and/or the screening agent 128 may begin scraping
the audiovisual content 164 from the display 142 at any
point after the audiovisual start time indicator 166 A, such as
at a time period (e.g., the scraped time period 121) along the
timeline 166 indicated by the scraping start time marker
120A. As such, the scraping start time marker 120A (which
corresponds to the time along the timeline 166 where the
scraped audiovisual content 118 begins) will be positioned
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within the presented portion time period 171 along the
timeline 166. As the scraping continues while the audiovi-
sual content 164 1s being presented on the display 142, the
scraped time period 121 indicated by the scraped time period
identifier 120 increases based on the amount of time that
clapses during the scraping. In the embodiment shown 1n
FIG. 2, the scraped time period 1dentifier 120 corresponds
with the difference in time between the scraping start time
marker 120A and the scraping end time marker 1208, which
in the example shown 1 FIG. 2, the scraping end time
marker 1208 coincides with the current time indicator 1668
because the scraping may be ongoing; however, it 1s under-
stood that this may not necessarily be the case 1n every
embodiment. In some embodiments, the scraping of the
audiovisual content 164 may end despite the media appli-
cation 148 continuing to present the audiovisual content
164. As such, the scraped audiovisual content 118 corre-
sponds with the audiovisual content 164 that was presented
on the display 142 beginning at a time along the timeline 166
indicated by the scraping start time marker 120A and ending
at a time along the timeline 166 indicated by the scraping
end time marker 120B so as to yield the scraped time period
121, which 1s indicated by the scraped time period identifier
120. Thus, as seen 1n FIG. 3A, the presentation of the
audiovisual content 164 may continue and the current time
indicator 166B can progress along the timeline 166 towards
the audiovisual end time 1ndicator 166C while the audiovi-
sual screening application 114 performs one or more opera-
tions discussed herein, such as but not limited to identifi-
cation of the audiovisual content identifier 165 based on the
scraped audiovisual content 118 and determination as to
whether the tflagged audiovisual content 157 that may need
filtering corresponds with the queued portion 167 and thus
may be in queue to be presented on the display 142. The
audiovisual screening application 114 can use the scraped
audiovisual content 118 and the scraped time period 1den-
tifier 120 to determine the audiovisual content identifier 1635
so as to 1dentify the audiovisual content 164 without access-
ing the locked API 149, and in turn determine whether an
instance ol the audiovisual content filter 122 should be
generated to filter an instance of the flagged audiovisual
content 157 associated with the queued portion 167 of the
audiovisual content 164.

In the example shown 1 FIG. 2, an istance of the tflagged
time indicator 156 1s shown within the queued portion time
period 168 along the timeline 166 so as to visually indicate
that the flagged audiovisual content 157 1s 1n queue to be
presented on the display 142. It 1s understood that the
flagged time indicator 156 i1s provided for clarification
purposes only, and therefore i some embodiments the
flagged time indicator 156 may not necessarily appear or
otherwise be presented along the timeline 166. As shown 1n
FIG. 2, the flagged time indicator 156 1s provided to dem-
onstrate that the audiovisual content tlag 155 corresponds
with the queued portion 167 of the audiovisual content 164,
and therefore the media application 148 could present the
flagged audiovisual content 157 if an 1nstance of the audio-
visual content filter 122 1s not applied, such as shown i FIG.
3A which 1s discussed below.

Turning now to FIG. 3A with continued reference to
FIGS. 1 and 2, a user interface diagram showing another
example of a screen display 300 1s provided according to an
embodiment. The screen display 300 1llustrates an example
of presenting an instance of the tlagged audiovisual content
157 from the media application 148 that has the locked API
149, where the flagged audiovisual content 157 1s being
presented without an instance of the audiovisual content
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filter 122 being applied, according to an embodiment. In the
example shown i FIG. 3A, the screen display shows
potentially objectionable content in the form of flagged
audiovisual content 157 within the audiovisual content 164
being presented on the display 142. The example shown in
FIG. 3A represents an embodiment 1n which an instance of
the audiovisual content filter 122 1s not presented on the
display 142. As shown in FIG. 3A, the timeline 166 may
continue to show the audiovisual start time indicator 166 A
and the audiovisual end time indicator 166C 1n the same
positions as FIG. 2, however the current time indicator 1668
may have progressed towards the audiovisual end time
indicator 166C relative to the position of the current time
indicator 1668 shown 1n FIG. 2. As shown 1n FIG. 3A, the
audiovisual screening application 114 obtained scraped
audiovisual content 118 corresponding to the scraped time
period identifier 120 indicating a time along the timeline 166
that spans from the scraping start time marker 120A to the
scraping end time marker 120B. The current time 1ndicator
1668 1s at a point along the timeline 166 so as to coincide
with the flagged audiovisual content 157 that 1s being
presented on the display 142 of the UE 140. In some
embodiments, the screening agent 128 may continue to
monitor the audiovisual content being presented on the
display 142, but not actively scraping during the current time
indicator 166B that coincides with the flagged audiovisual
content 157 because the scraping already occurred during
the scraped time period 121 along the timeline 166 1ndicated
by the scraped time period identifier 120. It should be
understood that the examples provided are for illustration
purposes only, and therefore should not be construed as
limiting 1n any way.

Turning now to FIG. 3B with continued reference to
FIGS. 1, 2, and 3A, a user interface diagram showing yet
another example screen display 350 1s provided according to
an embodiment. The screen display 350 illustrates an
example of presenting an instance of the audiovisual content
filter 126 for filtering the tlagged audiovisual content 157
without accessing the locked API 149 of the media appli-
cation 148, according to an 1illustrative embodiment. As
shown 1n FIG. 3B, the media application 148 may provide
the flagged audiovisual content 157 to the display 142,
however, the flagged audiovisual content 157 may be filtered
or otherwise not presented to the viewing user 130 because
an stance of the audiovisual content filter 122 1s provided
and presented on the display 142 so as to filter the flagged
audiovisual content 157 of the audiovisual content 164. In
the embodiment shown 1n FIG. 3B, only the portions of the
audiovisual content 164 corresponding to the flagged audio-
visual content 157 may be filtered or otherwise not presented
due to the presentation of the audiovisual content filter 122.
In some embodiments, the audiovisual content filter 122
may be configured such that the flagged audiovisual content
157 1s filtered while at least some of the audiovisual content
164 continues to be presented on the display 142. For
example, 1n an embodiment, when the current time 1ndicator
1668 coincides with the flagged time 1ndicator 156 along the
timeline 166, one or more 1nstance of the audiovisual
content filter 122 may be implemented and presented on the
display 142. In some embodiments, the media application
148 may provide the flagged audiovisual content 157 to the
display, however, the flagged audiovisual content 157 may
not be presented on the display 142 because the screening,
agent 128 filters the flagged audiovisual content 157 via the
audiovisual content filter 122. In the embodiment shown 1n
FIG. 3A, the screening agent 128 may be 1nstructed by the
audiovisual content filter 122 can include one or more
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instance of a visual overlay block (e.g., the 1mage overlay
block 126F), one or more instance of the visual distortion
block 126G, and provide an audio clip replacement based on
the audio clip replacement mstruction 126 A so as to visually
filter and audibly filter the flagged audiovisual content 157
on the display 142. It should be understood that the
examples provided are for illustration purposes only, and
therefore should not be construed as limiting 1n any way.
It 1s understood that the embodiments shown in FIGS. 3A
and 3B are for illustration purposes only, and therefore
presentation of the audiovisual content 164 may occur in
different formats. For example, in some embodiments, an
instance of the flagged audiovisual content 157 discussed 1n
FIG. 3B may not necessarily be presented on the entire user
interface of the display 142, but instead may be embedded
in a social media content feed provided by the media
application 148. In this embodiment, one or more 1nstance of
the audiovisual content filter 122 may be invoked to filter
one or more 1stance of the flagged audiovisual content 157
that 1s located within the social media feed. As such, 1n some
embodiments, the timeline 166 may be embodied as a scroll
bar and/or position tracker corresponding to the social media
feed such and may be oriented vertically instead of hori-
zontally as shown 1n FIGS. 2, 3A, and 3B. It 1s understood
that the operations performed here may be substantially
similar to the embodiments shown and discussed with
respect to FIGS. 2, 3A, and 3B, as understood by one or
ordinary skill. Therefore, 1t should be understood that the
examples provided are for illustration purposes only, and
therefore should not be construed as limiting 1n any way.
Turning now to FIGS. 4A, 4B, and 4C with continued
reference to FIGS. 1, 2, 3A, and 3B, aspects of a method
400, a method 430, and a method 450 for embodiments
pertaining to aspects of screening audiovisual content pre-
sented from a media application having a locked API will be
described 1n detail, according to various 1illustrative embodi-
ments. It should be understood that each of the operations of
the one or more methods disclosed herein (e.g., the method
400, the method 430, and the method 450 discussed below)
are not necessarily presented in any particular order and that
performance of some or all of the operations in an alternative
order(s) 1s possible and 1s contemplated. It 1s also understood
that any of the operations from the methods disclosed herein
may be combined or otherwise arranged to yield another
embodiment of a method that 1s within the scope of the
concepts and technologies discussed herein. The operations
have been presented i1n the demonstrated order for ease of
description and illustration, and therefore should not be
construed as limiting the various embodiments disclosed
herein. Operations may be added, omitted, and/or performed
simultaneously and/or sequentially, without departing {rom
the scope of the concepts and technologies disclosed herein.
It also should be understood that the methods disclosed
herein can be ended at any time and need not be performed
in 1ts enftirety. Some or all operations of the methods, and/or
substantially equivalent operations, can be performed by
execution of computer-readable instructions stored and
included on a computer storage medium, as defined herein.
The term “computer-readable instructions,” and variants
thereof, as used herein, 1s used expansively to include
routines, applications, modules, scripts, programs, plug-ins,
data structures, algorithms, and the like. It 1s understood that
use of the term “module” refers to a defined, callable set of
computer-readable 1nstructions that configure a processor to
perform at least a portion of one or more operations and
functions discussed herein so as to transform, upon execu-
tion, processing resources and/or memory resources mto a
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particular, non-generic, machine. Computer-readable
instructions can be implemented on various system configu-
rations including but not limited to one or more of single-
processor or multiprocessor systems, minicomputers, user
equipment, mainframe computers, personal computers, net-
work servers, hand-held computing devices, microproces-
sor-based, programmable consumer electronics, edge
devices, combinations thereot, and the like.

Thus, 1t should be appreciated that the logical operations
described herein are mmplemented (1) as a sequence of
computer implemented acts or program modules running on
a computing system and/or (2) as interconnected machine
logic circuits or circuit modules within the computing sys-
tem so as to provide a particular, non-generic machine
device. The implementation 1s a matter of choice dependent
on the performance and other requirements of the computing
system. Accordingly, the logical operations described herein
are referred to variously as states, operations, structural
devices, acts, functions, instructions, and/or modules. These
states, operations, structural devices, acts, functions, istruc-
tions, and/or modules may be implemented 1n software, in
firmware, 1n special purpose digital logic, and any combi-
nation thereol. As used herein, the phrase “cause a processor
to perform operations” and variants thereof 1s used to refer
to causing and transforming a processor of a computing
system or device, such as any component within the network
102, the CED 104, the UE 140, the CMSS 150, and/or the
MCDS 160, to perform one or more operations and/or
causing one or more 1nstances of a processor to direct other
components a computing system or device, to perform one
or more ol the operations.

For purposes of illustrating and describing the concepts of
the present disclosure, the operations of methods disclosed
herein are described as being performed by one or more of
the CED 104, the UE 140, the CMSS 150, and/or MCDS 160
via execution of one or more computer-readable mnstructions
configured as data that can 1nstruct and transform a proces-
sor, such as, for example without limitation, the media
delivery service 161, the audiovisual screening application
114, the screening agent 128, the media screenming service
151, the audiovisual content 1dentification application 152
that configure one or more processor (e.g., the processor 110
and/or the processor 144). It should be understood that
additional and/or alternative devices and/or network com-
ponents can, 1n some embodiments, provide the functional-
ity described herein via execution of one or more modules,
applications, and/or other software imncluding, but not limited
to, the other instances of the media delivery service 161 on
the MCDS 160 and/or the media application 148 on a UE
(e.g., the UE 140) and/or other content made available via
the network 102 (e.g., content stream 163 that includes the
audiovisual content 164). Thus, the illustrated embodiments
are 1llustrative, and should not be viewed as being limiting
in any way. The method 400, the method 430, and the
method 450 will be described with reference to one or more
of the FIGS. 1, 2, 3A, 3B, and 4A-4C.

Turning now to FIG. 4A, the method 400 for screening
and filtering audiovisual content presented by a media
application having a locked application programming inter-
face 1s disclosed, according to an embodiment. It should be
understood that the examples provided are for illustration
purposes only, and therefore should not be construed as
limiting in any way. In some embodiments, the CED 104 can
execute the audiovisual screening application 114 that
causes one or more processor to perform operations dis-
cussed herein. In some embodiments, the method 400 can
begin at operation 402, where the audiovisual screening
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application 114 can detect the content stream 163 directed to
the media application 148 that has the locked API 149 and

executes on the UE 140. The content stream 163 can include
the audiovisual content 164 that 1s presented on the display
142 of the UE 140 via execution of the media application
148. In some embodiments, the content stream 163 1s
encrypted or otherwise configured such that the audiovisual
screening application 114 and/or the screening agent 128
cannot access the audiovisual content 164 directly from the
content stream 163 and cannot identily the audiovisual
content 164 directly from the content stream 163. In some
embodiments the audiovisual screening application 114 may
detect the content stream 163 based on the screening agent
128 monitoring incoming and outgoing communications
from the UE 140. In some embodiments, the audiovisual
screening application 114 and/or the screening agent 128
may detect that the content stream 163 1s directed to the
media application 148, but may not be able to intercept,
decrypt, or otherwise analyze the content stream 163 so as
to 1dentily the audiovisual content 164 directly from the
content stream 163, and therefore cannot obtain the audio-
visual content identifier 163 directly from the content stream
163 that 1s being provided to the media application 148.
From operation 402, the method 400 can proceed to
operation 404, where the audiovisual screening application
114 can determine whether the application programming,
interface (of the media application to which the content
stream 1s directed) 1s locked. For example, the audiovisual
screening application 114 may determine that the application
programming 1interface (1.e., the locked API 149) corre-

sponding to the media application 148 1s locked such that the
audiovisual content 164 from the content stream 163 1s not
accessible via the locked API 149. In some embodiments,
the audiovisual screening application 114 can determine that
the locked API 149 1s maccessible by instructing the screen-
ing agent 128 to attempt access the media application 148
via the locked API 149 by requesting the audiovisual content
identifier 165 from the media application 148 using the
locked API 149. When the media application 148 does not
respond and/or the screening agent 128 and the audiovisual
screening application 114 does not receive the audiovisual
content identifier 165 in response to the request, then the
locked API 149 of the media application 148 1s confirmed to
be locked.

Therefore, 1f the application programming interface cor-
responding to the media application 148 is locked (e.g., the

locked API 149 of the media application 148) and therefore
1s not accessible without the API access credentials 163 A
(which the audiovisual screening application 114 and/or the
screening agent 128 does not possess), then the method 400
may proceed from operation 404 along the YES path to
operation 408. In some embodiments, from operation 404,
the method 400 may proceed along the YES path to opera-
tion 406, which 1s discussed below. In some embodiments,
if the application programming interface corresponding to
the media application 148 1s not locked (e.g., 1n an embodi-
ment where the media application 148 authorizes access to
the audiovisual content 164 via an unlocked application
programming 1nterface without the use of access credentials)
and therefore information (e.g., the audiovisual content
identifier 165 and/or any other information from the content
stream 163 and/or about the audiovisual content 164) can be
accessed and obtained directly from the media application
148 via an unlocked application programming interface,
then the method 400 may proceed from operation 404 along
the NO path to operation 406. For clanty, a discussion of
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operation 406 will be provided below a discussion of other
operations, such as the operation 408.

At operation 406, the audiovisual screeming application
114, such as via activation of the screening agent 128) can
determine whether the audiovisual content identifier 165 can
be obtained from the media application 148. For example,
the audiovisual screenming application 114 may initiate a
request to the media application 148 for the audiovisual
content 1dentifier 165 that corresponds with the audiovisual
content 164 included in the content stream 163. In some
embodiments, the audiovisual screening application 114 can
determine that the audiovisual content identifier 165 can be
obtained from media application 148 1f the media applica-
tion 148 provides a response that includes the audiovisual
content 1dentifier 165. If the audiovisual content i1dentifier
165 can be obtained directly from the media application 148,
then the method 400 can proceed from operation 406 along
the YES path to operation 409. 11 the media application 148
does not provide a response and/or does not provide the
audiovisual content identifier 165, then the audiovisual
content 1dentifier 165 cannot be obtained directly from the
media application 148, and therefore the method 400 may
proceed from operation 406 along the NO path to operation
408. In some embodiments, the audiovisual content identi-
fier 165 cannot be obtained from the media application 148
based on the application programming interface correspond-
ing to the media application 148 being locked (e.g., the
locked API 149). For clarity, a discussion of the method 400
that proceeds along the YES path from operation 406 to
operation 409 will be provided first, followed by a discus-
sion along the NO path to operation 408.

At operation 409, the audiovisual screeming application
114 (e.g., via the screening agent 128) can access the media
application 148 via an unlocked application programming
interface. From operation 409, the method 400 may proceed
to operation 411, where the audiovisual screening applica-
tion 114 can retrieve the audiovisual content identifier 165
directly from the media application 148 via the unlocked
application programming interface. From operation 411, the
method 400 may proceed to operation 414, which will be
discussed 1n detail below following a discussion of operation
408.

Returning to operation 404, 1f the audiovisual screening
application 114 determines that the application program-
ming interface corresponding to the media application 148 1s
locked and/or that the audiovisual content identifier 165
cannot be obtained from the media application 148, then the
method 400 may proceed to operation 408. At operation 408,
the audiovisual screening application 114 can access the
audiovisual content 164 that 1s being presented on the
display 142 (e.g., because the media application 148 1is
providing the audiovisual content 164 to the display 142)
without accessing the locked API 149 corresponding to the
media application 148. The audiovisual screeming applica-
tion 114 may have independent access to the display 142,
and as such, can access any content being presented on the
display 142 irrespective of the application providing the
content (e.g., the media application 148 providing the audio-
visual content 164 from the content stream 163 to the display
142). In some embodiments, the audiovisual content 164 can
be accessed by bypassing locked API 149 of the media
application 148 such that the display 142 1s accessed
directly, such as through a dedicated commumnication chan-
nel and/or based on the screening agent 128. In some
embodiments, the screening agent 128 may have root access
to the display 142 of the UE 140 so as to directly access the
display 142 while another application (e.g., the media appli-
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cation 148) 1s providing the audiovisual content 164 to the
display 142. It should be understood that the examples
provided are for illustration purposes only, and therefore
should not be construed as limiting 1n any way.

From operation 408, the method 400 can proceed to
operation 410, where the audiovisual screening application
114 can scrape (e.g., via the screeming agent 128) the
audiovisual content 164 from the display 142 for a defined
period of time (e.g., the scraped time period 121). Scraping
the audiovisual content 164 while the media application 148
provides and presents the audiovisual content 164 on the
display 142 can create an 1instance of the scraped audiovisual
content 118, where the scraped audiovisual content 118
corresponds to the presented portion 170 of the audiovisual
content 164 that was presented on the display 142 during the
scraped time period 121, such as shown and discussed with
respect to FIGS. 2, 3A, and 3B. In some embodiments, the
audiovisual screening application 114 can create a time
period 1dentifier indicating the time period during which the
scraping occurred, such as the scraped time period identifier
120 indicating the scraped time period 121 that corresponds
with the scraped audiovisual content 118.

From operation 410, the method 400 can proceed to
operation 412, where the audiovisual screening application
114 can obtain the audiovisual content identifier 165 corre-
sponding to the audiovisual content 164 based on the
scraped audiovisual content 118, where the audiovisual
content 1dentifier 165 can be obtained while the application
programming interface of the media application 148 remains
locked or otherwise 1s not accessed. In some embodiments,
the audiovisual content 1dentifier 165 can be obtained based
on providing the scraped audiovisual content 118 to the
audiovisual content 1dentification application 152 that pro-
vides visual image and/or audio recognition, which 1n turn
can be used to identily the audiovisual content 164. In some
embodiments, obtaining the audiovisual content i1dentifier
165 can include one or more operations discussed with
respect to the method 430, which 1s shown 1n FIG. 4B and
discussed below.

From operation 412, the method 400 can proceed to
operation 414, where the audiovisual screening application
114 can determine whether the audiovisual content 164 of
the content stream 163 includes one or more instance of
flagged audiovisual content with respect to the queued
portion 167 of the audiovisual content 164 that has not yet
been presented on the display 142. For example, as shown
in FIG. 2, the queued portion time period 168 (correspond-
ing to the queued portion 167 of the audiovisual content 164
that has not yet been presented on the display 142 but 1s in
queue to be presented) can include an instance of the flagged
time mdicator 156. Using the audiovisual content 1dentifier
165, the audiovisual screeming application 114 can access
the audiovisual content profile 154 associated with the
audiovisual content 164 and determine whether an audiovi-
sual content flag 155 exists, and if so, whether an instance
of the flagged time indicator 156 occurs within the queued
portion time period 168 so as to indicate that an instance of
the flagged audiovisual content 157 corresponds with the
queued portion 167 of the audiovisual content 164 that has
not yet been presented on the display 142. As such, the
audiovisual screening application 114 can determine that the
content stream 163 includes an instance of the flagged
audiovisual content 157 based on an instance of the audio-
visual content tlag 155 having the flagged time indicator 156
that corresponds with the queued portion 167 of the audio-
visual content 164 that has not yet been presented on the

display 142.
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In some embodiments, 1f an 1nstance of flagged audiovi-
sual content 157 does not correspond with the queued
portion 167 of the audiovisual content 164 (which has not
yet been presented on the display 142), then the method 400
may proceed along the NO path to operation 420. At
operation 420, the audiovisual screening application 114
may continue to monitor the UE 140 for another instance of
a content stream that 1s incoming to the UE 140 and directed
to the media application 148 having the locked API 149. In
some embodiments, the audiovisual screening application
114 may monitor another mstance of an mcoming content
stream that 1s directed to another application on the UE 140,
and 1n turn may perform one or more operations discussed
herein. In some embodiments, the method 400 may proceed
from operation 420 to operation 424, where the method 400
can end.

Returming to operation 414, 1f the audiovisual screening
application 114 determines that an instance of flagged audio-
visual content 157 corresponds with the queued portion 167
of the audiovisual content 164 that has not been presented on
the display 142, then the method 400 may proceed along the
YES path to operation 416.

At operation 416, the audiovisual screeming application
114 can prepare an 1nstance of the audiovisual content filter
122 for filtering the flagged audiovisual content 157 that 1s
included 1n the queued portion 167 that has not yet been
presented on the display 142. The audiovisual content filter
122 can include audiovisual content filter data 124 that can
be based on the flagged content object data 159 correspond-
ing to the flagged audiovisual content 157. In some embodi-
ments, the audiovisual content filter 122 can include one or
more of the audio clip replacement instruction 126A, the
audio clip cancellation instruction 126B, the content redirect
istruction 126C, the processor buller mstruction 126D, the
time jump struction 126E, an instruction to provide one or
more 1stance of the image overlay block 126F, an instruc-
tion to provide one or more instance of the visual distortion
block 126G, or an struction to provide one or more
instance of the content summary block 126H. In some
embodiments, an instance of the audiovisual content filter
122 can be generated prior to the queued portion 167 of the
audiovisual content 164 being presented on the display 142.
In some embodiments, when the processor bufler instruction
126D 1s included 1n the audiovisual content filter 122, the
screening agent 128 can be instructed to identily the media
application process thread 144 A executing on the processor
144, where the media application process thread 144 A 1s
associated with the media application 148 that provides and
presented the audiovisual content 164. The screening agent
128 may also be instructed to 1inject a builer command 1nto
the media application process thread 144A such that the
audiovisual content filter 122 stalls or otherwise causes the
processor 144 to buller and not present the flagged audio-
visual content 157, thereby filtering the flagged audiovisual
content 157 without accessing the locked API 149. It should
be understood that the examples provided are for 1llustration
purposes only, and therefore should not be construed as
limiting in any way.

From operation 416, the method 400 can proceed to
operation 418, where the audiovisual screening application
114 can provide the audiovisual content filter 122 to the
display 142 such that the audiovisual content filter 122 filters
the flagged audiovisual content 157 provided by the media
application 148 without accessing the locked API 149. In
some embodiments, the audiovisual content filter 122 can be
relayed by the screening agent 128 to the display 142 so as
to filter the flagged audiovisual content 157. In some
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embodiments, the method 400 may proceed from operation
418 to operation 424, where the method 400 may end. In
some embodiments, the method 400 can proceed from
operation 418 to operation 422, where the audiovisual
content filter 122 1s removed from the display 142 after the
media application 148 ceases providing the flagged audio-
visual content 157 to the display 142. From operation 422,
the method 400 can proceed to operation 424, where the
method 400 can end.

Turning now to FI1G. 4B, the method 430 for determining,
an 1dentity of audiovisual content presented by a media
application having a locked application programming inter-
face without accessing the locked application programming
interface 1s disclosed, according to an illustrative embodi-
ment. It should be understood that the examples provided are
for illustration purposes only, and therefore should not be
construed as limiting 1n any way. In some embodiments,
determining the 1dentity of audiovisual content presented by
the media application without accessing the locked applica-
tion programming interface can be accomplished by obtain-
ing an audiovisual content i1dentifier corresponding to the
audiovisual content presented by the media application, such
as the audiovisual content i1dentifier 165 corresponding to
the audiovisual content 164 presented by the media appli-
cation 148. In some embodiments, one or more operations of
the method 430 can be implemented to obtain the audiovi-
sual content identifier 1635. It should be understood that the
examples provided are for illustration purposes only, and
therefore should not be construed as limiting 1n any way.

In some embodiments, the method 430 can begin at
operation 432, where the audiovisual screening application
114 can create an instance of the audiovisual screening
package 116. The audiovisual screeming package 116 can
include the scraped audiovisual content 118, the scraped
time period 1dentifier 120 corresponding to the scraped time
period 121 over which the scraped audiovisual content 118
was created, the scraping start time marker 120A, and/or the
scraping end time marker 120B. In some embodiments, the
audiovisual screening package 116 may include an identifier
corresponding to the media application 148 that 1s present-
ing the audiovisual content 164 on the display 142.

From operation 432, the method 430 can proceed to
operation 434, where the audiovisual screening application
114 can provide the audiovisual screening package 116 to
the CMSS 150 or other system that provides the media
screening service 151. From operation 434, the method 430
can proceed to operation 436, where the audiovisual screen-
ing application 114 can instruct the CMSS 150 and/or the
media screening service 151 to extract the scraped audiovi-
sual content 118 and the scraped time period 1dentifier 120
from the audiovisual screeming package 116. From operation
436, the method 430 can proceed to operation 434, where the
audiovisual screeming application 114 can instruct the
CMSS 150 and/or the media screening service 151 to
analyze the scraped audiovisual content so as to identify the
audiovisual content 164 so that the audiovisual content
identifier 165 can be obtained and provided to the audiovi-
sual screening application 114. For example, 1n some
embodiments, the scraped audiovisual content 118 can be
provided to the audiovisual content i1dentification applica-
tion 152 that provides and performs i1mage recognition

and/or audio recognition by matching the scraped audiovi-
sual content 118 with instance of media content from the
media content data source 162 because the audiovisual
content 164 1s based on an instance of media content
provided by the media content data source 162. From
operation 438, the method 430 can proceed to operation 434,
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where the media screening service 151 can retrieve the
audiovisual content identifier 165 from the media content
data source 162 based on analysis of the scraped audiovisual
content 118 that yielding a match with an instance of the
audiovisual content 164 stored in the media content data
source 162. The media screeming service 151 can provide the
audiovisual content 1dentifier 165 to the audiovisual screen-
ing application 114 1n response to the audiovisual screening
package 116 being sent to the CMSS 1350. From operation
440, the method 430 can proceed to operation 442, where the
audiovisual screening application 114 can recerve the audio-
visual content identifier 165, and thereby obtain the audio-
visual content identifier 165 without accessing the media
application 148 via the locked API 149. From operation 442,
the method 430 can proceed to operation 444, where the
method 430 can end. In some embodiments, the method 430
may proceed from operation 442 to operation 451, which 1s
discussed below with respect to the method 450 shown 1n
FIG. 4C.

Turning now to FIG. 4C, the method 450 for screening
and determining tlagged audiovisual content that may be 1n
queue to be presented by a media application having a
locked application programming interface, according to an
illustrative embodiment. In some embodiments, the method
450 can begin at operation 452, where the audiovisual
screening application 114 can access the audiovisual content
proflle 154 based on obtaining the audiovisual content
identifier 165, where the audiovisual content profile 154
corresponds with the audiovisual content 164 associated
with the audiovisual content identifier 165.

From operation 452, the method 450 can proceed to
operation 454, where the audiovisual screening application
114 can identify the queued portion 167 of the audiovisual
content 164 corresponding to the queued portion time period
168 based on the scraped time period identifier 120 associ-
ated with the scraped audiovisual content 118.

From operation 454, the method 450 can proceed to
operation 456, where the audiovisual screening application
114 can determine whether one or more instances of tlagged
audiovisual content (e.g., the flagged audiovisual content
157) corresponds to the queued portion 167 of the audiovi-
sual content 164. For example, the audiovisual screening
application 114 can determine whether an instance of the
audiovisual content flag 155 exists within the audiovisual
content profile 154 so as to indicate the presence of flagged
audiovisual content 157 within the audiovisual content 164.
IT an instance of the audiovisual content tlag 155 1s present,
the audiovisual screening application 114 can determine
whether the flagged time indicator 156 provided by the
audiovisual content flag 155 corresponds with (1.e., falls
within) the queued portion time period 168 on the timeline
166. 11 the flagged time indicator 156 corresponds with the
queued portion time period, then the flagged audiovisual
content 157 corresponds queued portion 167 of the audio-
visual content 164 that 1s in queue to be processed and
provided to the display 142 but has not yet been presented
on the display 142. As such, in response to determination
that the flagged audiovisual content 157 corresponds with
the queued portion 167, then the method 450 may proceed
along the YES path to operation 458. If the flagged time
indicator 156 does not correspond with or otherwise fall
within the queued portion time period 168 on the timeline
166, then one or more instances of tlagged audiovisual
content does not exist within the remaining portion of the
audiovisual content 164 that 1s to be presented on the display
142 (1.e., the queued portion 167). As such, 1n response to
determining that flagged audiovisual content does not exist

10

15

20

25

30

35

40

45

50

55

60

65

38

or otherwise correspond with the queued portion 167, then
the method 450 can proceed along the NO path to operation
466. For clanty, a discussion of operation 458 will be
provided first, followed by a discussion of operation 466.

At operation 458, the audiovisual screening application
114 may determine whether the tlagged audiovisual content
157 corresponding to the queued portion 167 of the audio-
visual content 164 conforms to an instance of the dynamic
filter setting 131 associated with filtering content for the UE
140, the media application 148, and/or the viewing user 130.
In some embodiments, the audiovisual screening application
114 can analyze the flagged content object data 159 to
determine the type ol content that could be considered
objectionable material (e.g., visual 1image, audio clip, word
string, a combination thereot, or the like) and/or the tflagged
audiovisual setting value 158 corresponding to the flagged
audiovisual content 157. In some embodiments, each
instance of the flagged audiovisual content 157 may be
assigned a rating and/or value (e.g., the flagged audiovisual
setting value 158) by which to compare with the dynamic
filter setting 131 (e.g., implemented as a defined filter value
indicating a threshold as to when content should be filtered)
so as to determine whether the flagged audiovisual content
157 should be filtered for the particular viewing user 130,
the media application 148, the UE 140, or other entity
associated with the dynamic filter setting 131. By this, the
media screening service 151 can provide a tailored and/or
customized filtering experience for a variety of media appli-
cations, wrrespective of whether the media applications have
an application programming interface that 1s locked and
therefore 1naccessible without the access credentials to the
corresponding application programming interface (e.g., the
locked API 149).

In an embodiment where the flagged audiovisual setting
value 158 does not meet or exceed a value of the dynamic
filter setting 131, then the flagged audiovisual content 157
conforms to the dynamic filter setting 131 so as to indicate
that the flagged audiovisual content 157 may not be con-
sidered to be objectionable to the viewing user 130 and thus
can be presented on the display 142. Therefore, when the
flagged audiovisual content 157 conforms to the dynamic
filter setting 131, then the method 450 may proceed along
the YES path to operation 466.

At operation 466, the audiovisual content 164 can be
allowed to be presented by the media application 148 on the
display 142 without filtering the audiovisual content 164 or
otherwise interrupting the playback of the queued portion
167 of the audiovisual content 164. In some embodiments,
from operation 466, the method 450 may proceed to opera-
tion 420 discussed with respect to FIG. 4A. In some embodi-
ments, the method 450 may proceed from operation 466 to
operation 468, where the method 450 can end.

Returning to operation 438, in an embodiment, if the
flagged audiovisual setting value 158 meets and/or exceeds
the dynamic filter setting 131 for the flagged audiovisual
content 157, then the flagged audiovisual content 157 does
not conform to the dynamic filter setting 131 and the
audiovisual screening application 114 determines that the
flagged audiovisual content 157 should be filtered via cre-
ation of an 1nstance of the audiovisual content filter 122. As
such, when the flagged audiovisual content 157 does not
coniirm to the dynamic filter setting 131 (e.g., by the flagged
audiovisual setting value 158 exceeding a value indicated by
the dynamic filter setting 131), then the method 450 may
proceed along the NO path to operation 460.

At operation 460, the audiovisual screening application
114 may obtain the flagged time indicator 156 and/or the
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flagged content object data 159 for use in creating an
instance of the audiovisual content filter 122 that 1s config-
ured to specifically filter the flagged audiovisual content 157
at the time along the timeline 166 indicated by the flagged
time 1ndicator 156. In some embodiments, the method 450
may proceed from operation 460 to operation 416 discussed
with respect to FIG. 4A. In some embodiments, the method
450 may proceed from operation 460 to operation 462. In
some embodiments, the operation 462 may occur after the
audiovisual content filter 122 has been provided to the
display 142 so as to filter the tlagged audiovisual content 15
for the viewing user 130.

At operation 462, the audiovisual screening application
114 may obtain a reaction from the viewing user 130
corresponding to the audiovisual content filter 122. For
example, the screening agent 128 may detect a reaction (e.g.,
a grimace, facial expression, or other reaction) from the
viewing user 130 while the flagged audiovisual content 157
1s being filtered by the audiovisual content filter 122. The
screening agent 128 may record the reaction of the viewing
user 130 as an 1nstance of the viewing user response 134. In
some embodiments, the viewing user 130 may provide
direct mnput to the screening agent 128 so that the viewing
user response 134 1s based on mput from the viewing user
130. The viewing user response 134 can be provided to the
audiovisual screening application 114.

From operation 462, the method 450 may proceed to
operation 464, where the audiovisual screening application
114 may analyze the viewing user response 134 and update
one or more nstance of the dynamic filter setting 131 based
on the viewing user response 134 that captures the reaction
and/or input of the viewing user 130. By this, the media
screening service 131 can adapt and refine filtering of
instance of flagged audiovisual content for other content
streams directed to the same or diflerent media application.
In some embodiments, the media screening service 151 can
employ machine learning to dynamically adapt and update
one or more dynamic filter setting 131 for one or more users
of the media screening service 1351, thereby allowing for
autonomous content filtering 1rrespective of an application
programming interface being locked. From operation 464,
the method 450 may proceed to operation 468, where the
method 450 can end.

Turning now to FIG. 5, a discussion of a network 500 1s
illustrated, according to an illustrative embodiment. The
network 102 shown in FIG. 1 can be configured substantially
similar to include at least some of the elements of the
network 500. The network 500 can include a cellular net-
work 502, a packet data network 3504, for example, the
Internet, and a circuit switched network 3506, for example, a
publicly switched telephone network (“PSTN”). The cellular
network 502 includes various components such as, but not
limited to, base transceiver stations (“BTSs™), Node-B’s or
¢-Node-B’s, base station controllers (“BSCs™), radio net-
work controllers (“RNCs”), mobile switching centers
(“MSCs”), mobile management entities (“MMEs”™), short
message service centers (“SMSCs™), multimedia messaging,
service centers (“MMSCs”), home location registers
(“HLRs”), home subscriber servers (“HSSs™), visitor loca-
tion registers (“VLRs”), charging platforms, billing plat-
forms, voicemail platiorms, GPRS core network compo-
nents, location service nodes, an IP Multimedia Subsystem
(“IMS”), and the like. The cellular network 302 also
includes radios and nodes for receiving and transmitting
voice, data, and combinations thereotf to and from radio
transceivers, networks, the packet data network 504, and the
circuit switched network 506.

5

10

15

20

25

30

35

40

45

50

55

60

65

40

A mobile communications device 508, such as, for
example, a cellular telephone, a user equipment, a mobile
terminal, a PDA, a laptop computer, a handheld computer,
and combinations thereof, can be operatively connected to
the cellular network 502. The cellular network 502 can be
configured as a 2G GSM network and can provide data
communications via GPRS and/or EDGE. Additionally, or
alternatively, the cellular network 502 can be configured as
a 3G UMTS network and can provide data communications

via the HSPA protocol family, for example, HSDPA, EUL
(also referred to as HSUPA), and HSPA+. The cellular

network 502 also can be compatible with mobile commu-
nications standards such as but not limited to 4G, LTE, LTE
Advanced, and/or 3G, as well as evolved and future mobile
standards.

The packet data network 504 1includes various devices, for
example, servers, computers, databases, and other devices 1n
communication with one another, as 1s generally understood.
The packet data network 504 devices are accessible via one
or more network links. The servers often store various files
that are provided to a requesting device such as, for example,
a computer, a terminal, a smartphone, or the like. Typically,
the requesting device includes software (a “browser”) for
executing a web page 1n a format readable by the browser or
other software. Other files and/or data may be accessible via
“links” and/or “pointers™ 1n the retrieved files, as 1s generally
understood. In some embodiments, the packet data network
504 1ncludes or 1s 1n communication with the Internet. The
circuit switched network 506 1ncludes various hardware and
solftware for providing circuit switched communications.
The circuit switched network 506 may include, or may be,
what 1s often referred to as a plain old telephone system
(POTS). The functionality of a circuit switched network 506
or other circuit-switched network are generally known and
will not be described herein in detail.

The illustrated cellular network 502 1s shown in commu-
nication with the packet data network 504 and a circuit
switched network 3506, though it should be appreciated that
this 1s not necessarily the case. One or more Internet-capable
devices 510, for example, a PC, a laptop, a portable device,
or another suitable device, can communicate with one or
more cellular networks 502, and devices connected thereto,
through the packet data network 504. It also should be
appreciated that the Internet-capable device 510 can com-
municate with the packet data network 504 through the
circuit switched network 506, the cellular network 502,
and/or via other networks (not illustrated).

As 1llustrated, a communications device 512, for example,
a telephone, facsimile machine, modem, computer, or the
like, can be in communication with the circuit switched
network 506, and therethrough to the packet data network
504 and/or the cellular network 502. It should be appreciated
that the communications device 512 can be an Internet-
capable device, and can be substantially similar to the
Internet-capable device 510. In some embodiments, the
mobile communications device 508, the Internet-capable
device 510, and/or the communications device 512 can
correspond with one or more computer systems discussed
with respect to FIG. 1, such as but not limited to the MCDS
160, the CED 104, the UE 140, and/or the CMSS 150. In the
specification, the network 102 and/or the network 500 can
refer broadly to any combination of the networks 502, 504,
506. It should be appreciated that substantially all of the
functionality described with reference to the network 102
and/or the network 500 can, 1n some embodiments, be
performed by the cellular network 502, the packet data
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network 504, and/or the circuit switched network 506, alone
or in combination with other networks, network elements,
and the like.

FIG. 6 1s a block diagram illustrating a computer system
600 configured to provide the functionality described herein
for providing screening and filtering of audiovisual content
presented by a media application having a locked applica-
tion programming interface, i accordance with various
embodiments of the concepts and technologies disclosed
herein. In aspects, the MCDS 160, the CMSS 150, and/or the
CED 104 1illustrated and described herein can be configured
as and/or can have an architecture similar or identical to the
computer system 600. In some embodiments, the UE 140
can be configured as and/or have an architecture that is
similar or 1dentical to the computer system 600. The com-
puter system 600 includes a processing unit 602, a memory
604, one or more user interface devices 606, one or more
iput/output (“I/0O””) devices 608, and one or more network
devices 610, each of which 1s operatively connected to a
system bus 612. The system bus 612 enables bi-directional
communication between the processing unit 602, the
memory 604, the user interface devices 606, the I/0 devices
608, and the network devices 610. In some embodiments,
the processor 110 can be configured substantially similar to
the processing unit 602. As such, one or more nstances of
the processing unit 602 can be implemented within one or

more devices and/or components of the operating environ-
ment 100, such as but not limited to the CMSS 150, the

MCDS 160, the CED 104, and/or the UE 140. In some
embodiments, the memory 146 can be configured substan-
tially similar to the memory 604. As such, one or more
instances of the memory 604 can be implemented within one
or more devices and/or components of the operating envi-
ronment 100, such as but not limited to the CMSS 150, the
MCDS 160, the CED 104, the media content data source
162, and/or the UE 140.

The processing unit 602 may be a standard central pro-
cessor that performs arithmetic and logical operations, a
more specific purpose programmable logic controller
(“PLC”), a programmable gate array, or other type of
processor known to those skilled in the art and suitable for
controlling the operation of the server computer. As used
herein, the word “processor” and/or the phrase “processing
unit” when used with regard to any architecture or system
can include multiple processors or processing umts distrib-
uted across and/or operating 1n parallel 1n a single machine
or 1n multiple machines. Furthermore, processors and/or
processing units can be used to support virtual processing,
environments. Processors and processing units also can
include state machines, application-specific integrated cir-
cuits (“ASICs”), combinations thereot, or the like. Because
processors and/or processing units are generally known to
one of ordinary skill, the processors and processing units
disclosed and discussed herein will not be described 1n
turther detail herein.

The memory 604 communicates with the processing unit
602 via the system bus 612. In some embodiments, the
memory 604 i1s operatively connected to a memory control-
ler (not shown) that enables communication with the pro-
cessing unit 602 via the system bus 612. The memory 604
includes an operating system 614 and one or more program

modules 616. The operating system 614 can include, but 1s
not limited to, members of the WINDOWS, WINDOWS

CE, and/or WINDOWS MOBILE families of operating
systems from MICROSOFT CORPORATION, the LINUX
family of operating systems, the SYMBIAN family of

operating systems from SYMBIAN LIMITED, the BREW

5

10

15

20

25

30

35

40

45

50

55

60

65

42

family of operating systems from QUALCOMM CORPO-
RATION, the MAC OS, 108, and/or LEOPARD families of
operating systems from APPLE CORPORATION, the
FREEBSD family of operating systems, the SOLARIS
family of operating systems from ORACLE CORPORA-

TION, other operating systems, and the like.

The program modules 616 may include various software,
program modules, or other computer readable and/or execut-
able 1nstructions that configure hardware resources of the
computer system 600, such as but not limited to the pro-
cessing unit 602 described herein. In some embodiments, for
example, the program modules 616 can include media
screening service 151, the audiovisual screening application
114, the audiovisual content i1dentification application 152,
the screening agent 128, the media delivery service 161,
and/or other computer-readable instructions. These and/or
other programs can be embodied in computer-readable
media contaiming instructions that, when executed by the
processing unit 602, perform one or more of the methods
400, 400, 430, and 450 described 1in detail above with
respect to FIGS. 4A-4C. According to some embodiments,
the program modules 616 may be embodied 1n hardware,
software, firmware, or any combination thereof. It should be
understood that the memory 604 also can be configured to
store one or more 1stance of information and data discussed
with respect to FIGS. 1, 2, 3A, 3B, and 4A-4C, such as but
not limited to the audiovisual content profile 154, the
dynamic filter settings 131, the audiovisual content map 153,
the audiovisual content tlag 13535, the flagged time indicator
156, the flagged audiovisual content 157, the flagged audio-
visual setting value 1358, the flagged content object data 159,
the audiovisual screening package 116, the audiovisual
content filter 122, the scraped audiovisual content 118, the
scraped time period identifier 120, the scraping start time
marker 120A, the scraping end time marker 120B, the
content stream 163, the audiovisual content 164, the audio-
visual content i1dentifier 165, the API access credentials
163 A, the viewing user response 134, the collective user
input 133, and/or other data, 11 desired.

By way of example, and not limitation, computer-read-
able media may include any available computer storage
media or communication media that can be accessed by the
computer system 600. Communication media includes com-
puter-readable instructions, data structures, program mod-
ules, or other data in a modulated data signal such as a
carrier wave or other transport mechanism and includes any
delivery media. The term “modulated data signal” means a
signal that has one or more of 1ts characteristics changed or
set 1n a manner as to encode information in the signal. By
way ol example, and not limitation, communication media
includes wired media such as a wired network or direct-
wired connection, and wireless media such as acoustic, RF,
infrared and other wireless media. Combinations of the any
of the above should also be included within the scope of
computer-readable media.

Computer storage media includes volatile and non-vola-
tile, removable and non-removable media implemented in
any method or technology for storage of information such as
computer-readable 1nstructions, data structures, program

modules, or other data. Computer storage media includes,

but 1s not limited to, RAM, ROM, Erasable Programmable
ROM (“EPROM™), FElectrically Erasable Programmable
ROM (“EEPROM?”), flash memory or other solid state
memory technology, CD-ROM, digital versatile disks
(“DVD”), or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage

devices, or any other medium which can be used to store the
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desired information and which can be accessed by the
computer system 600. In the claims, the phrases “memory,”
“computer storage medium™ and variations thereof does not
include waves or signals per se and/or communication
media.

The user 1nterface devices 606 may include one or more
devices with which a user accesses the computer system
600. The user interface devices 606 may include, but are not
limited to, computers, servers, personal digital assistants,
cellular phones, or any suitable computing devices that can
communicate with the computer system 600. The I/O
devices 608 enable a user to interface with the program
modules 616. In one embodiment, the I/O devices 608 are
operatively connected to an 1/0O controller (not shown) that
enables communication with the processing unit 602 via the
system bus 612. The I/O devices 608 may include one or
more mput devices, such as, but not limited to, a keyboard,
a mouse, or an electronic stylus. Further, the I/O devices 608
may include one or more output devices, such as, but not
limited to, a display screen or a printer.

The network devices 610 enable the computer system 600
to communicate with other networks or remote systems via
a network, such as the network 102. Examples of the
network devices 610 include, but are not limited to, a
modem, a radio frequency (“RF”) or infrared (*IR”) trans-
ceiver, a telephonic interface, a bridge, a router, or a network
card. The network 102 may include a wireless network such
as, but not limited to, a Wireless Local Area Network
(“WLAN) such as a WI-FI network, a Wireless Wide Area
Network (“WWAN™), a Wireless Personal Area Network
(“WPAN"") such as BLUETOOTH, a Wireless Metropolitan
Area Network (“WMAN”) such a WiMAX network, or a
cellular network. Alternatively, the network 102 may be a

wired network such as, but not limited to, a Wide Area
Network (“WAN™) such as the Internet, a Local Area Net-

work (“LAN”) such as the Ethernet, a wired Personal Area
Network (“PAN”), or a wired Metropolitan Area Network
(“MAN™). It should be understood that the examples pro-
vided are for 1llustration purposes only, and therefore should
not be construed as limiting 1n any way.

Turning now to FIG. 7, an 1llustrative user equipment 700
and components thereot will be described. In some embodi-
ments, the UE 140, the CED 104 and/or other devices
illustrated and described herein can be configured as and/or
can have an architecture similar or identical to the user
equipment 700 described heremn in FIG. 7. It should be
understood, however, that the various devices 1llustrated and
described herein may or may not include the functionality
described herein with reference to FIG. 7. While connec-
tions are not shown between the various components illus-
trated in FIG. 7, 1t should be understood that some, none, or
all of the components illustrated in FIG. 7 can be configured
to interact with one other to carry out various device
functions. In some embodiments, the components are
arranged so as to communicate via one or more busses (not
shown). Thus, 1t should be understood that FIG. 7 and the
following description are intended to provide a general
understanding of a suitable environment 1n which various
aspects of embodiments can be implemented, and should not
be construed as being limiting in any way.

As 1illustrated 1n FIG. 7, the user equipment 700 can
include a display 702 for presenting data and information.
According to various embodiments, the display 702 can be
configured to present various graphical user interface
(“GUI”) elements for presenting and/or moditying informa-
tion associated with audiovisual content, an audiovisual
content filter, presenting text, images, video, virtual keypads
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and/or keyboards, messaging data, notification messages,
metadata, internet content, device status, time, date, calendar
data, device preferences, map and location data, combina-
tions thereof, and/or the like. The user equipment 700 also
can include a processor 704 and a memory or other data
storage device (“memory”’) 706. The processor 704 can be
configured to process data and/or can execute computer-
executable instructions stored in the memory 706. The
computer-executable 1nstructions executed by the processor
704 can 1nclude, for example, an operating system 708, one
or more applications 710 such as the media application 148
having the locked API 149, the screening agent 128, the
audiovisual screening application 114, the media screening
service 151, the audiovisual content identification applica-
tion 152, and/or other computer-executable instructions
stored 1n a memory 706, or the like. In some embodiments,
the applications 710 also can include a Ul application (not
illustrated i FIG. 7).

The UI application can interface with the operating sys-
tem 708 to facilitate any of the operations discussed herein
and functionality for presenting audiovisual content and/or
data stored at the user equipment 700 and/or stored else-
where. It 1s understood that one or more istances of the
operating system 708 may be included and operate within
one or more systems discussed with respect to the operating
environment 100, such as but not limited to the CED 104,
the UE 140, the CMSS 150, and/or the MCDS 160. In some
embodiments, the operating system 708 can include a mem-
ber of the SYMBIAN OS family of operating systems from
SYMBIAN LIMITED, a member of the WINDOWS
MOBILE OS and/or WINDOWS PHONE OS families of
operating systems from MICROSOFT CORPORATION, a
member of the PALM WEBOS family of operating systems
from HEWLETT PACKARD CORPORATION, a member
of the BLACKBERRY OS family of operating systems from
RESEFARCH IN MOTION LIMITED, a member of the IOS
family of operating systems from APPLE INC., a member of
the ANDROID OS family of operating systems from
GOOGLE INC., and/or other operating systems. These
operating systems are merely 1llustrative of some contem-
plated operating systems that may be used in accordance
with various embodiments of the concepts and technologies
described herein and therefore should not be construed as
being limiting 1n any way.

The UI application can be executed by the processor 704
to aid a user in presenting content, presenting an audiovisual
content filter (e.g., the audiovisual content filter 122), pro-
viding feedback (e.g., the collective user input 133 and/or
the viewing user response 134), selecting audiovisual con-
tent to view (e.g., from the media delivery service 161),
configuring settings, manipulating address book content
and/or settings, multimode interaction, interacting with
other applications 710, and otherwise facilitating user inter-
action with the operating system 708, the applications 710,
and/or other types or instances of data 712 that can be stored
at the user equipment 700, such as stored by the memory
706. The Ul application can execute and provide one or
more stances of screen displays discussed herein, such as
embodiments of the screen displays 200, 300, and 350
shown 1n FIGS. 2, 3A, and 3B, respectively. According to
various embodiments, the data 712 can include, for example,
instances of a content stream (e.g., the content stream 163),
the audiovisual content 164, the audiovisual content filter
122, the viewing user response 134, the scraped audiovisual
content 118, the audiovisual screening package 116, any
other elements discussed with respect to FIG. 1 and FIGS.
2A-2D, presence applications, visual voice mail applica-
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tions, messaging applications, text-to-speech and speech-to-
text applications, add-ons, plug-ins, email applications,
music applications, video applications, camera applications,
location-based service applications, power conservation
applications, game applications, productivity applications,
entertainment applications, enterprise applications, combi-
nations thereof, and the like. The applications 710, the data
712, and/or portions thereof can be stored in the memory
706 and/or 1n a firmware 714, and can be executed by the
processor 704. The firmware 714 also can store code for
execution during device power up and power down opera-
tions. It can be appreciated that the firmware 714 can be
stored 1n a volatile or non-volatile data storage device
including, but not limited to, the memory 706 and/or a
portion thereof.

The user equipment 700 also can include an input/output
(“I/O”) interface 716. One or more instances of the I/O
interface 716 can be included any system and/or device
discussed 1n FIG. 1 (e.g., the CED 104 and/or the UE 140),
such as via the audiovisual interface 106 and/or the network
interface 108. As such, in some embodiments, each of the
CED 104 and the UE 140 can include one or more embodi-
ments of the I/O interface 716, such as each of the CED 104
and the UE 140 having one or more instances of the
audiovisual iterface 106 and/or the network interface 108.
The /O mterface 716 can be configured to support the
input/output of data such as the content stream 163, the
audiovisual content 164, the audiovisual content filter 122,
the viewing user response 134, the scraped audiovisual
content 118, the audiovisual screening package 116 (and/or
any data that can be included therein such as but not limited
to the scraped audiovisual content 118), and/or any other
information or elements discussed with respect to FIGS. 1,
2, 3A and 3B, user mformation, orgamzation information,
presence status information, user 1Ds, passwords, and appli-
cation initiation (start-up) requests. In some embodiments,
the I/O 1nterface 716 can include a hardwire connection such
as a universal serial bus (“USB”) port, a mini1-USB port, a
micro-USB port, an audio jack, a PS2 port, an IEEE 1394
(“FIREWIRE”) port, a senial port, a parallel port, an Ether-
net (RJ45) port, an RJI11 port, a proprietary port, combina-
tions thereof, or the like. In some embodiments, the user
equipment 700 can be configured to synchronize with
another device to transfer content to and/or from the user
equipment 700. In some embodiments, the user equipment
700 can be configured to receive updates to one or more of
the applications 710 via the I/O interface 716, though this 1s
not necessarily the case. In some embodiments, the I/O
interface 716 accepts I/O devices such as keyboards, key-
pads, mice, interface tethers, printers, plotters, external
storage, touch/multi-touch screens, touch pads, trackballs,
joysticks, microphones, remote control devices, displays,
projectors, medical equipment (e.g., stethoscopes, heart
monitors, and other health metric monitors), modems, rout-
ers, external power sources, docking stations, combinations
thereot, and the like. It should be appreciated that the I/O
interface 716 may be used for communications between the
user equipment 700 and a network device or local device.
For example, an instance of the I/O mterface 716 can
provide communicative coupling between the UE 140 and
the CED 104 (e.g., via one or more instances of the
audiovisual interface 106 and/or the network interface 108
that can be implemented on each of the CED 104 and the UE
140).

The user equipment 700 also can 1nclude a communica-
tions component 718. The communications component 718
can be configured to interface with the processor 704 to
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tacilitate wired and/or wireless communications with one or
more networks such as the network 102 described herein. In
some embodiments, other networks include networks that
utilize non-cellular wireless technologies such as WI-FI or
WIMAX. In some embodiments, the communications com-
ponent 718 includes a multimode communications subsys-
tem for facilitating communications via the cellular network
and one or more other networks. The communications
component 718, 1n some embodiments, includes one or more
transceivers. The one or more transceivers, 1f included, can
be configured to communicate over the same and/or diflerent
wireless technology standards with respect to one another.
For example, in some embodiments one or more of the
transceivers of the communications component 718 may be
configured to communicate using GSM, CDMAONE,
CDMAZ2000, LTE, and various other 2G, 2.5G, 3G, 4G, 3,
G, LTE, LTE Advanced, and greater generation technology
standards. Moreover, the communications component 718
may facilitate communications over various channel access
methods (which may or may not be used by the atoremen-
tioned standards) including, but not limited to, TDMA,
FDMA, W-CDMA, OFDM, SDMA, and the like.

In addition, the communications component 718 may
facilitate data communications using GPRS, EDGE, the
HSPA protocol family including HSDPA, EUL or otherwise
termed HSUPA, HSPA+, and various other current and
future wireless data access standards. In the 1llustrated
embodiment, the communications component 718 can
include a first transcerver (“TxRx”’) 720A that can operate 1n
a first communications mode (e.g., GSM). The communi-
cations component 718 also can include an N” transceiver
(““I'xRx”) 720N that can operate 1n a second communica-
tions mode relative to the first transceiver 720A (e.g.,
UMTS). While two transceivers 720A-N (hereinafter col-
lectively and/or generically referred to as “transceivers
720”) are shown 1n FIG. 7, it should be appreciated that less
than two, two, and/or more than two transceivers 720 can be
included in the communications component 718.

The commumnications component 718 also can include an
alternative transceiver (“Alt TxRx) 722 for supporting
other types and/or standards of communications. According
to various contemplated embodiments, the alternative trans-

ceiver 722 can communicate using various communications
technologies such as, for example, WI-FI, WIMAX, BLU-
ETOOTH, inirared, infrared data association (“IRDA”™),
near ficld communications (“NFC”), other RF technologies,
combinations thereodf, and the like. In some embodiments,
the communications component 718 also can {facilitate
reception from terrestrial radio networks, digital satellite
radio networks, internet-based radio service networks, com-
binations thereof, and the like. The communications com-
ponent 718 can process data from a network such as the
Internet, an intranet, a broadband network, a WI-FI hotspot,
an Internet service provider (“ISP”), a digital subscriber line
(“DSL”) provider, a broadband provider, combinations
thereof, or the like.

The user equipment 700 also can include one or more
sensors 724. The sensors 724 can include temperature sen-
sors, light sensors, air quality sensors, movement sensors,
orientation sensors, noise sensors, proximity sensors, or the
like. As such, 1t should be understood that the sensors 724
can include, but are not limited to, accelerometers, magne-
tometers, gyroscopes, infrared sensors, no1se sensors, micro-
phones, combinations thereol, or the like. Additionally,
audio capabilities for the user equipment 700 may be
provided by an audio I/O component 726. The audio 1I/O
component 726 of the user equipment 700 can 1nclude one
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or more speakers for the output of audio signals, one or more
microphones for the collection and/or input of audio signals,
and/or other audio input and/or output devices. In some
embodiments, the audio I/O component 726 maybe included

as a component of the display 702. For example, 1n some 5
embodiments, the display 702 can provide and present
visual 1mages and/or audio input and/or audio output. In
some embodiments, the I/O interface 716 can include direct
communicative coupling with the display 702 and/or the
audio I/O component 726 so as to provide transier and mput 10
and/or output of visual 1mages (e.g., from the display 702)
and/or audio clips (e.g., from the audio I/O component 726)

to and/or from the user equipment 700.

The illustrated user equipment 700 also can include a
subscriber identity module (“SIM”) system 728. The SIM 15
system 728 can include a universal SIM (“USIM™), a
universal 1integrated circuit card (“UICC”) and/or other
identity devices. The SIM system 728 can include and/or can
be connected to or 1nserted into an interface such as a slot
interface 730. In some embodiments, the slot interface 730 20
can be configured to accept insertion of other 1dentity cards
or modules for accessing various types ol networks. Addi-
tionally, or alternatively, the slot interface 730 can be
configured to accept multiple subscriber identity cards.
Because other devices and/or modules for identifying users 25
and/or the user equipment 700 are contemplated, i1t should be
understood that these embodiments are illustrative, and
should not be construed as being limiting in any way.

The user equipment 700 also can include an image
capture and processing system 732 (“image system™). The 30
image system 732 can be configured to capture or otherwise
obtain photos, videos, and/or other visual information. As
such, the 1image system 732 can include cameras, lenses,
charge-coupled devices (“CCDs”), combinations thereot, or
the like. The user equipment 700 may also include a video 35
system 734. The video system 734 can be configured to
capture, process, record, modily, and/or store video content.
Photos and videos obtained using the image system 732 and
the video system 734, respectively, may be added as mes-
sage content to an MMS message, email message, and sent 40
to another user equipment. The video and/or photo content
also can be shared with other devices via various types of
data transiers via wired and/or wireless user equipment as
described herein.

The user equipment 700 also can include one or more 45
location components 736. The location components 736 can
be configured to send and/or receive signals to determine a
geographic location of the user equipment 700. According to
various embodiments, the location components 736 can send
and/or receive signals from global positioning system 50
(“GPS”) devices, assisted-GPS (“A-GPS”) devices, WI-FI/
WIMAX and/or cellular network triangulation data, combi-
nations thereof, and the like. The location component 736
also can be configured to communicate with the communi-
cations component 718 to retrieve triangulation data for 55
determining a location of the user equipment 700. In some
embodiments, the location component 736 can interface
with cellular network nodes, telephone lines, satellites,
location transmitters and/or beacons, wireless network trans-
mitters and receivers, combinations thereof, and the like. In 60
some embodiments, the location component 736 can include
and/or can communicate with one or more of the sensors 724
such as a compass, an accelerometer, and/or a gyroscope to
determine the orientation of the user equipment 700. Using
the location component 736, the user equipment 700 can 65
generate and/or receive data to 1dentity 1ts geographic loca-
tion, or to transmit data used by other devices to determine
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the location of the user equipment 700. The location com-
ponent 736 may include multiple components for determin-
ing the location and/or orientation of the user equipment
700.

The illustrated user equipment 700 also can include a
power source 738. The power source 738 can include one or
more batteries, power supplies, power cells, and/or other
power subsystems including alternating current (“AC”’) and/
or direct current (“DC”) power devices. The power source
738 also can interface with an external power system or
charging equipment via a power /O component 740.
Because the user equipment 700 can include additional
and/or alternative components, the above embodiment
should be understood as being illustrative of one possible
operating environment for various embodiments of the con-
cepts and technologies described herein. The described
embodiment of the user equipment 700 1s illustrative, and
therefore should not be construed as being limiting 1n any
way.

Based on the foregoing, 1t should be appreciated that
concepts and technologies directed to screening audiovisual
content presented by a media application having a locked
application programming interface for filtering without
accessing the locked application programming interface
have been disclosed herein. Although the subject matter
presented herein has been described in language specific to
computer structural features, methodological and transfor-
mative acts, specific computing machinery, and computer-
readable mediums, 1t 1s to be understood that the concepts
and technologies disclosed herein are not necessarily limited
to the specific features, acts, or mediums described herein.
Rather, the specific features, acts and mediums are disclosed
as example forms of implementing the concepts and tech-
nologies disclosed herein.

The subject matter described above 1s provided by way of
illustration only and should not be construed as limiting.
Various modifications and changes may be made to the
subject matter described herein without following the
example embodiments and applications 1illustrated and
described, and without departing from the true spirit and
scope of the embodiments of the concepts and technologies
disclosed herein.

The mnvention claimed 1s:

1. A system comprising:

a processor; and

a memory that stores computer-executable instructions

that, 1n response to execution by the processor, cause

the processor to perform operations comprising:

detecting a content stream directed to a media appli-
cation stored on a user equipment, wherein audiovi-
sual content of the content stream 1s presented on a
display of the user equipment via execution of the
media application,

determining that an application programming interface
corresponding to the media application 1s locked
such that the media application 1s not accessible via
the application programming interface by applica-
tions lacking credentials to access the application
programming interface,

in response to determining that the application pro-
gramming 1nterface 1s locked such that the media
application 1s not accessible via the application pro-
gramming interface by applications lacking creden-
tials to access the application programming inter-
face, directly accessing the display of the user
equipment to access the audiovisual content that 1s
being presented on the display by the media appli-
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cation without accessing the application program-
ming interface corresponding to the media applica-
tion,

scraping the audiovisual content directly from the dis-
play for a time period while the content stream 1s
being presented on the display by the media appli-
cation, wherein the scraping creates scraped audio-
visual content corresponding to the audiovisual con-
tent that was presented on the display during the time
period, and

creating an instance of an audiovisual screening pack-
age comprising the scraped audiovisual content to
determine an audiovisual content identifier that 1den-
tifies the audiovisual content while the application
programming interface remains locked.

2. The system of claim 1, wherein the operations further
comprise determining that the audiovisual content 1dentifier
that i1dentifies the audiovisual content cannot be obtained
from the media application based on the application pro-
gramming interface being locked.

3. The system of claim 1, wherein the operations further
comprise obtaining the audiovisual content 1dentifier for the
audiovisual content based on the scraped audiovisual con-
tent while the application programming interface remains
locked.

4. The system of claim 3, wherein obtaining the audio-
visual content identifier for the audiovisual content based on
the scraped audiovisual content while the application pro-
gramming 1ntertace remains locked comprises:

providing the audiovisual screening package to a collec-

tive media screening system; and

instructing the collective media screening system to ana-

lyze the scraped audiovisual content to identily the
audiovisual content and determine the audiovisual con-
tent 1dentifier for the audiovisual content.

5. The system of claim 1, wherein directly accessing the
display of the user equipment to access the audiovisual
content includes bypassing the application programming
interface of the media application.

6. The system of claim 1, wherein the operations further
comprise:

determining that the content stream includes flagged

audiovisual content corresponding to a queued portion
of the audiovisual content that has not been presented
on the display;

preparing an audiovisual content filter for the flagged

audiovisual content; and

providing the audiovisual content filter to the display such

that the audiovisual content filter filters the flagged
audiovisual content provided by the media application
without accessing the application programming inter-
face.

7. The system of claim 6, wherein the audiovisual content
filter includes one or more of an audio clip replacement
instruction, an audio clip cancellation 1nstruction, a content
redirect instruction, a processor bufler instruction, a time
Jump instruction, an 1mage overlay block, a visual distortion
block, or a content summary block.

8. A method comprising:

detecting, by a system, a content stream directed to a

media application stored on a user equipment, wherein
audiovisual content of the content stream 1s presented
on a display of the user equipment via execution of the
media application;

determining, by the system, that an application program-

ming 1nterface corresponding to the media application
1s locked such that the media application 1s not acces-
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sible via the application programming interface by
applications lacking credentials to access the applica-
tion programming interface;

in response to determining that the application program-

ming interface 1s locked such that the media application
1s not accessible via the application programming inter-
face by applications lacking credentials to access the
application programming interface, directly accessing,
by the system, the display of the user equipment to
access the audiovisual content that 1s being presented
on the display by the media application without access-
ing the application programming intertace correspond-
ing to the media application;

scraping, by the system, the audiovisual content directly

from the display for a time period while the content
stream 1s being presented on the display by the media
application, wherein the scraping creates scraped
audiovisual content corresponding to the audiovisual
content that was presented on the display during the
time period; and

creating, by the system, an instance of an audiovisual

screening package comprising the scraped audiovisual
content to determine an audiovisual content 1dentifier
that identifies the audiovisual content while the appli-
cation programming interface remains locked.

9. The method of claim 8, further comprising determining,
that the audiovisual content identifier that identifies the
audiovisual content cannot be obtained from the media
application based on the application programming interface
being locked.

10. The method of claim 8, further comprising obtaining
the audiovisual content 1dentifier for the audiovisual content
based on the scraped audiovisual content while the applica-
tion programming interface remains locked.

11. The method of claam 10, wherein obtaining the
audiovisual content identifier for the audiovisual content
based on the scraped audiovisual content while the applica-
tion programming interface remains locked comprises:

providing the audiovisual screening package to a collec-

tive media screening system; and

instructing the collective media screening system to ana-

lyze the scraped audiovisual content to identily the
audiovisual content and determine the audiovisual con-
tent 1dentifier for the audiovisual content.

12. The method of claim 8, wherein directly accessing the
display of the user equipment to access the audiovisual
content includes bypassing the application programming
interface of the media application.

13. The method of claim 8, further comprising:

determining that the content stream includes flagged

audiovisual content corresponding to a queued portion
of the audiovisual content that has not been presented
on the display;

preparing an audiovisual content filter for the flagged

audiovisual content; and

providing the audiovisual content filter to the display such

that the audiovisual content filter filters the flagged
audiovisual content provided by the media application
without accessing the application programming inter-
face.

14. The method of claim 13, wherein the audiovisual
content filter includes one or more of an audio clip replace-
ment nstruction, an audio clip cancellation instruction, a
content redirect instruction, a processor buller instruction, a
time jump instruction, an image overlay block, a visual
distortion block, or a content summary block.
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15. A computer storage medium having computer-execut-
able instructions stored thereon that, 1n response to execu-
tion by a processor of a system, cause the processor to
perform operations comprising:
detecting a content stream directed to a media application
stored on a user equipment, wherein audiovisual con-
tent of the content stream 1s presented on a display of
the user equipment via execution of the media appli-
cation;
determining that an application programming interface
corresponding to the media application 1s locked such
that the media application 1s not accessible via the
application programming interface by applications
lacking credentials to access the application program-
ming interface;
in response to determining that the application program-
ming interface 1s locked such that the media application
1s not accessible via the application programming inter-
face by applications lacking credentials to access the
application programming interface, directly accessing
the display of the user equipment to access the audio-
visual content that 1s being presented on the display by
the media application without accessing the application
programming interface corresponding to the media
application;
scraping the audiovisual content directly from the display
for a time period while the content stream i1s being
presented on the display by the media application,
wherein the scraping creates scraped audiovisual con-
tent corresponding to the audiovisual content that was
presented on the display during the time period; and

creating an instance of an audiovisual screening package
comprising the scraped audiovisual content to deter-
mine an audiovisual content identifier that identifies the
audiovisual content while the application programming
interface remains locked.

16. The computer storage medium of claim 15, wherein
the operations fturther comprise determining that the audio-
visual content identifier that identifies the audiovisual con-
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tent cannot be obtained from the media application based on
the application programming interface being locked.
17. The computer storage medium of claim 15, wherein

the operations further comprise obtaining the audiovisual
content 1dentifier tor the audiovisual content based on the

scraped audiovisual content while the application program-

ming interface remains locked.

18. The computer storage medium of claim 17, wherein
obtaining the audiovisual content 1dentifier for the audiovi-
sual content based on the scraped audiovisual content while
the application programming interface remains locked com-
Prises:

providing the audiovisual screening package to a collec-

tive media screening system; and

instructing the collective media screening system to ana-

lyze the scraped audiovisual content to identily the
audiovisual content and determine the audiovisual con-
tent 1dentifier for the audiovisual content.

19. The computer storage medium of claim 15, wherein
the operations further comprise:

determining that the content stream includes flagged

audiovisual content corresponding to a queued portion
of the audiovisual content that has not been presented
on the display;

preparing an audiovisual content {filter for the flagged

audiovisual content; and

providing the audiovisual content filter to the display such

that the audiovisual content filter filters the flagged
audiovisual content provided by the media application
without accessing the application programming inter-
face.

20. The computer storage medium of claim 19, wherein
the audiovisual content filter includes one or more of an
audio clip replacement instruction, an audio clip cancella-
tion 1nstruction, a content redirect instruction, a processor
bufler instruction, a time jump 1nstruction, an 1mage overlay
block, a visual distortion block, or a content summary block.
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