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SYSTEMS AND METHODS FOR
RELIABILITY CONTROL OF
INFORMATION HANDLING SYSTEM

TECHNICAL FIELD

The present disclosure relates 1n general to mformation
handling systems, and more particularly to reliability control
of an information handling system.

BACKGROUND

As the value and use of information continues to increase,
individuals and businesses seek additional ways to process
and store information. One option available to users is
information handling systems. An information handling
system generally processes, compiles, stores, and/or com-
municates information or data for business, personal, or
other purposes thereby allowing users to take advantage of
the value of the information. Because technology and infor-
mation handling needs and requirements vary between dif-
ferent users or applications, information handling systems
may also vary regarding what information 1s handled, how
the information 1s handled, how much information 1s pro-
cessed, stored, or communicated, and how quickly and
ciliciently the information may be processed, stored, or
communicated. The varniations in information handling sys-
tems allow for information handling systems to be general or
configured for a specific user or specific use such as financial
transaction processing, airline reservations, enterprise data
storage, or global communications. In addition, information
handling systems may include a variety of hardware and
software components that may be configured to process,
store, and communicate information and may include one or
more computer systems, data storage systems, and network-
Ing systems.

Manufacturers commonly deliver pre-integrated and vali-
dated racks of information handling systems, thus allowing
consumers of such systems to receive fully-populated,
cabled, and tested racks which they can simply transfer from
their point of delivery to their data center environments
without requiring the use of teams of technicians to
assemble the racks on site. However, compared with ship-
ping an individual server 1n an enclosed package that 1s drop
tested and sealed with moisture-absorbing desiccant, ship-
ping ol a pre-integrated rack with servers may present
unique challenges with respect to non-operational reliability
concerns. In particular, the volume and mass of a pre-
integrated rack may make 1t susceptible to condensation and
shock events during shipment that may be diflicult and
expensive to completely eliminate from the shipping pro-
CEesS.

SUMMARY

In accordance with the teachings of the present disclosure,
one or more disadvantages and problems associated with
ensuring operability of an information handling system may
be reduced or eliminated.

In accordance with embodiments of the present disclo-
sure, a controller may 1nclude one or more environmental
sensor puts configured to recerve data from one or more
environmental sensors integral to an information handling
system and a microcontroller unit communicatively coupled
to the one or more environmental sensor iputs. The micro-
controller unit may be configured to monitor the one or more
environmental sensor inputs for one or more reliability-
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2

impacting events aflecting or likely to aflect operability of
the mmformation handling system and in response to an
occurrence ol a reliability-impacting event, apply an event-
based policy aflfecting operation of one or more components
of the mformation handling system.

In accordance with these and other embodiments of the
present disclosure, a method may include receiving data
from one or more environmental sensors integral to an
information handling system, monitoring the one or more
environmental sensor inputs for one or more reliability-
impacting events allecting or likely to aflect operability of
the information handling system, and 1n response to an
occurrence ol a reliability-impacting event, applying an
event-based policy aflecting operation of one or more com-
ponents of the mformation handling system.

In accordance with these and other embodiments of the
present disclosure, an information handling system may
include one or more environmental sensors a controller
comprising one or more environmental sensor mputs con-
figured to receive data from the one or more environmental
sensors and a microcontroller unit communicatively coupled
to the one or more environmental sensor inputs. The micro-
controller unit may be configured to monitor the one or more
environmental sensor inputs for one or more reliability-
impacting events allecting or likely to aflect operability of
the information handling system and in response to an
occurrence ol a reliability-impacting event, apply an event-
based policy aflecting operation of one or more components
of the imnformation handling system.

Technical advantages of the present disclosure may be
readily apparent to one skilled i the art from the figures,
description and claims included herein. The objects and
advantages of the embodiments will be realized and
achieved at least by the elements, features, and combinations
particularly pointed out in the claims.

It 1s to be understood that both the foregoing general
description and the following detailed description are
examples and explanatory and are not restrictive of the
claims set forth in this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present embodi-
ments and advantages thereof may be acquired by referring
to the following description taken in conjunction with the
accompanying drawings, 1n which like reference numbers
indicate like features, and wherein:

FIG. 1 illustrates a block diagram of an example infor-
mation handling system, in accordance with certain embodi-
ments of the present disclosure; and

FIG. 2 illustrates a flow chart of an example method for
reliability control of an information handling system, in
accordance with certain embodiments of the present disclo-
sure.

DETAILED DESCRIPTION

Preferred embodiments and their advantages are best
understood by reference to FIGS. 1 and 2, wherein like
numbers are used to indicate like and corresponding parts.

For the purposes of this disclosure, an iformation han-
dling system may include any instrumentality or aggregate
ol 1strumentalities operable to compute, classily, process,
transmit, receive, retrieve, originate, switch, store, display,
manifest, detect, record, reproduce, handle, or utilize any
form of information, intelligence, or data for business,
scientific, control, entertainment, or other purposes. For
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example, an information handling system may be a personal
computer, a personal digital assistant (PDA), a consumer
clectronic device, a network storage device, or any other
suitable device and may vary 1n size, shape, performance,
functionality, and price. The information handling system
may mclude memory, one or more processing resources such
as a central processing unit (“CPU”) or hardware or software
control logic. Additional components of the information
handling system may include one or more storage devices,
one or more communications ports for communicating with
external devices as well as various input/output (“1/0O”)
devices, such as a keyboard, a mouse, and a video display.
The mformation handling system may also include one or
more buses operable to transmit communication between the
various hardware components.

For the purposes of this disclosure, computer-readable
media may include any instrumentality or aggregation of
instrumentalities that may retain data and/or instructions for
a period of time. Computer-readable media may include,
without limitation, storage media such as a direct access
storage device (e.g., a hard disk drnive or floppy disk), a
sequential access storage device (e.g., a tape disk drive),
compact disk, CD-ROM, DVD, random access memory
(RAM), read-only memory (ROM), electrically erasable
programmable read-only memory (EEPROM), and/or flash
memory; as well as communications media such as wires,
optical fibers, microwaves, radio waves, and other electro-
magnetic and/or optical carriers; and/or any combination of
the foregoing.

For the purposes of this disclosure, information handling
resources may broadly refer to any component system,
device or apparatus of an information handling system,
including without limitation processors, service processors,
basic 1mput/output systems (BIOSs), buses, memories, 1/0
devices and/or interfaces, storage resources, network inter-
taces, motherboards, and/or any other components and/or
clements of an information handling system.

For the purposes of this disclosure, the terms “wireless
transmissions” and “wireless communication” may be used
to refer to all types of electromagnetic communications
which do not require a wire, cable, or other types of
conduits. Examples of wireless transmissions which may be
used include, but are not limited to, short-range wireless
communication technologies (e.g., proximity card, Radio-
Frequency Identification (RFID), Near Field Communica-
tion (NFC), Bluetooth, ISO 14443, ISO 15693, or other
suitable standard), personal area networks (PAN) (e.g., Blu-
ctooth), local area networks (LAN), wide area networks
(WAN), narrowband personal communications services
(PCS), mobile telephony technologies, broadband PCS, cir-
cuit-switched cellular, cellular digital packet data (CDPD),
radio frequencies, such as the 800 MHz, 900 MHz, 1.9 GHz
and 2.4 GHz bands, infra-red and laser.

FIG. 1 illustrates a block diagram of an example infor-
mation handling system 102. In some embodiments, infor-
mation handling system 102 may comprise a personal com-
puter. In some embodiments, information handling system
102 may comprise or be an integral part of a server. In other
embodiments, information handling system 102 may com-
prise a portable information handling system (e.g., a laptop,
notebook, tablet, handheld, smart phone, personal digital
assistant, etc.). As depicted i FIG. 1, information handling
system 102 may include a processor 103, a memory 104
communicatively coupled to processor 103, a BIOS 105
communicatively coupled to processor 103, a network inter-
face 108 communicatively coupled to processor 103, a
management controller 112 communicatively coupled to
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processor 103, a reliability controller 116 communicatively
coupled to a processor 113, and one or more environmental
sensors (e.g., temperature sensor 119, humidity sensor 120,
moisture sensor 122, and accelerometer 124).

Processor 103 may include any system, device, or appa-
ratus configured to interpret and/or execute program nstruc-
tions and/or process data, and may include, without limita-
tion, a microprocessor, microcontroller, digital signal
processor (DSP), application specific integrated circuit
(ASIC), or any other digital or analog circuitry configured to
interpret and/or execute program instructions and/or process
data. In some embodiments, processor 103 may interpret
and/or execute program instructions and/or process data
stored 1n memory 104 and/or another component of infor-
mation handling system 102.

Memory 104 may be communicatively coupled to pro-
cessor 103 and may include any system, device, or apparatus
configured to retain program instructions and/or data for a
period of time (e.g., computer-readable media). Memory
104 may include RAM, EEPROM, a PCMCIA card, flash
memory, magnetic storage, opto-magnetic storage, or any
suitable selection and/or array of volatile or non-volatile
memory that retains data after power to mformation han-
dling system 102 1s turned off.

As shown in FIG. 1, memory 104 may have stored thereon
an operating system 106. Operating system 106 may com-
prise any program ol executable instructions, or aggregation
of programs of executable instructions, configured to man-
age and/or control the allocation and usage of hardware
resources such as memory, processor time, disk space, and
input and output devices, and provide an interface between
such hardware resources and application programs hosted by
operating system 106. In addition, operating system 106
may include all or a portion of a network stack for network
communication via a network interface (e.g., network inter-
face 108 for communication over a data network). Active
portions ol operating system 106 may be transierred to
memory 104 for execution by processor 103. Although
operating system 106 i1s shown in FIG. 1 as stored in
memory 104, in some embodiments operating system 106
may be stored 1n storage media accessible to processor 103,
and active portions of operating system 106 may be trans-
terred from such storage media to memory 104 for execution
by processor 103.

A BIOS 105 may include any system, device, or apparatus
configured to idenftily, test, and/or imtialize i1nformation
handling resources of information handling system 102,
and/or mitialize interoperation of information handling sys-
tem 102 with other information handling systems. “BIOS”
may broadly refer to any system, device, or apparatus
configured to perform such functionality, including without
limitation, a Unified Extensible Firmware Interface (UEFI).
In some embodiments, BIOS 105 may be implemented as a
program of instructions that may be read by and executed on
processor 103 to carry out the functionality of BIOS 105. In
these and other embodiments, BIOS 105 may comprise boot
firmware configured to be the first code executed by pro-
cessor 103 when information handling system 102 1s booted
and/or powered on. As part of 1ts initialization functionality,
code for BIOS 105 may be configured to set components of
information handling system 102 into a known state, so that
one or more applications (e.g., an operating system or other
application programs) stored on compatible media (e.g., disk
drives) may be executed by processor 103 and given control
of information handling system 102.

Network interface 108 may comprise any suitable system,
apparatus, or device operable to serve as an 1nterface
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between information handling system 102 and one or more
other information handling systems via an in-band network.
Network interface 108 may enable information handling
system 102 to communicate using any suitable transmission
protocol and/or standard. In these and other embodiments,
network interface 108 may comprise a network interface
card, or “NIC.” In these and other embodiments, network
interface 108 may be enabled as a local area network
(LAN)-on-motherboard (LOM) card.

In operation, processor 103, memory 104, BIOS 1035, and
network interface 108 may comprise at least a portion of a
host system 98 of information handling system 102.

Management controller 112 may be configured to provide
management facilities for management of information han-
dling system 102. Such management may be made by
management controller 112 even 1f information handling
system 102 1s powered off or powered to a standby state.
Management controller 112 may include a processor 113,
memory, and a management network interface 118 separate
from and physically 1solated from data network interface
108. In certain embodiments, management controller 112
may include or may be an integral part of a baseboard
management controller (BMC) or a remote access controller
(e.g., a Dell Remote Access Controller or Integrated Dell
Remote Access Controller). As shown 1n FIG. 1, manage-
ment controller 112 may comprise a processor 113 and a
network interface 118 communicatively coupled to proces-
sor 113.

Processor 113 may include any system, device, or appa-
ratus configured to interpret and/or execute program nstruc-
tions and/or process data, and may 1nclude, without limita-
tion, a microprocessor, microcontroller, digital signal
processor (DSP), application specific integrated circuit
(ASIC), or any other digital or analog circuitry configured to
interpret and/or execute program instructions and/or process
data. In some embodiments, processor 113 may interpret
and/or execute program instructions and/or process data
stored 1n a memory and/or another component of 1nforma-
tion handling system 102 or management controller 112. As
shown 1in FIG. 1, processor 113 may be commumnicatively
coupled to processor 103. Such coupling may be via a
Universal Serial Bus (USB), System Management Bus (SM-
Bus), and/or one or more other communications channels.

Network interface 118 may comprise any suitable system,
apparatus, or device operable to serve as an 1nterface
between management controller 112 and one or more other
information handling systems via an out-of-band manage-
ment network. Network interface 118 may enable manage-
ment controller 112 to communicate using any suitable
transmission protocol and/or standard. In these and other
embodiments, network interface 118 may comprise a net-
work interface card, or “NIC.”

Reliability controller 116 may comprise any suitable
system, device, or apparatus configured to receive one or
more sensor inputs indicating environmental conditions
within information handling system 102, and based thereon,
determine whether a relhability-impacting event has
occurred within information handling system 102. For
example, in some embodiments, reliability controller 116
may primarily operate during shipment of information han-
dling system 102 to a consumer of information handling
system 102, to determine if a reliability-impacting event
occurs during shipment. In addition, a “reliability-impacting
event” may broadly include any event associated with
information handling system 102 and detectable by one or
more environmental sensors wherein such event indicates a
substantial probability that one or more components of
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information handling system 102 may not operate properly
in response to the rehability-impacting event. One non-
limiting example of a reliability-impacting event includes
condensation occurring within information handling system
102 that could lead to electrical shorting and damage 11
information handling system 102 1s powered on with such
condensation present. Another non-limiting example
includes a mechanical shock event that could cause physical
damage to one or more components, which could 1n turn
cause additional damage 11 information handling system 102
1s powered on with such physical damage unremedied.

As shown 1n FIG. 1, reliability controller 116 may include
a microcontroller umit (MCU) 126, a memory 128, a battery
130, and one or more mputs for receiving sensor data from
one or more environmental sensors (e.g., temperature sensor
119, humidity sensor 120, moisture sensor 122, and accel-
crometer 124).

MCU 126 may comprise a microprocessor, DSP, ASIC,
FPGA, EEPROM, or any combination thereof, or any other
device, system, or apparatus for carrying out the function-
ality of reliability controller 116. As such, MCU 126 may
comprise firmware, logic, and/or data for controlling func-
tionality of reliability controller 116.

Memory 128 may be communicatively coupled to pro-
cessor 103 and may include any system, device, or apparatus
configured to retain program instructions and/or data for a
pertod of time (e.g., computer-readable media). Memory
104 may include RAM, EEPROM, a PCMCIA card, tlash
memory, magnetic storage, opto-magnetic storage, or any
suitable selection and/or array of volatile or non-volatile
memory that retains data after power to information han-
dling system 102 i1s turned off. In particular, memory 128
may include data and instructions that may be loaded and
executed by MCU 126 1n order to carry out the functionality
of reliability controller 116. For example, memory 128 may
store definitions of reliability-impacting events and rem-
edies 1n response to reliability-impacting events. For
example, memory 128 may store defimitions of “direct”
events such as a parameter measured by an environmental
sensor exceeding a threshold value for such sensor. As
another example, memory 128 may store definitions of
“indirect” events that are algorithmically defined, such as a
time rate of change of a dew point exceeding a threshold
may 1ndicate likelihood of condensation which 1tself 1s not
directly detectable, or such as a spectral density of power
over a Irequency range of interest (e.g., as determined from
readings from accelerometer 124) exceeding a particular
threshold which may indicate a likelithood of mechanically-
induced damage that may not be directly detectable.

In addition, 1n some embodiments, reliability controller
116 may interact with management controller 112 or other
control circuitry/systems of information handling system to
apply event-based policies to information handling system
102. Such policies may be defined within memory 128. For
example, 11 reliability controller 116 detects the presence or
likelihood of condensation, 1t may interact with management
controller 112 such that management controller 112 prevents
information handling system 102 from powering for a period
of time following the condensation event. As another
example, 11 reliability controller 116 detects the presence or
likelihood of condensation, 1t may interact with management
controller 112 such that management controller 112 powers
on cooling fans of information handling system 102 while
leaving the remainder of information handling system 102
powered down 1n order to assist in drying out aflected or
potentially-aflected components. As a further example, 1f
reliability controller 116 detects the presence or likelithood
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of a physical shock event (e.g., one which could have
dislodged an electrical bus bar), 1t may interact with man-
agement controller 112 to prevent powering on of informa-
tion handling system 102 pending a manual inspection of
information handling system 102. As an additional example,
reliability controller 116 may include a light or other visual
indicator (not explicitly shown in FIG. 1) that provides a
visual indication of a past and/or present reliability-impact-
ing event 1n accordance with an event-based policy.

Battery 130 may comprise any system, device, or appa-
ratus configured to store energy which may be used by
reliability controller 116 to power components of reliability
controller 116 to perform the functionality thereof. In some
embodiments, battery 130 may comprise an electrochemaical
cell configured to convert stored chemical energy into elec-
trical energy. In other embodiments, battery 130 may com-
prise a capacitor or “supercap”’ configured to store electrical
energy and deliver such electrical energy to components of
reliability controller 116.

Temperature sensor 119 may be any system, device, or
apparatus (e.g., a thermometer, thermistor, etc.) configured
to communicate a signal to reliability controller 116 indica-
tive of a temperature proximate to or within information
handling system 102.

Humidity sensor 120 may be any system, device, or
apparatus (e.g., a hygrometer, etc.) configured to communi-
cate a signal to reliability controller 116 indicative of a
relative humidity proximate to or within information han-
dling system 102.

Moisture sensor 122 may be any system, device, or
apparatus configured to communicate a signal to reliability
controller 116 indicative of presence of liquid water or other
water proximate to or within information handling system
102.

Accelerometer 124 may include any system, device, or
apparatus configured to measure acceleration (e.g., proper
acceleration) experienced by information handling system
102.

Although FIG. 1 and the discussion above enumerates
specific types of environmental sensors, 1t 1s understood that
other types of environmental sensors may be employed by
information handling system 102, and that any number of
any types of environmental sensors may also be employed.

In these and other embodiments, environmental sensors
may be strategically placed within information handling
system 102 (e.g., within or proximate to hard disk drives or
other data storage devices). In such cases, environmental
sensors may be coupled to reliability controller 116 wvia
wireless or wire-line transmissions.

In these and other embodiments, reliability controller 116
may include a wireless network interface (not shown in FIG.
1) that may be used to remotely query (e.g., via a handheld
computing device, such as a tablet) reliability controller 116
in order to view reliability-impacting event information
from such remote device.

In these and other embodiments, environmental sensors
may be incorporated within modular information handling
resources of information handling system 102. For example,
a hard disk drive may incorporate an accelerometer 124, and
if reliability controller 116 detects a reliability-impacting
event, such event may be logged or otherwise reported by
reliability controller 116, to which a technician or other user
may simply replace the particular hard disk drive experi-
encing the reliability-impacting event.

In addition to processor 103, memory 104, network
interface 108, management controller 112, and reliability
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controller 116, and environmental sensors, information han-
dling system 102 may include one or more other information
handling resources.

Although FIG. 1 depicts information handling system 102
as only having a single host system 98 for the purposes of
clarity and exposition, in some embodiments, information
handling system 102 may comprise a server rack including
a plurality of racks of host systems 98.

FIG. 2 1llustrates a flow chart of an example method 200
for reliability control of an information handling system, 1n
accordance with certain embodiments of the present disclo-
sure. According to some embodiments, method 200 may
begin at step 202. As noted above, teachings of the present
disclosure may be implemented 1n a variety of configura-
tions of information handling system 102.

At step 202, an information handling system 102 1nclud-
ing reliability controller 116 and environmental sensors may
be shipped from a manufacturer or other provider of 1nfor-
mation handling system 102. At step 204, during shipping,
reliability controller 116 may monitor for reliability-impact-
ing events, as may be defined by information stored in
memory 128. At step 206, reliability controller 116 may
determine 11 any reliability-impacting events occur within a
particular period of time, wherein such particular period of
time may be related to a period of time required to ship
information handling system 102 to its intended destination.
If a reliability-impacting event has occurred, method 200
may proceed to step 208. If a reliability-impacting event
does not occur, method 200 may end.

At step 208, 1n response to occurrence of a reliability-
impacting event, reliability controller 116 may, alone or 1n
concert with management controller 112 or another compo-
nent of information handling system 102, apply an event-
based policy to the operation of information handling system
102, as described above. After application of the event-based
policy, method 200 may end.

Although FIG. 2 discloses a particular number of steps to
be taken with respect to method 200, method 200 may be
executed with greater or lesser steps than those depicted 1n
FIG. 2. In addition, although FIG. 2 discloses a certain order
of steps to be taken with respect to method 200, the steps
comprising method 200 may be completed 1n any suitable
order.

Method 200 may be implemented using information han-
dling system 102 or any other system operable to implement
method 200. In certain embodiments, method 200 may be
implemented partially or fully 1n software and/or firmware
embodied 1n computer-readable media.

This disclosure encompasses all changes, substitutions,
variations, alterations, and modifications to the exemplary
embodiments herein that a person having ordinary skill 1n
the art would comprehend. Similarly, where appropriate, the
appended claims encompass all changes, substitutions,
variations, alterations, and modifications to the exemplary
embodiments herein that a person having ordinary skill 1n
the art would comprehend. Moreover, reference in the
appended claims to an apparatus or system or a component
of an apparatus or system being adapted to, arranged to,
capable of, configured to, enabled to, operable to, or opera-
tive to perform a particular function encompasses that
apparatus, system, or component, whether or not 1t or that
particular function 1s activated, turned on, or unlocked, as
long as that apparatus, system, or component 1s so adapted,
arranged, capable, configured, enabled, operable, or opera-
tive.

All examples and conditional language recited herein are
intended for pedagogical objects to aid the reader 1n under-
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standing the mvention and the concepts contributed by the
inventor to furthering the art, and are construed as being
without limitation to such specifically recited examples and
conditions. Although embodiments of the present inventions
have been described in detail, 1t should be understood that
vartous changes, substitutions, and alterations could be
made hereto without departing from the spirit and scope of
the disclosure.

What 1s claimed 1s:

1. A reliability controller for an information handling
system, wherein the reliability controller includes:

one or more environmental sensor inputs configured to

receive data from one or more environmental sensors of
an information handling system, wherein the informa-
tion handling system includes a host system, compris-
ing a central processing unit (CPU) communicatively
coupled to a host memory, and a management control-
ler, comprising a management controller processor
communicatively coupled to the host processor,
wherein the one or more environmental sensors include
an accelerometer; and

a microcontroller unit, distinct from the CPU and the

management controller processor, wherein the micro-
controller unit 1s communicatively coupled to the one
or more environmental sensor inputs and configured to
perform reliability control operations, wherein the reli-
ability control operations include:

monitoring, during shipping of the information han-
dling system with the host system and the manage-
ment controller 1n a powered-ofl state, the one or
more environmental sensor inputs for sensor data
indicative of one or more reliability impacting events
occurring during said shipping, wherein the one or
more reliability impacting events include:

a mechanical damage event, wherein the mechanical
damage event 1s indicated by data from the acceler-
ometer indicating an acceleration of the information
handling system exceeding a threshold acceleration;

in response to detecting a reliability impacting event

during shipping of the information handling system.,
performing one or more reliability policy actions,
wherein the one or more reliability policy actions
include:

a mechanical damage action performed 1n response to
detecting a mechanical damage event, wherein the
mechanical damage action includes preventing pow-
ering on of the host system processor pending an
inspection of the information handling system.

2. The reliability controller of claim 1, wherein the one or
more environmental sensors include at least one of a tem-
perature sensor and a humidity sensor.

3. The reliability controller of claim 1, wherein the one or
more environmental sensors include at least one of a tem-
perature sensor, a humidity sensor, and a moisture sensor,
and wherein the one or more reliability impacting events
include:

a condensation event indicative of condensation within

the information handling system.

4. The reliability controller of claim 3, wherein conden-
sation event 1s indicated by a time rate of change of a dew
point associated with the information handling system
exceeding a threshold rate.

5. The reliability controller of claim 4, wherein the one or
more reliability policy actions includes a condensation
action for powering on a cooling fan of the information
handling system and preventing powering on of at least one
other component of the information handling system for a
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selected period of time responsive to detecting sensor data
satisiying the condensation event.

6. A reliability control method for an nformation han-

dling system, the reliability control method comprising:
monitoring, by a reliability controller of the mmformation

handling system, during shipping of the information

handling system with a host system and a management

controller of the information handling system 1n a
powered-oll state, one or more environmental sensor
iputs for sensor data indicative of one or more reli-
ability mmpacting events occurring during said ship-
ping, wherein the one or more relhiability impacting
events include:

a mechanical damage event, wherein the mechanical
damage event 1s indicated by data from the acceler-
ometer mndicating an acceleration of the information
handling system exceeding a threshold acceleration;

in response to detecting a reliability impacting event
during shipping of the information handling system.,
performing one or more relability policy actions,
wherein the one or more reliability policy actions
include:

a mechanical damage action performed 1n response to
detecting a mechanical damage event, wherein the
mechanical damage action includes preventing pow-
ering on of the host system processor pending an
inspection of the information handling system.

7. The-reliability control method of claim 6, wherein the
one or more environmental sensors include at least one of a
temperature sensor and a humidity sensor.

8. The reliability method of claim 6, wherein the one or
more environmental sensors include at least one of a tem-
perature sensor, a humidity sensor, and a moisture sensor,
and wherein the one or more reliability 1impacting events
include:

a condensation event indicative of condensation within

the information handling system.

9. The method of claim 8, wherein the condensation event
1s indicated indirectly by a time rate of change of a dew point
associated with the information handling system exceeding
a threshold rate of change.

10. The method of claim 8, wherein the reliability policy
includes a provision for powering on a cooling fan of the
information handling system and preventing powering on of
at least one other component of the mformation handling
system for a selected period of time responsive to detecting
the condensation event.

11. An information handling system comprising:

a host system including a host processor coupled to a host
memory and to a host network interface configured to
couple the host processor to a data network;

a management controller communicatively coupled to the
host processor, wherein the management controller
includes a management controller processor commu-
nicatively coupled to a management network interface
configured to couple the management controller pro-
cessor to a management network;

one or more environmental sensors wherein the one or
more environmental sensors include an accelerometer:
and

a reliability controller comprising;:

one or more environmental sensor 1nputs configured to
receive data from the one or more environmental
sensors; and

a microcontroller unit communicatively coupled to the
one or more environmental sensor mputs and config-
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ured to perform reliability momitoring operations, the mechanical damage action includes preventing
wherein the reliability monitoring operations include: powering on of the host system processor pending
monitoring, during shipping of the information han- an inspection of the mnformation handling system.
dling system with the host system and the manage- 12. The information handling system of claim 11, wherein
ment controller in a powered-off state, the one or 5 the one or more environmental sensors include at least one
more environmental sensor inputs for sensor data ol a temperature sensor, a humidity sensor, and a moisture

sensor, and wherein the one or more reliability impacting
events 1nclude:

a condensation event indicative of condensation within

10 the information handling system.

13. The information handling system of claim 12, wherein
the condensation event 1s indicated by a time rate of change
of a dew point associated with the information handling
system exceeding a threshold rate of change.

15 14.The information handling system of claim 12, wherein
the one or more reliability policy actions include a conden-
sation action for powering on a cooling fan of the informa-
tion handling system and preventing powering on of at the
host system for a selected period of time responsive to

20 detecting the condensation event.

indicative of one or more reliability impacting events
occurring during said shipping, wherein the one or

more reliability impacting events include:

a mechanical damage event, wherein the mechanical
damage event 1s indicated by data from the accel-
crometer 1ndicating an acceleration of the infor-
mation handling system exceeding a threshold
acceleration;

in response to detecting a reliability impacting event
during shipping of the information handling system,
performing one or more reliability policy actions,
wherein the one or more reliability policy actions
include:

a mechanical damage action performed 1n response
to detecting a mechanical damage event, wherein I T T
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