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300 \ Fig. 3

310

By a first logical object of a sending device, receive a request for a Ve
connection to a receiving device from an application

320

By a second logical object of a sending device, establish a bidirectional
connection between each pair of a third logical object of the sending
device and a third logical object of a recelving device

By the first logical object of the sending device, pre-process data received 330

from the application e
By the second logical object of the sending device, select one or more 340
established bidirectional connections for transmitting the pre-processed
data
350

By the first logical object of the sending device, send the pre-processed
data to the receiving device

No 360

Yes
“ena /0
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400 Figa. 4
. g

Responsive to receiving a request from a second logical object created for 410
a sending device, a second logical object created for a receiving device Ve
provides an assignment of Source Sequence Numbers (SSNs) to a first

logical object created for the sending device

420
A second logical object created for the receiving device receives data over
one or more established bidirectional connections
The second logical object created for the recelving device identifies the 430

first logical object of the sending device from which the data is received ya
based on the SSN, and forwards the data to the first logical object of the
receiving device based on the SSN

440

The first logical object created for the receiving device processes the data

received from the sending device and forwards the processed data to the
application

NO 450

Yes 460
End f
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METHOD AND SYSTEM FOR
TRANSMITTING DATA OVER MULTIPLE
PATHS

CROSS REFERENCE TO RELATED
APPLICATIONS

The present application 1s related to U.S. patent applica-
tion Ser. No. 15/620,956, filed on Jun. 13, 2017, which 1s
incorporated herein by reference.

FIELD OF TECHNOLOGY

The present disclosure relates to the field of data trans-
mission and reception, and, more specifically, to systems and
methods for transmitting data over multiple paths through
any number ol networks.

BACKGROUND

Modern mobile communication devices, e.g., smart-
phones, are able to transmit and receive data via a variety of
access links established over different types ol networks,
¢.g., cellular networks, Wi-Fi networks, etc. However, appli-
cations running on a mobile device are typically configured

to send all 1ts data on the same access link. For example, 1T
a device 1s attached to a 4G network, a Wi-Fi1 network, and
a wire-based network simultaneously, data for the applica-
tion running on that device will typically use either the link
to the 4G network, the Wi-Fi1 network, or the wire-based
network, but not to a plurality of the networks to which the
device 1s connected. The amount of traflic on each type of
network evolves overtime, which sometimes leads to inet-
ficiency 1n usage ol network resources by the devices
connected to these networks. For example, one network may
be operating at capacity while another network may be
underutilized. The overutilization of networks may cause
transmission delays and degradation 1n quality of transmis-
sions on that network.

Therefore, there 1s a need to improve usage of network
transmission resources.

SUMMARY

Aspects of the disclosure relate to the field of transmitting
data over multiple paths.

In one exemplary aspect, a method for transmitting data
from the sending device to a receiving device 1s 1mple-
mented 1 a sending device comprising a processor, the
method comprising: receiving, by a first logical object
created for the sending device, a request for a connection to
the receiving device from an application supported by the
sending device, the first logical object being created for the
application, establishing, by a second logical object created
for the sending device, a bidirectional connection between
cach pair of a third logical object created for the sending
device and a third logical object created for the receiving
device, pre-processing, by the first logical object created for
the sending device, data received from the application,
selecting, by the second logical object created for the
sending device, one or more established bidirectional con-
nections for transmitting the pre-processed data to a receiv-
ing device, and sending, by the first logical object created for
the sending device, the pre-processed data, to the receiving,
device via the selected one or more established bidirectional
connections.

10

15

20

25

30

35

40

45

50

55

60

65

2

According to one aspect of the disclosure, a system 1s
provided for transmitting data from a sending device to a
receiving device, the system comprising at least one pro-
cessor configured to: by a first logical object created for the
sending device, receive a request for a connection to the
receiving device from an application supported by the
sending device, the first logical object being created for the
application, by a second logical object created for the
sending device, establish a bidirectional connection between
cach pair of a third logical object created for the sending
device and a third logical object created for the receiving
device, by the first logical object created for the sending
device, pre-process data received from the application, by
the second logical object created for the sending device,
select one or more established bidirectional connections for
transmitting the pre-processed data to a receiving device,
and by the first logical object created for the sending device,
send the pre-processed data to the receiving device via the
selected one or more established bidirectional connections.

In one exemplary aspect, a non-transitory computer-
readable medium 1s provided storing a set of executable
instructions thereon for transmitting data from a sending
device to a receiving device over multiple paths, including
instructions for receiving, by a first logical object created for
the sending device, a request for a connection to the receiv-
ing device from an application supported by the sending
device, the first logical object being created for the appli-
cation, establishing, by a second logical object created for
the sending device, a bidirectional connection between each
pair of a third logical object created for the sending device
and a third logical object created for the receiving device,
pre-processing, by the first logical object created for the
sending device, data received from the application, select-
ing, by the second logical object created for the sending
device, one or more established bidirectional connections
for transmuitting the pre-processed data to a recerving device,
and sending, by the first logical object created for the
sending device, the pre-processed data, to the receiving
device via the selected one or more established bidirectional
connections.

In one aspect, the establishing of the bidirectional con-
nection comprises: 1mtiating a negotiation with a second
logical object of the receiving device to obtain an assign-
ment of Source Sequence Numbers (SSNs), the pre-pro-
cessed data being transmitted using SSNs assigned by the
second logical object of the receiving device, and each first
logical object of the sending device being assigned a unique
set of SSNs.

In one aspect, a processor of the sending device, creates
one or more lirst logical objects, the second logical object,
and one or more third logical objects, wherein, each first
logical object of the one or more first logical objects created
for the sending device 1s created for a particular application
ol one or more applications supported by the sending device,
cach third logical object created for the sending device is
created for a particular network interface component of one
or more network interface components of the sending
device, and the second logical object created for the sending
device comprises all of the third logical objects created for
the sending device.

In one aspect, the pre-processing by the first logical object
created for the sending device comprises: recerving the data
from the application associated with the particular first
logical object, packetizing the recerved data to obtain data
packets, encrypting the data packets, and applying a data
recovery mechanism on the encrypted data packets to obtain
recoverable data packets. In one aspect, the recoverable data
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packets comprise a sequence ol User Datagram Protocol
(UDP) data packets, the sequence comprising the encrypted
data packets and packets of the recovery mechanism. In one
aspect, the data recovery mechanism applies a Forward
Error Correction (FEC) mechanism on the encrypted data
packets to obtain the recoverable data packets, the packets of
the recovery mechanism comprising FEC data.

In one aspect, a processor of the receiving device, creates
one or more first logical objects, a second logical object, and
one or more third logical objects, wherein, each first logical
object of the one or more first logical objects created for the
receiving device 1s created for a particular application of one
or more applications supported by the receiving device, each
third logical object created for the receiving device 1s for a
particular network interface component of one or more
network interface components of the recerving device, and
the second logical object created for the receiving device
comprises all of the third logical objects created for the
receiving device.

In one aspect, a first logical object of the one or more first
logical objects created for the receiving device processes the
data received from the first logical object of the sending
device, wherein the processing of the received data com-
prises: recovering data packets when at least one data packet
1s lost, decrypting the received data when the received data
packets are encrypted by the first logical object of the
sending device, and providing the decrypted data packets to
the application associated with the first logical object of the
receiving device.

In one aspect, the first logical object of the receiving
device receives the data from the first logical object of the
sending device through a second logical object of the
receiving device, and the second logical object of the
receiving device identifies data tflows directed to the first
logical object based on Source Sequence Numbers (SSNs),
the SSNs being assigned by the second logical object of the
receiving device.

The transmitting of the data from the sending device to the
receiving device over multiple paths 1n accordance with the
teachings of the present disclosure allows a more eflicient
use ol network resources. As data reaches the receiving
device wvia the various paths, the user experience 1is
improved.

The above simplified summary of example aspects serves
to provide a basic understanding of the present disclosure.
This summary 1s not an extensive overview of all contem-
plated aspects, and 1s intended to neither 1dentity key or
critical elements of all aspects nor delineate the scope of any
or all aspects of the present disclosure. Its sole purpose 1s to
present one or more aspects in a simplified form as a prelude
to the more detailed description of the disclosure that
tollows. To the accomplishment of the foregoing, the one or
more aspects of the present disclosure include the features
described and exemplarily pointed out 1n the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated nto
and constitute a part of this specification, illustrate one or
more example aspects of the present disclosure and, together
with the detailed description, serve to explain their prin-
ciples and implementations.

FIG. 1 1s a block diagram illustrating an exemplary
network for transmitting data from a sending device to a
receiving device over multiple paths 1 accordance with
aspects of the present disclosure
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FIG. 2 1s a block diagram illustrating an exemplary
network with logical objects used for transmission of data

over multiple paths.

FIG. 3 1s a tlow diagram 1illustrating an exemplary method
of transmitting data from a sending device to a receiving
device 1 accordance with aspects of the present disclosure.

FIG. 4 1s a flow diagram 1illustrating an exemplary method
of receiving data by a receiving device from a sending
device 1 accordance with aspects of the present disclosure.

FIG. 5 presents an example of a general-purpose com-
puter system on which aspects of the present disclosure can
be implemented.

DETAILED DESCRIPTION

Exemplary aspects are described herein in the context of
a system, method, and computer program product for trans-
mitting data over multiple paths through any number of
networks. Those of ordinary skill in the art will realize that
the following description 1s illustrative only and 1s not
intended to be 1n any way limiting. Other aspects will readily
suggest themselves to those skilled 1in the art having the
benelfit of this disclosure. Reference will now be made in
detail to implementations of the example aspects as 1llus-
trated 1n the accompanying drawings. The same reference
indicators will be used to the extent possible throughout the
drawings and the following description to refer to the same
or like 1tems.

FIG. 1 1s a block diagram illustrating an exemplary
network 100 for transmitting data from a sending device to
a receiving device over multiple paths 1n accordance with
aspects of the present disclosure. The network 100 com-
prises a device 110 communicating with a device 120 for
transmission of data. Device 110 includes a Wi-F1 network
card 111, an Fthernet card 112 and cellular data network card
113. Device 120 includes an Ethernet card 122. Device 110
1s attached to networks 130, 131 and 132 via network cards
111, 112 and 113, respectively. Similarly, device 120 1s
attached to network 140 via network card 122.

The sending device 110 may transmit a data stream for an
application (e.g., an application for audio, video, message,
etc.) as a sequence of data packets. When a single path 1s
established for the data transmission over a selected one of
the networks 130-132, the data transmission may either fail
to meet the expectations of the user or become unreliable.

In one aspect, a network, e.g., 130, 131, 132 or 140, of the
present disclosure may be a private or a public network. In
one aspect, the sending device 110 or receiving device 120
may attach to any number of a plurality of networks. For
example, the device may attach to a Long Term Evolution
(LTE) network and to a Wireless Fidelity (Wi-F1) network.
For each device, all components used for attachment to a
network support Internet Protocol (IP).

In one aspect, the sending device 110 comprises a client
device and the receiver device 120 comprises a server
device. In one aspect, the sending device 110 comprises a
server device and the receiving device 120 comprises a
client device. In one aspect, the sending device 110 or
receiving device 120 comprises a user endpoint device, e.g.,
a smartphone, a computer, and the like. For example, the
communication may be established for a client-server com-
munication, for communication between two smartphones,
for communication between a smartphone and a computer,
and so on. In addition, the communication may be 1nitiated
by etther the sending or receiving device.

In one aspect of the present disclosure, for each of the
sending device 110 and the recerving device 120, logical
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objects are created for performing various tasks needed for
transmission of the data 1n accordance with the disclosure.
FIG. 2 1s a block diagram 1llustrating an exemplary network
200 with logical objects used for transmission of data over
multiple paths.

The network 200 includes a sending device 110 and a
receiving device 120. Device 110 1s communicating via m
interface cards and device 120 1s commumicating via n
interface cards. For each application supported by device
110, a PointChannel logical object 1s created. For example,
PoimntChannel logical object 202 1s created for application
201. GroupChannel logical object 203 serves any number of
PointChannel logical objects created for device 110. Inter-
taceChannel logical objects 204-1 through 204-m are cre-
ated for attaching to m different networks. Similarly, for
cach application supported by device 120, a PointChannel
logical object 1s created. For example, PointChannel logical
object 212 1s created for application 211. GroupChannel
logical object 213 serves any number of PointChannel

logical objects created for device 120. InterfaceChannel
logical objects 214-1 through 214-» are created for attaching
to n different networks.

In order to clearly 1llustrate the teachings of the present
disclosure, definitions and tasks of the various types of
logical objects are first provided. Each device (i.e., receiving
or sending) has at least three types of logical objects. The
first type of logical object may be referred to as a “first
logical object” or as a “PointChannel logical object.” The
second type of logical object may be referred to as a “second
logical object” or as a “GroupChannel logical object.” The
third type of logical object may be referred to as a “third
logical object” or as an “InterfaceChannel logical object.” A
device may further use a fourth type of logical object also
referred to as an “InterfaceMonitor logical object”, as
described below.

The first logical object 1s created for directly communi-
cating with an application supported by the device on which
the PointChannel logical object 1s instantiated and for data
transier to and from the application. The first logical object
1s also tasked with packetizing, encryption/decryption (e.g.,
using TLS/DTLS), adding data recovery packets, and recov-
ering data packets lost during transmaission.

In one aspect, data packets are recovered using a Forward
Error Correction (FEC) data recovery mechanism. The
encryption, decryption, FEC encoding and decoding are
performed 1n accordance with standard techmiques. For
example, User Datagram Protocol (UDP) Transport Exten-
he FEC mechanism for recovery from

sion Protocol uses t
packet losses. An FEC Packet 1s added to the data stream
alter processing a block of m Source (data) Packets. For
example, a first stream of m data packets may be followed
by FEC packets computed on the first stream of m source
packets, a second stream of m data packets may be followed
by FEC packets computed on the second stream of m data
packets, and so on, 1n sequence. Each FEC Packet carries
redundant information regarding the data packets on which
it 1s computed. This information can be used 1n case one of
the m data packets on which 1t 1s computed 1s lost and needs
to be recovered.

The data transfer performed by the first logical object may
be for an application that requires a stream based transmis-
s1on (e.g., using UDP-R/L protocol) or for a message based
transmission using a standard open interface specification
for messages (e.g., a Remote Desk Top Protocol: UDP
Transport Extension published by Microsoft (MS-RD-
PEUDP)). The data transfer may also be for a service that
provides either a guaranteed or a non-guaranteed delivery of
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the data. Based on whether the application 1s the source or
the recipient of the data, the PointChannel logical object
performs either a processing prior to transmission to the
other device (1.e., pre-processing), or a processing aiter the
reception from the other device (i.e., post-processing). In
one example, data received from another device and directed
towards the application 1s processed by the PointChannel
logical object before being forwarded to the Application. In
another example, data sourced by the application of the
device and directed to another device 1s pre-processed by the
PointChannel logical object (i.e., by the first logical object
of the sending device).

In one aspect of the present disclosure, the application
receives data exclusively from the PomntChannel logical
object associated with the application. In other words, an
application of the receiving device receives data exclusively
from the first logical object of the receiving device. The
PointChannel logical object of the receiving device uses a
unmique Source IDentification (SID) to determine the source
of the data. The SID 1s a number that has an expandable bit
depth of up to 32 bits. For example, at the receiver side of
the transmission, a first logical object of the sending device
1s umquely i1dentifiable. In other words, the PointChannel
logical object of the device from which the data 1s received
1s umquely 1dentifiable. Section A describes an example of
a method for assigning sequence numbers to source packets.
The assignment 1s performed such that data packets received
from two applications of a sending device are routed to
respective applications at the receiver side.

In one aspect, the PomtChannel logical object 1s also
tasked with specitying an initial set of connections. For
example, the PomtChannel logical object may create a
control object for controlling GroupChannels. Then, the
control object may specily the mnitial set of connections the
GroupChannel logical object selects when the connection 1s
initially established. In specifying the 1nitial set of connec-
tions, the PomtChannel logical object uses network
addresses and port numbers that are already available for the
connection. The PomtChannel logical object may use any
number of different pairs of source and destination address
ports.

The second logical object 1s created for selecting a
method and a direction of sending messages with data. In
order to select the method of sending the data, the second
logical object generates and maintains a list of third type of
logical objects, each object being for a given communica-
tions channel (e.g., LTE, Wi-Fi, etc.). For each third logical
object, the second logical object determines values of one or
more performance parameters. In one aspect, the perfor-
mance parameters for the third logical object comprises
parameters for tracking, for the corresponding communica-
tions channel: connection possibilities, response times, data
transier rates, data loss rates, and the like. The second logical
object may then sort the third logical objects based on the
values of the various performance parameters. The selection
of a method for transmission of the data may then be based
on the sorted list of the third logical objects. It 1s noted that
the second logical object may select any number of third
logical objects for transmission ol the data—thereby
ecnabling the transmission to occur over multiple paths.

In one aspect, the selection may further be based on one
or more parameters associated with the data, 1.¢., parameters
associated with the data packets. In one aspect, the one or
more parameters associated with the data packets comprise
at least one of: a Quality of Service (QoS) parameter, a type
of service associated with the data packets (e.g., video,
audio, etc.), a priority associated with the data packets), etc.
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The second logical object of the receiving device 120
identifies data tlows directed to the first logical object of the
receiving device 120 based on Source Sequence Numbers
(SSNs). The SSNs are assigned by the second logical object
of the recerving device 120 prior to the data transier from the
source device.

In one aspect, the second logical object monitors the list
of logical objects of the third type to determine when
network components are added or removed. For example,
for each third logical object in the list, the second logical
object may run a monitoring process to determine whether
the logical object remains on the list. In addition, the second
logical object may 1ssue a command to determine if another
third logical object 1s added to the list.

In one aspect, the monitoring of the list of third logical
objects may be performed directly by the second logical
object. In another aspect, the monitoring of the list of third
logical objects may be performed via a fourth type of logical
object. The fourth type of logical object may be referred to
as “fourth logical object” or an “InterfaceMonitor” logical
object. The fourth logical object may interact with an
operating system of a device to: update mnformation about
existing network components connected to the network,
create an appropriate third logical object for each enabled
network component that has an IP address, and add the third
logical object that 1s created to the second logical object.
When the fourth logical object 1s performing the tasks
described above, the second logical object may 1ssue com-
mands to the fourth logical object—thereby enabling the
system to readily determine when network components are
removed or added. In other words, the second logical object
may run parallel command flows to invoke the monitoring
and reporting ol additions and removals of network com-
ponents.

The third logical object 1s created for controlling and
measuring connection parameters, iteracting with an oper-
ating system Application Program Interface (API) of a
device on which the third logical object 1s instantiated, and
sending and receiving packets, e.g., data packets. In one
aspect, the measurement of the connection parameters by the
third (InterfaceChannel) logical object comprises measuring,
one or more of: response times, instant data transfer times,
number of packets lost for a selected network component
during a connection with another device. The other device
may be either a device to which data 1s being transmitted or
a device from which data 1s being received. In one aspect,
the measuring of the connection parameters 1s performed
using both the destination and resolve addresses. The third
logical object also creates a UDP socket on a dedicated
network component and logically associating the UDP
socket with an address, e.g., a destination address to which
data 1s being transmaitted.

In one aspect of the present disclosure, for each network
to which a device 1s attached, an interface channel (Inter-
taceChannel) logical object 1s created. For instance, suppose
a device 1s attached to an LTE network and a Wi-F1 network.
Then, two InterfaceChannel logical objects are created—one
for use to access the LTE network and another to access the
Wi-Fi network. Therefore, one or more PointChannel logical
objects, a GroupChannel logical object, and one or more
InterfaceChannel logical objects are created for the sending
device 110. Each PomtChannel logical object 1s created for
a particular application supported by the sending device 110.
Each InterfaceChannel logical object 1s created for a par-
ticular network interface component (card) of one or more
network interface components of the sending device 110.
Then, a GroupChannel logical object that comprises all of
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8

the InterfaceChannel logical objects created for the sending
device 110 1s created. Similarly, one or more PointChannel
logical objects, a GroupChannel logical object, and one or
more InterfaceChannel logical objects are created for the
receiving device 120.

In one aspect, the sending device 110 or receiving device
120 supports any number of communications channels, e.g,
LTE, 3G, etc. In one aspect, the types of communications
channels supported by the sending device 110 and receiving
device 120 are independent of each other. For example, the
sending device 110 may support m communications chan-
nels while the recerving device 120 supports n communica-
tions channels, where m and n are independent 1ntegers. For
instance, the m communications channels may comprise: a
first communications channel established over a Wi-F1 net-
work, a second communications channel established over an
LTE network of a first service provider, and a third com-
munications channel established over an LTE network of a
second service provider. Similarly, the n communications
channels may comprise a communications channel estab-
lished over an L'TE network of a third service provider. As
such, the service providers of the sending device 110 and the
receiving device 120 may be the same or different, and/or
may use different standards. For example, the sending
device 110 may use a GSM carrier while the receiving
device 120 uses a CDMA carrier. In other words, the sending
device 110 and the receiving device 120 independently reach
various access networks.

Returning to FIG. 2, when a connection request 1s
received from an application of the sending device 110, a
bidirectional connection 1s established between each pair of
an InterfaceChannel logical object created for the sending
device 110 and an InterfaceChannel logical object created
for the recerving device 120. For example, 1f both devices
have two InterfaceChannel logical objects—one for access-
ing an LTE network and another for accessing a Wi-Fi
network (e.g., m=n=2), four bidirectional connections are
established. In other words, a given bidirectional connection
1s established between a network mterface logical object of
the sending device 110 and a network interface logical
object of the receiving device 120. A path of the multiple
paths may be established for enabling transmission via: an
InterfaceChannel logical object of the sending device 110
used for accessing an LTE network to an InterfaceChannel
logical object of the receiving device 120 used for accessing
a Wi-F1 network; an InterfaceChannel logical object of the
sending device 110 used for accessing an LTE network to an
InterfaceChannel logical object of the receiving device 120
used for accessing an L'TE network; an InterfaceChannel
logical object of the sending device 110 used for accessing
a W1-Fi network to an InterfaceChannel logical object of the
receiving device 120 used for accessing a Wi-F1 network;
and an InterfaceChannel logical object of the sending device
110 used for accessing a Wi-F1 network to an InterfaceChan-
nel logical object of the receiving device 120 used for
accessing an LTE network.

Note that three InterfaceChannel logical objects are cre-
ated for device 110 and only one InterfaceChannel logical
object 1s created for device 120. That 1s, m=3 and n=1 for the
given example illustrated in FIG. 2. Thus, three paths are
established between devices 110 and 120. The first path
traverses the interface card 111, network 130, network 140
and interface card 122. The second path traverses the
interface card 112, network 131, network 140 and interface
card 122. The third path traverses the interface card 113,
network 132, network 140 and interface card 122. Note that
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there may be any number of other networks between the
networks 130-132 and the network 140 (not shown).

FI1G. 3 1s a flow diagram 1llustrating an exemplary method
300 of transmitting data from a sending device 110 to a
receiving device 120 in accordance with aspects of the
present disclosure. The method of FIG. 3 may be carried out
with the aid of the system described in FIGS. 1-2.

In step 310, a first logical object created for a sending
device 110 recei1ves a request for a connection to a rece1ving
device 120 from an application supported by the sending
device 110. The first logical object that receives the request
for the connection 1s created for the application from which
the request 1s received. In other words, the first logical object
1s associated with a specific application from which the
connection request 1s received.

In one aspect, the hardware processors of the sending and
receiving devices 110 and 120, respectively, create various
logical objects prior to the request for the connection being
received from the application. If the request i1s receirved
betfore the creation of the various logical objects, the objects
may be created upon the reception of the request.

In one aspect, a hardware processor of the sending device
110 creates one or more first logical objects, the second
logical object and one or more third logical objects for the
sending device 110. Each first logical object of the one or
more first logical objects created for the sending device 110
1s created for a particular application of one or more appli-
cations supported by the sending device 110, each third
logical object created for the sending device 110 1s created
for a particular network interface component of one or more
network interface components of the sending device 110,
and the second logical object created for the sending device
110 comprises all of the third logical objects created for the
sending device 110.

In one aspect, a hardware processor of the receiving
device 120 creates one or more first logical objects, a second
logical object, and one or more third logical objects for the
receiving device 120. Each first logical object of the one or
more first logical objects created for the receiving device
120 1s created for a particular application of one or more
applications supported by the receiving device 120, each
third logical object created for the recerving device 120 1s for
a particular network interface component of one or more
network interface components of the receiving device 120,
and the second logical object created for the receiving
device 120 comprises all of the third logical objects created
for the receiving device 120.

In one aspect, a number of third logical objects created for
the sending device 110 and a number of third logical objects
created for the receiving device 120 are independent of each
other.

In step 320, a second logical object created for the sending
device 110 establishes a bidirectional connection between
cach pair of a third logical object created for the sending
device 110 and a third logical object created for the receiving
device 120.

In one aspect, the bidirectional connection 1s established
over one or more: cellular data networks, Wi-F1 networks,
and wired Ethernet networks.

In one aspect, the establishing of the bidirectional con-
nection comprises: 1nitiating a negotiation with a second
logical object of the receiving device 120 to obtain an
assignment of Source Sequence Numbers (SSNs). The pre-
processed data 1s transmitted using SSNs assigned by the
second logical object of the recerving device 120 and each
first logical object of the sending device 110 1s assigned a
unique set ol SSNs.
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In step 330, the first logical object created for the sending
device 110 pre-processes data received from the application.

In one aspect, the pre-processing by the first logical object
created for the sending device 110 comprises: receiving the
data from the application associated with the particular first
logical object, packetizing the recerved data to obtain data
packets, encrypting the data packets, and applying a data
recovery mechanism on the encrypted data packets to obtain
recoverable data packets. The recoverable data packets
comprise a sequence ol User Datagram Protocol (UDP) data
packets, wherein the sequence includes the encrypted data
packets and packets of the recovery mechanism.

In one aspect, the data recovery mechanism applies a
Forward Error Correction (FEC) mechanism on the
encrypted data packets to obtain the recoverable data pack-
ets, wherein the packets of the recovery mechanism include
FEC data.

In step 340, the second logical object created for the
sending device 110 selects one or more established bidirec-
tional connections for transmitting the pre-processed data to
a recerving device 120.

In step 350, the first logical object created for the sending
device 110 sends the pre-processed data to the receiving
device 120 via the selected one or more established bidi-
rectional connections. The method then proceeds to step 360
to determine whether the transmission 1s completed. It the
transmission 1s completed, the method proceeds to step 470
to end the process. Otherwise, the method returns to step 310
to continue processing other requests.

In one aspect, a first logical object of the one or more first
logical objects created for the receiving device 120 pro-
cesses the data recerved from the first logical object of the
sending device 110. In other words, the data transmitted 1n
step 350 by the sending device 110 i1s processed upon
reception by the first logical object of the receiving device
120.

FIG. 4 1s a tlow diagram 1illustrating an exemplary method
400 of receiving data by a receiving device 120 from a
sending device 110 in accordance with aspects of the present
disclosure. The method of FIG. 4 may be carried out with the
aid of the system described 1in FIGS. 1-2.

In step 410, responsive to receiving a request from a
second logical object created for a sending device 110, a
second logical object created for a receiving device 120
provides an assignment of Source Sequence Numbers
(SSNs) to a first logical object created for the sending device
110. Subsequently, the data 1s received using SSNs assigned
by the second logical object of the receiving device 120. In
one exemplary aspect, the SSNs may be assigned to Source
Packets and used for flow separation as described below.

To separate data packets received by a GroupChannel
logical object of a receiving device 120 (sent by two
different applications through a same GroupChannel logical
object of a sending device 110) the receiving device 120 uses
a flow separation algorithm. The flow separation algorithm
1s based on the separation of the SSNs. Note that two
different PointChannel logical objects are created for two
applications. However, only one GroupChannel logical
object 1s created. Therefore, the tlow separation algorithm
allows 1ssuing (1.e., assigning) umque starting SSNs for data
transiers from the two PomtChannel logical objects. For
example, unique starting SSNs are assigned for the
PointChannel logical object of the first application and the
PointChannel logical object of the second application. The
GroupChannel logical object of the receiver device 120
divides the received data based on the assigned SSN.
Namely the SSN 1s used to divide the data between the two
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PointChannel logical objects of the receiver device 120.
That 1s, PomtChannel logical objects are created for the first
and second applications, and the SSN 1s used to divide the
received data.

SSN 15 determined by the GroupChannel logical object of
the receiving device 120, which coordinates the starting
numbers between sources. For example, suppose there are
two applications, named Al and A2, from which the data
may be recerved. The starting numbers for the two sources
may be assigned from the range 0 to (2°32)-1=4294967295.
The mimmum interval between SSNs i1s the number
10485775, which 1s a composite number composed of the

prime numbers 3, 5, 11, 31 and 41. (e.g.,
1048575=3.5.5.11.31.41). The minimum interval allows

212 (4096) intervals within the range 0 to (2732)-
1=42949677295. The SSN numbers are assigned so that cross
numbers are excluded. During transmission, the assigned
SSN may start approaching the lowest minimum interval. In
which case, a new agreement on SSN 1s executed. The
requirecment of the new SSN 1s set to the PointChannel
logical object that has transierred the least amount of data.

In addition, if the data transfer 1s terminated for a time
duration equal to or greater than three seconds, the appli-
cation that allowed the termination of data transfer must
adjust the SSN, 1.e., new SSNs may be assigned for data
transters interrupted for durations greater than or equal to
three seconds. The adjustment of the SSN 1s done by sending,
a SYN (synchronization) packet to every port on the server,
as 11 to mitiate a three-way handshake. If the server responds
with a SYN/ACK (synchronization acknowledged) packet
from a particular port, 1t means the port 1s open.

It 1s noted that other methods may be used for flow
separation. In other words, the example described above to
enable the flow separation 1s not intended to limit 1mple-
mentation. Those skilled in the art may use other similar
algorithms to i1dentity an appropriate application to which
data for a tlow 1s to be directed.

In one aspect, the first logical object of the receiving
device 120 receives the data from the first logical object of
the sending device 110 through a second logical object of the
receiving device 120. The second logical object of the
receiving device 120 1dentifies data flows directed to the first
logical object of the receiving device 120 based on Source
Sequence Numbers (SSNs). The SSNs are assigned by the
second logical object of the receiving device 120 prior to the
reception of the data.

In step 420, a second logical object created for the
receiving device 120 recerves data over one or more estab-
lished bidirectional connections between each pair of a third
logical object created for the sending device 110 and a third
logical object created for the receiving device 120.

In step 430, the second logical object created for the
receiving device 120 1dentifies the first logical object of the
sending device 110 from which the data 1s received based on
the SSN, and forwards the data to the first logical object of
the receiving device 120 based on the SSN.

In step 440, the first logical object created for the receiv-
ing device 120 processes the data recerved from the sending
device 110 and forwards the processed data to the applica-
tion. In other words, the data transmitted 1n step 350 by the
sending device 110 1s processed upon reception by the first
logical object of the receiving device 120 and forwarded to
the appropriate application.

In one aspect, the processing of the received data com-
prises: recovering data packets when at least one data packet
1s lost, decrypting the received data when the received data
packets are encrypted by the first logical object of the
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sending device 110, and providing the decrypted data pack-
ets to the application associated with the first logical object
of the receiving device 120.

The method then proceeds to step 4350 to determine
whether the data reception 1s completed. It the reception 1s
completed, the method proceeds to step 460 to end the
process. Otherwise, the method returns to step 410.

It 1s noted that a device 1s referred to as a receiving device
120 or as a sending device 110 based on the direction data
1s being transferred. However, the device typically performs
both functions. For example, a computer, a smartphone, a
tablet, etc. receives and sends data simultaneously. There-
fore, the above description 1s not intended to limit a device
to be used only for transmitting or receiving. Clearly, the
communication 1s bidirectional and the device serves both
directions of transmission.

FIG. 5 1s a block diagram illustrating a general-purpose
computer system 20 on which aspects of the present disclo-
sure may be implemented 1n accordance with an exemplary
aspect. It should be noted that the computer system 20 can
correspond to the system 100, and/or individual components
thereof.

As shown, the computer system 20 (which may be a
personal computer or a server) includes a central processing
unit 21, a system memory 22, and a system bus 23 connect-
ing the various system components, including the memory
associated with the central processing unit 21. As will be
appreciated by those of ordinary skill 1n the art, the system
bus 23 may comprise a bus memory or bus memory con-
troller, a peripheral bus, and a local bus that 1s able to
interact with any other bus architecture. The system memory
may include permanent memory (ROM) 24 and random-
access memory (RAM) 25. The basic mput/output system
(BIOS) 26 may store the basic procedures for transier of
information between modules of the computer system 20,
such as those at the time of loading the operating system
with the use of the ROM 24.

The computer system 20, may also comprise a hard disk
277 for reading and writing data, a magnetic disk drive 28 for
reading and writing on removable magnetic disks 29, and an

optical drive 30 for reading and writing removable optical
disks 31, such as CD-ROM, DVD-ROM and other optical

media. The hard disk 27, the magnetic disk drive 28, and the
optical drive 30 are connected to the system bus 23 across
the hard disk interface 32, the magnetic disk interface 33 and
the optical drive iterface 34, respectively. The drives and
the corresponding computer information media are power-
independent modules for storage of computer instructions,
data structures, program modules and other data of the
computer system 20.

An exemplary aspect comprises a system that uses a hard
disk 27, a removable magnetic disk 29 and a removable
optical disk 31 connected to the system bus 23 via the
controller 55. It will be understood by those of ordinary skill
in the art that any type of media 56 that 1s able to store data
in a form readable by a computer (solid state drives, flash
memory cards, digital disks, random-access memory (RAM)
and so on) may also be utilized.

The computer system 20 has a file system 36, 1n which the
operating system 35, may be stored, as well as additional
program applications 37, other program modules 38, and
program data 39. A user of the computer system 20 may
enter commands and imnformation using keyboard 40, mouse
42, or any other input device known to those of ordinary skill
in the art, such as, but not limited to, a microphone, joystick,
game controller, scanner, etc. . . . . Such input devices
typically plug into the computer system 20 through a serial
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port 46, which in turn 1s connected to the system bus, but
those of ordinary skill in the art will appreciate that input
devices may be also be connected 1n other ways, such as,
without limitation, via a parallel port, a game port, or a
universal serial bus (USB). A monitor 47 or other type of
display device may also be connected to the system bus 23
across an interface, such as a video adapter 48. In addition
to the monitor 47, the personal computer may be equipped
with other peripheral output devices (not shown), such as
loudspeakers, a printer, etc.

Computer system 20 may operate in a network environ-
ment, using a network connection to one or more remote
computers 49. The remote computer (or computers) 49 may
be local computer workstations or servers comprising most
or all of the aforementioned modules 1n describing the
nature of a computer system 20. Other devices may also be
present 1n the computer network, such as, but not limited to,
routers, network stations, peer devices or other network
nodes.

Network connections can form a local-area computer
network (LAN) 50 and a wide-area computer network
(WAN). Such networks are used in corporate computer
networks and internal company networks, and the networks
generally have access to the Internet. In LAN or WAN
networks, the personal computer 20 1s connected to the
local-area network 50 across a network adapter or network
interface 51. When networks are used, the computer system
20 may employ a modem 54 or other modules well known
to those of ordinary skill in the art that enable communica-
tions with a wide-area computer network such as the Inter-
net. The modem 54, which may be an internal or external
device, may be connected to the system bus 23 by a serial
port 46. It will be appreciated by those of ordinary skill in
the art that said network connections are non-limiting
examples of numerous well-understood ways of establishing
a connection by one computer to another using communi-
cation modules.

In various aspects, the systems and methods described
herein may be implemented 1n hardware, software, firm-
ware, or any combination thereof. If implemented 1n soft-
ware, the methods may be stored as one or more instructions
or code on a non-transitory computer-readable medium.
Computer-readable medium includes data storage. By way
of example, and not limitation, such computer-readable
medium can comprise RAM, ROM, EEPROM, CD-ROM,
Flash memory or other types of electric, magnetic, or optical
storage medium, or any other medium that can be used to
carry or store desired program code in the form of struc-
tions or data structures and that can be accessed by a
processor of a general purpose computer.

In various aspects, the systems and methods described in
the present disclosure can be addressed 1n terms of modules.
The term “module” as used herein refers to a real-world
device, component, or arrangement of components 1mple-
mented using hardware, such as by an application specific
integrated circuit (ASIC) or field-programmable gate array
(FPGA), for example, or as a combination of hardware and
soltware, such as by a microprocessor system and a set of
instructions to implement the module’s functionality, which
(while being executed) transform the microprocessor system
into a special-purpose device. A module may also be 1mple-
mented as a combination of the two, with certain functions
tacilitated by hardware alone, and other functions facilitated
by a combination of hardware and software. In certain
implementations, at least a portion, and in some cases, all, of
a module may be executed on the processor of a general
purpose computer (such as the one described in greater
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detail in FIG. 4, above). Accordingly, each module may be
realized 1n a variety of suitable configurations, and should
not be limited to any particular implementation exemplified
herein.
In the mterest of clarity, not all of the routine features of
the aspects are disclosed herein. It would be appreciated that
in the development of any actual implementation of the
present disclosure, numerous 1implementation-specific deci-
sions must be made in order to achieve the developer’s
specific goals, and these specific goals will vary for different
implementations and different developers. It 1s understood
that such a development eflort might be complex and
time-consuming, but would nevertheless be a routine under-
taking of engineering for those of ordinary skill in the art,
having the benefit of this disclosure.
Furthermore, 1t 1s to be understood that the phraseology or
terminology used herein 1s for the purpose of description and
not of restriction, such that the terminology or phraseology
of the present specification 1s to be interpreted by the skilled
in the art in light of the teachings and guidance presented
herein, 1n combination with the knowledge of the skilled in
the relevant art(s). Moreover, 1t 1s not intended for any term
in the specification or claims to be ascribed an uncommon or
special meaning unless explicitly set forth as such.
The various aspects disclosed herein encompass present
and future known equivalents to the known modules referred
to herein by way of illustration. Moreover, while aspects and
applications have been shown and described, it would be
apparent to those skilled 1n the art having the benefit of this
disclosure that many more modifications than mentioned
above are possible without departing from the inventive
concepts disclosed herein.
What 1s claimed 1s:
1. A method for transmitting data from a sending device
to a recerving device, comprising;:
recerving, by a first logical object created for the sending
device, a request for a connection to the receiving
device from an application supported by the sending
device, the first logical object being created for the
application;
establishing, by a second logical object created for the
sending device, a bidirectional connection between
cach pair of a third logical object created for the
sending device and a third logical object created for the
receiving device;
pre-processing, by the first logical object created for the
sending device, data received from the application;

selecting, by the second logical object created for the
sending device, one or more established bidirectional
connections for transmitting the pre-processed data to
the recerving device; and

sending, by the first logical object created for the sending

device, the pre-processed data, to the receiving device
via the selected one or more established bidirectional
connections.

2. The method of claim 1, wherein the establishing of the
bidirectional connection comprises:

imitiating a negotiation with a second logical object of the

receiving device to obtain an assignment of Source
Sequence Numbers (SSNs), the pre-processed data
being transmitted using SSNs assigned by the second
logical object of the receiving device, and each first
logical object of the sending device being assigned a
unique set of SSNs.
3. The method of claim 1, further comprising:
creating, by a processor of the sending device, one or
more first logical objects, the second logical object, and
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one or more third logical objects, wherein, each first
logical object of the one or more first logical objects
created for the sending device 1s created for a particular
application of one or more applications supported by
the sending device, each third logical object created for
the sending device 1s created for a particular network
interface component of one or more network 1nterface
components of the sending device, and the second
logical object created for the sending device comprises
all of the third logical objects created for the sending
device.

4. The method of claim 1, wherein the pre-processing by
the first logical object created for the sending device com-
Prises:

receiving the data from the application associated with the

first logical object;

packetizing the received data to obtain data packets;

encrypting the data packets; and

applying a data recovery mechanism on the encrypted

data packets to obtain recoverable data packets, the
recoverable data packets comprising a sequence of
User Datagram Protocol (UDP) data packets, the
sequence comprising the encrypted data packets and
packets of the recovery mechanism, the data recovery
mechanism applying a Forward Error Correction (FEC)
mechanism on the encrypted data packets to obtain the
recoverable data packets, and packets of the recovery
mechanism comprising FEC data.

5. The method of claim 1, further comprising;:

creating, by a processor ol the receiving device, one or

more {irst logical objects, a second logical object, and
one or more third logical objects, wherein, each {first
logical object of the one or more first logical objects
created for the receiving device is created for a par-
ticular application of one or more applications sup-
ported by the receiving device, each third logical object
created for the receiving device 1s for a particular
network interface component of one or more network
interface components of the recerving device, and the
second logical object created for the receiving device
comprises all of the third logical objects created for the
receiving device.

6. The method of claim 1, further comprising:

processing, by a first logical object of the one or more first

logical objects created for the receiving device, the data
received from the first logical object of the sending
device, wherein the processing of the received data
comprises: recovering data packets when at least one
data packet 1s lost, decrypting the received data when
the recerved data packets are encrypted by the first
logical object of the sending device, and providing the
decrypted data packets to the application associated
with the first logical object of the receiving device.

7. The method of claim 6, wherein the first logical object
of the recerving device receives the data from the first logical
object of the sending device through a second logical object
of the receiving device, and the second logical object of the
receiving device identifies data flows directed to the first
logical object based on Source Sequence Numbers (SSNs),
the SSNs being assigned by the second logical object of the
receiving device.

8. A system for transmitting data from a sending device to
a recerving device, comprising;:

at least one processor of the sending device configured to:

by a first logical object created for the sending device,
recerve a request for a connection to the receiving
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device from an application supported by the sending
device, the first logical object being created for the
application;

by a second logical object created for the sending
device, establish a bidirectional connection between
cach pair of a third logical object created for the
sending device and a third logical object created for
the receiving device;

by the first logical object created for the sending device,
pre-process data received from the application;

by the second logical object created for the sending
device, select one or more established bidirectional
connections for transmitting the pre-processed data
to the recerving device; and

by the first logical object created for the sending device,
send the pre-processed data to the receiving device
via the selected one or more established bidirectional
connections.

9. The system of claim 8, wherein the establishing of the

20 bidirectional connection comprises:
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initiating a negotiation with a second logical object of the

receiving device to obtain an assignment of Source
Sequence Numbers (SSNs), the pre-processed data
being transmitted using SSNs assigned by the second
logical object of the receiving device, and each first
logical object of the sending device being assigned a
unique set of SSNs.

10. The system of claim 8, the processor being further

configured to:
create, one or more {irst logical objects, the second logical

object, and one or more third logical objects, wherein,
cach first logical object of the one or more first logical
objects created for the sending device 1s created for a
particular application of one or more applications sup-
ported by the sending device, each third logical object
created for the sending device 1s created for a particular
network interface component of one or more network
interface components of the sending device, and the
second logical object created for the sending device
comprises all of the third logical objects created for the
sending device.

11. The system of claim 8, wherein the pre-processing by
the first logical object created for the sending device com-
Prises:

recerving the data from the application associated with the

first logical object;

packetizing the recerved data to obtain data packets;

encrypting the data packets; and
applying a data recovery mechanism on the encrypted

data packets to obtain recoverable data packets, the
recoverable data packets comprising a sequence of
User Datagram Protocol (UDP) data packets, the
sequence comprising the encrypted data packets and
packets of the recovery mechanism, the data recovery
mechanism applying a Forward Error Correction (FEC)
mechanism on the encrypted data packets to obtain the
recoverable data packets, and packets of the recovery
mechanism comprising FEC data.

12. The system of claim 8, the recerving device compris-

60 1ng at least one processor configured to:

65

create one or more first logical objects, a second logical

object, and one or more third logical objects, wherein,
cach first logical object of the one or more first logical
objects created for the receiving device 1s created for a
particular application of one or more applications sup-
ported by the receiving device, each third logical object
created for the receiving device 1s for a particular
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network interface component of one or more network
interface components of the recerving device, and the
second logical object created for the receiving device
comprises all of the third logical objects created for the
receiving device.
13. The system of claim 8, the receiving device compris-
ing at least one processor configured to:
by a first logical object of the one or more first logical
objects created for the receiving device, process the
data received from the first logical object of the sending
device, wherein the processing of the received data
comprises: recovering data packets when at least one
data packet is lost, decrypting the received data when
the received data packets are encrypted by the first
logical object of the sending device, and providing the
decrypted data packets to the application associated
with the first logical object of the receiving device.
14. The system of claim 13, wherein the first logical
object of the recerving device receives the data from the first
logical object of the sending device through a second logical
object of the receiving device, and the second logical object
of the receiving device 1dentifies data tlows directed to the
first logical object based on Source Sequence Numbers
(SSNs), the SSNs being assigned by the second logical
object of the recerving device.
15. A non-transitory computer readable medium storing
thereon computer executable instructions for transmitting,
data from a sending device to a receiving device, including
instructions for:
receiving, by a first logical object created for the sending
device, a request for a connection to the receiving
device from an application supported by the sending
device, the first logical object being created for the
application;
establishing, by a second logical object created for the
sending device, a bidirectional connection between
cach pair of a third logical object created for the
sending device and a third logical object created for the
receiving device;
pre-processing, by the first logical object created for the
sending device, data received from the application;

selecting, by the second logical object created for the
sending device, one or more established bidirectional
connections for transmitting the pre-processed data to
the recerving device; and

sending, by the first logical object created for the sending

device, the pre-processed data, to the receiving device
via the selected one or more established bidirectional
connections.

16. The non-transitory computer readable medium of
claim 15, wherein the establishing of the bidirectional con-
nection comprises:

initiating a negotiation with a second logical object of the

receiving device to obtain an assignment of Source
Sequence Numbers (SSNs), the pre-processed data
being transmitted using SSNs assigned by the second
logical object of the receiving device, and each first
logical object of the sending device being assigned a
unmque set of SSNs.

17. The non-transitory computer readable medium of
claim 15, the computer executable mstructions further com-
prising instructions for:
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creating, by a processor of the sending device, one or
more first logical objects, the second logical object, and
one or more third logical objects, wherein, each {first
logical object of the one or more first logical objects
created for the sending device 1s created for a particular
application of one or more applications supported by
the sending device, each third logical object created for
the sending device 1s created for a particular network
interface component of one or more network 1nterface
components of the sending device, and the second
logical object created for the sending device comprises
all of the third logical objects created for the sending
device.

18. The non-transitory computer readable medium of
claim 15, wherein the pre-processing by the first logical
object created for the sending device comprises:

recerving the data from the application associated with the

first logical object;

packetizing the received data to obtain data packets;

encrypting the data packets; and

applying a data recovery mechanism on the encrypted

data packets to obtain recoverable data packets, the
recoverable data packets comprising a sequence of
User Datagram Protocol (UDP) data packets, the
sequence comprising the encrypted data packets and
packets of the recovery mechanism, the data recovery
mechanism applying a Forward Error Correction (FEC)
mechanism on the encrypted data packets to obtain the
recoverable data packets, and packets of the recovery
mechanism comprising FEC data.

19. The non-transitory computer readable medium of
claim 15, the computer executable nstruction further com-
prising instructions for:

creating, by a processor of the receiving device, one or

more first logical objects, a second logical object, and
one or more third logical objects, wherein, each first
logical object of the one or more first logical objects
created for the receiving device is created for a par-
ticular application of one or more applications sup-
ported by the receiving device, each third logical object
created for the recerving device 1s for a particular
network interface component of one or more network
interface components of the receiving device, and the
second logical object created for the receiving device
comprises all of the third logical objects created for the
receiving device.

20. The non-transitory computer readable medium of
claim 15, the computer executable instructions further com-
prising instructions for:

processing, by a first logical object of the one or more first

logical objects created for the receiving device, the data
received from the first logical object of the sending
device, wherein the processing of the received data
comprises: recovering data packets when at least one
data packet is lost, decrypting the received data when
the received data packets are encrypted by the first
logical object of the sending device, and providing the
decrypted data packets to the application associated
with the first logical object of the recerving device.
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