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SUPPRESSING PERSONALLY
OBJECTIONABLE CONTENT IN SEARCH
RESULTS

BACKGROUND

This specification relates to Internet search engines.

Internet search engines aim to identify resources, e.g.,
web pages, 1mages, text documents, videos and other mul-
timedia content, that are relevant to a user’s information
needs. Internet search engines index resources on the Inter-
net and return a set of search results, each identifying a
respective resource, 1n response to a query, generally a
user-submitted query.

Some resources on the Internet host personally objection-
able content. In this specification, the term ““personally
objectionable content™ refers to objectionable content, e.g.,
oflensive, distasteful, or unpleasant content, that 1s hosted
online that 1s both closely associated with a particular person
and posted online without that person’s consent. Olften the
person associated with the content 1s depicted 1n the content
itself or 1s closely associated with what 1s depicted 1n the
content.

For example, personally objectionable content can
include content that depicts bullying of a particular person,
violence against a particular person, animal abuse of an
amimal associated with a particular person, or nude or
sexually explicit content of a particular person that 1s posted
online without the particular person’s consent.

An example of personally objectionable content i1s so-
called “revenge porn,” which 1s nude or sexually explicit
photos or videos of a particular person that are posted by
another as an act of revenge against the particular person.
Typically, the victim 1s an ex-boyiriend or an ex-girliriend of
a person who posts the content for revenge.

The victims of personally objectionable content are gen-
erally not famous people, although they might be. Therelore,
the sudden prominence of search results that link the vic-
tims’ names with the corresponding objectionable content 1s
generally a very unwelcome development. When such
search results are returned by Internet search engines, the
association of the content with the person can damage a
victim’s reputation with friends, employers, or anyone else
who merely searches for the victim’s name.

The distributed nature of the Internet makes filtering
personally objectionable content from search results a seri-
ous challenge for Internet search engines. Personally objec-
tionable content 1s also routinely proliferated to other sites
once 1t appears online.

SUMMARY

This specification describes a search system that can
automatically detect and suppress personally objectionable
content 1n search results. The search system can distinguish
personally objectionable content from other content that
should not be filtered from search results. In particular,
personally objectionable content 1s sigmificantly different
from professionally produced content, e.g., professional
pornography, in that personally objectionable content 1s not
just objectionable generally, but 1s rather content that 1s
personally objectionable to a particular person who 1s both
implicated in the content and who does not consent to the
content being posted online.

In general, one mnovative aspect of the subject matter
described 1n this specification can be embodied 1n methods
that include the actions of receiving an identifier of a
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resource that has image content; obtaining the image content
from the resource; classitying, by a first classifier, the image
content as including objectionable content or not including
objectionable content; classiiying, by a second classifier, the
image content as including professionally produced content
or not including professionally produced content; and when-
ever the 1mage content 1s classified as including objection-
able content and as not including professionally produced
content, designating the resource as having personally
objectionable content. Other embodiments of this aspect
include corresponding computer systems, apparatus, and
computer programs recorded on one or more computer
storage devices, each configured to perform the actions of
the methods. For a system of one or more computers to be
configured to perform particular operations or actions means
that the system has installed on 1t soiftware, firmware,
hardware, or a combination of them that in operation cause
the system to perform the operations or actions. For one or
more computer programs to be configured to perform par-
ticular operations or actions means that the one or more
programs include instructions that, when executed by data
processing apparatus, cause the apparatus to perform the
operations or actions.

The foregoing and other embodiments can each optionally
include one or more of the following features, alone or 1n
combination. Recerving the identifier of the resource com-
prises receiving an identifier or a resource that has been
reported to host content without the consent of a person
depicted 1n the content. The actions include receiving a
search query; obtaining search results that satisty the search
query; and filtering, from the search results, any search
results that identily resources designated as having person-
ally objectionable content. Classiiying, by the first classifier,
the 1mage content as including objectionable content com-
prises classitying the image content as pornographic content
or not pornographic content. Receiving the identifier of the
resource comprises receiving, from a user, a report indicat-
ing that the resource has personally objectionable content.
Receiving the 1dentifier of the resource comprises receiving
a query; obtaining search results that satisty the query,
including a particular search result that idenftifies the
resource; determining, by the first classifier, that the resource
has objectionable content; determining that the query seeks
personally objectionable content; 1n response to determining
that the resource has objectionable content and that the
query seeks personally objectionable content, submitting, to
the search system, an identifier of the resource. The actions
include obtaining one or more additional resources having
duplicates or near-duplicates of the image content; and
designating the one or more additional resources as
resources having personally objectionable content.

In general, another innovative aspect of the subject matter
described 1n this specification can be embodied 1n methods
that include the actions of receiving, by a search system, a
query having a plurality of terms; obtaining search results
that satisty the query; determining that the query includes a
name of a person; in response to determining that the query
includes a name, classitying the query as seeking personally
objectionable content or not; whenever the query is classi-
fied as seeking personally objectionable content, determin-
ing, for each respective resource identified by the search
results, by a classifier, whether the resource has objection-
able content, and filtering, from the search results, any
search results i1dentifying resources classified as having
objectionable content; and providing the filtered search
results 1n a response to the query. Other embodiments of this
aspect include corresponding computer systems, apparatus,
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and computer programs recorded on one or more computer
storage devices, each configured to perform the actions of
the methods.

The foregoing and other embodiments can each optionally
include one or more of the following features, alone or 1n
combination. Classifying the query as seeking personally
objectionable content or not comprises determining whether
the name 1s a name of a famous person. Determining
whether the name 1s a name of a famous person comprises
determining whether the name 1s a name of a porn actor or
actress. Classitying the query as seeking personally objec-
tionable content or not comprises determining whether the
query includes a term associated with personally objection-
able content. Classitying the query as seeking personally
objectionable content or not comprises determining that the
query does not satisty a popularity threshold. Classifying the
query as seeking personally objectionable content or not
comprises determining whether the search results 1dentily
resources having professionally produced content. Classily-
ing the query as seeking personally objectionable content or
not comprises determinming whether one or more highest-
ranked search results have quality scores that satisty a
quality threshold. The actions include for each resource
having objectionable content, determining, by a classifier,
whether the resource has 1mage content that includes pro-
tessionally produced content; and whenever the 1image con-
tent 1s not professionally produced content, designating the
resource as having personally objectionable content.

Particular embodiments of the subject matter described in
this specification can be implemented so as to realize one or
more of the following advantages. From a relatively small
number of user reports, the system can 1dentity many orders
of magnitude more resources having personally objection-
able content. A system can work with user reports that
identily web pages, images themselves, or both, which helps
users who may not be aware of the difference to report such
content. The system can help avoid the harm to victims of
personally objectionable content and make the Internet a
saler place generally. The system can also preemptively
filter out search results 1dentifying personably objectionable
content even before the content has even been reported as
such. The system can automatically update blacklists of web
pages to filter from search results. Thus, 11 a web page that
previously hosted personally objectionable content removes
the 1image, the system will update the blacklist so that the
web page 1s no longer filtered from search results.

The details of one or more embodiments of the subject
matter of this specification are set forth in the accompanying
drawings and the description below. Other features, aspects,
and advantages of the subject matter will become apparent
from the description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram of an example system.

FIG. 2 1s a flow chart of an example process for classi-
tying resources as having personally objectionable content.

FIG. 3 15 a flow chart of an example process for preemp-
tively suppressing personally objectionable content.

Like reference numbers and designations 1n the various
drawings indicate like elements.

DETAILED DESCRIPTION

FIG. 1 1s a diagram of an example system 100. The system
100 includes multiple user devices 102 and 104 1n commu-
nication with a search system 110. The search system 110 1s
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an example of a distributed computer system that can
implement the operations described below to suppress
search results that identily resources hosting personally
objectionable content.

The search system includes a reporting engine 120, a
content evaluation engine 130, a pro content classifier 140,
an objectionable content classifier 150, a search system
front-end 160, a query classifier 170, a filtering engine 180,
one or more search engines 192, and one or more idexing
engines 194. Each of the components of the search system
110 can be implemented as computer programs installed on
one or more computers i one or more locations that are
coupled to each other through a network.

The search system 110 1s 1n communication with two
example user devices 102 and 104 over a network. The
search system 110 and the user devices 102 and 104 can
communicate using any appropriate communications net-
work or combination of networks, e¢.g., an itranet or the
Internet.

Each of the user devices 102 and 104 can each be any
appropriate type ol computing device, e.g., mobile phone,
tablet computer, notebook computer, music player, e-book
reader, laptop or desktop computer, server, or other station-
ary or portable device, that includes one or more processors
for executing program instructions and memory, €.g., ran-
dom access memory (RAM). The user devices 102 and 104
can each include computer readable media that store soft-
ware applications, e.g., a browser or layout engine, an input
device, e.g., a keyboard or mouse, a communication inter-
face, and a display device.

The user device 102 includes an application or a software
module, which may exist as an app, a web browser plug-in,
a stand-alone application, or 1 some other form, that is
configured to receive information identifying personably
objectionable content and to generate and submit a report
105 of personably objectionable content to the search system
110. The report 105 identifies one or more items of person-
ally objectionable content i1dentified by a user of the user
device 102. The report 105 may thus include the network
locations, e.g., the uniform resource locators (URLs), of one
or more items ol personally objectionable content, one or
more resources that have personally objectionable content,
or a sample of personally objectionable content, e.g., an
image {ile. The report 105 may also contain other metadata
regarding the personally objectionable content, e.g., the
name ol a person implicated in the content.

A reporting engine 120 1s configured to receive the reports
105 of personably objectionable content and identily
reported content 115 from the report 105. For example, if a
report 1dentifies a document, the reporting engine 120 can
analyze the document to identify all images and videos
linked 1n the document and designate such content linked 1n
the document as the reported content 115. The reported
content 115 can either be 1images or videos themselves or the
network locations of the identified content.

An content evaluation engine 130 1s configured to receive
the reported content 115 and classify the reported content
115 as personally objectionable content or not. The content
cvaluation engine 130 can periodically batch process
reported content 115 received by the reporting engine 120,
rather than acting on each 1tem of reported content 1135 as 1t
1s reported.

After making 1ts classifications, the content evaluation
engine 130 can then designate, in a collection of resource
attributes 1335, resources having content that 1s 1dentified as
personally objectionable content. The collection of resource




US 10,795,926 B1

S

attributes 135 can be stored 1n one or more appropriate
key-value storage subsystems, e.g., as one or more data-
bases.

For example, 1f the content evaluation engine 130 clas-
sifies an 1mage on a particular web page as being an 1image
that 1s personally objectionable content, the system can
record one or more of the following indications in the
collection of resource attributes: (1) that the web page 1s a
page that hosts personally objectionable content, (2) that the
image 1s personally objectionable content, and (3) that the
site hosting the web page 1s a site that hosts personally
objectionable content.

In some implementations, the system can also identify all
near-duplicate items of content and also record the appro-
priate indications as to the near-duplicate items in the
collection of resource attributes 135. For example, the
system can use a near-duplicate 1mage search engine to
identify all near duplicates of a particular image. The system
can then record an indication for all near-duplicates that the
near-duplicates are also personally objectionable content.

The content evaluation engine 130 uses a pro content
classifier 140 and an objectionable content classifier 150 1n
determining whether content 1s personally objectionable
content. The pro content classifier 140 classifies content as
being professionally produced content or not, and the objec-
tionable content classifier 150 classifies content as being
objectionable content or not. These processes for classitying
content as personably objectionable are described 1n more
detail below with reference to FIG. 2.

After the content evaluation engine 130 has designated
resources as personally objectionable content, the search
system 110 can use this information to filter search results.
For example, the search system 110 can receive a query 1235
at a search system front-end 160. The search system front
end 160 1s a component that acts as a gateway, or interface,
between user device 102 and the rest of the search system
110.

The search system front-end 160 forwards the query 125
to one or more search engines 192. The search engines 192
can include any appropriate combination of search engines
that search respective collections of content. For example,
the search engine can include a web search engine, a news
search engine, a videos search engine, and an 1images search
engine.

Each of the one or more search engines 192 generate
search results by searching respective indexes of resources,
which indexes are built by one or more respective indexing,
engines 194. The indexing engines 194 crawl for online
resources and generate indexes that can be searched at query
time by the search engines 192 to generate initial search
results 145.

A filtering engine 180 receives the initial search results
145 and filters out search results identifying resources
having personally objectionable content as indicated by the
collection of resource attributes 135. In some 1implementa-
tions, the system filters out search results 1dentifying
resources having personally objectionable content if a par-
ticular resource hosts personally objectionable content. The
filtering engine 180 can also filter out all search results
identifying resources on a particular site 1 the site has been
identified as hosting personally objectionable content.

Alternatively, the search engines 192 and the indexing
engines 194 work together to suppress search results 1den-
tifying personally objectionable content by using the col-
lection of resource attributes 135. Each of the indexing
engines 194 can use the collection of resource attributes 133
when generating or maintaining the indexes. For example,

10

15

20

25

30

35

40

45

50

55

60

65

6

the indexing engines 194 can remove 1dentifiers of resources
having personally objectionable content from the indexes.
Or the indexing engines 194 can designate indexed
resources as having personally objectionable content, and
the search engines 192 can decline to return search results
identifying such resources. Or the search engines 192 can
filter, from the 1nitial search results 145, any search results
that identily resources 1dentified 1n the collection of resource
attributes 135 as having personally objectionable content. In
some 1mplementations, the initial search results 145 have
already had personally objectionable content suppressed by
the time the mnitial search results 145 reach the filtering
engine 180.

The system 110 can even go a step further and preemp-
tively filter, from the 1nitial search results 145, resources that
might have personally objectionable content but which have
not yet been evaluated by the content evaluation engine 130.

To do so, the system uses a query classifier 170 to
determine whether or not the query 125 1s seeking person-
ally objectionable content. The query classifier uses the
query 125 and the mmitial search results 145 1n order to
classily the query 125 as seeking personally objectionable
content or not. The query classifier 170 may also access the
collection of resource attributes 135 in order to determine
whether or not resources identified by the mnitial search
results 145 have particular properties. For example, the
query classifier 170 might classity the query 125 based on
whether or not some threshold number or fraction of the
documents identified by the initial search results 145 host
personally objectionable content as indicated by the collec-
tion of resources attributes 135. This process 1s described in
more detail below with reference to FIG. 3. The query
classifier 170 then provides the result of the classification,
the query classification 155, to a filtering engine 180.

In addition to filtering out search results identilying
resources known to have personally objectionable content,
the filtering engine 180 can also filter out resources known
to have objectionable content generally when the query 1235
secks personally objectionable content. Thus, if the query
classification 155 indicates that the query 125 seeks person-
ally objectionable content, the filtering engine 180 can also
remove, {from the 1nitial search results 145, all search results
that 1dentiy resources known to have objectionable content
generally. The filtering engine 180 can use the objectionable
content classifier 150 to determine which search results
identily resources having objectionable content generally.
The objectionable content classifier 150 may also update the
collection of resource attributes 135 to indicate which
resources have objectionable content generally.

The filtering engine 180 can also submit newly identified
objectionable resources 163 to the content evaluation engine
130. The newly i1dentified objectionable resources 165 are
resources having objectionable content that were 1dentified
in response to a query seeking personally objectionable
content. This combination 1s a good indication that the
resources themselves have personally objectionable content.
Therefore, the system 110 can perform a full evaluation of
the newly 1dentified objectionable resources 165 using the
content evaluation engine 130 and can update the collection
of resource attributes 135 appropriately. In this way, the
system can preemptively filter personally objectionable con-
tent and continually update the reach of these suppression
mechanisms.

The filtering engine 180 provides the filtered search
results 175 back to the search system front-end 160. The
search system front-end 160 then generates a search results
page 1835 that presents one or more of the top-ranked filtered
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search results 175. The search system front-end 160 then
provides the generated search results page 185 back to the
user device 204 for presentation to a user.

FIG. 2 1s a flow chart of an example process for classi-
tying resources as having personally objectionable content.
The process will be described as being performed by an
appropriately programmed system of one or more comput-
ers, €.g2., by the content evaluation engine 130 of FIG. 1.

The system receives one or more user reports identifying,
image URLs of personally objectionable content (210). The
system can maintain a reporting subsystem through which
users can report instances of personally objectionable con-
tent. As described above, a user can submit a resource URL,
an 1mage URL, or a sample of personally objectionable
content through the reporting system.

If a user submits a resource URL through the reporting
system, the system can obtain the 1mage URLs of all image
content within the resource. If a user submits a sample of
content, the system can perform a reverse 1mage search to
identily image URLs that correspond to the sample.

A user report, by itsell, 1s generally insutlicient for the
system to determine that a resource has personally objec-
tionable content. Rather, the system will make such a
determination based on at least two independent classifica-
tions of the images 1dentified by the reported 1mage URLs:
(1) whether the 1images are objectionable content and (2)
whether the 1mages are protfessionally produced. The system
can make these classifications 1n any approprate order. The
system may also use other signals, described 1n more detail
below, 1n determining whether the 1mages are personally
objectionable content.

The system need not reperform the classification of sites
as having personally objectionable content each time a user
report 1s received. Rather, the system can batch process the
reports regularly or periodically. By regularly updating the
classifications of resources, the system can automatically
keep up to date the blacklist of resources known to have
personally objectionable content. Thus, 1f these resources
remove the personally objectionable content, the system will
again 1include, 1n search result sets, search results that
identify the resources that have removed the personally
objectionable content.

The system classifies the images as either being objec-
tionable content or not (220). This classification eliminates
from consideration 1images that are not objectionable or were
mistakenly or fraudulently reported.

The system uses a classifier trained using a training set of
images that contain images labeled as either containing
objectionable content or not containing objectionable con-
tent. In some implementations, the classifier 1s a neural
network trained to perform this classification.

To train the objectionable content classifier, the system
can generate a random sample of 1mages from a previously
stored collection of 1mages or images found on the Internet.
In some implementations, the sample of 1images 1s biased to
have more objectionable content than would be expected for
a completely random sample of images. The system can then
label the 1images as objectionable or not according to labels
provided by machine or human raters. The system can then
use any approprate training technique for building a model
from the labeled i1mage, e.g., gradient descent methods.
Training the objectionable content classifier in this way
provides objective evaluations of whether or not images are
classified as objectionable or not.

Whether or not an 1mage 1s objectionable depends on the
type ol personally objectionable content being identified.
For example, if the system 1s filtering revenge porn, the
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classifier will be trained to identify the 1images as containing
porn or nudity and 1t so, classily the images as containing
objectionable content. If the system 1s filtering bullying
content, the system can train a classifier to 1dentily 1images
as containing violence and 1f so, classity the images as
containing objectionable content.

The system classifies the images as either professionally
produced or not (230). This classification eliminates from
consideration 1mages that might be objectionable generally,
but which are generally not personally objectionable con-
tent. This 1s because the non-consensual nature of personally
objectionable content means that the vast majority of per-
sonally objectionable content 1s amateur imagery.

The system can train a classifier using a training set of
images that contain 1images labeled as either professionally
produced or not professionally produced. In some i1mple-
mentations, the system trains a neural network classifier to
perform this classification.

To train the professional content classifier, the system can
generate random pairs of 1mages, e.g., from a previously
stored collection of 1mages or images found on the Internet.
The system can then label each pair of 1mages with a label
indicating which 1image of the pair of 1images looks more
proiessionally produced. The labels can be generated by
either machine or human raters. The system can then use any
appropriate training technique to build a model that gener-
ates a prediction score that reflects how professionally
produced the 1image appears to be. The system can consider
images having a score that satisfies a threshold to be
proiessionally produced content. Training the professional
content classifier in this way provides objective evaluations
for whether or not image are classified as being profession-
ally produced or not.

The system filters images that are not objectionable or that
are prolessionally produced (240). In other words, the
system removes from further consideration as personally
objectionable content reported images that are not objec-
tionable or that are professionally produced.

The system can also optionally filter images using one or
more additional signals that are useful for distinguishing
personally objectionable content from other content. In
general, a signal 1s a computed statistical indicator, e.g., a
numeric or a Boolean value. For example, the system can
compute a measure of popularity for an image, compare the
measure of popularity to a threshold, and designate the
image as being popular or not based on the comparison. An
image having such a designation can be said to be an 1image
having the particular signal or being positive for the signal.
In this example, the system can use the measure of popu-
larity, the designation as being popular or not, or both, as a
signal for distinguishing personally objectionable content
from other content.

The system can compute each signal using a respective
appropriately trained model. The system can compute a
combined score using one or more of the following addi-
tional signals and determine whether to filter the 1mage
based on the combined score. In some 1implementations, one
or more of the additional signals 1s dispositive, and the
system filters from consideration any 1image having any one
of the additional computed signals.

A first additional signal 1s whether the image 1s known to
be personally objectionable content or 1s linked from or
hosted on sites that have had personally objectionable con-
tent 1n the past. As described above, the system can maintain
a list of 1images and web sites that are known to host or link
to personally objectionable content. An 1mage being hosted
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on one of these sites 1s a positive indicator that the image 1s
personally objectionable content.

Even i an immage 1s already known to be personally
objectionable content, the system can still process the image
as 11 1t were a newly reported image. This 1s because when
the system gathers duplicates and near duplicates, the sys-
tem may identily additional instances of the image or
additional near-duplicates that were not identified previ-
ously.

A second additional signal 1s whether the 1image satisfies
a popularity threshold. The system can determine how
popular the image 1s from search result selection statistics or
other measures of online popularity. Because victims of
personally objectionable content are generally not famous
people, an 1image not satisiying the populanty threshold 1s a
positive indicator for the image being personally objection-
able content.

The system obtains URLs of near-duplicates of the
reported 1mages (250). For all images that have not been
filtered out, the system uses a near-duplicate image subsys-
tem to search for images that are near-duplicates of the
images that have not been filtered out.

The system designates resources having the images or the
near-duplicates as resources having personally objectionable
content (260). For example, the system can update a “black-
l1st,” which 1s a collection of resource attributes that iden-
tifies resources having personally objectionable content. In
addition, the system can identify victims’ names used 1n
such resource and update a collection of known victims’
names.

After designating the resources as having personally
objectionable content, the system can suppress search results
that 1dentily these resources. For example, the system can
actively filter resources having personally objectionable
content from search results as they are generated, or the
system can update one or more mdexes to remove entries
that 1dentity the resources having personally objectionable
content.

FIG. 3 1s a flow chart of an example process for preemp-
tively suppressing personally objectionable content. In other
words, a system can use the process in FIG. 3 to act on
content that has not yet been analyzed for personally objec-
tionable content. The process will be described as being
performed by an appropriately programmed system of one
or more computers, €.g., by the content evaluation engine
130 of FIG. 1.

The system receives a query and obtains initial search
results for the query (310).

The system determines whether the query seeks person-
ally objectionable content (320). The system can use a
combination of one or more query signals and search result
signals to determines whether the query seeks personally
objectionable content. For example, the system can use each
of the signals as an input feature for a trained classifier that
determines whether the query seeks personally objection-
able content.

Each positive indication that the query seeks personall
objectionable content 1s an indication that the system shoul
scrutinize the search results to identify potential personall
objectionable content. In particular, the system can 1dentit
personally objectionable content that was not previousl
reported and for victims who are not even aware that they
are victims.

A first query signal 1s whether the query contains a name.
Personally objectionable content 1s oiten associated with the
victim’s name and 1s thus often sought using a search query
that includes a victim’s name. Thus, the query containing a
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name 1s a positive indicator for the query seeking personally
objectionable content. To determine whether the query con-
tains a name, the system can use a trained classifier traimned
on a set of queries that are labeled as having a name or not
having a name.

A second query signal 1s whether the query contains a
known wvictim’s name or alias. As described above, the
system can maintain a collection of known victims’ names
and aliases. If the query contains a known victim’s name or
alias, the system can determine that the query 1s potentially
secking personally objectionable content.

A third query signal 1s whether the query contains a
famous person’s name. Victims of personally objectionable
content are usually not famous people, and famous people’s
names are routinely submitted to search engines. Thus, the
query contaiming a famous person’s name 1S a negative
indicator for the query seeking personally objectionable
content.

A Tourth query signal 1s whether the query contains the
name of a known porn actor or actress. Because porn actors
and actresses consent to the publication of their content, a
query containing a porn actor or actress name 1s a negative
indicator for the query seeking personally objectionable
content.

A fifth query signal 1s whether the query contains a term
associated with personally objectionable content, e.g., “vio-
lence,” “revenge,” “nude,” The query containing a term
associated with personally objectionable content 1s a posi-
tive indicator for the query seeking personally objectionable
content.

A sixth query signal 1s the popularity of the query.
Because victims ol personally objectionable content are
generally not famous people, queries containing victims’
names are not popular, relatively speaking. Thus, a query
being below a particular popularity threshold 1s a negative
indicator for the query seeking personally objectionable
content.

A first search result signal 1s whether one or more search
results 1dentily resources of professionally produced con-
tent. For example, the system can determine whether one or
more search results identity professional pornography sites.
Such search results are a negative indicator for the query
seeking personally objectionable content.

A second search result signal 1s whether one or more
search result identity sites that are known to host personally
objectionable content. As described above, the system can
maintain a collection of sites known to host personally
objectionable content. Such search results are a positive
indicator for the query seeking personally objectionable
content.

A third search result signal 1s a quality score for the
highest-ranked search results. Search results with very high
quality scores are generally from high quality and reputable
sites that are unlikely to host personally objectionable con-
tent. Therefore, having search results with high quality
scores 1s a negative indicator for the query seeking person-
ally objectionable content.

If the system determines that the query does not seek
personally objectionable content, the system filters out
search results i1dentifying documents having personally
objectionable content (branch to 330). For example, the
system can use the process as described above with refer-
ence to FIG. 2.

If the system determines that the query seeks personally
objectionable content, the system filters out search results
identifying resources having objectionable content (340).
That 1s, 1f the system determines that the query seeks
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personally objectionable content, the system errs on the side
of filtering out any objectionable content at all, which would
include most 11 not all personally objectionable content.

To do so, the system can classily, either before or after the
query 1s received, each resource identified by the search
results as having objectionable content or not, e.g., using the
classifier described above with reference to FIG. 2.

The system can also automatically filter out search results
that identify resources on sites that are known to host
personally objectionable content. The system may not filter
search results from these sites 1n all circumstances. For
example, the search system may not filter a search result to
a site 1f a navigational query seeks to find the web address
of the site. But for a query that the system determines to be
seeking personally objectionable content 1n association with
a name, the system can filter out search results that identily
resources on those sites.

The system can also optionally submit objectionable
content URLs to a classifier for further analysis (350). For
example, if the system determines that the query seeks
personally objectionable content, the system can treat each
resource 1dentified by the search results as a new user report
of potential personally objectionable content. The system
can then use the process described above with reference to
FIG. 2 to perform the full analysis on the identified
resources. In this way, the system can continually update and
maintain 1ts record of images, documents, and sites that it
has classified or designated as being or containing person-
ally objectionable content.

Embodiments of the subject matter and the functional
operations described 1n this specification can be imple-
mented 1n digital electronic circuitry, i tangibly-embodied
computer soltware or firmware, mm computer hardware,
including the structures disclosed in this specification and
their structural equivalents, or 1n combinations of one or
more of them. Embodiments of the subject matter described
in this specification can be implemented as one or more
computer programs, 1.e., one or more modules of computer
program 1nstructions encoded on a tangible non-transitory
program carrier for execution by, or to control the operation
of, data processing apparatus. Alternatively or in addition,
the program 1nstructions can be encoded on an artificially-
generated propagated signal, e.g., a machine-generated elec-
trical, optical, or electromagnetic signal, that 1s generated to
encode nformation for transmission to suitable receiver
apparatus for execution by a data processing apparatus. The
computer storage medium can be a machine-readable stor-
age device, a machine-readable storage substrate, a random
or serial access memory device, or a combination of one or
more of them. The computer storage medium 1s not, how-
ever, a propagated signal.

The term “data processing apparatus” encompasses all
kinds of apparatus, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer, or multiple processors or computers. The
apparatus can include special purpose logic circuitry, e.g., an
FPGA (field programmable gate array) or an ASIC (appli-
cation-specific integrated circuit). The apparatus can also
include, 1n addition to hardware, code that creates an execu-
tion environment for the computer program in question, €.g.,
code that constitutes processor firmware, a protocol stack, a
database management system, an operating system, or a
combination of one or more of them.

A computer program (which may also be referred to or
described as a program, software, a soltware application, a
module, a software module, a script, or code) can be written
in any form of programming language, including compiled
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or interpreted languages, or declarative or procedural lan-
guages, and i1t can be deployed 1n any form, including as a
stand-alone program or as a module, component, subroutine,
or other unit suitable for use in a computing environment. A
computer program may, but need not, correspond to a file 1n
a file system. A program can be stored in a portion of a file
that holds other programs or data, e.g., one or more scripts
stored 1n a markup language document, in a single {file
dedicated to the program in question, or 1n multiple coor-
dinated files, e.g., files that store one or more modules,
sub-programs, or portions of code. A computer program can
be deployed to be executed on one computer or on multiple
computers that are located at one site or distributed across
multiple sites and interconnected by a communication net-
work.

For a system of one or more computers to be configured
to perform particular operations or actions means that the
system has installed on it software, firmware, hardware, or
a combination of them that 1n operation cause the system to
perform the operations or actions. For one or more computer
programs to be configured to perform particular operations
or actions means that the one or more programs include
instructions that, when executed by data processing appa-
ratus, cause the apparatus to perform the operations or
actions.

As used 1n this specification, an “engine,” or “software
engine,” refers to a software implemented input/output sys-
tem that provides an output that 1s different from the nput.
An engine can be an encoded block of functionality, such as
a library, a platform, a software development kit (“SDK™),
or an object. Each engine can be implemented on any
appropriate type of computing device, e.g., servers, mobile
phones, tablet computers, notebook computers, music play-
ers, €-book readers, laptop or desktop computers, PDAs,
smart phones, or other stationary or portable devices, that
includes one or more processors and computer readable
media. Additionally, two or more of the engines may be
implemented on the same computing device, or on different
computing devices.

The processes and logic flows described 1n this specifi-
cation can be performed by one or more programmable
computers executing one or more computer programs to
perform functions by operating on input data and generating
output. The processes and logic flows can also be performed
by, and apparatus can also be implemented as, special
purpose logic circuitry, e.g., an FPGA (field programmable
gate array) or an ASIC (application-specific integrated cir-
cuit).

Computers suitable for the execution of a computer
program include, by way of example, can be based on
general or special purpose microprocessors or both, or any
other kind of central processing unit. Generally, a central
processing unit will receive instructions and data from a
read-only memory or a random access memory or both. The
essential elements of a computer are a central processing
umt for performing or executing instructions and one or
more memory devices for storing instructions and data.
Generally, a computer will also include, or be operatively
coupled to receive data from or transier data to, or both, one
or more mass storage devices for storing data, e.g., mag-
netic, magneto-optical disks, or optical disks. However, a
computer need not have such devices. Moreover, a computer
can be embedded in another device, e.g., a mobile telephone,
a personal digital assistant (PDA), a mobile audio or video
player, a game console, a Global Positioning System (GPS)
receiver, or a portable storage device, e.g., a universal serial
bus (USB) flash drive, to name just a few.
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Computer-readable media suitable for storing computer
program 1nstructions and data include all forms of non-
volatile memory, media and memory devices, including by
way ol example semiconductor memory devices, e.g.,
EPROM, EEPROM, and flash memory devices; magnetic
disks, e.g., internal hard disks or removable disks; magneto-
optical disks; and CD-ROM and DVD-ROM disks. The
processor and the memory can be supplemented by, or
incorporated 1n, special purpose logic circuitry.

To provide for interaction with a user, embodiments of the
subject matter described 1n this specification can be imple-
mented on a computer having a display device, e.g., a CRT
(cathode ray tube) monitor, an LCD (liquid crystal display)
monitor, or an OLED display, for displaying information to
the user, as well as mput devices for providing input to the
computer, e.g., a keyboard, a mouse, or a presence sensitive
display or other surface. Other kinds of devices can be used
to provide for interaction with a user as well; for example,
teedback provided to the user can be any form of sensory
teedback, e.g., visual feedback, auditory feedback, or tactile
teedback; and input from the user can be received in any
form, mcluding acoustic, speech, or tactile input. In addi-
tion, a computer can interact with a user by sending
resources to and receiving resources from a device that 1s
used by the user; for example, by sending web pages to a
web browser on a user’s client device 1n response to requests
received from the web browser.

Embodiments of the subject matter described 1n this
specification can be implemented 1n a computing system that
includes a back-end component, e.g., as a data server, or that
includes a middleware component, e.g., an application
server, or that includes a front-end component, ¢.g., a client
computer having a graphical user interface or a Web browser
through which a user can interact with an implementation of
the subject matter described in this specification, or any
combination of one or more such back-end, middleware, or
front-end components. The components of the system can be
interconnected by any form or medium of digital data
communication, €.g., a commumnication network. Examples
of communication networks include a local area network
(“LAN) and a wide area network (“WAN”), e.g., the
Internet.

The computing system can include clients and servers. A
client and server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client-server relationship to each other.

While this specification contains many specific 1mple-
mentation details, these should not be construed as limita-
tions on the scope of any invention or of what may be
claimed, but rather as descriptions of features that may be
specific to particular embodiments of particular inventions.
Certain features that are described 1n this specification in the
context of separate embodiments can also be implemented 1n
combination i a single embodiment. Conversely, various
teatures that are described 1n the context of a single embodi-
ment can also be implemented 1n multiple embodiments
separately or in any suitable subcombination. Moreover,
although features may be described above as acting 1n
certain combinations and even mitially claimed as such, one
or more features from a claimed combination can i1n some
cases be excised from the combination, and the claimed
combination may be directed to a subcombination or varia-
tion of a subcombination.

Similarly, while operations are depicted in the drawings 1n
a particular order, this should not be understood as requiring
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that such operations be performed in the particular order
shown or 1n sequential order, or that all illustrated operations
be performed, to achieve desirable results. In certain cir-
cumstances, multitasking and parallel processing may be
advantageous. Moreover, the separation of various system
modules and components 1 the embodiments described
above should not be understood as requiring such separation
in all embodiments, and i1t should be understood that the
described program components and systems can generally
be 1ntegrated together 1n a single software product or pack-
aged 1nto multiple software products.

Particular embodiments of the subject matter have been
described. Other embodiments are within the scope of the
following claims. For example, the actions recited in the
claims can be performed 1n a different order and still achieve
desirable results. As one example, the processes depicted 1n
the accompanying figures do not necessarily require the
particular order shown, or sequential order, to achieve
desirable results. In certain implementations, multitasking
and parallel processing may be advantageous.

What 1s claimed 1s:
1. A computer-implemented method comprising:
recerving a first search query;
determining that the first search query requests personally
objectionable content, wherein determining that the
first search query requests personally objectionable
content comprises:
obtaining a measure ol popularity of the first search
query,
determining, from the measure of popularity of the first
search query, that the measure of popularity of the
first search query does not satisty a popularity

threshold; and

determining that the first search query requests person-
ally objectionable content based on determining that
the measure of popularity of the first search query
does not satisty the popularity threshold;
in response to determining that the first search query
requests personally objectionable content, performing a
classification process including evaluating a resource
identified by a search result generated 1n response to the
first search query to determine that the resource 1s
likely to have personally objectionable content, includ-
ng:
obtaining 1mage content from the resource,
classitying, by a first classifier, the 1mage content as
including objectionable content, and
classitying, by a second classifier, the 1mage content as
including amateur 1imagery;
recerving a second search query from a user device;
obtaining a plurality of second search results that satisiy
the second search query, the plurality of second search
results including the search result identifying the
resource evaluated by the classification process 1n
response to determining that the first search query
requests personally objectionable content;
preemptively filtering, from the plurality of second search
results before the second search results are provided to
the user device, the search result identifying the
resource; and
providing one or more second search results that remain
after filtering the search result identifying the resource.
2. The method of claim 1, further comprising:
obtaining a plurality of first search results that satisty the
first search query;
and
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in response to determining that the first search query
requests personally objectionable content, filtering,
from the plurality of first search results before the first
search results are provided as a response to the first
search query, any of the first search results that identily
resources having objectionable content.

3. The method of claim 2, turther comprising;:

determining that the resource has objectionable content

and amateur 1imagery;

in response, designating the resource as having personally

objectionable content; and

filtering, {from both the first search results and the second

search results before the first search results and the
second search results are provided as respective query
responses, any search results that identity the resource
designated as having personally objectionable content.
4. The method of claim 1, wherein classifying, by the first
classifier, the 1image content as imncluding objectionable con-
tent comprises classilying the image content as porno-
graphic content or not pornographic content.
5. The method of claim 1, turther comprising;:
obtaining one or more additional resources having dupli-
cates or near-duplicates of the image content; and

preemptively filtering, from the plurality of second search
results before the second search results are provided to
the user device, the one or more additional resources
having duplicates or near-duplicates of the 1mage con-
tent.

6. The method of claim 1, wherein determining that the
first search query requests personally objectionable content
comprises determining that a name 1n the first search query
1s not a name ol a famous person.

7. The method of claim 6, wherein determining that the
name 1s not a name ol a famous person comprises deter-
mimng that the name 1s not a name of a porn actor or actress.

8. The method of claim 1, wherein determining that the
first search query requests personally objectionable content
comprises determining that the first search query includes a
term associated with personally objectionable content.

9. The method of claim 1, wherein determining that the
first search query requests personally objectionable content
comprises determining that first search results obtained for
the first search query do not identily resources having
proiessionally produced content.

10. The method of claim 1, wherein determining that the
first search query requests personally objectionable content
comprises determining that one or more highest-ranked

search results obtained for the first search query do not have
quality scores that satisfy a quality threshold.

11. The method of claim 1, wherein:

the resource 1s determined to likely to have the personally
objectionable content when the first query contains a
name or alias of a known victim of revenge porn; and

the resource 1s determined to likely to have the personally
objectionable content when the query does not contain
a name ol a famous porn actor.

12. The method of claim 1, wherein:

the personally objectionable content comprises content
posted without permission of an individual featuring in
that content;:

the first classifier 1s a first neural network, and the second
classifier 1s a second neural network; and

the classification of the image content as including the
objectionable content and the amateur imagery indi-
cates that the resource 1s likely to have the personally
objectionable content.

13. A system comprising:
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one or more computers and one or more storage devices
storing 1nstructions that are operable, when executed by
the one or more computers, to cause the one or more
computers to perform operations comprising:
receiving a first search query;
determining that the first search query requests personally
objectionable content, wherein determining that the
first search query requests personally objectionable
content comprises:
obtaining a measure of popularity of the first search
query,
determining, from the measure of popularity of the first
search query, that the measure of popularity of the
first search query does not satisty a popularity

threshold; and

determining that the first search query requests person-
ally objectionable content based on determining that
the measure of popularity of the first search query
does not satisty the populanty threshold;
in response to determining that the first search query
requests personally objectionable content, performing a
classification process including evaluating a resource
identified by a search result generated 1n response to the
first search query to determine that the resource 1is
likely to have personally objectionable content, includ-
ng:
obtaining 1mage content from the resource,
classitying, by a first classifier, the 1mage content as
including objectionable content, and
classitying, by a second classifier, the image content as
including amateur 1magery;
recerving a second search query from a user device;
obtaining a plurality of second search results that satisiy
the second search query, the plurality of second search
results including the search result identifying the
resource evaluated by the classification process in
response to determining that the first search query
requests personally objectionable content;

preemptively filtering, from the plurality of second search
results before the second search results are provided to
the user device, the search result identifying the
resource; and

providing one or more second search results that remain

after filtering the search result identifying the resource.

14. The system of claim 13, wherein the operations further
comprise:

obtaining a plurality of first search results that satisty the

first search query;

and

in response to determining that the first search query

requests personally objectionable content, filtering,
from the plurality of first search results before the first
search results are provided as a response to the first
search query, any of the first search results that identify
resources having objectionable content.

15. The system of claim 13, wherein classifying, by the
first classifier, the 1mage content as including objectionable
content comprises classifying the image content as porno-
graphic content or not pornographic content.

16. The system of claim 13, wherein the operations further
comprise:

obtaining one or more additional resources having dupli-

cates or near-duplicates of the image content; and
preemptively filtering, from the plurality of second search
results before the second search results are provided to
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the user device, the one or more additional resources
having duplicates or near-duplicates of the 1mage con-
tent.

17. The system of claim 13, wherein determining that the
first search query requests personally objectionable content
comprises determining that a name 1n the first search query
1s not a name ol a famous person.

18. The system of claim 17, wherein determining that the
name 1s not a name of a famous person comprises deter-
mimng that the name 1s not a name of a porn actor or actress.

19. The system of claim 13, wherein determining that the
first search query requests personally objectionable content
comprises determining that the first search query includes a
term associated with personally objectionable content.

20. The system of claim 13, wherein determining that the
first search query requests personally objectionable content
comprises determining that first search results obtained for
the first search query do not identily resources having
proiessionally produced content.

21. The system of claim 13, wherein determining that the
first search query requests personally objectionable content
comprises determining that one or more highest-ranked
search results obtained for the first search query do not have
quality scores that satisfy a quality threshold.

22. A computer program product, encoded on one or more
non-transitory computer storage media, comprising instruc-
tions that when executed by one or more computers cause
the one or more computers to perform operations compris-
ng:

receiving a first search query;
determining that the first search query requests personally
objectionable content, wherein determining that the first
search query requests personally objectionable content com-
Prises:

obtaining a measure ol popularity of the first search

query.,
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determiming, from the measure of popularnity of the first

search query, that the measure of popularity of the first
search query does not satisiy a populanty threshold;
and

determiming that the first search query requests personally

objectionable content based on determining that the

measure of popularity of the first search query does not
satisty the populanty threshold;

in response to determining that the first search query

requests personally objectionable content, performing a

classification process including evaluating a resource

identified by a search result generated 1n response to the

first search query to determine that the resource 1is

likely to have personally objectionable content, includ-

ng:

obtaining 1mage content from the resource,

classitying, by a first classifier, the 1mage content as
including objectionable content, and

classitying, by a second classifier, the image content as
including amateur 1magery;

recerving a second search query from a user device;
obtaining a plurality of second search results that satisiy

the second search query, the plurality of second search
results including the search result identifying the
resource evaluated by the classification process in
response to determining that the first search query
requests personally objectionable content;

preemptively filtering, from the plurality of second search

results before the second search results are provided to
the user device, the search result identifying the
resource; and

providing one or more second search results that remain

after filtering the search result identifying the resource.
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