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SYSTEM AND METHOD FOR OBTAINING
AN IDENTIFIER OF A MOBILE
COMMUNICATION TERMINAL AT A
CONTROL CHECKPOINT

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 15/714,874 filed on Sep. 25, 2017, entitled

“SYSTEM AND METHOD FOR OBTAINING AN IDEN-
TIFIER OF A MOBILE COMMUNICATION TERMINAL
AT A CONTROL CHECKPOINT”, which claims priority to
Israel Patent Application No. 248058 filed on Sep. 26, 2016.

The contents of which are hereby incorporated by reference.

FIELD OF THE DISCLOSURE

The present disclosure relates generally to the field of
communication monitoring, and particularly to the obtaining
of 1dentifiers of mobile communication terminals, such as
cellular phones.

BACKGROUND OF THE DISCLOSURE

Interrogation devices that solicit mobile communication
terminals by imitating the operation of a legitimate base
station are sometimes referred to as “International Mobile

Subscriber Identity (IMSI) catchers.” Examples of IMSI
catching techniques are described, for example, by Strobel

in “IMSI Catcher,” Jul. 13, 2007, which 1s incorporated
herein by reference, by Asokan et al., 1n “Man-1n-the-Middle

Attacks 1 Tunneled Authentication protocols,” the 2003
Security Protocols Workshop, Cambnidge, UK, Apr. 2-4,
2003, which 1s incorporated herein by reference, and by
Mevyer and Wetzel 1n “On the Impact of GSM Encryption
and Man-in-the-Middle Attacks on the Security of Interop-
erating GSM/UMTS Networks,” proceedings of the 157
IEEE International Symposium on Personal, Indoor and
Mobile Radio Communications, Barcelona, Spain, Sep. 3-8,
2004, pages 2876-2883, which 1s incorporated herein by
reference.

U.S. Pat. No. 9,237,424, whose disclosure 1s incorporated
herein by reference, describes methods and systems for
correlating mobile communication terminals with 1ndividu-
als. The methods and systems take advantage of scenarios
where individuals pass through control checkpoints, such as
passport control and immigration counters. When an 1ndi-
vidual 1s served by a control checkpoint, the mdividual’s
mobile communication terminal 1s known to be located in a
well-localized geographical area. At the same time, the
individual voluntarily provides some 1dentification informa-
tion, such as his passport details. Thus, this scenario presents
an opportunity to correlate the mobile communication ter-
minal and 1ts user with high rehabaility.

Flore, Dino, et al., “Cell reselection parameter optimiza-
tion 1 UMTS,” Wireless Communication Systems, 2005,
which 1s mcorporated herein by reference, investigates the
impact of cell reselection parameters based on field data
from different characteristic RF environments collected 1n
commercial networks. Performance metrics are computed
for different parameter sets using a simulation platform that
makes use of over-sampled channel measurements to
improve reliability and includes a standby-time model.

SUMMARY OF THE DISCLOSURE

There 1s provided, 1n accordance with some embodiments
of the present invention, a system that includes a global
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interrogation device, configured to solicit a mobile commu-
nication terminal, which 1s within an area to which cellular
coverage 1s provided by the global interrogation device, to
associate with the global interrogation device, by imitating
a cellular base station belonging to a cellular network with
which the mobile communication terminal was previously
associated. The system further includes one or more local
interrogation devices connected to the global interrogation
device 1n a hierarchical network and configured to provide
cellular coverage to one or more subareas of the area, the
subareas collectively containing a plurality of sites, at each
of which a user of the mobile communication terminal may
provide identifying information. The system further includes
a processor, configured to identify, upon the mobile com-
munication terminal stopping to associate with the global
interrogation device and reassociating with a particular one
of the local interrogation devices, a particular one of the sites
at which the mobile communication terminal 1s located, and,
in response to identifying the particular one of the sites, to
associate, 1n a database, an 1dentifier of the mobile commu-
nication terminal with the identifying information that 1s
provided, by the user, at the particular one of the sites.

In some embodiments, the system 1s configured such that
the local mterrogation devices have a different location area
code (LAC) from a LAC of the global interrogation device.

In some embodiments, the system 1s configured such that
the local interrogation devices have a priority, within the
hierarchical network, that 1s higher than a priority of the
global interrogation device.

In some embodiments, the global interrogation device 1s
further configured to cause the mobile communication ter-
minal to reassociate with the particular one of the local
interrogation devices, by handing the mobile communica-
tion terminal over, from the global interrogation device, to
the particular one of the local interrogation devices.

In some embodiments, the global interrogation device 1s
configured to cause the mobile communication terminal to
transmit, to the global mterrogation device, a network mea-
surement report (NMR) that indicates respective signal
intensities of signals received from one or more of the local
interrogation devices, and to hand the mobile communica-
tion terminal over to the particular one of the local mterro-
gation devices 1n response to the respective signal intensi-
ties.

In some embodiments,

cach local interrogation device of the local interrogation
devices 1s configured to cause the mobile communication
terminal to transmit, to the local interrogation device, a
network measurement report (NMR) that indicates respec-
tive signal intensities of signals received from one or more
of the local mterrogation devices, and

the processor 1s configured to i1dentily the particular one
of the sites at which the mobile communication terminal 1s
located, based on the signal intensities.

In some embodiments,

cach of the local interrogation devices 1s configured to
cause the mobile communication terminal to transmit a
signal that 1s received, at respective signal intensities, by one
or more sensors located, respectively, at one or more of the
sites, and

the processor 1s configured to i1dentily the particular one
ol the sites at which the mobile communication terminal 1s
located, based on the signal intensities.

In some embodiments, each of the local interrogation
devices 1s configured to obtain the identifier of the mobile
communication terminal, and to communicate the identifier
to the processor.
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In some embodiments, the identifier includes at least one
of: an International Mobile Subscriber Identity (IMSI), and
an International Mobile Station Equipment Identity (IMEI).

In some embodiments, the global interrogation device 1s
turther configured:

to obtain at least one authentication vector 1ssued by a
Home Location Register (HLR) server that serves the cel-
lular network, and

to provide cellular service to the mobile communication
terminal, subsequently to soliciting the mobile communica-
tion terminal, using an encryption key dernived from the
authentication vector.

There 1s further provided, in accordance with some
embodiments of the present invention, a method that
includes, using a global interrogation device, soliciting a
mobile communication terminal, which 1s within an area to
which cellular coverage i1s provided by the global mterro-
gation device, to associate with the global interrogation
device, by imitating a cellular base station belonging to a
cellular network with which the mobile communication
terminal was previously associated, the area including one
or more subareas to which cellular coverage 1s provided,
respectively, by one or more local interrogation devices that
are connected to the global iterrogation device 1n a hier-
archical network, the subareas collectively containing a
plurality of sites, at each of which a user of the mobile
communication terminal may provide identifying informa-
tion. The method further includes, subsequently, upon the
mobile communication terminal stopping to associate with
the global interrogation device and reassociating with a
particular one of the local interrogation devices, 1dentifying,
a particular one of the sites at which the mobile communi-
cation terminal 1s located, and, in response to 1dentitying the
particular one of the sites, associating, in a database, an
identifier of the mobile communication terminal with the
identifying information that 1s provided, by the user, at the
particular one of the sites.

In some embodiments, the sites include a plurality of
control checkpoints 1n an immigration hall.

The present disclosure will be more fully understood from
the following detailed description of embodiments thereof,
taken together with the drawings, 1n which:

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic illustration of a system for associ-
ating an 1dentifier of a mobile communication terminal with
identifying information provided by a user of the mobile
communication terminal, 1n accordance with some embodi-
ments of the present disclosure;

FIG. 2 1s a schematic architectural layout of the system
illustrated 1n FIG. 1, 1n accordance with some embodiments
of the present disclosure; and

FIG. 3 1s a flow diagram for a method for associating an
identifier of a mobile communication terminal with i1denti-
tying information provided by a user of the mobile com-
munication terminal, in accordance with some embodiments
of the present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

Overview

Embodiments described herein help security and law-

enforcement agencies obtain identifiers, such as Interna-
tional Mobile Subscriber Identities (IMSIs) and Interna-
tional Mobile Station Equipment Identities (IMEIs), of
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4

mobile communication terminals, and associate these 1den-
tifiers with other i1tems of 1dentifying information provided
by users of the terminals.

A typical application 1s the monitoring of individuals
passing through control checkpoints, e¢.g., within an 1mmi-
gration hall of an airport. At a control checkpoint, a traveler
1s typically required to present an identifying document,
such as a passport, for inspection. If it could be ascertained
that a particular traveler’s mobile communication terminal
was located at the control checkpoint at the time that the
identifying document was presented, the identifier of the
traveler’s mobile communication terminal could be associ-
ated with the identifying document. Such an association
could then be used, for example, to track subsequent move-
ment and activity of the traveler, by tracking the movement
and activity of the traveler’s mobile communication termi-
nal.

One solution 1s to 1nstall a respective mterrogation device,
configured to imitate a legitimate base station belonging to
a cellular network, at each control checkpoint. Each inter-
rogation device could then solicit any mobile communica-
tion terminals arriving at the checkpoint to associate with the
interrogation device, and then obtain the respective 1denti-
fiers of these mobile communication terminals. A challenge,
however, 1s that an individual typically remains at a control
checkpoint for only a brief period of time, such that there 1s
typically not enough time to complete the “capture™ of the
individual’s mobile communication terminal while the 1ndi-
vidual 1s at the control checkpoint.

Embodiments described herein therefore improve upon
the above-described solution, by providing—in addition to
the “local” interrogation devices that cover the control
checkpoints—a “global” interrogation device. The local
interrogation devices are connected to the global interroga-
tion device in a hierarchical network, whereby the local
interrogation devices are assigned a priority that 1s higher
than that of the global interrogation device. The global
interrogation device provides cellular coverage to the 1mmi-
gration hall that contains the control checkpoints (and,
optionally, pathways leading into the immigration hall),
while the local interrogation devices provide more localized
cellular coverage to the control checkpoints.

Upon a mobile communication terminal entering the

immigration hall, the global interrogation device solicits the
mobile commumnication terminal to associate with the global
interrogation device. (In other words, the global interroga-
tion device captures the mobile communication terminal.)
Subsequently, upon the mobile communication terminal
reaching the control checkpoints, the mobile communication
terminal stops associating with the global interrogation
device, and reassociates with one of the local interrogation
devices, due to the higher priority of the local interrogation
devices. This local interrogation device then obtains at least
one 1dentifier of the mobile communication terminal, and 1s
turther used to i1dentily the control checkpoint at which the
user ol the mobile communication terminal i1s located.
Subsequently, identifying information provided by the user
at the control checkpoint may be associated, in a database,
with the i1dentifier of the mobile communication terminal.
Since (1) the capture of the mobile communication termi-
nals 1s performed 1n advance, before the mobile communi-
cation terminals reach the control checkpoints, and (i1) the
reassociation procedure 1s relatively quick, 1t 1s possible to
associate the identifiers of the mobile communication ter-
minals with identifying information provided at the control
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checkpoints, even 1f the users of the mobile communication
terminals pass through the control checkpoints relatively
quickly.

More generally, embodiments described may be applied
to any situation 1n which identifying information 1s provided
at one or more designated sites. A global interrogation
device may cover a relatively wide area that contains the
sites, and capture mobile communication terminals that
enter this area. One or more local interrogation devices,
which are assigned a higher priority than that of the global
interrogation device, may cover subareas of the area that
collectively contain the sites. As a captured mobile commu-
nication terminal approaches the subareas, the mobile com-
munication terminal may quickly reassociate with one of the
local iterrogation devices, and this local interrogation
device may then be used to i1dentity the particular site at
which the mobile communication terminal 1s located. Iden-
tifying mformation provided at the site may then be asso-
ciated, in a database, with an identifier of the mobile
communication terminal.

It 1s noted that the provision of information at the desig-
nated sites may be actively performed, as 1s typically the
case at a control checkpoint, or passively performed. As an
example of the latter, a user of a mobile communication
terminal may be required to pass through a particular site
that 1s under video surveillance. A local interrogation device
may therefore be deployed at the site, such that, upon
reaching the site, the user’s mobile communication terminal
reassociates with the local interrogation device. The image
of the user that 1s passively provided by the user (by virtue
of the user being recorded on video) may then be associated,
in a database, with an identifier of the mobile communica-
tion terminal.

As yet another example, the system described herein may
be 1nstalled at a vehicular border crossing having multiple
control checkpoints, such that, as vehicles approach the
control checkpoints, the mobile communication terminals of
the occupants of the vehicles reassociate with the local
interrogation devices. Each mobile communication terminal
identifier may then be associated with an appropriate pass-
port scan, and/or with an appropriate license plate number,
obtained, for example, by automatic license plate recogni-
tion techniques.

System Description
Introduction

Reference 1s mitially made to FIG. 1, which 1s a schematic
illustration of a system 20 for associating an i1dentifier of a
mobile communication terminal with i1dentifying informa-
tion provided by a user of the mobile communication
terminal, 1n accordance with some embodiments of the
present disclosure. Reference 1s also made to FIG. 2, which
1s a schematic architectural layout of system 20, in accor-
dance with some embodiments of the present disclosure.
(FIG. 2 shows some components of system 20 that are not
shown 1n FIG. 1.)

FIG. 1 depicts an immigration hall 22. System 20, which
1s deployed in immigration hall 22, comprises a private
hierarchical network, such as a private hierarchical Univer-
sal Mobile Telecommunications Service (UMTS) network,
comprising a global interrogation device 26 and a plurality
of local interrogation devices 28. Global interrogation
device 26, which provides cellular coverage to the 1mmi-
gration hall, solicits mobile communication terminals 30
that enter the immigration hall to associate with the global
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interrogation device, by imitating, for each of mobile com-
munication terminals 30, a cellular base station 34 belonging
to the cellular network 32 with which the mobile commu-
nication terminal was previously associated. For example,
the global mterrogation device may solicit a mobile com-
munication terminal by transmitting a soliciting signal at a
relatively high power level, and/or using directional anten-
nas, such that the soliciting signal 1s received by the mobile
communication terminal at an intensity that 1s greater than
that of any signals received from base stations 34. Upon
receiving such a soliciting signal, the mobile communication
terminal (1ncorrectly) identifies the source of the signal-—the
global interrogation device—as a base station (or “cell”) of
the cellular network. The mobile communication terminal
then reassociates with the global interrogation device.

In contrast to global interrogation device 26, which pro-
vides cellular coverage to a relatively wide area (in this case,
the entire immigration hall), local interrogation devices 28
provide cellular coverage to only narrower subareas of the
area. For example, in FIG. 1, the local interrogation devices
provide cellular coverage, respectively, to subareas 2la,
21b, and 21c¢, which collectively contain a plurality of
control checkpoints 46. (As shown in FIG. 1, the subareas
may overlap with each other, such that a mobile communi-
cation terminal may, depending on 1ts location, be within
range ol more than one of the local interrogation devices.)
Local interrogation devices 28 are typically connected to the
global interrogation device, and to other components of
system 20, over a local area network (LAN) 50.

It 1s noted that the local interrogation devices need not
necessarily be configured to solicit mobile communication
terminals 1n the manner described above for the global
interrogation device, since, as further described below,
mobile communication terminals are caused to associate
with the local interrogation devices without such prior
solicitation.

In the hierarchy that 1s defined for the hierarchical net-
work, the local interrogation devices are assigned a priority
that 1s higher than that of the global interrogation device. As
turther described below, the assignment of the higher pri-
ority causes mobile communication terminals captured by
the global interrogation device to reassociate with the local
interrogation devices, upon the mobile communication ter-
minals entering the subareas covered by the local mterro-
gation devices. This reassociation 1s indicated in FIG. 1 by
the dashed bidirectional arrows connecting the mobile com-
munication terminals with the local interrogation devices.

It 1s noted that 1n the context of the present application,
including the claims, the words “global” and “local” are
used relativistically, with respect to one another. That 1s, the
word “global” indicates that the global interrogation device
covers the entire area that 1s collectively covered by the local
interrogation devices (and, typically, additional area), while
the word “local” indicates that each local interrogation
device covers only a subarea of the area that 1s covered by
the global interrogation device.

System 20 further comprises a management-and-analysis
module 48 (FIG. 2). In addition to controlling and monitor-
ing the other components of the system, management-and-
analysis module 48 stores the identifiers of captured mobile
communication terminals, which may be received, over
LAN 50, for example, from the global interrogation device
and/or local interrogation devices. Typically, the manage-
ment-and-analysis module also associates these identifiers
with 1dentifying information—e.g., passport mformation—
provided by the users 24 of the mobile commumnication
terminals. Typically, the management-and-analysis module
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comprises a processor 56, which pertorms the associations
based on communication (e.g., over LAN 30) with the

interrogation devices and with any other appropriate hard-
ware and/or soiftware contained within the subareas. For
example, processor 36 may receive, from a given control
checkpoint, a scan of a passport, and may associate this scan
with an 1dentifier of a mobile communication terminal that
was known to have been located, at around the time of the
scan, at the given control checkpoint. Processor 56 typically
stores the 1dentifiers and i1dentifying information, 1n asso-
ciation with each other, in a database 57.

The portion of the specification below describes four steps
that, when executed sequentially by system 20, allow an
identifier of a captured mobile communication terminal to be
associated with 1dentifying information provided by a user
of the mobile communication terminal. During the course of
this description, other components of system 20, which were
not heretofore described, are described.

Step One: Capturing a Mobile Communication
Terminal

As noted above, upon a mobile communication terminal
entering 1mmigration hall 22, the mobile communication
terminal 1s captured by the global interrogation device.
Subsequently, while the mobile communication terminal 1s
associated with the global interrogation device, the global
interrogation device may provide cellular service to the
mobile communication terminal, as further described below,
such that the mobile communication terminal may continue,
for example, to exchange voice, data, and text messages over
the cellular network that normally provides service to the
mobile communication terminal.

Notwithstanding the above, 1n some cases, to better
disguise the presence of the global iterrogation device, the
global interrogation device may deny an exchange of com-
munication with a captured mobile communication terminal.
Furthermore, the global interrogation device may be
assigned the same location area code (LAC) as the nearest
base station belonging to the cellular network, such that,
upon being captured by the global mterrogation device, the
mobile communication terminal does not transmit a “loca-
tion update” message that may reveal the presence of the
global interrogation device.

When providing service to the captured mobile commu-
nication terminal, the global interrogation device acts as a
“man-in-the-middle,” intermediating the exchange of com-
munication between the mobile communication terminal
and the cellular network with which the mobile communi-
cation terminal was previously associated. That 1s, from the
perspective of the mobile communication terminal, the
global interrogation device mimics the behavior of a legiti-
mate base station, while from the perspective of the cellular
network, the global interrogation device mimics the behav-
ior of the mobile communication terminal. Typically, the
global interrogation device comprises a plurality of trans-
mitter-recervers (transceivers) 38, which imitate respective
base stations of various cellular networks, and a plurality of
modems 36, which behave as clones of respective captured
mobile communication terminals. (Modems 36 may be
located separately from the rest of the global interrogation
device.) Communication between the transceivers and the
mobile communication terminals may be exchanged via a
first antenna 40, while communication between the modems
and the cellular networks may be exchanged via a second
antenna 42. The global interrogation device further com-
prises a processor 44, which inter alia, drives the perfor-
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mance of the various functions of the global interrogation
device that are described herein.

In some cases, further to associating with the global
interrogation device, a mobile communication terminal may
continue to use the communication protocol that the mobile
communication terminal was previously using. In some
embodiments, however, the global interrogation device
causes all captured mobile communication terminals to
switch to a common communication protocol, such as the
UMTS protocol or the Long Term Evolution (LTE) protocol.
Communication 1s then exchanged between the mobile
communication terminals and the global interrogation
device, 1n accordance with the common protocol.

The provision of cellular service to the captured mobile
communication terminal 1s facilitated by a service-providing
module 58 (FIG. 2), which may be connected to the global
interrogation device (and to other components of system 20)
over LAN 30, for example. In some embodiments, service-
providing module 58 comprises a database 52 of authenti-
cation vectors that were 1ssued by the respective Home
Location Register (HLR) servers that serve cellular net-
works 32. Encryption keys derived from these authentica-
tion vectors are used for communication sessions interme-
diated by the global interrogation device, as further
described below. As shown in FIG. 2, database 52 1s
typically stored on a server 51.

Typically, at least one probe 54 deployed on the Signaling,
System 7 (SS7) network 1s used to continually obtain
authentication vectors, as these authentication vectors are
communicated from HLR servers to other entities on the
SS7 network. Probe 54 stores each of these authentication
vectors 1n database 52, 1in association with an 1dentifier (e.g.,
an IMSI) of the mobile communication terminal for which
the authentication vector was 1ssued. Upon the global inter-
rogation device capturing a mobile communication terminal,
the global interrogation device requests the relevant 1denti-
fier from the captured mobile communication terminal, and
then retrieves, from database 52, one or more authentication
vectors that are associated, 1n database 52, with this 1denti-
fier. The global interrogation device may then use these
authentication vectors to provide cellular service to the
captured mobile communication terminal, as described
above.

In some cases, the authentication vectors obtained in
advance by probe 354 may not be usable by the global
interrogation device. For example, some communication
protocols prevent the reuse of authentication vectors, e.g.,
alter a particular interval of time has transpired from a
previous use. Since the authentication vectors obtained in
advance by probe 54 are likely to have already been used, at
least some of these authentication vectors might no longer
be usable. Furthermore, even if some authentication vectors
retrieved from database 52 are initially usable, these authen-
tication vectors may become unusable, following one or
more uses by the global interrogation device.

Hence, authentication vectors are also acquired in real-
time, such that unused authentication vectors may be pro-
vided to the global interrogation device. Upon the cellular
network sending a request to begin a communication session
with a captured mobile communication terminal, or vice
versa, the mobile switching center (MSC) that manages the
cellular network requests one or more authentication vectors
from the HLR server that serves the cellular network. These
authentication vectors are caught by probe 54, and 1mme-
diately stored, by the probe, 1n database 52, in association
with an identifier of the captured mobile communication
terminal. A processor 53 of server 51 then immediately
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retrieves these authentication vectors, by querying the data-
base for the i1dentifier of the mobile communication termi-

nal, and passes these authentication vectors to the global
interrogation device. The global interrogation device thus
obtains these authentication vectors 1n real-time, for use in
the requested communication session.

In some cases, new authentication vectors may be 1ssued
by the relevant HLR server, upon the cloning of the captured
mobile communication terminal by the global interrogation
device. These unused authentication vectors may be imme-
diately obtained by the global interrogation device, via
probe 54 and server 51, as described above.

Typically, due to the relatively large number of database
updates required for the functioning of database 52 as
described above, database 52 1s stored m-memory on (1.e.,
within the random-access memory (RAM) of) server 51, in
order to expedite the update operations.

Step Two: Reassociation with a Local Interrogation
Device

As the user of the captured mobile communication ter-
minal approaches the control checkpoints, the mobile com-
munication terminal enters at least one of the subareas
covered by the local interrogation devices. The mobile
communication terminal then reassociates with one of the
local interrogation devices. In general, this reassociation
may occur in one of the following two ways:

(1) Cell Reselection

In a cell reselection procedure, a mobile communication
terminal initiates a reassociation while 1n 1dle mode, 1.e.,
while not engaged 1n a call.

System 20 1s configured such that each captured mobile
communication terminal may reassociate with a local inter-
rogation device by performing cell reselection. In particular,
cach of the mterrogation devices, whether global or local, 1s
configured to behave as a normal cell 1n a cellular network,
by continually broadcasting system information block (SIB)
data. The SIB data include the priority of the interrogation
device within the hierarchical network of interrogation
devices, cell reselection criteria, and a list of neighboring
cells, which typically includes all of the other interrogation
devices.

In response to the list of neighboring cells received from
the global interrogation device, the captured mobile com-
munication terminal continually “listens™ for the local inter-
rogation devices, by tuning to the resources (e.g., times,
frequencies, and/or codes) used by the local interrogation
devices. Thus, as the mobile communication terminal
approaches control checkpoints 46, and hence enters into
one or more of the subareas that are covered by the local
interrogation devices, the mobile communication terminal
detects signals, including SIB-data broadcasts, from one or
more of the local interrogation devices. I at least one of
these signals, from a particular one of the local interrogation
devices, satisfies the cell reselection criteria, the mobile
communication terminal reassociates with the particular one
of the local interrogation devices, given the higher priority
(relative to that of the global interrogation device) indicated
in the SIB broadcast from the particular one of the local
interrogation devices. In other words, the mobile commu-
nication terminal stops associating with the global interro-
gation device, and 1nstead associates with the particular one
of the local imterrogation devices. (The prefix “re” in the
word “reassociate,” as used herein, does not imply that the
mobile communication terminal was previously associated
with the local interrogation device.)
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Typically, a necessary condition for reassociating with a
particular local interrogation device via cell reselection 1s
that the signal from the local interrogation device be
received at an intensity that 1s greater than a threshold
intensity specified in the cell reselection criteria, and 1s also
greater than the intensity of any other signal received from
another one of the local interrogation devices. The cell
reselection critenia typically also specily a parameter “Tre-
selection,” which indicates a duration of time during which
the greater-intensity signal needs to be detected, prior to the
reassociation. This parameter may be assigned, during con-
figuration of the system, a relatively low value, such that cell
reselection occurs relatively quickly.

(11) Handover

In a handover procedure, the MSC of a cellular network,
via the cell with which a mobile communication terminal 1s
currently associated, instructs the mobile communication
terminal to reassociate with another cell. A handover occurs
when the mobile communication terminal 1s not i idle
mode, 1.e., when the mobile communication terminal 1s
engaged 1n a call.

System 20 comprises an MSC 35, which manages the
hierarchical network of interrogation devices. Upon 1denti-
tying that a captured mobile communication terminal, while
engaged 1n a call, 1s sutliciently close to a local interrogation
device, MSC 355, via the global interrogation device,
instructs the mobile communication terminal to reassociate
with the local interrogation device. (Since the handover
instructions are delivered via the global interrogation device,
however, the present application, for simplicity, generally
refers to handovers as being performed by the global inter-
rogation device.)

Typically, the global interrogation device 1s configured to
request, from each captured mobile communication terminal
that 1s not 1dle, periodic network measurement reports
(NMRs) that indicate the respective intensities of any sig-
nals, from the “neighboring cells™ of the global interrogation
device, that were detected by the mobile communication
terminal. As a non-idle captured mobile commumnication
terminal approaches the control checkpoints, therefore, the
mobile communication terminal transmits, to the global
interrogation device, an NMR that includes the respective
intensities of signals (e.g., SIB-data broadcasts) received
from one or more of the local mterrogation devices. In
response to the signal intensities reported 1n the NMR, the
global interrogation device may hand the mobile commu-
nication terminal over to a particular one of the local
interrogation devices. For example, the global interrogation
device may hand the mobile communication terminal over to
the local interrogation device whose signal was detected at
an intensity that 1s greater than that of any of the other
detected signals. (‘Typically, the global interrogation device
turther compares the reported signal intensity to a threshold,
and hands the mobile communication terminal over only 1f
the signal intensity 1s greater than the threshold.)

Typically, the global mterrogation device instructs the
mobile communication terminal to send NMRs to the global
interrogation device at a relatively high frequency (e.g., once
per second), such that the mobile communication terminal
may be handed over to the relevant local interrogation
device relatively quickly, upon the mobile communication
terminal entering the subarea that 1s covered by this local
interrogation device.

Similarly to the global interrogation device, each of local
interrogation devices 28 may comprise a processor, a plu-
rality of transceiwvers, and a plurality of modems, as
described above for the global iterrogation device. While




US 10,785,636 B2

11

assoclated with a mobile communication terminal, a local
interrogation device may provide cellular service to the

mobile communication terminal (e.g., using authentication
vectors from database 52), as described above for the global
interrogation device. Alternatively, 11 the user 1s expected to
remain within a subarea for only a brief period of time—and
especially 11 usage of the mobile communication terminal 1s
unlikely to occur within the subarea—the local interrogation
device might not provide cellular service to the mobile
communication terminal. In such a case, the local interro-
gation device need not necessarily comprise any modems.

(It 1s noted that even 11 a local interrogation device does
not provide cellular service, the local interrogation device 1s
said to provide “cellular coverage™ to the subarea, in that
cellular devices within the subarea are within range of the
local interrogation device, and hence may communicate
with the local interrogation device.)

Typically, the local interrogation devices are assigned a
different location area code (LAC) from the LAC of the
global interrogation device, such that, following the reasso-
ciation, the mobile communication terminal transmits a
location update message. Upon rece1ving the location update
message, the local interrogation device 1s notified of the
reassociation. The local interrogation device typically then
retrieves one or more relevant authentication vectors from
database 52, and uses these authentication vectors to vali-
date the location update. Subsequently, the local interroga-
tion device may obtain, from the mobile commumnication
terminal, at least one identifier of the mobile communication
terminal that 1s to be associated, later, with the identifying
information of interest. The i1dentifier 1s then communicated
to processor 56.

Each of the local interrogation devices may be configured
to obtain any suitable identifiers, including, for example,
IMSIs and IMFEIs. An advantage of associating an IMEI with
identifyving information 1s that even if the user of the mobile
communication terminal subsequently changes the sub-
scriber 1dentification module (SIM) of the mobile commu-
nication terminal (as 1s commonly done upon entering a new
country), the IMEI of the mobile communication terminal
does not change.

In some cases, the local interrogation device need not
necessarily request the 1dentifier from the mobile commu-
nication terminal. For example, the location update message
from the mobile communication terminal may already con-
tain the desired identifier. Alternatively or additionally, the
global interrogation device may obtain the relevant identifier
from the mobile communication terminal prior to the reas-
sociation, and then communicate this identifier to the local
interrogation device during a handover procedure, or in
response to receiving a location update message.

Step Three: Identitying the Nearest Control
Checkpoint

The association of a user’s mobile communication termi-
nal with a particular local interrogation device, during Step
Two, facilitates 1dentifying the control checkpoint at which
the user 1s standing.

In some cases, as further described below, the control
checkpoint may be 1dentified 1n response to 1dentifying the
location of the local interrogation device with which the
mobile communication terminal reassociated. Typically,
however, 1dentilying the location of the local interrogation
device 1s not suflicient. For example, a subarea covered by
a local interrogation device may include more than one
control checkpoint, either by choice, or for lack of any other
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alternative. As an example of the latter, the control check-
points may be located relatively close to each other, such
that, even i a respective local interrogation device 1s
assigned to each control checkpoint (as 1llustrated 1n FIG. 1),
the coverage of a given local interrogation device may
extend also to one or more of 1ts neighboring control
checkpoints. FIG. 1 illustrates such a scenario, whereby
cach of subareas 21a-c includes (at least part ol) more than
one control checkpoint. It 1s thus possible, for example, that
the mobile communication terminal of a user standing at the
middle control checkpoint, which i1s within subarea 215,
reassociated with the leftmost local interrogation device,
which covers subarea 21a.

Moreover, even 1 each subarea were to include only one
control checkpoint, it 1s possible for a mobile communica-
tion terminal to reassociate with the “wrong™ local mterro-
gation device. For example, 1t 1s possible that a user passed
in front of a first control checkpoint on his way to a second
checkpoint, such that his mobile communication terminal
“incorrectly” reassociated with the local interrogation
device that covers the first control checkpoint.

Hence, Step Three typically includes the performance of
one, or both, of the following techniques, which help 1den-
tify the particular one of the control checkpoints at which the
mobile communication terminal 1s located:

(1) The local interrogation device with which the mobile
communication terminal 1s associated may cause the mobile
communication terminal to transmit, to the local interroga-
tion devices, an NMR that indicates respective signal inten-
sities of signals received from one or more of the local
interrogation devices, by requesting such an NMR from the
mobile commumication terminal. The NMR may indicate,
for example, a signal intensity received from the requesting
local interrogation device, along with respective signal
intensities received from the other local interrogation
devices. Processor 36 then identifies the particular control
checkpoint at which the mobile communication terminal 1s
located, based on the signal intensities. For example, the
local interrogation device may i1dentily the control check-
point corresponding to the highest signal intensity, and then
notity the processor of this control checkpoint. Alternatively,
the processor may receive all of the signal intensities from
the local interrogation device, and then identify the control
checkpoint corresponding to the highest signal intensity.

For example, with reference to FIG. 1, if the highest
signal intensity was received from the middle local interro-
gation device, which covers subarea 215, the middle control
checkpoint may be 1dentified as the control checkpoint at
which the mobile communication terminal i1s located, since
the middle control checkpoint 1s closest to the middle local
interrogation device. Thus, even 1f the mobile communica-
tion terminal reassociated with the leftmost local interroga-
tion device, 1t may be determined that the mobile commu-
nication terminal 1s actually located at the middle control
checkpoint. (In this scenario, the mobile communication
terminal does not necessarily reassociate with the middle
local interrogation device.)

It 1s noted that each of the local interrogation devices may
be configured to request NMRs, at any suitable frequency,
from any mobile commumnication terminal with which 1t 1s
associated.

(11) The local mterrogation device with which the mobile
communication terminal 1s associated may cause the mobile
communication terminal to transmit a “location-ascertain-
ing”” signal that 1s received, at respective signal intensities,
by one or more radiofrequency (RF) sensors 29 located,
respectively, at one or more of the sites. (Typically, a
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respective sensor 29 1s located at each of the sites.) Based on
the respective signal intensities, processor 56 may 1dentily
the particular control checkpoint at which the mobile com-
munication terminal 1s located.

For example, with reference to FIG. 1, 1f the highest
signal intensity was received by the middle sensor 29, the
middle control checkpoint may be identified as the control
checkpoint at which the mobile communication terminal 1s
located, since the middle control checkpoint 1s closest to the
middle sensor. Thus, even if the mobile communication
terminal reassociated with the leftmost local interrogation
device, 1t may be determined that the mobile communication
terminal 1s actually located at the middle control checkpoint.

To cause the mobile communication terminal to transmit
this location-ascertaining signal, the local interrogation
device typically transmits a message to the mobile commu-
nication terminal that specifies a particular scrambling code
and frequency. The local interrogation device further trans-
mits these parameters to sensors 29, and the sensors, in
response thereto, tune to the specified scrambling code and
frequency. The mobile communication terminal then trans-
mits a signal (with arbitrary content) at the specified scram-
bling code and frequency, and this signal i1s detected, at
different respective signal intensities, by the sensors.

Technique (11) may be particularly helptul 1n the event that
there 1s no one-to-one correspondence between the control
checkpomnts and the local interrogation devices. For
example, in some embodiments, a single local interrogation
device may cover all of the control checkpoints. In such a
case, technique (1) might not help identily the control
checkpoint at which the mobile communication terminal 1s
located (unless the distance from the mobile communication
terminal to the single local interrogation device could be
derived, precisely, from the signal intensity reported 1n the
NMR). Using technique (11), however, the location of the
mobile communication terminal could be i1dentified, assum-
ing a respective sensor 1s deployed at each of the control
checkpoints.

Typically, the above-described signal-intensity informa-
tion that 1s received by the local interrogation devices and/or
sensors 1s passed to processor 36, e.g., over LAN 50, and
processor 56 then processes this information such as to
identify the location of the mobile communication terminal.
In some embodiments, however, as described above, the
local interrogation device may process this information such
as to 1dentify the location, and then communicate the 1den-
tified location to processor 36.

Typically, Step Three 1s repeatedly performed, such that
processor 56 ellectively obtains a range of times at which the
mobile communication terminal was located at a particular
control checkpoint. For example, at each of the times
9:00:00, 9:00:30, and 9:01:00, 1t may be ascertained, by
performing Step Three, that the mobile communication
terminal 1s located at a particular control checkpoint. The
processor thus ascertains that the mobile communication
terminal was located at the particular control checkpoint at
least between 9:00:00 and 9:01:00.

As noted above, it may be possible to locate the mobile
communication terminal without performing either one of
the techniques described above, particularly if there 1s a
one-to-one assignment between the local interrogation
devices and the control checkpoints. For example, the con-
trol checkpoints (and, hence, local interrogation devices)
may be sufliciently far apart from each other, such that there
1s no chance of a user’s mobile communication terminal
associating with the *“wrong” local interrogation device.
Alternatively or additionally, the control checkpoints may be
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separated from each other by suitable radiofrequency-block-
ing partitions, such as glass walls with internal RF shields.
In these scenarios, the location of the local interrogation
device with which the mobile communication terminal reas-
sociated 1indicates the control checkpoint at which the
mobile communication terminal 1s located.

Step Four: Associating an Identifier of the Mobile
Communication Terminal with Identifying
Information Provided by the User

In response to 1dentifying the control checkpoint at which
the mobile communication terminal 1s located, processor 56
associates, 1n database 57, an i1dentifier of the mobile com-
munication terminal with information that 1s provided, by
the user of the mobile communication terminal, at the
control checkpoint.

Typically, processor 56 1s configured to receive, from
cach of the control checkpoints, identifying information that
1s provided at the control checkpoints, along with corre-
sponding time stamps for this information. For example,
processor 56 may receive, from each of the control check-
points, scans of passports that were presented at the control
checkpoint, along with the respective times at which these
scans were obtained. For each of these scans, the processor
may search for identifiers ol mobile communication termi-
nals that are likely to have been located at the control
checkpoint at the time at which the scan was obtained. For
example, the processor may search for 1dentifiers of mobile
communication terminals that were located at the control
checkpoint within a particular threshold of time from the
time at which the scan was obtained, and/or were located at
the control checkpoint for a range of times within which the
scan time lies. Thus, for example, 11 the processor ascertains
that a particular mobile communication terminal was located
at the control checkpoint at least between 9:00:00 and
9:01:00, the processor may associate the identifier of this
mobile communication terminal with a passport scan that
was acquired at 9:00:45 (which 1s between 9:00:00 and
9:01:00), and/or with a passport scan that was acquired at
9:01:05 (which 1s relatively close to 9:01:00).

It 1s noted that the processor may associate a particular
identifier with multiple 1tems of identiiying information, or,
conversely, a particular 1item of 1dentifying information with
multiple 1dentifiers. For example, a group of users (e.g., a
family), carrying multiple mobile communication terminals
having respective identifiers, may pass through a control
checkpoint together. In such a situation, each of the pass-
port-scans of these users may be associated with all of the
identifiers. (This implies that each of the identifiers 1is
associated with all of the passport scans.)

In general, each of processor 44, the respective processors
of the local interrogation devices, processor 33, and proces-
sor 56 may be embodied as a single processor, or as a
cooperatively networked or clustered set of processors. Each
of these processors 1s typically a programmed digital com-
puting device comprising a central processing unit (CPU),
random access memory (RAM), non-volatile secondary
storage, such as a hard drive or CD ROM drive, network
interfaces, and/or peripheral devices. Program code, includ-
ing soltware programs, and/or data, are loaded into the RAM
for execution and processing by the CPU, and results are
generated for display, output, transmittal, or storage, as 1s
known 1n the art. The program code and/or data may be
downloaded to the processor 1n electronic form, over a
network, for example, or they may, alternatively or addi-
tionally, be provided and/or stored on non-transitory tan-
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gible media, such as magnetic, optical, or electronic
memory. Such program code and/or data, when provided to
the processor, produce a machine or special-purpose com-
puter, configured to perform the tasks described herein.

It 1s noted that the architectural layout depicted 1n FIG. 2
1s only one of many possible such layouts. In general, the
various components of system 20 may be interconnected in
any suitable fashion.

Reference 1s now made to FI1G. 3, which 1s a flow diagram
for a method for associating an identifier of a mobile
communication terminal with identifying information pro-
vided by a user of the mobile communication terminal, in
accordance with some embodiments described herein. FIG.
3 shows the three steps referred to above—mnamely, Step
One, Step Two, Step Three, and Step Four—subdivided nto
smaller steps. (For simplicity, FIG. 3 refers to the mobile
communication terminal as a “phone,” although embodi-
ments described herein may also be applied to other types of
mobile communication terminals.)

Step One begins with a capturing step 60, at which a
mobile communication terminal 1s captured by the global
interrogation device. Following the capture, the global inter-
rogation device may intermediate communication
exchanged with the mobile communication terminal (and
thus provide continued cellular service to the mobile com-
munication terminal), at an intermediating step 62. For
simplicity, FIG. 3 does not show all the particulars of the
intermediation that were described above, such as the
obtaining ol authentication vectors.

In Step Two, the mobile communication terminal first
reassociates with a local mterrogation device. Usually, this
reassociation occurs via the cell reselection procedure. Since
system 20 1s generally passive during cell reselection, FIG.
3 does not show a step for cell reselection. (For simplicity,
FIG. 3 also does not show the broadcasting of SIB data,
which causes the cell reselection to occur.) Sometimes,
however, a handover i1s necessary, as described above.
Hence, FIG. 3 shows a handover step 64, at which the
mobile communication terminal i1s handed over, by the
global iterrogation device, to the local interrogation device.

(Handover step 64 1s drawn with a broken border, to indicate
that the step 1s usually not performed.)

Next, at a notification-recerving step 66, the local inter-
rogation device receives notification that the mobile com-
munication terminal has reassociated with the local 1nterro-
gation device. The local interrogation device, at an
identifier-obtaining step 68, then obtains an identifier of the
mobile communication terminal.

In Step Three, one, or both, of Techmque (1) and Tech-
nique (1) may be performed, typically repeatedly, as
described above.

In Technique (1), the local interrogation device requests an
NMR from the mobile communication terminal, at an NMR -
requesting step 72. The local interrogation device then
receives the NMR, at an NMR-receiving step 74. Typically,
the local interrogation device communicates the information
in the NMR to processor 56, and processor 56 then identifies
the location of the mobile communication terminal, at a
location-1dentiiying step 78.

In Technique (11), the local interrogation device, at a
transmit-causing step 70, causes the mobile communication
terminal to transmit a location-ascertaining signal. This
signal 1s detected, at respective signal intensities, by sensors
29, at a signal-detecting step 76. Typically, the detected
signal intensities are communicated by the sensors to pro-
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cessor 56, and processor 56 then 1dentifies the location of the
mobile communication terminal, at location-identifying step
78.
Subsequently, 1n Step Four, the identifier of the mobile
communication terminal 1s associated with identifying infor-
mation provided at the identified location during the period
of time during which the mobile communication terminal
was located at the 1dentified location. First, at an identifying-
information-receiving step 80, processor 36 receives the
identifying information that was provided. At an associating
step 82, processor 56 then stores the identifier of the mobile
communication terminal, in association with the identifying
information, in database 57.
It will be appreciated by persons skilled 1n the art that the
present invention 1s not limited to what has been particularly
shown and described hereinabove. Rather, the scope of
embodiments of the present mvention includes both com-
binations and subcombinations of the various features
described hereinabove, as well as variations and modifica-
tions thereot that are not 1n the prior art, which would occur
to persons skilled 1n the art upon reading the foregoing
description. Documents incorporated by reference in the
present patent application are to be considered an integral
part of the application except that to the extent any terms are
defined 1n these incorporated documents 1n a manner that
contlicts with the definitions made explicitly or implicitly 1n
the present specification, only the defimitions 1n the present
specification should be considered.
The mnvention claimed 1s:
1. A system, comprising;
a global interrogation device, configured to solicit a
mobile communication terminal, which 1s within an
arca to which cellular coverage i1s provided by the
global iterrogation device, to associate with the global
interrogation device, by imitating a cellular base station
belonging to a cellular network with which the mobile
communication terminal was previously associated;
one or more local interrogation devices connected to the
global interrogation device; and
a processor, configured:
to 1dentily, upon a mobile communication terminal
stopping to associate with the global interrogation
device and reassociating with a particular one of the
local mterrogation devices, a site at which the mobile
communication terminal 1s located based on the
particular one of the local interrogation devices that
the mobile communication terminal reassociates
with, and

in response to identifying the site, to associate, 1 a
database, an identifier of the mobile communication
terminal with i1dentifying information that is pro-
vided by a user at the site.

2. The system according to claim 1, wherein the system 1s
configured such that the local interrogation devices have a
different location area code (LAC) from a LAC of the global
interrogation device.

3. The system according to claim 1, wherein the system 1s
configured such that the local interrogation devices have a
priority, within a hierarchical network, that 1s higher than a
priority of the global interrogation device.

4. The system according to claim 3, wherein the global
interrogation device 1s further configured to cause the
mobile communication terminal to reassociate with the
particular one of the local mterrogation devices, by handing
the mobile commumnication terminal over, from the global
interrogation device, to the particular one of the local
interrogation devices.
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5. The system according to claim 4, wherein the global
interrogation device 1s configured to cause the mobile com-
munication terminal to transmit, to the global interrogation
device, a network measurement report (NMR) that indicates
respective signal intensities of signals received from one or
more of the local interrogation devices, and to hand the
mobile communication terminal over to the particular one of
the local interrogation devices 1n response to the respective
signal intensities.

6. The system according to claim 1,

wherein each local mterrogation device of the local inter-

rogation devices 1s configured to cause the mobile
communication terminal to transmit, to the local inter-
rogation device, a network measurement report (NMR)
that indicates respective signal intensities of signals
received from one or more of the local interrogation
devices, and

wherein the processor 1s configured to i1dentily the site at

which the mobile communication terminal 1s located,
based on the signal intensities.

7. The system according to claim 1, wherein a location
areca code (LAC) of the global interrogation device 1s the
same as a LAC of a nearest cellular base station.

8. The system according to claim 1, wherein each of the
local mterrogation devices 1s configured to obtain the 1den-
tifier of the mobile communication terminal, and to com-
municate the identifier to the processor.

9. The system according to claim 1, wherein the 1dentifier
includes at least one of: an International Mobile Subscriber
Identity (IMSI), and an International Mobile Station Equip-
ment Identity (IMEI).

10. The system according to claim 1, wherein the global
interrogation device 1s further configured:

to obtain at least one authentication vector 1ssued by a

Home Location Register (HLR) server that serves the
cellular network, and

to provide cellular service to the mobile communication

terminal, subsequently to soliciting the mobile commu-
nication terminal, using an encryption key derived from
the authentication vector.

11. A method, comprising;

using a global interrogation device, soliciting a mobile

communication terminal to associate with the global
interrogation device, by imitating a cellular base station
belonging to a cellular network with which the mobile
communication terminal was previously associated,
subsequently, upon the mobile communication terminal
stopping to associate with the global interrogation
device and reassociating with a particular local inter-
rogation device ol a plurality of local interrogation
devices, 1dentifying a site at which the mobile commu-
nication terminal 1s located based on the particular one
of the local interrogation devices that the mobile com-
munication terminal reassociates with; and
in response to identifying the site, associating, in a
database, an identifier of the mobile communication
terminal with the identifying information that 1s pro-
vided by a user at the site.

10

15

20

25

30

35

40

45

50

55

18

12. The method according to claim 11, further comprising
causing the mobile communication terminal to reassociate
with the particular local interrogation device, by assigning to
cach of the local interrogation devices a priornity that is
higher than a priority of the global interrogation device.

13. The method according to claim 12, wherein causing
the mobile communication terminal to reassociate with the
particular local interrogation device comprises causing the
mobile communication terminal to reassociate with the
particular local mterrogation device by handing the mobile
communication terminal over, from the global interrogation
device, to the particular local interrogation device.

14. The method according to claim 13, further compris-
ing, using the global interrogation device, causing the
mobile communication terminal to transmit, to the global
interrogation device, a network measurement report (NMR)
that indicates respective signal intensities of signals recerved
from one or more of the local interrogation devices, wherein
handing the mobile communication terminal over to the
particular 1nterrogation device comprises handing the
mobile communication terminal over to the particular local
interrogation devices 1n response to the respective signal
intensities.

15. The method according to claim 11, wherein 1dentify-
ing the site at which the mobile communication terminal 1s
located comprises:

using the particular local interrogation device, causing the

mobile communication terminal to transmit, to the
particular local interrogation device, a network mea-
surement report (NMR) that indicates respective signal
intensities of signals recerved from one or more of the
local interrogation devices, and

based on the signal intensities, identifying the sites at

which the mobile communication terminal 1s located.

16. The method according to claim 11, wherein a location
area code (LAC) of the global mterrogation device 1s the
same as a LAC of a nearest cellular base station.

17. The method according to claim 11, further comprising
obtaining the identifier of the mobile communication termi-
nal, using the particular local interrogation device.

18. The method according to claim 11, wherein the
identifier includes at least one of: an International Mobile
Subscriber Identity (IMSI), and an International Mobile
Station Equipment Identity (IMEI).

19. The method according to claim 11, wherein the global
interrogation device 1s further configured:

to obtain at least one authentication vector issued by a

Home Location Register (HLR) server that serves the
cellular network, and

to provide cellular service to the mobile communication

terminal, subsequently to soliciting the mobile commu-
nication terminal, using an encryption key derived from
the authentication vector.

20. The method according to claim 11, wherein the site 1s
a checkpoint 1n an immaigration hall.
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