12 United States Patent

Bagulho Monteiro Pereira

US010776483B2

US 10,776,483 B2
*Sep. 15, 2020

(10) Patent No.:
45) Date of Patent:

(54)

(71)

(72)

(73)

(%)

(21)
(22)

(65)

(63)

(1)

(52)

(58)

SYSTEMS AND METHODS FOR REMOTE
DETECTION OF SOFTWARE THROUGH

BROWSER WEBINJECTS

Applicant: BitSight Technologies, Inc., Boston,
MA (US)

Inventor: Tiago Bagulho Monteiro Pereira,
Lisbon (PT)

Assignee: BitSight Technologies, Inc., Boston,
MA (US)

Notice: Subject to any disclaimer, the term of this

patent 1s extended or adjusted under 35
U.S.C. 154(b) by 0 days.

This patent 1s subject to a terminal dis-
claimer.

Appl. No.: 16/688,647

Filed: Nov. 19, 2019

Prior Publication Data

US 2020/0134174 Al Apr. 30, 2020
Related U.S. Application Data

Continuation of application No. 16/170,680, filed on
Oct. 25, 2018, now Pat. No. 10,521,583.

Int. CIL.
GO6F 21/54 (2013.01)
GO6F 21/53 (2013.01)
(Continued)
U.S. CL
CPC .............. GO6F 21/54 (2013.01); GO6F 21/53

(2013.01); GO6F 21/566 (2013.01); GO6F
40/14 (2020.01);, GO6F 2221/2119 (2013.01)

Field of Classification Search
CPC .......... GO6F 21/54; GO6F 40/14; GO6F 21/53;

GO6F 21/566; GO6F 2221/2119
See application file for complete search history.

100 Z

(56) References Cited

U.S. PATENT DOCUMENTS

5,867,799 A
0,016,475 A

2/1999 Lang et al.
1/2000 Miller et al.

(Continued)

FOREIGN PATENT DOCUMENTS

8/2017
1/2019

WO WO0-2017/142694 Al
WO WO0-2019/023045 Al

OTHER PUBLICAITONS

U.S. Appl. No. 15/271,655 Published as: US2018/0083999, Self-
Published Security Risk Management, filed Sep. 21, 2016.

(Continued)

Primary Examiner — Aravind K Moorthy
(74) Attorney, Agent, or Firm — Goodwin Procter LLP

(57) ABSTRACT

Computer-implemented methods and systems are provided
for the detection of software presence remotely through the
web browser by detecting the presence of webinjects 1n a
web browser that visits a detection webpage. The methods
can include delivering a detection webpage to a web
browser, 1n which the detection webpage has detection code
configured to detect a presence ol the webinject in the
detection webpage; and 1nspecting, by the detection code,
rendering of content of the detection webpage 1n the browser
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external server; and classifying, by the external server, the
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SYSTEMS AND METHODS FOR REMOTE
DETECTION OF SOFITWARE THROUGH
BROWSER WEBINJECTS

CROSS-REFERENCE TO RELATED
APPLICATION

The present application 1s a continuation of U.S. patent
application Ser. No. 16/170,680, filed Oct. 25, 2018 and
titled “Systems and Methods for Remote Detection of Soft-
ware Through Browser Webinjects,” the entirety of which 1s
incorporated herein by reference.

TECHNICAL FIELD

The following disclosure 1s directed to methods and
systems for the detection of software remotely through a
web browser and, more specifically, methods and systems
for detection of software remotely through a web browser by
detecting the presence of webinjects 1n a web browser.

BACKGROUND

Modern soitware often uses webinjects to change with a
user’s web browsing experience. Examples of such software
include malware, adware, browser extensions, and anti-virus
programs. Webinjects are pieces ol loreign code, e.g.,
Hypertext Markup Language (HTML) or JavaScript ele-
ments, that can be locally mjected into webpages visited by
the user. These webinjects can be mjected through several
techniques, for example, through a browser extension appli-
cation programming interface (API), browser process
memory 1njection, or local network proxies. The webinjects
can change the webpage to steal information (e.g., pass-
words, personal data, etc.), present additional content to the
user (e.g., advertising), and/or improve the user’s browsing,
experience (e.g., by blocking advertising, presenting useful
information, improving functionality, etc.). Motives for
inserting webinjects into webpages can range from stealing
information to displaying advertising, or even improving the
user’s experience.

SUMMARY

Disclosed herein are systems and methods to detect
webinjects, and theirr sources, 1 webpages. Some
approaches for detecting software presence remotely include
(1) scanning the Internet for systems that publicly expose
services and (11) using a sinkhole to 1solate a domain and
receive software connections as the software reaches the
sinkhole, which, 1n some instances requires the subject
domain to be expired or otherwise available. Another
approach uses crawlers 1 a peer-to-peer (P2P) configura-
tion, where the crawler joins the P2P network and receives
connections from other peers. However, this approach 1is
limited to P2P-enabled software. This method, 1t deployed
through advertising networks or other partners that can
provide large amounts of traflic, can detect a considerable
number of software installations by detecting the presence of
webinjects 1 the browser. The exemplary methods and
systems described herein can be used alone or complement
any one or more of the above methods to detect webinjects.

In a first aspect, a computer-implemented method 1s
provided for the detection of webinjects. The method
includes delivering a detection webpage to a web browser.
The detection webpage has detection code configured to
detect a presence of the webinject in the detection webpage.

10

15

20

25

30

35

40

45

50

55

60

65

2

The method further includes inspecting, by the detection
code, rendering of content of the detection webpage 1n the
browser to detect webinject content inserted into the detec-
tion webpage by the webinject. The webinject content
includes one or more Hypertext Markup Language (HTML)
components. The method further includes, 1 webinject
content 1s detected, generating, by the detection code, a
fingerprint for each of the one or more HI' ML components;
transmitting, by the detection code, the one or more finger-
prints to an external server; and classilying, by the external
server, the webinject based on the one or more fingerprints.

Embodiments of the method can include any one or more
of the below features. The method can include transmitting
to the external sever, by the detection code, one or more
HTML components of the detected webinject content. The
transmission can be on a portion of the executions of the
detection code. The transmission can be on a small sample
of the executions. For example, the transmission can be on
1% or less of the executions of the detection code. These
HTML component(s) can be transmitted with their respec-
tive fingerprints. The method can include identitying the
origin software of the HITML component(s) by (1) searching
for the HTML component(s) i sandboxed executions of
software and/or (1) searchung through privately- and/or
publicly-available data sources. The sandboxed executions
ol software may be associated with, may be related to, or
possibly be the origin software. The method can further
include generating a database including (a) the
fingerprint(s), (b) the name of the origin software, (¢) one or
more features of the detected webinject content, and/or (d)
one or more capabilities (e.g., mtercepting communication
or changing form contents) of the detected webinject con-
tent. This database can be used to classily webinject(s)
detected on remote systems.

Delivering the detection webpage having detection code
can further include configuring the detection code such that
at least one of a source domain, a path, or an HITML
structure of the detection webpage 1s configured to trigger an
injection of the webinject content by the webinject. The
detection code can include JavaScript or Content Security
Policy (CSP). The detection webpage can be inserted into an
Hypertext Markup Language (HTML) inline frame. The
method can further include generating a classification of the
one or more webinjects. Classiiying the webinject based on
the one or more fingerprints can further include determining
an originating software of the webinject based on the one or
more fingerprints. Classifying the webinject based on the
one or more fingerprints can further include mapping the one
or more fingerprints to a feature set of the webinject. The
detection webpage can be delivered by a traflic generating
entity. Delivering a detection webpage to a web browser can
further include embedding, by the traflic generating entity,
the detection webpage into an external webpage. Delivering
a detection webpage to a web browser can occur upon
receiving an indication of a user interaction with the content
of a webpage, wherein the webpage 1s separate from the
detection webpage. The webinject content can include added
or modified content by the webinject.

In a second aspect, a system 1s provided for detection of
webinjects. The system includes one or more computer
systems programmed to perform operations that include
delivering a detection webpage to a web browser. The
detection webpage has detection code configured to detect a
presence ol the webinject 1 the detection webpage. The
operations further include inspecting, by the detection code,
rendering of content of the detection webpage 1n the browser
to detect webinject content inserted into the detection web-
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page by the webinject. The webinject content includes one
or more Hypertext Markup Language (HTML) components.
The operations further include, 1t webinject content 1is
detected, generating, by the detection code, a fingerprint for
cach of the one or more HIML components; transmitting, by
the detection code, the one or more fingerprints to an
external server; and classilying, by the external server, the
webinject based on the one or more fingerprints.

Embodiments of the system can include any one or more
of the below features. The operations can include transmit-
ting to the external sever, by the detection code, one or more
HTML components of the detected webinject content. The
transmission can be on a portion of the executions of the
detection code. The transmission can be on a small sample
of the executions. For example, the transmission can be on
1% or less of the executions of the detection code. These
HTML component(s) can be transmitted with their respec-
tive fingerprints. The operations can include 1dentifying the
origin software of the HITML component(s) by (1) searching
for the HI'ML component(s) 1n sandboxed executions of
software and/or (1) searching through privately- and/or
publicly-available data sources. The sandboxed executions
ol software may be associated with, may be related to, or
possibly be the origin software. The operations can further
include generating a database of (a) the fingerprint(s), (b) the
name of the origin soitware, (¢) one or more features of the
detected webinject content, and/or (d) one or more capabili-
ties (e.g. ntercepting communication or changing form
contents) of the detected webinject content. This database
can be used to classily webinject(s) detected on remote
systems.

Delivering the detection webpage having detection code
can further include configuring the detection code such that
at least one of a source domain, a path, or an HITML
structure of the detection webpage 1s configured to trigger an
injection of the webinject content by the webinject. The
detection code can include JavaScript or Content Security
Policy (CSP). The detection webpage 1s inserted into an
Hypertext Markup Language (HI'ML) inline frame. The
system can further include generating a classification of the
one or more webinjects. Classiiying the webinject based on
the one or more fingerprints can further include determinming,
an originating software of the webinject based on the one or
more fingerprints. Classilying the webinject based on the
one or more fingerprints can further include mapping the one
or more fingerprints to a feature set of the webinject. The
detection webpage can be delivered by a traflic generating
entity. Delivering a detection webpage to a web browser can
turther include embedding, by the traflic generating entity,
the detection webpage 1nto an external webpage. Delivering,
a detection webpage to a web browser can occur upon
receiving an indication of a user interaction with the content
of a webpage, wherein the webpage 1s separate from the
detection webpage. The webinject content can include added
or modified content by the webinject.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a flowchart of an exemplary embodiment of a
computer implemented method for the remote detection of
webinjects.

FIGS. 2A-2B are diagrams of exemplary embodiments of
systems for the remote detection of webinjects.

FI1G. 3 1s a block diagram of an example computer system
that can be used 1n implementing the systems and methods
described herein.
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4
DETAILED DESCRIPTION

Disclosed herein are exemplary embodiments of systems
and methods for the remote detection of software, specifi-
cally by the detection of webinjects 1n a web browser. The
detection and classification of webinjects can be particularly
useiul 1 researching how to better secure and protect
computer systems, especially those connected to the Inter-
net. In some 1nstances, the automatic classification of webin-
jects enabled by the systems and methods described herein
provides significant increases 1n processing efliciencies over
conventional techniques. Remote detection can be achieved
without the use of installed detection software on a system.
For example, instead of installed detection soitware, sofit-
ware can be remotely detected on any web browser that
visits an detection webpage. For the purposes of clarity and
conciseness, the methods and systems of FIGS. 1-3 are
described together herein below.

FIG. 1 1s a flowchart of an exemplary embodiment of a
computer implemented method 100 for the remote detection
of webinjects. FIGS. 2A-2B are diagrams of exemplary
embodiments of systems 200 and 201, respectively, for the
remote detection of webinjects.

In step 102 of the method 100, one or more detection
webpages 204 are delivered to one or more web browser. In
some embodiments, the one or more detection webpages
204 can be distributed by a third party tratlic generating
entity 206 with access to a high volume of web trathic (e.g.,
an advertising network, a website with a large number of
daily visitors, etc.) that enables the one or more detection
webpages 204 to reach a large number of browsers 208
across the Internet. In some embodiments, the system 200
may receive an indication of a user interaction with the
content of a webpage 1n a browser. For example, the one or
more detection webpages 204 can be delivered to a web
browser 208 after a user clicks an advertisement 1n a
webpage. The advertisement 1n the webpage can link to the
detection webpage(s) 204 and may be acquired for the
purpose ol generating trathic to the detection webpage(s)
204. For instance, the advertisement can be configured such
that, once a user clicks on an advertisement 1n the webpage,
the browser 1s redirected to the detection webpage. In some
embodiments, the one or more detection webpages 204 are
not delivered directly as the main page of the web browser
208. Instead, the one or more webpages 204 can be embed-
ded by a traflic generating entity 206 1nto an external main
webpage 209 (e.g., a third-party webpage that 1s not part of
the detection system), as one or more HTML 1inline frames
(also referred to as an “iframe”). Iframes enable the embed-
ding and/or displaying of a first HIML page into a second
HTML page. One advantage of using iframes 1s that,
because iframes can be made 1nvisible to the user (and can
be sandboxed and 1solated from the external main webpage
209), there 1s minimal to zero 1impact to the user’s navigation
experience and/or to the operation of the traflic generating
entity.

While some webinjects are injected nto as many web-
pages 209 as possible (and therefore, into every detection
webpage 204 associated with the webpage), some software
(“webinject originator” 216) may only 1nject its webinject(s)
212 when a specific website 1s visited (e.g., online banking
websites, social media websites, etc.). To detect this webin-
ject 212, one or more source domains, one or more paths,
and/or an HI'ML structure of the detection webpage 204 1s
configured to match the webinject targets (1.e., the online
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banking website, etc.). For example, the webinject 212 may
only be 1njected by the originator 216 i1 the browser 208 1s
visiting the site:

webinjecttarget.com
Further, the originator 216 may be using a rule (e.g., a
regular expression) to search for the target domain of a
webpage while the browser 208 1s loading the webpage. In
many instances, this rule 1s not sufliciently specific to the
term “webinjecttarget.com”. The uniform resource locator
(URL) and/or content of the detection webpage(s) 204 can
be configured such that, the detection webpage 204 can
“bait” or trigger the webinject 212 to be 1njected into the
detection webpage 204 1tsell. An example of such an URL
of the detection webpage 204 used 1n an iframe inserted by
a traflic generating entity 206 on an external webpage 209 1s:
<iframe src="https://webinjecttarget.com.detectionsystem.
com/webinjecttarget.com/login.aspx’™>

In step 104, the detection code 202 15 executed during
and/or aiter the rendering of the detection webpage 204 1n
the browser 208, to detect the webinject 212 content on the
detection webpage 204 Document Object Model (DOM).
The detection code can mnspect the rendering of the detection
webpage 204 by using JavaScript functions that are trig-
gered on specific webpage rendering events. The webinject
content can include one or more Hypertext Markup Lan-
guage (HTML) components. The detection code inspects the
rendering of the detection webpage 204 1n the web browser
208. This inspection can be done through the use of a
JavaScript function that compares the content of the detec-
tion webpage 204 after the content 1s rendered with the
content that were delivered, through momtoring specific
JavaScript function calls that are commonly used by webin-
jects 212 or through using content security policy (CSP)
rules that trigger an action on any change to the original
delivered detection webpage 204.

In step 106, iI detection code 202 detects webinject
content 1n the detection webpage 204, the detection code 202
generates a set of fingerprints based on the webinject con-
tent. These fingerprints are generated using an algorithm that
selects one or more webinject blocks of code. and normal-
1zes the one or more blocks of code. An example of a
webinject block of code 1s an 1nline HTML script tag added
to the webpage. There may be one or more blocks of code
belonging to one or more webinjects. For example, normal-
ization of the blocks include removing parts of the blocks
that are specific to the browser instance (such as unique
identifiers), normalizing character case, etc. The algorithm
then creates a unique 1dentifier of each block’s contents that
can be smaller than the webinject content itself and that 1s
unique for a particular content. This unique 1dentifier, also
referred to as fingerprint 1n this document, can be calculated
using hashing functions or even simpler cyclic redundancy
check (CRC) algorithms that produce a unique number for
a given put content.

In step 108, code 202 transmits the fingerprints to one or
more server(s) 214 where they are stored and/or processed.
Additionally, on a small sample of the executions of the
detection code 202, the detected webinject content 1s trans-
mitted to an external server, along with the respective
fingerprints. In an exemplary embodiment utilizing CSP,
CSP reports are sent by browser 208 to server 214 1f a
webinject 1s detected, the fingerprint 1s then calculated by a
method similar to the one described above but on the server
214 and using the contents of the CSP report.

The one or more fingerprints can be used to classity the
webinject 212 and/or identity the originator 216 of the
webinject 212. Thus, in step 110, server 214 classifies the
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webinject 212 based on the received fingerprints. The server
214 can classity the detected webinject into a specific

category, based on a database that maps each of the finger-
prints to details about the webinject 212 and/or originator
216. In some embodiments, method 100 can include gener-
ating a database including the fingerprint(s), the name of the
origin software, and/or a list of features and/or capabilities
of the detected webinject content. For example, features or
capabilities can 1include intercepting communication or
changing form contents. This database can be built manually
and/or by automated processing of the webinject content
blocks that are sent, along with the respective fingerprints, to
the server 214 1n step 108. Once these samples are received
in server 214, they are used to identify the originator 216 of
the webinject, by searching for the presence of the same
blocks of webinject code 1n the sandboxed execution of the
solftware and by searching other, open or commercially
available data sources.

Computer-Based Implementations

In some examples, some or all of the processing described
above can be carried out on a personal computing device, on
one or more centralized computing devices, or via cloud-
based processing by one or more servers. In some examples,
some types ol processing occur on one device and other
types ol processing occur on another device. In some
examples, some or all of the data described above can be
stored on a personal computing device, in data storage
hosted on one or more centralized computing devices, or via
cloud-based storage. In some examples, some data are stored
in one location and other data are stored 1n another location.
In some examples, quantum computing can be used. In some
examples, functional programming languages can be used.
In some examples, electrical memory, such as tlash-based
memory, can be used.

FIG. 3 15 a block diagram of an example computer system
300 that may be used in mmplementing the technology
described 1n this disclosure. General-purpose computers,
network appliances, mobile devices, or other electronic
systems may also include at least portions of the system 300.
The system 300 includes a processor 310, a memory 320, a
storage device 330, and an input/output device 340. Each of
the components 310, 320, 330, and 340 may be intercon-
nected, for example, using a system bus 350. The processor
310 1s capable of processing instructions for execution
within the system 300. In some implementations, the pro-
cessor 310 1s a single-threaded processor. In some 1mple-
mentations, the processor 310 1s a multi-threaded processor.
The processor 310 1s capable of processing instructions
stored 1n the memory 320 or on the storage device 330.

The memory 320 stores information within the system
300. In some implementations, the memory 320 1s a non-
transitory computer-readable medium. In some 1mplemen-
tations, the memory 320 1s a volatile memory unit. In some
implementations, the memory 320 1s a non-volatile memory
unit.

The storage device 330 1s capable of providing mass
storage for the system 300. In some implementations, the
storage device 330 1s a non-transitory computer-readable
medium. In various diflerent implementations, the storage
device 330 may include, for example, a hard disk device, an
optical disk device, a solid-date drive, a flash drive, or some
other large capacity storage device. For example, the storage
device may store long-term data (e.g., database data, file
system data, etc.). The mput/output device 340 provides
input/output operations for the system 300. In some 1mple-
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mentations, the mput/output device 340 may include one or
more of a network interface devices, e.g., an Ethernet card,

a serial communication device, e.g., an RS-232 port, and/or

a wireless interface device, e.g., an 802.11 card, a 3G
wireless modem, or a 4G wireless modem. In some 1mple- 53
mentations, the input/output device may include driver
devices configured to receive mput data and send output data

to other imput/output devices, e.g., keyboard, printer and
display devices 360. In some examples, mobile computing
devices, mobile communication devices, and other devices 10
may be used.

In some implementations, at least a portion of the
approaches described above may be realized by instructions
that upon execution cause one or more processing devices to
carry out the processes and tunctions described above. Such 15
instructions may include, for example, interpreted instruc-
tions such as script instructions, or executable code, or other
instructions stored 1 a non-transitory computer readable
medium. The storage device 330 may be implemented 1n a
distributed way over a network, such as a server farm or a 20
set of widely distributed servers, or may be implemented 1n
a single computing device.

Although an example processing system has been
described 1n FIG. 3, embodiments of the subject matter,
functional operations and processes described 1n this speci- 25
fication can be implemented 1n other types of digital elec-
tronic circuitry, in tangibly-embodied computer software or
firmware, 1 computer hardware, including the structures
disclosed 1n this specification and their structural equiva-
lents, or 1n combinations of one or more of them. Embodi- 30
ments of the subject matter described 1n this specification
can be implemented as one or more computer programs, 1.€.,
one or more modules of computer program instructions
encoded on a tangible nonvolatile program carrier for execu-
tion by, or to control the operation of, data processing 35
apparatus. Alternatively or 1n addition, the program instruc-
tions can be encoded on an artificially generated propagated
signal, e.g., a machine-generated electrical, optical, or elec-
tromagnetic signal that 1s generated to encode information
for transmission to suitable receiver apparatus for execution 40
by a data processing apparatus. The computer storage
medium can be a machine-readable storage device, a
machine-readable storage substrate, a random or senal
access memory device, or a combination of one or more of
them. 45

The term “system” may encompass all kinds of apparatus,
devices, and machines for processing data, including by way
of example a programmable processor, a computer, or mul-
tiple processors or computers. A processing system may
include special purpose logic circuitry, e.g., an FPGA (field 50
programmable gate array) or an ASIC (application specific
integrated circuit). A processing system may include, 1n
addition to hardware, code that creates an execution envi-
ronment for the computer program in question, €.g., code
that constitutes processor firmware, a protocol stack, a 55
database management system, an operating system, or a
combination of one or more of them.

A computer program (which may also be referred to or
described as a program, software, a soltware application, a
module, a software module, a script, or code) can be written 60
in any form of programming language, including compiled
or mterpreted languages, or declarative or procedural lan-
guages, and 1t can be deployed 1n any form, including as a
standalone program or as a module, component, subroutine,
or other unit suitable for use in a computing environment. A 65
computer program may, but need not, correspond to a file 1n
a file system. A program can be stored in a portion of a file
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that holds other programs or data (e.g., one or more scripts
stored 1n a markup language document), in a single file
dedicated to the program in question, or 1 multiple coor-
dinated files (e.g., files that store one or more modules, sub
programs, or portions of code). A computer program can be
deployed to be executed on one computer or on multiple
computers that are located at one site or distributed across
multiple sites and interconnected by a communication net-
work.

The processes and logic flows described 1n this specifi-
cation can be performed by one or more programmable
computers executing one or more computer programs to
perform functions by operating on input data and generating
output. The processes and logic flows can also be performed
by, and apparatus can also be implemented as, special
purpose logic circuitry, e.g., an FPGA (field programmable
gate array) or an ASIC (application specific integrated
circuit).

Computers suitable for the execution of a computer
program can include, by way of example, general or special
purpose microprocessors or both, or any other kind of
central processing unit. Generally, a central processing unit
will receive mstructions and data from a read-only memory
or a random access memory or both. A computer generally
includes a central processing unit for performing or execut-
ing 1nstructions and one or more memory devices for storing
instructions and data. Generally, a computer will also
include, or be operatively coupled to receive data from or
transier data to, or both, one or more mass storage devices
for storing data, e.g., magnetic, magneto optical disks, or
optical disks. However, a computer need not have such
devices. Moreover, a computer can be embedded in another
device, e.g., a mobile telephone, a personal digital assistant
(PDA), a mobile audio or video player, a game console, a
Global Positioning System (GPS) receiver, or a portable
storage device (e.g., a umiversal serial bus (USB) flash
drive), to name just a few.

Computer readable media suitable for storing computer
program instructions and data include all forms of nonvola-
tile memory, media and memory devices, including by way
ol example semiconductor memory devices, e.g., EPROM,
EEPROM, and flash memory devices; magnetic disks, e.g.,
internal hard disks or removable disks; magneto optical
disks; and CD-ROM and DVD-ROM disks. The processor
and the memory can be supplemented by, or incorporated 1n,
special purpose logic circuitry.

To provide for interaction with a user, embodiments of the
subject matter described 1n this specification can be imple-
mented on a computer having a display device, e.g., a CRT
(cathode ray tube) or LCD (liguid crystal display) monitor,
for displaying information to the user and a keyboard and a
pointing device, e€.g., a mouse or a trackball, by which the
user can provide mput to the computer. Other kinds of
devices can be used to provide for interaction with a user as
well; for example, feedback provided to the user can be any
form of sensory feedback, e.g., visual feedback, auditory
teedback, or tactile feedback; and mput from the user can be
received 1n any form, including acoustic, speech, or tactile
input. In addition, a computer can interact with a user by
sending documents to and receiving documents from a
device that 1s used by the user; for example, by sending web
pages to a web browser on a user’s user device 1n response
to requests received from the web browser.

Embodiments of the subject matter described in this
specification can be implemented in a computing system that
includes a back end component, e.g., as a data server, or that
includes a middleware component, e.g., an application
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server, or that includes a front end component, e.g., a client
computer having a graphical user interface or a Web browser

through which a user can interact with an implementation of
the subject matter described in this specification, or any
combination of one or more such back end, middleware, or
front end components. The components of the system can be
interconnected by any form or medium of digital data
communication, €.g., a communication network. Examples
of communication networks include a local area network
(“LAN) and a wide area network (“WAN”), e.g., the
Internet.

The computing system can include clients and servers. A
client and server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client-server relationship to each other.

While this specification contains many specific 1mple-
mentation details, these should not be construed as limita-
tions on the scope of what may be claimed, but rather as
descriptions of features that may be specific to particular
embodiments. Certain features that are described in this
specification 1n the context of separate embodiments can
also be 1mplemented in combination 1 a single embodi-
ment. Conversely, various features that are described 1n the
context of a single embodiment can also be implemented 1n
multiple embodiments separately or in any suitable sub-
combination. Moreover, although features may be described
above as acting 1n certain combinations and even nitially
claimed as such, one or more features from a claimed
combination can 1n some cases be excised from the combi-
nation, and the claimed combination may be directed to a
sub-combination or variation of a sub-combination.

Similarly, while operations are depicted in the drawings 1n
a particular order, this should not be understood as requiring
that such operations be performed in the particular order
shown or 1n sequential order, or that all illustrated operations
be performed, to achieve desirable results. In certain cir-
cumstances, multitasking and parallel processing may be
advantageous. Moreover, the separation of various system
components 1n the embodiments described above should not
be understood as requiring such separation 1n all embodi-
ments, and 1t should be understood that the described
program components and systems can generally be inte-
grated together 1n a single software product or packaged into
multiple software products.

Particular embodiments of the subject matter have been
described. Other embodiments are within the scope of the
following claims. For example, the actions recited in the
claims can be performed 1n a different order and still achieve
desirable results. As one example, the processes depicted 1n
the accompanying figures do not necessarily require the
particular order shown, or sequential order, to achieve
desirable results. In certain implementations, multitasking
and parallel processing may be advantageous. Other steps or
stages may be provided, or steps or stages may be elimi-
nated, from the described processes. Accordingly, other

implementations are within the scope of the following
claims.

Terminology

The phraseology and terminology used herein 1s for the
purpose ol description and should not be regarded as lim-
iting.

The term “approximately”, the phrase “approximately
equal to”, and other similar phrases, as used 1n the specifi-
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cation and the claims (e.g., “X has a value of approximately
Y™ or “X 1s approximately equal to YY), should be under-
stood to mean that one value (X) 1s within a predetermined
range of another value (Y). The predetermined range may be
plus or minus 20%, 10%, 5%, 3%, 1%, 0.1%, or less than
0.1%, unless otherwise indicated.

The indefinmite articles “a” and “an,” as used in the
specification and 1n the claims, unless clearly indicated to
the contrary, should be understood to mean “at least one.”
The phrase “and/or,” as used 1n the specification and 1n the
claims, should be understood to mean ““either or both™ of the
clements so conjoined, 1.e., elements that are conjunctively
present 1 some cases and disjunctively present in other
cases. Multiple elements listed with “and/or” should be
construed in the same fashion, 1.e., “one or more” of the
clements so conjoined. Other elements may optionally be
present other than the elements specifically identified by the
“and/or” clause, whether related or unrelated to those ele-
ments specifically i1dentified. Thus, as a non-limiting
example, a reference to “A and/or B”, when used 1in con-
junction with open-ended language such as “comprising”
can refer, 1n one embodiment, to A only (optionally includ-
ing elements other than B); 1n another embodiment, to B
only (optionally including elements other than A); in yet
another embodiment, to both A and B (optionally including
other elements); etc.

As used 1n the specification and 1n the claims, “or” should
be understood to have the same meaning as “and/or” as
defined above. For example, when separating 1tems 1n a list,
“or” or “and/or” shall be interpreted as being inclusive, 1.e.,
the mclusion of at least one, but also including more than
one, of a number or list of elements, and, optionally,
additional unlisted items. Only terms clearly indicated to the
contrary, such as “only one of or “exactly one ol,” or, when
used in the claims, “consisting of,” will refer to the inclusion
ol exactly one element of a number or list of elements. In
general, the term “or” as used shall only be interpreted as
indicating exclusive alternatives (1.e. “one or the other but
not both”) when preceded by terms of exclusivity, such as
“either,” “one of,” “only one of,” or “exactly one of”
“Consisting essentially of,” when used 1n the claims, shall
have 1ts ordinary meanming as used 1n the field of patent law.

As used 1n the specification and 1n the claims, the phrase
“at least one,” 1n reference to a list of one or more elements,
should be understood to mean at least one element selected
from any one or more of the elements 1n the list of elements,
but not necessarily including at least one of each and every
clement specifically listed within the list of elements and not
excluding any combinations of elements i1n the list of
clements. This definition also allows that elements may
optionally be present other than the elements specifically
identified within the list of elements to which the phrase “at
least one” refers, whether related or unrelated to those
clements specifically identified. Thus, as a non-limiting
example, “at least one of A and B” (or, equivalently, “at least
one of A or B,” or, equivalently “at least one of A and/or B”)
can refer, 1n one embodiment, to at least one, optionally
including more than one, A, with no B present (and option-
ally including elements other than B); in another embodi-
ment, to at least one, optionally including more than one, B,
with no A present (and optionally 1including elements other
than A); 1n yet another embodiment, to at least one, option-
ally including more than one, A, and at least one, optionally
including more than one, B (and optionally including other
clements); etc.
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The use of “including,” “comprising,” “having,” “con-
taining,” “involving,” and vanations thereof, 1s meant to
encompass the items listed thereafter and additional 1tems.

Use of ordinal terms such as “first,” “second,” “third.,”
etc., 1n the claims to modily a claim element does not by
itsell connote any priority, precedence, or order of one claim
clement over another or the temporal order 1n which acts of
a method are performed. Ordinal terms are used merely as
labels to distinguish one claim element having a certain
name from another element having a same name (but for use
of the ordinal term), to distinguish the claim elements.

What 1s claimed 1s:

1. A computer-implemented method for detection of a
webinject, the method comprising:

delivering a detection webpage to a web browser, the

detection webpage having detection code configured to
detect a presence of the webinject in the detection
webpage;
ispecting, by the detection code, rendering of content of
the detection webpage 1n the browser to detect webin-
ject content 1n the detection webpage by the webinject,
the webinject content including one or more Hypertext
Markup Language (HTML) components;

if webinject content 1s detected, generating, by the detec-
tion code, a fingerprint for each of the one or more
HTML components;

transmitting, by the detection code, the one or more

fingerprints to an external server; and

classitving, by the external server, the webinject present

on a remote browser based on the one or more known
{ingerprints.
2. The method of claim 1, further comprising;:
transmitting to the external server, by the detection code,
the one or more HITML components of the detected
webinject content, the transmission performed by a
portion ol executions of the detection code;
identifying an origin software of the one or more HI'ML
components by at least one of: (1) searching for the one
or more HITML components in sandboxed executions
of software or (1) searching through privately- or
publicly-available data sources; and

generating a database of (a) the one or more fingerprints,

(b) a name of the origin software, (¢) one or more
features of the detected webinject content, and/or (d)
one or more capabilities of the detected webinject
content.

3. The method of claim 1, wherein delivering the detec-
tion webpage having detection code further comprises:

configuring the detection code such that at least one of: (1)

a source domain, (11) a path, or (111) an HTML structure
of the detection webpage 1s configured to trigger an
injection of the webinject content by the webinject.

4. The method of claim 1, wherein the detection code
comprises JavaScript or Content Security Policy (CSP).

5. The method of claim 1, wherein the detection webpage
1s 1serted into an Hypertext Markup Language (HTML)
inline frame.

6. The method of claim 1, wherein classitying the webin-
ject based on the one or more fingerprints further comprises:

determining an origin software of the webinject based on

the one or more fingerprints.

7. The method of claim 1, wherein classitying the webin-
ject based on the one or more fingerprints further comprises:

mapping the one or more fingerprints to a feature set of

the webinject.

8. The method of claim 1, wherein the detection webpage
1s delivered by a traflic generating entity.
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9. The method of claim 8, wherein delivering the detec-
tion webpage to the web browser further comprises:

embedding, by the traflic generating entity, the detection

webpage 1nto an external webpage.

10. The method of claim 1, wherein delivering the detec-
tion webpage to the web browser occurs upon receiving an
indication of a user interaction with the content of a web-
page, the webpage separate from the detection webpage.

11. A system for detection of webinjects, the system
comprising;

one or more computer systems programmed to perform

operations comprising;

delivering a detection webpage to a web browser, the
detection webpage having detection code configured
to detect a presence of the webinject 1n the detection
webpage;

ispecting, by the detection code, rendering of content
of the detection webpage 1n the browser to detect
webinject content 1n the detection webpage by the
webinject, the webinject content including one or
more Hypertext Markup Language (HTML) compo-
nents;

i webinject content 1s detected, generating, by the
detection code, a fingerprint for each of the one or
more HIML components;

transmitting, by the detection code, the one or more
fingerprints to an external server; and

classitying, by the external server, the webinject pres-
ent on a remote browser based on the one or more
known fingerprints.

12. The system of claim 11, wherein the operations further
comprise:

transmitting to the external server, by the detection code,

the one or more HITML components of the detected

webinject content, the transmission performed by a

portion ol executions of the detection code;

identilying an origin software of the one or more HTML
components by at least one of: (1) searching for the one
or more HITML components in sandboxed executions
of software or (1) searching through privately- or
publicly-available data sources; and

generating a database of (a) the one or more fingerprints,

(b) a name of the origin software, (c) one or more

features of the detected webinject content, and/or (d)

one or more capabilities of the detected webinject

content.

13. The system of claim 11, wherein delivering the
detection webpage having detection code further comprises:

configuring the detection code such that at least one of (1)

a source domain, (11) a path, or (111) an HTML structure

of the detection webpage 1s configured to trigger an

injection of the webinject content by the webinject.

14. The system of claim 11, wherein the detection code
comprises JavaScript or Content Security Policy (CSP).

15. The system of claim 11, wherein the detection web-
page 1s 1serted mto an Hypertext Markup Language
(HTML) 1nline frame.

16. The system of claim 11, wherein classitying the
webinject based on the one or more fingerprints further
COmMprises:

determining an origin software ol the webinject based on

the one or more fingerprints.

17. The system of claim 11, wherein classifying the
webinject based on the one or more fingerprints further
COmprises:

mapping the one or more fingerprints to a feature set of

the webinject.




US 10,776,483 B2
13

18. The system of claim 11, wherein the detection web-
page 1s delivered by a traflic generating entity.

19. The system of claam 18, wherein delivering the
detection webpage to the web browser further comprises:

embedding, by the traflic generating entity, the detection 5

webpage 1nto an external webpage.

20. The system of claim 11, wherein delivering the
detection webpage to the web browser occurs upon receiv-
ing an indication of a user interaction with the content of a
webpage, the webpage separate from the detection webpage. 10
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