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1

SELECTIVE DATA MIGRATION AND
SHARING

This application includes material that 1s subject to copy-
right protection. The copyright owner has no objection to the
tacsimile reproduction by anyone of the patent disclosure, as
it appears in the Patent and Trademark Office files or records,
but otherwise reserves all copyright rights whatsoever.

FIELD

The present disclosure relates to selective migration and
sharing of data between accounts, such as electronic email
accounts.

BACKGROUND

Online services (such as online email and social media
services) provide sharing of mmformation through different
types of communications, such as emails, posts, and mes-
sages. An 1tem of information can be shared through online
services. A document file, a contacts {ile, an 1image file, or
any other type of file are examples of items of information.
For instance, emails, posts, and messages can include an
item ol information as an attachment that can be shared
through online services.

The sharing of information items (also known as content
items) 1n conventional online services 1s usually through
messages, emails, or posts. And, this can be problematic.
One problem common to messages, emails, and posts are
that such communications are initiated by a user or an
automated process acting as a user. Such systems can have
problems with efliciency and can be a tax on computer and
network resources. For an information item to be shared
through a communication (such as a message, email, or
post), corresponding data must be communicated, negoti-
ated, and processed to support the communication. Such
operations use computer and network resources in addition
to the resources used to share the content item associated
with or attached to the communication. Further, because
messages, emails, and posts usually rely on an end user to be
mnitiated, such communications can be overlooked. Thus,
consistency 1n sharing of 1tems can be suspect as well.

In addition to usually being limited by human error and
being a tax on computer and network resources, another
problem common to messages, emails, and posts 1n online
services 1s that the communications are sent or posted to a
recipient without being selectively blocked or filtered by the
sender or poster. The commumnications, 11 blocked or filtered,
are usually restricted by the receiver of the communication.
In other words, messages, emails, and posts are not usually
selectively sent once such communications are commenced.
This can be a serious problem in general because often
sensitive 1tems can be sent by accident. Also, such commu-
nications can be an unnecessary load on the communication
link or channel if the content 1tem has a large file size. For
example, a common technical problem 1s that a file attach-
ment 1s sent or posted and then such an attachment can
overwhelm a link or channel. Also, even if there are safe-
guards implemented by a network to block, breakup, or filter
large files, the safeguards use processing and network band-
width resources that could have been preserved with outgo-
ing filters that filter or block communications before the
communications are sent over a network. There are some
known outgoing filters for messages and emails that are
beyond the scope of this application, but often such mecha-
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nisms use a significant amount of computer resources on the
sender side of a communication.

In general, through conventional online services, sharing
of content items 1s not direct 1n that the sharing relies on an
additional function of the service such as a posting, mes-
saging, or emailing function. However, there are known
online services that allow for collaborative editing and
reviewing of information items without relying on an email,
message, or post for the most part. But, with such services,
information i1tems are not selectively shared between two or
more accounts. For instance, the contents of the item shared
through such systems are usually exposed similarly to each
account that has access. For example, 1n a shared word
processing document 1 a collaborative editing system,
sensitive mformation 1s not restricted by the system itsell.
Also, returning to the problems already discussed, the 1ni-
tiation of sharing each individual item or file relies on the
activation by one or more end users, and often relies on the
back and forth communications of at least two end users. For
example, a communication 1s usually required to invite a
user to edit or review a content 1tem 1n an online collabora-
tive editing system, and then another communication 1s
often required to accept the invite, thus further burdening the
network.

Alternatively, but still problematic, a posting (such as
through a blog or a social media site) provides a mechanism
for a user of an account to share information to many users
and accounts without initiating separate communications per
receiving account. Thus, the resources used in negotiations
between multiple accounts 1s avoided. However, an 1ssue
with posting information and 1tems through blogs or social
media sites 1s that such data 1s not selectively distributed
beyond the selection of the group selected to receive the
data. Known online services do not provide an automated
way lor selecting precisely what type of information 1s
shared or migrated from one particular account to another
particular account or a particular group of accounts. And, as
mentioned, even when a post 1s used to communicate
information to many different accounts an individual post
still needs to be mitiated by a user of the account making the
post. Further, when such a limitation i1s overcome with
automation 1 conventional systems, the automation of
posting information still requires an individual to provide
istructions to a service on how to provide the automated
postings.

There are multiple methodologies to transfer files, data-
sets, and data subsets between accounts directly, but known
techniques for direct sharing have not completely overcome
the aftoresaid problems with online services. Thus, improve-
ment 1s needed.

SUMMARY

Provided herein are a related set of technical solutions for
climinating or at least reducing problems associated with
inefliciencies and insecurities 1n sharing information items
between accounts 1n online services. For instance, the solu-
tions eliminate a user account’s need to 1nitiate a post, email,
or message to share a content 1tem with another account.
Also, for example, the techniques disclosed herein solve the
issue of migrating specific subsets of data between user
accounts with a sharing account imtiating transiers directly,
¢.g., contacts, photos, documents, and emails can be
migrated between accounts according to specific critenia
with one action by an initiating account.

In addition, fine grain selectivity can be implemented with
the techniques described herein. For instance, the sharing
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account can specifically share subsets of data, such as top
contacts, photos from a certain location, and documents of
a certain kind, just to point out a few examples.

The features disclosed herein can also be leveraged to
share data subsets between two or more accounts with a
primary account being a controller of the sharing of the data.
For instance, this can be beneficial because a user can
receive coupons 1n an email and share all emails with
coupons with a selected user without separately forwarding
cach email with a coupon to that user, thus preserving
network resources. And, the sharing user can be 1n control.
Such sharing does occur 1n conventional online services, but
the sharing relies on additional steps even 1f some of those
steps are automated. Unlike conventional systems that can
have automated procedures for forwarding such emails
automatically, the system disclosed herein bypasses the
forwarding of emails and directly duplicates the information
items from a sharing account into a receiving account. The
emails now exist automatically 1n both mailboxes by direct
sharing. No email forwarding has occurred; and thus, over-
head 1s reduced and the email server processing and com-
munications resources have been spared from message for-
warding processes.

Also, one {feature in which control 1s provided to a
primary account, the primary account can remove shared
items directly by controlling the system to delete the shared
items. The system recognizes and 1s permitted to delete such
items from another account by a log showing such permis-
sions derived from a logging of the sharing or by tags or
metadata linked to shared items. In some embodiments, a
system log separate from the shared 1tems can track permis-
sions on the 1tems. Also, a log can be within a content item
itsell through metadata including in the item. For instance,
a shared file can include a tag with metadata the provides the
permissions and other types of control parameters associated
with the file.

In some examples, the system can initiate and success-
tully transfer data subsets from the sharing account to the
receiving account. The system can also inherently be tlexible
enough to 1dentify specific subsets such as top contacts, tax
documents, photos of a certain person without overly using
system resources. The flexibility occurs because sharing
from one account to another 1s direct and does not require
additional services (such an email forwarding, messaging, or
posting services that utilize network resources). Also, the
features described herein are beneficial for sharing with
other users and accounts of one user.

In general, the system leverages multiple existing indexes
ol entities and categories across diflerent platforms to 1den-
tify different datasets and subsets such as for contacts files,
image files, and documents files. When one or more end
users connect two accounts (irrespective of domain), the
system can then provide options to the user(s) on whether
the user(s) want to 1nitiate a transier or simply share some
or all datasets, subsets, and 1tems. When the user(s) select a
transier of data or content items such as files, the system then
presents options for the user to select certain types of data,
subject matter, or files, for example. The system can also
provide a list of different subsets within a dataset or a list of
categories and sub-categories of data or particular types of
content 1tems such as files. Also, a user can define particular
sets of data because of the flexibility and simplicity of the
system. To put 1t another way, dataset and subset definitions
can be created by the end user. Once the user verifies such
sets of data or files and permits the transfer of information,
the system can perform duplications of data from the sharing,
account to the receiving account automatically and seam-
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lessly 1n the background without taxing resources beyond
the resources 1n the system required to duplicate and transier
data from one account repository to another account reposi-
tory. The data can be ported over to the destination account
and then the recipient end user can receive a notification 1n
some embodiments. Also, 1n some embodiments, the trans-
fer of data can occur over encrypted channels.

In some embodiments, the system provides the option to
specifically share a particular 1tem or group of items 1n one
instance of a transfer. The primary account holder can have
the option to retain control of any modification to the data or
the transfer of data. For example, control can be provided
regarding filtering of the data transferred or the routine in
which the data 1s transierred. An end user can share a set of
messages from one account to another account of the same
user for specific items (e.g., tax documents only can be
selected to be shared from a primary account to a secondary
account of the end user). If the end user so chooses, the user
can terminate the sharing between accounts of the specific
items and such items can be automatically removed from the
secondary account and/or the primary account. Also, differ-
ent permissions can be granted on datasets or files according
to the account 1n which such mformation is stored. The
functionality of control can be mmplemented through a
system log separate from the datasets and items shared or
part of the shared items and datasets in the form of tags or
metadata. Permissions can include different types of read,
write, and execution permissions.

The aforesaid tunctions of the system can also be secured
through encryption and access to the data can occur through
different kinds of end user verification systems such as those
that use simple mechanisms such as usernames and pass-
words, and more sophisticated techniques such as retinal
scan or fingerprinting authentication systems.

As disclosed herein, the technical benefits of the system
are numerous. For example, an end user can initiate transiers
of very specific data sets and items, and such transfers can
become routines that do not rely on end user mput besides
in the mitiation phase. In conventional online data sharing
services, often with account to account transfers, a transier
1s iitiated by the recipient with an import request. If the user
has to initiate the transfer, 1t can only happen through
downloads and re-uploads into the destination account or
selection of specific files and transferring the same via
messaging or other means 1n specific formats or communi-
cations. The system described herein 1s not burdened by
such limitations in that data and information items are
directly ported or duplicated and transferred from one
account to another account according to pre-selected criteria
automatically. Contacts 1mn an address book, photos and
documents, and other content items of an email account or
social media account for example, can be selectively trans-
ferred to another account without the use of messaging,
email forwarding, or posting procedures that tax network
resources. And, the selectiveness and control of the transfers
and transferred data can simply be implemented by software
that uses inputs from a system log and/or metadata 1n or
associated with the items.

In accordance with one or more embodiments, this dis-
closure provides computerized methods, systems, and a
non-transitory computer-readable storage medium for shar-
ing information from a sharing user account to a receiving
user account selectively and seamlessly. The non-transitory
computer-readable storage medium has tangibly stored
thereon, or tangibly encoded thereon, computer readable
instructions that when executed by one or more processors
of a service server and a migration server, or the like, cause
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at least one processor to perform a method for a novel and
improved way of sharing information from a first user
account to a second user account selectively and seamlessly.

In accordance with one or more embodiments, function-
ality 1s embodied 1n steps of a method performed by at least
one computing device. In accordance with one or more
embodiments, program code (or program logic) executed by
processor(s) of one or more computing devices to implement
functionality 1n accordance with one or more embodiments
described herein 1s embodied 1, by and/or on a non-
transitory computer-readable medium.

BRIEF DESCRIPTION OF TH.

L1

DRAWINGS

The foregoing and other objects, features, and advantages
of the disclosure will be apparent from the following
description of embodiments as illustrated 1n the accompa-
nying drawings, 1n which reference characters refer to the
same parts throughout the various views. The drawings are
not necessarily to scale, emphasis instead being placed upon
illustrating principles of the disclosure:

FIG. 1 1s a schematic diagram 1llustrating an example of
a network within which systems and methods disclosed
herein can be implemented;

FIG. 2 1s a schematic diagram 1llustrating an example of
a computing device 1 accordance with some embodiments
of the present disclosure;

FIG. 3 1s a schematic diagram illustrating example com-
ponents of an exemplary system 1n accordance with some
embodiments of the present disclosure;

FIG. 4 1s a flowchart illustrating operations that can be
performed by at least a first user account, a second user
account, a migration server, and a service server 1 accor-
dance with some embodiments of the present disclosure; and

FIGS. 5-9 are tflowcharts illustrating operations 1n accor-
dance with some embodiments of the present disclosure.

DESCRIPTION OF EMBODIMENTS

Subject matter will now be described with reference to the
accompanying drawings which show illustrative embodi-
ments. Subject matter can, however, be embodied 1n a
variety of diflerent forms and the claimed subject matter 1s
intended to be construed as not being limited to any example
embodiments. Likewise, a reasonably broad scope {for
claimed or covered subject matter 1s intended. Among other
things, subject matter can be embodied as methods, devices,
components, or systems. Accordingly, embodiments can, for
example, take the form of hardware, software, firmware or
any combination thereof (other than soiftware per se).

Throughout the specification and claims, terms can have
nuanced meanings suggested or implied 1n context beyond
an explicitly stated meaning. Likewise, the phrase “in one
embodiment” as used herein does not necessarily refer to the
same embodiment and the phrase “in another embodiment”
as used herein does not necessarily refer to a different
embodiment. It 1s mtended, for example, that claimed sub-
ject matter include combinations of example embodiments
in whole or in part.

In general, terminology can be understood at least 1n part
from usage in context. For example, terms, such as “and”,
“or”, or “and/or,” as used herein can include a variety of
meanings that can depend at least 1n part upon the context in
which such terms are used. Typically, “or” i1f used to
associate a list, such as A, B or C, 1s intended to mean A, B,
and C, here used 1n the inclusive sense, as well as A, B or

C, here used 1n the exclusive sense. In addition, the term
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“one or more” as used herein, depending at least 1n part upon
context, can be used to describe any feature, structure, or
characteristic 1in a singular sense or can be used to describe
combinations of features, structures or characteristics 1n a
plural sense. Similarly, terms, such as “a,” “an,” or “the,”
again, can be understood to convey a singular usage or to
convey a plural usage, depending at least in part upon
context. In addition, the term “based on can be understood
as not necessarily intended to convey an exclusive set of
factors and can, instead, allow for existence of additional
factors not necessarily expressly described, again, depend-
ing at least 1n part on context.

The present disclosure 1s described with reference to
block diagrams and operational 1llustrations of methods and
devices. It 1s understood that each block of the block
diagrams or operational illustrations, and combinations of
blocks 1n the block diagrams or operational 1llustrations, can
be implemented by means of analog or digital hardware and
computer program instructions. These computer program
instructions can be provided to: a processor of a general
purpose computer to alter its base functions as detailed
herein; a special purpose computer; ASIC or other program-
mable data processing apparatus, such that the mnstructions
when executed implement the functions/acts specified 1n the
block diagrams or operational block or blocks. In some
alternate 1mplementations, the functions/acts noted in the
blocks can occur out of the order noted in the operational
illustrations. For example, two blocks shown 1n succession
can in fact be executed substantially concurrently or the
blocks can sometimes be executed in the reverse order,
depending upon the functionality/acts mvolved.

For the purposes of this disclosure a non-transitory com-
puter readable medium (or computer-readable storage
medium/media) stores computer data, which data can
include computer program code (or computer-executable
instructions) that 1s executable in machine readable form. By
way of non-limiting example, a computer readable medium
can include computer readable storage media, for tangible or
fixed storage of data, or communication media for transient
interpretation of code-containing signals. Computer read-
able storage media, as used herein, refers to physical or
tangible storage (as opposed to signals) and includes without
limitation volatile and non-volatile, removable and non-
removable media implemented 1n any method or technology
for the tangible storage of information. Computer readable
storage media includes, but 1s not limited to, RAM, ROM,
EPROM, EEPROM, flash memory or other solid state
memory technology, optical storage, cloud storage, mag-
netic storage devices, or any other physical or material
medium which can be used to tangibly store the desired
information or data or istructions and which can be
accessed by a computer or processor.

For the purposes of this disclosure a module 1s a software,
hardware, or firmware (or combinations thereol) system,
process or functionality, or component thereot, that performs
or facilitates the processes, features, and/or functions
described herein (with or without human interaction or
augmentation). A module can include sub-modules. Soft-
ware components of a module can be stored on a computer
readable medium for execution by a processor. Modules can
be 1integral to one or more computing devices, client devices,
servers, or be loaded and executed by one or more of such
devices. One or more modules can be grouped into an engine
or an application.

For the purposes of this disclosure the term “‘user”,
“subscriber” “consumer” or “customer” should be under-
stood to refer to a user of an application or applications as
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described herein and/or a consumer of data supplied by a
data provider. By way of example, and not limitation, the
term ‘“‘user” or “‘subscriber” can refer to a person who
receives data provided by the data or service provider over
the Internet in a browser session, or can refer to an auto- 5
mated software application which receirves the data and
stores or processes the data.

For the purposes of this disclosure the term “machine
learning™ described herein 1s a subset of artificial intell:-
gence that uses statistical techniques to give computers the 10
ability to progressively improve performance on a specific
task with data, without being explicitly programmed.
Machine learning mentioned herein can include decision
tree learning, association rule learning, artificial neural net-
works, deep learning, inductive logic programming, support 15
vector machines, clustering, Bayesian networks, reinforce-
ment learning, representation learning, similarity and metric
learning, sparse dictionary learning, genetic algorithms,
rule-based machine learning, learning classifier systems, or
feature selection approach. 20

The principles described herein can be embodied 1n many
different forms. The disclosed systems and methods provide
a novel and improved way of sharing information from a
first user account to a second user account selectively and
seamlessly. The system and methods can be an improvement 25
over known ways of sharing information from a first user
account to a second user account in the content of the
Internet.

As discussed 1n more detail below, the disclosed systems
and methods provide advanced functionality, from a service 30
server and a migration server, or the like, for improved
sharing of information from a sharing user account to a
receiving user account.

Certain embodiments will now be described in greater
detail with reference to the figures. FIG. 1 shows compo- 35
nents of a general environment in which the systems and
methods discussed herein can be practiced. Not all the
components can be required to practice the disclosure, and
variations in the arrangement and type of the components
can be made without departing from the spirit or scope of the 40
disclosure.

FIG. 1 1s a schematic diagram 1llustrating an example of
a network 100 within which systems and methods disclosed
herein can be implemented. As shown, the network 100 of
FIG. 1 includes client devices 102 and 104, servers 106 and 45
108, and one or more computer networks 110. Any one of
the client devices 102 and 104 and servers 106 and 108 can
communicate with another one of the client devices and
servers through the computer network(s) 110. The service
server 106 and/or the migration server 108 can include a 50
device that includes a configuration to perform at least some
of the operations of the processes illustrated in FIGS. 4-9.

A server can include one or more computers that can run
a service point which provides processing, database, or
communication facilities. By way of example, and not 55
limitation, such a server can include a single physical
processor with associated communications and data storage
and database facilities, or 1t can refer to a networked or
clustered complex of processors and associated network and
storage devices, as well as operating software and one or 60
more database systems and application software that support
the services provided by the server. Servers can vary widely
in configuration or capabilities, but generally such devices
can include one or more central processing units and
memory. A server can also include one or more mass storage 65
devices, one or more power supplies, one or more wired or
wireless network interfaces, one or more mput/output inter-
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faces, or one or more operating systems, such as Windows
Server, Mac OS X, Unix, Linux, or FreeBSD.

A server can include authentication servers, search serv-
ers, email servers, social networking services servers, SMS
servers, IM servers, MMS servers, exchange servers, photo-
sharing services servers, and travel services servers. In some
embodiments, applications, such as a mail or messaging
application (e.g., Yahoo!® Mail, Yahoo!® Messenger), a
photo sharing/user-generated content (UGC) application
(e.g., Flickr®, Tumblr®, and the like), a streaming video
application (e.g., Netthx®, Hulu®, 1Tunes®, Amazon

Prime®, HBO Go®, and the like), a blog, a photo or social

networking application (e.g., Facebook®, Twitter® and the
like), and a search application (e.g., Yahoo!® Search), can
be hosted by a server. Thus, a server can store various types
ol applications and application related information including
application data and user profile and account information. It
should also be understood that a server can also store various
types of data related to the content and services provided in
an associated database. Such server(s) can also host a variety
of other sites, including, but not limited to business sites,
educational sites, dictionary sites, encyclopedia sites, wikis,
financial sites, government sites, and the like. Devices that
can operate as such server(s) iclude personal computers
desktop computers, multiprocessor systems, microproces-
sor-based or programmable consumer electronics, network
PCs, servers, and the like.

A server can provide a variety of services that include, but
are not limited to, streaming and/or downloading media
services, search services, email services, photo services, web
services, social networking services, news services, third-
party services, audio services, video services, 1mstant mes-
saging (IM) services, SMS services, MMS services, FTP
services, voice over IP (VOIP) services, or the like. Such
services, for example a mail application and/or email-plat-
form, can be provided wvia the application server 108,
whereby a user 1s able to utilize such service upon the user
being authenticated, verified or identified by the service.
Examples of content can include videos, text, audio, images,
or the like, which can be processed 1n the form of physical
signals, such as electrical signals, for example, or can be
stored 1n memory, as physical states, for example.

Although FIG. 1 illustrates servers 106 and 108 as single
computing devices, respectively, the disclosure 1s not so
limited. For example, one or more functions of a server can
be distributed across one or more distinct computing
devices. Moreover, in one embodiment, multiple servers can
be integrated into a single computing device, without depart-
ing from the scope of the present disclosure.

Either of the servers 106 and 108 can include and/or use
a search engine and related technologies discussed below
(e.g., the transactions analysis module 320 and the migration
controller module 328 of the migration server 108 can use a
search engine and related technologies). The servers or the
search engine can use a crawler and/or indexing as well as
other search technologies. A search engine enables a device
to search for content of interest using a search query. A
search engine can include one or more servers, one or more
of such servers acting as a crawler, indexer, index storage,
search application, ranking application, cache, profile stor-
age, logon subsystem, profile builder application, and one or
more application program interfaces (APIs).

A crawler 1s a computing device (and/or software thereon)
that crawls a network to identify and, 1n some embodiments,
cache content located on the network. As an example, a web
crawler visits URLs 1n a seed list of URLs, identifies
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hyperlinks 1n the page and adds them to a list of URLs to
visit. These URLs are then recursively visited according to
a set of policies.

An indexer can be operable to generate an index of
content 1n, for example, one or more databases, which can
be searched to locate content. An index can include index
entries, wherein an index entry can be assigned a value
referred to as a weight. In some embodiments, an mndexer
can use an inverted index that stores a mapping from content
to 1ts locations 1n a database file, or in a document or a set
of documents. A record level inverted index contains a list
ol references to documents for each word. A word level
inverted index additionally contains the positions of each
word within a document. A weight for an 1ndex entry can be
assigned. For example, a weight, 1n one example embodi-
ment can be assigned substantially 1in accordance with a
difference between the number of records mdexed without
the index entry and the number of records indexed with the
index entry.

The term “Boolean search engine” refers to a search
engine capable of parsing Boolean-style syntax, such as can
be used 1n a search query. A Boolean search engine can allow
the use of Boolean operators (such as AND, OR, NOT, or
XOR) to specily a logical relationship between search terms.

“Semantic search” refers to a search techmque 1n which
search results are evaluated for relevance based at least 1n
part on contextual meaning associated with query search
terms. A semantic search attempts to infer a meaning for
terms of a natural language search query by employing
“semantics” (e.g., science of meaning 1n language) to search
repositories of various types of content.

Search results can typically be ranked. In an embodiment,
search results can be ranked by scoring located files or
records, for example, such as in accordance with number of
times a query term occurs weighed 1n accordance with a
welght assigned to an index entry corresponding to the query
term. Other aspects can also aflect ranking, such as prox-
imity of query terms within a located record or file, or
semantic usage, for example. A score and an identifier for a
located record or file, for example, can be stored in a
respective entry of a ranking list. A list of search results can
be ranked 1n accordance with scores, which can, for
example, be provided 1n response to a search query. In some
embodiments, machine-learning models are used to rank
search results.

Either of the servers 106 and 108 as well as other aspects
of the network 100 can include and/or use a personalization
framework. The personalization framework can be imple-
mented through contextual content, annotation of various
content (tags), and a profile builder, for example.

In one embodiment, as an individual interacts with a
software application descriptive content (e.g., email
addresses, phone numbers, postal addresses, message con-
tent, dates, times, etc.) can be 1dentified. Descriptive content
can be stored, typically along with contextual content. For
example, how a phone number came to be 1dentified (e.g., 1t
was contained 1 a communication received from another
via an 1nstant messenger application) can be stored as
contextual content associated with the phone number. Con-
textual content, can, for example, be used to subsequently
search for associated descriptive content. For example, a
search for phone numbers received from specific individu-
als, received via an instant messenger application or at a
given date or time, can be 1nitiated.

Content within a repository of media or multimedia, for
example, can be annotated. The term “annotation,” as used
herein, refers to descriptive or contextual content related to
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a content item, for example, collected from an individual,
such as a user, and stored 1n association with the individual
or the content item. Annotations can include various fields of
descriptive content, such as a rating of a document, a list of
keywords 1dentifying topics of a document, etc.

A profile builder can initiate generation of a profile for
users of an application, such as a search engine. A user
profile can be used to enhance the application. For example,
a user profile stored by a search engine can be used to
enhance relevance determinations and assist in indexing,
searching or ranking search results. A variety ol mechanisms
can be implemented to generate a profile including, but not
limited to, collecting or miming navigation history, stored
documents, tags, or annotations, to provide a few examples.
Profiles of users of a search engine, for example, can give a
search engine provider a mechanism to retrieve annotations,
tags, stored pages, navigation history, or the like, which can
be useful for making relevance determinations of search
results, such as with respect to a particular user.

Each of the client devices 102 and 104 can include a
device that includes a configuration to perform at least some
of the operations described herein (such as at least some of
the operations of or can be associated with FIGS. 4-9). A
client device can be configured to send and receive signals
such as through a wired transmission media or a wireless
transmission media. A client device can, for example, can
include a desktop computer, a portable device (such as a
smart phone, a tablet computer, a laptop computer, or a
wearable computer such as a smart watch), an Internet of
Things (IoT) device (such as a vehicle or home appliance
with embedded electronics, software, actuators, sensors, and
interfaces to networks such as the Internet), or an integrated
or distributed device combining various features, such as
features of the forgoing devices, or the like. For example, a
client device can include one or more physical or virtual
keyboards, mass storage, one or more sensors and actuators,
a global positioming system (GPS) or other location—
identifying type capability, or a display with a high degree
ol functionality, such as a display with a 2D or 3D touch-
screen. A client device can include or execute a variety of
possible applications such as an operating system. Operating
systems can include a personal computer operating system,
such as a Windows, 10S or Linux, or a mobile operating
system, such as 10S, Android, or Windows Mobile. The
possible applications can also 1nclude client software appli-
cation enabling communication with other devices, such as
communicating one or more messages, such as via email, for
example Yahoo! ® Mail, short message service (SMS), or
multimedia message service (MMS), for example Yahoo!
Messenger®, including via a network, such as a social
network, including, for example, Tumblr®, Facebook®,
LinkedIn®, Twitter®, Flickr®, or Google+®, Instagram™,
to provide only a few possible examples. A client device can
also include or execute an application to communicate
content, such as, for example, textual content or multimedia
content. A client device can also include or execute an
application to perform a variety of possible tasks, such as
browsing, searching, playing, streaming or displaying vari-
ous forms of content, including locally or remotely stored
images or video, or games (such as fantasy sports leagues).
Client devices can vary widely 1n configuration or capabili-
ties, but generally such devices can include one or more
central processing units and memory.

When any one of the client devices 102 and 104 1s
referred to as a mobile device, such a device 1s small enough
to be held and operated by one or two hands of a person. In
some examples, a mobile device has a touchscreen interface



US 10,769,101 B2

11

with digitally derived buttons and keyboard or physical
buttons along with a physical keyboard or keypad. A mobile
device can connect to the Internet and interconnect with
other devices such as an IoT device or another type of
network connected device via Wi-Fi1, Bluetooth, cellular
networks or near field communication (NFC). Power can be
provided to a mobile device by a battery or other wireless
power source such a solar power source.

Although FIG. 1 illustrates client devices 102 and 104 as
single computing devices, respectively, the disclosure 1s not
so limited. For example, one or more functions of a client
device can be distributed across one or more distinct com-
puting devices. Moreover, 1n one embodiment, multiple
client devices can be integrated into a single computing
device, without departing from the scope of the present
disclosure.

The computer network(s) 110 1s a telecommunications
network including one or more wired or wireless computer
networks. A computer network within the computer network
(s) 110 can include nodes and data links between nodes. The
data links can be established over a cable media such as
wires or optic cables, or a wireless media such as through
radio or light waves. The nodes can include a server, a client
device, or a network device such as a firewall, gateway, hub,
modem, multiplexer, network bridge, protocol converter,
proxy server, router, switch, or other related hardware. The
computer network(s) 110 can include the Internet, a local
areca network (LAN), a wide area network (WAN), or a
metropolitan area network (MAN )—also known as a middle
area network—to connect computers 1 a geographic area
larger than that covered by a LAN but smaller than the area
covered by a WAN. Aspects of the network 100, such as a
node or a computer network of the computer network(s) 110
can be implemented using a protocol used for communica-
tions over a telecommunications network. Communications
over one of the networks can include signal formations (such
as signal packets) communicated over a data link, and the
communications can be controlled by a set of communica-
tions protocols such as the Internet protocol or TCP/IP suite.

With respect to FIG. 1, the foregoing 1s provided to
illustrate that claimed subject matter 1s mntended to include
a wide range ol possible features or capabilities. For
instance, cloud computing, peer-to-peer networking, and
various client-server configurations can be implemented
through the network 100. Also, a “content delivery network™
or “content distribution network™ (CDN) can be imple-
mented through the network 100.

A “content delivery network™ or “content distribution
network™ (CDN) generally refers to a distributed content
delivery system that includes a collection of computers or
computing devices linked by a network or networks, such as
a collection of computers or computing devices linked by a
network or networks in network 100 of FIG. 1. A CDN can
employ software, systems, protocols or techniques to facili-
tate various services, such as storage, caching, communica-
tion of content, or streaming media or applications. Services
can also make use of ancillary technologies including, but
not limited to, “cloud computing,” distributed storage, DNS
request handling, provisioning, signal monitoring and
reporting, content targeting, personalization, or business
intelligence. A CDN can also enable an entity to operate or
manage another’s site inirastructure, 1n whole or 1n part.

A peer-to-peer (or P2P) network can employ computing
power or bandwidth of network participants 1n contrast with
a network that can employ dedicated devices, such as
dedicated servers, for example; however, some networks can
employ both as well as other approaches. A P2P network can
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typically be used for coupling nodes via an ad hoc arrange-
ment or configuration. A peer-to-peer network can employ
some nodes capable of operating as both a “client” and a
“server.” A collection of computers or computing devices
illustrated in FIG. 1 or described as possibly included 1n
computer network 110 can implement a P2P network.

According to some embodiments, the present disclosure
can be utilized within or accessible to an electronic social
networking site or platform. The term “social network”™
refers generally to an electronic network of individuals
separated by varying degrees of separation, such as, but not
limited to, acquaintances, friends, family, colleagues, like-
minded individuals, persons who share certain interests or
characteristics, or co-workers, that are coupled via a com-
munications network or via a variety of sub-networks.
Potentially, additional relationships can subsequently be
formed as a result of social interaction via the communica-
tions network or sub-networks.

An individual’s social network can represent electronic,
networked connections with other individuals that refer to a
set of direct personal relationships or a set of indirect
personal relationships. A direct personal relationship refers
to a relationship for an individual 1n which communications
can be individual to individual. An indirect personal rela-
tionship refers to a relationship that can be available to an
individual with another individual although no form of
individual to individual communication or established con-
nection can have taken place (such as for example a friend
of a Iriend). Diflerent privileges or permissions can be
associated with such relationships, such as, for example,
being based on differing degrees of separation between
contacts on the network. For example, a type or form of
relationship (or degree of separation) can dictate access,
sharing, edit and viewing privileges for all or a portion of an
individual’s content. Similarly, a social network also can
facilitate the generation of relationships or connections with
entities other than a person, such as, for example, compa-
nies, brands, events, locations, or so-called *virtual persons’.

Multi-Modal communication can occur between members
of a social network. In some embodiments, users (e.g.,
individuals or entities) within one or more social networks
can 1nteract or communicate with other users of the same or
a different a social network via multi-modal communication
via a variety of devices. Multi-modal communication
(MMC) technologies refer to a set of technologies that
permit interoperable communication across multiple devices
or platforms, such as cell phones, smart phones, tablet
computing devices, phablets, personal computers, televi-
sions, SMS/MMS, email, instant messenger clients, forums,
social networking sites, or the like.

FIG. 2 1s a block diagram illustrating an internal archi-
tecture of an example of a computing device 200 that can
implement one or more of the client devices or servers of at
least FIG. 1. The computing device 200 can include a
configuration to perform at least some of the operations
described herein, such as operations performed 1n FIGS. 4-9
when 1mplementing a client device or a server. Computing
device 200 can include many more or less components than
those shown in FIG. 2. However, the components shown are
suflicient to disclose an 1illustrative embodiment for imple-
menting some aspects of a computing device such as a server
or a client device.

As shown 1n the figure, device 200 includes a processing
unit 202 (which can include one or more CPUs) in commu-
nication with a mass memory 204 via a bus 206. Computing
device 200 also includes a power supply 208, one or more
network interfaces 210, an audio interface 212, a display 214




US 10,769,101 B2

13

(such as a touchscreen), an input/output interface 216, a
haptic interface 218, a global positioning system (GPS)
receiver 220 as well as one or more cameras or other types
of sensors 222. Network interface(s) 210 can include cir-
cuitry for coupling device 200 to one or more networks, and
1s constructed for use with one or more communication
protocols and technologies as discussed above. Network
interface(s) 210 1s sometimes known as a transceiver, trans-
ceiving device, or network interface card (NIC). Audio
interface 212 1s arranged to produce and receive audio
signals such as the sound of a human voice. Display 214 can
include any type of display used with a computing device.
Display 214 can also include a touch sensitive screen. The
input/output interface 216 can include a keypad or any other
input device arranged to receive mput from a user. The
input/output interface 216 can also implement communica-
tions with external devices, such as a headset, or other input
or output devices such physical IoT devices. Input/output
interface 260 can utilize one or more communication tech-
nologies, such as USB, infrared, or Bluetooth™. Haptic
interface 218 1s arranged to provide tactile feedback to a user
of the device 200.

Mass memory 204 includes a RAM 232, a ROM 234, and
other storage means. Mass memory 204 illustrates another
example of computer storage media for storage of informa-
tion such as computer readable instructions, data structures,
program modules or other data. Mass memory 204 stores a
basic input/output system (“BIOS”) 240 for controlling
low-level operation of device 200. The mass memory also
stores an operating system 241 1n RAM 232 for controlling
the operation of device 200. Memory 204 further includes
one or more data stores, which can be utilized by device 200
to store data 1n general, among other things, as well as the
modules, data, and data structures described herein (such as
the modules, data, and data structures described 1n detail
with reference to FIG. 3). For example, data stores can be
employed to store information that describes various capa-
bilities of device 200. The information can then be provided
to another device based on any of a variety of events,
including being sent as part of a header during a commu-
nication, sent upon request, or the like. Applications 242,
such as provided by the service server 106 and the migration
server 108 (e.g., including applications of the service(s)
provided by the service server 106 and the modules of the
migration server 108), can include computer executable
istructions which, when executed by device 200, transmiut,
receive, or otherwise process audio, video, images, or enable
communications with another computing device. Other
examples of application programs or “apps” 1n some
embodiments include browsers, calendars, contact manag-
ers, task managers, transcoders, photo management, data-
base programs, word processing programs, security appli-
cations, spreadsheet programs, games, search programs, and
so forth. An Application, such as the applications, functions,
and modules described herein can include a search client
that 1s configured to send, to receive, or to otherwise process
a search query or search result using any known or foresee-
able communication protocols.

In general, FIG. 3 1s a schematic diagram 1illustrating
example components of an exemplary system 1n accordance
with some embodiments of the present disclosure. Specifi-
cally, FIG. 3 illustrates example components of the service
server 106 and the migration server 108. As shown, service
server 106 includes a first data structure 302, a second data
structure 306, a service data structure 310, and a data
structure for organizing and storing accounts data 318. The
migration server 108 includes a transactions analysis module
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320, an end-user interfacing module 322, a sharing instruc-
tions generator module 324, and a migration controller
module 328. In some embodiments, the migration server 108
can include a third data structure 326 which can be used as
a replacement for the first and second data structures 302 and
306 of the service server 106, in some embodiments.

The data structures described herein, such as the data
structures described with regard to FIGS. 3, 4, and 5, can be
or include a linear data structure, a tree data structure, a hash
data structure, or a graph data structure, for example. The
data structures can also be or include database tables or other
types of structures of a database such as tables and other
types of structures of a relational database. The data struc-
tures described herein can also be a part of a relational
database management system (RDBMS).

As 1llustrated 1n FIG. 3, service server 106 and migration
server 108 can directly commumicate with each other via
communication bus 330. Alternatively, service server 106
and migration server 108 can communicate via the network
(s) 110. Also, as shown, each component of the service
server 106 or the migration server 108 can communicate
with another component of the service server or the migra-
tion server directly via the communication bus 330 or
indirectly via the network(s) 110.

The first data structure 302 of the service server 106 1s
associated with a first user account and includes first content
items 304. Specifically, the first data structure 302 1s con-
figured to store, host and secure first electronic content items
304. The second data structure 306 of the service server 106
1s associated with a second user account and includes second
content 1tems 308. Specifically, the second data structure
306 1s configured to store, host and secure second electronic
content 1tems 308.

The first content 1items 304 are 1tems associated with a first
user account, such as various types of electronic files asso-
ciated with the first user account. The second content items
308 are items associated with a second user account, such as
various types of electronic files associated with the second
user account. The first user account can be associated with
the same or a different user as the user associated with the
second user account. The content 1items can include docu-
ment files (such as simple text-based files, word processing
files, spreadsheet files, and presentation files), contacts files
(such as files that include address and contact information of
individuals and other types of entities), image files (such as
still or motion 1mage files), audio files, video files, email
files, database files, and any other type of electronic or
digital file.

The service data structure 310 includes service transac-
tions 312, which are any transactions that are performed by
or associated with a service hosted and/or executed by the
service server 106. The service transactions 312 include
communications 314 and other types of transactions 316.
The other transactions 316 can include non-communication
type transactions such as payments and money or property
transier transactions. The communications 314 can include
any type of electronic communication such as emails, instant
messages, text messages, posts (such as blog or social media
posts), recorded real-time commumnications such as recorded
telephone calls and recorded audio and visual communica-
tions (e.g., a recorded audio visual Internet-based chat).
Some of the items of the service data structure 310 can also
be a part of the first or second data structure 1f such 1tems are
associated with the first or second user account respectively.

The accounts data structure 318 includes user account
information such as 1n the form of a file per user account. For
instance, the first user account can have a first user account
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information file stored 1n the accounts data structure 318 and
the second user account can have second user account
information file stored in the accounts data structure 318.
Also, information from the accounts data structure 318 can
be duplicated into the first and second data structures 302
and 306 respectively. The user account information files can
include or be associated with corresponding user profile files
that can be generated through a personalization framework
as described herein. For instance, the user account informa-

tion files can include or be associated with corresponding,
user profile files that can be generated by a profile builder of
the personalization framework.

The transactions analysis module 320 of the migration
server 108 1s configured to analyze transactions between
user accounts. For example, the transactions analysis mod-
ule 320 can be configured to analyze service transactions
312 which can include the analysis of communications 314
and other types of transactions 316. Such calculations are
used to determine whether a user account 1s to be queried to
share its content 1tems with another user account, such as by
sharing the 1tems from one data structure (e.g., first data
structure 302) of a user account to another data structure
(e.g., second data structure 306) of another user account. The
transactions analysis module 320 can use the search engine
and related technologies described herein to perform its
analysis. For instance, search results of the search engine
and related technologies can be used as mput for the
functions of the transactions analysis module 320.

The end-user interfacing module 322 1s configured to
query the possible sharing account for permission to share
its content 1tems with another data structure. This query 1s 1n
response to determining, by the transactions analysis module
320, that the user account i1s to be queried for sharing. For
instance, 1 response to determining, by the transactions
analysis module 320, that the {first user account 1s to be
queried for sharing, the end-user interfacing module 322 is
configured to query the first user account for permission to
share the first content 1tems 304 with the second user
account by transferring the items to the second data structure
306. Also, end-user interfacing module 322 1s configured to
query the possible receiving account for permission to
receive the content items of the sharing account via a
transier of the contents from a data structure of the sharing
account to a data structure of the receiving account. This
query 1s 1n response to the sharing user account permitting
sharing its electronic content items with the receiving
account. For example, in response to the first user account
permitting sharing of the first content item 304 with the
second user account, the end-user interfacing module 322 1s
configured to query the second user account for permission
to recerve the first content items from the first user account
by transierring the i1tems to the second data structure 306.

In response to the receiving user account permitting
receiving of the shared content i1tems, the sharing instruc-
tions module 324 1s configured to generating corresponding
sharing instructions according to permission indications of
the sharing user account and the receiving user account. For
example, the sharing instructions module 324 1s configured
to, 1n response to the second user account permitting receiv-
ing of the first content items 304, generate corresponding
sharing 1nstructions according to permission indications of
the first user account and the second user account. The
sharing instructions generator module can then direct storing
of the sharing instructions. The sharing instructions can be
stored by the first data structure 302, the second data
structure 306, and/or the third data structure 326.
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The migration controller module 328 1s configured to
select electronic content 1tems from the shared electronic
content items according to the generated sharing instructions
that were generated by the sharing instructions generator
module 324. For example, migration controller module 328
1s configured to select content items from the first content
items 304 according to the generated sharing instruction.
The migration controller module then directs the sharing of
the content 1tems from one account to another by storing a
copy ol the selected electronic content 1tem 1nto the data
structure of the recerving account, so that access by the
receiving account to the selected content items 1s as seam-
less as accessing 1ts own electronic content items. For
instance, the migration controller module can direct storing
ol a copy of the selected electronic content 1tems 304 of the
first data structure 302 into the second data structure 306,
such that the second data structure 306 then includes second
content 1tems 308 and a selection of content items 304. This
1s beneficial 1n that access by the second user account to the
selected electronic content 1tems of items 304 of the first
account 1s as seamless as accessing the second electronic
content items 308. Also, the migration controller module
328 can use the search engine and related technologies
described herein to perform some of 1ts various functions.
For 1nstance, search results of the search engine and related
technologies can be used as input for the functions of the
migration controller module 328.

Having described components of the architecture
employed within the disclosed systems and methods, the
components’ operations with respect to the disclosed sys-
tems and methods will now be described below with refer-
ence to FIGS. 4-6.

Turning to FIG. 4, process 400 details steps performed 1n
accordance with some embodiments of the present disclo-
sure for allowing a first user account to share some of its
content 1tems with a second user account. The first user
account and the second user account can be associated with
the same user or each account can be associated with a
different user. Where the accounts are associated with one
user, the first user account can be a primary account of the
user, and the second user account can be a secondary user
account of the user. The second data structure can also be
independent of the first data structure. Alternatively, the
second data structure can be at least partially dependent on
the first data structure. In such examples, the first data
structure can be a master data structure and the second data
structure can be a corresponding slave data structure. The
first user account and the second user account are email

accounts, photo-sharing accounts, creatives-sharing
accounts, document-sharing accounts, social networking
accounts, business enterprise accounts, calendaring

accounts, financial accounts, or some combination thereof,
or some other type of accounts that can share information.

The sharing of items (e.g., files) from one account’s data
structure to another account’s data structure occurs on the
service server 106 or a database associated with the service
server 106. The migration of the items from one account to
another 1s managed by the migration server 108, which
interacts with the service server 106 and one or more client
devices of the account users (such as client devices 102
and/or 104 of FIGS. 1 and 3) to receive mput and provide
output for controlling the migration of 1tems.

Step 402 of process 400, which includes the storing,
hosting, and securing of transactions and accounts data, 1s
performed by the service server 106. Step 402 also includes
the service server 106 providing services to the users or user
of at least the first and second accounts associated with the
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first data structure 302 and the second data structure 306
respectively. Step 402 can be ongoing and can occur before,
during, or after any of the other steps of FIG. 4. Step 404
includes the migration server 108 requesting data from the
data structures of service server 106 to perform analysis on
the data or to use data as an mput for 1ts other functions. Step
404 can include the transactions analysis module 329 mak-
ing such requests for data from the first data structure 302,
the second data structure 306, the service data structure 310,
and the accounts data structure 318. The data requested from
the data structures can include data of one or more of the first
content 1tems 304, the second content items 308, and the
service transactions 312 (e.g., including the communication
314 and the other transactions 316). Step 406 includes the
service server 106 sending the requested data according to
the request by the migration server 108.

At step 408, upon receiving the requested data, the
migration server 108, via the transactions analysis module
320, analyzes the electronic communications between the
first user account and the second user account to determine
whether the first user account i1s to be queried to share the
first electronic content items 304 with the second user
account be copying such 1tems 1nto the second data structure
306. The analyzing by the transactions analysis module 320
can include determining a number of instances of separate
communications or other types of transactions between the
first user account and the second user account (such as some
of the transactions of transactions 312). Then, the analyses
can include determining the first user account 1s to be
queried to share the first electronic content 1tems 304 with
the second account when the determined number of
instances of separate communications or other types of
transactions between the first user account and the second
user account exceeds a threshold.

At step 410, the migration server 108, via the end-user
interfacing module 322, in response to determining that the
first user account 1s to be queried, queries the first user
account for permission to share the first content 1tems 304
with the second data structure 306. The querying of the first
user account further includes querying the first user account
for permission indications as to types of information the first
user account will share. The queries are communicated to a
client device associated with the first user account such as
client device 102 and/or client device 104. Then, at step 412
one or more of the client devices associated with the first
user account return answers to the queries of step 410. As
shown, the answers are returned to the migration server 108,
such as via the end-user interfacing module 322.

At step 414, 1n response to the first user account permit-
ting sharing of the first electronic content items 304 with the
second account, the migration server 108, via the end-user
interfacing module 322, queries the second user account for
permission to receive, at the second data structure 306, the
first electronic content items from the first user account. The
querying ol the second user account further includes que-
rying the second user account for permission indications as
to types of information 1t will receive at the second data
structure 306. The queries are communicated to a client
device associated with the second user account such as client
device 102 and/or client device 104. Then, at step 416, one
or more of the client devices associated with the second user
account return answers to the queries of step 414. As shown,
the answers are returned to the migration server 108, such as
via the end-user mterfacing module 322.

At step 418, 1n response to the second user account
permitting recerving of the first electronic content 1tems 304,
the migration server 108, via the sharing instructions gen-
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erator module 324, generates corresponding sharing instruc-
tions according to the permission indications of the first user
account and the second user account. The permission 1ndi-
cations of the first user account and the second user account
are included in the answers of steps 412 and 416 respec-
tively. The answers act as mput for the sharing instructions
generator module 324. Then, at step 420, the generated
sharing instructions are stored to the first data structure 302
and/or the second data structure 306. Alternatively, in some
embodiments, the generated sharing instructions are stored
to the third data structure 302. The migration server 108
directs the storage of the generated sharing instructions,
such as shown at step 418. Or, the sharing instructions
themselves can provide direction as to where they are to be
stored. In some embodiments, the sharing instructions gen-
crator module 324 and/or the migration controller module
328 directs the storage of the generated sharing instructions.

At 422, the magration server 108, via the migration
controller module 328 selects one or more electronic content
items from the first electronic content item 304 according to
the generated sharing instructions. Then, at step 424, the
migration server 108 communicates the selection of content
items to the service server 106 to direct the storing of copies
of the selected content 1tem(s) 1n the second data structure
306. The communication of the selection of content items to
the service server 106 can also be for the removal of content
item(s) from the first data structure 302 and/or the second
data structure 306. At step 426, the service server 106 stores
or removes the item(s) according to the communication
received from the migration server 108 1n step 424. At step
428, the service server 106 returns a record of the item(s)
stored or removed from the data structures 1n step 426. The
record 1s returned to the migration server 108 and then the
record 1s stored by at least one of the servers. In some
embodiments, the record i1s sent and presented to the first
user account via at least one of the client devices 102 and
104, such as shown at step 430. In such embodiments, the
record can be sent and presented to the second user account
via at least one of the client devices 102 and 104, such as
shown at step 432.

Turning to FIG. §, process 500 details steps performed 1n
accordance with some embodiments of the present disclo-
sure for allowing a first user account share electronic content
items with a second user account selectively and seamlessly.
The process 500 provides for the content items to be
migrated from one or more data structures associated with
the first user account to one or more data structures associ-
ated with the second user account. Also, the process 500 can
include some of the steps illustrated 1n FIG. 4.

Steps 502, 510, 514, 518 of process 300 are performed by
at least a service server of the system (e.g., the service server
106 illustrated 1n FIGS. 1, 3, and 4). For instance, step 502
can be implemented by at least the first and second data
structures 302 and 306. The storing sub-step of step 510 can
be implemented by at least the first and second data struc-
tures 302 and 306. Step 514 can be implemented by at least
the second data structure 306. And, the step 518 can be
implemented by at least the first and second data structures
302 and 306.

Steps 504, 506, 508, 510, 512, 514, 516, and 518 are
performed by at least a migration server of the system (e.g.,
the migration server 108 illustrated 1n FIGS. 1, 3, and 4). For
instance, step 504 can be implemented by at least the
transactions analysis module 320. Steps 506 and 508 can be
implemented by at least the end-user interfacing module
322. The generation of sharing instructions sub-step of step
510 can be implemented by at least the sharing instructions
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generator module 324. And, at least some of the aspects of
steps 512, 514, 516, and 518 can be implemented by at least
the migration controller module 328.

Process 500 begins with step 502, which includes hosting,
and securing one or more first electronic content item (such
as content 1tems 304). The first electronic content 1tem(s) are
stored 1n a first data structure (such as first data structure
302) associated with a first user account. Step 502 also
includes hosting and securing one or more second electronic
content 1tems (such as content items 306). The second
clectronic content item(s) are stored 1n a second data struc-
ture (such as second data structure 308) associated with a
second user account. In some example embodiments, the
first user account and the second user account can be
associated with the same user or each account can be
assoclated with a different user. Where the accounts are
assoclated with the same user, the first user account can be
a primary account of the user, and the second user account
can be a secondary user account of the user. The second data
structure can also be mdependent of the first data structure.
Alternatively, the second data structure can be at least
partially dependent on the first data structure. In such
examples, the first data structure can be a master data
structure and the second data structure can be a correspond-
ing slave data structure. The first user account and the
second user account are email accounts, photo-sharing
accounts, creatives-sharing accounts, document-sharing
accounts, social networking accounts, business enterprise
accounts, calendaring accounts, financial accounts, or some
combination thereof, or some other type of accounts that can
share information.

Step 504 includes analyzing electronic communications
between the first user account and the second user account
to determine at step 305 whether the first user account 1s to
be queried to share the first electronic content item(s) with
the second data structure. The last-mentioned determination
of step 305 can further include determining a number of
instances ol separate transactions between the first user
account and the second user account (such as shown by step
602 1illustrated i FIG. 6). The last-mentioned determination
of step 505 also can include determining whether the first
user account 1s to be queried to share the first electronic
content 1tem(s) with the second user account via migration
of items from data structure(s) of the first account to data
structure(s) of the second account (such as shown by step
604 illustrated in FIG. 6). In some embodiments, the last-
mentioned determination occurs when the determined num-
ber of instances of separate communications between the
first user account and the second user account exceeds a
threshold. If, at step 505, 1t 1s determined that the first
account 1s not to be queried, then the process 500 returns to
step 504.

Also, 1n some example embodiments, the analyzing of the
clectronic transactions includes filtering out spam, phishing,
or other types of unwanted communications or other types of
transactions received, communicated, or mitiated by the first
user account and/or the second user account. Also, 1n some
example embodiments, the analyzing of the electronic trans-
actions 1ncludes filtering out some of the instances of
separate communications or other types of transactions
received, communicated, or initiated between the first user
account and the second user account according to machine
learning. Also, 1 such example embodiments, the analyzing
of the electronic transactions can include determining a
connection score between the first user account and the
second user account according to machine learning. The
input of the machine learning can include samples of the
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communications or other types of transactions received,
communicated, or initiated between the first user account
and the second user account.

Step 506 includes, 1n response to a determination at step
505 that the first user account 1s to be queried, querying the
first user account for permission to share the first electronic
content 1tem(s) with the second data structure. The querying
ol step 506 of the first user account further includes querying
the first user account for permission indications as to types
of mformation 1t will share (such as shown by step 702
illustrated in FI1G. 7). The querying the first user account for
permission indications as to types ol information i1t will
share can include querying the first user account for per-
mission to share emails. Querying the first user account for
permission to share images including photographs and 1llus-
trations can also be included. Querying the first user account
for permission to share documents can also be included.
Querying the first user account for permission to share
coupons can also be included. Querying the first user
account for permission to share travel information can also
be mcluded. Querying the first user account for permission
to share calendar and scheduling imformation can also be
included.

Step 508 includes, in response to the first user account
permitting at 507 sharing of the first electronic content
item(s) with the second data structure, querying the second
user account for permission to receive the first electronic
content 1tem(s) from the first user account. If, at step 507, 1t
1s determined that the first account 1s not permitting sharing,
then the process 500 returns to step 504. The querying of
step 308 of the second user account further includes query-
ing the second user account for permission indications as to
types ol information 1t will receive from the first user
account (such as shown by step 802 illustrated 1n FIG. 8).
The querying the second user account for permission 1ndi-
cations as to types ol information it will recerve from the
first user account can include querying the second user
account for permission to receive emails. Querying the
second user account for permission to recerve images
including photographs and 1llustrations can also be included.
Querying the second user account for permission to receive
documents can also be included. Querying the second user
account for permission to receive coupons can also be
included. Querying the second user account for permission
to recerve travel information. Querying the second user
account for permission to receive calendar and scheduling
information can also be included.

Step 510 includes generating corresponding sharing
instructions according to the permission indications of the
first user account and the second user account, in response
to the second user account permitting at step 509 receiving
of the first electronic content item(s) at the second data
structure. Step 510 also includes storing the generated
sharing instructions 1n at least one of the first data structure,
the second data structure, or a third data structure (such as
the third data structure 326 of the migration server 108). If,
at step 509, 1t 1s determined that the second account 1s not
permitting receiving of the first content item(s) at the second
data structure, then the process 500 returns to step 504.

Step 312 includes selecting electronic content 1tem(s)
from the first electronic content item(s) according to the
generated sharing instruction. Step 514 includes storing a
copy of the selected electronic content item(s) into the
second data structure, so that access by the second user
account to the selected electronic content item(s) 1s as
seamless as accessing the second electronic content item(s).
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The second content item(s) being stored 1n the second data
structure of the second user account and orniginated by the
second user account.

Steps 516 and 517 include controlling access to the stored
copy of the selected electronic content item(s). Step 316 can
include querying the first user account for access control
parameters (such as shown by step 902 1llustrated 1n FIG. 9)
and step 317 can include recerving access control parameters
(such as shown by step 904 illustrated in FI1G. 9) or not from
the first user account. Also, step 516 and 517 can include
controlling the access to the stored copy of the selected
clectronic content 1tem(s) according to the received access
control parameters (such as shown by step 906 illustrated 1n
FIG. 9). For example, the controlling the access to the stored
copy of the selected electronic content item(s) can include
choosing to remove the item(s) from the first data structure
and/or the second data structure at step 518. At step 517, the
“Y” at the determination block retlects that choice to remove
the content 1tem(s) and the “N” reflects that control of access
1s directing another type of action different from removal of
the 1tem(s).

The recerved access control parameters can include per-
mission for permanent access, by the first and/or second user
account, to the stored copy of the selected electronic content
item(s). Permission for temporary access, by the first and/or
second user account, to the stored copy of the selected
clectronic content 1tem(s) can also be included. Permission
for synchromized updating of the stored copy of the selected
clectronic content 1tem(s) can also be included. Permission
for periodic updating, by the first and/or second user
account, of the stored copy of the selected electronic content
item(s) can also be included. Permission for manual updat-
ing, by the first and/or second user account, of the stored
copy of the selected electronic content item(s) can also be
included. Read permission, for the first and/or second user
account, for the stored copy of the selected electronic
content item(s) can also be include. Write permission, for the
first and/or second user account, for the stored copy of the
selected electronic content item(s) can also be included.
Execution permission, for the first and/or second user
account, for the stored copy of the selected electronic
content 1tem(s) can also be included 1t a part of the content
item(s) are executable. The received access control param-
eters can also include instructions on revocation of access,
by the first and/or second user account, of the stored copy of
the selected electronic content 1tem(s). The received access
control parameters can also include other instructions on
management of access, by the first and/or second user
account, of the stored copy of the selected electronic content
item(s).

In some embodiments, the access control parameters, the
sharing 1instructions, and metadata corresponding to the
content item(s) and other types of metadata are stored in a
database associated with one or more of the servers
described herein. Also, the access control parameters, the
sharing 1nstructions, and metadata corresponding to the
content 1tem(s) and other types of metadata can be stored 1n
headers of corresponding digital files of all the content
item(s) 1n some embodiments, or specifically in the selected
content items(s) 1n other embodiments. The database asso-
ciated with the one or more of the servers 1s relational
database 1n some embodiments. Also, the database can be or
include a distributed database, a document-oriented data-
base, a hybrid transactional/analytical processing (HTAP)
database, a key-value database, an object database, a parallel
database, an XML database, a graph database, a full text
database, or a blockchain based database.
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In some embodiments, the determination of the access
control parameters 1s according to output of a content
importance analyzer or another type of automated determi-
nation. The determination of the access control parameters
can be enhanced by machine learning or another form of
artificial intelligence. The machine learning can include one
or more ol decision tree learning, association rule learning,
artificial neural networks, deep learning, inductive logic
programming, support vector machines, clustering, Bayes-
1an networks, reinforcement learning, representation learn-
ing, similarity and metric learning, sparse dictionary learn-
ing, genetic algorithms, rule-based machine learning,
learning classifier systems, or feature selection approach.
Also, 1n some embodiments, the removing of the stored copy
of the selected electronic content item(s) at 518 from the
second data structure can be according to a security risk
cvaluator. And, 1n some embodiments, the removing of the
selected electronic content item(s) at 518 from the first data
structure can be according to the security risk evaluator. The
security risk evaluator can include or be enhanced by
machine learning or some other form of artificial 1ntelli-
gence, and determinations of information removal from a
data structure can be enhanced by machine learning or some
other form of artificial intelligence.

Those skilled in the art will recognize that the disclosed
methods and systems can be implemented in many manners
and are not limited by the foregoing exemplary embodi-
ments and examples. Functional elements being performed
by single or multiple components, 1n various combinations
of hardware and software or firmware, and individual func-
tions, can be distributed at the client, server or cloud level,
or at all levels. In this regard, any of the features described
herein can be combined into single or multiple embodi-
ments, and alternate embodiments having fewer than, or
more than, all of the features described herein are possible.

The embodiments of methods presented and described as
flowcharts 1n this disclosure are provided by way of example
in order to provide a more complete understanding of the
technology. The disclosed methods are not limited to the
operations and logical flow presented herein. Alternative
embodiments are contemplated in which the order of the
various operations 1s altered and in which sub-operations
described as being part of a larger operation are performed
independently.

Functionality can also be, in whole or 1n part, distributed
among multiple components, 1n manners now known or to
become known. Thus, myriad software/hardware/firmware
combinations are possible 1 achieving the functions, fea-
tures, imterfaces and preferences described herein. The scope
ol the present disclosure covers known manners for carrying
out the described unconventional features and functions and
interfaces, as well as those variations and modifications that
can be made to the hardware or software or firmware
components described herein as would be understood by
those skilled in the art now and hereafter. Thus, while
various embodiments have been described for purposes of
this disclosure, such embodiments should not be deemed to
limit the teaching of this disclosure to those embodiments.
Various changes and modifications can be made to the
clements and operations described herein to obtain a result
that remains within the scope of the systems and processes
described 1n this disclosure.

What 1s claimed 1s:

1. A method, implemented by one or more server com-
puters, for sharing information from one user account to
another user account, the method comprising:
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hosting first electronic content 1tems stored 1n a first data
structure associated with a first user account;

hosting second electronic content 1items stored 1n a second
data structure associated with a second user account;

24

user account for types of mnformation 1t 1s willing to receive,
which results 1n the permission indications of the second
user account, the querying the second user account for types
ol information 1t 1s willing to receive i1s selected from the

analyzing electronic communications and other types of 5 group consisting of:

clectronic transactions between the {first user account
and the second user account to determine whether the
first user account 1s to be queried to share the first
electronic content 1items with the second user account,
wherein the analyzing the electronic communications
and other types of electronic transactions comprises:
determining a number of instances of separate elec-
tronic communications and other types of electronic
transactions between the first user account and the
second user account; and
determining the first user account 1s to be queried to
share the first electronic content items with the
second user account when the determined number of
instances of separate electronic communications and
other types of electronic transactions between the
first user account and the second user account
exceeds a threshold:
querying the first user account for permission to share the
first electronic content items with the second user
account, 1n response to determiming that the first user
account 1s to be queried;
querying the second user account for permission for the
second user account to receive the first electronic
content items from the first user account, in response to
the first user account permitting sharing of the first
electronic content 1items with the second user account;

generating sharing instructions according to permission
indications of the first user account and the second user
account, 1n response to the second user account per-
mitting receiving, by the second user account, of the
first electronic content 1tems, wherein the permission
indications result from the queries of the first user
account and the second user account;

selecting electronic content items from the first electronic

content 1tems according to the generated sharing
instruction; and

storing a copy of the selected electronic content items 1nto

the second data structure, so that access by the second
user account to the selected electronic content items 1s
as scamless as accessing the second electronic content
items.

2. The method of claim 1, wherein the querying of the first
user account further comprises querying the first user
account for types of mformation it 1s willing share, which
results 1n the permission indications of the first user account,
the querying of the first user account for types of information
it 1s willing to share 1s selected from the group consisting of:

querying the first user account for permission to share

emails,

querying the first user account for permission to share

images comprising photographs and illustrations,
querying the first user account for permission to share
documents,

querying the first user account for permission to share

coupons,

querying the first user account for permission to share

travel information,

querying the first user account for permission to share

calendar and scheduling information, and

any combination thereof.

3. The method of claim 1, wherein the querying of the
second user account further comprises querying the second
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querying the second user account for permission to
recelrve emails,

querying the second user account for permission to
receive 1mages comprising photographs and illustra-
tions,

querying the second user account for permission to
recelve documents,

querying the second user account for permission to
receive coupons,

querying the second user account for permission to
receive travel information,

querying the second user account for permission to
receive calendar and scheduling information, and

any combination thereof.

4. The method of claam 1, wherein the analyzing the

clectronic communications and other types of electronic
transactions between the first user account and the second
user account comprises filtering out spam, phishing, or other
types of unwanted communications received by the first user
account and the second user account.

5. The method of claam 1, wherein the analyzing the

clectronic communications and other types of electronic
transactions between the first user account and the second
user account comprises determining a connection score
between the first user account and the second user account
according to machine learning, wherein the mput of the
machine learning comprises samples of the electronic com-
munications and other types of electronic transactions
between the first user account and the second user account.

6. The method of claim 1, further comprising;:

querying the first user account for access control param-
elers;

recerving access control parameters from the first user
account; and

controlling access to the stored copy of the selected
clectronic content 1tems according to the received
access control parameters.

7. The method of claim 6, wherein the received access

control parameters are selected from the group consisting of:

permission for permanent access to the stored copy of the
selected electronic content 1tems,

permission for temporary access to the stored copy of the
selected electronic content items,

permission for synchronized updating of the stored copy
of the selected electronic content i1tems,

permission for period updating of the stored copy of the
selected electronic content items,

permission for manual updating of the stored copy of the
selected electronic content 1tems,

read permission for the stored copy of the selected elec-
tronic content items;

write permission for the stored copy of the selected
electronic content 1tems;

execution permission for the stored copy of the selected
clectronic content i1tems 1 a part of the content is
executable,

instructions on revocation of access of the stored copy of
the selected electronic content items,

other mstructions on management ol access of the stored
copy of the selected electronic content 1tems, and

any combination thereof.



US 10,769,101 B2

25

8. The method of claim 6, wherein the received access
control parameters are determined according to output of a
content importance analyzer.

9. The method of claim 8, wherein the content importance
analyzer uses machine learning to determine access control
parameters.

10. The method of claim 6, wherein the access control
parameters, the sharing instructions, and metadata corre-
sponding to the first and second electronic content 1tems and
other types ol metadata are stored in a database.

11. The method of claim 6, wherein the access control
parameters, the sharing instructions, and metadata corre-
sponding to the first and second electronic content 1tems and
other types ol metadata are stored 1n headers of at least the
selected electronic content 1tems.

12. The method of claim 1, further comprising removing
the stored copy of the selected electronic content 1tems from
the second data structure according to output of a security
risk evaluator, wherein the security risk evaluator comprises
machine learning and determinations of 1nformation
removal by the security risk evaluator are enhanced by the
machine learning.

13. The method of claim 1, further comprising removing
the selected electronic content items from the first data
structure according to output of a security risk evaluator,
wherein the security risk evaluator comprises machine learn-
ing and determinations of information removal by the secu-
rity risk evaluator are enhanced by the machine learning.

14. The method of claim 1, wherein the first user account
1s a primary account of a user, and the second user account
1s a secondary user account of the user.

15. The method of claim 1, wherein the second data
structure 1s independent of the first data structure.

16. The method of claim 1, wherein the second data
structure 1s at least partially dependent on the first data
structure.

17. The method of claim 16, wherein the first data
structure 1s a master data structure and the second data
structure 1s a corresponding slave data structure.

18. The method of claim 1, wherein the first user account
and the second user account each comprise an account
selected from the group consisting of an email account, a
photo-sharing account, a creatives-sharing account, a docu-
ment-sharing account, a social networking account, a busi-
ness enterprise account, a calendaring account, a financial
account, another type of account that shares information,
and any combination thereof.

19. A non-transitory computer-readable storage medium
tangibly encoded with computer-executable instructions,
that when executed by a processor associated with one or
more server computers, performs a method for sharing
information from one user account to another user account,
the method comprising:

hosting first electronic content 1tems stored in a first data

structure associated with a first user account;

hosting second electronic content items stored 1n a second

data structure associated with a second user account;
analyzing electronic communications and other types of

clectronic transactions between the first user account

and the second user account to determine whether the

first user account 1s to be queried to share the first
electronic content 1items with the second user account,
wherein the analyzing the electronic communications
and other types of electronic transactions comprises:
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determining a number of instances ol separate elec-
tronic communications and other types of electronic
transactions between the first user account and the
second user account; and

determining the first user account 1s to be queried to
share the first electronic content items with the
second user account when the determined number of
instances of separate electronic communications and
other types of electronic transactions between the
first user account and the second user account
exceeds a threshold;
querying the first user account for permission to share the
first electronic content items with the second user
account, 1n response to determiming that the first user
account 1s to be queried;
querying the second user account for permission for the
second user account to receive the first electronic
content 1items from the first user account, 1n response to
the first user account permitting sharing of the first
electronic content 1items with the second user account;
generating sharing instructions according to permission
indications of the first user account and the second user
account, in response to the second user account per-
mitting receiving, by the second user account, of the
first electronic content 1tems, wherein the permission
indications result from the queries of the first user
account and the second user account;
selecting electronic content 1tems from the first electronic
content 1tems according to the generated sharing
instruction; and
storing a copy of the selected electronic content 1items 1nto
the second data structure, so that access by the second
user account to the selected electronic content items 1s
as scamless as accessing the second electronic content
items.
20. A system, comprising:
a first data structure comprising first electronic content
items, the first data structure associated with a first user
account;
a second data structure comprising second electronic
content items, the second data structure associated with
a second user account;
a transactions analysis module of a migration server
configured to analyze electronic communications and
other types of electronic transactions between the first
user account and the second user account to determine
whether the first user account 1s to be queried to share
the first electronic content 1tems with the second user
account;
an end-user iterfacing module of the migration server
configured to:
in response to the analysis by the transactions analysis
module, query the first user account for permission
to share the first electronic content items with the
second user account; and

in response to the first user account permitting sharing,
of the first electronic content items with the second
user account, query the second user account for
permission for the second user account to receive the
first electronic content i1tems from the first user
account;

a sharing instructions generator module configured to
generate corresponding sharing instructions according
to permission indications of the first user account and
the second user account, the permission indications
resulting from the queries of the first user account and
the second user account, 1n response to the second user
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account permitting receiving, by the second user

account, of the first electronic content items from the

first user account; and

a migration controller module configured to:

select electronic content 1tems from the first electronic
content 1tems according to the generated sharing
instruction; and

direct storage of a copy of the selected electronic
content 1items 1nto the second data structure, so that
access by the second user account to the selected
clectronic content items 1s as seamless as accessing
the second electronic content items in the second
data structure.
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