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ACTIVATING A DEVICE VIA A
MODULE-BASED DEVICE INTERACTION
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation-in-part of application
Ser. No. 12/629,455, filed Dec. 2, 2009, now 1ssued U.S. Pat.

No. 8,271,629, 1ssued on Sep. 18, 2012, which claims
benefit from provisional patent application Ser. No. 61/200,

692, filed Dec. 2, 2008. This application 1s also related to
application Ser. No. 13/220,685, filed Aug. 30, 2011, which
claims benefit from provisional patent application Ser. No.
61/378,2077, filed Aug. 30, 2010. All these atorementioned

applications are incorporated by reference herein, in their
entireties, for all purposes.

TECHNICAL FIELD

This application relates generally to the control of remote
mechanisms via a network. More particularly, the present
invention relates to a system and method for activating an
iactive device from outside of the device’s local network.

BACKGROUND

Controlling devices over the Internet requires consider-
able knowledge across several fields. For example, to
manipulate a device via the Internet, such as via an inter-
active Web site, a person may need to understand Web site
design, networking, server management, communication
protocols, multiple programming languages, embedded sys-
tems, and mechatronics. As such, the vast majority of people
do not possess the necessary skills to configure a system
allowing for the control of a device via the World Wide Web.

In addition to the knowledge required, the hardware
requirements of such an undertaking are prohibitive to small
entities, such as individuals or small organizations. Current
Web-based device monitoring and control interface systems
are meant for industrial applications. The expense and power
requirements of industrial equipment are too great to make
this a realistic solution. In addition, the equipment 1s rather
large, consuming large cabinets and racks impractical for
home or small business use. This solution may also require
tamiliarity with the equipment’s programming interface and
custom cabling and hardware.

Other current solutions for Web-based device control
require a person to establish a server which accepts requests
from the Internet. These servers are typically embedded Web
servers that host their own Web pages for device interaction.
The Internet connections employed by small entities are
typically based on dynamic internet protocol (IP) address
assignment. Hosting a server on a dynamic IP address 1s
problematic because the IP address may change, causing a
disruption in the server’s connection to the Internet and
preventing a remote user from contacting the server. Addi-
tionally, hosting a server requires the user to configure the
local network. An average person may have dithculty with
the intricacies of remapping router ports and other such
matters. Furthermore, some imndividuals may not have access
to their Internet connection networking equipment, such as
people living 1in apartment complexes or dormitories. Inter-
net Service Providers (ISPs) may cause additional problems
for server-based architectures. Many ISPs frown upon users
hosting servers and may block ports used for this.
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2

Both the aforementioned industrial and server solutions
lack convemient mechanisms for Web site and Web service
integration. Considerable knowledge of Hypertext Markup
Language (HTML), JavaScript, and Application Program-
ming Interfaces (APIs) are required to place any controls on
a Web site or to establish access via a Web service (such as
a social network), web application, desktop program, mobile
application, or the like. As a result, such a solution requires
customized Web site integration which, again, 1s beyond the
skills of the average user.

One particular control procedure, Wake-on-LAN (WOL),
pertains to activating (“waking”) a device, such as a com-
puter, from a remote location. An 1ndividual or an organi-
zation may wish to employ WOL to save on the costs
accrued from runmng unnecessary devices full time. For
example, a field agent may require occasional remote access
to a computer at his company’s headquarters. WOL tech-
nology would allow the company to only pay for the energy
used by the computer when 1t was 1n use by the remote field
agent. However, current systems do not allow for convenient
or cost-ellective WOL configurations, particularly when the
device needs to be activated from outside the local network.
For example, WOL 1s often accomplished by a user remotely
connecting to a peer computer on a network and having 1t
send a special network message, called a “magic packet,” to
the desired computer on the same network. The magic
packet contains the media access control (MAC) address of
the desired computer, thereby i1dentifying 1t. This configu-
ration requires that the peer computer be left continuously
activated 1n order to activate other computers and, thus, does
not resolve the problem, as power must be provided to the
peer computer.

What 1s needed 1s a convenient system and method that
enables an average person to configure an architecture to
control or monitor a device via a Web-based medium.
Furthermore, what 1s needed 1s a system and method for
cnabling a user to activate an inactive device via a Web-
based medium.

SUMMARY

The present invention addresses the aforementioned
needs by providing a system that enables a person to monitor
and/or control a device via a network, such as the Internet,
via an interactive hardware module that interfaces with the

device and commumicates with a module server located
locally or remotely from the placement of the module. The
hardware module allows for the transmission and receipt of
data between the device interfaced to the hardware module
and the module server, thereby enabling the user manually
or automatically to control or monitor the device via an
access medium, such as an API. Furthermore, the hardware
module and the module server may enable the activation of
an 1nactive device from a remote location.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner in which the above-recited
and other advantages and features of the invention can be
obtained, a more particular description of the invention
briefly described above will be rendered by reference to
specific embodiments thereof that are illustrated in the
appended drawings. Understanding that these drawings
depict only typical embodiments of the invention and are not
therefore to be considered limiting of 1ts scope, the invention
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will be described and explained with additional specificity
and detail through the use of the accompanying drawings 1n

which:

FIG. 1 illustrates a general architecture overview of an
embodiment of a module-based device interaction system.

FIG. 2 illustrates an example of an embodiment of a
hardware module enabled for Web-based device control or
monitoring.,

FIG. 3 illustrates an example of an embodiment of a
module server enabled to interact with the hardware module
of the present invention.

FI1G. 4 1llustrates a flowchart process of an embodiment of
iitializing the hardware module of the present invention.

FI1G. 5 1llustrates a flowchart process of an embodiment of
a module server commumicating with the hardware module
of the present invention.

FI1G. 6 1llustrates a flowchart process of an embodiment of
activating a device via the hardware module and the module
server ol the present invention.

DETAILED DESCRIPTION

Various embodiments of the mvention are discussed 1n
detail below. While specific implementations are discussed,
it should be understood that this 1s done for illustration
purposes only. A person with ordinary skill in the relevant art
will recognize that other components and configurations
may be used without parting from the spirit and scope of the
invention.

FIG. 1 illustrates a general architecture overview of an
embodiment of a module-based device interaction system
(MBDIS) 100. Although only a single instance of each
component 1s depicted, this 1s for illustrative purposes only
and 1s not to be construed as limiting. The components of the
MBDIS 100 may interact with one another via a network
104, which may be any applicable electronic and/or wireless
network. For example, the network 104 may be a wide-area
network (WAN), such as the Internet or a mobile network.
The MBDIS 100 may include a hardware module 102
configured to be an input/output (I/O) mechanism and
cnabled to allow for connections to one or more devices 106.
A device 106 may include any applicable electronic device,
such as a computer, a server, a sensor, a printer, a servo, an
actuator, a switch, a control system, or the like. The hard-
ware module 102 may be connected via the network 104 to
a module server 108, thereby serving as a link between the
device 106 and the module server 108. The hardware
module 102 may connect to the network 104 via a local
network 112, such as a local area network (LAN) or wireless
local area network (WLAN). As used herein, the local
network 112 may include any component (physical or logi-
cal) necessary for the particular network’s implementation,
such as routers, adapters, subnets, and the like. For example,
various components may interact with one another via a
router. Instead of, or 1n addition to, being connected to the
hardware module 102 directly, a device 106 may interface
with the hardware module 102 via the local network 112 and
the local network 112 may enable interaction between the
hardware module 102 and the device 106. Although not
explicitly depicted 1n FIG. 1, a device 106 may also interface
with the hardware module 102 via the network 104, either in
conjunction with the local network 112 or independent from
it.

The module server 108 may receive data messages sent by
the hardware module 102, such as those relayed from an
interfaced device 106. The module server 108 may relay
such communication to an access medium 110 and/or
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4

another hardware module 102 connected to the network 104.
The module server 108 may interface with an access
medium 110 to transmit communications to or from the
hardware module 102 and to configure the hardware module
102.

An access medium 110 may be a mechamism by which a
user may control or monitor a device 106. For example, an
access medium 110 may enable a user to operate a device
106, monitor the status of a device 106, recerve and/or
review data generated by a device 106, activate a device 106,
or the like. In one embodiment, an access medium 110 may
be accessible by various agents, such as a personal com-
puter, a mobile device, or the like. For example, an access
medium 110 may be a Web service, such as, for example, a
streaming server, a push-driven server, an email server, a
social network, a database, an event notification service, a
scripting server, a Web page, or the like. Additionally, an
access medium 110 may comprise an API, such as a Web
widget or gadget, another convenient programming inter-
face, or the like. Alternatively, an access medium 110 may
be a Web interface, such as a dynamic scripting, a Flash
interface, or the like.

Data transmitted between one or more of the device 106,
the hardware module 102, the module server 108, and the
access medium 110 may be encrypted, such as via a com-
pressible encryption technique encapsulated and translated
over common internetworking protocols and networking
technologies.

Hardware Module

The hardware module 102 may act as a client to the
module server 108. This configuration enables the MBDIS
100 to overcome problems inherent 1n hosting a server. A
dynamic IP address 1s no longer problematic. The hardware
module 102 may initiate the connection to the module server
108 and, as such, there 1s no need to keep track of the user’s
IP address. Additionally, an ISP does not block outbound
tratlic from a user’s location (as opposed to in-bound trafhic,
as would be the case i1 the user employed a local server), as
this would be the equivalent to preventing the user from
accessing the Internet entirely. Furthermore, as the hardware
module 102 1tself establishes the connection as a client to the
module server 108, there 1s no need for any network
configuration on the part of the user. All traflic generated by
the use of the hardware module 102 1s viewed as normal
traflic by the network 104. This enables the hardware
module 102 to work through firewalls and proxy servers.

The design of the hardware module 102 may vary per
implementation. In one example, the hardware module 102
may be constructed of a two-sided, 0.060 inch-thick printed
circuit board (PCB). A top and bottom plate of 0.125 inch
clear acrylic, fixed 1n place by spacers and screws, may
provide a simple exterior structure for the hardware module
102. A label on the top surface of the hardware module 102
may indicate the model number, serial number, connection
assignments, MAC address, and I/O channel pin out, and the
like. In totality, the hardware module 102 may be 3.8
inchesx2.5 inchesx1.24 and weigh approximately 90 grams.
In other scenarios, the hardware module 102 may be smaller
or larger and may be constructed of different materials.

As 1llustrated by FI1G. 2, 1n one embodiment, the hardware
module 102 may include a network connection mechanism
202, a controller mechanism 204, a memory mechanism
206, a power mechanism 208, an initialization mechanism
210, an 1mitialization status display 212, a connectivity status
display 214, an IO channel port 216, and an event processor

218.
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The hardware module 102 may be located at a location
convenient to the entity employing 1t. For example, an
individual may employ a hardware module 102 at his
residence or a small business owner may employ a hardware
module 102 at his work location. The hardware module 102
may be located anywhere, so long as the device 106 to be
controlled or monitored may connect with the network
connection mechanism 202, either directly or via the local
network 112.

The controller mechanism 204 may commumnicate with the
components of the hardware module 102 to direct the tlow
of data, monitor and/or direct the activity of components,
and the like. For example, the controller mechanism 204
may communicate with the network connection mechanism
202 to enable the communication of data to and from the
hardware module 102. In one embodiment, the controller
mechanism 204 1s a microcontroller. In addition to enabling
the transmission ol messages from an interfaced device 106
to the module server 108, the controller mechanism 204 may
relay messages from a device 106 interfaced with one 1I/O
channel port 216 (e.g., I/O channel port 216A) to another
device 106 interfaced with a different I/O channel port 216
(e.g., I/O channel port 216B).

The network connection mechanism 202 may enable the
hardware module 102 to connect to the network 104, and
thereby transmit and receive data from the module server
108. In one embodiment, the network connection mecha-
nism 202 may connect with the network 104 via a local
network 112. For example, the hardware module 102 may
function on any 10/100/1000 Base-T auto-negotiated net-
work. In one embodiment, the network connection mecha-
nism 202 may enable a wired connection. For example, the
network connection mechanism 202 may be an Ethernet
controller. Alternatively, the network connection mechanism
202 may enable a wireless connection. The hardware mod-
ule 102 may function via a Dynamic Host Configuration
Protocol (DHCP) or static addressing. If the local network
112 1s configured for MAC filtering, the MAC address of the
hardware module 102 may be added to the local network
router’s list of allowable addresses. Alternatively, the hard-
ware module 102 may be connected to a non-MAC filtered
network first and management tools may be used to change
the MAC address of the hardware module 102. Alterna-
tively, the hardware module 102 may connect to the network
104 directly. Additionally, the network connection mecha-
nism 202 may enable the hardware module 102 to interface
with one or more devices 106 connected to the local network
112 and/or the network 104.

When the hardware module 102 connects to the network
104, 1t may establish a communication link with the module
server 108. The communication link may be established
through any known protocol, such as via Transmission
Control Protocol/Internet Protocol (TCP/IP). The hardware
module 102 may accept communications from and transmit
messages to the module server 108.

The hardware module 102 may include a memory mecha-
nism 206 to store settings. For example, the memory mecha-
nism 206 may be non-volatile random access memory
(RAM).

The power mechanism 208 may enable the distribution of
power to the hardware module 102. For example, the power
mechanism 208 may enable and monitor the receipt of
clectricity to power the hardware module 102 from an
clectrical cord or battery.

The 1mitialization mechanism 210 may be used to estab-
lish a connective link between the hardware module 102 and
a user account at the module server 108. Additionally, the
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initialization mechanism 210 may enable a user to reset the
hardware module 102 to a previous condition, such as its
factory condition. The nitialization mechanism 210 may be
a manual implement. For example, the mitialization mecha-
nism 210 may be a button that the user pushes or holds
down. Alternatively, the imitialization mechanism 210 may
be accessible electronically. For example, the user may
operate the mitialization mechanism 210 via his computer,
such as via an access medium 110.
The hardware module 102 may include one or more
display mechanisms, such as an initialization status display
212. The mitialization status display 212 may relate infor-
mation associated with the hardware module’s 102 connec-
tion to the module server 108. For example, the imnitialization
status display 212 may indicate one or more of the follow-
ng:
the hardware module 102 has booted successiully and 1s
attempting to connect to the local network 112;

the hardware module 102 has established a connection
with the local network 112;

the hardware module 102 has successiul accomplished a
DHCP transaction and now has an IP address;

the hardware module 102 1s attempting to resolve remote

server’s hostname to an IP address;

the hardware module 102 successtul DNS hostname reso-

lution;

the hardware module 102 1s looking for the Internet

gateway MAC address;

the hardware module 102 has found the Internet gateway

and 1s searching for a free a local TCP socket;
the hardware module 102 has located a free local TCP
socket and 1s attempting to connect to the module
server 108;

the hardware module 102 has established a successiul
connection to the module server 108 and authentication
has commenced; or

the hardware module 102 has successiully undergone

authentication and normal operation has commenced.
In one embodiment, the mnitialization status display 212 1s a
seven segment LED numeric display.

The hardware module 102 may also include a connectiv-
ity status display 214. The connectivity status display 214
may indicate the state of connectivity between the hardware
module 102 and the module server 108. For example, the
connectivity status display 214 may indicate one or more of
the following;:

the hardware module 102 1s not connected to the module
server 108;

the hardware module 102 1s connected to the module
server 108;

the hardware module 102 1s powering up; or

the hardware module 102 has disconnected from the
module server 108 and 1s resetting.

The hardware module 102 may also include one or more
I/O channel ports 216 that may intertace with a device 106.
Although four I/O channel ports 216 have been depicted 1n
FIG. 2 (1.e., 216A, 2168, 216C, 216D), this 1s not to be
construed as limiting and the amount may vary depending
upon implementation. The device 106 may be any appro-
priate apparatus, such as a conventional device 106A or a
smart device 106B (described 1n detail below). The hard-
ware module 102 may interface with a device 106 via a
wired or wireless connection. For example, an I/O channel
port 216 may include an outlet to receive a wired plug.
Alternatively, an I/O channel port 216 may be configured to
receive a wireless signal. In one embodiment, the user may
employ a medium adapter to interface a device 106 with the
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hardware module 102 wirelessly. The medium adapter may
enable various wireless communication methods and may
enable the conversion of various communication methods.
For example, the medium adapter may enable the conver-
s1on of an electronic signal to a fiber optic or radio frequency
signal. As mentioned, the network connection mechanism
202 may enable the hardware module 102 to interface with
a device 106 via the local network 112, network 104, or a
combination thereof. In such a configuration, the network
connection mechanism 202 may serve as an I/0O channel port
216.

The hardware module 102 may discover an interfaced
device 106 manually or automatically. To manually discover
a device 106, the user may access his user account and
indicate the type of device 106 he had interfaced. For
example, a user may access a MBDIS Web site, log into his
user account and 1ndicate the type of device 106, such as via
a dropdown menu or from a checkbox list. Alternatively, the
controller mechanism 204 may include a discovery protocol
which may enable plug and play functionality. For example,
the discovery protocol may interrogate the controller mecha-
nism 204 to determine whether an interfaced device 106 1s
a conventional device 106 A or a smart device 106B.

In one embodiment, each I/O channel port 216 has a
separate digital input, analog input, and digital output. Each
I/0 channel port 216 may be configured to employ digital
input/output, analog input/output, serial data input/output,
pulse and frequency counting/generation, audio input/out-
put, video input/output, or the like. The hardware module
102 may be configured to set the state (i.e., the digital
voltage level) of output on a particular IO channel port 216
and may also read a voltage mput level. As described below
in regard to smart mode, an I/O channel port 216 may serve
as a data channel for communication with interfaced smart
devices 106B.

The I/O channel ports 216 may be independent from one
another and may be the input and output means for the
MBDIS 100. Communication from the module server 108 to
the hardware module 102 may instruct the hardware module
102 to change output lines on the I/O channel ports 216
while communication from the hardware module 102 to the
module server 108 may relay information about device 106
values and other nputs.

An I/O channel port 216 may include multiple lines, or
“pins.” The functionality of each pin may vary dependent
upon the operating mode of the particular I/O channel port
216. An I/O channel port 216 may be capable of operating
in one of two modes: normal mode and smart mode.

Normal Mode

When an 1I/O channel port 216 1s set to normal mode, the
hardware module 102 may use digital I/O and analog input
capabilities native to the controller mechanism 204 to inter-
act with an interfaced device 106. For example, an I/O
channel port 216 set to normal mode may be enabled for
discreet digital mput and/or output, pulse counting, fre-
quency counting, serial input and/or output, and analog input
and/or output, or the like. In normal mode, the hardware
module 102 may interface with conventional devices, such
as analog sensors, switches, lights, liquid crystal displays
(LCDs), microcontroller units (MCUSs), relays, or the like. A
device 106 connected to an I/O channel port 216 set to

normal mode may be considered a conventional device
106A.

Smart Mode

When an I/O channel port 216 1s set to smart mode, the
hardware module 102 may interface with more sophisticated
devices 106. Smart mode may convert the I/O channel port
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216 1nto a digital communication port allowing other equip-
ment to iterface with the hardware module 102 and an 1I/O
channel port 216 set for this mode may be capable of serial
communication via standard and proprietary protocols. For
example, smart mode may be employed i1f a particular
function 1s beyond the scope of a simple analog sensor or
digital I/O device. A device 106 interfaced to a smart
mode-enabled I/O port channel 216 may be considered a
smart device 106B. A smart device 106B may include 1ts
own controller mechanism, such as a microcontroller, to
manage communication via its particular I/O port channel
216. For example, smart devices 106B may be serial or servo
controllers, Infrared receivers and transmitters, video
devices, audio devices, USB hardware, wireless transceiver,
medium adapters, other peripheral hardware, or the like.
Smart devices 106B provide data to the hardware module
102, which may relay 1t to the module server 108, which
may 1n turn transmit 1t to an access medium or another
hardware module 102. For example, the data may be sent to
a networked database for logging. Likewise, messages
intended for a smart device 106B may be received by the
module server 108, relayed to the hardware module 102 and
then transmitted to the smart device 106B. The hardware
module 102 need not directly manage a smart device 106B.
In one embodiment, the hardware module 102 merely reg-
1sters the existence of the smart device 106B on startup and
directs messages to and from 1it.

The hardware module 102 may act as a client while the
interfaced smart device 106B may function as a server.
Despite these roles, this configuration allows for the smart
device 106B to generate and transmit a message unsolicited
to the hardware module 102 and, in turn, the module server
108.

The hardware module 102 may also include an event
processor 218. The event processor 218 may monitor behav-
ior of an mterfaced device 106 and, when, a particular event
occurs, the event processor 218 may push a message to
another device 106 interfaced with the hardware module 102
or to the module server 108 and, 1n turn, an access medium
110 or one or more additional hardware modules 102. For
example, 11 the device 106 interfaced with the hardware
module 102 1s a thermometer, the event processor 218 may
send a message to a second interfaced device 106 or to the
module server 108 when a particular temperature 1s reached.
As another example, the event processor 216 may receive
video or audio data and, in turn, initiate a message trans-
mission. In addition to, or 1nstead of, mitiating the pushing
of data based upon a particular device event, the event
processor 218 may push messages via an established sched-
ule. For example, the iterfaced device 106 may be a lamp
and a user may configure the hardware module 102 to turn
on the lamp at a certain time on a certain day. Furthermore,
the event processor 218 may communicate data when
requested by an access medium 110. For instance, continu-
ing with the thermometer example, the user may employ an
access medium 110 to request the thermometer’s current
temperature reading. Additionally, the event processor 218
may periodically poll the module server 108 for data,
commands, or the like. For example, the event processor 218
may query the module server 108 for a device 106 activation
command.

As 1s detailed below, the module server 108 may also
include an event processor 316. The event processor 316
located at the module server 108 may be functionally
equivalent to the event processor 218 of the hardware
module 102. In one embodiment, the hardware module event
processor 218 may be synchronized with the configuration
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maintained by the module server event processor 316. Once
configured, the hardware module event processor 218 may
enable the hardware module 102 to function autonomously,
regardless of whether it has an active connection to the
module server 108.

Either, or both, the hardware module event processor 218
and the module server event processor 316 may cause the
transmission of a message based on an event associated with
one device 106 to a second device 106. In one embodiment,
both the first and second devices 106 may be interfaced with
the same hardware module 102, either via separate 1/O
channel ports 216 or the same I/O channel port 216. As such,
the event processor 218/316 may cause the relaying of data
between two or more devices 106 interfaced with the same
hardware module 102.

Module Server

The module server 108 may relay data and instructions
between a hardware module 102 and an access medium 110
or a second hardware module 102. The module server 108
may be located remotely from the hardware module 102, but
need not be. The module server 108 may include a server
controller 310, one or more module connections 302, one or
more access medium connections 304, an authentication
database 306, a user account database 312, a transaction
identifying mechanism 314, a transaction logging mecha-
nism 308, and an event processor 316.

The server controller 310 may enable the flow of data
amongst the various components of the module server 108.

A module connection 302 may be a socket waiting and
listening for imcoming commumication irom a hardware
module 102. A module connection 302 may enable the
pulling and pushing of data between the module server 108
and a hardware module 102 (and, 1n turn, a device 106). An
access medium connection 304 1s a socket used by the
module server 108 to communicate with an access medium
110. An access medium connection 304 may wait and listen
for mncoming communication ifrom an access medium 110
and may receive conventional requests from Web services,
such as Hypertext Transter Protocol (HTTP) requests. For
example, an access medium connection 302 may receive
communication originating from a web browser or an auto-
mated Common Gateway Interface (CGI) script, desktop
application, Web service API, or mobile application. In one
embodiment, the module connections 302 and the access
medium connections 304 wait and listen on different ports to
ensure proper communication.

The authentication database 306 may maintain informa-
tion pertinent to module identifiers (e.g., serial numbers).
The authentication database 306 may maintain a record of
all module 1dentifiers for all hardware modules 102 distrib-
uted by the MBDIS service provider. The authentication
database 306 may also maintain data pertaining to encryp-
tion. For example, when a hardware module 102 initiates a
connection with the module server 108, the server controller
310 may access the authentication database 306 to locate a
module 1dentifier and 1ts corresponding encryption key to
authenticate the connection. If the module identifier 1s
located and the encryption 1s successtul, the hardware mod-
ule 102 may interface with the module server 108 and, in
turn, an access medium 110. Alternatively, 11 a correspond-
ing module identifier 1s not found or encryption fails, the
server controller 310 may close the connection.

The module server 108 may include a transaction logging
mechanism 308 to record transactions with one or more
hardware modules 102. The transaction logging mechanism
308 may be configured to record all transactions that are
handled by the module server 108 and/or those indicated by
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the configurations established via the module server event
processor 316 or the hardware module event processor 218.
The recorded data may be employed to analyze system data,
such as to create charts, plots, or calculate values for
record-keeping or event triggering.

The module server 108 may also include a transaction
identifying mechanism 314. As described in detail below,
the transaction identifying mechanism 314 may associate a
transaction identifier with each transmission sent to the
hardware module 102 to ensure successiul interaction
between the module server 108 and the hardware module
102.

A user account database 312 may maintain user accounts
for mmdividuals who have registered their hardware modules
102 with the MBDIS 100. A user account may include
various information associated with the user, such as contact
information (name, mailing address, email address, phone
numbers, latitude/longitude, etc.), information particular to
the user’s hardware module(s) 102 (model data, make data,
a module 1dentifier, etc.), authentication information (e.g.,
username and password), financial account information
(e.g., credit card numbers, etc.), device identifiers for
devices 106 (e.g., MAC addresses, 1P addresses, etc.) or the
like. An imdividual may create a user account prior to
initializing his hardware module 102. To create a user
account, the user may provide the MBDIS service provider
with the necessary iformation via a Web site, email, mail,
verbally (e.g., via a customer service representative), fax, or
the like.

As aforementioned, the module server 108 may include
an event processor 316. The event processor 316 may push
a message to an access medium 110 or second hardware
module 102 per an event that has occurred at a device 106
that 1s 1nterfaced with a first hardware module 102. This
confliguration may enable a user to monitor the performance
of a device 106 in real time. In one scenario, the access
medium 110 may be an email service, a text messaging
service (e.g., Short Message Service (SMS), etc.), a social
network service, or the like. For example, if the device 106
1s a thermometer, the event processor 316 may push a
message to a social networking service, such as Facebook,
when the thermometer reaches a certain temperature, and the
temperature data may be displayed as a status update. As
another example, the temperature data may be sent to an
email service and the user may receive the data in an email
message. As with the hardware module event processor 218,
the module server event processor 316 may also transmit
messages on a scheduled, periodic basis. For example, the
event processor 316 may transmit an activation command to
the hardware module 102 on a scheduled basis. In addition
to pushing messages, the event processor 316 may provide
data or a command when requested by an access medium
110 or a hardware module 102.

A user may access his user account via, for example, the
MBDIS Web site and configure one or more triggers and
corresponding action(s) for his registered hardware module
(s) 102. As mentioned above, the user may also 1nitiate a
synchronization process whereby the module server event
processor 316 settings are synchronized with those of a
hardware module event processor 218, thereby configuring
the hardware module 102.

The synchronization process may enable a user to con-
figure the hardware module 102 to poll the module sever 108
for data periodically, such as at a particular time or on a
particular schedule. For example, the user may access his
user account to configure the hardware module 102 to query
the module server 108 every fifteen minutes. The synchro-
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nization process may be used to instruct the hardware
module 102 to 1ssue a query related to a device 106, such as
a request for data or a command. For example, the user may
configure the hardware module 102 to query the module
server 108 for activation commands. After the user has
configured the polling setting, the module server 108 may
transmit this instruction, including the approprniate device
identifier, to the hardware server 102, where 1t may be
stored, thereby configuring the hardware module 102 to
issue query per the established setting. If the hardware
module 102 1s enabled to store a device identifier, the user
may configure the hardware module 102 to generate and
transmit a message (e.g., an activation message) to an
interfaced device 106 without polling the module server for
an activation command).

Regarding communication between a first hardware mod-
ule 102 and a second hardware module 102, the event
processor 316 may provide instructions to the second hard-
ware module 102 based on an event that occurred at the first
hardware module 102. For example, the event processor 316
may receive temperature data from a thermometer device
106 intertaced with the first hardware module 102 and, 1f the
temperature data indicates a temperature higher than a
certain threshold, the event processor 316 may send a
message to the second hardware module 102 mstructing 1t to
activate an interfaced cooling device 106. The event pro-
cessor 316 may act 1n a similar fashion to relay messages
between two or more devices 106 interfaced with the same
hardware module 102. For instance, the event processor 316
may receive temperature data from a thermometer device
106 interfaced with one I/O channel port 216 and send a
message to a cooling device 106 interfaced with a second
I/0O channel port 216 on the same hardware module 102. In
another example, the device 106 interfaced with the hard-
ware module 102 may be a data storage medium and the user
may employ the data storage medium to record data regard-
ing a second device 106 iterfaced with a different I/O
channel port 216 or another hardware module 102.

In addition, or 1nstead of, sending a message to an access
medium 110 or a hardware module 102, the event processor
316 may send data to the transaction logging mechanism
308. The user may employ this configuration when he
wishes to, for example, record data from a device 106, but
does not desire real-time monitoring. Additionally, the trans-
action logging mechanism 308 may enable various visual-
1zation processes so that data recorded via the event pro-
cessor 316 may be analyzed. For example, data recorded by
the transaction logging mechanism 308 may be accessible
via an access medium 110, such as a Web widget that may
display the recorded data as a chart or graph.

The event processor 316 may also be enabled to transmit
data to an external database for recordation, analysis, or the
like.

Access Medium

The access medium 110 may be a mechanism by which a
user may interact, via the module server 108, with a device
106 interfaced with a hardware module 102. For example, an
access medium 110 may be an APIL, a Web service, a Web
interface, or the like. As aftorementioned, via an access
medium 110, a user may control or monitor a device 106.
For example, an access medium 110 may request data from
a device 106, translate data generated by a device 106 into
a usetul syntax and display it, push a command to a device
106, activate an 1nactive device 106, or the like. The access
medium 110 may be provided by portable, client-side script-
ing that allows for embedding control and monitoring
resources into Web sites, mobile device applications and
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widgets, Web service feeds, social networks, Web service
APIs, or the like. The access medium 110 interpret data
received from a device 106 and present the data to users and
Web services 1n current and appropriate scales, formats, and
syntaxes. For example, an access medium 110 may receive
data from a thermometer device 106 and present that data 1n
degrees Fahrenheit or Centigrade. The access medium 110
may receive data based upon push data transmission 1niti-
ated by an event processor 218/316, may request data 1tsellf,
or 1t may access data recorded in the transaction logging
mechanism 308 (e.g., to display such logged data a chart,
graph, or the like).

Additionally, an access medium 110 may also allow a user
to configure the hardware module 102 and/or 1ts interfaced
devices 106 via the module server 108. For example, the
user may set an I/O channel port 216 to normal mode or
smart mode.

An access medium 110 may be accessible via Web-
enabled devices, such as personal computers (e.g., desktop
computer, laptop computers, tablet computers, etc.) and
mobile devices (e.g., mobile phones, smart phones, personal
digital assistants, etc.).

To enhance user convenience, the MBDIS service pro-
vider may offer one or more access mediums 110 to users.
For example, a user may visit an MBDIS Web site and
access ready-made Web widget coding that may be input
into the coding of a Web page 1n order to control or monitor
a device 106 from the Web page. The MBDIS service
provider may provide access mediums 110 for common
functionalities, such as light levels, temperature display,
weather information, and the like. The MBDIS sever pro-
vider may also provide a convenient interface by which a
user may create a customized access medium 110. For
example, an MBDIS Web site may include a point and click
interface, a wizard interface, or another form of customized
programming interface by which a user may generate a
customized access medium 110 suitable to the user’s needs
and/or the particular functionality of a device 106.

Hardware Module Imitialization

In order for a user to employ to a hardware module 102,
he may be required to authenticate 1t with the module server
108, thereby linking his hardware module 102 to his user
account. The MBDIS service provider may employ an
authentication process in order to confirm that an actual
individual wishing to employ a particular hardware module
102 15 initializing the hardware module 102, rather than an
automated process. This may ensure that the hardware
module 102 1s being employed with the user’s permission.

To begin initialization, the user may connect his hardware
module 102 to the network 104 (step 402). As aforemen-
tioned, the user may connect his hardware module 102 to the
network 104 via a local network 112. The hardware module
102 may then transmit a connection request to the module
server 108 (step 404). The module server 108 may be
configured to listen to the network 104 and enabled to await
such requests. Once a connection has been established
between the module server 108 and the hardware module
102 (step 406), the connectivity status display 214 may
indicate this (e.g., by displaying a green light).

The user may then register a module 1dentifier associated
with the hardware module 102 with the module server 108
(step 408). In one embodiment, the user may register a
module 1dentifier by associating it with a user account
maintained by the module server 108. The module 1dentifier
may be, for example, a serial number included on the
hardware module 102 and/or documentation provided to the
user when the hardware module 102 was acquired. The
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module 1dentifier may also be included in firmware main-
tained by the hardware module 102. In addition to register-
ing the module identifier, the user may register contact
information, authentication information (e.g., username and
password), financial account information, or the like.

The registration process may mvolve the user establishing
a user account with the MBDIS service provider. The user
may establish the user account prior to the mnitialization.
Additionally, the user may be allowed to register multiple
hardware modules 102 with the same user account and,
therefore, may employ the initialization process to add an
additional hardware module 102 to an existing user account.
In one embodiment, the user may establish a user account by
employing a computing device (e.g., personal computer,
mobile device, etc.) to access a Web site linked to the
module server 108. Once at the Web site, the user may
register the module identifier and other information. In
alternate embodiments, the user may establish and/or aug-
ment a user account via other methods. For example, a user
may verbally establish an account by calling the MBDIS
service provider and providing the necessary information to
a customer service representative. As another example, a
user may complete a registration form and mail, email, or
email it to the MBDIS service provider.

Once the user has registered the module 1dentifier with his
user account, he may activate the nitialization mechanism
210 (step 410). For example, 11 the 1nitialization mechanism
210 1s an external button, the user may hold the button for
particular amount of time (e.g., five seconds). The 1nitial-
ization status display 212 may indicate to the user that
initialization has commenced.

The hardware module 102 may receive authentication
data transmitted from the module server 108 (step 412). The
hardware module 102 may display this authentication data to
the user via the mitialization status display mechanism 212.
For example, the module server 108 may transmit a series of
digits to the hardware module 102 and the imitialization
status display mechanism 212 may display the digits to the
user.

The user may provide the transmitted authentication data
to the MBDIS service provider (step 414). In one embodi-
ment, the user may enter the displayed authentication data at
a Web site linked to the module server 108. The user may do
so during the same session with which he registered the
module 1dentifier. In alternate embodiments, the user may
provide the authentication data by verbally relating 1t to a
customer service representative (e.g. via telephone), or by
mailing, emailing, or faxing the authentication data to the
MBDIS service provider.

The provided authentication data 1s relayed to the module
server 108, which analyzes 1t to determine if 1t 1s valid. If the
provided authentication data 1s incorrect, the user may be
requested to provide 1t again. If the user cannot successtully
do so, the hardware module 102 may receive a termination
signal from the module server 108 (step 416) and the
hardware module 102 may not be activated. If the authen-
tication data 1s deemed valid, the hardware module 102 may
receive a signal from the module server 108 indicating that
the initialization 1s complete (step 418). The hardware
module 102 may now have an active connection with the
module server 108 and the imitialization display mechanism

212 may signal the end of mitialization.

Communication Between the Hardware Module and the
Module Server

As aforementioned, the configuration of the MBDIS 100
may enable the hardware module 102 to serve as a client
rather than a server. The hardware module 102 may 1ssue
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transmissions via the network 104 to the module server 108
without the module server 108 replying immediately. In one
embodiment, Internet Protocol (IP), such as HI'TP protocol,
may be used for communication between the hardware
module 102 and the module server 108. The hardware
module 102 may act as a client and issue requests to the
module server 108. The module server 108 need not reply
immediately, thereby allowing the hardware module 102 to
send another request to push data to the module server 108.
Although 1t may, the hardware module 102 need not request
anything from the module server 108. Once the hardware
module 102 makes 1ts 1nitial connection, requests may be
generated by the module server 108. The hardware module
102 may push data to the module server 108 and may do so
without being solicited. In one embodiment, the hardware
module 102 may transmit HTTP POST requests, which are
not cached by web proxy servers. Furthermore, the use of
HTTP POST transmissions with no immediate reply from
the module server 108 enables web proxy servers to manage
the communication between the hardware module 102 and
module server 108 as standard HTTP trafhic, thereby alle-
viating unnecessary burden upon the MBDIS 100.

The module server 108 may manage numerous connec-
tions simultaneously. Since the module server 108 may
request data from the hardware module 102 1n addition to the
hardware module 102 being able to send data to the module
server 108, there 1s the possibility that data messages may
cross 1n transit. As 1llustrated by FIG. 5, the transaction
identifving mechamism 314 may prevent any problem that
may occur due to such a situation. The server controller 310
may receirve a transmission to be sent to the hardware
module 102 (step 502). For example, a user may employ an
access medium 110 to send control instructions to the
hardware module 102 or the event processor 316 may wish
to send data to a hardware module 102 per an event triggered
by a device 106. The transaction 1dentifying mechanism 314
of the module server 108 may associate a transaction 1den-
tifier with each transmission to be sent to the hardware
module 102 (step 504). The transaction 1dentifying mecha-
nism 314 may record this transaction identifier (step 506).
For example, the module server 108 may 1ssue a umique, six
digit transaction 1dentification code with each request sent to
the hardware module 102. The module server 108 may send
the transmission with its associated transaction identifier to
the hardware module 102 (step 508). The module server 108
may receive a response transmission from the hardware
module 102 and the response may include a transaction
identifier, such as 1n a Uniform Resource Identifier (step
510). The transaction identiiying mechanism 314 may com-
pare the received transaction identifier with those it has
recorded to determine 1f the response 1s a valid transmission
(step 512). If the received transaction identifier does not
match one recorded, the response may be rejected (step
514). If the recerved transaction identifier matches on
record, the response 1s deemed a valid transmission and
accepted (step 516). As aforementioned, the hardware mod-
ule 102 may transmit data unsolicited. For such transmis-
sions, the controller mechanism 204 of the hardware module
102 may associate a particular transaction 1dentifier with all
unsolicited transmissions and the transaction identifying
mechanism 314 may be configured to treat all such trans-
missions as valid. For example, the hardware module 102
may use the transaction identifier “000000” for all unsolic-
ited transmissions.

For example, 1n one scenario, a message from the hard-
ware module 102 may be formatted as follows:

POST/001234 HTTP/1.1
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Host: www.hardwareserver.com

Content-Encoding: application/octet-stream

Cache-Control: no-transform, no-store, private

Content-Length: 15

Message: Hh8S1ykdO8Mp82g

In the example above, the transaction 1dentifier 1s 001234

As another example, a request from the module server 108
to the hardware module 102 may be formatted as the
tollowing:

HTTP/1.1 200 OK

Date: Mon, 14 Jul. 2008 04:28:18 GMT

Cache-Control: no-transform, no-store, private

Content-Encoding: application/octet-stream

Content-Length: 23

Message: uNOSaldnaSneH96hu6ds11

In this example, the transaction 1dentifier 1s included, and
encrypted, 1n the message body (e.g., 059611).

Messages Pushed by the Hardware Module to the Module
Server

As mentioned, the hardware module 102 may generate
and transmit messages on its own volition. For example,
rather than the module server 108 periodically polling the
hardware module 102 for the status of a digital input, the
event processor 218 of the hardware module 102 may push
a message at the mstant it recerves an imndication from an I/O
channel port 216 that an event has occurred at an interfaced
device 106. As another example, the event processor 218
may periodically poll the module server 108 for any
received requests 1t has stored. The hardware module 102
may push data to the module server 108 or a device 106 on
a separate I/O channel port 216 via auto-messaging, trig-
gered messaging, or a smart device push. Auto-messaging
and triggered messaging may be accomplished via an I/O
channel port 216 set to normal mode, while a smart device
push may be handled via smart mode.

To push data via auto-messaging, the event processor 218
of the hardware module 102 may be configured to send the
state of the I/O channel port 216 (and therefore the inter-
faced conventional device 106A) automatically at a set
schedule. For example, an analog input value may be sent
every fifteen seconds. Each I/O channel port 216 may be set
to send either 1ts analog input or digital input at a user
determined schedule. Each 1/O channel port 216 auto-
message interval may be set independently.

Data may be pushed via triggered messaging when the
state ol a digital or analog mput from the interfaced con-
ventional device 106A changes. Each I/O channel port 216
may have a configurable trigger and reset value. The hard-
ware module 102 may send a message when an imput reaches
a certain level.

If the I/O channel port 216 1s set to smart mode, the
hardware module 102 may transmit an unsolicited message
from the smart device 106B. The message may be sent on
behalf of the configuration of the smart device 106B 1tsell.
For example, particular events, activities, actions, or the like
that occur via the smart device 106B may initiate the
transmission of data to the hardware module 102 and 1n turn
the module server 108 or another device 106 interfaced with
a separate I/O channel port 216.

Waking-on-LAN via the Hardware Module and the Mod-
ule Server

The hardware module 102 and module server 108 may be
employed to enable Wake-on-LAN (WOL) procedures. It 1s
to be understood that “WOL” as used herein encompasses
wired network configurations, wireless (e.g., Wake-on-
Wireless LAN) network configurations, or combinations
thereol. Although the description herein typically describes
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activating an imactive device 106 in terms of a device 106
interfaced with a hardware module 102 via a local network
112, this 1s not to be construed as limiting. In alternate
embodiments, the process described herein may be
employed to activate a device 106 interfaced with the
hardware module 102 directly or via the network 104.
Furthermore, although the module server 108 1s described
typically herein as being remote from the local network 112,
the hardware module 102, and/or the device 106, this 1s not
to be construed as limiting, and the module server 108 may
be located locally.

The configuration described herein consumes signifi-
cantly less power than traditional WOL arrangements and
may allow all unnecessary devices to be mactive until their
services are required (thereby consuming significantly less
power than a typical WOL system). For example, instead of
providing power to an entire computer system, power need
only be provided to the hardware module 102 and an
activation component of the 1nactive device 106, such as a
network interface card (NIC).

FIG. 6 depicts an embodiment of activating a device 106,
such as a computer, via the hardware module 102 and
module server 108. The module server 108 may receive a
request from an access medium 110 to instruct a hardware
module 102 to activate an inactive device 106 (step 602). As
the module server 108 may be connected to the Internet or
another WAN, the request may be mmitiated from a location
remote from the 1nactive device 106 and the local network

112.

A user may 1ssue the request manually. For example, the
user may select a button on a Web widget interface to 1ssue
a request to activate an mactive device 106. The associated
device identifier may be stored in an appropriate user
account and the module server 108 may access it per the
request. As another example, the user may establish a
reference for a stored device identifier and provide this
reference to activate the device 106. For example, the user
may establish the reference “printerl” for the MAC address
“0123456°789ab,” and transmit a message 1ncluding
“printerl” via the access medium 110. The activation request

also may be sent via an automated mechanism. For example,
a user may configure an access medium 110 to 1mtiate an
activation request at a particular time, set a schedule for
activation requests, or the like. Alternatively, a device may
initiate the activation request.

In another scenario, the activation request may include the
necessary device identifier. For example, a user may enter a
MAC address 1nto a text box included 1n a Web widget and
the MAC address may be sent to the module server 108.

Once the activation request has been recerved, the module
server 108 may store a device activation command including,
the device identifier until 1t 1s to be sent to the hardware
module 102 (step 604). As aforementioned, the hardware
module 102 may connect with the module server 108 outside
the local network 112 via a TCP/IP connection. The device
activation command may be transmitted to the hardware
module 102 immediately, at a particular time increment, on
a schedule, or when 1t 1s requested by the hardware module
102 (step 606). The hardware module 102 may be config-
ured to periodically poll the module server 108 for nstruc-
tions, such as at a set interval, rather than wait for the module
server 108 to push an activation command to 1t. The hard-
ware module 102 may store device identifiers for one or
more of the networked devices 106 and may poll the module
server 108 by transmitting a query including such an i1den-
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tifier. If the module server 108 has stored a corresponding
device activation command, it may send 1t to the hardware
module 102.

After receiving the device activation command (step 608),
the hardware module 102 may generate an activation mes-
sage to be sent to the mactive device 106 (step 610). The
activation message may include the device identifier
included 1n the activation command. In this scenario, the
activation message may be a “magic packet.”

The configuration described herein consumes signifi-
cantly less power than traditional WOL arrangements and
may allow all unnecessary devices to be mactive until their
services are required (thereby consuming significantly less
power than a typical WOL system). For example, instead of
providing power to an entire computer system, power need
only be provided to the hardware module 102 and an
activation component of an mactive device 106, such as a
network interface card (NIC).

The hardware module 102 may generate a notification
message regarding 1ts transmission of the activation message
(step 614) and transmit the notification message to the
module server 108, thereby indicating that the activation
message has been sent (step 614). The module server 108
may receirve the notification message (step 616) and 1n turn
notily the access medium 110. The user may confirm that the
device 106 has been activated by attempting to access it.

In one scenario, the hardware module 102 may be con-
figured to generate and 1ssue an activation message without
polling the module server 108. As atorementioned, the user
may access his user account to configure the hardware
module 102 to perform one or more actions. As the hardware
module 102 may be configured to store a device 1dentifier
itself, 1ts event processor 218, may cause the hardware

module 102 to generate and transmit an activation message
with a stored device identifier at a predetermined time, per
a predetermined schedule, or the like.

These and other aspects of the present invention will
become apparent to those skilled in the art by a review of the
preceding detailed description. Although a number of salient
features of the present invention have been described above,
the invention i1s capable of other embodiments and of being
practiced and carried out 1n various ways that would be
apparent to one of ordinary skill 1n the art after reading the
disclosed invention. Therefore, the description should not be
considered to be exclusive of these other embodiments.
Also, 1t 1s to be understood that the phraseology and termi-
nology employed herein are for the purposes of description
and should not be regarded as limiting.

The 1invention claimed 1is:

1. A system comprising:

a server;

a first device:

a first hardware module interfaced with the first device
and configured to be a first client to the server by
initiating establishment of at least one connection
between the first hardware module and the server,
wherein the first hardware module 1s not directly
coupled to any other hardware modules;

a second device that 1s 1nactive; and

a second hardware module interfaced with the second
device via a local area network (LAN) and configured
to be a second client to the server by mnitiating estab-

lishment of at least one connection between the second

hardware module and the server, wherein the second
hardware module 1s not directly coupled to any other
hardware modules;
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the server intertaced with the first hardware module and
the second hardware module, where the server includes

a server processor configured to:
receive from the first hardware module an activation
request indicating that the second device 1s to be

activated; and

transmit an activation command to the second hard-
ware module after receiving the activation request
from the first hardware module wherein the acti-
vation command 1s transmitted to the second hard-
ware module based on one of (1) a selected time
determined by the server, (11) a predetermined
schedule, or (111) when 1t 1s requested by the
second hardware module, where the second hard-
ware module 1includes a second hardware module
processor configured to activate the second device
via the LAN 1n response to recerving the activa-
tion command from the server, wherein the second
device 1s 1dentified via a device 1dentifier included

in the activation command.

2. The system of claim 1, wherein the server 1s located
outside the LAN.

3. The system of claim 1, wherein the device i1dentifier 1s
a media access control address.

4. The system of claim 1, wherein the server processor 1s
further configured to:

store the device identifier 1dentifying the second device

that 1s 1nactive.

5. The system of claim 1, wherein the server processor 1s
further configured to:

recerve the device identifier included 1n the activation

request including information to activate the second
device that 1s mnactive.

6. The system of claim 1, wherein the second hardware
module 1s further configured to store the device i1dentifier
identifying the second device that 1s inactive.

7. The system of claim 1, wherein the server processor 1s
turther configured to receive the activation request from one
or more of a Web service and an application programming
interface.

8. The system of claim 1, wherein the server and the first
hardware module are configured to communicate via the
Internet.

9. A method comprising:

recerving, at a server external to a local network, a request

to activate an 1nactive second device from a first
hardware module coupled to the server and a first
device, wherein the first hardware module 1s not
directly coupled to any other hardware modules,
the inactive second device being interfaced with a
second hardware module via the local network,
wherein the first hardware module 1s a first client to
the server by mitiating establishment of at least one
connection between the first hardware module and
the server and the second hardware module 1s a
second client to the server by initiating establishment
ol at least one connection between the second hard-
ware module and the server, wherein the second
hardware module 1s not directly coupled to any other
hardware modules; and
transmitting, from the server to the second hardware
module, an activation command, wherein the activation
command identifies the inactive second device and
instructs the second hardware module to transmit the
activation command to the inactive second device via
the local network to activate the 1nactive second device,
wherein the activation command 1s transmitted from
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the server to the second hardware module bades on one
of (1) a selected time determined by the server, (11) a
predetermined schedule, or (111) when 1t 1s requested by
the second hardware module.

10. The method of claim 9, wherein the activation com-
mand 1dentifies the imactive second device via a device
identifier.

11. The method of claim 9, wherein the request to activate
the 1nactive second device includes a device 1dentifier for the
mactive second device.

12. The method of claim 9, further comprising receiving,
at the server from the second hardware module, a notifica-
tion message indicating that the activation message has been
transmitted.

13. Amethod for activating an mactive device, the method
comprising;

sending a request {from a first hardware module to a server

to activate a first device 1n an 1nactive state, wherein the

first hardware module 1s a first input/output apparatus

and a first client with the server by initiating establish-

ment of at least one connection between the first
hardware module and the server, and wherein the first
hardware module 1s not directly coupled to any other
hardware modules,

receiving, at a second hardware module coupled to the

server and to the first device, the request to active the
first device that 1s 1n an 1nactive state, wherein the
second hardware module 1s a second 1nput/output appa-
ratus and a second client with the server by mitiating
establishment of at least one connection between the
second hardware module and the server, wherein the
second hardware module 1s not directly coupled to any
other hardware modules, and further wherein the
request 1s received at the second hardware module from
the server based on one of (1) a selected time deter-
mined by the server, (11) a predetermined schedule, or
(11) when 1t 1s requested by the second hardware
module;

generating, at the second hardware module, an activation

message, wherein the activation message includes a
device identifier of the first device 1n the 1nactive state;
and

transmitting, by the second hardware module, the activa-

tion message over a local network to the first device,
the first device utilizing the activation message to
transition the first device from the nactive state to an
active state.

14. The method of claim 13, further comprising transmit-
ting, from the second hardware module to the server, a
notification message indicating that the activation message
has been transmitted over the local network to the first
device.

15. The method of claim 13, wherein the device 1dentifier
1s recerved from the server.

16. The method of claim 13, wherein the device 1dentifier
1s stored at the second hardware module.

17. The method of claim 13, wherein the request received
at the second hardware module 1indicates a time at which the
activation message 1s to be generated at the second hardware
module and transmitted by the second hardware module to
the first device.

18. A system comprising:

a first hardware module
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that 1s a first mput/output apparatus coupled to a server
and a first client to the server by mmitiating establish-
ment of at least one connection between the first
hardware module and the server, and wherein the first
hardware module 1s not directly coupled to any other
hardware modules, the first hardware module config-

ured to
send a request to the server to active a first device that

1S 1n an 1nactive state;

a second hardware module configured to:

receive the request from the server, wherein the second
hardware module 1s a second input/output apparatus
coupled to the server and a second client to the server
by mitiating establishment of at least one connection
between the second hardware module and the server,
wherein the request 1s recerved from the server based
on one of (1) a selected time determined by the
server, (11) a predetermined schedule, or (111) when 1t
1s requested by the second hardware module,
wherein the second hardware module 1s not directly
coupled to any other hardware modules, and wherein
the request indicates a time at which an activation
message 1s generated at the second hardware module
and transmitted by the second hardware module to
the first device 1n the 1nactive state,

generate an activation message at the time 1ndicated 1n
the request, wherein the activation message 1includes
a device 1dentifier of the first device coupled to the
second module, the first device being in an mactive
state, and

transmit, at the time indicated in the request, the
activation message over a local network to the first
device, the first device utilizing the activation mes-
sage to transition the first device from the mnactive
state to an active state.

19. The system of claim 18, the first hardware module
further configured to:

recei1ve one or more values from a second device, wherein

the one or more values are associated with an operation
of the second device;

compare the one or more values to a threshold value;

in response to the one or more values being greater than

the threshold value, determine that a condition was met
at the second device; and

send the request to the server in response to determining

that the condition was met.

20. The system of claim 18, wherein a web widget 1s
configured to control the first device after the first device 1s
activated.

21. The system of claam 18, wherein the request 1s
received through an Application Program Interface (API).

22. The system of claim 18, wherein the first hardware
module 1s further configured to:

receive one or more values from a second device, wherein

the one or more values are associated with an operation
of the second device;

compare the one or more values to a threshold value;

in response to the one or more values being less than the

threshold value, determine that a condition was met at
the second device; and

send the request to the server in response to determining

that the condition was met.

¥ ¥ # ¥ ¥



	Front Page
	Drawings
	Specification
	Claims

