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SYSTEM AND METHOD FOR MOBILE
DEVICE CONTROL DELEGATION

CROSS REFERENCE TO RELATED
APPLICATION(S)

This application 1s a division of U.S. patent application
Ser. No. 14/291,983, which was filed May 30, 2014 and
which 1s incorporated by reference as 1 fully set forth.

BACKGROUND

With the advent of smartphones, laptops, tablets and other
portable electronic devices, a child may now have un-
tethered access to the Internet, various communication pro-
tocols (e.g. phone, video phone, email, text chatting, and text
messaging), and a wide variety of digital entertainment.
However, such devices may serve as a distraction which
prevents a child from behaving responsibly. Parents are keen
to keep an eye on their children’s behavior including com-
munication, travel and what media and information their
children are exposed to. Further, parents may want to limait
the amount of time their children spend exploring and
consuming various electronic media (e.g. television and
Internet content).

School teachers and administrators also have an 1nterest 1n
keeping the children 1n their classes focused on class work
without distractions from the children’s portable electronic
devices. Many, perhaps most children bring their mobile
devices to school. Children send text messages during class,
browse the web, and play gaming applications such as Angry
Birds™. Schools would like to be able to impose constraints
on such usage by limiting what kinds of activities children
can engage in with their mobile devices while on school
premises or engaged in school activities.

SUMMARY

This Summary ntroduces simplified concepts that are
turther described below m the Detailed Description of
[llustrative Embodiments. This Summary 1s not intended to
identily key features or essential features of the claimed
subject matter and 1s not intended to be used to limit the
scope of the claimed subject matter.

A method of implementing controls corresponding to a
particular mobile device 1s provided. The method includes
receiving from a first party corresponding to the particular
mobile device a designation of a second party and receiving,
control instructions from the second party. A particular
geographic area and/or a particular time frame 1s associated
with the second party. A processor alternately delegates one
or more device controls of the particular mobile device from
the first party to the second party based on a current location
of the particular mobile device relative to the particular
geographic area and/or a current time relative to the par-
ticular time frame. The control instructions received from
the second party are applied when the one or more device
controls are delegated to the second party.

A method of implementing controls corresponding to a
particular mobile device 1s provided. The method includes
receiving a lirst instruction set corresponding to a first user
account of a first party, the first instruction set directed to at
least one of mobile device monitoring and mobile device
control. The method further includes receiving a second
instruction set corresponding to a second user account of a
second party, the second instruction set directed to at least
one of mobile device monitoring and mobile device control.

10

15

20

25

30

35

40

45

50

55

60

65

2

One or more processors alternately apply the first instruction
set and the second instruction set based on at least one of a
time of day, a day of week, and a location of the particular
mobile device to at least one of monitor and control use of
a particular mobile device.

A computing system 1s provided including at least one
non-transitory computer readable storage medium having
encoded thereon 1nstructions that, when executed by one or
more processors ol the system, cause the system to perform
a process. The process 1cludes receiving from a first party
corresponding to the particular mobile device a designation
of a second party and recerving control instructions from the
second party. A particular geographic area and/or a particular
time frame 1s associated with the second party. A processor
alternately delegates one or more device controls of the
particular mobile device from the first party to the second
party based on a current location of the particular mobile
device relative to the particular geographic area and/or a
current time relative to the particular time frame. The control
instructions received from the second party are applied when
the one or more device controls are delegated to the second
party.

Non-transitory computer-readable media 1s provided tan-
gibly embodying a program of instructions executable by at
least one processor-enabled computing system to implement
a method, the at least one computing system being capable
of mterfacing with a communications network. The method
includes recerving from a first party corresponding to the
particular mobile device a designation of a second party and
receiving control instructions from the second party. A
particular geographic area and/or a particular time frame 1s
associated with the second party. A processor alternately
delegates one or more device controls of the particular
mobile device from the first party to the second party based
on a current location of the particular mobile device relative
to the particular geographic area and/or a current time
relative to the particular time frame. The control instructions
received from the second party are applied when the one or
more device controls are delegated to the second party.

BRIEF DESCRIPTION OF THE DRAWING(S)

A more detailed understanding may be had from the
following description, given by way of example with the
accompanying drawings. The Figures in the drawings and
the detailed description are examples. The Figures and the
detailed description are not to be considered limiting and
other examples are possible. Like reference numerals 1n the
Figures indicate like elements wherein:

FIG. 1 1s a diagram showing a system including a moni-
toring manager for monitoring and controlling use of a
mobile device.

FIGS. 2 and 3 are flow charts showing methods of
implementing controls corresponding to a particular mobile
device.

FIG. 4 1s a plan view of an example city streetscape shown
for the purpose of demonstrating an exemplary implemen-
tation of a described method.

FIGS. 5A-5D show exemplary display interfaces on a
mobile device.

DETAILED DESCRIPTION OF ILLUSTRATIV:
EMBODIMENT(S)

T

Described herein are a system and methods for a user to
delegate aspects of control of a mobile device, for example
a device used by their child, to a particular party, for
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example a school attended by such child. Embodiments are
described below with reference to the drawing figures where
like numerals represent like elements throughout.

The term “delegate™ 1s used herein to denote empowering,
or granting permission to a party to implement mobile
device controls. The use of the term “delegate” does not
suggest or imply an abdication or relinquishment of controls
by the delegating user. According to the described system
and methods, a delegating user can maintain complete
device control when aspects of control are delegated and
override any controls mstituted by a delegatee.

Referring to FIG. 1, a system 10 1s provided including a
monitoring manager 20 used for monitoring and controlling,
use ol a mobile device 12 (“*monitored device 127). The
monitoring manager 20 includes an enablement engine 22,
a mapping engine 24, a delegator user application 28, a
delegatee user application 29, a monitoring application
program interface (“API”) 32, a user datastore 34, and a
carrier integration application 38. The monitoring manager
20 can be implemented on one or more network-connectable
computing systems and need not be implemented on a single
system at a single location. The monitoring manager 20 1s
configured for communication via a network 40 with other
network-connectable computing systems including one or
more mobile devices 12 (“monitored devices 12”) corre-
sponding to a momtored user, client devices 16 correspond-
ing to users who provide instructions via the delegator user
application 28, client devices 29 corresponding to users who
provide instructions via the delegatee user application 29,
and one or more mobile devices 30 (“reporting device 307)
configured to report 1ts location to the monitoring manager
20. Alternatively, the monitoring manager 20 or one or more
components thereol can be executed on the monitored
device 12 or other system. The overseeing user application
28 and delegatee applications include web applications or
other applications enabled by the monitoring manager 20
and accessible to a client device 16, 18 via a network, or
alternatively, the applications 28, 29 can be installed and
executed (1n whole or 1n part) on a client device 16, 18.

The network 40 can include one or more wired or wireless
networks, including for example the internet and wireless
carrier systems. The monitored device 12, client devices 16,
18, and reporting device 30 can include for example a
smartphone, laptop computer or other wired or wireless
terminal preferably configured to operate on a wired or

wireless telecommunication network. The operation of the
monitoring manager 20 1s described herein with respect to
the devices 12, 16, 18, 30. One skilled in the art waill
recognize that the monitoring manager 20 can operate with
other suitable wired or wireless network-connectable com-
puting systems.

Software and/or hardware residing on a monitored device
12 enables a control and momitoring agent 13 (“monitoring
agent 13”) 1n the form of a client application which can
provide device location information and device use infor-
mation to the monitoring manager 20 via the monitoring API
32. The monitoring agent 13 can further partially or com-
pletely enable or disable particular functional components of
the monitored device 12. A functional component 1s a
hardware or software component of the monitored device 12
which enables a particular functionality such as electronic
messaging, photo messaging, telephone communication,
internet usage, camera usage, video camera usage, or appli-
cation execution. Applications 19 on the monitored device
12 can include for example a gaming application, a social
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4

networking application, a video playing application, an
internet browser, or any application executable using the
monitored device 12.

In addition to components enabling data processing and
wireless communication, the monitored device 12 includes
a location determination system (“LDS”) 11, such as a
global positioning system (“GPS”) receiver, from which the
monitoring agent 13 gathers data used for determimng
location of the monitored device 12. A monitored user
operates the monitored device 12 with the momitoring agent
13 active.

The components of the described system 10 including the
monitoring manager 20 and monitoring agent 13 provide a
user (“delegator”) the ability to delegate control of a moni-
tored device 12 to a particular party (“delegatee”) in a way
that respects the privacy of the delegator and the user of the
monitored device 12 (“monitored user”), while preventing
abusive behavior on the part of the delegatee. The user of the
device 12 can be for example a child, and the delegator can
be a parent of the child.

The monitoring manager 20, for example enabled by a
network connectable server, stores delegatee account data in
the user datastore 34. Such data can include a delegatee
identifier, a static or dynamic geographic area associated
with the delegatee, and delegatee defined constraints on use
of the monitored device 12, for example constraints on
phone communications and application execution.

The monitoring manager 20 further stores delegator
account data in the user datastore 34. Such data can include
a delegator identifier and delegator defined exceptions to
delegatee constraints. Exceptions can include a phone num-
ber white list including phone numbers which can be called
regardless of delegatee constraints on phone communica-
tions and an application white list including applications
which can be executed by the momtored device 12 regard-
less of delegatee constraints on application execution. Such
account data can further include an indication provided by
the delegator to disallow the delegatee from receiving an
alert from the monitoring manager 20 responsive to the
monitored device 12 not being on a geographic area corre-
sponding to the delegatee, for example the monitored device
12 not being on school property.

A particular delegatee constraint includes the requirement
that the monitored user be located within a particular loca-
tion area, wherein when the monitored device 12 1s not
within the particular location area an alert 1s generated and
provided to the delegatee and/or the delegator. The alert can
include an email, electronic text message, or automated
phone message. This particular location area can be for
example the geographic area associated with the delegatee,
which can correspond to a latitude and longitude of a
property associated with the delegatee, for example a school
building or school grounds, wherein the constraint requires
the monitored user to be in the school building or on the
school grounds. Optionally, a time constraint can be speci-
fied indicating a particular time range 1n which the moni-
tored device 12 must remain in the location area to avoid
triggering an alert. For example it can be required that a
particular momtored user, a school aged child, must remain
on school property between 9:00 AM and 3:00 PM, and 1f
the monitored device 12 leaves school property during this
time frame 1n violation of the constraint, an alert 1s triggered
notifying the school, the delegatee, or the chuld’s parent, the
delegator.

Another delegatee constraint includes the requirement
that the monitored user be located within a particular
dynamic location area. When the monitored device 12 1is
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determined to be not within the particular dynamic location
arca an alert 1s generated and provided to the delegatee
and/or the delegator. This particular location area can be
defined based on the position of a mobile device 30 asso-
ciated with the delegatee. The mobile device 30 can for
example be carried by a teacher or school administrator
associated with a school attended by a monitored school age
child who carries and uses the monitored device 12. The
delegatee can provide a phone number for the mobile device
30, a time when the mobile device 30 1s to be used as the
basis for a dynamic location area, and a desired radius
around the mobile device 30 defining the dynamic location.
The association engine 36 associates the mobile device 30 to
the delegatee and receives location information of the
mobile device 30 via the reporting agent 31 during particular
time frames when control 1s delegated to the delegatee.
Alternatively, the monitoring manager 20 can gather loca-
tion information corresponding to the mobile device 30 via
a network based position determining entity 45 (“PDE”), for
example enabled by a telecommunication carrier servicing
the mobile device 30.

Another delegatee constraint includes disallowing mobile
device use for the purpose of making phone calls and
clectronic messages during particular time ranges, for
example between 9:00 am and 12:00 pm and between 1:00
pm and 3:00 pm (allowing phone calls and text messages
during a lunch hour between 12:00 pm and 1:00 pm).
Alternatively, phone calls and electronic messages can be
disallowed when the momtored device 12 1s determined to
be located at a particular location area, for example a school
property. Exceptions can be made to allow phone calls and
clectronic messages to particular contacts such as the police
department, fire department, school officials, or other con-
tacts designated by the delegator or delegatee.

Another delegatee constraint includes disallowing mobile
device application use including for example game, browser,
navigation, and video conierencing applications during par-
ticular time ranges, for example between 9:00 am and 3:00
pm. Alternatively, application use can be disallowed when
the monitored device 12 1s determined to be located at a
particular location area, for example a school property.
Exceptions can be made to allow use of particular applica-
tions such as those having an academic intent or to allow
restricted browser use to access particular mternet sites, for
example sites with an academic intent, which exceptions can
be designated by the delegator or delegatee.

A delegator interface enabled by the delegator user app 28
communicates with the monitoring manager 20 to allow a
delegator to provide a phone number of a monitored device
12 to be monitored, to select one or more delegatees (e.g.,
school administrators) via a selectable delegatee 1dentifier,
and to define exceptions to delegatee constraints (e.g., phone
number and application whate lists). The delegator user app
28 1s executable on or accessible by a client device 16
operated by the delegator.

A delegatee interface enabled by the delegatee user app 29
communicates with the monitoring manager 20 to allow a
delegatee (e.g., school administrator) to define a set of
constraints and exceptions to the set of constraints that are
to be applied to monitored devices 12 associated with the
delegatee’s 1dentifier. The delegatee user app 29 15 execut-
able on or accessible by a client device 18 operated by the
delegatee.

A delegatee evaluator app runs on a delegatee’s mobile
device 30 to enable a reporting agent 31. The reporting agent
31 determines the location of the mobile device 30 and
communicates the location to the monitoring manager 20 via

5

10

15

20

25

30

35

40

45

50

55

60

65

6

the monitoring API 32. In the case where the delegatee 1s a
school administrator, the mobile device 30 can be carried by
a teacher or school official. Alternatively, the monitoring
manager 20 can determine the location of the mobile device
30 via the PDE 45.

A monitored user evaluator app runs on a monitored
device 12 to enable the momitoring agent 13 that commu-
nicates with the monitoring manager 20. The monitoring
agent 13 retrieves the current state of the delegatee defined
constraints and the delegator defined exceptions to the
delegatee defined constraints. The momitoring agent 13 can
further receive delegator constraints and delegator excep-
tions to the delegator’s constraints. The monitoring agent 13
monitors the location of the monitored device 12 via the
LDS 11, and monitors activities engaged 1n on the monitored
device 12. When device control 1s delegated to the delegatee
(e.g., based on location and/or time frame), monitored
activities that violate delegatee constraints and are not
provided as delegator exceptions are constrained.

Referring to FIG. 2, a method 100 for controlling com-
munication device use 1s shown. The method 100 1s
described with reference to the components shown 1n the
system 10 of FIG. 1, including the monitoring manager 20
and monitoring agent 13, which are configured for perform-
ing the method 100 and include or have access to suitable
non-transitory data storage with mstructions for performing
the method 100. The method 100 may alternatively be
performed by the monmitoring agent 13 alone, the monitoring
manager 20 alone, or via other suitable systems and devices.
The method 100 1s not limited to the components shown 1n
FIG. 1 which are merely exemplary, and while the steps of
the method 100 are provided 1n numbered order, they need
not be performed 1n the particular order shown.

In a step 102, the monitoring manager 20 receives from a
first party (*delegator”) corresponding to a particular mobile
device 12 (“monitored device 127°) a designation of a second
party (“delegatee”). The monitoring manager 20 enables a
first user account (“delegator account™) corresponding to the
delegator and a second user account (“delegatee account™)
corresponding to the delegatee. The monitored device 12 can
for example be carried by a school age child, and the
delegator can be a parent or guardian of the school age child
who desires to monitor and control use of the monitored
device 12 by the child. The delegator can 1nitiate setup of the
delegator account via the overseeing user application 28
using a client device 16. Designation of the delegatee party
1s enabled by the overseeing user application 28 which
provides a computer user mterface showing identifiers of a
plurality of parties corresponding to a plurality of user
accounts for example corresponding to schools near the
home of the child who uses the monitored device 12. The
delegatee can for example include a school administrator or
a child care administration service.

In a step 104, the monitoring manager 20 receives control
instructions from the delegatee. The delegatee can provide
the instruction through use of the delegatee account via the
delegatee user application 29 using the client device 18.
Further, control instructions can be received from the del-
cgator through use of the delegator account via the delegator
user application 28 using the client device 16. The delegator
user application 28 and the delegatee user application 29 can
alternatively be provided as a single application, such as a
web based application.

In a step 106, the monmitoring manager 20 via the mapping,
engine 24 and the association engine 36 associates a par-
ticular geographic area and/or a particular time frame with
the delegatee. The associating can be made based on loca-
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tion or scheduling data provided by the delegatee or other
source. For example a delegatee such as a school adminis-
trator can provide address immformation for the school and
provide schedule hours when school classes are 1n session,
and the mapping engine 24 can determine a geographic area
where the school 1s located based on the address data and
associate that geographic area and the schedule hours with
the delegatee party. The association data 1s stored 1n the user
datastore 34.

It 1s determined 1n a step 108 1f a current location of the
monitored device 12 and/or a current time corresponds to the
particular geographic area and/or the particular time frame
associated with the delegatee. For example it 1s determined
if the monitored device 12 1s located in a geographic area
which defines a monitored child’s school property, or 1t 1s
determined that a current time corresponds to specified
school hours of 9:00 am-12:00 pm or 1:00 pm-3:00 pm, or
it 1s determined that the monitored device 12 1s located on
a geographic area which defines a monitored child’s school
property during the specified school hours of 9:00 am-12:00
pm and 1:00 pm-3:00 pm.

If the current location of the monitored device 12 and/or
a current time corresponds to the particular geographic area
and/or the particular time frame associated with the delega-
tee, mn a step 110 one or more device controls of the
monitored device 12 are delegated from the delegator to the
delegatee. This delegation can be implemented by the moni-
toring agent 13 via a processor of the monitored device 12
or by the monitoring manager 20 via a processor on a system
implementing the monitoring manager. In a step 112, the
control mstructions received from the delegatee are applied
when the one or more device controls are delegated to the
delegatee. 11 the current location of the particular monitored
device 12 and/or a current time does not correspond to the
particular geographic area and/or the particular time frame,
in a step 114 control of the monitored device 12 remains
with the delegator, or one or more device controls previously
delegated to the delegatee are undelegated, in which case
control mstructions if any provided by the delegator can be
applied during such time. It should be understood that the
delegator does not necessarily relinquish any controls by
enabling a delegatee through delegation, but the delegatee
gains control that they did not already have.

Control instructions can for example include a commu-
nication constraint restricting telephone communication by
the momitored device 12. Control instructions can further
include constraints restricting application use by the moni-
tored device 12. Application use can be selectively con-
strained on the particular mobile device, wherein the control
instructions comprise a listing of one or more particular
applications not constramned on the monitored device 12
during a time when other applications are constrained.

Control instructions from the delegator and delegatee can
be applied via the monitoring agent 13 or via the monitoring,
manager 20 locally on the device 12. Alternatively, the
monitoring agent 13 or monitoring manager 20 can com-
municate constraints to a telecommunication carrier services
application program interface (API) 49 configured to con-
strain phone communications, text communications, and
network communications via telecommunication carrier sys-
tems in the network 40. The constraints can be communi-
cated for example by the carrier integration application 38
based on determinations made by the enablement engine 22.

Applying the control instructions can include setting a
particular geographic constraint on the monitored device 12,
wherein a location of the monitored device 12 1s determined
for example via the LDS 11. It 1s determined based on the
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device’s location 1f the monitored device 12 has violated the
particular geographic constraint, and an alert 1s provided to
the delegator or delegatee responsive to determining that the
monitored device 12 has violated the particular geographic
constramnt. The geographic constraint can include {for
example a geographic area corresponding to a school prop-
erty wherein the alert 1s provided 1f the mobile device 1s
determined to have left the school property during school
hours of 9:00 am to 2:00 pm.

Applying the delegatee’s control mstructions can include
associating a mobile device 30 (*delegatee device™) to the
delegatee to define a dynamic geographic area. When con-
trol 1s delegated to the delegatee, at a specified time the
location of the delegatee device 30 can be determined, the
location of the monitored device 12 relative to the delegatee
device 30 can be determined, and an alert based on the
determined relative location can be generated. For example,
an alert can be transmitted when the monitored device 12 1s
positioned from the delegatee device 30 at a distance
exceeding a particular threshold distance. Where the del-
egatee 1s a school administrator, the delegatee device 30 can
correspond for example to a mobile device carried by a
teacher supervising a group of students on a field trip,
wherein one or more of those students carry a monitored
device 12, and wherein the alert can be transmitted to the
teacher’s delegatee device 30 when a student wanders away
from the group.

A delegatee can perform modifications to the control
istructions via the delegatee user application 29 {for
example changing a geographic area associated with the
delegatee, changing a time frame associated with the del-
cgatee, or adding a delegatee device 30 defining a dynamic
geographic area associated with the delegatee. A notification
1s provided to the delegator informing the delegator of the
modification to the control instructions, for example via the
delegator user application 28, email, or Short Message
Service (“SMS”) message. A permission from the delegator
to apply the modification to the control 1nstructions can be
required prior to applying the modified control instructions
from the delegatee. Absent the permission of the delegator,
the modifications to the control 1nstructions are not applied,
and the control instructions of the delegatee prior to the
modification are applied when controls are delegated to the
delegatee.

The delegator can communicate exceptions to control
instructions provided by the delegatee. The control mstruc-
tions recerved from the delegatee are applied to constrain
communication or application use on the particular mobile
device as mitigated by one or more exceptions indicated by
the delegator. An exception to the control mnstructions can
include for example one or more phone number to which
communication 1s not constrained or one or more applica-
tions the use of which 1s not constrained.

Control 1nstructions received by a network connectable
server 1implementing the monitoring manager 20 can be
provided to the particular monitored device 12 through the
network 40 via the momtoring agent 13. The monitoring
agent 13 enabled by an application on the device 12 can
receive and apply the control istructions to constrain com-
munication or application use on the monitored device 12.
Control istructions can be stored in the user datastore 34.
The monitored device 12 via the monitoring agent 13 can
retrieve the control mstructions by accessing the monitoring,
manager 20 via the monitoring API 32. The monitoring
agent 13 can then apply the control instructions via a
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particular application executing on the monitored device 12
to constrain communication and/or application use on the
monitored device 12.

Referring to FIG. 3, a further illustrative embodiment 1s
shown by a diagram representative of a method 200. The
method 200 1s described with reference to the components
shown 1n the system 10 of FIG. 1, including the monitoring,
manager 20 and momtoring agent 13, which are configured
for performing the method 200 and include or have access
to suitable non-transitory data storage with instructions for
performing the method 200. The method 200 may alterna-
tively be performed by the monitoring agent 13 alone, the
monitoring manager 20 alone, or via other suitable systems
and devices. The method 200 1s not limited to the compo-
nents shown in FIG. 1 which are merely exemplary, and
while the steps are provided in numbered order, they need
not be performed 1n the order shown in FIG. 3.

In a step 202 of the method 200 the monitoring manager
20 receives a first instruction set corresponding to a first user
account of a first party, the first mnstruction set directed to
mobile device monitoring and/or mobile device control. In
a step 204 the monitoring manager 20 receives a second
instruction set corresponding to a second user account of a
second party, the second 1nstruction set directed to mobile
device monitoring and/or mobile device control. In a step
206, one or more processors alternately applies the first
instruction set and the second instruction set based on one or
more of a time of day, a day of week, and a location of a
particular mobile device 12 to monitor and/or control use of
the particular mobile device 12 (“monitored device™).

The first and second instruction sets can be received
respectively via the first user account and the second user
account, for example by a first user and a second user logged
on to the respective accounts on a network connectable
server which enables the monitoring manager 20. The first
user and second user can log on using client devices 16, 18.
The 1instruction sets can be applied by the monitoring
manager 20 and/or the monitoring agent 13. For example,
the monitoring manager 20 or the monitoring agent 13 can
provide instructions to a telecommunication carrier services
API 49 to constrain phone communication, internet use, and
transmission and receipt of text messages by a monitored
device 12 through implementation of telecommunication
carrier network controls. Alternatively, the monitoring agent
13 can apply such constraints by device controls directly on
the monitored device 12.

The first party can provide one or more exceptions to the
second 1nstruction set from the second user. For example 11
the second instruction set provides a communication con-
straint restricting telephone communication by the moni-
tored device 12, an exception to the second instruction set
can 1clude one or more unrestricted telephone numbers,
wherein applying the second instruction set includes allow-
ing communications corresponding to the one or more
unrestricted telephone numbers and disallowing communi-
cations to or from other telephone numbers. Alternatively, 1f
the second 1nstruction set provides a constraint restricting
application use by the monitored device 12, the exception to
the second 1nstruction set can include an 1ndication of one or
more unrestricted applications, wherein applying the second
istruction set can include allowing use of the one or more
unrestricted applications by the monitored device 12 and
disallowing use of a plurality of other applications by the
monitored device 12.

The delegator user application 28 can provide one or more
identifiers to the first party for designation, for example
identifiers corresponding to nearby schools. Responsive to
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receiving a designation of the identifier corresponding to the
second user account by the first party, the monitoring
manager 20 or the monitoring agent 13 alternately applies
the second instruction set corresponding to the second
account to monitor and/or control use of the monitored
device 12.

A geographic area can be associated with the second party
by the association engine 36, for example based on infor-
mation recerved by the second party via the delegate user
application 29. The monitoring agent 13 can determine the
monitored device 12 has entered the geographic area based
on data received from the monitoring manager 20, or the
monitoring agent 13 can provide device location information
to the monitoring manager 20 to allow the monitoring
manager 20 to make such determination via the mapping
engine 24. The second mstruction set 1s applied responsive
to the determination that the mobile device has entered the
geographic area associated with the second party. The asso-
ciated geographic area can be static for example correspond-
ing to a school property or dynamic, for example corre-
sponding to the determined position of a mobile device 30
of a school administrator. Further, a particular time frame
can be associated with the second party, wherein the second
instruction set 1s applied during the particular time frame or
during the particular time frame when the mobile device 1s
located 1n the particular geographic area.

Following 1s an exemplary implementation of the above
described methods where the delegator 1s a parent, the
monitored user 1s a school aged child of the parent, and the
delegatee 1s an administrator of a school attended by the
chuld. The implementation 1s described with respect to the
system 10 of FIG. 1. A plan view of an example city
streetscape 300 1s shown in FIG. 4 for the purpose of
demonstrating the exemplary implementation.

The parent installs a particular application (*child evalu-
ation app”’) on the child’s mobile device 12 (“monitored
device”). A school official commumicates with a server
running the monmitoring manager 20 via an interface enabled
by the delegatee user application 29 on the official’s client
device 18. The school official creates a school identifier
(“school 1D”) including for example all or portions of the
school name. The school official creates a school location
identifier (“location IDD””). There can be multiple location IDs
associated with a particular school ID.

For a static school location, the mapping engine 24 creates
a geographical border (1.e., geofence) describing the bound-
aries of the school property. Alternatively a latitude/longi-
tude position with an associated radius around the latitude/
longitude position or other method can be used to describe
the school location. Referring to FIG. 4, the exemplary city
streetscape 300 includes a school building 302 shown posi-
tioned within a figurative geographical border 304 generated
by the mapping engine 24 corresponding to school property.

For a dynamic school location, the location of the school
1s associated with one or more mobile devices 30 comprising
a reporting agent 31 for reporting location (e.g, GPS loca-
tion) of the devices 30. A mobile device 30 can be associated
with a radius defining a circular area around a particular
mobile device 30. The mobile device 30 can for example be
located on a school bus or held by a teacher chaperoning a
class outing. In such case a child carrying a monitored
device 12 can be required to maintain a particular distance
from such school bus or chaperone. In the exemplary
streetscape 300, a school bus 306 carries a mobile device 30,
and the reported position of the mobile device 30 1s used by
the mapping engine to generate a figurative geographic
border 308 based on a radius extended from the mobile
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device 30 on the bus 306. A teacher 310 on a playground 312
carries a mobile device 30 which 1s used to generate a
figurative geographic border 314, and children 316 carrying
monitored devices 12 must remain within the geographic
border 314 or an alert 1s triggered.

The school oflicial further specifies constraints on device
usage via the delegatee user app 29. Constraints can include
preventing use ol functional components of children’s
mobile devices 12 (e.g., prevent calling, text messaging, and
application use) while the devices 12 are located on school
property. Optionally, the school oflicial can define a day or
days when constraints are active, for example, only active on
the day Mar. 12, 2014 (the day of a class trip), or a set of
days such as weekdays between Sep. 1, 2013 and Jun. 12,
2014. Optionally, the school official can define time ranges,
for example preventing use of functional components of the
children’s mobile devices 12 on school property between the
hours of 9:00 AM and 3:00 PM. The school oflicial can grant
exceptions to the constraints for example allowing phone
calls to be made to the police, fire department, or school
oflicials, or allowing use of academically oriented applica-
tions or allowing browser access to academically oriented
web sites.

The momitoring manager 20 associates school constraints
with the school ID and the school location IDs via the
association engine 36, which associations are stored in the
user datastore 34. School location IDs can be added and
deleted. For example, a school location ID can be created for
a particular teacher leading a class trip for the day of the
class trip by enabling the reporting agent 31 on the particular
teacher’s mobile device 30.

In the exemplary implementation, a parent of the moni-
tored child communicates with the monitoring manager 20
via an interface enabled by the delegator user app 28 on the
parent’s client device 16. The parent creates a parent 1den-
tifier (“parent 1DD””) and associates the phone number of their
chuld’s mobile device 12 with the parent ID. The parent
creates a set of exceptions to be applied to the school
constraints.

The parent enters or selects a school ID for consideration.
Referring to FIG. SA, an exemplary display interface 402
enabled by the delegator app 28 on a client device 16 shows
an exemplary list of school IDs (*Bill’s Charter School”,
“Happyville Middle School”, “Eastern High School”, and
Smith Flementary) within a particular zip code for selection
by the parent. In the exemplary interface 402 the parent
selects Eastern High School.

The monitoring manager 20 returns a list of location IDs
with their associated constraints corresponding to the
entered/selected school ID responsive to entering/selecting
the desired school ID. Referring to FIG. 5B, an exemplary
display intertace 404 enabled by the delegator app 28 on the
client device 16 shows exemplary location IDs correspond-
ing to Eastern High School. The location ID “Main Campus”™
1s a static location ID which corresponds to the address of
Main Campus, 25 Main Street. Explanatory text describes
the constraints (1.e., “No calling. No texting . . . ) corre-
sponding to Main Campus of Eastern High School. The
location ID “School Bus” 1s a dynamic location ID which
correspond to a school bus which transports students from
their homes to Eastern High School Main Campus. Explana-
tory test describes the constraints (1.e., “No calling . . . )
corresponding to the School Bus location ID. In the exem-
plary interface 404 the Main Campus and School Bus are
shown as selected based on filled selection boxes 405.

The parent can select a particular school location ID from
the school location ID list to view a list of all of the
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constraints associated with the selected school location ID.
The parent can opt-1n to all, some, one, or none of the listed
constraints. The opt-in can be conditional to not allowing
any changes to the constraints. Referring to FIG. SC, an
exemplary display interface 406 enabled by the delegator
app 28 on the client device 16 shows exemplary constraints
corresponding to a parent’s selection of the Main Campus
location ID including “No phone calling”, “No text mes-
saging’, “No app use”, and “Alert when Jimmy leaves
[school]”. The interface 406 further includes the option that
a school official can modify constraints (“Admin can moditly
constraints™). In the exemplary interface 406, 1t 1s shown
that the parent opts-in to the constraints “No phone calling™,
“No text messaging”’, “No app use” based on the shown
filled selection boxes 407. It 1s shown that the parent
opts-out of the constraint “Alert when Jimmy leaves
[school]” and the rule allowing admin constraint modifica-
tions based on the shown unfilled selection boxes 409. IT
constraints associated with a school location ID are modi-
fied, for example by a school oflicial, an alert 1s sent to the
parent or an automatic opt-out of the child monitored device
12 from the school constraint 1s performed depending
whether the parent has opted-in to allow constraint modifi-
cations. Further, the parent can opt-1n or opt-out of modifi-
cations to a constraint responsive to such alert.

Absent consent of the parent, the school official does not
know what child devices 12 have been associated with their
school ID, and the school official does not have access to
data describing the usage of the child device 12. The
monitoring manager 20 accordingly protects the privacy of
the child and the parent. The monitoring manager 20 asso-
ciates parent data including the information provided by the
parent with the parent ID and stores this information in the
user datastore 34.

The monitoring agent 13 accesses the server running the
monitoring manager 20 to retrieve the school constraints and
the parent’s exception data, as well as any parent constraints,
via the monitoring API 32. The monitoring manager 20
further notifies the monitoring agent 13 when there are
updates to either the parent data or school data, and the
updates are loaded into the child’s momtored device 12 via
the monitoring agent 13.

If a dynamic school location 1D exists, the reporting agent
31 enabled by the school evaluator app running on the
school mobile device 30 corresponding to the dynamic
school location ID, updates the monitoring manager 20 as to
its current location. The monitoring agent 13 tracks the
location of the child’s monitored device 12, and the
attempted usage of that device. If the child’s monitored
device 12 1s associated with a dynamic school location 1D,
the server will update the momtoring agent 13 with the
current location of the school mobile device 30 correspond-
ing to the ID allowing the monitoring agent 13 to make a
determination of whether the monitored device 12 1s nside
ol or outside of a dynamic geographic area corresponding to
the school mobile device 30. Referring to FIG. 5D, an
exemplary display interface 408 enabled by the delegator
app 28 on the client device 16 shows exemplary alert
message, “Jimmy did not get on the school bus Today™,
triggered responsive to a determination that the user
“Jimmy” (the parent’s son) of the mobile device 12 did not
ride a bus corresponding to a particular dynamic school
location ID on a particular day.

When the monitoring agent 13 detects a mobile device
attempted usage violation of the school constraints for which
there 1s no parent exception, for example attempting to send

a text message to a friend, the usage will be disallowed or
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constrained. Alternatively, the momitoring agent 13 can
simply lock functional components (e.g., applications, fea-
tures, or settings) of the momtored device 12 preventing
attempted use of such functional components by the child.

Although features and elements are described above 1n
particular combinations, one of ordinary skill 1n the art waill
appreciate that each feature or element can be used alone or
in any combination with the other features and elements.
Methods described herein may be implemented 1n a com-
puter program, software, or firmware incorporated mn a
computer-readable medium for execution by a computer or
Processor.

While embodiments have been described in detail above,
these embodiments are non-limiting and should be consid-
cered as merely exemplary. Modifications and extensions
may be developed, and all such modifications are deemed to
be within the scope defined by the appended claims.

What 1s claimed 1s:

1. A method of implementing controls corresponding to a
first mobile device of a particular user which 1s subject to
monitoring by a first party and a second party, the method
comprising;

receiving from the first party a designation of the second

party;

receiving via a computer network first control istructions

from the first party;

receiving via the computer network second control

instructions from the second party;
receiving from the second party a modification to the
second control instructions by the second party, the
modification to the second control instructions by the
second party comprising a designation of a second
mobile device for defining a dynamic geographic area
based on a location of the second mobile device;

providing a notification to the first party indicating the
modification to the second control instructions by the
second party comprising the designation of the second
mobile device for defining the dynamic geographic area
received from the second party;

receiving from the first party a permission to apply the

modification to the second control instructions by the
second party;

determining by the first mobile device at least one of a

first location of the first mobile device or a first time;
delegating by at least one processor at least one device
control of the first mobile device from the first party to
the second party at least based on the at least one of the
first time relative to a particular time frame or the first
location of the first mobile device relative to a particu-
lar geographic area;
applying by the first mobile device the second control
istructions as modified during a period of time when
the at least one device control of the first mobile device
1s delegated to the second party to at least one of enable
or disable a functional component of the first mobile
device responsive to receiving the permission from the
first party, the applying of the second control nstruc-
tions as modified comprising defining the dynamic
geographic area based on the location of the second
mobile device;
determining by the first mobile device a second location
of the first mobile device;
determining whether the second location of the first
mobile device 1s within the dynamic geographic area;
and
providing an alert to at least one of the second mobile
device, the first party or the second party based on
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whether the second location of the first mobile device
1s within the dynamic geographic area.

2. The method of claim 1, further comprising:

determiming by the first mobile device at least one of a

third location of the first mobile device or a second
time;

transierring by the at least one processor the at least one

device control of the first mobile device from the
second party to the first party based on the at least one
of the third location of the first mobile device or the
second time; and

applying by the first mobile device the first control

instructions received from the first party during a
period of time when the at least one device control of
the first mobile device is transierred to the first party to
at least one of enable or disable the functional compo-
nent of the first mobile device.

3. The method of claim 1, wherein providing the notifi-
cation to the first party comprises transmitting an SMS
message to the first party.

4. The method of claim 1, wherein the particular geo-
graphic area comprises the dynamic geographic area.

5. The method of claim 1, further comprising delegating
the at least one device control of the first mobile device from
the first party to the second party at least based on the first
location of the first mobile device relative to the location of
the second mobile device.

6. A method of implementing controls corresponding to a
first mobile device of a particular user which 1s subject to
monitoring by a first party and a second party, the method
comprising;

recerving via a computer network a first instruction set via

a first user account of the first party, the first instruction
set directed to at least one of mobile device momitoring,
or mobile device control;
recerving via the computer network a second instruction
set via a second user account of the second party, the
second 1nstruction set directed to at least one of mobile
device momitoring or mobile device control;

determiming at least one of a first time of day, a first day
of the week, or a first location of the first mobile device;

applying by at least one processor of the first mobile
device the first instruction set at least one of during the
first time of day, during the first day of the week, or
during a period of time when the first mobile device 1s
located at the first location to at least one of enable or
disable a functional component of the first mobile
device;

determining at least one of a second time of day, a second

day of the week, or a second location of the first mobile
device;

applying by the at least one processor of the first mobile

device the second instruction set at least one of during
the second time of day, during the second day of the
week, or during a period of time when the first mobile
device 1s located at the second location to at least one
of enable or disable the functional component of the
first mobile device;

recerving via the computer network a modification to the

second 1nstruction set by the second party via the
second user account of the second party, the modifica-
tion to the second instruction set by the second party
comprising a designation of a second mobile device for
defining a dynamic geographic area based on a location
of the second mobile device;

transmitting a notification to the first party indicating the

modification to the second instruction set by the second
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party comprising the designation of the second mobile
device for defining the dynamic geographic area to
create a modified instruction set:;

receiving via the computer network from the first party a
permission to apply the modified 1nstruction set;

determining at least one of a third time of day, a third day
of the week, or a third location of the first mobile
device;

applying by the at least one processor of the first mobile
device the modified instruction set at least one of
during the third time of day, during the third day of the
week, or during a period of time when the first mobile
device 1s located at the third location, the applying of
the modified mstruction set comprising defining the
dynamic geographic area based on the location of the
second mobile device;

determining whether the third location of the first mobile
device 1s within the dynamic geographic area; and

at least one of enabling or disabling the functional com-
ponent of the first mobile device based on whether the
third location of the first mobile device 1s within the
dynamic geographic area.

7. A computing system comprising at least one non-

transitory computer readable storage medium having
encoded thereon commands that, when executed by one or
more processors of the computing system, cause the com-
puting system to perform a process including:

receiving from a first party a designation of a second party
for enabling control of a first mobile device of a
particular user, the particular user subject to monitoring
by the first party and the second party;

receiving via a computer network first control istructions
from the first party;

receiving via the computer network second control
instructions from the second party;

receiving from the second party a modification to the
second control instructions by the second party, the
modification to the second control instructions by the
second party comprising a designation of a second
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mobile device for defining a dynamic geographic area
based on a location of the second mobile device:

providing a notification to the first party indicating the
modification to the second control instructions by the
second party comprising the designation of the second
mobile device for defining the dynamic geographic area
received from the second party;

receirving {rom the first party a permission to apply the
modification to the second control instructions by the

second party;

determining at least one of a location of the first mobile
device or a time of day;

delegating at least one device control of the first mobile
device from the first party to the second party at least
based on the at least one of the location of the first
mobile device or the time of day;

applying the second control instructions as modified dur-
ing a period of time when the at least one device control
1s delegated to the second party to at least one of enable
or disable a functional component of the first mobile
device responsive to receiving the permission from the
first party, the applying of the second control instruc-
tions as modified comprising defining the dynamic
geographic area based on the location of the second
mobile device, and the delegating of the at least one
device control of the first mobile device from the first
party to the second party at least based on the location
of the first mobile device relative to the location of the
second mobile device;

determiming whether the location of the first mobile
device 1s within the dynamic geographic area; and

providing an alert to at least one of the second mobile
device, the first party or the second party based on
whether the location of the first mobile device 1s within
the dynamic geographic area.

8. The computing system of claim 7, wherein the second

mobile device 1s used by a third party.
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