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(57) ABSTRACT

Examples disclosed herein provide systems, methods, and
software to provide individualized applications to remote
desktop sessions. In one example, a method of operating a
remote desktop server to provide individualized applications
to remote desktop users includes 1dentifying a request from
a user for a remote desktop session. The method further
includes, 1n response to the request, identifying one or more
applications associated with the user that are stored in at
least one hidden volume, and virtually overlaying applica-
tion objects associated with the one or more applications in
at least one non-hidden volume. The method also provides
initiating the remote desktop session with the at least one
non-hidden volume accessible to the user.
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DYNAMIC APPLICATION OVERLAY FOR
REMOTE DESKTOP SERVERS

RELATED APPLICATIONS

This application 1s a continuation of, and claims priority
to, U.S. application Ser. No. 14/385.,472, filed on Dec. 30,
2014, and entitled “DYNAMIC APPLICATION OVERLAY
FOR REMOTE DESKTOP SERVERS,” which 1tself claims
the benefit of and priornity to U.S. Provisional Patent Appli-
cation No. 61/976,573, entitled “DYNAMIC APPLICA-
TION ATTACHMENT FOR TERMINAL SERVERS,” filed
on Apr. 8, 2014, both of which are hereby incorporated by
reference in their entirety.

TECHNICAL BACKGROUND

Remote desktop services, sometimes referred to as Ter-
minal Services, allow users to log 1n remotely from various
client workstations and thin clients to view a desktop
provided by the remote desktop server. This desktop may
include drivers, files, applications, and other similar ele-
ments that allow the user to access the processing power of
the remote desktop server from a remote location. As a result
ol a single desktop being provided to multiple end users, the
applications for the desktop may only need to be installed
once, allowing each of the users” access to the applications
without multiple mstallations.

Although remote desktop servers may be configured as
physical machines 1n some examples, the remote desktop
servers may also comprise virtual machines. These virtual
machines may be configured to execute on top of a hyper-
visor that abstracts the physical characteristics of the host
computing system and provides them to the virtual machine.
The virtual machines allow a single host computing system
to provide a plurality of remote desktop servers and con-
figurations for the clients that attempt to connect to the
remote desktop environment. For example, one remote
desktop server may provide the applications necessary for an
engineer, while a second remote desktop server may provide
the applications necessary for a person 1n marketing. How-
ever, managing the applications and updates for remote
desktop servers with diflerent applications can be inethcient

and burdensome to the administrators of the remote desktop
environment.

OVERVIEW

Examples disclosed herein provide systems, methods, and
software for operating a remote desktop server to offer
individualized applications to end user devices. In one
example, a method of operating a remote desktop server to
provide individualized applications to remote desktop users
includes 1dentifying a request from a user for a remote
desktop session. The method further includes, 1n response to
the request, 1dentifying one or more applications associated
with the user that are stored 1n at least one hidden volume,
and virtually overlaying application objects associated with
the one or more applications 1n at least one non-hidden
volume. The method also provides mitiating the remote
desktop session with the at least one non-hidden volume
accessible to the user.

In another instance, a computer apparatus to provide
individualized applications to remote desktop users includes
processing instructions that direct a computing system to
identify a request from a user for a remote desktop session.
The processing instructions further direct the computing
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system to, 1n response to the request, identily one or more
applications associated with the user that are stored in at
least one hidden volume, and virtually overlay application
objects associated with the one or more applications 1n at
least one non-hidden volume. The processing instructions
also direct the computing system to initiate the remote
desktop session with the at least one non-hidden volume
accessible to the user. The computer apparatus further
includes one or more non-transitory computer readable
media that store the processing instructions.

In a further example, a system to provide individualized
applications to remote desktop end users includes one or
more hidden volumes that store a plurality of applications.
The system further includes a processing system configured
to 1dentity a request from a user for a remote desktop
session. The processing system 1s further configured to, 1n
response to the user request, identily one or more applica-
tions associated with the user that are stored in the one or
more hidden volumes, and virtually overlay application
objects associated with the one or more applications 1n at
least one non-hidden volume. The processing system 1s also
configured to 1mitiate the remote desktop session with the at
least one non-hidden volume accessible to the user.

BRIEF DESCRIPTION OF THE DRAWINGS

The following description and associated figures teach the
best mode of the invention. For the purpose of teaching
inventive principles, some conventional aspects of the best
mode may be simplified or omitted. The following claims
specily the scope of the invention. Note that some aspects of
the best mode may not fall within the scope of the invention
as specified by the claims. Thus, those skilled in the art will
appreciate variations from the best mode that fall within the
scope of the mvention. Those skilled 1n the art will appre-
ciate that the features described below can be combined 1n
various ways to form multiple variations of the invention. As
a result, the invention 1s not limited to the specific examples
described below, but only by the claims and their equiva-
lents.

FIG. 1 1llustrates a computing environment for providing
individualized applications and desktops to end users.

FIG. 2 illustrates a method of operating a remote desktop
server to provide individualized applications to end users.

FIG. 3 illustrates a table for associating applications with
end users.

FIG. 4 1llustrates an overview of providing individualized
applications to an end user.

FIG. 5 illustrates an overview of providing multiple
remote desktop servers with the same 1mage.

FIG. 6 illustrates a remote desktop server system for
providing individualized applications to end users.

FIG. 7 illustrates a file system view for a remote desktop
presented to an end user.

FIG. 8 illustrates a remote desktop server computing
system according to one example.

DETAILED DESCRIPTION

Remote desktop servers allow users to login remotely
from various client workstations and thin clients to view a
desktop provided by the remote servers. These desktop
servers may operate using Microsoft Remote Desktop Ser-
vice, Microsoit Terminal Service, Citrix XenApp, or any
other similar service that allows users to remotely access a
desktop generated by the physical or virtual remote desktop
computing system. To present the desktop to the requesting
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users, each remote desktop server in a serving environment
includes installed applications that can then be nitiated by
the user client devices. Accordingly, when a user requests a
remote desktop session, the remote desktop server may
provide a volume that includes one or more of the installed
applications.

In the present example, applications that are stored for the
remote desktop servers are stored within hidden application
volumes that are 1naccessible to the requesting users. Thus,
when an application 1s required for a user, the application
must be virtually overlaid into a non-hidden storage volume
that 1s accessible to the user. For instance, a user may request
a session with a remote desktop server. Responsive to the
request, the server may identily one or more applications
associated with the user based on the user name, group
name, or other login credential provided by the end user.
These applications may include productivity applications,
gaming applications, image or video editing applications, or
any other similar application. Once the applications are
identified, the server virtually overlays application objects
associated with the one or more applications mto a non-
hidden volume that can be made available to the end user.
These application objects may include visible pointers to the
files and directories that are necessary for the application to
execute.

For example, when applications are installed 1n the hidden
volume of the remote desktop server, the files and directories
necessary for the applications to execute may be maintained
by a filter that 1s used to provide applications to end users.
Accordingly, when the user requests a new session, the
applications are identified, and pointers to the necessary
objects are made viewable to the user within a non-hidden
volume, such as the C: drive for Microsoft Windows desk-
tops. Consequently, when the desktop 1s presented to the
user, the user may select one of the viewable pointers
associated with the application and execute the application
via the application objects stored 1n the hidden repository.
Thus, rather than filtering application objects out of storage
volumes to be presented to the user, the application objects
are virtually added to a non-hidden volume to be made
available to the end user.

In some examples, organizations may employ a plurality
of remote desktop servers to provide members of the orga-
nization required applications. Accordingly, rather than indi-
vidually managing server configurations for each group or
personnel member within the orgamization, a file system
filter may be used to actively add necessary applications for
cach personnel member of the organization. This allows a
single image with all of the applications to be used for each
of the plurality of remote desktop servers. However, when a
user requests desktop, such as an engineer, only applications
specific to the user will be made available in a non-hidden
volume. Accordingly, the organization may save resources
in only licensing necessary applications to each personnel
member.

Referring now to FIG. 1, FIG. 1 illustrates a computing,
environment 100 for providing individualized applications
and desktops to end users. Computing environment 100
includes remote desktop server 110 and client systems
150-152. Remote desktop server 110 further includes hidden
file system filter 140 and ludden application repository 120
that stores applications 130-135. Client systems 150-152
turther include available applications 160-162 for each of
the respective sessions.

Remote desktop server 110 may include any real or virtual
computing system capable of providing remote desktop
services. These remote desktop services include providing

5

10

15

20

25

30

35

40

45

50

55

60

65

4

desktops to end user systems that allow the end user systems
to use the applications and processing capabilities of remote
desktop server 110. Remote desktop server 110 may include
processing systems, storage systems, user interfaces, com-
munication interfaces, or other similar computing elements.
Examples of remote desktop server 110 include server
computers, desktop computers, and the like, as well as
virtual representations of server computers, desktop com-
puters, and the like.

Client systems 1350-152 may include any device capable
of mitiating guest sessions on remote desktop server 110.
Client systems 150-152 may include end user devices, such
as subscriber equipment, customer equipment, access ter-
minal, smartphone, personal digital assistant (PDA), com-
puter, tablet computing device, Internet appliance, media
player, game console, or some other user computing appa-
ratus, including combinations thereof. Client systems 150-
152 may each include processing systems, storage systems,
user interfaces, communication interfaces, or other similar
computing elements.

In operation, remote desktop server 110 1s configured to
provide a visual desktop to remote end users. This desktop
may include applications, drivers, storage, and any other
necessary elements to provide the users with an interactive
remote desktop. In the present example, remote desktop
server 110 1ncludes hidden application repository 120 that
comprises one or more storage volumes to store applications
130-135. Durning setup of remote desktop server 110, an
administrator or some other administration mechanism may
install applications within hidden application repository 120.
These storage volumes are 1nvisible to the end user devices
and the stored application objects are only made accessible
when a user has permission to access a particular applica-
tion.

Once a remote session 1s mnitiated by one of client systems
150-152, file system filter 140 determines application per-
missions for the end user of the client system. These
application permissions may be based on the occupation of
the end user, the quality of service for the end user, or any
other method of defining permissions. For example, one user
may be an engineer and require specific engineering appli-
cations, and an account manager, who logs into the same
server, may require business applications. As a result, dif-
terent applications may be provided to each of the respective
end users via non-hidden volumes, while the applications
that are not required remain hidden to the end user.

Turning to FIG. 2 to further demonstrate the operation of
remote desktop server 110. FIG. 2 illustrates a method 200
ol operating a remote desktop server to provide individual-
1zed applications to end user devices. The operations of FIG.
2 are referenced parenthetically 1n the description below.

In FIG. 2, the remote desktop server 1s configured to
identify a user request for a remote session (201). Respon-
s1ve to this request, the remote desktop server identifies one
or more applications associated with the user 1n at least one
hidden volume (202). Once 1dentified, the remote desktop
server virtually overlays application objects associated with
the one or more applications 1n at least one non-hidden
volume (203), and the remote session 1s 1nitiated with the at
least one non-hidden volume available to the user (204).

To virtually overlay the application objects, the remote
desktop server 1s configured to make application objects,
such as files and directories for the identified applications,
appear as though they are available within a non-hidden
volume. For instance, when the applications are installed in
the hidden volume on the remote desktop server, the appli-
cations are stored within one or more hidden volumes that
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are 1naccessible to users attempting to initiate a remote
session. Once applications are identified for the user, a file
system filter makes the application files, directories, and

other application objects appear as though they are stored
within an accessible volume for the end user. Accordingly,
although the actual application objects may be stored within
one or more hidden volumes, the user will see pointers to the
application objects within a non-hidden volume on their
desktop.

Referring to FIG. 1 as an example, remote desktop server
110 includes a plurality of applications 130-1335 that are
installed 1n hidden application repository 120. Hidden appli-

cation repository 120 may comprise one or more storage
volumes that are not visible to the connecting session
devices. Once a device attempts to initiate a session, such as
client system 150, file system filter 140 1dentifies the appli-
cations that are appropriate for the user of client system 150.
These determinations may be made by an administrator, a
quality of service defined by the user of client system 150,
or by any other method. In response to identifying the
applications, file system filter 140 virtually overlays the
application objects necessary for the application within a
volume that 1s visible on the desktop for client system 130.
For instance, in addition to hidden application repository
120, each desktop that 1s provided to the end users includes
at least one non-hidden volume that 1s accessible to the end
user. To provide the applications, file system filter 140 wall
make the files, directories, and other application objects
visible within the non-hidden volume.

Referring still to the example 1n FIG. 1, client system 150
includes permissions to execute application beta 131. To
provide application beta 131, file system filter 140 makes the
necessary application objects for application beta 131 appear
as though they are located within a non-hidden volume on
the desktop presented to the end user. Once the objects are
made available in the non-hidden volume, the remote ses-
s1on may be mitiated for client system 150, allowing the user
access to the predefined applications.

Referring now to FIG. 3, FIG. 3 illustrates an application
filter table 300. Application filter table 300 1s an example
data structure that might be used by a file system filter to
provide the appropriate applications to end user devices.
Application filter table 300 includes user 1dentification (ID)
310, and associated applications 320-322. Although 1llus-
trated as a table in the present example, 1t should be
understood that a file system filter might employ an array,
tree, linked list, or any other data structure.

In operation, a remote desktop server may have a variety
applications installed for an assortment of diflerent users.
Some users may use all of the applications, some users may
use a portion of the applications, and some users may use a
single application. To provide users with the appropriate
applications, the users may be assigned a user identification
310, which assists the remote desktop server in associating
the appropriate applications to a requesting user. This user
identification 310 may be assigned to a group of users, may
be assigned 1individually, or may be assigned 1n combination,
such that a user may have both a group 1dentification as well
as an individual i1dentification.

Once the users are assigned identifiers, applications may
be assigned to each of the IDs. For example, a first ID may
be for all users that are engineers. Thus, the applications of
applications 320-322 that are assigned to the engineering
group may include various engineering applications. In
contrast, a second ID may be assigned to account managers
or some other business profile. Rather than giving these
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users the same applications as the engineers, the profile may
be associated with various business applications to assist the
business end user.

Upon storing the user IDs 310 and the application profiles,
users may attempt to mnitiate a desktop session that 1s
provided by the remote desktop server. Responsive to the
initiation request, which may include the user entering a user
name and password, a file system {ilter may take the identity
of the requesting user and look to application filter table 300
for the appropriate applications associated with the end user.
For instance, a user with the ID of one may be provided with
applications alpha, delta, and theta. Once the applications
are 1dentified, the file system filter may overlay the appli-
cation objects, such as files and directories, within a non-
hidden volume such that the user may have access to the
applications.

Prior to the session request of the end user, the applica-
tions on the remote desktop server are stored within a hidden
volume that 1s 1naccessible to the end users. As a result,
when applications are needed for a user-imtiated session, the
applications need to become accessible to allow the user to
find and execute the necessary files. To accomplish this task,
the file system filter keeps track of the files and other objects
necessary for the applications, and makes the objects view-
able upon a session request. Although the application will
not be transierred from the hidden volume to the non-hidden
volume, the file system filter can make visible pointers
within a non-hidden volume that allows the user to access
and execute the application that 1s stored in the hidden
storage volume. Once the applications are made available 1n
a non-hidden volume, the session may be mitiated for the
end user with the applications available for execution.

Although 1illustrated 1n the present example with three
applications available for each of the user IDs, it should be
understood that any number of applications might be asso-
ciated with each ID profile. Further, 1t should be understood
that any number of user ID profiles might exist to provide
the users with the appropriate applications.

Turning to FIG. 4 to further demonstrate the filtering of
applications, FIG. 4 1llustrates an overview 400 for provid-
ing individualized applications to an end user using a remote
desktop server. Overview 400 includes remote desktop
server 410 and client system 451. Remote desktop server
410 turther includes hidden repository 420, file system filter
440, and non-hidden repository 425.

In operation, remote desktop server 410 allows users to
log 1n remotely from various client systems, such as client
system 451, to view a desktop provided by the remote
desktop server. This desktop may include drivers, files,
applications, and other similar elements that allow the user
to access the processing power of the remote desktop server
from a remote location. In the present example, remote
desktop server 410 includes a plurality of installed applica-
tions 430-435 that are stored within hidden repository 420.
Hidden repository 420 may include one or more storage
volumes that are 1naccessible to the end users. These storage
volumes may include storage drives, partitions, virtual hard
drives, or any other similar volume.

Once a remote session request 1s transierred by client
system 451 to remote desktop server 410, file system filter
440 1s configured to filter or overlay the appropriate appli-
cations for client system 451 into a non-hidden repository
425. This non-hidden repository may comprise one or more
storage volumes or drives that are accessible to the end user
on the desktop provided by remote desktop server 410. To
filter the applications, file system filter 440 keeps user
profiles and maintains records of the application objects that
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are necessary for each of the profiles. Thus, using the
example 1 FIG. 4, file system filter 440 i1dentifies that
application objects, such as files and directories, for appli-
cation beta 431 and application gamma 433 are necessary
for client system 451. Responsively, file system filter 440
will make these application objects appear as though they
are located 1n non-hidden storage repository 423, giving the
user access to the elements of the applications. Once the
applications are available in non-hidden repository 4235, the
client desktop 1s 1nitiated giving client system 451 viewable
applications 461. These applications may then be executed
and manipulated by the user of client system 451.

For example, a user may be presented with a C: drive on
their remote desktop that includes various files and directo-
ries accessible to the user. Within the file system for the
drive, visible pointers may be included that are associated
with the application objects stored on the hidden volumes.
Accordingly, using the example 1n FIG. 4, when the user of
client system 451 selects a pointer associated with applica-
tion beta 431, the application in hidden repository 420 may
initiate execution.

Referring now to FIG. 5, FIG. 5 illustrates an overview
500 of providing multiple remote desktop servers with the
same 1mage. Overview 500 includes remote desktop servers
510-511 and client systems 5350-553. Remote desktop serv-
ers 510-511 further include hidden application repositories
520-521 and file system filters 540-541.

As 1llustrated 1n overview 500, remote desktop servers
510-511 store hidden applications 530-533 that can be
supplied to connecting client computing systems. In the
present example, although the servers are configured with
the same applications, each of the servers 1s configured to
supply different applications to the connecting systems. For
example, remote desktop server 510 may be configured for
an engineer, whereas remote desktop server 511 may be
configured for accounting or other business related persons.
Accordingly, when the users attempt to communicate with a
remote desktop server to receive a session desktop, the users
will be directed to the appropriate server for their specific
needs.

As demonstrated 1n remote desktop server 510, file sys-
tem filter 540 1s configured to filter application beta 531 to
be supplied 1n the desktop for client systems 550 and 552.
File system filter 540 1s configured to 1dentity the applica-
tion objects, such as files and directories, within hidden
application repository 520, and overlay these objects 1into a
non-hidden repository. For instance, a supplied desktop for
Microsoit Windows may include a non-hidden C: drive that
contains all of the files and directories essential for Micro-
solt Windows to execute. When an application 1s necessary
for a user, file system filter 540 may identily the necessary
application objects and actively make the objects appear as
though they are located 1n the non-ludden C: drive. Thus, the
user will have access to application beta 531, although the
application remains stored in hidden application repository
520.

Similarly, file system filter 541 1s configured to filter and
overlay the application objects for applications alpha 530
and zeta 533, allowing applications alpha 530 and zeta 533
to be presented in the desktop for client systems 351 and
5353. Based on the configurations of remote desktop servers
510-511, client systems 530-553 may have available appli-
cations 560-563 that correspond to the individual user needs.

Although 1illustrated 1n the present example, as having
separate file system filter configurations for the each of
remote desktop servers 510-511, 1t should be understood that
multiple filter configurations might be implemented on the
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same server. For example, the filter operations of file system
filters 540-541 may be implemented within the same server.
Accordingly, based on identifying the requesting user, the
proper applications may be provided in the remote desktop.

Turning to FIG. 6, FIG. 6 1llustrates a remote desktop
server system 600 for providing individualized applications
to client systems. Remote desktop server system 600
includes client systems 610-612, communication network
620, and remote desktop server 630. Client systems 610-612
communicate with communication network 620 over com-
munication links 640-642, respectively. Communication
network 620 communicates with remote desktop server 630
over communication link 643.

In operation, remote desktop server 630 1s configured to
provide desktops to client systems 610-612 that include
individualized applications for each of the client systems. In
particular, remote desktop server 630 stores applications on
one or more hidden volumes that are typically inaccessible
to the connecting client systems. When a client device, such
as client system 610, attempts to establish a client session
with remote desktop server 630, remote desktop server 630
1s configured to 1dentily applications that need to be avail-
able for the device. This identifying of applications may be
done based on user profiles for the client systems, may be
done based on a group profile for the client system, may be
done based on a quality of service for the user system, or any
other method of 1dentifying specific applications. In at least
one example, specific applications may be identified based
on the profession of the connecting user, such that business,
engineering, and marketing may all contain a different set of
applications. Once remote desktop server 630 determines
the applications, the applications are virtually overlaid into
a non-hidden volume that gives access to the applications for
the end user.

Referring again to the instance of client system 610
requesting a session, remote desktop server 630 will identify
the appropriate applications and virtually overlay applica-
tion objects, such as files and directories, into a non-hidden
volume for the desktop provided for client system 610. For
instance, a C: drive or some other drive may be routinely
provided 1n the desktop for client system 610. To make the
necessary applications available, a file system filter on the
remote desktop server will actively make the files, directo-
ries, and other application objects appear as though they
have been installed within the users’ available volumes.
Although they appear in the available volumes, the appli-
cations will remain 1n the hidden volume, which allows
different applications to become available to each of the
connecting systems. Once the identified applications are
filtered into the non-hidden volumes, the desktop may be
made available to the end user of the client system.

Referring still to the elements of FIG. 6, remote desktop
server 630 can include communication interfaces, network
interfaces, processing systems, computer systems, micro-
processors, storage systems, storage media, or some other
processing devices or software systems, and can be distrib-
uted among multiple devices. Examples of remote desktop
server 630 can 1nclude software such as an operating system,
logs, databases, utilities, drivers, caching soitware, network-
ing software, and other software stored on a computer-
readable medium.

Client systems 610-612 can each be a user device, sub-
scriber equipment, customer equipment, access terminal,
smartphone, personal digital assistant (PDA), computer,
tablet computing device, e-book, Internet appliance, media
player, game console, or some other user communication
apparatus, including combinations thereof.
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Communication network 620 comprises network ele-
ments that provide communication services to client systems
610-612 and remote desktop server 630. Communication
network 620 may comprise switches, wireless access nodes,
Internet routers, network gateways, application servers,
computer systems, communication links, or some other type
of communication equipment—including combinations
thereol.

Communication links 640-643 each use metal, glass,
optical, air, space, or some other material as the transport
media. Communication links 640-643 can each use various
communication protocols, such as Time Division Multiplex
(TDM), asynchronous transier mode (ATM), Internet Pro-
tocol (IP), Ethernet, synchronous optical networking
(SONET), hybrid fiber-coax (HFC), circuit-switched, com-
munication signaling, wireless communications, or some
other communication format, including combinations,
improvements, or variations thereol. Commumnication links
640-643 can each be a direct link or can include intermediate
networks, systems, or devices, and can include a logical
network link transported over multiple physical links.
Although one main link for each of links 640-643 1s shown
in FIG. 6, it should be understood that links 640-643 are
merely illustrative to show communication modes or access
pathways. In other examples, further links can be shown,
with portions of the further links shared and used ifor
different communication sessions or diflerent content types,
among other configurations. Communication links 640-643
can each include many different signals sharing the same
associated link, as represented by the associated lines 1n
FIG. 6, comprising resource blocks, access channels, paging
channels, notification channels, forward links, reverse links,
user communications, communication sessions, overhead
communications, carrier Irequencies, other channels,
timeslots, spreading codes, transportation ports, logical
transportation links, network sockets, packets, or commu-
nication directions.

Referring to FIG. 7, FIG. 7 1llustrates a file system view
700 for a remote desktop presented to an end user. File
system view 700 includes application files 710, user data
712, overlaid application 720, and native applications 725-
726. Overlaid application 720 further includes overlaid
directories 730-731 and files 740-742.

As described herein, a user at a remote computing device
may request a desktop from a remote desktop server. This
remote desktop server allows users to execute applications
via the processing systems of the remote desktop server,
while providing a visual representation of the desktop at the
remote computing device. This desktop includes at least one
volume, such as a VHD or storage drive, accessible to the
user that includes the applications, user files, and other
software elements required by the user.

Here, in addition to applications 725-726 and user data
712 stored locally within the non-hidden volume, other
applications associated with the particular user may be
overlaid from one or more hidden volumes. As 1llustrated 1n
FIG. 7, file system view 700 includes overlaid application
720 1n addition to native applications 7235-726. This overlaid
application includes the necessary application objects, such
as overlaid directories 730-731 and files 740-742, which are
associated with overlaid application 720. These overlaid
application objects, although visible within file system view
700, are not stored locally within the non-hidden volume
presented to the user. Instead, when the user requires the
application, the overlaid components act as visible pointers
to the stored application objects within the one or more
hidden volumes. Thus, when the user selects one of the
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visible pointers corresponding to the overlaid application,
the application may be executed via the stored objects 1n the
hidden volume.

For example, a user that requests a Microsoft Windows
remote desktop may be presented with a C: drive and
corresponding file system that includes various directories
and files, such as application files 710 and user data 712. In
addition to the objects that are stored with the users non-
hidden C: drive, overlaid applications may be made visible
within the C: dnive although they are stored within one or
more separate volumes. Thus, when the user selects an
overlaid application from the C: drive, the application may
be executed on the user desktop via the stored files and
directories within the hidden volume.

Turning now to FIG. 8, FIG. 8 1llustrates a remote desktop
server computing system 800 for providing individualized
applications to end user client devices. Remote desktop
server computing system 800 1s an example of remote
desktop server 110, 410, and 630, although other examples
may exist. Computing system 800 comprises communica-
tion 1nterface 801, user interface 802, and processing system
803. Processing system 803 is linked to communication
interface 801 and user interface 802. Processing system 803
includes processing circuitry 805 and memory device 806
that stores operating soitware 807.

Communication interface 801 comprises components that
communicate over communication links, such as network
cards, ports, RF transceivers, processing circuitry and sofit-
ware, or some other communication devices. Communica-
tion 1nterface 801 may be configured to communicate over
metallic, wireless, or optical links. Communication interface
801 may be configured to use TDM, IP, Ethernet, optical
networking, wireless protocols, communication signaling,
or some other communication format—including combina-
tions thereof. Communication interface 801 may be config-
ured to communicate with a plurality of client systems to
provide a desktop to each of the client systems.

User interface 802 comprises components that interact
with a user. User interface 802 may include a keyboard,
display screen, mouse, touch pad, or some other user mput/
output apparatus. User interface 802 may be omitted 1n some
examples.

Processing circuitry 805 comprises microprocessor and
other circuitry that retrieves and executes operating software
807 from memory device 806. Memory device 806 com-
prises a non-transitory storage medium, such as a disk drive,
flash drive, data storage circuitry, or some other memory
apparatus. Operating software 807 comprises computer pro-
grams, lirmware, or some other form of machine-readable
processing instructions. Operating software 807 includes
identify application module 808, overlay module 809, and
desktop providing module 810. Operating software 807 may
further include an operating system, utilities, drivers, net-
work interfaces, applications, or some other type of soft-
ware. When executed by circuitry 805, operating software
807 directs processing system 803 to operate remote desktop
server computing system 800 as described herein.

In particular, remote desktop server computing system
800 1s configured to provide a desktop to a plurality of client
devices that require a variety of different applications. To
provide the needed applications, computing system 800
installs and stores the necessary files, directories, and other
application objects in one or more hidden storage volumes.
These storage volumes may comprise hard disk drives, solid
state drives, partitions of a drive, virtual hard disks, or any
other similar storage volume. Once the applications are
stored, computing system 800 may receirve desktop session
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requests from one or more client devices at communication
interface 801. Responsive to these requests, 1dentily appli-
cation module 808 1dentifies the applications that are asso-
ciated with the client devices. For example, each device may
belong to one or more user profiles that specity the appli-
cations for each of the devices. These profiles may be based
on job title, a work group, or any other profile characteristic.

Once the applications are i1dentified within the hidden
volume, overlay module 809 1s configured to actively over-
lay the necessary application objects, such as the files and
directories, into a non-hidden volume for the user. For
example, a user may be given a volume that contains all of
the files necessary for the users desktop. In addition to these
necessary files, overlay module 809 makes the application
objects for the required application appear as though they
are 1n the non-hidden volume. As a result, the user may view
and access the files and directories for the application,
although the files and directories will remain i1n a hidden
volume. Upon overlaying the necessary application ele-
ments, desktop providing module 810 may deliver the
desktop to the user, allowing the user to execute the neces-
sary applications.

Although illustrated in the present instance with three
software modules, 1t should be understood that remote
desktop server computing system 800 might include any
number of software modules to provide individualized appli-
cations to session computing devices. Further, although
illustrated 1n the present instance as a real computing
system, 1t should be understood that remote desktop server
computing system 800 might be implemented as a virtual
computing system or virtual machine. As a virtual machine,
computing system 800 may be configured to execute on top
of a hypervisor that abstracts the hardware of a host machine
and provides the abstracted elements to the virtual machine.
This allows the virtual machine commumnicate with the client
devices and provide a desktop with the required applica-
tions.

The 1included descriptions and figures depict specific
implementations to teach those skilled in the art how to
make and use the best mode. For the purpose of teaching
inventive principles, some conventional aspects have been
simplified or omitted. Those skilled in the art will appreciate
variations from these implementations that fall within the
scope of the mvention. Those skilled 1n the art will also
appreciate that the features described above can be com-
bined in various ways to form multiple implementations. As
a result, the mvention i1s not limited to the specific imple-
mentations described above, but only by the claims and their
equivalents.

What 1s claimed 1s:
1. A system to provide individualized applications to one
or more client systems, the system comprising:
one or more client systems; and
a server with a processing system configured to:
identify a request from a user for a remote desktop
session at a client system of the one or more client
Systems;
in response to the user request, identily one or more
applications associated with the user that are stored
in one or more hidden volumes on the server hidden
from view of the user;
virtually overlay application objects from the one or
more hidden volumes associated with the one or
more applications 1n a {ile system view of at least one
non-hidden volume on the server visible to the user,
wherein the one or more hidden volumes and the at
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least one non-hidden volume comprise virtual drives,
physical drives, or partitions; and

initiate the remote desktop session with the at least one
non-hidden volume on the server accessible to the
user at the client system.

2. The system of claim 1, wherein the one or more hidden
volumes and the at least one non-hidden volume comprise
virtual disks.

3. The system of claim 1, wherein the server comprises a
physical machine or a virtual machine executed on a host.

4. The system of claim 1, wherein the server configured
to virtually overlay the application objects associated with
the one or more applications in the file system view of the
at least one non-hidden volume 1s configured to make visible
pointers available to the user in the file system view for the
at least one non-hidden volume that correspond to the
application objects in the at least one hidden volume.

5. The system of claim 4, wherein the server i1s further
configured to:

recerve a request for a first application of the one or more

applications in the at least one non-hidden volume; and
execute the first application via the application objects 1n
the hidden volume.

6. The system of claim 5, wherein the server configured
to receive the request for the first application 1s configured
to 1dentily a user selection of a visible pointer for the first
application in the at least one non-hidden volume.

7. The system of claim 1, wherein the processing system
configured to 1dentily the one or more applications associ-
ated with the user that are stored in the one or more hidden
volumes 1s configured to:

identily a group associated with the user; and

identily at least one application associated with the group

that 1s stored in the one or more hidden volumes.

8. The system of claim 1, wherein the application objects
associated with the one or more applications comprise
directories and files associated with the one or more appli-
cations.

9. The system of claim 1, wherein the processing system
1s Turther configured to:

identify a second request from a second user for a second

remote desktop session at a second client system;

in response to the second request, 1dentily one or more

second user applications associated with the second
user that are stored in the at least one hidden volume
hidden from view of the second user;

virtually overlay second user application objects associ-

ated with the one or more second user applications 1n
a file system view of one or more non-hidden volumes
visible to the second user; and

initiate the second remote desktop session with the one or

more non-hidden volumes accessible to the second user
at the second client system.

10. The system of claim 9, wherein the one or more
applications and the one or more second user applications
include at least one shared application.

11. A method of operating a client system comprising;

transferring a request for a remote desktop session for a

user of the client system to a server;

recerving a remote desktop session from the server,

wherein the remote desktop session comprises at least
one non-hidden volume visible to the user from the
server, and wherein the file system view of the at least
one non-hidden volume comprises pointers that corre-
spond to application objects for one or more applica-
tions stored 1n at least one hidden volume on the server
hidden from view of the user, wherein the one or more
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hidden volumes and the at least one non-hidden volume
comprise virtual drives, physical drives, or partitions.

12. The method of claim 11, wherein the at least one
hidden volume and the at least one non-hidden volume
comprise virtual disks.

13. The method of claim 11, wherein the server comprises
a physical machine or a virtual machine executed on a host.

14. The method of claim 11 further comprising:

receiving a request for a first application of the one or

more applications; and

communicating the request to the server.

15. The method of claim 14, wherein receiving the request
for the first application of the one or more applications
comprises receiving a selection of a pointer of the pointers,
wherein the pointer corresponds to the first application.

16. A client system comprising:

a processing system configured to:

transier a request for a remote desktop session for a
user of the client system to a server;

receive a remote desktop session from the server,
wherein the remote desktop session comprises a
non-hidden volume visible to the user from the
server, and wherein the file system view of the
non-hidden volume comprises pointers that corre-
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spond to application objects for one or more appli-
cations stored 1n at least one hidden volume on the
server hidden from view of the user, wherein the one
or more hidden volumes and the at least one non-
hidden volume comprise virtual drives, physical
drives, or partitions.

17. The client system of claim 16, wherein the at least one
non-hidden volume and the at least one hidden volume
comprise virtual disks.

18. The client system of claim 16, wherein the server
comprises a physical machine or a virtual machine executed
on a host.

19. The client system of claim 16, wherein the processing
system 1s further configured to:

receive a request for a first application of the one or more

applications; and

communicate the request to the server.

20. The client system of claim 19, wherein the processing
system configured to receive the request for the first appli-

cation of the one or more applications 1s configured to
receive a selection of a pointer of the pointers, wherein the

pointer corresponds to the first application.
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