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METHOD AND DEVICE FOR
CONTROLLING DEVICE BY USING
BLUETOOTH TECHNOLOGY

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s the National Phase of PCT Interna-
tional Application No. PCT/KR2018/000058, filed on Jan. 2,
2018, which claims the benefit of U.S. Provisional Appli-
cation No. 62/441,555, filed on Jan. 2, 2017, and No.
62/457,741, filed on Feb. 10, 2017, all of which are hereby
expressly incorporated by reference into the present appli-
cation.

TECHNICAL FIELD

The present invention relates to a method and an appa-
ratus for controlling a device by using BLUETOOTH (also
referred to herein as Bluetooth), a short-range communica-
tion technology in a wireless communication system and
more specifically, a method and an apparatus for controlling,
a device to establish a connection between devices by using
Bluetooth technology.

BACKGROUND ART

Bluetooth 1s a short-range wireless technology standard
that may wirelessly connect various types of devices and
allows them to exchange data over short distances. To enable
wireless communication between two devices using Blu-
ctooth communication, a user has to perform the process of
discovering Bluetooth devices to communicate with and
making a connection request. As used herein, the term
“device” refers to an appliance or equipment.

In this case, the user may discover a Bluetooth device
according to a Bluetooth communication method mtended to
be used with the Bluetooth device using the Bluetooth
device, and then perform a connection with the Bluetooth
device.

The Bluetooth communication method may be divided
into as a BR/EDR method and an LE method. The BR/EDR

method may be called a Bluetooth Classic method. The
Bluetooth Classic method includes a Bluetooth technology
led from Bluetooth 1.0 and a Bluetooth technology using an
enhanced data rate (EDR) supported by Bluetooth 2.0 or a
subsequent version.

A BLE technology applied, starting from Bluetooth 4.0,
may stably provide information of hundreds of kilobytes
(KB) at low power consumption. Such a BLE technology
allows devices to exchange information with each other
using an attribute protocol. The BLE method may reduce
energy consumption by reducing the overhead of a header
and simplifying the operation.

Some of the Bluetooth devices do not have a display or a
user interface. The complexity of a connection, manage-
ment, control, and a disconnection between various Blu-
ctooth devices and Bluetooth devices using similar tech-

nologies 1s 1ncreasing.

Bluetooth supports a high speed at a relatively low cost
with relatively low power consumption. However, Bluetooth
1s appropriately used within a limited space because 1t has a
maximum transmission distance of 100 m.
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2
DISCLOSURE

Technical Problem

An object of the present invention is to provide a method
and an apparatus for controlling a device by using the
Bluetooth technology.

Also, an object of the present invention 1s to provide a
method and an apparatus for a control device to control a
device to form a connection by obtaining information of
services operated as a client from the device by using the
Bluetooth technology.

Also, an object of the present invention 1s to provide a
method and an apparatus for a control device to control a
device to form a connection by obtaining information of
services operated as a server from the device by using the
Bluetooth technology.

Also, an object of the present mvention 1s to provide a
method and an apparatus to mmform a control device of
change of specific information when the specific information
ol a controlled device 1s changed.

Also, an object of the present invention 1s to provide a
method and an apparatus for obtaining changed specific
information when the specific information of devices con-
trolled by a control device 1s changed.

Also, 1n case characteristic information of devices con-
trolled by a control device exceeds a predetermined size, an
object of the present invention 1s to provide a method and an
apparatus for obtaining the remaining characteristic infor-
mation through an additional message.

Also, an object of the present invention 1s to provide a
method and an apparatus for recognizing changes of services
of devices controlled by a control device and characteristic
values of characteristics related to the services.

Also, an object of the present invention 1s to provide a
method and an apparatus for searching changed services and
characteristic values of characteristics of devices controlled
by a control device.

Also, an object of the present invention 1s to provide a
method and an apparatus for recognizing functions sup-
ported between devices for compatibility between a control
device and controlled devices.

Technical objects of the present invention are not limited
to those described above, but other technical objects not
mentioned 1n this document will be clearly understood from
the descriptions given below by those skilled in the art to
which the present invention belongs.

Technical Solution

In order to solve the alorementioned problem, provided 1s
a method for discovering, by a first device, a service by
using Bluetooth 1n a wireless communication system.

Specifically, according to an embodiment of the present
invention, a method for searching, by a first device, a service
in a wireless communication includes: forming a Bluetooth
LE connection with a second device; receiving, from the
second device, a first message for indicating whether a
service supported by the second device 1s changed; and
searching at least one of a service or a characteristic of the
service based on the first message, 1n which the first message
includes a first value related to a change of the service
supported by the second device and a second value related
to a change ol a characteristic value of the service.

Furthermore, in the present invention, the searching
includes determining whether the service 1s changed based
on the first value, when the first value represents the change
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of the service, searching the changed service, determining
whether the characteristic value 1s changed based on the

second value, and when the second value represents the
change of the characteristic value, searching the changed
characteristic value.

Furthermore, in the present invention, the first value 1s a
first hash value representing the service and the second value
1s a second hash value representing the characteristic value.

Furthermore, 1n the present invention, the method further
includes determining whether the first hash value or the
second hash value 1s changed, 1n which when the first hash
value 1s changed, the service represented by the first hash
value 1s searched, and when the second hash value 1s
changed, the service represented by the second hash value 1s
searched.

Furthermore, 1n the present invention, the method further
includes: searching a primary service supported by the
second device; and searching the characteristic value of the
searched primary service.

Furthermore, 1n the present invention, the method further
includes: transmitting, to the second device, a read request
message for requesting reading of a characteristic value of a
first characteristic for compatibility with the second device;
and receiving a read response message including a first
characteristic value of the first characteristic in response to
the read request message, 1n which the first characteristic
value represents at least one function supported by the
second device.

Furthermore, 1n the present invention, the read request
message ncludes a second characteristic value of a second
characteristic for compatibility with the first device, and the
second characteristic value represents at least one function
supported by the first device.

Furthermore, 1n the present invention, the method further
includes: transmitting, to the second device, a write request
message for requesting writing of the first characteristic
value of the first characteristic for compatibility with the first
device, 1n which the first characteristic value represents at
least one function supported by the first device; and rece1v-
ing a write response message including the second charac-
teristic value of the second characteristic for compatibility
with the second device in response to the write request
message, 1n which the second characteristic value represents
at least one function supported by the second device.

Furthermore, according to the present invention, provided
1s a first device for searching a service in a wireless
communication which includes: a communication unit
which wirelessly or wiredly communicates with the outside;
and a processor functionally connected with the communi-
cation unit, 1n which the processor 1s configured to form a
Bluetooth LE connection with a second device, receive,
from the second device, a first message for indicating
whether a service supported by the second device 1s
changed, and search at least one of a service or a charac-
teristic of the service based on the first message, and the first
message includes a first value related to a change of the
service supported by the second device and a second value
related to a change of a characteristic value of the service.

Advantageous Effects

According to a method for controlling a device by using
the Bluetooth technology according to one embodiment of
the present invention, a control device may control forming,
a connection to other device.

Also, according to the present invention, forming a con-
nection between devices may be controlled according to
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their role 1n a service by obtaining information of services in
which a device operates as a client and/or information of
services 1n which a device operates as a server.

Also, according to the present invention, 1n case the size
ol characteristic information 1s larger than a predetermined
value, the remaiming information may be obtained through
an additional message by informing a control device of
existence of the characteristic information.

Also, according to the present invention, 1n case service
information of controlled devices i1s changed, a control
device may obtain only the changed service information by
transmitting to the control device the mnformation specifying
the service, the information of which has been changed.

Also, according to the present invention, 1n case charac-
teristic information related to a service of controlled devices
1s changed, a control device may obtain only the changed
characteristic information by transmitting to the control
device the information specilying the characteristic, the
information of which has been changed.

Also according to the present imvention, the control
device can recognize changes of services and characteristic
values of controlled devices.

Also, according to the present invention, the control
device can recognize changed services and characteristics
through a search procedure when the services and the
characteristic values of the controlled devices are changed.

Also, according to the present invention, information
related to supported functions 1s exchanged between the
control device and the controlled devices, thereby enhancing
compatibility of the control device and the controlled
devices.

The advantageous eflects that may be obtained from the
present 1nvention are not limited to those described above,
and other eflects not mentioned above may be understood
clearly by those skilled in the art to which the present
invention belongs from the following descriptions.

DESCRIPTION OF DRAWINGS

The accompanying drawings, which are included to pro-
vide a further understanding of the invention and are incor-
porated 1n and constitute a part of this specification, 1llustrate
embodiments of the invention and together with the descrip-

tion serve to explain the principles of the invention. In the
drawings:

FIG. 1 illustrates one example of a wireless communica-
tion system employing Bluetooth Low Energy (LE) tech-
nology to which the present invention may be applied.

FIG. 2 1llustrates one example of an mnternal block dia-
gram ol a device to which the present mmvention may be
applied.

FIG. 3 illustrates one example of Bluetooth LE topology
to which the present imnvention may be applied.

FIG. 4 1llustrates one example of Bluetooth communica-
tion architecture to which the present invention may be
applied.

FIG. 5 illustrates one example of GATT (Generic Attri-
bute Profile) structure of Bluetooth LE technology to which
the present invention may be applied.

FIG. 6 1s a flow diagram illustrating one example of a
connection method based on Bluetooth LE technology to
which the present invention may be applied.

FIG. 7 illustrates a method for controlling other device by
using a control device to which the present invention may be
applied.
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FIGS. 8 and 9 illustrate one example of a profile structure
for providing a service for controlling a device to which the
present invention may be applied.

FIG. 10 illustrates one example of a structure of service
information representing a service for controlling a device to
which the present invention may be applied.

FIGS. 11 and 12 are flow diagrams illustrating a method
for searching for information of a Primary Service to which
the present invention may be applied.

FIG. 13 15 a flow diagram illustrating one example of a
method for searching for information of an included service
related to the primary service.

FIG. 14 1s a flow diagram illustrating one example of a
method for a controller to obtain service information of
devices according to the present invention.

FIGS. 15 to 17 illustrate one example of characteristics
related to a service wherein a device operates as a client
according to the present invention.

FIG. 18 illustrates one example of characteristic related to
a service wherein a device operates as a server according to
the present invention.

FI1G. 19 illustrates one example of a method for transmut-
ting and receiving specific information through a plurality of
messages 1 the specific information exceeds a predeter-
mined size according to the present invention.

FIGS. 20 and 21 illustrate one example of a characteristic
related to a service structure according to the present inven-
tion.

FIG. 22 15 a flow diagram illustrating one example of a
method for transmitting and receiving information of a
changed service i1n case information related to a service
changes according to the present invention.

FIG. 23 1s a flow diagram illustrating a method for
transmitting and recerving additional information through a
plurality of messages 1n case characteristic information may
provide additional information according to the present
invention.

FIG. 24 1s a flow diagram illustrating one example of a
method for transmitting and receiving changed characteris-
tic information in case characteristic information 1s changed
according to the present invention.

FIGS. 25 and 26 1llustrate one example of characteristics
related to change of characteristic information according to
the present imvention.

FIGS. 27 and 28 are diagrams 1llustrating one example of
a method for recognizing whether services and characteris-
tics are changed and a data format according to the present
invention.

FIGS. 29 to 31 are diagrams illustrating one example of
an attribute for recognizing whether services and character-

istics are changed and a data format according to the present
invention.

FIGS. 32 to 34 are diagrams illustrating one example of
a method for recognizing whether services and characteris-
tics are changed through an attribute according to the present
invention.

FIGS. 35 to 37 are diagrams illustrating one example of
function information for enhancing compatibility between
devices according to the present invention.

FIGS. 38 and 39 are flowcharts illustrating one example
of a method for enhancing compatibility between devices
according to the present invention.

FIGS. 40 and 41 are flowcharts illustrating another
example of a method for enhancing compatibility between
devices according to the present mnvention.
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FIG. 42 1s a flowchart 1llustrating yet another example of
a method for enhancing compatibility between devices

according to the present ivention.

FIG. 43 15 a diagram 1illustrating one example of a method
for recognizing whether services and characteristics are
changed according to the present invention.

MODE FOR INVENTION

The aforementioned objects, features and advantages of
the present invention will become more apparent through the
following detailed description with respect to the accompa-
nying drawings. Hereinafter, the embodiments of the present
invention will be described with reference to the accompa-
nying drawings, in which like numbers refer to like elements
throughout the specification. In describing the present inven-
tion, a detailed description of known techniques associated
with the present invention unnecessarily obscure the gist of
the present invention, 1t 1s determined that the detailed
description thereol will be omuitted.

Heremaiter, a terminal related to the present invention
will be described in detail with reference to the accompa-
nying drawings. In the following description, usage of
suflixes such as ‘module’, ‘part” or ‘unit” used for referring
to elements 1s given merely to facilitate explanation of the
present invention, without having any significant meaning
by itself.

FIG. 1 illustrates one example of a wireless communica-
tion system employing Bluetooth Low Energy (LE) tech-
nology to which the present invention may be applied.

A wireless communication system 100 includes at least
one server device 120 and at least one client device 110.

The server device and the client device perform Bluetooth
communication using a Bluetooth low energy (BLE) tech-
nology.

First, compared with a Bluetooth basic rate/enhanced data
rate (BR/EDR), the BLE technology has a relatively small
duty cycle, may be produced at low cost, and significantly
reduce power consumption through a low data rate, and thus,
it may operate a year or longer when a coin cell battery 1s
used.

Also, 1n the BLE technology, an inter-device connection
procedure 1s simplified and a packet size 1s designed to be
small compared with the Bluetooth BR/EDR technology.

In the BLE technology, (1) the number of RF channels 1s
forty, (2) a data rate supports 1 Mbps, (3) topology has a
scatternet structure, (4) latency 1s 3 ms, (5) a maximum
current 15 15 mA or lower, (6) output power 1s 10 mW (10
dBm) or less, and (7) the BLE technology 1s commonly used
in applications such as a clock, sports, healthcare, sensors,
device control, and the like.

The server device 120 may operate as a client device 1n a
relationship with other device, and the client device may
operate as a server device 1n a relationship with other device.
That 1s, in the BLE communication system, any one device
may operate as a server device or a client device, or may
operate as both a server device and a client device 1f
necessary.

The server device 120 may be expressed as a data service
device, a slave device, a slave, a server, a conductor, a host
device, a gateway, a sensing device, a monitoring device, a
first device, a second device, etc.

The client device may be expressed as a master device, a
master, a client, a member, a sensor device, a sink device, a
collector, a third device, a fourth device, etc.

The server device and the client device correspond to
major components of the wireless communication system,

L
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and the wireless communication system may include com-
ponents other than the server device and the client device.

The server device refers to a device which recerves data
from the client device and provides data to the client device
in response when a corresponding request 1s recerved from
the client device, through direct communication with the
client device.

Also, 1 order to provide data information to the client
device, the server device sends a notification message or an
indication message to the client device in order to provide
data information to the client device. Also, the server device
receives a confirmation message corresponding to the indi-
cation message from the client device.

Also, 1n the process of transmitting and receiving notifi-
cation, indication, and confirmation messages to and from
the client device, the server device may provide data infor-
mation to a user through a display unit or may receive a
request mput from the user through a user input interface.

Also, 1n the process of transmitting and receiving message
to and from the client device, the server device may read
data from a memory unit or may write new data to the
corresponding memory unit.

Also, the single server device may be connected with a
plurality of client devices, and may be easily re-connected
with client devices using bonding mformation.

The client device 120 refers to a device which requests
data information and data transmission from the server
device.

The client device receives data through a noftification
message or an indication message from the server device,
and when an 1indication message 1s received from the server
device, the client device sends an acknowledgement mes-
sage 1n response to the indication message.

Similarly, in the process of transmitting and receiving
messages to and from the server device, the client device
may also provide information to the user through a display
unit or may receive an input from the user through a user
input nterface.

Also, 1n the process of transmitting and receiving mes-
sages with the server device, the client device may read data
from a memory unit or may write new data to the corre-
sponding memory unit.

Hardware components such as the display units, the user
input interfaces, and the memory units of the server device
and the client device will be described in detail with refer-
ence to FIG. 2.

Also, the wireless communication system may configure
personal area networking (PAN) through the Bluetooth
technology. For example, in the wireless communication
system, a private piconet may be established between
devices to quickly and safely exchange files, documents, and
the like.

FIG. 2 1llustrates one example of an internal block dia-
gram ol a device to which the present invention may be
applied.

As illustrated 1n FIG. 2, a server device includes a display
unit 111, a user input interface 112, a power supply unit 113,
a processor 114, a memory unit 115, a Bluetooth interface
116, other interface 117, and a communication unit (or
transceiver unit) 118.

The display unit 111, the user input interface 112, the
power supply umt 113, the processor 114, the memory umit
115, the Bluetooth interface 116, other interface 117, and the
communication umt 118 are functionally connected to each
other to perform a method proposed in this disclosure.

Also, the client device includes a display umt 121, a user
input nterface 122, a power supply umt 123, a processor
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124, a memory unit 1235, a Bluetooth interface 126, and a
communication unit (or transceiver unit) 128.

The display unit 121, the user mput interface 122, the
power supply unit 123, the processor 124, the memory unit
125, the Bluetooth interface 126, other interface 127, and the
communication unit 128 are functionally connected to each
other to perform a method proposed in this disclosure.

The Bluetooth interfaces 116 and 126 refer to units (or
modules) able to transmait data such as a request/a response,
a command, a notification, an indication/confirmation mes-
sage between devices.

The memory units 115 and 126 are units implemented 1n
various types of devices, 1n which various types of data are
stored.

The processors 114 and 124 refer to modules controlling,
a general operation of the server device or the client device,
which control requesting transmission of a message through
the Bluetooth interface and other interface and processing a
received message therethrough.

The processors 114 and 124 may also be termed a
controller, a control unit, and the like.

The processors 114 and 124 may include an application-
specific integrated circuit (ASIC), other chip set, a logic
circuit and/or data processing unit.

The processors 114 and 124 control the communication
units to receive an advertising message from the server
device, control the communication unit to transmit a scan
request message to the server device and receive a scan
response message as a response to the scan request from the
server device, and control the communication unit to trans-
mit a connection request message to the server device in
order to establish a Bluetooth connection with the server
device.

Also, after the Bluetooth LE connection 1s established
through the connection procedure, the processors 114 and
124 control the communication units to read or write data by
using an attribute protocol from the server device

The memory units 115 and 125 may include a read-only
memory (ROM), a random access memory (RAM), a flash
memory, a memory card, a storage medium and/or other
storage device.

The communication units 118 and 127 may include a
baseband circuit for processing a wireless signal. When an
embodiment 1s 1mplemented by software, the aforemen-
tioned technique may be implemented as a module (process,
function, etc.) performing the aforementioned function. The
module may be stored 1n a memory unit and may be
executed by a processor.

The memory units 115 may be present within or outside
of the processors 114 and 124, and may be connected to the
processors 114 and 124 through various well-known units.

The display units 111 and 121 refer to modules providing
status 1information of the devices, message exchange infor-
mation, and the like, to the user through a screen.

The power supply units 113 and 123 refer to modules
which receirve external power and internal power and pro-
vide power necessary for operation of components under the
control of the processor.

As described above, BLE technology has a small duty
cycle and can remarkably reduce power consumption
through a low data rate.

The mput units 112 and 122 refer to modules which
provide user mput through a screen button, for example, to
the controller such that the user can control device operation.

FIG. 3 illustrates one example of Bluetooth LE topology
to which the present mvention may be applied.
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Referring to FIG. 3, a device A corresponds to a piconet
(piconet A, the shaded area) master having a device B and
a device C as slaves.

In this case, a piconet refers to a set of devices 1n which
one ol a plurality of devices functions as a master and the
others occupy a shared physical channel connected to the
master device.

A BLE slave does not share a common physical channel
with a master. Each slave commumnicates with a master
through a separate physical channel. There i1s another
piconet (piconet F) including a master device F and a slave
device G.

A device K belongs to a scatternet K. In this case, the
scatternet refers to a group of piconets interconnected to
cach other.

A device K 15 the master of a device L and also a slave of
a device M.

A device O also belongs to a scatternet O. The device O
1s a slave of a device P and also a slave of a device Q.

FI1G. 3 1llustrates a case where five diflerent device groups
are formed.

A device D 1s an advertiser, and a device A 1s an 1nitiator
(group D).

A device E 1s a scanner, and a device C 1s an advertiser
(group C).

A device H 1s an advertiser, and a device I and a device
I are scanners (group H).

The device K 1s also an advertiser, and a device N 1s an
initiator (group K).

A device R 1s an advertiser, and the device O 1s an 1nitiator
(group R).

The device A and the device B use one BLE piconet
physical channel.

The device A and the device C use another BLE piconet
physical channel.

In the group D, the device D performs advertising using,
an advertisement event which may be connected to an
advertising physical channel, and the device A 1s an initiator.
The device A may establish a connection to the device D and
add a device to the piconet A.

In the group C, the device C performs advertising through
an advertising physical channel using a certain type of an
advertisement event captured by the scanner device E.

The group D and the group C may use different adver-
tising physical channels or different time frames so as to
avold a collision.

The piconet F has one physical channel. The device F and
the device G use a single BLE piconet physical channel. The
device F 1s a master, and the device GG 1s a slave.

The group H has one physical channel. The devices H, 1,
and J use one BLE advertising physical channel. The device
H 1s an advertiser, and the devices I and J are scanners.

In the scatternet K, the devices K and L use a single BLE
piconet physical channel. The devices K and M use another
BLE piconet physical channel.

In the group K, the device K performs advertising using,
an advertisement event which may be connected to an
advertising physical channel, and the device N 1s an 1nitiator.
The device N may establish a connection with the device K.
In this case, the device K functions as a slave of two devices
and also as a master of one device.

In the scatternet O, the devices O and P use a single BLE
piconet physical channel. The devices O and Q) use diflerent
BLE piconet physical channels.

In the group R, the device R performs advertising using
an advertisement event which may be connected to an
advertising physical channel, and the device O 1s an initiator.
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The device O may establish a connection with the device R.
In this case, the device O functions as a slave of two devices
and also a master of one device.

FIG. 4 1llustrates one example of Bluetooth communica-
tion architecture to which the present invention may be
applied.

Referring to FIG. 4, FIG. 4(a) 1llustrates an example of a
Bluetooth BR (Basic Rate))EDR (Enhanced Data Rate)
protocol stack and FIG. 4(b) illustrates an example of a
Bluetooth LE (Low Energy) protocol stack.

Specifically, as illustrated in FIG. 4(a), the Bluetooth
BR/EDR protocol stack may include a controller stack 10
and a host stack 20 above and below a host controller
interface (HCI) 18.

The host stack (or host module) 20 refers to hardware for
transmitting or receiving Bluetooth packets to or from a
wireless transceiver module receiving 2.4 GHz Bluetooth
signals and 1s connected to the Bluetooth module corre-
sponding to the controller stack 10 to control the Bluetooth
module and perform operations.

The controller stack 10 may include a PHY layer 12, a
link controller layer 14 and a link manager layer 16.

The PHY layer 12 transmits and receives 2.4 GHz radio
signals and can hop 79 RF channels and transmit data when
GFSK (Gaussian Frequency Shift Keying) modulation 1s
used.

The link controller layer 14 serves to transmit digital
signals, selects a channel sequence hopping 1400 times per
second and transmits a 625 us time slot per channel.

The link manager layer 16 controls overall operations
(link setup, control and security) of Bluetooth connection
using LMP (Link Manager Protocol).

The link manager layer 16 may perform the following
functions.

The link manager layer 16 may perform ACL/SCO logical

transport, logical link setup, and control

Detach: The link manager layer 16 stops connection and

informs a counterpart device about the reason {for
stopping connection.

The link manager layer 16 performs power control and

role switch.

The link manager layer 16 performs security (authentica-

tion, pairing, encryption) function.

The host controller interface layer 18 provides an inter-
face between the host module and the controller module to
allow the host to provide a command and data to the
controller and allow the controller to provide an event and
data to the host.

The host stack (or host module) 20 includes a logical link
control and adaptive protocol (L2CAP) 21, an attribute
protocol (A1T) 22, a generic attribute profile (GATT) 23, a
generic access profile (GAP) 24, and a BR/EDR profile 25.

The logical link control and adaptive protocol (L2CAP)
21 may provide a two-way channels for transmitting data to
a specific protocol or a profile.

The L2CAP 21 may multiplex various protocols and
profiles provided from a Bluetooth higher position.

The L2CAP of the Bluetooth BR/EDR uses a dynamic
channel, supports a protocol service multiplexer, retransmis-
s10n, and a streaming mode, and provides segmentation and
reassembly, per-channel flow control, and error control.

The generic attribute profile (GATT) 23 may operate as a
protocol how the attribute protocol 22 1s used 1n configuring
services. For example, the generic attribute profile 23 may
operate how AIT attributes are grouped together with ser-
vices, and operate to describe features associated with
SErvices.
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Thus, the GATT 23 and the ATT 22 may use features in
order to describe status and services of a device and describe
how the features are related and used.

The attribute protocol 22 and the BR/EDR profile 25
define a service (profile) using the Bluetooth BR/EDR and
define an application protocol for exchanging data, and the
generic access prolile (GAP) 24 defines device discovering,
connecting a device and security level.

As 1llustrated 1in FIG. 4(b), the Bluetooth LE protocol
stack includes a controller stack 30 operable to process a
wireless device interface for which timing 1s important and
a host stack 40 operable to process high level data.

First, the controller stack 30 may be implemented by
using a communication module that may include a Bluetooth
wireless device, for example, a processor module that may
include a processing device such as a microprocessor.

The host stack may be implemented as part of an OS
operated on a processor module or may be implemented as
instantiation of a package on the OS.

In some examples, the controller stack and the host stack
may be operated or executed on the same processing device
within a processor module.

The controller stack 30 includes a physical layer (PHY)

32, a link layer (LLL) 34, and a host controller interface (HCI)
36.

The physical layer (PHY) (wireless transceiver module
32), a layer for transmitting and receiving a 2.4 GHz
wireless signal, uses a Gaussian frequency shift keying
(GFSK) modulation and a frequency hopping technique
including forty RF channels.

The link layer 34 serving to transmit or receive a Blu-
ctooth packet provides a function of generating a connection
between devices after performing an advertising and scan-
ning function using three advertising channels, and exchang-
ing data packets of a maximum of 257 bytes through
thirty-seven data channels.

The host stack may include the Generic Access Profile
(GAP) 40, the logical link control and adaptation protocol
(L2CAP) 41, the Security Manager (SM) 42, the Attribute
Protocol (ATT) 440, the Generic Attribute Profile (GATT)
44, the Generic Access Profile 25 and the LE profile 46.
However, the host stack 40 1s not limited thereto, but may
include other various protocols and profiles.

The host stack multiplexes various protocols and profiles
provided from a Bluetooth higher position by using the
L2CAP.

First, the L2CAP 41 may provide a single two-way
channel for transmitting data to a specific protocol or profile.

The L2ZCAP 41 may operate to multiplex data between
higher layer protocols, segment and reassemble packages,
and manage a multicast data transmission.

In the Bluetooth LE, three fixed channels (one for a
signaling channel, one for a security manager, and one for an
attribute protocol) are basically used, and dynamic channel
may be used as necessary.

In contrast, 1n the BR/EDR, a dynamic channel 1s basi-
cally used, and a protocol service multiplexer, retransmis-
s10n, streaming mode, and the like, are supported.

The SM 42 1s a protocol for certifying a device and
providing a key distribution.

The ATT 43 defines a rule for accessing data of a
counterpart device by a server-client structure. The ATT 43
includes six types of messages (request, response, com-
mand, notification, indication, and confirmation) as follows.

@ Request and Response message: A request message 1s
a message for a client device to request specific information
from a server device, and the response message, as a
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response message with respect to the request message, refers
to a message transmitted from the server device to the client
device.

@ Command message: It 15 a message transmitted from
the client device to the server device 1n order to indicate a

command of a specific operation. The server device does not

transmit a response with respect to the command message to
the client device.

@ Notification message: It 1s a message transmitted from

the server device to the client device 1 order to notily an
event, or the like. The client device does not transmit a
confirmation message with respect to the notification mes-
sage to the server device.

@ Indication and confirmation message: It 1s a message
transmitted from the server device to the client device in
order to notify an event, or the like. Unlike the notification
message, the client device transmits a confirmation message
regarding the indication message to the server device.

The generic access profile (GAP) 45, a layer newly
implemented for the Bluetooth LE technology, 1s used to
select a role for communication between Bluetooth LED
devices and to control how a multi-profile operation takes
place.

Also, the generic access profile (GAP) 45 1s mainly used
for device discovery, connection generation, and security
procedure part, defines a scheme for providing information
to a user, and defines types of attributes as follows.

@ Service: It defines a basic operation of a device by a
combination of behaviors related to data

(2) Include: It defines a relationship between services

(3) Characteristics: It is a data value used in a server

(4) Behavior: It is a format that may be read by a
computer defined by a UUID (value type).

The LE profile 46, including profiles dependent upon the
GAT'T, 1s mainly applied to a Bluetooth LE device. The LE
profile 46 may include, for example, Battery, Time, FindMe,
Proximity, Time, Object Delivery Service, and the like, and
details of the GATT-based profiles are as follows.

Battery: Battery information exchanging method

Time: Time mnformation exchanging method

FindMe: Provision of alarm service according to
distance

Proximity: Battery information exchanging method
(5) Time: Time information exchanging method

The generic attribute profile (GATT) 44 may operate as a
protocol describing how the attribute protocol (ATT) 43 1s
used when services are configured. For example, the GAT'T
44 may operate to define how AT'T attributes are grouped
together with services and operate to describe features
associated with services.

Thus, the GATT 44 and the ATT 43 may use features 1in
order to describe status and services of a device and describe
how the features are related and used.

A description will be given of procedures of the BLE
technology.

The BLE procedures may be classified mto a device
filtering procedure, an advertising procedure, a scanning
procedure, a discovery procedure and a connection proce-
dure.

Device Filtering Procedure

The device filtering procedure 1s a method for reducing
the number of devices performing a response with respect to
a request, indication, notification, and the like, 1n the con-
troller stack.

When requests are recerved from all the devices, 1t 1s not
necessary to respond thereto, and thus, the controller stack




US 10,721,611 B2

13

may perform control to reduce the number of transmitted
requests to reduce power consumption.

An advertising device or scanning device may perform
the device filtering procedure to limit devices for receiving
an advertising packet, a scan request or a connection request.

Here, the advertising device refers to a device transmitting,

an advertisement event, that 1s, a device performing an
advertisement and 1s also termed an advertiser.

The scanning device refers to a device performing scan-
ning, that 1s, a device transmitting a scan request.

In the BLE, 1n a case in which the scanning device
receives some advertising packets from the advertising
device, the scanning device should transmit a scan request to
the advertising device.

However, 1n a case 1n which a device filtering procedure
1s used so a scan request transmission 1s not required, the
scanning device may disregard the advertising packets trans-
mitted from the advertising device.

Even 1n a connection request process, the device filtering,
procedure may be used. In a case 1n which device filtering
1s used 1n the connection request process, it 15 not necessary
to transmit a response with respect to the connection request
by disregarding the connection request.

Advertising Procedure

The advertising device performs an advertizing procedure
to perform undirected broadcast to devices within a region.

Here, the undirected broadcast 1s advertizing toward all
the devices, rather than broadcast toward a specific device,
and all the devices may scan advertising to make an addi-
tional information request or a connection request.

In contrast, directed advertising may make an additional
information request or a connection request by scanning
advertising for only a device designated as a reception
device.

The advertising procedure 1s used to establish a Bluetooth
connection with an initiating device nearby.

Or, the advertising procedure may be used to provide
periodical broadcast of user data to scanning devices per-
forming listening in an advertising channel.

In the advertising procedure, all the advertisements (or
advertisement events) are broadcast through an advertise-
ment physical channel.

The advertising devices may receive scan requests from
listening devices performing listening to obtain additional
user data from advertising devices. The advertising devices
transmit responses with respect to the scan requests to the
devices which have transmitted the scan requests, through
the same advertising physical channels as the advertising
physical channels 1n which the scan requests have been
received.

Broadcast user data sent as part of advertising packets are
dynamic data, while the scan response data 1s generally
static data.

The advertisement device may receive a connection
request from an initiating device on an advertising (broad-
cast) physical channel. If the advertising device has used a
connectable advertising event and the initiating device has
not been filtered according to the device filtering procedure,
the advertising device may stop advertising and enter a
connected mode. The advertising device may start advertis-
ing aiter the connected mode.

Scanning Procedure

A device performing scanming, that is, a scanning device
performs a scanning procedure to listen to undirected broad-
casting of user data from advertising devices using an
advertising physical channel.
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The scanning device transmits a scan request to an
advertising device through an advertising physical channel
in order to request additional data from the advertising
device. The advertising device transmits a scan response as
a response with respect to the scan request, by including
additional user data which has requested by the scanning
device through an advertising physical channel.

The scanning procedure may be used while being con-
nected to other BLE device in the BLE piconet.

If the scanning device is 1n an itiator mode 1n which the
scanning device may receive an advertising event and 1ni1-
tiates a connection request. The scanning device may trans-
mit a connection request to the advertising device through
the advertising physical channel to start a Bluetooth con-
nection with the advertising device.

When the scanning device transmits a connection request
to the advertising device, the scanning device stops the
initiator mode scanning for additional broadcast and enters
the connected mode.

Discovering Procedure

Devices available for Bluetooth communication (herein-
alter, referred to as “Bluetooth devices™) perform an adver-
tising procedure and a scanning procedure in order to
discover devices located nearby or 1n order to be discovered
by other devices within a given area.

The discovering procedure 1s performed asymmetrically.
A Bluetooth device intending to discover other device
nearby 1s termed a discovering device, and listens to dis-
cover devices advertising an advertising event that may be
scanned. A Bluetooth device which may be discovered by
other device and available to be used 1s termed a discover-
able device and positively broadcasts an advertising event
such that 1t may be scanned by other device through an
advertising (broadcast) physical channel.

Both the discovering device and the discoverable device
may have already been connected with other Bluetooth
devices 1n a piconet.

Connecting Procedure

A connecting procedure 1s asymmetrical, and requests
that, while a specific Bluetooth device 1s performing an
advertising procedure, another Bluetooth device should per-
form a scanning procedure.

That 1s, an advertising procedure may be aimed, and as a
result, only one device may response to the advertising.
After a connectable advertising event i1s received from an
advertising device, a connecting request may be transmaitted
to the advertising device through an advertising (broadcast)
physical channel to 1nitiate connection.

Hereinatter, operational states, that 1s, an advertising
state, a scanning state, an mnitiating state, and a connection
state, 1n the BLE technology will be brietly described.

Advertising State

A link layer (LL) enters an advertising state according to
an instruction from a host (stack). In a case in which the LL
1s 1n the advertising state, the LL transmits an advertising
packet data umit (PDU) 1n advertising events.

Each of the advertising events include at least one adver-
tising PDU, and the advertising PDU 1s transmitted through
an advertising channel index 1n use. After the advertising
PDU 1s transmitted through an advertising channel index 1n

use, the advertising event may be terminated, or 1n a case in
which the advertising device may need to secure a space for
performing other function, the advertising event may be
terminated earlier.
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Scanning State

The LL enters the scanning state according to an mnstruc-
tion from the host (stack). In the scannming state, the LL
listens to advertising channel 1ndices.

The scanning state includes two types: passive scanning
and active scanning. Fach of the scanming types 1s deter-
mined by the host.

Time for performing scanning or an advertising channel
index are not defined.

During the scanning state, the LL listens to an advertising
channel index 1n a scan window duration. A scan interval 1s
defined as an interval between start points of two continuous
scan windows.

When there 1s no collision 1n scheduling, the LL should
listen 1n order to complete all the scan intervals of the scan
window as instructed by the host. In each scan window, the
LL should scan other advertising channel index. The LL uses
every available advertising channel index.

In the passive scanming, the LL only receives packets and
cannot transmit any packet.

In the active scanning, the LL performs listening 1n order
to be relied on an advertising PDU type for requesting
advertising PDUs and advertising device-related additional
information from the advertising device.

Initiating State

The LL enters the mnitiating state according to an instruc-
tion from the host (stack).

When the LL 1s 1n the mitiating state, the LL performs
listening on advertising channel indices.

During the mitiating state, the LL listens to an advertising
channel index during the scan window interval.

Connection State

When the device performing a connection state, that 1s,
when the mitiating device transmits a CONNECT_REQ
PDU to the advertising device or when the advertising
device recetves a CONNECT_REQ PDU from the imitiating
device, the LL enters a connection state.

It 1s considered that a connection 1s generated after the LL
enters the connection state. However, 1t 1s not necessary to
consider that the connection should be established at a point
in time at which the LL enters the connection state. The only
difference between a newly generated connection and an
already established connection 1s a LL connection supervi-
sion timeout value.

When two devices are connected, the two devices play
different roles.

An LL serving as a master 1s termed a master, and an LL
serving as a slave 1s termed a slave. The master adjusts a
timing ol a connecting event, and the connecting event refers
to a point 1n time at which the master and the slave are
synchronized.

Hereinafter, packets defined 1n an Bluetooth interface wall
be briefly described. BLE devices use packets defined as
follows.

Packet Format

The LL has only one packet format used for both an
advertising channel packet and a data channel packet.

Each packet includes four fields of a preamble, an access
address, a PDU, and a CRC.

When one packet 1s transmitted 1n an advertising physical
channel, the PDU may be an advertising channel PDU, and
when one packet 1s transmitted 1n a data physical channel,

the PDU may be a data channel PDU.
Advertising Channel PDU
An advertising channel PDU has a 16-bit header and

payload having various sizes.
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A PDU type field of the advertising channel PDU
included 1n the heater indicates PDU types defined in Table
1 below.

TABLE 1
PDU Type Packet Name
0000 ADV_IND
0001 ADV_DIRECT_IND
0010 ADV_NONCONN_IND
0011 SCAN_REQ
0100 SCAN_RSP
0101 CONNECT_REQ
0110 ADV_SCAN_IND
0111-1111 Reserved

Advertising PDU

The following advertising channel PDU types are termed
advertising PDUs and used 1n a specific event.
ADV_IND: Connectable undirected advertising event
ADV_DIRECT_IND: Connectable directed advertising
event

ADV NONCONN IND: Unconnectable

advertising event
ADV_SCAN_IND: Scannable undirected advertising

event

The PDUSs are transmitted from the LL 1n an advertising
state, and received by the LL 1n a scanning state or in an
initiating state.

Scanning PDU

The following advertising channel DPU types are termed
scanning PDUs and are used 1n a state described hereinafter.

SCAN_REQ: Transmitted by the LL 1n a scanning state
and received by the LL 1n an advertising state.

SCAN_RSP: Transmitted by the LL in the advertising
state and received by the LL in the scanming state.

Initiating PDU

The following advertising channel PDU type 1s termed an
initiating PDU.

CONNECT_REQ: Transmitted by the LL 1n the nitiating,
state and received by the LL in the advertising state.

Data Channel PDU

The data channel PDU may include a message integrity
check (MIC) field having a 16-bit header and payload
having various sizes.

The procedures, states, and packet formats in the BLE
technology discussed above may be applied to perform the
methods proposed 1n this disclosure.

FIG. 5 illustrates an example of a structure of a GAT'T
(Generic Attribute Profile) of Bluetooth low energy.

Referring to FIG. 5, the structure for exchange of Profile
Data of Bluetooth Low Energy will be described.

In detail, the GATT defines a method for exchanging data
using a service between Bluetooth LE devices and a char-
acteristic.

In general, a peripheral device (for example, a sensor
device) serves as a GAT'T server, and has definition regard-
ing a service and a characteristic.

In order to read or write data, a GAT'T client sends a data
request to the GATIT server, and every operation (transac-
tion) 1s started by the GATT client and a response 1s recerved
from the GAT'T server.

A GATT-based operational structure used in the Bluetooth
LE may be a vertical structure as illustrated in FIG. 5 on the
basis of a profile, a service, and a characteristic.

The profile includes one or more services, and the services
may include one or more characteristics or other services.

undirected
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The service serves to divide data into logical umts and
may include one or more characteristics or other services,
cach of the services has a 16-bit or 128-bit 1dentifier called
a universal unique identifier (UUID)).

The characteristic 1s the lowermost unit i the GATT-
based operational structure. The characteristic includes only
one data, and has a 16-bit or 128-bit UUID, similar to the
service.

The characteristic 1s defined by values of various types of
information, and 1in order to hold each information, an
attribute may be required for each information. The charac-
teristic may use several continuous attributes.

The attribute has four components and has meanings as
follows.

handle: Address of attribute

Type: Type of attribute

Value: Value of attribute

Permission: Right to access attribute

The present invention proposes a method for acquiring
combination mmformation on a device to be controlled by a
control device through the GAT'T and information related to
controllable operation to control the device.

FIG. 6 shows an example of a method for the connection
procedure of the BLE specification.

A server sends an advertisement message through three
advertisement channels (S6010).

The server may be called an advertiser before a connec-
tion 1s established and may be called a master after the
connection 1s established. Examples of the server include
sensors (€.g., temperature sensors).

Furthermore, the client may be called a scanner before a
connection 1s established and may be called a slave after the
connection 1s established. The client may be a smart phone,
for example.

As described above, Bluetooth communication uses a
total of 40 channels through a frequency of 2.4 GHz. Three
of the 40 channels are advertisement channels, which are
used for exchanging packets to establish a connection in
addition to various advertising packets.

The remaining 37 channels are data channels which are
used for the exchange of data packets after a connection 1s
established.

After recerving the advertisement message, the client may
send a scan request to the server 1n order to obtain additional
data (e.g., a server device name) from the server.

The server sends a scan response, together with the
remaining data, to the client in response to the scan request.

In this case, the scan request and the scan response are one
type of an advertisement packet which may include only
user data of 31 bytes or less.

Therefore, if a data size 1s larger than 31 bytes, but with
large overhead from established connection to send data, the
data 1s divided into two blocks and transmitted twice using
the scan request/scan response.

Next, the client sends, to the server, a connection request
for establishing BLE with the server (56020).

Accordingly, a link layer (L) connection 1s established
between the server and the client.

Thereafter, the server and the client perform a security
establishment procedure.

The security establishment procedure may be construed as
secure simple pairing or may be performed with the secure
simple pairing being included therein.

In other words, the security establishment procedure may
be performed through a phase 1 to a phase 3.

More specifically, a pairing procedure (i.e., the phase 1) 1s
performed between the server and the client (S6030).
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Through the pairing procedure, the client sends a pairing
request to the server, and the server sends a pairing response
to the client.

Through the pairing procedure, authentication require-
ments and input (I)/output (O) capabilities and Key Size
information are sent and received between the devices.
Through the information, which key generation method 1s to
be used 1n Phase 2 1s determined.

Next, in the phase 2, a legacy pairing or secure connection
1s performed between the server and the client (S6040).

In Phase 2, A 128-bit temporary key and a 128-bit short
term key (STK) for performing the legacy pairing are
generated.

Temporary Key: Key made for creating the STK

Short Term Key(STK): Key value used for making
encrypted connection between devices

When the secure connection 1s performed 1n Phase 2, a
128-bit long term key (LTK) 1s generated.

Long Term Key(LTK): Key value used even 1in later
connection 1n addition to encrypted connection between the
devices

In the SSP phase 3, a key distribution procedure 1s
performed between the server and the client (S6050).

Through the phases, a secure connection 1s established
between the server and the client, and encrypted data may be
transmitted and received.

FIG. 7 1llustrates a method for controlling other device by
using a control device to which the present invention may be
applied.

As shown 1n FIG. 7, a controller 500 1s needed to control
the operation between a first device 300 and a second device
400, and the third device 500 needs a new control protocol
to control association between the first 300 and the second
device 400.

At this time, the controller 500 has to know the informa-
tion of the devices (for example, interface information and
service information) to control the operation of the devices.

Also, 1n a Bluetooth connection, after devices are con-
nected to each other, a search 1s conducted to determine
which service (application) 1s provided by an actual device.

The aforementioned procedure 1s conducted so because
the Bluetooth SIG seeks standardization of various applica-
tions diflerently from other connection technologies, and the
same Bluetooth device 1s thus unable to interpret received
data 1f a different application 1s employed for the device,
thereby being unable to provide a service even i data are
transmitted and received.

Therefore, after forming a Bluetooth connection, devices
have to figure out a service being provided.

However, since the current search method employed by
the Bluetooth standard provides only server-based informa-
tion, the controller, which 1s a third device, 1s unable to
discover a device performing the role of a client 1n a specific
service. Therelore, 1n case the controller connects Bluetooth
devices, the controller 1s unable to determine which service
1s being provided.

Also, 1n case a client connects one-to-one to a server, the
client has no other way to know whether server data has
changed. Therefore, to check the changed data, the initial
characteristic and service discovery procedure has to be
performed again.

Therefore, to solve the techmical problem above, the
present invention provides a method for a controller to
discover a device performing the role of a client and a
method for a client to check and receive only the changed
data 1n the event of a change of server data.
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FIGS. 8 and 9 illustrate one example of a profile structure
for providing a service for controlling a device to which the
present mvention may be applied.

Referring to FIGS. 8 and 9, a service for a control device
to control other devices may be included in the profile of
other services or may be defined in a separate profile.

In what follows, the service for the control device to
control other devices according to the present invention 1s
called an easy pairing service.

The controller 500 controlling devices may control other
devices through the easy pairing service. For example, the
controller 500 may control operations related to association
between a first device 300 and a second device 400 (for
example, connection, pairing, or bonding) through an easy
pairing service.

At this time, the easy pairing service may be included 1n
the profile of other service as 1llustrated 1n FIG. 8 or may be
defined by a separate profile as 1llustrated 1n FIG. 9.

As shown 1n FIG. 8, suppose the easy pairing service 1s
not defined 1n a separate profile but included 1n the profile of
a specific service. An example of such as case 1s when the
casy pairing service 1s defined as a secondary service (or as
an included service) related to other primary service. In this
case, operation ol one application may be described 1n a
convenient manner.

However, the easy pairing service may not cover the
service based on a profile not including the easy pairing
service and requires a clear definition for each individual
device.

Furthermore, as shown 1n FIG. 9, suppose an easy pairing
service 1s defined 1n a separate profile (for example, 1n case
the easy pairing service 1s not related to other primary
service but defined as an independent primary service or
secondary service (or mcluded service)). Then the server-
client structure may still be compatible at the profile level,
and the easy pairing service may be expanded to include
other profiles.

FIG. 10 1llustrates one example of a structure of service
information representing a service for controlling a device to
which the present mmvention may be applied.

Referring to FIG. 10, as illustrated in FIG. 9, the easy
pairing service may be defined as a primary service or an
included service.

In case the easy pairing service 1s defined as a primary
service, the following characteristics may be supported.

It has the Supported Client List which should include
same UUID of Targetl’s Supported Primary Service as
the Client function.

The Supported Client List 1s used to match the common
service capabilities between Targets by the Connection
Manager.

If the easy pairing service 1s defined as an included service
of a specific service defined as a primary service, the specific
service related to the easy pairing service may be searched
for through the characteristics shown 1n FIG. 10.

The characteristics shown in FIG. 10 are intended to
recognize the miormation of a primary service of the easy
pairing service and may comprise a Service Type field,
Primary Service UUID, and Security Requirements field.

At this time, properties of the characteristics shown 1n
FIG. 10 and the respective fields are described as follows.

Properties: Read Characteristic Value

Service Type: indicate the type (or length) of the followed
Primary Service UUID

0x01: 16 bits UUID

0x02: 32 bits UUID
0x03: 128 bits UUID
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Primary Service UUID: indicate the Primary Service
UUID 1including Easy Pairing Service. Its length depends on
the value of Service UUID

Security Requirements: indicate the Security Require-
ments of for Primary Service

0x01: unauthenticated without encryption, no pairing

0x02: unauthenticated with encryption, Just Works Pair-
ing without Connection Manager

0x03: authenticated with encryption, Secure Connection
via Connection Manager.

FIGS. 11 and 12 are flow diagrams 1llustrating a method
for searching for information of a Primary Service to which
the present invention may be applied.

Referring to FIGS. 11 and 12, the client may discover
primary services ol the server.

Once the primary services are discovered, additional
information about the primary services can be accessed
using other procedures, including characteristic discovery
and relationship discovery to find other related primary and
secondary services.

FIG. 11 1s a flow diagram illustrating one example of a
method for the client to discover all of the primary services
of the server.

Referring to FI1G. 11, this sub-procedure 1s used by a client
to discover all the primary services on a server.

The Attribute Protocol Read By Group Type Request shall
be used with the Attribute Type parameter set to the UUID
for «Primary Service».

The Starting Handle shall be set to O0x0001 and the Ending
Handle shall be set to OXFFFF.

Two possible responses can be sent from the server for the
Read By Group Type Request: Read By Group Type
Response and Error Response.

Error Response 1s returned 1f an error occurred on the
Server.

Read By Group Type Response returns a list of Attribute
Handle, End Group Handle, and Attribute Value tuples
corresponding to the services supported by the server.

Each Attribute Value contained in the response is the
Service UUID of a service supported by the server. The
Attribute Handle 1s the handle for the service declaration.

The End Group Handle 1s the handle of the last attribute
within the service definition. The End Group Handle of the
last service 1n a device can be OxFFFF.

The Read By Group Type Request shall be called again
with the Starting Handle set to one greater than the last End
Group Handle 1n the Read By Group Type Response.

This sub-procedure 1s complete when the Error Response
1s recerved and the Error Code i1s set to «Attribute Not
Found» or when the End Group Handle 1n the Read by Type
Group Response 1s OxFFFF.

It 1s permitted to end the sub-procedure early if a desired
primary service 1s found prior to discovering all the primary
services on the server.

FIG. 12 1s a flow diagram illustrating one example of a
method for the client to discover specific primary services of
the server in case the client knows the UUID (Universal
Unique Identifier) of the services.

Referring to FIG. 12, the specific primary service may
exist multiple times on a server. The primary service being
discovered 1s 1dentified by the service UUID.

The Attribute Protocol Find By Type Value Request shall
be used with the Attribute Type parameter set to the UUID
for «Primary Service» and the Afttribute Value set to the

16-bit Bluetooth UUID or 128-bit UUID for the specific
primary service.
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The Starting Handle shall be set to O0x0001 and the Ending,
Handle shall be set to OxFFFF.

Two possible responses can be sent from the server for the
Find By Type Value Request: Find By Type Value Response
and Error Response.

Error Response 1s returned if an error occurred on the
Server.

Find By Type Value Response returns a list of Attribute
Handle ranges. The Attribute Handle range 1s the starting
handle and the ending handle of the service defimition. The
End Group Handle of the last service in a device can be
OxFFFF. If the Attribute Handle range for the Service UUID
being searched 1s returned and the End Found Handle 1s not
OxFFFE, the Find By Type Value Request may be called
again with the Starting Handle set to one greater than the last
Attribute Handle range in the Find By Type Value Response.

This sub-procedure 1s complete when the Error Response
1s received and the Error Code 1s set to «Attribute Not
Found» or when the End Group Handle 1n the Find By Type
Value Response 1s OXFFFF.

It 1s permitted to end the sub-procedure early 1f a desired
primary service 1s found prior to discovering all the primary
services of the specified service UUID supported on the
Server.

FIG. 13 1s a flow diagram illustrating one example of a
method for searching for information of an included service
related to the primary service.

Referring to FIG. 13, the Attribute Protocol Read By Type
Request shall be used with the Attribute Type parameter set
to the UUID for «Include» The Starting Handle shall be set
to starting handle of the specified service and the Ending
Handle shall be set to the ending handle of the specified
service. It 1s permitted to end the procedure early 1f a desired
included service 1s found prior to discovering all the
included services of the specified service supported on the
Server.

Two possible responses can be sent from the server for the
Read By Type Request: Read By Type Response and Error
Response.

Error Response 1s returned if an error occurred on the
SErver.

Read By Type Response returns a set of Attribute Handle
and Attribute Value pairs corresponding to the included
services 1n the service definition. Each Attribute Value
contained in the response 1s composed of the Attribute
Handle of the included service declaration and the End
Group Handle. If the service UUID 1s a 16-bit Bluetooth
UUID 1t 1s also returned 1n the response. The Read By Type
Request shall be called again with the Starting Handle set to
one greater than the last Attribute Handle in the Read By
lype Response.

The sub-procedure 1s complete when either the Error
Response 1s recetved with the Error Code set to Attribute
Not Found or the Read By Type Response has an Attribute
Handle of the included service declaration that 1s equal to the
Ending Handle of the request.

To get the icluded service UUID when the included
service uses a 128-bit UUID, the Read Request 1s used. The
Attribute Handle for the Read Request i1s the Afttribute
Handle of the included service.

However, since length of data that may be transmitted
through one message 1s limited 1n the Bluetooth LE, all of
the service information may not be transmitted through one
message transmission when the length of service informa-
tion 1s long.

[ikewise, as described with reference to FIGS. 11 to 13,
it takes a long time to search for a service due to the
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step-wise service discovery, and because of different UUID
lengths among services (for example, 16 bit, 32 bit, and 128
bit), services may not be searched continuously.

Further, when there 1s a change of the service such as data
addition and deletion of the service, deletion of the service
and/or addition of a new service, 1f a client characteristic
configuration 1s not performed, the change of the service
may not be indicated through a service Changed 1ndication
function.

Further, since the client may not know which function the
server may perform in an actual profile, when a specific
function may not be performed between the client and the
server, there 1s a problem 1n that a delay occurs 1n providing,
the service by switching to an executable function.

In addition, since there 1s no method 1n which the client
may acquire information on various procedures imple-
mented for each service, a compatibility problem occurs.

Accordingly, the present invention provides a method for
transmitting and receiving, when a length of service infor-
mation 1s large, the service imformation and a method
capable of immediately discovering a specific service, 1n
order to solve such a problem.

Further, the present invention proposes a method in which
even when services have different UUID lengths, the service
may be consecutively discovered and when data of the
service 1s changed, the change 1n data may be recognized.

Furthermore, the present invention proposes a method for
recognizing the function implemented between the client
and the server in order to discover the service and the
characteristic.

FIG. 14 1s a flow diagram illustrating one example of a
method for a controller to obtain service information of
devices according to the present invention.

Referring to FIG. 14, the controller may obtain informa-
tion of services 1n which each individual device operates as
a client or a server and control devices operating as a client
Or a server 1n a speciiic service to form a connection to each
other 1n the specific service.

More specifically, a first device 300 transmits an adver-
t1sing message 1n the advertising channel so that neighboring
devices may search for the first device 300, S14010.

At this time, the advertisement message may include
information of services that are supported by the first device
300.

If advertising time 1s provided according to a predeter-
mined setting or 1s not configured, the first device 300 may
transmit an advertising message continuously.

The controller 500 may discover the first device 300 1n
case the advertising channel receirves the advertising mes-
sage that 1s transmitted by the first device 300.

I1 1t 1s found that the first device 300 1s the device to which
the controller attempts to form a connection (for example, 1f
the first device 300 provides the easy pairing service), the
controller 500 which has discovered the first device 300
transmits a connection request message to the first device
300 to form a Bluetooth LE connection to the first device
300, S14020.

Afterwards, the controller 500 may search for a device to
form a Bluetooth LE connection to the first device 300.

To search for a device supporting Bluetooth LE, the
controller 500 may receive the advertising message trans-
mitted through advertising channels. I receiving an adver-
tising message transmitted through the advertising channel
from a second device 400, the controller 300 may discover
the second device 400, S14030.

If 1t 1s found that the second device 400 1s the device to
which the controller attempts to form a connection (for
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example, 1f the second device 400 provides the easy pairing
service), the controller 500 which has discovered the second
device 400 transmits a connection request message to the
second device 400 to form a Bluetooth LE connection to the

second device 400, S14040. 5

Afterwards, to connect the first device 300 to the second
device 400, the controller 500 has to figure out which role
cach of the two devices performs 1n a specific service.

In other words, if both of the first 300 and the second
device 400 1s incapable of performing the role of a client or 10
a server 1n the specific service, the specific service may not
be provided even 11 the controller 500 connects the first 300
and the second device 400 to each other.

Therefore, the controller 500 transmits to the first device
300 a Read Request message or Read By Type Request 15
message requesting information of characteristics related to
at least one service 1n which the first device 300 performs the
role of a client $14050.

In what follows, the characteristic related to at least one
service operating as a client according to the present mnven- 20
tion 1s called Client List Characteristic, and the information
included in the Client List Characteristic 1s called Client List
Characteristic Information (or first characteristic informa-
tion).

In case the controller 500 does not know the handle value 25
of the characteristic in the S14030 step, the Read By Type
Request message including the UUID of the characteristic 1s
transmitted to the first device 300; in case the controller 500
knows the handle value of the characteristic, a Read Request
message including the handle value 1s transmuitted. 30

At this time, 1 case the Read By Type message 1s
transmitted, the Read By Type Request message may
include the UUID of the characteristic, Starting Handle
number from which reading 1s started, and Ending Handle
number at which reading i1s terminated. 35

The first device 300 which has recerved the Read By Type
Request message or Read Request message from the con-
troller 500 transmits to the controller 500 a Read By Type
Response message or Read Response message including
Client List Characteristic information S14060. 40

At this time, the Read By Type Response message may
include a data list of the characteristic and length values of
the data.

The controller 500, which has obtained from the first
device 300 information of at least one service in which the 45
first device 300 may operate as a client, transmits to the
second device 400 a Read Request message or Read By
Type Request message to check whether there exist services
in which the second device 400 may operate as a server
S514070. 50

In other words, the controller 500 transmits to the second
device 400 a Read Request message or Read By Type
message requesting information of characteristics related to
at least one service 1n which the second device 400 operates
as a server. 55

In what follows, the characteristic related to at least one
service operating as a server according to the present inven-
tion 1s called Server List Characteristic, and the information
included 1n the Server List Characteristic 1s called Server
List Characteristic Information (or second characteristic 60
information).

In case the controller 500 does not know the handle value
of the characteristic 1n the S14070 step, the Read By Type
Request message including the UUID of the characteristic 1s
transmitted to the first device 300; in case the controller 500 65
knows the handle value of the characteristic, a Read Request
message mcluding the handle value 1s transmaitted.
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At this time, 1n case the Read By Type message 1s
transmitted, the Read By Type Request message may
include the UUID of the characteristic, Starting Handle
number from which reading 1s started, and Ending Handle
number at which reading i1s terminated.

The second device 400 which has received the Read By
Type Request message or Read Request message from the
controller 500 transmits to the controller 500 a Read By
Type Response message or Read Response message includ-
ing Server List Characteristic information S14080.

At this time, the Read By Type Response message may
include a data list of the characteristic and length values of
the data.

The controller 500 may obtain information of services in
which the first device 300 operates as a client through the
514050 and S14060 steps and information of services in
which the second device 400 operates as a server through the
S14070 and S14080 steps.

In case the first device 300 operates as a client and the
second device operates as a server 1n a specific service, the
controller 500 may connect the first 300 and the second
device 400 through a Bluetooth LE connection, and the first
300 and the second device 400 may provide the specific
service aiter the Bluetooth LE connection 1s formed.

By using the method described above, the controller 500
may obtain information of services i which a device
performs a specific role and control a connection to be
formed according to the roles of the respective devices on
the basis of the obtained service information.

FIGS. 15 to 17 illustrate one example of characteristics
related to a service wherein a device operates as a client
according to the present ivention.

Referring to FIGS. 15 to 17, the Client List characteristic
described in FIG. 14 includes information of each service
according to the number of bits comprising the UUID.

More specifically, the Client List characteristic may pro-
vide list information of all of the client functions that a
device provides. For example, the Client List characteristic
may provide mnformation about the functions defined as a
primary service and information about the functions defined
as an Included service.

The controller 500 may check the client function that a
device provides by reading the Client List characteristic
through the Read Request message.

Also, a device system has to write the Client List char-
acteristic, and an external device (for example, an unauthen-
ticated device) 1s not allowed to write the Client List
characteristic values.

The 16 bit UUID list field, 32 bit UUID list field, and 128
bit UUID list field of the Client List characteristic may
provide information continuously 1n their default units of 16,
32, and 128 bits, respectively.

The Client List characteristic may be provided as the
characteristic of the easy pairing service or as the default
characteristic of the GATT profile.

If the controller 500 uses the Read Request By UUID
procedure, a data request may be immediately 1ssued with-
out involving Characteristic Discovery.

As shown 1n FIG. 15, the Client List characteristic may
include the following fields.

Client List Information: UUID information of a service

operating as a client included 1n the characteristic

Num Of 16 bit UUID List: the number of 16 bit UUID

information

16 bit UUID List: list of 16 bit UUID information

Num Of 32 bit UUID List: the number of 32 bit UUID

information
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32 bit UUID List: list of 32 bit UUID information

Num Of 128 bit UUID List: the number of 128 bit UUID

information

128 bit UUID List: list of 128 bit UUID 1nformation

The Chient List characteristic shown 1n FIG. 135 includes
all of the information of services 1n which a device operates
as a client according to the bit format defined for the
respective fields.

FIG. 16 1llustrates one example of a Client List charac-
teristic different from that of FIG. 15.

As shown 1n FIG. 16, the Client List characteristic may be
composed to have a different characteristic according to the
number of bits employed.

In other words, information of services having a UUID
value mm 16 bits may be composed as one characteristic,
information of services having a UUID value 1n 32 bits may
form another characteristic, and information of services
having a UUID value 1n 128 bits may form a yet another
characteristic.

If the characteristics of FIG. 16 are used, characteristic
values may be read separately according to their bit formats,
leading to reduction of the size of the related message.

The structure of the characteristic shown in FIG. 16 may
be used for the structure of the Server List characteristic
illustrated in FIG. 14.

FIG. 17 1llustrates one example of Client List Information
included in the Client List characteristic of FIG. 18.

The Client List Information provides UUID information
ol a service operating as a client, which 1s included in the
characteristic as described above. In other words, the Client
List Information indicates existence of the UUIDs 1n the

respective bit formats.
The 0-th bit of FIG. 17(a) indicates existence of the 16 bt

UUID, 1st bit indicates existence of the 32 bit UUID, and
2nd bit indicates existence of the 128 bit UUID.

For example, 1n case the 0-th bit of FIG. 17(a) 1s 1, 16 bat
UUID information exists, and Num of 16 bit UUID List and
16 bit UUID List fields exist. However, 1t the O-th bit 1s O,
the 16 bit UUID information does not exist, and the Client
List characteristic does not include the Num of 16 bit UUID
List and 16 bit UUID List fields.

Similarly, 1n case the 1st bit 1, 32 bit UUID information
exists, and Num of 32 bit UUID Laist and 32 bit UUID List
fields exist. However, 1f the 1st bit 1s 0, the 32 bit UUID
information does not exist, and the Client List characteristic
does not include the Num of 32 bit UUID List and 32 bit
UUID List fields.

Likewise, 1n case the 2nd bit 1, 128 bit UUID information
exists, and Num of 128 bit UUID List and 128 bit UUID List
fields exist. However, it the 2nd bit 1s 0, the 128 bit UUID
information does not exist, and the Client List characteristic
does not include the Num of 128 bit UUID List and 128 bt
UUID List fields.

FIG. 17(b) illustrates another structure of the Client List
Information field.

Each bit shown 1n FIG. 17(d) 1s defined as follows.

O-th bit: 1n case 1t 1s 1, 16 bit UUID information exists,
and the Client List characteristic includes Num of 16
bit UUID List and 16 bit UUID List fields. However, 1f
the 0-th bit 1s O, the 16 bit UUID information does not
exist, and the Client List characteristic does not include
the Num of 16 bit UUID List and 16 bit UUID List
fields.

Ist bit: in case 1t 1s 1, 32 bit UUID information exists, and
the Client List characteristic includes Num of 32 bat
UUID List and 32 bit UUID List fields. However, 1f the
1st bit 1s 0, the 32 bit UUID information does not exist,
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and the Client List characteristic does not include the
Num of 32 bit UUID List and 32 bit UUID List fields.

2nd bit: 1n case 1t 1s 1, 128 bit UUID information exists,
and the Client List characteristic includes Num of 128
bit UUID List and 128 bit UUID List fields. However,
if the 2nd bit 1s O, the 128 bit UUID information does
not exist, and the Client List characteristic does not
include the Num of 128 bit UUID List and 128 bait
UUID List fields.

Sth bit: 1n case 1t 1s 1, 1t indicates that 16 bit UUID exists,
but list information of the entire services 1s not pro-
vided. Therefore, information of services to which 16
bit UUIDs are allocated may be obtained by requesting
additional information.

6th bit: 1n case 1t 1s 1, 1t indicates that 32 bit UUID exists,
but list information of the entire services 1s not pro-
vided. Therefore, information of services to which 32
b1t UUIDs are allocated may be obtained by requesting
additional information.

7th bit: 1n case 1t 1s 1, 1t indicates that 128 bit UUID exists,
but list information of the entire services 1s not pro-
vided. Therefore, information of services to which 128
bit UUIDs are allocated may be obtained by requesting
additional information.

FIG. 17(c) 1llustrates a yet another structure of the Client

List Information field.

Each bit shown 1 FIG. 17(c¢) 1s defined as follows.

16 bit UUID List:

0b00: 16 bit UUID List information does not exist

0b01: complete 16 bit UUID information 1s provided

Ob10: incomplete 16 bit UUID information 1s provided. In

case additional information 1s requested, additional infor-
mation may be provided.

Ob11: mncomplete 16 bit UUID information 1s provided,

but additional information 1s not provided

32 bit UUID List:

0b00: 32 bit UUID List information does not exist

0b01: complete 32 bit UUID information 1s provided

0Ob10: mmcomplete 32 bit UUID information 1s provided. In
case additional information 1s requested, additional infor-
mation may be provided.

Ob11: mncomplete 32 bit UUID information 1s provided,
but additional information 1s not provided

128 bit UUID List:

0b00: 128 bit UUID List information does not exist

0b01: complete 128 bit UUID information 1s provided

Ob10: incomplete 128 bit UUID information 1s provided.
In case additional information is requested, additional 1nfor-
mation may be provided.

Ob11: mncomplete 128 bit UUID information 1s provided,
but additional information 1s not provided

FIG. 18 1llustrates one example of characteristic related to
a service wherein a device operates as a server according to
the present mnvention.

FIG. 18(a) 1llustrates one example of a Server List char-
acteristic related to at least one service in which the device
described with reference to FI1G. 14 operates as a server, and
FIG. 18(b) illustrates one example of a field included in the
Server List characteristic.

Referring to FIG. 18(a), the Server List characteristic
described with reference to FI1G. 14 includes information of
cach service according to the bit format of UUID.

More specifically, the Server List characteristic may pro-
vide list mnformation of all of the server functions that a
device provides. For example, the Server List characteristic
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may provide information about the functions defined as a
primary service and information about the functions defined
as an Included service.

The controller 500 may check the server tunction that a
device provides by reading the Server List characteristic
through the Read Request message.

Also, a device system has to write the Server List char-
acteristic, and an external device (for example, an unauthen-
ticated device) 1s not allowed to write the Server List
characteristic values.

The 16 bit UUID list field, 32 bit UUID list field, and 128
bit UUID list field of the Server List characteristic may
provide information continuously 1n their default units of 16,
32, and 128 bits, respectively.

The Server List characteristic may be provided as the
characteristic of the easy pairing service or as the default
characteristic of the GAT'T profile.

If the controller 500 uses the Read Request By UUID
procedure, a data request may be immediately 1ssued with-
out involving Characteristic Discovery.

As shown 1n FIG. 18(a), the Server List characteristic
may include the following fields.

Server List Information: UUID imformation of a service

operating as a server included 1n the characteristic

Num Of 16 bit UUID List: the number of 16 bit UUID

information

Num Of 32 bit UUID List: the number of 32 bit UUID

information

32 bit UUID Last: list of 32 bit UUID information

Num Of 128 bit UUID List: the number of 128 bit UUID

information

128 bit UUID List: list of 128 bit UUID information

The Server List characteristic shown i FIG. 18(a)
includes all of the information of services in which a device
operates as a client according to the bit format defined for
the respective fields.

In another embodiment of the present invention, 1n addi-
tion to the structure shown in FIG. 18(a), the Server List
characteristic may be composed to have a diflerent charac-
teristic according to the number of bits employed as shown
in FIG. 16.

FIG. 18(d) 1llustrates one example of Server List Infor-
mation included in the Server List characteristic shown in
FIG. 18(a).

The Server List Information provides UUID information
ol a service operating as a server, which 1s included 1n the
characteristic as described above. In other words, the Server
List Information indicates existence of the UUIDs in the
respective bit formats.

The 0-th bit of FIG. 18(5) indicates existence of the 16 bit
UUID, 1st bit indicates existence of the 32 bit UUID, and
2nd bit indicates existence of the 128 bit UUID.

For example, 1n case the O-th bit of FIG. 18(5) 1s 1, 16 bat
UUID information exists, and Num of 16 bit UUID List and
16 bit UUID List fields exist. However, it the 0-th bit 1s O,
the 16 bit UUID information does not exist, and the client
L1st characteristic does not include the Num of 16 bit UUID
List and 16 bit UUID Laist fields.

Similarly, in case the 1st bit 1, 32 bit UUID information
exists, and Num of 32 bit UUID List and 32 bit UUID List
fields exist. However, if the 1st bit 1s O, the 32 bit UUID
information does not exist, and the client List characteristic
does not 1include the Num of 32 bit UUID List and 32 bit
UUID List fields.

[ikewise, in case the 2nd bit 1, 128 bit UUID information
exists, and Num of 128 bit UUID List and 128 bit UUID List
fields exist. However, if the 2nd bit 1s 0, the 128 bit UUID
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information does not exist, and the client List characteristic
does not include the Num of 128 bit UUID List and 128 bit

UUID List fields.

Also, 1n another embodiment of the present invention,
Server List Information may have the same structure as that
of FIG. 17(d) or (¢).

FIG. 19 1llustrates one example of a method for transmit-
ting and receiving speciiic information through a plurality of
messages 1 the specific information exceeds a predeter-
mined size according to the present invention.

Referring to FIG. 19, in case the length of specific
information 1s longer than a predetermined length, the
specific information may be transmitted after being divided
by a predetermined length.

First, the S19010 and S19020 steps are the same as the
514010 and S14020 steps, descriptions thereof will be
omitted.

The controller 500, which has formed a Bluetooth LE
connection to the first device 300, transmits to the first
device 300 a Read By Type Request message or Read
Request Message requesting information of the Client List
characteristic related to at least one service in which the first
device 300 operates as a client S19030.

In case the controller 500 transmits a Read By Type
message, the Read By Type Request message may include
UUID of the Client List characteristic.

If the length of information of the Client List character-
1stic 1s longer than a predetermined length (for example, 1n
case the length 1s longer than the length that a message may
accommodate), the first device 300 1s unable to transmit the
information of the Client List characteristic to the controller
500 by including the information in the Read By Type
Response message.

Therefore, the first device 300 transmaits to the controller
500 error information describing the cause of not being able
to transmit the characteristic information to the controller
500 and an error response message including the handle
information of the Client List characteristic S19040.

At this time, the error information may indicate that the
length of the characteristic information 1s longer than a
predetermined length and thus the characteristic information
may not be transmitted through the Read By Type Response
message.

To recerve the information of the Client List characteristic
in parts formed by dividing the characteristic information by
a predetermined length, the controller 500 transmits handle
information included in the error message and a Read Blob

Request message including an oflset to the first device 300,
S19050.

At this time, the first oflset value included in the Read
Blob Request message 1s O.

The first device 300 includes data of the handle informa-
tion requested through the Read Blob Request message in
the Read Blob Response message. The data of the handle
information starts from the oflset position in the Read Blob
Response message. The first device 300 then transmits the
Read Blob Response message to the controller 500, S19060.

At this time, the length of information that the first device
300 may transmit through the Read Blob Response message
1s the same as the ATT MTU value.

Afterwards, the controller 500 transmits a Read Blob
Request message to the first device 300 to request addition-
ally the mformation to receive the remaining information
S19070.

At this time, the offset included 1n the Read Blob Request
message transmitted at the S19070 step represents the posi-
tion of data to receive by taking into account the length of
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information that the controller 500 actually receives (for
example, 1n case the controller 500 receives 50 bytes, the
oflset becomes 31).

The first device 300 transmits the Read Blob Response
message to the controller 500. The Read Blob Response
message includes the information, the length of which 1s

indicated by AT'T_MTU. The offset value specifies the start
position of the information in the Read Blob Response
message S19080.

By using the method described above, the controller 500
may receive characteristic information over several trans-
missions even 1i the size of the characteristic information 1s

larger than a predetermined value.
FIGS. 20 and 21 illustrate one example of a characteristic

related to a service structure according to the present inven-

tion.

Referring to FIGS. 20 and 21, a device obtains informa-
tion of a characteristic representing the structure of services
that the other device may provide. From the obtained
information, the device may obtain information of primary
services of the other device and information of Included
services related to the primary services.

In what follows, the characteristic representing the struc-
ture of services 1s called Structure Information characteris-
tic.

More specifically, the Structure Information characteristic
may include structure information of all of the services that
a device may provide.

The controller 500 transmits a Read Request message to
the first 300 or second device 400. And the controller 500
may obtain characteristic information (second characteristic
information) of the Structure Information characteristic
included 1n the Read Response message transmitted from the
first 300 or second device 400.

The controller 500 may check at once the client function
or server function that the first 300 or second device 400
may provide through the information of the Structure Infor-
mation characteristic obtained from the first 300 or second
device 400.

A device system has to write the Structure Information
characteristic, and an external device (for example, an
unauthenticated device) 1s not allowed to write the Structure
Information characteristic values.

As shown 1n FIG. 20(a), the Structure Information char-
acteristic may include the following fields.

# of Primary Service: the number of Primary Services

Length of Primary Service: a field representing the length

of a Primary Service. This field represents the length of

information ranging from Primary Servicel Type to a

plurality of Included services as shown below.

Information of one Primary Service (Primary Servicel
Type, Primary Servicel UUID, Start handle, End
Handle)

Information of a plurality of Included Services (Length
of Included Service, Included Servicel type,
Included Service UUID, Start Handle, End Handle)

In the case of multiple pieces of information about
Included Services, the corresponding information 1s
repeated.

Primary Service Type: UUID type of Primary Service.

Primary Service UUID: UUID of Primary Service (16

bi1t/32 bit/128 bits).

Start Handle of Primary Servicel: start handle of Primary

Service

End Handle of Primary Servicel: end handle of Primary

Service
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Length of Included Servicel: represents the length of
Included Service, indicating the length extending from
Included Service Type to End handle.
Included Servicel Type: UUID type of Included Service
1.

Included Service UUID: UUID (16 bit/32 bit/128 bits) of
Included Service

Start Handle of Included Service: start handle of Included
Service

End Handle of Included Servicel: end handle of Included
Servicel

In case the value of # of Primary Service 1s larger than 1,
the fields ranging from the Length of Primary Service field
of FIG. 19 to the End Handle of Included Service field may
be repeated as many times as the value of # of Primary
Service.

FIG. 21 1llustrates one example of the Structure Informa-
tion characteristic 1n case the value of # of Primary Service
1s 2 (two primary services are provided).

FIG. 20(b) 1llustrates one example of Primary Service
Type field or Included Service Type field of the Structure
Information characteristic.

Each bit 1n FIG. 20(b) 1s defined as follows.

7th bit: service type indicating whether a service 1s
Primary service or Included service. For example, ObO
indicates a Primary service, while Obl 1ndicates an Included
service.

6th bit: indicates a change in the information of a service,
the type of which i1s determined from the 7th bit. For
example, Ob0 indicates that no change has occurred, while
Obl indicates existence of a change.

1st bit and Oth bit: 1indicates the number of bits for the
UUID of a service, the type of which is determined from the

7th bit. For example, Ob10 indicates a list of 128 bit UUIDs,
Ob0O1 1ndicates a list of 32 bit UUIDs, and 0b00 1ndicates a
list of 16 bit UUID:s.

By reading the 7th and 6th bit, the controller or client may
know which service mformation has changed and may read
again only the service information that has changed.

For example, 1n case the 7th bit 1s Ob0, and the 6th bit 1s
Ob1l, the controller 500 or client may know that the primary
service 1nformation has changed and may obtain the
changed information by reading the information of the
corresponding service again from the start handle to the end
handle.

In another embodiment of the present invention, from the
hash value of each characteristic, the controller 500 or client
may know that the corresponding characteristic value has
changed.

For example, 1n case the hash value of a specific charac-
teristic increases or decreases, the controller 500 or client
may recognize that the mformation of the specific charac-
teristic has changed. By reading the information of the
corresponding characteristic again, the controller 500 or
client may obtain the changed information.

By using the method described above, 1n case only the
information of a specific service 1s changed, the changed
service 1nformation may be figured out without going
through the service discovery procedure again from the start,
thereby avoiding unnecessarily performing the procedure
again.

FIG. 22 1s a flow diagram illustrating one example of a
method for transmlttmg and receiving information of a
changed service in case information related to a service
changes according to the present invention.

Referring to FIG. 22, in case mformation of a specific
service 1s changed, a device may recognize the information
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change of the specific service by reading the characteristic
representing the information. The device may request and
receive the mformation of the changed service.

First, since the S22010 and S22020 steps are the same as
the S14010 and S14020 steps of FIG. 14, descriptions
thereof will be omutted.

The controller 500 forms a Bluetooth LE connection to
the first device 300. To know the structure of all of the
services 1n which the first device 300 operates as a client, the
controller 500 transmits a Read By Type Request message to
the first device 300, S22030. The controller 500 uses the
Read By Type Request message to request reading of the
Structure Information characteristic that represents the
structure of the services described with reference to FIG. 20.

At this time, the Read By Type Request message may
include the UUID of the Structure Information characteris-
tic.

In case the information of the Structure Information
characteristic may be transmitted through the Read By Type
Response message, the first device 300 transmits the Read
By Type Response message including the information of the
Structure Information characteristic to the controller 500,
522040.

However, 1n case the information of the Structure Infor-
mation characteristic may not be transmitted through the
Read By Type Response message, the information of the
Structure Information characteristic may be transmitted to
the controller 500 by using the method described with
reference to FIG. 19.

The controller 500, which has received the characteristic
information from the first device 300, may recognize
whether the information of the Primary service or Included
service of the first device 300 has changed through the
Service Type field described with reference to FIG. 20(b)
S522050.

It the Service Type field indicates that information of a
specific service has changed, the controller 500 may trans-
mit the Read Blob Request message to the first device 300
to request information of the changed service S22060.

At this time, the Read Blob Request message may include
the handle value of the changed characteristic and the oflset
value representing the position of the changed data.

The first device 300 transmits the data of the changed
characteristic to the controller 500 through the Read Blob
Response message S22060. AT'T_MTU specifies the length
of the data, and the offset specifies the start position of the
data in the Read Blob Response message.

By using the method above, the controller 500 may
recognize which service information has changed and may
receive only the changed data.

FIG. 23 1s a flow diagram illustrating a method for
transmitting and receiving additional information through a
plurality of messages 1n case characteristic information may
provide additional information according to the present
invention.

Referring to FIG. 23, 1n the presence of additional infor-
mation 1n the characteristic information of the server, the
controller 500 or client may transmit a message requesting
additional information and obtain the additional informa-
tion.

First, since the S23010 and S23020 steps are the same as
the S14010 and S14020 steps, descriptions thereofl will be
omitted.

Afterwards, the controller 500, which has formed a Blu-
etooth LE connection to the first device 300, transmuits to the
first device 300 a Read By Type Request message or Read
Request Message requesting imnformation of the Client List
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characteristic related to at least one service in which the first
device 300 operates as a client S23030.
The first device 300 transmits a Read By Type Response

message including information of the Client List character-
1stic to the controller 500, S23040.

At this time, 1f the structure of the Client List Information
of the Client List characteristic 1s the same as that of FIG.
17(c), the controller 500 may recognize existence of addi-
tional information through the Client List Information field.

If each UUID List 1s O0b0O1 or Obl1l, the controller 500
determines that the first device 300 1s incapable of providing

additional information and terminates the procedure.
However, 1if the UUID List 1s Ob11, the controller 500

determines that the first device 300 has transmitted 1ncom-
plete information.

In other words, the controller 500 determines that the first
device 300 has transmitted only part of the Client List
characteristic and 1s capable of transmitting additional infor-
mation of the Client List characteristic S23050.

The controller 500, which has recogmzed existence of
additional information and the first device’s capability of
transmitting the additional information, may transmit a Read
By Type Request message requesting additional information
to the first device 300 and receive a Read By Type Response
message 1including the additional information from the first
device 300, S23060, S23070.

At this time, the controller 500 may request the additional
information by including the UUID value of the correspond-
ing characteristic in the Read By Type Request message and
transmitting the Read By Type Request message.

Also, the Read By Type Response message may include
the length and data of the attribute having the UUID
included in the Read By Type Request message.

By using the method described above, the controller 500
may determine existence ol additional information 1 a
specific characteristic and the first device’s capability of
providing the additional information and may receive the
additional information.

FIG. 24 1s a flow diagram illustrating one example of a
method for transmitting and receiving changed characteris-
tic information in case characteristic information 1s changed
according to the present invention.

Referring to FIG. 24, in case characteristic information of
a device 1s changed, the device may read a specific charac-
teristic, recognize whether the characteristic information has
changed, and obtain changed characteristic information.

First, since the S24010 and S24020 are the same as the
514010 and S14020 of FIG. 14, descriptions thereof will be
omitted.

The controller 500, which has formed a Bluetooth LE
connection to the first device 300, transmits to the first
device 300 a Read By Type Request message requesting
characteristic information related to change of characteristic
values to check whether the characteristic values of the first
device 300 have changed S24030.

In what follows, the characteristic related to a change of
characteristic value according to the present invention 1s
called Changed Characteristic list Characteristic, and infor-
mation included in the Changed Characteristic list Charac-
teristic 1s called Changed Characteristic list Characteristic
Information.

At this time, a Read By Type Request message may
include the UUID of the Changed Characteristic list Char-
acteristic.

The first device 300 transmuits to the controller 500 a Read
By Type Response message including the length and data of
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the attribute to which the UUID of the Changed Character-
istic list Characteristic 1s allocated $524040.

The controller 500 may determine whether there 1s a
changed characteristic from among the characteristics of the
first device 300 through the value of the Changed Charac-
teristic list Characteristic S24050.

If there 1s a changed characteristic, the controller 500
transmits a Read Request message requesting the value of
the changed characteristic to the first device 300, S24060.

At this time, the Read Request message may include the
handle information of the changed characteristic.

The first device 300 transmits to the controller 500 a Read
Response message including the value of the characteristic
to which a UUID requested by the controller 500 1s allocated
524070.

By using the method described above, the controller 500
may recognize a change of a characteristic of the first device
300 and receive the changed characteristic value.

If more than one characteristic values have changed, the
controller 500 may perform the S24060 and S24070 steps

repeatedly to receive a plurality of changed characteristic
values.

In the present embodiment, characteristics are public
characteristics and may employ specific handle values.

Also, 1n the case of public characteristic, by performing
the Read Long Characteristic Value procedure without
involving the characteristic discovery procedure, the con-
troller may request information easily.

FIGS. 25 and 26 illustrate one example of characteristics
related to change of characteristic information according to
the present imvention.

Referring to FIGS. 25 and 26, the Changed Characteristic
list Characteristic described with reference to FIG. 24 may
include information related to the characteristic changed 1n
a device.

More specifically, 1n case the Changed Characteristic list
Characteristic includes changes of characteristics of all of
the changed services in a specific device, the device may
include only one Changed Characteristic list Characteristic.

However, in case the Changed Characteristic list Charac-
teristic provides changed characteristics of the respective
services, the Changed Characteristic list Characteristic may
exist for each service.

If the client reads the Changed Characteristic list Char-
acteristic, the client may know the changed characteristic
information in the server and read the information of the
changed characteristic selectively.

Therefore, a client reconnecting to a server may read
changed information of a characteristic without performing
the characteristic discovery again, thereby reducing connec-
tion and data transmission time.

The information of the corresponding characteristic has to
be written for each device or service, and an external device
(for example, an unauthenticated device) 1s not allowed to
write the Structure Information Characteristic values.

FIG. 25(a) 1llustrates one example of the structure of the
Changed Characteristic list Characteristic.

As shown 1n FIG. 25(a), the Changed Characteristic list
Characteristic may include the following fields.

Number Of Changed Characteristic: the number of

changed characteristics

Handle of Characteristic: handle value (position value) of

a characteristic, information of which has changed

Changed Contents: changed contents of a characteristic

If the value of Number Of Changed Characteristic field 1s

larger than one, Handle of Characteristic field and Changed
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Contents field are repeated as many times as the value of the
Number Of Changed Characteristic field.

FIG. 25(b) 1llustrates one example of Changed Contents
field of FIG. 25(a).
If the Oth bit of the Changed Contents field 1s 1°, it

indicates that the value of a characteristic has been changed,

while, 1f the Oth bit 1s ‘0’°, 1t indicates that the value of the
characteristic remains the same.

If the 1st bit 1s 17, 1t indicates that the declaration part of
the characteristic has been changed, while, 1f the 1st bit 1s
‘0’, 1t indicates that the declaration part remains the same as
before.

The Changed Method field indicates addition, removal, or
change of a characteristic. For example, each bit of the

Changed Method field may be defined as follows.
0b00: Added (it indicates that a new characteristic has
been generated. Both of the Oth and 1st bit must have
a value of ‘0°. Also, the client has to newly read the
corresponding value from the server.)
0b01: Deleted (1t indicates that an existing characteristic
has been deleted. Both of the Oth and 1st bit must have
a value of ‘0. Also, the client has to delete the stored
value of the characteristic.)

0b10: Modified (1t indicates that an existing characteristic

has been modified. According to the value of the Oth or
Ist bit, 1t indicates that the corresponding value or
declaration part has been modified. The client has to
newly read the modified value from the server.)

FIG. 26(a) illustrates another example of a structure of
Changed Characteristic list Characteristic.

As shown 1 FIG. 26(a), the Changed Characteristic list
Characteristic may include the following fields.

Number Of Changed Characteristic: the number of

changed characteristics

UUID type: UUID type of a characteristic. It defines the
UUID type of a characteristic included in the next field

(for example, 01 indicates a 16 bit UUID, 02 indicates
a 32 bit UUID, and 03 indicates a 128 bit UUID).

UUID of Characteristic: UUID of a modified character-

1st1C

Changed Contents: changed contents of a characteristic

If the value of Number Of Changed Characteristic field 1s
larger than one, UUID type field, UUID of Characteristic
field, and Changed Contents field are repeated as many times
as the value of the Number Of Changed Characteristic field.

FIG. 26(b) 1llustrates one example of the Changed Con-
tents field of FIG. 26(a), and descriptions thereof will be
omitted since this example 1s the same as that of FIG. 25(5).

Although the method described 1n FIGS. 19 to 26 has
been described with respect to the embodiments employing
the controller 500 and the first device 300 operating as a
client, the method may also be applied to the case employing
the controller 500 and the second device 400 operating as a
SErver.

FIGS. 27 and 28 are diagrams illustrating one example of
a method for recognizing whether services and characteris-
tics are changed and a data format according to the present
invention.

Referring to FIGS. 27 and 28, a client, which 1s a control
device for controlling devices, may recognize and search a
service and a characteristic of a server, which 1s a controlled
device, when the service and the characteristic are changed.

Specifically, when service information of the server i1s
changed or data of the service 1s changed, the client searches
all services through service search and characteristic search
procedures.
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However, even when the service 1s not changed and only
the data of the service 1s changed, 1t 1s methicient to search
all of the services again. Therefore, the client may receive
information indicating each of a change in service and a
change 1n data from the server and search only the changed
service and/or data according to the received information.

Specifically, when the service of the server and the data of
the service are changed, a specific characteristic of the server
may include characteristic values representing the changed
service and data.

Hereinafter, characteristics representing whether the ser-
vice of the server and the data of the service are changed are
referred to as changed information characteristics.

The changed information characteristics may include a

service modification field and a characteristic value modi-
fication field as 1llustrated 1in FIG. 28.

The service modification field as a field representing
whether the service of the server 1s changed represents
addition of a new service, deletion of an existing service, and
addition and deletion of new characteristics of the service.

That 1s, when a value of the service modification field 1s
changed, the client may recognize that the service of the
server 1s changed.

The characteristic value modification as a field represent-
ing whether the data of the service 1s changed represents the
change 1n characteristic value related to the service without
changing the service.

That 1s, when the value of the characteristic value modi-
fication field 1s changed, the client may recognize that the
value of the characteristic related to a specific service 1s
changed.

When the service of the server and/or the value of the
characteristic related to the service are/is changed, the client
may receive, from the server, a message including the
characteristic value of the changed information characteris-
tic.

In this case, the client may transmit a read request
message lor requesting the characteristic value of the
Changed information characteristic to the server and receive
a read response message including the characteristic value of
the Changed information characteristic 1n response thereto.

Alternatively, when the service and/or the value of the
characteristic are/is changed, the server may transmit, to the
client, an indication message including the characteristic
value of the Changed information characteristic.

The client receiving the characteristic value of the
Changed information characteristic from the server deter-
mines whether the service of the server 1s changed based on
the received characteristic value (827020).

When the service 1s changed, the client may perform a
service search procedure and a characteristic search proce-
dure 1n order to search the changed service of the server and
when there 1s a characteristic whose property value 1s
changed, the client may perform a read process to obtain the
changed characteristic value.

However, when the service 1s not changed, the client
determines whether the value of the characteristic related to
the service of the server 1s changed (527040).

When the value of the characteristic 1s changed, the client
reads the value of the changed characteristic to obtain the
characteristic value and when the characteristic value 1s not
changed, the client does not perform the search procedure
and the read procedure.

In another embodiment of the present invention, the
message transmitted 1n step S27010 may include hash values
indicating the service and the characteristic.
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Specifically, the client may receive a message including a
first hash value representing the service of the server and a
second hash value representing the characteristic related to
the service.

The client may determine whether the service and the
characteristic of the server are changed based on the first
hash value and the second hash value and when the service
and the characteristic are changed, the client may perform a
procedure of searching the changed service and/or the
changed characteristic.

For example, when the first hash value 1s different from
the existing value, the client may recognize that the service
of the server represented by the first hash value 1s changed.
In this case, the client performs a procedure for searching the
changed service of the server to search whether the service
represented by the first hash value 1s added, deleted, or
changed.

For example, when the second hash value 1s different from
the existing value, the client may recognize that the char-
acteristic represented by the second hash value 1s changed.
In this case, the client may perform the characteristic search
procedure 1n order to search the changed characteristic and
obtain the value of the changed characteristic through the
read procedure.

Using such a method, the client may obtain the value of
the changed characteristic without searching the entire ser-
vice when only the value of the characteristic 1s changed
without changing the service of the server, thereby reducing
the delay of the search procedure.

FIGS. 29 to 31 are diagrams illustrating one example of
an attribute for recognizing whether services and character-
istics are changed and a data format according to the present
invention.

Referring to FIGS. 29 to 31, a field representing whether
the service and the value of the characteristic are changed
may be added to an attribute to determine whether the
service and the value of the characteristic are changed.

In Bluetooth, the service i1s a specific function or a
collection of data and related operations for performing the
function. In GATT, the service may be defined by a service
definition, and the service definition may include a referred
service, a required characteristic, and an optional character-
1stic.

As the service, there are two types of services: a primary
service and a secondary service. The primary service may be
a service that provides a function that may be basically used
in a device and may be included in other services.

The primary service may be discovered through a primary
service discovery procedure. The secondary service i1s a
service referenced by the primary service or other secondary
SErvices.

Included service 1s a method for referencing another
service defined 1n the server in the defined service.

Include definition may be used at a beginning part of the
service definition to include another service. When Service
definition refers to included service by using include defi-
nition, the entirety of included service definition may

become a part of a new service definition.
All characteristics of included service and included ser-

vice are included the entirety of included service definition.
Included service may exist as an independent service and
includes a service included in another service or not changed
by the mcluded service.
The value of the characteristic 1s a value used in the
service together with attribute and configuration information
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together with information on a method 1n which an accessed
method and an accessed method are represented or
expressed.

In the GAT'T, the characteristic 1s defined by a character-
1stic definition and the characteristic definition may include
a characteristic declaration, a characteristic characteristic,
and a value and may 1nclude a descriptor for describing the
value or an allowed configuration of the server 1n relation to
the characteristic.

FI1G. 29(a) 1llustrates a service definition representing the
service of the server.

The Service Definition should include service declaration
and may 1nclude included definition representing included
service (or secondary service) which 1s a service included
the primary service and characteristic definition representing,
a characteristic including data related to the service.

The Service Definition 1s terminated before next service
declaration or after a maximum property handle value is
reached.

The Service Definition 1s displayed on the server based on
an attribute handle.

All include definitions and characteristic definitions
included 1n the Service Definition may be considered a part
of the service and all included definitions should be posi-
tioned before the characteristic definition just after the
service declaration.

The service definition may include O or more include
definitions. All characteristic definitions may be positioned
immediately after a last include definition following the
service declaration, or the included service may not be
present. The service definition may have O or more charac-
teristic definitions, and there i1s no limit i1n the include
definition or the characteristic definition.

An attribute type of the service declaration 1s an attribute
configured to UUID of <<basic service>> or <<subsidiary
service>>. The attribute value 1s 16-bit Bluetooth UUID or
128-bit UUID of a service known as the UUID.

The client should support both the 16-bit and 128-bit
UUIDs. The client may disregard a service definition with
service UUID which may not be known. The service UUID
which may not be known 1s UUID of a service which 1s not
supported. An attribute authority should be read-only does
not require authentication or authorization. In this case, as
illustrated 1n FIG. 29(b), when the service 1s changed, the
Service Definition may include a specific field for indicating
the change of the service.

Hereinatter, such a field will be referred to as a modified
field.

For example, when a value of the modified field 1s ‘0’ the
value may represent that the service 1s not changed and when
the value of the modified field 1s ‘1’ or a changed value (1
1s added or the value of the modified field 1s changed to a
predetermined value), the value may represent that the
service 1s changed.

FIG. 30(a) 1illustrates one example of the included defi-
nition and FIG. 30(b) illustrates one example of, when the
included service 1s changed, the include definition to which
modified field for representing that the included service 1s

changed 1s added.

When the value of the modified field 1s changed in FIG.
30(d) as 1llustrated 1n FIG. 29(b), the client may recognize
that the secondary service or the included service of the
server 1s changed.

FIG. 31(a) illustrates one example of the characteristic
definition and FIG. 31(b) illustrates one example of, when
the characteristic service 1s changed, the characteristic defi-
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nition to which the modified field for representing that the
characteristic service 1s changed 1s added.

When the value of the modified field 1s changed in FIG.
31(d) as 1llustrated 1 FIG. 29(b), the client may recognize
that the characteristic value of the characteristic related to
the service of the server 1s changed.

FIGS. 32 to 34 are diagrams illustrating one example of
a method for recognizing whether services and characteris-
tics are changed through an attribute according to the present
invention.

Referring to FIGS. 32 to 34, the client may recognize
whether the service of the server 1s changed through the
service definition, the include definition, and the character-
1stic definition of the server.

FIG. 32 illustrates a method for searching whether the
service definition representing the service of the server 1s
changed.

As 1llustrated i FIG. 32, the client may start the service

search procedure 1n order to search the service of the server
(532010).

After the mitiation of the service search procedure, the
client may recognmize whether the service of the server is
changed through whether the service definition of the server
1s changed (532020).

For example, when the service defimition of the server 1s
defined as illustrated 1n FIG. 29(5), the client may recognize
whether the service 1s changed through the modified field of
the service definition.

That 1s, when the value of the modified field 1s changed,
the client may recognize that the service of the server i1s
changed.

When the service definition i1s changed, the client may
perform step S33010 of FIG. 33 i order to determine
whether the include definition i1s changed (532030).

When the service definition 1s not changed, the client
determines that a current service 1s not changed and deter-
mines whether a service definition representing another
service exists (532040).

When another service definition exists, the client may
perform step S32020 again 1n order to check whether to
change another service definition.

However, when another service definition does not exist
any longer, the client determines that another service does
not exist 1n the server any longer and terminates the service
search procedure.

FIG. 33 illustrates a method for searching whether the
include definition representing the included service of the
server 1s changed.

As 1llustrated 1n FIG. 33, when the client determines that
the service defimition 1s changed in FIG. 32, the client
determines whether the include definition 1s changed
(S33010).

For example, when the include definition of the server 1s
defined as illustrated 1n FIG. 30(5), the client may recognize
whether the included service 1s changed through the modi-
fied field of the include definition.

That 1s, when the value of the modified field 1s changed,
the client may recognize that the included service of the
server 15 changed.

When the include defimition 1s changed, the client may
perform step S34010 of FIG. 34 1n order to check whether
the characteristic value of the service 1s changed (533020).

When the include definition 1s not changed, the client
determines that a current included service 1s not changed and
determines whether another included definition representing
another included service exists (S33030).
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When another include definition exists, the client may
perform step S33010 agamn i order to check whether
another include definition 1s changed.

However, when another include definition does not exist
any longer, the client determines that another included
service does not exist 1n the server any longer and performs

step S32040 of FIG. 32 1 order to check whether another
service definition exists (S33040).

FIG. 34 illustrates a method for searching whether the
characteristic definition representing the value of a charac-
teristic related to a specific service of the server 1s changed.

As 1llustrated 1n FIG. 34, when the client determines that
the include definition 1s changed 1n FIG. 33, the client
determines whether the characteristic definition 1s changed

1n order to check the value of the characteristic related to the

service 1s changed (534010).

For example, when the characteristic definition of the
server 1s defined as illustrated 1n FIG. 31(b), the client may
recognize whether the value of the characteristic related to
the specific service 1s changed through the modified field of
the characteristic definition.

That 1s, when the value of the modified field 1s changed,
the client may recognize that the value of the characteristic
related to the specific service 1s changed.

When the characteristic definition 1s changed, the client
may obtain the changed value of the characteristic by
performing the service and the read procedure (534020).

For example, the client may transmit a read request
message for requesting the changed value of the character-
istic to the server and the server may transmit to the client
a read response message mcluding the changed value of the
characteristic 1n response thereto.

When the characteristic definition 1s not changed or the
client obtains the changed value of the characteristic from
the server, the client determines whether the characteristic
definition representing another characteristic related to the
specific service exists (534030).

When another characteristic definition exists, the client
may perform step S34010 again in order to check whether
another characteristic definition 1s changed.

However, when another characteristic definition does not
exist any longer, the client determines that the characteristic
related to the specific service does not exist in the server any
longer and performs step S33030 of FIG. 33 1n order to
check whether another include definition exists (S34040).

Through such a method, the client may recognize whether
the service of the server and the data related to the service
are changed and obtain the changed service and data.

FIGS. 35 to 37 are diagrams illustrating one example of
function information for enhancing compatibility between
devices according to the present mnvention.

Referring to FIGS. 35 to 37, the client and the server
exchange information related to functions which may be
provided to each other, thereby enhancing compatibility.

Specifically, the client may perform Discover All Primary
Services, which 1s a procedure for searching for all services,
and Discover Primary Service by Service, which 1s a pro-
cedure for discovering all services and Discover Primary
Service by Service UUID which 1s a procedure for discov-
ering the Primary Service through the UUID of the service
in order to discover the services of the server.

However, 1n a profile for performing such a discovery
procedure, the client may not recognize what function may
be supported by a real server under a conditional condition.

Therefore, a compatibility problem may occur between
the client and the server and due to the compatibility
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problem, the client requests a function not implemented in
the server and then re-supports the function, and as a result,
a time delay may occur.

In addition, the compatibility problem may occur because
the Bluetooth does not recognize whether the other device
supports various procedures implemented for each service.

Accordingly, the client and the server defines mutually
supported functions as at least one of AT'T feature informa-
tion and GATT feature information, and transmit defined

function information to the other party, thereby enhancing
the compatibility.

For example, the client and the server may respectively
define functions supported thereby as at least one of the ATT
feature information or the GATT {feature information as

illustrated 1 FIG. 35.

In this case, 1n FIG. 35, the ATT Feature may be provided
in an AT'T PDU form and the GAIT Feature may be
provided 1 a GAT Procedure form.

In the ATT Feature and GAIT Feature, each bit may
represent whether each of the client and the server supports
a specific function.

For example, when the value of a specific bit 1n the AT'T
Feature and the GATT Feature 1s ‘0°, the bit value may
represent that the server or the client doe snot support the
function represented by the specific bit and when the value
of the specific bit 1s °1°, the bit value may represent that the
server or the client supports the function represented by the
specific bit.

FIG. 36 1s a diagram 1illustrating one example of a
function represented by each bit of the ATT Feature and FIG.
37 1s a diagram 1illustrating one example of a function
represented by each bit of the GATT Feature.

The function represented by each bit in FIGS. 36 and 37
1s just one example and the function represented by each bit
may be changed.

FIGS. 38 to 39 are flowcharts illustrating one example of
a method for enhancing compatibility between devices
according to the present ivention.

FIG. 38 illustrates one example of a method for recog-
nizing a function implemented 1n the other device through
the ready procedure by the server and the client.

Reterring to FIG. 38, when a GATT connection 1s mitially
by defining the GAT'T Feature representing a supportable
function described 1n FIGS. 34 and 35 as a specific charac-
teristic, the server and the client may recognize the function
supported by the other device by reading the value of the
specific characteristic.

First, since steps S38010 and S38020 are the same as
steps S14010 and S14020 of FIG. 14, a description thereof
will be omatted.

The controller 500 that forms the GATT connection with
the first device 300 transmits Read by type Request message
for requesting the value of the GATT Feature characteristic
to the first device 300 m order to recognize the function
implemented 1n the first device 300 (S38030).

In this case, Read by type Request message may include
UUID for requesting the value of the GATT Feature char-
acteristic.

When the controller knows a handle value of the GATT
Feature characteristic, the controller may request the value
of the GATT Feature characteristic through Read Request
message 1nstead of the Read by type Request message.

In this case, a fixed handle value may be required in order
to request the value of the GATT Feature characteristic
through the Read Request message without performing a
Characteristic Discovery procedure.
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The Read by Type Request message or the Read Request
message may include at least one of the GATT Feature or the
ATT Feature representing the function implemented 1n the
controller 500 1illustrated 1n FIGS. 35 to 37.

The first device 300 transmits to the controller 500 the
Read by type Response message including the value of the
GAT'T Feature characteristic in response to the Read by type
Request message (S38040).

That 1s, the first device 300 may provide to the controller
500 the length and the data value of the attribute having the
UUID included 1n the Read by type Request message.

Thereafter, the controller 500 may discover the primary
service of the server by performing a primary service
discovery procedure based on the function implemented 1n
the first device 300 recognized through the value of the
GATT Feature characteristic (S38050).

That 1s, the controller 5300 may request a primary service
list implemented in the first device 300 through the primary
service discovery procedure and the first device 300 may
transmit the primary service list to the controller 500.

The controller 300 that discovers the primary service of
the first device 300 through the primary service discovery
procedure may perform the characteristic discovery proce-
dure 1 order to discover characteristics related to the
discovered services (S38060).

That 1s, the controller 500 may request characteristic
information related to the service of the first device 300
searched through the characteristic discovery procedure and
the first device 300 may transmit specific information to the
controller 500.

FIG. 39 illustrates one example of a method for recog-
nizing a function implemented 1n the other device through a
write procedure by the server and the client.

Referring to FIG. 39, when the GATT connection 1s
mitially by defiming the GATT Feature representing the
supportable function described 1 FIGS. 34 and 35 as the
specific characteristic, the server and the client may recog-
nize the function supported by the other device by writing
the value of the specific characteristic.

First, since steps S39010 and S39020 are the same as
steps S14010 and S14020 of FIG. 14, a description thereof
will be omaitted.

The controller 500 that forms the GAT'T connection with
the first device 300 transmits Write request message for
requesting writing of the GAT'T Feature characteristic to the
first device 300 (539030).

In this case, the write request message may include
function mformation (GAT'T Feature 1n FIG. 35) represent-
ing the function implemented in the controller 300 and the
first device writes function information included 1n the Write
request message 1 the GAITT Feature characteristic to
recognize the function implemented 1n the controller.

The controller 500 may perform the Characteristic Dis-
covery procedure in advance or require the fixed handle
value 1n order to request writing in the GAIT Feature
characteristic.

The first device 300 writes the function information in the
GAT'T Feature characteristic and transmits to the controller
500 the Write Response message 1n response to the Write
Request message (5S39040).

However, when the first device 300 fails 1n wrniting the
function information 1n the GATT Feature characteristic, the
first device 300 may transmit to the controller 500 an error
message representing the failure in writing.

The Write response message may include the function
information (GATT feature of FIG. 35) representing the
function supported by the first device 300 and the controller
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500 may recognize the function implemented in the first
device 300 through the function information included in the
Write response message.

Thereatter, since steps S39050 and S39060 are the same
as steps S38050 and S38060 of FIG. 38, a description
thereof will be omutted.

FIGS. 40 and 41 are flowcharts illustrating another
example of a method for enhancing compatibility between
devices according to the present mnvention.

Referring to FIGS. 40 and 41, when the GAT'T connection
1s 1nitially formed by defining the GATT Feature represent-
ing the supportable function described 1n FIGS. 34 and 35 as
the specific characteristic, the server and the client may
discover the GATT Feature characteristic through the ser-
vice and characteristic discovery procedures and the client
may recognize a function which may be used 1n the specific
service implemented 1n the server by requesting the value of
the GATT Feature characteristic of the server.

FIG. 40 illustrates one example of a method for recog-
nizing a function implemented 1n the server by obtaining the
discovered characteristic value of the server through the read
procedure by the client.

First, since steps S40010 and S40020 are the same as
steps S14010 and S14020 of FIG. 14, a description thereof
will be omatted.

The controller 500 that forms the GATT connection with
the first device 300 may discover the Primary Service of the
server by performing the Primary Service discovery proce-
dure (540030).

That 1s, the controller 500 may request a primary service
list implemented 1n the first device 300 through the primary
service discovery procedure and the first device 300 may
transmit the primary service list to the controller 500.

The controller 500 that discovers the primary service of
the first device 300 through the primary service discovery
procedure may perform the characteristic discovery proce-
dure 1n order to discover the characteristics related to the
discovered services (S40040).

That 1s, the controller 500 may request characteristic
information related to the service of the first device 300
searched through the characteristic discovery procedure and
the first device 300 may transmit specific information to the
controller 500.

In this case, the controller 500 may discover the GAT'T
Feature characteristic which is the characteristic represent-
ing the function implemented for the specific service 1n the
first device through the discovery procedure.

The controller 500 that discovers the characteristic trans-
mit to the first device 300 the Read by type Request message
for requesting the value of the GATT Feature characteristic
in order to recognize the function implemented 1n the first
device 300 (540050).

In this case, Read by type Request message may include
UUID for requesting the value of the GATT Feature char-
acteristic.

When the controller knows a handle value of the GAT'T
Feature characteristic, the controller may request the value
of the GATT Feature characteristic through Read Request
message 1nstead of the Read by type Request message.

In this case, a fixed handle value may be required in order
to request the value of the GATT Feature characteristic
through the Read Request message without performing the
Characteristic Discovery procedure.

The Read by Type Request message or the Read Request
message may include at least one of the GAT'T Feature or the
ATT Feature representing the function implemented 1n the
controller illustrated in FIGS. 35 to 37.
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The first device 300 transmits to the controller 500 the
Read by type Response message including the value of the
GAT'T Feature characteristic in response to the Read by type
Request message (S40060).

That 1s, the first device 300 may provide to the controller
500 the length and the data value of the attribute having the
UUID included 1n the Read by type Request message.

Thereatfter, the controller 300 and the first device 300 may
provide a specific service through the recognized functions.

FIG. 41 illustrates one example of a method for recog-
nizing a function implemented 1n the other device through
the write procedure of the discovered characteristic value of
the server by the server and the client.

First, since steps S4101 to S41040 are the same as steps
540010 to S40040 of FIG. 40, a description thereof will be
omitted.

The controller 500 that discovers the GAIT Feature
characteristic transmits to the first device 300 the Write
request message for requesting writing of the GAT'T Feature
characteristic (S41050).

In this case, the write request message may include the
tfunction mformation (GAT'T Feature in FIG. 335) represent-
ing the function implemented in the controller 300 and the
first device writes the function information included 1n the
Write request message in the GATT Feature characteristic to
recognize the function implemented 1n the controller 500.

The controller 500 may perform the Characteristic Dis-
covery procedure in advance or require the fixed handle
value 1n order to request writing in the GAIT Feature
characteristic.

The first device 300 writes the function information in the
GATT Feature characteristic and transmits to the controller
500 the Write Response message 1n response to the Write
Request message (S41060).

However, when the first device 300 fails 1n writing the
function information 1n the GATT Feature characteristic, the
first device 300 may transmit to the controller 500 an error
message representing the failure in writing.

The Write response message may include the function
information (GATT feature of FIG. 33) representing the
function supported by the first device 300 and the controller
500 may recognize the function implemented i1n the first
device 300 through the function information included in the
Write response message.

FI1G. 42 1s a flowchart 1llustrating yet another example of
a method for enhancing compatibility between devices
according to the present ivention.

Referring to FIG. 42, the server and the client exchange
the value of the GAT'T Feature representing the supportable
tfunctions described in FIGS. 34 and 335 to recognize the
function implemented in the other device.

First, since steps S42010 and S42020 are the same as
steps 514010 and 514020 of FIG. 14, a description thereof
will be omuitted.

The controller 500 that forms the GAT'T connection with
the first device 300 transmits to a function information
request message 1 order to request the value of the GATT
Feature which 1s the function information representing the
function implemented 1n the server (542030).

In this case, specific AT'T opcode may be defined 1n order
to request the value of the GATT Feature through the
function mformation request message.

That 1s, the controller 500 transmuits to the first device 300
the function information request message including the

specific AT'T opcode 1nstructing transmission of the value of
the GAT'T Feature to obtain the value of the GATT Feature

of the first device 300.
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The function information request message may include at
least one of the GAT'T Feature or the ATT Feature repre-
senting the function mmplemented 1 the controller 500
described i FIGS. 35 to 37.

The first device 300 may recognize the function supported

by the controller 500 through the data value of the GATT
Feature or the data value of the ATT Feature of the controller
500 included 1n the function information request message.

The first device 300 transmits to the controller 500 a
function information response message including the value
of the GATT Feature of the first device 1n response to the
function iformation request message (542040).

In this case, the specific ATT opcode may be defined 1n
order to transmit the value of the GAT'T Feature through the
function information response message.

That 1s, the first device 300 may transmit to the first device
300 the function information response message including
the specific ATT opcode 1n order to announce to the con-
troller 500 that the value of the GAT'T Feature 1s transmitted.

FIG. 43 15 a diagram 1illustrating one example of a method
for recognizing whether services and characteristics are
changed according to the present invention.

Specifically, the first device forms a Bluetooth LE con-
nection with the second device through the method
described i FIG. 14 (843010).

The first device that forms the GATT connection with the
second device through the Bluetooth LE connection receives
from the second device a first message indicating whether
the service supported by the second device 1s changed
(543020).

In this case, the first message may be a read response
message or an instruction message including the character-
istic value of the Changed information described in FI1G. 27.

Thereatter, the first device discovers at least one of the
service or the characteristic of the service based on the first
message (S43030).

For example, the first device may recognize whether the
service and the characteristic of the second device are
changed through the methods described 1n FIGS. 26 to 34
and discover the changed service and characteristic.

In this case, as described 1n FIGS. 26 to 34, when the
service ol the second device 1s not changed and only the
characteristic value of the specific service 1s changed, the
first device may read the changed characteristic value by
discovering only the changed characteristic without discov-
ering all devices of the second device again.

The present invention proposed in this specification 1s
described based on Bluetooth LE, but the present invention
may be applied even to Bluetooth BR/EDR.

Furthermore, although the drawings have been described
for the sake of convenience of explanation, it 1s also possible
to design a new embodiment to be implemented by merging
the embodiments described 1n each drawing. It 1s also within
the scope of the present mvention to design a computer-
readable recording medium 1n which a program for execut-
ing the previously described embodiments 1s recorded
according to the needs of those skilled 1n the art.

Configurations and methods of the described embodi-
ments may not be lmmitedly applied to the method for
discovering the service and the characteristic according to
this specification, but all or some of the respective embodi-
ments may be selectively combined and configured so as to
be variously modified.

Meanwhile, the direction based apparatus search method
of thus specification may be implemented as a processor
readable code 1n a processor readable recording medium
provided 1n a network device. The processor readable
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recording medium includes all kinds of recording devices
storing data which may be deciphered by a processor.
Examples of the processor readable recording medium
include a ROM, a RAM, a CD-ROM, a magnetic tape, a
floppy disk, an optical data storage device, and the like and
turther include a device implemented as a type of a carrier
wave such as transmission through the Internet. Further, the
processor readable recording media may be stored and
executed as codes which may be distributed 1n the computer
system connected through a network and read by the pro-
cessor 1n a distribution method.

Further, although the embodiments of this specification
have been illustrated and described above, this specification
1s not limited to the aforementioned specific embodiments,
various modifications may be made by a person with ordi-
nary skill in the technical field to which the present invention
pertains without departing from the subject matters of the
present mvention that are claimed in the claims, and these

modifications should not be appreciated individually from
the technical spirit or prospect of the present invention.

In addition, 1n this specification, both the mmvention of the
object and the invention of the method are described and the
description of both inventions may be supplemented as
necessary.

INDUSTRIAL APPLICABILITY

Although the data transmission and reception method of
the present mvention has been described with reference to
the example applied to the Bluetooth LE, the data transmis-
sions and reception method of the present mvention can be
applied to various wireless communication systems 1n addi-
tion to the Bluetooth LE system.

The 1nvention claimed 1s:
1. A method for searching, by a first device, a service 1n
a wireless communication, the method comprising:

forming a wireless communication connection with a
second device;

receiving, from the second device, a first message for
indicating whether at least one service supported by the
second device 1s changed; and

searching for the at least one service and/or a character-
1stic value of the at least one service based on the first
message,

wherein the first message 1icludes a first value related to
a change of the at least one service supported by the
second device and a second value related to a change of
the characteristic value of the at least one service,

wherein the searching includes:

determining whether the at least one service 1s changed
based on the first value,

searching the changed at least one service, when the first
value represents the change of the at least one service,

determining whether the characteristic value i1s changed
based on the second value, and

searching the changed characteristic value, when the
second value represents the change of the characteristic
value.

2. The method of claim 1, wherein the first value 1s a first

hash value representing the at least one service, and

wherein the second value 1s a second hash value repre-
senting the characteristic value.

3. The method of claim 2, turther comprising;:

determining whether the first hash value or the second
hash value 1s changed,
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wherein when the first hash value 1s changed, the at least
one service represented by the first hash value 1s
searched, and

wherein when the second hash value 1s changed, the at

least one service represented by the second hash value
1s searched.

4. The method of claim 1, further comprising:

searching a primary service supported by the second

device,

wherein the primary service 1s an independent service

without being included 1n other services; and
searching a characteristic value of the searched primary
service.

5. The method of claim 1, further comprising:

transmitting, to the second device, a read request message

for requesting reading of a characteristic value of a first
characteristic for compatibility with the second device;
and

recerving a read response message mcluding a first char-

acteristic value of the first characteristic 1n response to
the read request message,

wherein the first characteristic value represents at least

one function supported by the second device.

6. The method of claim 5, wherein the read request
message includes a second characteristic value of a second
characteristic for compatibility with the first device, and

wherein the second characteristic value represents at least

one function supported by the first device.

7. The method of claim 1, further comprising;:

transmitting, to the second device, a write request mes-

sage for requesting writing of a {irst characteristic value
of a first characteristic for compatibility with the first
device,
wherein the first characteristic value represents at least
one function supported by the first device; and

recerving a write response message cluding a second
characteristic value of a second characteristic for com-
patibility with the second device in response to the
write request message,

wherein the second characteristic value represents at least

one function supported by the second device.

8. A first device for searching a service i a wireless
communication, the first device comprising:

a commumnication module which wirelessly or wiredly

communicates with at least one external enftity; and

a processor functionally connected with the communica-

tion module,

wherein the processor controls the communication mod-
ule to

establish a wireless communication connection with a
second device, and

recerve, from the second device, a first message for
indicating whether at least one service supported by the
second device 1s changed,

wherein the first message includes a first value related to
a change of the at least one service supported by the
second device and a second value related to a change of
a characteristic value of the at least one service, and

wherein the processor 1s configured to,

determine whether the at least one service 1s changed
based on the first value,

search the changed at least one service, when the first
value represents the change of the at least one service,

determine whether a characteristic value of the at least
one service 1s changed based on the second value, and

search the changed characteristic value, when the second
value represents the change of the characteristic value.
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9. The first device of claim 8, wherein the first value 1s a
first hash value representing the at least one service, and
wherein the second value 1s a second hash value repre-
senting the characteristic value.
10. The first device of claim 9, wherein the processor 1s
configured to
determine whether the first hash value or the second hash
value 1s changed,

when the first hash value 1s changed, search the at least
one service represented by the first hash value, and
when the second hash value 1s changed, search the char-
acteristic value represented by the second hash value.
11. The first device of claim 8, wherein the processor 1s
configured to
search a primary service supported by the second device,
wherein the primary service 1s an independent service
without being included 1n other service, and
search a characteristic value of the searched primary
Service.
12. The first device of claim 8, wherein the processor 1s
configured to
transmit, to the second device, a read request message for
requesting reading ol a characteristic value of a first
characteristic for compatibility with the second device,
and
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receive a read response message mncluding a first charac-
teristic value of the first characteristic 1in response to the
read request message, and

wherein the first characteristic value represents at least

one function supported by the second device.

13. The first device of claim 12, wherein the read request
message includes a second characteristic value of a second
characteristic for compatibility with the first device, and

wherein the second characteristic value represents at least

one function supported by the first device.

14. The first device of claim 8, wherein the processor 1s
configured to

transmit, to the second device, a write request message for

requesting writing ol a first characteristic value of a
first characteristic for compatibility with the first
device,
wherein the first characteristic value represents at least
one function supported by the second device, and

recetve a write response message including a second
characteristic value of a second characteristic for com-
patibility with the second device in response to the
write request message,

wherein the second characteristic value represents at least

one function supported by the second device.
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