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TECHNIQUES FOR REAL TIME SERVER
TESTING IN A PRODUCTION
ENVIRONMENT

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of allowed U.S. appli-

cation Ser. No. 14/960,208, now U.S. Pat. No. 10,114,724,
issued Oct. 30, 2018, entitled “TECHNIQUES FOR REAL
TIME SERVER TESTING IN A PRODUCTION ENVI-
RONMENT,” filed Dec. 4, 2015; of which the full disclosure
of this application 1s incorporated herein by reference for all
purposes.

BACKGROUND

Application development 1s typically performed using a
development architecture that reflects a traditional phased
development and deployment approach. After being devel-
oped 1n a development environment, applications may be
moved to a testing environment where 1t can be determined
whether the applications are performing as expected. For
example, a server may be tested by manually creating a
number of test scripts which generate different requests that
are designed to simulate scenarios the server 1s expected to
encounter in deployment. The results of the test scripts can
be analyzed to determine whether the server has passed the
testing phase and 1s ready to be deployed to a production
environment where the server will receive live requests from
users. However, traditional testing approaches require sig-
nificant manual eflort to design and write appropriate test
scripts to cover the various scenarios needed to effectively
test the system. Additionally, for high volume servers, such
testing approaches cannot simulate how the server will
behave at load, when 1t 1s receiving potentially billions of
requests.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments 1n accordance with the present
disclosure will be described with reference to the drawings,
in which:

FIG. 1 a block diagram of a typical server testing frame-
work 1n a testing environment.

FIG. 2 illustrates a block diagram of an example server
testing framework 1n a production environment, in accor-
dance with an embodiment.

FIG. 3 illustrates an example interface of an example test
console, 1n accordance with an embodiment.

FIG. 4 illustrates a method of server testing 1 a produc-
tion environment, 1n accordance with an embodiment.

FIG. 5 illustrates example components of a computing
device; and

FIG. 6 illustrates an environment in which various
embodiments can be implemented.

DETAILED DESCRIPTION

In the following description, various embodiments will be
described. For purposes of explanation, specific configura-
tions and details are set forth 1n order to provide a thorough
understanding of the embodiments. However, 1t will also be
apparent to one skilled in the art that the embodiments may
be practiced without the specific details. Furthermore, well-
known features may be omitted or simplified 1n order not to
obscure the embodiment being described.
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Systems and methods 1n accordance with various embodi-
ments of the present disclosure overcome one or more of the
above-referenced and other deficiencies in conventional
approaches to server testing 1in production environments. In
particular, various embodiments provide for real time testing,
of servers in production (e.g., under live conditions) using
messages received i production rather than simulated mes-
sages.

For example, techniques described herein include an
improved testing framework for testing servers i produc-
tion. As discussed above, traditional testing frameworks test
servers 1n a testing environment using an external request
source that generates artificial requests designed to simulate
various test scenarios. Responses generated by the server
under test can then be analyzed to determine whether the
server has passed or failed that test. Unlike these traditional
testing frameworks, embodiments of the present invention
enable a server 1n production to be tested using live mes-
sages recerved from users. This eliminates the need to design
and write test scripts to cover various scenarios and enables
the server to be tested under live conditions. A test controller
executing on the server under test can receive message
attributes from a test client that define the types of messages
to be used for a particular test. The test controller can
identify live messages as they are received by the server that
match the message attributes. The messages can be pro-
cessed by the server 1n real time and then tested according
to message tests received from the test client.

As used herein, content (also referred to herein as content
items) may include any digital content, such as audio
content, video content that includes a plurality of image data
(e.g., still images) and accompanying audio data, and/or
image content. The content can be encoded using various
digital encoding formats and may be stored on various
storage media. The content can include web-based and
embeddable content.

Various other functions and advantages are described and

suggested below as may be provided 1n accordance with the
various embodiments.

FIG. 1 a block diagram 100 of a typical server testing
framework 1n a testing environment. As discussed above, a
traditional phased development and deployment approach
includes multiple environments, from a development envi-
ronment where one or more engineers produce an applica-
tion or system to a testing environment where that applica-
tion or system can be debugged before releasing the
application or system to public users i a production envi-
ronment. In the test environment, various aspects of the
system can be tested, from basic functionality, to perfor-
mance and quality assurance, before the system 1s deployed
to a production environment where it receives requests from
users.

As shown 1n FIG. 1, 1in a typical server testing framework
a testing client 102 1s used to test a content server 104. In this
example, one or more users can request content 106 by
sending a request to content server 104. Requests may be
received from many different types of client devices, over
different networks, through one or more intermediary serv-
ers, etc. and each request may request a different type of
content, stored in different locations, having different char-
acteristics, etc. To adequately test the content server, the
various expected types of requests from expected client
devices need to be processed by the content server 104.
During the testing phase, testing client 102, content server
104, and content 106 are all executing or stored 1n a test
environment 108. In test environment 108, the number of




US 10,705,946 B2

3

client devices with access to the content server and the types
and amount of content are limited, providing a controlled
environment for testing.

During testing, test client 102 can be configured with
request scripts 110 and tests 112. Request scripts 110 can be
run by test client 102 to generate a series ol requests
designed to simulate the sorts of requests the content server
might receive from actual users when moved to the produc-
tion environment. Based on responses received from the
content server, testing client 102 can run a series of tests 112
to determine whether content server 104 1s functioming as
expected.

Unfortunately, traditional testing approaches require sig-
nificant manual effort to design and write appropriate test
scripts to cover the various scenarios needed to effectively
test the system. Further, these approaches rely on the ability
of developers to correctly predict the types of messages that
will be received. This can result in both over-testing and
under-testing the system. For example, 1f a number of
request scripts and tests for device types that do not end up

[

using the system once it 1s 1n production, then testing eforts
have been wasted on testing scenarios that do not exist in
practice. Similarly, 1f the developer fails to anticipate types
of requests that the content server receives 1n production,
then the system has been imnadequately tested and may fail or
perform unpredictably. Additionally, for high volume serv-
ers, the such testing approaches cannot simulate how the
server will behave at load, when 1t 1s receiving potentially
billions of requests. Because of the limitations of traditional
testing frameworks, errors mevitably reach production lead-
ing to poorly performing systems.

Accordingly, approaches 1n accordance with the various
embodiments provide techniques for real-time server testing
in a production environment. Unlike traditional testing
frameworks, embodiments of the present invention enable a
server 1n production to be tested using live messages
received from users. This eliminates the need to design and
write test scripts to cover various scenarios and enables the
server to be tested under live conditions. A test controller
executing on the server under test can receive message
attributes from a test client that define the types of messages
to be used for a particular test. The test controller can
identily live messages as they are received by the server that
match the message attributes. The messages can be pro-
cessed by the server in real time and then tested according
to message tests recerved from the test client.

FIG. 2 1llustrates a block diagram 200 of an example
server testing framework 1n a production environment, 1n
accordance with an embodiment. As shown 1n FIG. 2, a
content management server 202 can be deployed to a
production environment 204. Although embodiments of the
present invention are described with respect to a content
management server, this if for simplicity of description and
1s not intended to be limiting. The testing framework
described herein may be similarly implemented to test other
high traflic servers in a production environment. In produc-
tion environment 204, content management server 202 1s
configured to receive and process requests from various user
clients 206. Fach client may represent a different user or
entity, such as a website, content host, or other intermediary
system, which 1s requesting content. In some embodiments,
content requests can be sent from user clients 206 to content
management server 202 through one or more content clients
210, 212, 214. Each content client can distribute content to
various user clients. For example, each content client may
represent a different content republisher that makes content
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208 available from a content publisher to the user clients
206. Each content client 210, 212, 214 can receive requests
from multiple clients.

When requests are received by content management
server 202, one or more message processing modules 216
can process the requests. Requests from different client
devices, browser types, users, content clients, etc. may each
trigger different workiflows that are executed by message
processing module 216. This can lead to a very large number
of potential use cases that need to be tested on an on-going
basis. As such, each server instance, such as content man-
agement server 202, can be modified to include test con-
troller 218. Test controller 218 can monitor requests (or
other messages) as they are received in real time. Since these
are requests 1n the production environment 204, the requests
are not simulated but originate at actual user client devices
206. Additionally, by testing 1n production environment 204,
the server can be tested under the actual production condi-

tions (e.g., production level request load, network noise,
etc.).

Test controller 220 can query each message as 1t 1s
received to 1dentily message attributes (e.g., sender/device
identifier, destination identifier, content client identifier,
etc.). Using the message attributes 222 received from test
client 220, matching messages can be 1dentified which may
be used to test content management server 202. This way,
message attributes 222 can define the types ol messages
used for a particular test 224, eliminating the need to
manually write scripts to generate simulated messages, as 1s
done in ftraditional testing frameworks. Additionally, by
using actual messages, 1f messages are not 1dentified that
match the specified attributes 222, that can be used to
identify other potential system problems. For example, 1f
messages from a particular device type cannot be 1dentified,
there may be an error in a communication channel or
interface that 1s specific to that device type. A traditional test
environment likely would not have identified such an error.
Alternatively, 11 no such error 1s detected, a lack of matching,
messages may indicate that the system 1s not receiving those
messages because it 1s not being used as predicted. As such,
the labor that would have been required to design and test
the system for that predicted use 1s saved.

In some embodiments, tests 224 can be written as state-
ments to be applied to messages matching message attri-
butes 222. For example, message attributes may include a
device 1dentifier and a content client 1dentifier and the test
may check whether a request was sent by the content
management server to a content store 208. In some embodi-
ments, test attributes may i1ndicate that N number of mes-
sages matching the message attributes should be tested
betore determining whether the test was successtul. The test
attributes may also 1ndicate a range ol message attributes
that should be 1iterated for a given test. For example, a test
can be defined to be run for each of M number of device
identifiers for a given content client. Test controller 218 may
then iterate through the M device 1dentifiers. Similarly, tests
may be defined to determine whether a whitelist or blacklist
1s operating correctly. For example, such a test can be
represented by the statement “identily requests having
device code X [the message attribute] and determine
whether the request was sent to a content store [test 1] and
a response was received [test 2]. Repeat for all device codes
[test attribute].” Thus, through simple declarative state-
ments, many thousands of unique tests can be defined
without requiring any scripts be written or simulated mes-
sages generated.
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In some embodiments, each test 224 can be applied to a
message trace associated with each request. The message
trace can indicate how the message was processed by
content management server 202 (e.g., where was the mes-
sage sent, was a response generated, how and where was the
message logged, etc.). When a test 1s applied to a given
message, the message trace associated with that message can
be retrieved and the test compared to the attributes in the
trace. For example, using the test statement described above
“determine whether the request was sent to a content store
and a response was received,” the test controller can deter-
mine whether the message trace includes sending the mes-
sage to a content store (e.g., based on device address) and
whether a response from the store was received. In some
embodiments, log information associated with a message
can be retrieved and 1t can be determined whether the log 1s
formatted to be compatible with the message. In some
embodiments a consistency check can be applied to a
message trace (e.g., to determine whether a response was
generated for a given message).

FI1G. 3 1llustrates an example interface 300 of an example
test console, 1n accordance with an embodiment. As
described above, test client 216 can include a user interface
to facilitate sending and updating message attributes, run-
ning tests, receiving test results, etc. As shown in FIG. 3, one
such user interface 1s a test console 302. Test console 302
can enable a user, such as an administrator, to select 304 a
production server mstance to test. In some embodiments, the
production server instance may be randomly selected with-
out user input. In some embodiments, multiple server
instances may be selected and tested substantially simulta-
neously, sequentially, or in a user-defined order.

Test console 302 can further enable a user to select 306 a
test. The user can select from previously defined tests or can
define a new test. Once selected the details of the test can be
shown in Review/Edit Test pane 308. The user can define
message attributes 310 for the test. As discussed, the mes-
sage attributes describe characteristics of the messages the
test will use, the message attributes can include device type
content client type, content type, publisher name, etc. The
message attributes can also include ranges for each condi-
tion, for example a list of device types, a list of content
types, a range ol addresses of content stores, etc. The user
can also define message tests 312. As discussed, the message
tests can include checking for a response, analyzing log
details, checking for trace consistency, and other tests to
determine whether the server 1s processing messages as
intended. The user can also define test attributes 314. The
test attributes can include various test thresholds such as a
number ol messages to test, a number of messages to test for
a particular message attribute, how long to run the test, when
to run the test, pass/fail conditions, etc. As discussed,
pass/fail conditions can include aggregated pass/fail condi-
tions. For example, for a particular test to be passed, 1000
messages must each pass the particular test, or 75% of
messages tested must pass the particular test.

Once the test has been defined, the user can upload 316
the test to the selected production instance. When the user
istructs the test client 220 to upload the selected test, the
test client can connect to the test controller 218 and upload
the message attributes 310 associated with the test. In some
embodiments the test client 220 can also upload the message
tests associated with the selected test, enabling the message
testing to be performed by the test controller. Once the test
1s uploaded, the user can begin the test by selecting Run Test
318 or otherwise structing the test controller to begin the
test. In some embodiments, the test controller 218 can return
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message traces associated with each matching message to
the test client, the test client may then test the receirved
message traces using the message tests associated with the
test. Testing can continue until the test 1s complete, based on
the test attributes (e.g., the requested number of message
have been tested, a timeout has occurred, etc.). As shown at
320, test console 302 can include a visualization that indi-
cates the progress of the test.

In some embodiments, test console 302 can be 1mple-
mented using a real-time JMX/SQS framework. In some
embodiments, alternative real time frameworks may be
used. Test results can be stored 1n a database, table, or other
data structure along with a description of the test, enabling
administrators or other test operators to determine any
changes that need to be made to the server based on the test
results. In some embodiments, each test 224 can be written
as a JavaScript file although alternative scripting languages
may also be used.

Although a single test console 302 interface 1s shown 1n
FIG. 3, the functionality described herein may be distributed
across multiple interfaces. For example, a first interface may
be a test editor interface that includes Review/Edit Test pane
308 and a second interface may be a test execution 1nterface
that enables currently defined tests to be uploaded and
executed. In some embodiments, a third interface may be a
single test intertace that includes Select Test 306, Run Test
318, and Test Progress visualization 320.

FIG. 4 illustrates a method 400 of server testing 1n a
production environment, in accordance with an embodi-
ment. In this example, messages can be received 402 by a
content management server. The messages can be requests
for content available through the content management server
and may be received directly from client devices (e.g.,
consumer devices, web servers, web sites, or other system
that consumes and/or republished content). In some embodi-
ments, messages may be received indirectly through a
content client server or other message proxy system. As
discussed above, the content management server can be
deployed to a production environment and the messages can
be “live” messages received from users, rather than being
simulated messages received from a test system.

In some embodiments, the content management server
can receive 404 an instruction to being a test from a test
client. In some embodiments, the message attributes can be
received by a test controller executing on the content man-
agement server. The message attributes can be uploaded to
the test controller before tests are imtiated by the test client.
For example, a test setup operation can be performed
regularly (e.g., once a day, once a week, etc.) 1n which tests
are uploaded from the test client or test clients to the test
controller. This way currently defined tests can be performed
on demand, without requiring message attributes and test
conditions to be uploaded when a given test 1s executed. As
discussed above, the message attributes can include a device
type, content client name, content type requested, or other
message and/or sender attributes. The test client can include
a test console through which an administrator can define the
message attributes and upload the message attributes to the
test controller.

The content management server can 1dentily 406 a subset
of messages based on the plurality of message attributes.
The subset of messages can be identified 1n real time as
messages are recerved. In some embodiments, the test
controller can 1dentity the messages by querying message as
they are received by the content management server to
determine message attributes. The test controller can com-
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pare the message attributes to the message attributes to
identify the subset of messages that match the message
attributes.

As discussed, the content management server 1s deployed
in a production environment. Accordingly, each message
received 1s a live message from a client system and testing,
1s performed as the messages are received. The content
management server can process 408 each message from the
subset of messages. This may include, e.g., retrieving a
particular content 1tem responsive to the request, generating,
a response that includes the particular content 1tem (or a link
to the particular content item), and returning the response to
the requesting client device and/or content client server. As
cach message 1s processed, a message trace 1s generated. The
message trace includes attributes that indicate how the
message was processed.

One or more message tests may be applied 410 to each
message 1n the subset of messages to determine test results.
In some embodiments, applying the message tests may
include retrieving a message trace corresponding to each
message and comparing test conditions corresponding to the
message test to each message trace. In some embodiments
cach message test may be applied to messages in real time
as the messages are processed.

In some embodiments, message tests may define a range
ol message attributes that are to be tested belfore the message
test 1s complete. For example, one condition of a message
test may specily a range of device types to be tested. The test
may be applied by iterating through matching messages until
a message from each device type 1s 1dentified and tested or
until a timeout condition has been detected. In some embodi-
ments, one or more message thresholds may be defined for
a message test. For example, the message test described
above may require that 1000 messages from each device
type be tested before the test 1s complete. In some embodi-
ments, the test results may then be aggregated to determine
an aggregate test result for the request test. For example, a
passage rate may be determined across 1000 matching
messages. The test controller may then determine whether
the test has been passed or failed based on the aggregate test
result. For example, the passage rate may be compared to a
threshold passage rate defined 1n the message test. The test
results (or aggregate test results) and a description of the
message test may be stored 1n a test log. The test log may be

stored by the test controller, the test client, or other system
in communication with the test controller.

In some embodiments, message attributes may be updated
using the test console. The updated message attributes can
be uploaded from the test client to the test controller and
used to i1dentily messages that match the updated message
attributes. The same or updated message tests may then be
applied to the messages that matches the updated message
attributes. Message attributes and message tests may be
updated without requiring the content management server
under test or the test client to be taken ofiline, reconfigured,
recompiled, or otherwise taken out of production.

Some or all of process 400 (or any other processes
described herein, or variations, and/or combinations thereof)
may be performed under the control of one or more com-
puter systems configured with executable instructions and
may be implemented as code (e.g., executable 1nstructions,
one or more computer programs, or one or more applica-
tions) executing collectively on one or more processors, by
hardware or combinations thereof. The code may be stored
on a computer-readable storage medium, for example, 1n the
form of a computer program comprising a plurality of
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instructions executable by one or more processors. The
computer-readable storage medium may be non-transitory.

FIG. 5 1llustrates a logical arrangement of a set of general
components of an example computing device 500. In this
example, the device includes a processor 502 for executing
instructions that can be stored n a memory device or
clement 504. As would be apparent to one of ordinary skill
in the art, the device can include many types of memory,
data storage, or non-transitory computer-readable storage
media, such as a first data storage for program instructions
for execution by the processor 502, a separate storage for
images or data, a removable memory for sharing informa-
tion with other devices, etc. The device typically will include
some type of display element 506, such as a touch screen or
liguid crystal display (LCD), although devices such as
portable media players might convey information via other
means, such as through audio speakers. As discussed, the
device 1n many embodiments may include at least one
biometric sensor 508 such as a camera, retina scannetr,
fingerprint scanner, or other biometric sensor that i1s able to
capture biometric data associated with one or more users 1n
the vicinity of the device. Methods for capturing biometric
data using a biometric sensor with a computing device are
well known 1n the art and will not be discussed herein in
detail. The device can include the ability to start and/or stop
biometric data capture, such as when recetving a command
from a user, application, or other device. The example
device similarly includes at least one audio capture compo-
nent, such as a mono or stereo microphone or microphone
array, operable to capture audio information from at least
one primary direction. A microphone can be a uni- or
omni-directional microphone as known for such devices.
The audio capture component may be used to capture audio
biometric data, such as a voice print or other voice data from
a user.

In some embodiments, the computing device 500 of FIG.
5 can include one or more communication elements (not
shown), such as a Wi-Fi, Bluetooth, RF, wired, or wireless
communication system. The device in many embodiments
can communicate with a network, such as the Internet, and
may be able to communicate with other such devices. In
some embodiments the device can include at least one
additional input component 512 able to receive conventional
input from a user. This conventional input can include, for
example, a push button, touch pad, touch screen, wheel,
joystick, keyboard, mouse, keypad, or any other such device
or clement whereby a user can mput a command to the
device. In some embodiments, however, such a device might
not 1include any buttons at all, and might be controlled only
through a combination of visual and audio commands, such
that a user can control the device without having to be in
contact with the device.

The device 500 also can include at least one orientation or
motion sensor or component 310. As discussed, such a
sensor can include an accelerometer or gyroscope operable
to detect an orientation and/or change 1n orientation, or an
clectronic or digital compass, which can indicate a direction
in which the device 1s determined to be facing. The mecha-
nism(s) also (or alternatively) can include or comprise a
global positioning system (GPS) or similar positioning ele-
ment operable to determine relative coordinates for a posi-
tion of the computing device, as well as information about
relatively large movements of the device. The device can
include other elements as well, such as may enable location
determinations through triangulation or another such
approach. These mechanisms can communicate with the
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processor 502, whereby the device can perform any of a
number of actions described or suggested herein.

As an example, a computing device such as that described
with respect to FIG. § can capture and/or track various
information for a user over time. This information can 5
include any appropriate information, such as location,
actions (e.g., sending a message or creating a document),
user behavior (e.g., how olften a user performs a task, the
amount of time a user spends on a task, the ways 1n which
a user navigates through an interface, etc.), user preferences 10
(e.g., how a user likes to receive mformation), open appli-
cations, submitted requests, received calls, and the like. As
discussed above, the information can be stored 1n such a way
that the information 1s linked or otherwise associated
whereby a user can access the information using any appro- 15
priate dimension or group of dimensions.

FIG. 6 illustrates aspects of an example environment 600
for 1mplementing aspects in accordance with various
embodiments. As will be appreciated, although a Web-based
environment 1s used for purposes ol explanation, different 20
environments may be used, as appropriate, to 1mplement
vartous embodiments. The environment includes an elec-
tronic client device 602, which can include any appropnate
device operable to send and receive requests, messages, or
information over an appropriate network 604 and convey 25
information back to a user of the device. Examples of such
client devices include personal computers, cell phones,
handheld messaging devices, laptop computers, set-top
boxes, personal data assistants, electronic book readers, and
the like. The network can include any appropriate network, 30
including an intranet, the Internet, a cellular network, a local
area network, or any other such network or combination
thereol. Components used for such a system can depend at
least 1n part upon the type of network and/or environment
selected. Protocols and components for communicating via 35
such a network are well known and will not be discussed
herein 1 detail. Communication over the network can be
enabled by wired or wireless connections and combinations
thereol. In this example, the network includes the Internet,
as the environment 1includes a Web server 606 for receiving 40
requests and serving content in response thereto, although
for other networks an alternative device serving a similar
purpose could be used as would be apparent to one of
ordinary skill 1n the art.

The 1llustrative environment includes at least one appli- 45
cation server 608 and a data store 610. It should be under-
stood that there can be several application servers, layers, or
other elements, processes, or components, which may be
chained or otherwise configured, which can interact to
perform tasks such as obtaining data from an appropriate 50
data store. As used herein the term “data store” refers to any
device or combination of devices capable of storing, access-
ing, and retrieving data, which may include any combination
and number of data servers, databases, data storage devices,
and data storage media, in any standard, distributed, or 55
clustered environment. The application server can include
any appropriate hardware and software for integrating with
the data store as needed to execute aspects of one or more
applications for the client device, handling a majority of the
data access and business logic for an application. The 60
application server provides access control services 1 coop-
cration with the data store and 1s able to generate content
such as text, graphics, audio, and/or video to be transferred
to the user, which may be served to the user by the Web
server 1 the form of Hyperlext Markup Language 65
(“HITML”), Extensible Markup Language (“XML™), or

another approprate structured language 1n this example. The
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handling of all requests and responses, as well as the
delivery of content between the client device 602 and the
application server 608, can be handled by the Web server. It
should be understood that the Web and application servers
are not required and are merely example components, as
structured code discussed herein can be executed on any
appropriate device or host machine as discussed elsewhere
herein.

The data store 610 can include several separate data
tables, databases or other data storage mechanisms and
media for storing data relating to a particular aspect. For
example, the data store 1llustrated includes mechanisms for
storing content 612, test results 614, and tests 616. The data
store 610 1s operable, through logic associated therewith, to
receive 1nstructions from the application server 608 and
obtain, update or otherwise process data 1n response thereto.
In one example, a user might submit a search request for a
certain type of item. In this case, the data store might access
the user information to verify the identity of the user and can
access the catalog detail information to obtain information
about 1tems of that type. The information then can be
returned to the user, such as 1n a results listing on a Web page
that the user 1s able to view via a browser on the user device
602. Information for a particular item of interest can be
viewed 1n a dedicated page or window of the browser.

Each server typically will include an operating system
that provides executable program instructions for the general
administration and operation of that server and typically will
include a computer-readable storage medium (e.g., a hard
disk, random access memory, read only memory, etc.) stor-
ing instructions that, when executed by a processor of the
server, allow the server to perform its mtended functions.
Suitable implementations for the operating system and gen-
eral functionality of the servers are known or commercially
available and are readily implemented by persons having
ordinary skill 1n the art, particularly 1n light of the disclosure
herein.

The environment in one embodiment 1s a distributed
computing environment utilizing several computer systems
and components that are interconnected via communication
links, using one or more computer networks or direct
connections. However, 1t will be appreciated by those of
ordinary skill in the art that such a system could operate
equally well 1n a system having fewer or a greater number
of components than are illustrated i FIG. 6. Thus, the
depiction of the system 600 in FIG. 6 should be taken as
being illustrative 1n nature and not limiting to the scope of
the disclosure.

The various embodiments further can be implemented 1n
a wide variety of operating environments, which 1n some
cases can include one or more user computers, computing
devices or processing devices which can be used to operate
any of a number of applications. User or client devices can
include any of a number of general purpose personal com-
puters, such as desktop or laptop computers running a
standard operating system, as well as cellular, wireless, and
handheld devices running mobile software and capable of
supporting a number of networking and messaging proto-
cols. Such a system also can include a number of worksta-
tions running any ol a variety of commercially-available
operating systems and other known applications for pur-
poses such as development and database management.
These devices also can include other electronic devices, such
as dummy terminals, thin-clients, gaming systems, and other
devices capable of communicating via a network.

Most embodiments utilize at least one network that would
be familiar to those skilled 1n the art for supporting com-
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munications using any of a variety of commercially-avail-
able protocols, such as Transmission Control Protocol/In-
ternet Protocol (““TCP/IP”), Open System Interconnection
(“OSI”), File Transter Protocol (“FTP”’), Universal Plug and
Play (“UpnP”), Network File System (“NFS”), Common
Internet File System (“CIFS”), and AppleTalk. The network
can be, for example, a local area network, a wide-area
network, a virtual private network, the Internet, an intranet,
an extranet, a public switched telephone network, an 1nfra-
red network, a wireless network, and any combination
thereof.

In embodiments utilizing a Web server, the Web server
can run any of a variety of server or mid-tier applications,
including Hypertext Transfer Protocol (“HTTP”) servers,
FTP servers, Common Gateway Interface (“CGI”) servers,
data servers, Java servers, and business application servers.
The server(s) also may be capable of executing programs or
scripts 1n response to requests from user devices, such as by
executing one or more Web applications that may be imple-
mented as one or more scripts or programs written 1n any
programming language, such as Java®, C, C#, or C++, or
any scripting language, such as Perl, Python, or TCL, as well
as combinations thereof. The server(s) may also include
database servers, mcluding without limitation those com-
mercially available from Oracle®, Microsoft®, Sybase®,
and IBM®.

The environment can include a variety of data stores and
other memory and storage media as discussed above. These
can reside 1 a variety of locations, such as on a storage
medium local to (and/or resident 1n) one or more of the
computers or remote from any or all of the computers across
the network. In a particular set of embodiments, the nfor-
mation may reside 1 a storage-area network (“SAN”)
familiar to those skilled in the art. Similarly, any necessary
files for performing the functions attributed to the comput-
ers, servers, or other network devices may be stored locally
and/or remotely, as appropriate. Where a system includes
computerized devices, each such device can include hard-
ware elements that may be electrically coupled via a bus, the
clements 1ncluding, for example, at least one central pro-
cessing unit (“CPU”), at least one mnput device (e.g., a
mouse, keyboard, controller, touch screen, or keypad), and
at least one output device (e.g., a display device, printer, or
speaker). Such a system may also include one or more
storage devices, such as disk drives, optical storage devices,
and solid-state storage devices such as random access
memory (“RAM™) or read-only memory (“ROM”), as well
as removable media devices, memory cards, flash cards, etc.

Such devices also can include a computer-readable stor-
age media reader, a commumnications device (e.g., a modem,
a network card (wireless or wired)), an infrared communi-
cation device, etc.), and working memory as described
above. The computer-readable storage media reader can be
connected with, or configured to receive, a computer-read-
able storage medium, representing remote, local, fixed,
and/or removable storage devices as well as storage media
for temporarily and/or more permanently containing, stor-
ing, transmitting, and retrieving computer-readable informa-
tion. The system and various devices also typically will
include a number of software applications, modules, ser-
vices, or other elements located within at least one working,
memory device, including an operating system and appli-
cation programs, such as a client application or Web
browser. It should be appreciated that alternate embodiments
may have numerous variations from that described above.
For example, customized hardware might also be used
and/or particular elements might be implemented 1n hard-
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ware, software (including portable software, such as app-
lets), or both. Further, connection to other computing
devices such as network mmput/output devices may be
employed.

Storage media computer readable media for contaiming
code, or portions of code, can include any appropriate media
known or used in the art, imncluding storage media and
communication media, such as but not limited to volatile and
non-volatile, removable and non-removable media 1mple-
mented 1 any method or technology for storage and/or
transmission of nformation such as computer readable
instructions, data structures, program modules, or other data,
including RAM, ROM, Electrically Erasable Programmable
Read-Only Memory (“EEPROM™), flash memory or other
memory technology, Compact Disc Read-Only Memory
(“CD-ROM?”), digital versatile disk (DVD), or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage, or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can be accessed by a system device. Based on the
disclosure and teachings provided herein, a person of ordi-
nary skill in the art will appreciate other ways and/or
methods to implement the various embodiments.

The specification and drawings are, accordingly, to be
regarded 1n an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the disclosure as set forth in the
claims.

Other variations are within the spirit of the present
disclosure. Thus, while the disclosed techniques are suscep-
tible to various modifications and alternative constructions,
certain illustrated embodiments thereof are shown in the
drawings and have been described above in detail. It should
be understood, however, that there 1s no intention to limait the
disclosure to the specific form or forms disclosed, but on the
contrary, the mtention 1s to cover all modifications, alterna-
tive constructions, and equivalents falling within the spirit
and scope of the disclosure, as defined in the appended
claims.

The use of the terms “a” and “an” and “the” and similar
referents 1n the context of describing the disclosed embodi-
ments (especially i the context of the following claims) are
to be construed to cover both the singular and the plural,
unless otherwise indicated herein or clearly contradicted by
context. The terms “comprising,” “having,” “including,”
and “contaiming” are to be construed as open-ended terms
(1.e., meamng “including, but not limited to,”) unless oth-
erwise noted. The term “connected” 1s to be construed as
partly or wholly contained within, attached to, or joined
together, even 11 there 1s something intervening. Recitation
of ranges of values herein are merely intended to serve as a
shorthand method of referring individually to each separate
value falling within the range, unless otherwise indicated
herein and each separate value 1s incorporated into the
specification as 1t 1t were individually recited herein. All
methods described herein can be performed in any suitable
order unless otherwise indicated herein or otherwise clearly
contradicted by context. The use of any and all examples, or
exemplary language (e.g., “such as™) provided herein, 1s
intended merely to better 1lluminate embodiments of the
disclosure and does not pose a limitation on the scope of the
disclosure unless otherwise claimed. No language in the
specification should be construed as indicating any non-
claimed element as essential to the practice of the disclosure.

Disjunctive language such as the phrase “at least one of X,
Y, or Z,” unless specifically stated otherwise, 1s intended to
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be understood within the context as used in general to
present that an 1tem, term, etc., may be either X, Y, or Z, or
any combination thereof (e.g., X, Y, and/or 7). Thus, such
disjunctive language 1s not generally intended to, and should
not, imply that certain embodiments require at least one of
X, at least one ol Y, or at least one of Z to each be present.

Preferred embodiments of this disclosure are described
herein, including the best mode known to the imventors for
carrying out the disclosure. Variations of those preferred
embodiments may become apparent to those of ordinary
skill 1n the art upon reading the foregoing description. The
inventors expect skilled artisans to employ such variations
as appropriate and the inventors intend for the disclosure to
be practiced otherwise than as specifically described herein.
Accordingly, this disclosure includes all modifications and
equivalents of the subject matter recited in the claims
appended hereto as permitted by applicable law. Moreover,
any combination ol the above-described elements 1 all
possible variations thereot 1s encompassed by the disclosure
unless otherwise indicated herein or otherwise clearly con-
tradicted by context.

All references, including publications, patent applica-
tions, and patents, cited herein are hereby incorporated by
reference to the same extent as 1f each reference were
individually and specifically indicated to be incorporated by
reference and were set forth 1n 1ts entirety herein.

What 1s claimed 1s:
1. A computer-implemented method, comprising:
receiving, at a server deployed to a production environ-
ment, a plurality of messages transmitted by at least one
user client device, each message of the plurality of
messages having a plurality of message attributes
including a device i1dentifier and a content 1dentifier;

defimng, at a server deployed to a test environment
different from the production environment, a first mes-
sage attribute of the plurality of message attributes that
indicates a message having the first message attribute 1s
to be used for a test, the server deployed to the test
environment diflferent from the user client device:

processing, at the server deployed to the production
environment, a subset of the plurality of messages
having the first message attribute; and

applying the test to each message in the subset of mes-

sages.

2. The computer-implemented method of claim 1, further
comprising;

identifying the subset of messages as the plurality of

messages are received.

3. The computer-implemented method of claim 1, further
comprising;

receiving the plurality of messages transmitted by a

plurality of user client devices.

4. The computer-implemented method of claim 1, further
comprising:

receiving the plurality of messages from a plurality of

message proxy systems.

5. The computer-implemented method of claim 4,
wherein the message attribute 1s one of the device identifier,
a message proxy system identifier, and the content identifier.

6. The computer-implemented method of claim 1, further
comprising;

determining that a threshold number of messages from the

subset of messages have been processed; and
determining an aggregate test result for the test.

7. The computer-implemented method of claim 1, further
comprising;
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retrieving a plurality of message traces, each message
trace associated with a message from the subset of
messages; and

comparing at least one test condition associated with the

test to each message trace to determine a plurality of
test results.
8. The computer-implemented method of claim 1, further
comprising:
recerving a request to mitiate the test.
9. A computer-implemented method, comprising:
recerving, by a server deployed to a production environ-
ment, a plurality of messages transmitted by at least one
user client device, each message of the plurality of
messages having a plurality of message attributes
including a device identifier and a content 1dentifier;

recerving, by the server and from a test controller
deployed to a test environment different from the
production environment, information associated with a
test including a first message attribute of the plurality of
message attributes that indicates a message having the
first message attribute 1s to be used for the test;

processing, by the server, a subset of the plurality of
messages having the first message attribute; and

applying the test to each message in the subset of mes-
sages.

10. The computer-implemented method of claim 9,
wherein the information associated with the test 1s recerved
by the test controller from a test client.

11. The computer-implemented method of claim 10, fur-
ther comprising:

recerving the plurality of message attributes associated

with the plurality of messages from a test console
executing on the test client.

12. The computer-implemented method of claim 9,
wherein the test defines a plurality of message sources to be
tested and a threshold number of messages 1s tested for each
of the plurality of message sources.

13. A system, comprising:

at least one processor; and

memory storing mstructions that, when executed by the at

least one processor, cause the system to:

receive, at a server deployed to a production environ-
ment, a plurality of messages transmitted by at least
one user client device, each message of the plurality
of messages having a plurality of message attributes
including a device identifier and a content 1dentifier;

define, at a server deployed to a test environment
different from the production environment, a first
message attribute of the plurality of message attri-
butes that indicates a message having the first mes-
sage attribute 1s to be used for a test, the server
deployed to the test environment different from the
user client device;

process, at the server deployed to the production envi-
ronment, a subset of the plurality of messages having,
the first message attribute; and

apply the test to each message in the subset of mes-
sages.

14. The system of claim 13, wherein the instructions,
when executed by the at least one processor, further cause
the system to:

identily the subset of messages as the plurality of mes-

sages are received.

15. The system of claim 13, wherein the instructions,
when executed by the at least one processor, further cause
the system to:
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receive the plurality of messages transmitted by a plural-

ity of user client devices.

16. The system of claim 13, wherein the instructions,
when executed by the at least one processor, further cause
the system to: 5

receive the plurality of messages from a plurality of

message proxy systems.

17. The system of claim 16, wherein the message attribute
1s one of the device identifier, a message proxy system
identifier, and the content identifier. 10

18. The system of claim 13, wherein the instructions,
when executed by the at least one processor, further cause
the system to:

determine that a threshold number of messages from the

subset ol messages have been processed; and 15
determine an aggregate test result for the test.

19. The system of claim 13, wherein the instructions,
when executed by the at least one processor, further cause
the system to:

retrieve a plurality of message traces, each message trace 20

associated with a message from the subset of messages;
and

compare at least one test condition associated with the test

to each message trace to determine a plurality of test
results. 25

20. The system of claim 13, wherein the instructions,
when executed by the at least one processor, further cause
the system to:

receive a request to 1nitiate the test.

% x *H % o 30



	Front Page
	Drawings
	Specification
	Claims

