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UPDATING SOFTWARE BASED ON
SIMILARITIES BETWEEN ENDPOINTS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of priority to Japanese
Patent Application No. 2014-138877, filed Aug. 4, 2014, the
entire contents of which are incorporated herein by refer-
ence.

TECHNICAL FIELD

The present invention relates to an apparatus and a
method for updating software or for changing configuration
of software. In particular, the present invention relates to an
apparatus and a method for updating soitware or for chang-
ing configuration of software installed 1n a plurality of
terminals.

BACKGROUND ART

Along with development of I'T technology, a wide variety
of devices are used in organizations such as companies.
Under the circumstance, burdens of management of devices
(endpoints) on the organmizations such as companies are
rapidly increasing, and hence an endpoint management
product 1s attracting attention (see, for example, Non-patent
Literature 1).

In general, the endpoint management product provides a
function of performing a configuration change on an end-
point. Here, the configuration change on the endpoint refers
to a configuration change of a system or an application in the
endpoint, and includes patching and application introduc-
tion. The endpoint management product also provides a
function of remotely applying a configuration change to a
plurality of endpoints at a time.

Further, in the endpoint management product, an endpoint
as an application target of a configuration change can be
generally designated using a conditional expression and the
like. Specifically, the endpoint as the application target can
be selected by designating the version of an operating
system (OS), an application and patching conditions con-
cerning the configuration change, and the configuration of
the system (such as the value of a particular registry).

In the case of applying a configuration change to end-
points using the endpoint management product as described
above, the following method 1s generally adopted. That 1s, a
system department or the like applies 1n advance the con-
figuration change to a test environment of an endpoint
having a general configuration. After sufliciently testing that
a trouble does not occur, the system section or the like
applies the configuration change to endpoints of general
users.

In addition to the above, a technique of setting up soft-
ware 1n common for a plurality of apparatuses 1s known (see,
for example, Patent Literature 1).

Patent Literature 1 discloses a technique in which an
analysis apparatus determines common soitware to be set up
for 1ts own apparatus, reads out configuration mnmformation
corresponding to the common software from a storage
medium, compares configuration information on 1ts own
apparatus with the read-out information, determines an
apparatus having the same configuration or an apparatus
having a similar configuration from among apparatuses for
which the common software has been set up, reads out
set-up result information on the apparatus having the same
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2

configuration or the apparatus having a similar configuration
from the storage medium, and outputs the read-out infor-
mation as set-up success/failure information on the common
software.

Moreover, a technique of making a processing program
common to different database groups 1s also known (see, for
example, Patent Literature 2).

Patent Literature 2 discloses a database system 1n which:
an operating system reads setting information and deter-
mines which database 1s to be connected; when a compiler
complies a database processing program (source format) 1n
which a database to be processed 1s not specified, the
compiler identifies a database to be processed in each step,
on the basis of description of environment information
recorded 1n a currently connected database; and the database
processing program (object format) thus compiled 1s
executed on a database group.

Further, a technique of constructing a calculator environ-
ment equivalent to various user PCs 1s also known (see, for
example, Patent Literature 3).

Patent Literature 3 discloses an execution environment
construction apparatus including: an environment configu-
ration data creation unit for calculating the degree of
demand of environment configuration data close to a user
environment information DB demanded by a user, and
constructing an execution environment on an execution
terminal on the basis of the calculated degree of demand;
and an environment configuration data selection unit for
selecting environment configuration data having a degree of
environment similarity close to the user environment infor-
mation, from the execution terminal on which the execution
environment 1s constructed. The execution environment
construction apparatus constructs an execution environment
configured by a software resource including at least one
operating system, on an execution terminal.

CITATION LIST
Patent Literatures

[Patent Literature 1] JP2009-277130A
[Patent Literature 2] JP2006-244383A
[Patent Literature 3] JP2012-221170A

Non Patent Literature

IBM Endpoint Manager V9.1, available from Interna-
tional Business Machines Corporation.

As described above, 1n the case of applying a configura-
tion change to endpoints using the endpoint management
product as described in Non-patent Literature 1, conven-
tionally, a test environment of an endpoint 1s prepared, and
the configuration change 1s applied to the test environment.

Unfortunately, particularly in organizations such as com-
panies including a large number of users, it 1s not realistic to
prepare a test environment that covers the configurations of
endpoints of all the users. Hence, there 1s a problem that, 1f
a configuration change 1s applied to an environment having
a configuration that 1s not considered at the time of testing,
a trouble 1n operation may occur.

Moreover, this problem does not limitatively occur 1n the
case of applying the configuration change to the test envi-
ronment, and can also occur 1n the case of updating software
installed in a general terminal. That 1s, there 1s a problem
that, even i1t software installed in one terminal has been
successiully updated, software installed in another terminal
1s not necessarily successiully updated.
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Note that the techniques of Patent Literatures 1 to 3 do not
provide means for solving such problems.

SUMMARY OF INVENTION

The present invention has an object to enhance the
possibility that, if software installed in one terminal has been
successiully updated, the software installed in another ter-
minal 1s also successtully updated.

Solution to Problems

In order to achieve the above-mentioned object, the
present invention provides an apparatus for updating soft-
ware or changing configuration of software installed in a
plurality of terminals, including: a recognition umt for
recognizing that the software installed 1n a first terminal of
the plurality of terminals has been successiully updated or
the configuration of the software 1nstalled 1n a first terminal
of the plurality of terminals has been successtully changed;
a selection unit for selecting, 1n response to the recognition
that the software installed in the first terminal has been
successiully updated or the configuration of the software
installed 1n the first terminal has been successtully changed.,
a second terminal of the plurality of terminals 1n a case
where a degree of similarity between a configuration of the
first terminal and a configuration of the second terminal 1s
equal to or higher than a predetermined reference value; and
an 1nstruction unit for giving an instruction to update the
software or to change the configuration of the software
installed in the second terminal.

The present invention also provides a method for updating
software or for changing configuration of software installed
in a plurality of terminals, including the steps of: giving an
instruction to update the software or to change the configu-
ration of the software installed in a first terminal of the
plurality of terminals; recognizing that the software 1nstalled
in the first terminal has been successtully updated or the
configuration of the software installed in the first terminal
has been successiully changed; selecting, 1n response to the
recognition that the software installed in the first terminal
has been successiully updated or the configuration of the
soltware 1nstalled 1n the first terminal has been successtully
changed, a second terminal of the plurality of terminals 1n a
case where a degree of similarity between a configuration of
the first terminal and a configuration of the second terminal
1s equal to or lhigher than a predetermined reference value;
and giving an instruction to update the software or to change
the configuration of the software installed i1n the second
terminal.

The present invention also provides a program for causing,
a computer to function as an apparatus for updating software
or changing configuration of software 1nstalled 1n a plurality
of terminals, the program causing the computer to function
as: a recognition umt for recognizing that the software
installed 1n a first terminal of the plurality of terminals has
been successiully updated or the configuration of the soft-
ware 1nstalled 1n a first terminal of the plurality of terminals
has been successtully changed; a selection unit for selecting,
in response to the recognition that the software installed 1n
the first terminal has been successiully updated or the
configuration of the software installed in a first terminal of
the plurality of terminals has been successiully changed, a
second terminal of the plurality of terminals 1n a case where
a degree of similarity between a configuration of the first
terminal and a configuration of the second terminal 1s equal
to or higher than a predetermined reference value; and an
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4

instruction unit for giving an instruction to update the
software or to change the configuration of the software
installed in the second terminal.

"y

ect of Invention

L1

Advantageous

The present invention can enhance the possibility that, 1f
software 1nstalled in one terminal has been successtully
updated, the software installed in another terminal 1s also
successtully updated.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a diagram 1illustrating a function configuration
example of an endpoint management system according to an
embodiment of the present invention;

FIG. 2A, FIG. 2B, and FIG. 2C are diagrams each
illustrating a specific example of information stored 1n a
configuration mformation DB;

FIG. 3 1s a diagram illustrating a specific example of
information stored 1n a working status DB;

FIG. 4 1s a diagram 1illustrating a specific example of
information stored in a change history DB;

FIG. 5 1s a flowchart 1llustrating an operation example of
an endpoint management server according to the embodi-
ment of the present invention;

FIG. 6 1s a flowchart 1llustrating an operation example of
the endpoint management server according to the embodi-
ment of the present invention;

FIG. 7 1s a diagram for specifically describing a first
method for calculating the degree of similarity by a degree-
of-similarity calculation unit according to the embodiment
of the present invention;

FIG. 8A and FIG. 8B are diagrams for specifically
describing a second method for calculating the degree of
similarity by the degree-of-similarity calculation unit
according to the embodiment of the present invention;

FIG. 9A and FIG. 9B are diagrams for specifically
describing a method for calculating an interorganization
distance by an application target determination unit accord-
ing to the embodiment of the present invention; and

FIG. 10 1s a diagram 1llustrating a hardware configuration
example of the endpoint management server according to
the embodiment of the present mnvention.

DESCRIPTION OF EMBODIMENT

Heremaiter, an embodiment of the present invention 1s
described 1n detail with reference to the attached drawings.

In order to achieve the above-mentioned object, the
present invention provides an apparatus for updating soft-
ware or changing configuration of soiftware installed 1n a
plurality of terminals, including: a recognition unit for
recognizing that the software installed 1n a first terminal of
the plurality of terminals has been successtully updated or
the configuration of the software installed 1n a first terminal
of the plurality of terminals has been successiully changed;
a selection unit for selecting, 1n response to the recognition
that the software installed 1n the first terminal has been
successiully updated or the configuration of the software
installed 1n the first terminal has been successiully changed,
a second terminal of the plurality of terminals 1n a case
where a degree of similarity between a configuration of the
first terminal and a configuration of the second terminal 1s
equal to or higher than a predetermined reference value; and
an 1nstruction unit for giving an instruction to update the
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solftware or to change the configuration of the software
installed 1n the second terminal.

Here, the selection unit may select the second terminal in
a case where a degree of priority of a user of the second
terminal 1s equal to or higher than a predetermined reference
value.

Moreover, the selection unit further may select, in
response to the recognition that the software installed 1n the
first terminal has been successtully updated or the configu-
ration of the software installed in the first terminal has been
successiully changed, a third terminal of the plurality of
terminals 1n a case where a degree of similarity between the
configuration of the first terminal and a configuration of the
third terminal 1s equal to or higher than a predetermined
reference value. The instruction unit may further give an
instruction to update the software or to change the configu-
ration of the software installed in the third terminal. In this
case, the selection umit may select the second terminal and
the third terminal 1n a case where a degree of association
between a user of the second terminal and a user of the third
terminal satisfies a predetermined condition. Alternatively,
the selection unit may select the second terminal and the
third terminal 1n a case where a degree of association
between an installation place of the second terminal and an
installation place of the third terminal satisfies a predeter-
mined condition.

Moreover, the recognition unit may recognize that the
software installed in a third terminal of the plurality of
terminals has been successtully updated or the configuration
of the software 1nstalled 1n a third terminal of the plurality
of terminals has been successfully changed. The selection
unit may select, in response to the recognition that the
soltware 1nstalled 1n the third terminal has been successiully
updated or the configuration of the software installed 1n the
third terminal of the plurality of terminals has been success-
tully changed, a fourth terminal of the plurality of terminals
in a case where at least any one of: a degree of similarity
between the configuration of the first terminal and a con-
figuration of the fourth terminal; and a degree of similarity
between a configuration of the third terminal and the con-
figuration of the fourth terminal 1s equal to or higher than a
predetermined reference value. The instruction umt may
give an instruction to update the software or to change the
configuration of the software installed 1n the fourth terminal.

Further, this apparatus may further include a generation
unit for generating information indicating a difference
between a configuration of a third terminal of the plurality
of terminals and a configuration of a fourth terminal of the
plurality of terminals, 1n a case where 1t 1s not recognized
that the software installed 1n the fourth terminal has been
successiully updated or the configuration of the software
installed 1n the fourth terminal has been successtiully
changed after 1t 1s recognized that the software installed 1n
the third terminal has been successiully updated or the
configuration of the software installed 1n the third terminal
of the plurality of terminals has been successiully changed.

The present invention also provides an apparatus for
updating soiftware or for changing configuration of software
installed 1n a plurality of terminals, including: a recognition
unit for recognizing that the software installed 1n a configu-
ration change verification terminal of the plurality of termi-
nals has been successiully updated or the configuration of
the software 1nstalled 1n a configuration change verification
terminal of the plurality of terminals has been successtully
changed, the configuration change verification terminal
being for veritying the update of the software; a selection
unit for selecting, in response to the recognition that the
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soltware installed 1n the configuration change verification
terminal has been successtully updated or the configuration
of the software installed 1n the configuration change verifi-
cation terminal has been successtully changed, update
execution terminals of the plurality of terminals 1n descend-
ing order of a degree of similarity between a configuration
of the configuration change verification terminal and a
configuration of each of the update execution terminals, the
update execution terminals being for executing the update of
the software; and an mstruction unit for giving an instruction
to update the software or to change the configuration of the
software 1nstalled 1n each of the update execution terminals,
in the order in which the update execution terminals are
selected.

The present invention also provides a method for updating,
software or for changing configuration of software 1nstalled
in a plurality of terminals, including the steps of: giving an
instruction to update the software or to change the configu-
ration of the software installed in a first terminal of the
plurality of terminals; recognizing that the software installed
in the first terminal has been successiully updated or the
configuration of the software installed in the first terminal
has been successiully changed; selecting, in response to the
recognition that the software installed 1n the first terminal
has been successfiully updated or the configuration of the
soltware 1nstalled 1n the first terminal has been successtully
changed, a second terminal of the plurality of terminals 1n a
case where a degree of similarity between a configuration of
the first terminal and a configuration of the second terminal
1s equal to or higher than a predetermined reference value;
and giving an istruction to update the software or to change
the configuration of the software installed in the second
terminal.

The present invention also provides a program for causing,
a computer to function as an apparatus for updating software
or changing configuration of software 1nstalled 1n a plurality
of terminals, the program causing the computer to function
as: a recognition unit for recognizing that the software
installed 1n a first terminal of the plurality of terminals has
been successiully updated or the configuration of the soft-
ware 1nstalled 1n a first terminal of the plurality of terminals
has been successtully changed; a selection unit for selecting,
in response to the recognition that the software installed 1n
the first terminal has been successiully updated or the
configuration of the software installed in a first terminal of
the plurality of terminals has been successiully changed, a
second terminal of the plurality of terminals 1n a case where
a degree of similarity between a configuration of the first
terminal and a configuration of the second terminal i1s equal
to or higher than a predetermined reference value; and an
istruction unit for giving an instruction to update the
software or to change the configuration of the software
installed 1n the second terminal.

Outline of Present Embodiment

In the present embodiment, the degree of similarity
between an endpoint used for advance testing of a configu-
ration change and each of the other endpoints 1s calculated
using pieces of configuration mformation on a plurality of
endpoints collected by an endpoint management product.
Here, the configuration information includes, for example,
the type and version of an OS, patching conditions, intro-
duced applications, a hardware configuration, and configu-
ration values (such as registries) of the system and the
applications. Then, the endpoints are selected 1n descending
order of the degree of similarity, and the configuration
change 1s sequentially applied to the selected endpoints.
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Moreover, in the present embodiment, 1n the case where
a configuration change has been successtully applied to a
given endpoint or a group of endpoints each having a
configuration similar to that of the given endpoint, the
configuration change 1s applied to the subsequent endpoint
or group. Here, the expression that “a configuration change
1s successiully applied” may refer to that the configuration
change can be applied, and, 1n the present embodiment, this
expression refers to that no occurrence of a trouble can be
confirmed within a predetermined operation evaluation
period after the configuration change 1s applied.

At this time, 1n order to enhance the expansion speed of
the range of endpoints as application targets, a part or the
entirety of endpoints to which the configuration change has
been successiully applied may be sequentially added as new
reference endpoints for calculating the degree of similarity.
Then, endpoints as new application targets may be deter-
mined on the basis of the degrees of similarity between the
reference endpoints and each of the other endpoints.

Moreover, an endpoint as an application target may be
determined on the basis of not only the degree of similarity
between the configurations of endpoints but also multidi-
mensional 1indexes. The multidimensional 1ndexes include
the degree of association between users of endpoints, the
degree of association between installation places of end-
points, and the degree of priority of a user of an endpoint.

Among these indexes, the degree of association between
users refers to, for example, the distance between organiza-
tions to which the users respectively belong (interorganiza-
tion distance). The interorganization distance 1s obtained on
the basis of orgamization information. Specifically, 1t 1s
conceilvable not to simultaneously apply a configuration
change to a plurality of endpoints respectively used by a
plurality of users who belong to close organizations. This
can minimize an 1ntluence on business 1n case of trouble. It
1s also conceivable to preferentially apply a configuration
change to a plurality of endpoints respectively used by a
plurality of users who are connected to one another on a
social networking service (SNS).

Moreover, the degree of association between installation
places refers to, for example, the distance between the

installation places. Specifically, 1n order to suppress a bur-
den on communication lines, 1t 1s conceirvable to limit the
number of endpoints to which a configuration change 1s
simultaneously applied, 1n the same business oflice.

Further, the degree of priority of a user refers to, for
example, an IT skill level. Specifically, it 1s concervable to
preferentially apply a configuration change to an endpoint
used by a user having a high I'T skill level and then apply the
configuration change to endpoints respectively used by users
around the user having the high I'T skill level. In this case,
the user having the high IT skill level may be identified on
the basis of working records of a registry editor, a system

ool, and the like.

Moreover, the multidimensional indexes may include the
use time and use frequency of an endpoint and the use time
and use frequency of a particular application running on the
endpoint.

Further, in the present embodiment, in the case where a
trouble occurs when a configuration change 1s applied to a
grven endpoint, a difference between: the configuration of an
endpoint to which the configuration change has been suc-
cessiully applied immediately before; and the configuration
of the given endpoint in which the trouble occurs may be
presented. In this way, determination of a problem concern-

10

15

20

25

30

35

40

45

50

55

60

65

8

ing a failure 1in applying the configuration change or setting
of conditions 1n applying the configuration change may be
supported.

Function Configuration of Endpoint Management System
According to Present Embodiment

FIG. 1 1s a diagram 1illustrating a function configuration
example of an endpoint management system according to
the present embodiment. As illustrated 1n FIG. 1, the end-
point management system includes management target end-
points 10a to 10c, a test environment endpoint 20, an
endpoint management server 30, an endpoint management
console 40, an asset information server 50, and an organi-
zation mformation server 60. Then, the endpoint manage-
ment server 30 1s connected to the management target
endpoints 10a to 10c¢, the test environment endpoint 20, the
endpoint management console 40, the asset information
server 50, and the orgamization information server 60,
through communication lines (not 1llustrated) such as a local
area network (LAN). Note that, although distinctively 1llus-
trated 1n FIG. 1, the management target endpoints 10q to 10c¢
are referred to as the management target endpoint(s) 10 1n
the case where the management target endpoints 10a to 10c¢
do not need to be distinguished from one another. Moreover,
although only three management target endpoints 10 are
illustrated in FIG. 1, in general, more than three manage-
ment target endpoints 10 are connected.

Each management target endpoint 10 1s an endpoint as a
target to be managed 1n the endpoint management system. A
management agent 11 1s introduced i1n the management
target endpoint 10, and the management agent 11 includes an
information acquisition unit 12 and a configuration change
execution unit 13. The information acquisition unit 12
acquires: configuration information indicating the configu-
rations of hardware, an OS, applications, patches, and the
like; and the working statuses of the hardware, the OS, the
application, and the like. The configuration change execu-
tion unit 13 receives an instruction from the endpoint
management server 30 to execute a process of applying a
configuration change. Here, a desktop personal computer
(PC), a notebook PC, a tablet PC, a personal digital assistant
(PDA), a smartphone, and the like may be used as the
management target endpoint 10.

The test environment endpoint 20 1s an endpoint having a
test environment for testing whether or not the configuration
change 1s successiully applied to the management target
endpoint 10 before the configuration change 1s applied
thereto. A management agent 21 i1s introduced in the test
environment endpoint 20. The configuration of the manage-
ment agent 21 1s similar to that of the management agent 11
introduced 1n the management target endpoint 10, and hence
detailed description thereof 1s omitted. Here, a desktop PC,
a notebook PC, a tablet PC, a PDA, a smartphone, and the
like may be used as the test environment endpoint 20.

The endpoint management server 30 1s a server computer
in which the endpoint management product 1s installed, the
server computer managing endpoints while controlling the
management agent 11 mtroduced 1n the management target
endpoint 10 and the management agent 21 1ntroduced 1n the
test environment endpoint 20. More detailed configuration
thereol 1s described later. Here, a desktop PC and the like
may be used as the endpoint management server 30.

The endpoint management console 40 1s an input/output
apparatus that 1s used by a system administrator to: istruct
the endpoint management server 30 to apply the configura-
tion change; and receive presentation of information from
the endpoint management server 30.




US 10,705,819 B2

9

The asset information server 50 1s a server computer for
holding asset mnformation on assets managed by an organi-
zation such as a company including the endpoint manage-
ment system. The asset information server 50 provides the
asset information to the endpoint management server 30, 1n
response to a request from the endpoint management server
30.

The organization information server 60 1s a server com-
puter for holding organization mmformation on an internal
organization such as a department in the organization such
as the company including the endpoint management system.
The organization information server 60 provides the orga-
nization information to the endpoint management server 30,
in response to a request from the endpoint management
server 30.

Here, a function configuration of the endpoint manage-
ment server 30 1s described 1n detail. As illustrated i FIG.
1, the endpoint management server 30 includes an 1nforma-
tion collection unit 31, a configuration information DB 32,
a working status DB 33, a change history DB 34, a degree-
of-similarity calculation unit 35, an application target deter-
mination unit 36, and a configuration change mstruction unit
37.

The information collection umt 31 collects the configu-
ration information and the working status of the manage-
ment target endpoint 10 from the mformation acquisition
unit 12 of the management agent 11, and collects the
configuration information and the working status of the test
environment endpoint 20 from the information acquisition
unit 22 of the management agent 21. Moreover, the infor-
mation collection unit 31 collects a result of applying the
configuration change to the management target endpoint 10,
from the configuration change execution unit 13 of the
management agent 11, and collects a result of applying the
configuration change to the test environment endpoint 20,
from the configuration change execution unit 23 of the
management agent 21. Then, the information collection unit
31 determines whether or not the configuration change has
been successiully applied. In the present embodiment, the
information collection unit 31 1s provided as an example of
a recognition unmt for recogmzing that software has been
successiully updated.

The configuration information DB 32 1s a database for
storing configuration information collected by the informa-
tion collection unit 31. Specific contents of the configuration
information DB 32 are described later.

The working status DB 33 1s a database for storing
working statuses collected by the information collection unit
31. Specific contents of the working status DB 33 are
described later.

The change history DB 34 1s a database for storing change
histories collected by the information collection unit 31.
Specific contents of the change history DB 34 are described
later.

The degree-of-similarity calculation unit 35 calculates the
degree of similarity between a reference endpoint and each
management target endpoint 10, on the basis of the pieces of
data stored in the configuration information DB 32, the
working status DB 33, and the change history DB 34.
Moreover, the degree-of-similarity calculation unit 35 1ni-
tially sets the test environment endpoint 20 to the reference
endpoint, and then sets any of the management target
endpoints 10 to which the configuration change has been
successiully applied, to the reference endpoint as needed.
Moreover, 1n the case where application of the configuration
change to a given management target endpoint 10 has been
tailed, the degree-of-similarity calculation unit 35 extracts a
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difference between the configuration of the given manage-
ment target endpoint 10 and the configuration of the man-
agement target endpoint 10 to which the configuration
change has been successiully applied immediately belore,
and outputs the difference to the endpoint management
console 40. In the present embodiment, the degree-oi-
similarity calculation unit 35 is provided as an example of a
generation unit for generating information indicating the
difference.

The application target determination unit 36 determines
the management target endpoint 10 to which the configura-
tion change 1s to be applied, on the basis of the degree of
similarity calculated by the degree-of-similarity calculation
umt 35. Alternatively, the application target determination
unmt 36 may determine the management target endpoint 10
to which the configuration change 1s to be applied, on the
basis of not only the degree of similarity but also informa-
tion such as the degree of association between users of
endpoints, the degree of association between installation
places of endpoints, and the degree of priority of a user of
an endpoint. The number of the management target end-
points 10 that are determined at a time as application targets
of the configuration change may be one. In the present
embodiment, a group of a plurality of the management target
endpoints 10 1s determined as an application target of the
configuration change. In the present embodiment, the appli-
cation target determination unit 36 1s provided as an example
ol a selection unit for selecting a terminal.

Upon reception of an mstruction given by the system
administrator from the endpoint management console 40,
the configuration change istruction unit 37 transmits an
istruction to apply the configuration change to the test
environment endpoint 20, to the configuration change
execution unit 23 of the management agent 21. Moreover,
when the management target endpoint 10 to which the
configuration change 1s to be applied 1s determined by the
application target determination unit 36, the configuration
change instruction umt 37 transmits an instruction to apply
the configuration change to the determined management
target endpoint 10, to the configuration change execution
unmt 13 of the management agent 11. In the present embodi-
ment, the configuration change instruction unit 37 1s pro-
vided as an example of an instruction unit for giving an
instruction to update software or to change configuration of
software.

Here, the contents of the information stored in the con-
figuration information DB 32 are described. FIGS. 2A to 2C
are diagrams each 1illustrating a specific example of the
information stored in the configuration information DB 32.

FIG. 2A 1illustrates a basic information table in which
basic information that 1s fundamental information on each
endpoint 1s stored. As illustrated in FIG. 2A, the basic
information table includes an endpoint 1D, last update date
and time, a model number, a memory capacity, a HDD
capacity, a HDD space, and OS information. Among these
pieces of information, the endpoint ID 1s i1dentification
information for identifying an endpoint, and the OS infor-
mation 1s mnformation indicating the type and version of an
OS mounted on the endpoint. That 1s, the basic information
table serves to manage which version of which OS 1s
mounted on the endpoint identified by each endpoint ID. For
example, the first row shows that Japanese-language version
of Windows® 7, Service Pack 1 1s mounted on an endpoint
“PC001”.

FIG. 2B 1illustrates an application information table in
which information on applications installed in each endpoint
1s stored. As illustrated in FIG. 2B, the application infor-
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mation table includes an endpoint ID, an application name,
a version, and a category. That 1s, the application 1nforma-
tion table serves to manage which version of which appli-
cation 1s installed as an application 1n each category in the
endpoint identified by each endpoint ID.

FIG. 2C illustrates a device information table in which
information on a device mounted on each endpoint 1s stored.
As 1illustrated in FIG. 2C, the device imnformation table
includes an endpoint ID, a device name, a driver version,
and a category. That 1s, the device information table serves
to manage which driver version of which device is installed
as a device 1n each category in the endpoint identified by
cach endpoint ID.

Moreover, the contents of the information stored in the
working status DB 33 are described. FIG. 3 1s a diagram
illustrating a specific example of the information stored 1n
the working status DB 33. As illustrated in FIG. 3, the
working status DB 33 includes an endpoint ID, event
occurrence date and time, a target, and a state. That 1s, the
working status DB 33 serves to manage 1n which target an
event occurs and what the current state of the event 1s, 1n the
endpoint identified by each endpoint ID.

Further, the contents of the information stored in the
change history DB 34 are described. FIG. 4 1s a diagram
illustrating a specific example of the information stored 1n
the change history DB 34. As illustrated in FIG. 4, the
change history DB 34 includes an endpoint 1D, last update
date and time, a configuration change ID), and a state. Among
these pieces of information, the configuration change ID 1s
identification nformation for identilying a configuration
change. An external table 1s referred to with the configura-
tion change ID being used as a key, whereby detailed
information on the configuration change can be acquired.
Here, the detailed information on the configuration change
includes the degree of urgency of the configuration change
and conditions for applying the configuration change. More-
over, the state 1s a state of an endpoint after the configuration
change 1s applied, and any of “Success”, “Fail”, and “In-
Progress™ 1s set to the state. Among these states, “Success”
refers to a state 1n which no problem occurs even after the
clapse of a predetermined evaluation period from the appli-
cation of the configuration change, that is, a state in which
the configuration change has been successtully applied.
“Fail” refers to a state in which the configuration change has
not been successtully applied or a state 1n which a problem
occurs within the predetermined evaluation period from the
application of the configuration change, that is, a state 1n
which the application of the configuration change has been
talled. “In-Progress” 1s a state in which whether or not a
problem occurs 1s being evaluated after the configuration
change 1s applied. That 1s, the change history DB 34 serves
to manage a result of applying the configuration change to
the endpoint 1dentified by each endpoint ID.

Operation of Endpoint Management Server According to
Present Embodiment

Next, an operation of the endpoint management server 30
according to the present embodiment 1s described. Prior to
the operation, 1n the endpoint management server 30, first,
the information collection unit 31 collects: the configuration
information and the working status of the management
target endpoint 10 acquired by the information acquisition
unit 12 of the management agent 11; and the configuration
information and the working status of the test environment
endpoint 20 acquired by the information acquisition unit 22
of the management agent 21, and the information collection
unit 31 stores the pieces of configuration information in the
configuration mformation DB 32 and stores the working
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statuses 1n the working status DB 33. The information
collection unmit 31 also collects: a result of applying a
confliguration change to the management target endpoint 10
by the configuration change execution unit 13 of the man-
agement agent 11; and a result of applying the configuration
change to the test environment endpoint 20 by the configu-
ration change execution unit 23 of the management agent 21,
and the information collection unit 31 stores the results as
change histories of the configurations of the endpoints 1n the
change history DB 34.

It 1s assumed that, in this state, the system administrator
instructs the endpoint management server 30 to apply the
configuration change to the test environment endpoint 20,
through the endpoint management console 40. This starts the
operation of the endpoint management server 30. FIG. § and
FIG. 6 are tlowcharts each illustrating an operation example
to be subsequently performed by the endpoint management
server 30.

In the endpoint management server 30, first, as illustrated
in FIG. 5, the configuration change instruction unit 37
transmits an instruction to apply the configuration change, to
the configuration change execution unit 23 of the manage-
ment agent 21 (Step 301). In response to this, the configu-
ration change execution unit 23 of the management agent 21
applies the configuration change to the test environment
endpoint 20. At this time, the system administrator desig-
nates which endpoint 1s to be defined as the test environment
endpoint 20, using the corresponding endpoint 1D, and
designates which configuration change 1s to be applied,
using the corresponding configuration change ID. Conse-
quently, the used endpoint ID and the used configuration
change ID are delivered from the configuration change
instruction unit 37 to the information collection unit 31.

After that, the information collection unit 31 collects a
result of applying the configuration change to the test
environment endpoint 20, from the configuration change
execution unit 23 of the management agent 21, and stores
the result 1n the change history DB 34 (Step 302). Specifi-
cally, the information collection unit 31 stores the endpoint
ID, the configuration change ID, and a state after the
configuration change 1s applied, 1n the change history DB
34. Alternatively, at this time, the information collection unit
31 may report the obtained result to the system administrator
through the endpoint management console 40.

Upon the collection of the result of applying the configu-
ration change 1n this way, the information collection unit 31
determines whether or not the configuration change has been
successiully applied to the test environment endpoint 20
(Step 303). As a result, 11 1t 1s determined that the configu-
ration change has not been successiully applied to the test
environment endpoint 20, the endpoint management server
30 ends the processing. On the other hand, 11 1t 1s determined
that the configuration change has been successiully applied
to the test environment endpoint 20, the endpoint manage-
ment server 30 proceeds to a process of applying the same
configuration change to every management target endpoint
10. At this time, the endpoint ID and the configuration
change 1D that have been delivered from the configuration
change nstruction umt 37 to the information collection unit
31 are further delivered to the degree-of-similarity calcula-
tion unit 33.

Consequently, the degree-of-similarity calculation unit 35
sets the recerved endpoint 1D, that 1s, the endpoint 1D of the
test environment endpoint 20 to the endpoint ID of a
reference endpoint that serves as a reference for calculating,
the degree of similarity (Step 304). Alternatively, the system
administrator may check the result of applying the configu-
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ration change that 1s reported through the endpoint manage-
ment console 40, and may give an instruction to apply the
same configuration change to every management target
endpoint 10, through the endpoint management console 40.
At this time, the system administrator designates the end-
point ID of the test environment endpoint 20 as the endpoint
ID of the reference endpoint that serves as the reference for
calculating the degree of similarity, and designates the
configuration change ID of the configuration change that has
been applied to the test environment endpoint 20, as the
configuration change ID of the configuration change to be
applied to every management target endpoint 10.

As a result, in the endpoint management server 30, as
illustrated 1n FI1G. 6, the degree-of-similarity calculation unit
35 calculates the degree of similarity between the reference
endpoint and each management target endpoint 10, on the
basis of the pieces of data stored in the configuration
information DB 32, the working status DB 33, and the

change history DB 34 (Step 321). Note that, in the first
operation, the reference endpoint 1s only the test environ-
ment endpoint 20. Moreover, at this time, the degree-oi-
similarity calculation unit 35 may store the calculated degree
of stmilarity 1n a degree-of-similarity DB (not illustrated).
The details of a method for calculating the degree of
similarity are described later.

Subsequently, the application target determination unit 36
determines the management target endpoint 10 to which the
configuration change 1s to be applied, on the basis of the
degree of similarity calculated by the degree-of-similarity
calculation unit 35 (Step 322). At this time, basically, the
application target determination unit 36 determines, as an
application target, a group including the management target
endpoints 10 for which the highest degree of similarity is
calculated. For example, the application target determination
unit 36 may select a predetermined number of the manage-
ment target endpoints 10 1n descending order of the degree
of similarity, and may determine a group including the
selected management target endpoints 10 as the application
target. Alternatively, the application target determination
unit 36 may select the management target endpoints 10 each
having a degree of similarity equal to or higher than a
predetermined value, and may determine a group including
the selected management target endpoints 10 as the appli-
cation target.

Alternatively, the application target determination unit 36
may determine the application target with reference to not
only the degree of similarity but also additional information
on the user of each management target endpoint 10, the
organization to which the user belongs, and the like. The
additional information 1s included 1n, for example, the asset
information held by the asset information server 50 and the
organization information held by the organization informa-
tion server 60, and hence the application target determina-
tion unit 36 may refer to these pieces of information. The
details of a method for determining the application target are
also described later. Upon the determination of the applica-
tion target 1n this way, the application target 1s reported to the
configuration change instruction unit 37. Specifically, the
endpoint ID of the management target endpoint 10 deter-
mined as the application target 1s reported to the configu-
ration change instruction umt 37. Moreover, the configura-
tion change ID of the configuration change to be applied 1s
also transmitted from the degree-of-similarity calculation
unit 35 to the application target determination unit 36, and
1s Turther transmitted to the configuration change instruction
unit 37.
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As a result, the configuration change instruction unit 37
transmits an 1nstruction to apply the configuration change, to
the configuration change execution unit 13 of the manage-
ment agent 11 operating in the management target endpoint
10 that has been determined as the application target by the
application target determination unit 36 (Step 323). Conse-
quently, the configuration change execution unit 13 of the
management agent 11 applies the configuration change to
the management target endpoint 10. At this time, the end-
point 1D of the management target endpoint 10 determined
as the application target and the configuration change ID of
the configuration change are delivered from the configura-
tion change instruction unit 37 to the information collection
umt 31.

After that, the information collection unit 31 collects a
result of applying the configuration change to the manage-
ment target endpoint 10, from the configuration change
execution unit 13 of the management agent 11, and stores the
result 1n the change history DB 34 (Step 324). Specifically,
the mformation collection unit 31 stores the endpoint 1D, the
configuration change 1D, and a state after the configuration
change 1s applied, in the change history DB 34.

Upon the collection of the result of applying the configu-
ration change 1n this way, the information collection unit 31
determines whether or not the configuration change has been
successiully applied to the management target endpoint 10
(Step 325).

As a result, it 1t 1s determined that the configuration
change has been successiully applied to the management
target endpoint 10, the degree-of-similarity calculation unit
35 determines whether or not an endpoint to which the
configuration change has not been applied yet exists, with
reference to the change history DB 34 (Step 326).

Then, 1f 1t 15 determined that an endpoint to which the
configuration change has not been applied yet exists, the
degree-of-similarity calculation unit 35 sets an additional
reference endpoint that serves as a reference for calculating,
the degree of similarity (Step 327). Note that Step 327,
which 1s not essential, may be executed as needed. That 1s,
il any of the management target endpoints 10 to which the
configuration change has been successtully applied has a
configuration that 1s as different as possible from the con-
figuration of the currently set reference endpoint, the degree-
of-similarity calculation unit 35 may set this management
target endpoint 10 as the additional reference endpoint. If 1t
1s determined 1n Step 326 that an endpoint to which the
configuration change has not been applied yet exists or after
the additional reference endpoint 1s set 1n Step 327 as
described above, the endpoint management server 30 repeats
the processing of Step 321 and the subsequent steps. That 1s,
t
C

ne degree-of-similarity calculation unit 35 calculates the
egree of similarity between: each of the plurality of refer-
ence endpoints including the additional reference endpoint;
and each endpoint other than the reference endpoints, the
application target determination unit 36 determines an end-
point having the second highest degree of similarity as an
application target of the configuration change, and the
information collection unit 31 collects a result of applying
the configuration change.

Meanwhile, description 1s given of the case where it 1s
determined in Step 323 that the application of the configu-
ration change to the management target endpoint 10 has
been failed. This case means that 1t 1s determined that the
application of the configuration change to any of the man-
agement target endpoints 10 included 1n the group deter-
mined 1 Step 322 has been failed. If such a failure 1s
determined, first, the configuration change instruction unit
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37 returns the management target endpoint 10 concerning
the failure to 1ts original state before the configuration
change 1s applied thereto (Step 328). Specifically, the end-
point ID of the management target endpoint 10 to which the
application of the configuration change has been failed is °
delivered from the information collection unit 31 to the

configuration change mnstruction unit 37. Then, the configu-
ration change instruction unit 37 returns the management
target endpoint 10 identified by the recerved endpoint ID to
its original state.

Further in this case, subsequently, the degree-of-similarity
calculation umt 335 extracts a diflerence between: the con-
figuration of the management target endpoint 10 concerning
the failure; and the configuration of the management target
endpoint 10 to which the configuration change has been
successiully applied immediately before (Step 329). Spe-
cifically, the endpoint ID of the management target endpoint
10 to which the application of the configuration change has
been failed 1s delivered from the information collection unit 29
31 to the configuration change instruction unit 37. Then, the
degree-of-similarity calculation unit 35 extracts a diflerence
between the configuration of the management target end-
point 10 identified by the received endpoint ID and the
configuration of the management target endpoint 10 to 25
which the configuration change has been successiully
applied immediately before. Here, the management target
endpoint 10 to which the configuration change has been
successiully applied immediately before may be defined as
the management target endpoint 10 to which the configura- 30
tion change has been successfully applied immediately
betfore, among the endpoints included 1n the group to which
the configuration change has been simultaneously applied in
the latest Step 323.

As a result, the degree-of-similarity calculation unit 35 35
presents the extracted diflerence to the system administrator
through the endpoint management console 40 (Step 330).

Moreover, 11 1t 1s determined 1n Step 326 that an endpoint
to which the configuration change has not been applied yet
does not exist, the endpoint management server 30 ends the 40
processing.

Note that, in the present embodiment, as long as an
endpoint to which the configuration change has not been
applied yet remains, a process of calculating the degree of
similarity and determining an application target i1s per- 45
formed, but the present mvention 1s not limited thereto. A
mimmum value of the degree of similarity up to which this
process needs to be performed may be designated in
advance, and the endpoint management server 30 may end
the processing at the moment at which an endpoint having 50
a degree of similarity equal to or higher than the minimum
value does not remain.

Here, methods for calculating the degree of similarity by
the degree-of-similarity calculation unit 35 are described in
detaul. 55

A first method for calculating the degree of similarity 1s a
method including: calculating a correlation on the basis of
the coincidence or non-coincidence of items in each con-
stituent element between endpoints as targets between which
the degree of similarity 1s to be calculated; and defining the 60
calculated correlation as the degree of similarity between the
configurations of the endpoints. Here, examples of the
constituent elements of the endpoints include hardware, an
OS, applications, applied patches, the versions thereof, and
registry setting items thereof. 65

FIG. 7 1s a diagram for specifically describing the first
method for calculating the degree of similarity.
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In the case of adopting the first calculating method, first,
the degree-of-similarity calculation unit 35 acquires, for
cach category, the 1tems of the constituent elements consti-
tuting each endpoint. In FIG. 7, the degree-of-similarity
calculation unit 35 acquires, for the OS, the type of the OS,
the version of the OS, the presence or absence and version
of a service pack, and a language. The degree-of-similarity
calculation unit 35 also acquires: configuration change 1Ds
for 1dentifying configuration changes applied to each end-
point; application information including the names and
versions of applications installed in the endpoint; and device
names that are the names of devices mounted on the end-
point.

Subsequently, the degree-of-similarity calculation unit 35
calculates a ratio of coincident items 1n each constituent
clement, for two endpoints as targets between which the
degree of similarity 1s to be calculated. FIG. 7 illustrates
“PC001” and “PC002” as the two endpoints. Then, the
number of coincident items in each constituent element 1s
defined as the numerator of the ratio. In FIG. 7, each
comncident item 1s indicated by a check mark, and each
non-coincident 1item 1s indicated by a cross mark. That 1s, the
number of check marks 1n each constituent element corre-
sponds to the numerator. Moreover, the denominator of the
ratio 1s determined in the following manner. That 1s, for the
OS, the number of items 1s fixed, and hence the number of
items 1s defined as the denominator of the ratio. Moreover,
for the other constituent elements, the number of elements 1n
the union of the listed items 1s defined as the denominator of
the ratio. In FIG. 7, for the OS, because the number of check
marks 1s “2” and the number of i1tems 1s “4”, the degree of
similarity 1s expressed as “2/4”. For the configuration
change 1D, because the number of check marks 1s “3” and
the number of elements 1n the union of the items 1s “6”, the
degree of similarity 1s expressed as “3/6”. For the applica-
tion information, because the number of check marks 1s “2”
and the number of elements in the union of the items 1s “5”,
the degree of similarity 1s expressed as “2/5”. For the device
name, because the number of check marks 1s “1” and the
number of elements 1n the union of the items 1s “5”, the
degree of similarity 1s expressed as “1/5”.

Lastly, the degree-of-similarity calculation unit 35 calcu-
lates the average of the respective degrees of similarity of
the constituent elements, and defines the calculated average
as the degree of similarity between the configurations of the
two endpoints. In FIG. 7, the degree-of-similarity calcula-
tion umt 35 calculates the average of <“2/4”, “3/6”, “2/5”, and
“1/5”, and hence the degree of similanity between the
configurations of the two endpoints 1s 0.4 (=1.6/4).

A second method for calculating the degree of similarity
1s a method including: calculating the sum of weighted
degrees of similarity, using a table 1n which the degree of
similarity between items or between combinations of items
1s defined for each constituent element; and defining the
calculated sum as the degree of similarity between the
configurations of endpoints.

FIGS. 8A and 8B are diagrams for specifically describing,
the second method for calculating the degree of similarity. In
the case where the degree of similarity between items or
between combinations of 1tems 1s calculated by considering
the weights of the items, a table 1n which the degree of
similarity between combinations of 1tems or the degree of
similarity when items coincide with each other i1s defined for
cach constituent element 1s prepared 1n advance.

FIG. 8A 1s a diagram 1llustrating an example of an OS
degree-of-similarity table. The degree of similarity when the
combination of the items 1n OS 1 and the combination of the
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items 1n OS 2 completely coincide with each other 1s defined
as “1”, and the degree of similarity indicating to what extent
the combination of the items 1n OS 1 and the combination of
the items 1n OS 2 coincide with each other 1s defined 1n the
table. The degree-of-similarity calculation unit 35 defines
the degree of similarity 1n a row having the same combina-
tion as the combination of respective OSs of two endpoints
as targets between which the degree of similarity 1s to be
calculated, as the degree of similarity in OS.

FIG. 8B 1s a diagram 1illustrating an example of a con-
figuration change degree-of-similarity table. The degree-oi-
similarity calculation unit 35 defines the sum of the degrees
of stmilarity for all configuration changes commonly applied
to the two endpoints as the targets between which the degree
of similarity 1s to be calculated, as the degree of similarity
in configuration change. Moreover, similar degree-of-simi-
larity tables may be prepared also for the application infor-
mation and the device name, and the sum of the degrees of
similarity for items common between the two endpoints as
the targets between which the degree of similarity 1s to be
calculated may be defined as the degree of similarity in each
of the application information and the device name.

A third method for calculating the degree of similarity 1s
a method including: defining 1 advance the degree of
similarity between items or between combinations of items
for each constituent element, depending on the degree of
association with a configuration change to be applied; cal-
culating the sum of weighted degrees of similarity on the
basis of the definition; and defining the calculated sum as the
degree of similarity between the configurations of endpoints.

Such tables as illustrated 1n FIGS. 8A and 8B are prepared
for each configuration change to be applied, and settings are
made such that the degrees of similarity for items concern-
ing the configuration change to be applied 1s high. This case
corresponds to the third calculating method.

Next, methods for determining the application target by
the application target determination unit 36 are described in
detail. It 1s assumed here that the application target deter-
mination unit 36 determines the application target consid-
ering an interorganization distance in addition to the degree
of similarity between the configurations of endpoints. Con-
ceivable methods for determining the application target
considering the interorganization distance are as follows.

A first method for determining the application target 1s a
method including preferentially applying a configuration
change to endpoints in the same organization or close
organizations. In the case of adopting the first method for
determining the application target, first, the application
target determination unit 36 groups endpoints for each
interorganization distance from a reference endpoint. Sub-
sequently, the application target determination umit 36
selects endpoints 1 descending order of the degree of
similarity to the reference endpoint, from a group corre-
sponding to an nterorganization distance smaller than a
predetermined distance, and sequentially applies the con-
figuration change to the selected endpoints.

A second method for determining the application target 1s
a method for avoiding simultaneously applying a configu-
ration change to endpoints 1n the same organization or close
organizations. Also in the case of adopting the second
method for determining the application target, first, the
application target determination unit 36 groups endpoints for
cach interorganization distance from a reference endpoint.
Then, the application target determination unit 36 selects an
endpoint having the highest degree of similanty to the
reference endpoint, from a group corresponding to the
largest interorganization distance, and applies the configu-
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ration change to the selected endpoint. Subsequently, the
application target determination unit 36 groups the end-
points for each sum of the interorganization distance from
the first reference endpoint and the interorganization dis-
tance from the endpoint selected immediately before. Then,
the application target determination unit 36 selects an end-
point having the highest degree of similarity to the reference
endpoint, from a group corresponding to the largest sum of
the interorganization distances, and applies the configuration
change to the selected endpoint. After that, the application
target determination unit 36 repeats such processing as
described above.

FIGS. 9A and 9B are diagrams for specifically describing
a method for calculating the interorganization distance used
in the above-mentioned methods for determining the appli-
cation target. Of the two drawings, FIG. 9A 1llustrates an
example of the asset information held by the asset informa-
tion server 50. Moreover, FIG. 9B illustrates an example of
the organization information held by the organization infor-
mation server 60. Note that, because an organization 1s
expressed 1n a tree structure in FIG. 9B, a node correspond-
ing to each user 1s referred to as a “user node”. Moreover, a
node generally referred to as an “upper node™ 1s referred to
as a “superior node”, and a node generally referred to as a
“lower node” 1s referred to as a “subordinate node”.

First, with reference to the asset information in FIG. 9A,
the application target determination unit 36 obtains the user
IDs of two users who respectively use two endpoints as
targets between which the interorganization distance 1s to be
calculated, from the endpoints ID of the two endpoints.

Subsequently, with reference to the organization informa-
tion in FIG. 9B, the application target determination unit 36
obtains a closest common superior node that 1s the lowest
one of superior nodes common to two user nodes respec-
tively corresponding to the two user IDs. Note that, 1n the
case where one of the two user nodes 1s a subordinate node
of the other user node, the application target determination
unit 36 obtains the other user node as the closest common
superior node.

Subsequently, with reference to the organization informa-
tion in FIG. 9B, the application target determination unit 36
obtains the distance from each of the two user nodes to the
closest common superior node. Then, the application target
determination unit 36 defines the larger one of the two
distances thus obtained, as the interorganization distance.

For example, 1t 1s discussed that, in the case where the
asset information 1n FIG. 9A and the organization informa-
tion mm FIG. 9B are held, the interorganization distance
between the endpoint “PC001” and an endpoint “PC005” 1s
calculated. In this case, first, with reference to the asset
information in FIG. 9A, the application target determination
umt 36 i1dentifies a user “EMP111” from the endpoint
“PC001”, and 1dentifies a user “EMP220” from the endpoint
“PC005”. Subsequently, with reference to the organization
information 1 FIG. 9B, the application target determination
unit 36 obtains a closest common superior node “EMP000”.
Subsequently, the application target determination unit 36
obtains “3” as the distance from the user node “EMP111” to
the closest common superior node “EMP000”, and obtains
“2” as the distance from the user node “EMP220” to the
closest common superior node “EMP000”. Lastly, the appli-
cation target determination unit 36 calculates the interorga-
nization distance “3” according to max (3, 2).

As described above, 1n the present embodiment, a con-
figuration change i1s sequentially applied considering the
degree of similarity between the configurations of endpoints,
and the configuration change 1s automatically stopped 1n
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case of trouble. Accordingly, a trouble that cannot be found
at the time of advance testing can be prevented from
simultaneously occurring 1in a large indefinite number of
endpoints, and intfluences such as suspension of business can
be minimized.

Moreover, 1 the present embodiment, a configuration
change 1s sequentially applied to endpoints 1n descending
order of the degree of similarity in configuration to a
reference endpoint. Accordingly, even if a trouble occurs in
a given endpoint, a difference between the configuration of
the given endpoint and the configuration of an endpoint to
which the configuration change has been successtully
applied 1s small, and hence problem determination work 1s
tacilitated.

Hardware Configuration of Endpoint Management Server
According to Present Embodiment

FI1G. 10 1s a diagram 1llustrating a hardware configuration
example of the endpoint management server 30 according to
the present embodiment. As illustrated in FIG. 10, the
endpoint management server 30 includes: a central process-
ing unit (CPU) 30q as arithmetic means; a main memory 30c
that 1s connected to the CPU 30a through a motherboard
(M/B) chip set 30b; and a display mechamism 304 that 1s
similarly connected to the CPU 30a through the M/B chip
set 30b. Moreover, a network interface 30/, a magnetic disk
device (HDD) 30g, an audio mechanism 30/, a keyboard/
mouse 30i, and an optical drive 307 are connected to the M/B
chip set 306 through a bridge circuit 30e.

Note that the constituent elements 1n FIG. 10 are con-
nected to one another through buses. For example, the CPU
30a and the M/B chip set 305 are connected to each other
through a CPU bus, and the M/B chip set 306 and the main
memory 30c¢ are connected to each other through a CPU bus.
Moreover, although the M/B chip set 305 and the display
mechanism 304 may be connected to each other through
Accelerated Graphics Port (AGP), in the case where the
display mechamism 304 includes a video card compliant
with PCI Express, the M/B chip set 306 and the video card
are connected to each other through a PCI Express (PCle)
bus. Moreover, for example, PCI Express can be used to
connect the network interface 30f to the bridge circuit 30e.
Moreover, for example, Serial AT Attachment (ATA), par-
allel transfer ATA, and Peripheral Components Interconnect
(PCI) can be used to connect the magnetic disk device 30g
to the bridge circuit 30e. Further, Universal Serial Bus
(USB) can be used to connect each of the keyboard/mouse
307 and the optical drive 30/ to the bridge circuit 30e.

Here, the present invention may be achieved entirely by
hardware, and may be achieved entirely by software. The
present invention may also be achieved by both hardware
and software. Moreover, the present imvention can be
achieved as a computer, a data processing system, and a
computer program. The computer program can be provided
in the state where the computer program 1s stored 1 a
computer-readable medium. Conceivable media include
clectronic, magnetic, optical, electromagnetic, inirared, and
semiconductor systems (apparatuses, devices) as well as a
propagation medium. Moreover, examples of the computer-
readable medium include a semiconductor, a solid-state
memory, a magnetic tape, a removable computer diskette, a
random access memory (RAM), a read only memory
(ROM), a rigid magnetic disk, and an optical disk. Examples
of the optical disk at present include a compact disc read
only memory (CD-ROM), a compact disc read/write (CD-
R/W), and a DVD.

Hereinabove, the present invention has been described by
way ol the embodiment, and the techmical range of the
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present invention 1s not limited to the above-mentioned
embodiment. It 1s obvious for those skilled in the art that
various changes and alternative modes of the present inven-
tion can be adopted without departing from the spirit and
range of the present mvention.

REFERENCE SIGNS LIST

10 . . . management target endpoint

20 . . . test environment endpoint

30 . . . endpoint management server

31 . . . information collection unit

32 . . . configuration mformation DB

33 . . . working status DB

34 . . . change history DB

35 . . . degree-of-similanty calculation unit
36 . . . application target determination unit
37 . . . configuration change instruction unit
40 . . . endpoint management console

50 . . . asset information server

60 . . . organization information server

What 1s claimed 1s:
1. An apparatus for updating software or for changing
configuration of soiftware installed 1n a plurality of termi-
nals, comprising an endpoint management server configured
to:
recognize that the software installed 1n a first terminal of
the plurality of terminals has been successtully updated
or the configuration of the software installed in a first
terminal of the plurality of terminals has been success-
fully changed, wherein the configuration 1s determined
to have been successtully changed by monitoring
operation of the terminal for a predetermined operation
evaluation period without confirmation of an occur-
rence of trouble, the endpoint management server fur-
ther configured to recognize that the software installed
in a second terminal has not been successtully updated
or the configuration of the software installed 1n the
second terminal has not been successtully changed;

select, 1n response to the recognition that the software
installed 1n the first terminal has been successiully
updated or the configuration of the software installed 1n
a first terminal of the plurality of terminals has been
successiully changed, one or more terminals of the
plurality of terminals 1n a case where a degree of
similarity between a configuration of the first terminal
and a configuration of each of the one or more terminals
1s determined to be equal to or higher than a predeter-
mined reference value, the one or more terminals
including the second terminal that 1s selected based on
a user of the second terminal having an IT skill level
that 1s equal to or higher than a predetermined reference
value, wherein the IT skill level 1s 1dentified on the
basis of at least one of working records of a registry
editor or a system tool;

give an 1nstruction to sequentially update the software or

to change the configuration of the software 1nstalled 1n
each of the one or more terminals, such that terminals
of the one or more terminals that are more like the first
terminal are updated or changed before terminals that
are less like the first terminal, wherein each of the one
or more terminals of the plurality of terminals deter-
mined, by the endpoint management server, to have its
configuration successiully changed 1s grouped with the
first terminal as a new reference endpoint, such that
additional terminals of the plurality of terminals are
selected, by the endpoint management server, 1n cases
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where a first degree of similarity between a configura-
tion of one of the additional terminals and a configu-
ration of one of the new reference endpoints 1s deter-
mined to be equal to or higher than a predetermined
reference value and a second degree of similarity
between the configuration of the one of the additional
terminals and the configuration of the first terminal 1s
determined to be lower than the predetermined refer-
ence value, and further for giving an instruction, 1n
response to detecting, by the endpoint management
server, that the software 1nstalled 1n the second terminal
has not been successiully updated or the configuration
of the software 1nstalled in the second terminal has not
been successiully changed, to stop updating or chang-
ing the one or more terminals; and

generate information indicating a difference between a

configuration of the first terminal and a configuration of
the second terminal of the one or more terminals in
response to determining, by the endpoint management
server, that the software 1nstalled 1n the second terminal
has not been successiully updated or the configuration
of the software 1nstalled in the second terminal has not
been successiully changed after it 1s recognized that the
soltware installed in the first terminal has been suc-
cessiully updated or the configuration of the software
installed 1n the first terminal has been successiully
changed.

2. The apparatus according to claim 1, wherein:

the endpoint management server further selects, 1n

response to the recognition that the software installed in
the first terminal has been successtully updated or the
configuration of the software installed 1n the first ter-
minal has been successiully changed, a third terminal
of the plurality of terminals in a case where a degree of
similarity between the configuration of the first termi-
nal and a configuration of the third terminal 1s equal to
or higher than a predetermined reference value, and
the endpoint management server further gives an instruc-
tion to update the software or to change the configu-
ration of the software installed 1n the third terminal.

3. The apparatus according to claim 2, wherein the
endpoint management server selects the second terminal and
the third terminal 1n a case where a degree of association
between a user of the second terminal and a user of the third
terminal satisfies a predetermined condition.

4. The apparatus according to claim 2, wherein the
endpoint management server selects the second terminal and
the third terminal 1n a case where a degree of association
between an installation place of the second terminal and an
installation place of the third terminal satisfies a predeter-
mined condition.

5. The apparatus according to claim 1, wherein:

the endpoint management server recognizes that the soft-

ware mstalled 1n a third terminal of the plurality of
terminals has been successtiully updated or the configu-
ration of the software 1nstalled 1n a third terminal of the
plurality of terminals has been successtully changed,
the endpoint management server selects, 1n response to
the recogmition that the software installed 1n the third
terminal has been successtully updated or the configu-
ration of the software installed in the third terminal has
been successtully changed, a fourth terminal of the
plurality of terminals 1n a case where at least any one
of: a degree of similarity between the configuration of
the first terminal and a configuration of the fourth
terminal; and a degree of similarity between a configu-
ration of the third terminal and the configuration of the
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fourth terminal 1s equal to or higher than a predeter-
mined reference value, and

the endpoint management server gives an instruction to

update the software or to change the configuration of
the software installed in the fourth terminal.

6. The apparatus according to claim 1, the endpoint
management server further configured to generate informa-
tion indicating a difference between a configuration of a
third terminal of the plurality of terminals and a configura-
tion of a fourth terminal of the plurality of terminals, 1n a
case where 1t 1s not recognized that the software installed 1n
the fourth terminal has been successtully updated or the
configuration of the software installed 1n the fourth terminal
has been successiully changed after 1t 1s recognized that the
soltware 1nstalled 1n the third terminal has been successtully
updated or the configuration of the software installed in the
third terminal has been successiully changed.

7. A computer program product comprising a computer
readable storage medium having program instructions
embodied therewith, wherein the computer readable storage
medium 1s not a transitory signal per se, the program
instructions executable by a processor to cause a computer
to function as an apparatus for updating software or for
changing configuration of software installed 1n a plurality of
terminals, the computer program product causing the com-
puter to:

recognize that the software installed 1n a configuration

change verification terminal of the plurality of termi-
nals has been successtully updated or the configuration
of the software installed 1n a configuration change
verification terminal of the plurality of terminals has
been successiully changed, the configuration change
verification terminal being for veritying the update or
the configuration change of the soitware, wherein the
configuration 1s determined to have been successiully
changed by momitoring operation of the terminal for a
predetermined operation evaluation period without
confirmation of an occurrence of trouble, the computer
program product further causing the computer to rec-
ognize that the software installed 1n a second terminal
has not been successtully updated or the configuration
of the software 1nstalled in the second terminal has not
been successiully changed;

select, 1n response to the recognition that the software

installed 1n the configuration change verification ter-
minal has been successfully updated or the configura-
tion of the software installed in the configuration
change verification terminal has been successiully
changed, configuration change target terminals of the
plurality of terminals 1n descending order of a degree of
similarity between a configuration of the configuration
change verification terminal and a configuration of each
of the configuration change target terminals 1s deter-
mined to be equal to or higher than a predetermined
reference value, the configuration change target termi-
nals including the second terminal that 1s selected based
on a user of the second terminal having an I'T skill level
that 1s equal to or higher than a predetermined reference
value, wherein the IT skill level 1s 1dentified on the
basis of at least one of working records of a registry
editor or a system tool, the configuration change target
terminals being for executing the update or the con-
figuration change of the software;

give an instruction to sequentially update the software or

to change the configuration of the software installed in
cach of the configuration change target terminals, 1n the
order in which the configuration change target termi-
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nals are selected, such that terminals of the one or more
terminals that are more like the configuration change
verification terminal are updated or changed before
terminals that are less like the configuration change

basis of at least one of working records of a registry
editor or a system tool;

24

giving an instruction to sequentially update the software
or to change the configuration of the software installed
in each of the one or more terminals, such that termi-
nals of the one or more terminals more like the first

verification terminal, wherein each of the configuration 5 terminal are updated or changed before terminals that
change-: target terminals 1s determ@ned to have i‘Fs con- are less like the first terminal;
figuration successtully changed 1s grouped with the adding sequentially the one or more terminals as new
configuration cl}ange Ve“ﬁcam_n, terminal a5 a oW reference endpoints as each of the one or more termi-
referepce endpmpt such that addlt{onal terminals of the nals are determined to be successfully updated or the
plurality of terminals are selected 1n cases where a first 10 fouration of the software has been successfull
degree of similarity between a configuration of one of Cﬁn gu;a s
the additional terminals and a configuration of one of “Halstt . . .
the configuration change target terminals is determined sel:actmg additional terminals of ‘thf.a pl}lrallty of terminals
to be equal to or higher than a predetermined reference 11 Cas5es where a degree of sup;lanty be@een 4 cOn-
value and a second degree of similarity between the 15 ﬁguratlontof one of the additional terminals {and d
configuration of the one of the additional terminals and configuration of one ot the new reference endpoints 1s
the configuration of the configuration change verifica- determined to be equal to or higher than a predeter-
tion terminal 1s determined to be lower than the pre- mined reference value and the degree of similarity
determined reference ’5,(7;.51111;3:J and further for glVlIlg an between the COIlﬁgllI'EltiOll of the one of the additional
instruction, in response to detecting that the software 20 terminals and the configuration of the first terminal 1s
installed in the second terminal has not been success- determined to be lower than the predetermined refer-
fully updated or the configuration of the software ence value;
installed 1n the second terminal has not been success- detecting that the software installed in the second terminal
tully changed, to stop updating or changing the one or has not been successiully updated or the configuration
more terminals; and 25 of the software 1nstalled in the second terminal has not
generate information indicating a difference between a been successiully changed;
configuration of the configuration change verification giving an instruction, in response to detecting that the
terminal and a configuration of the second terminal of software installed in the second terminal has not been
the configuration change target terminals 1n response to successiully updated or the configuration of the soft-
determining that the software installed 1n the second 30 ware 1nstalled 1n the second terminal has not been
terminal has not been successfully updated or the successiully changed, to stop updating or changing the
configuration of the software installed in the second one or more terminals; and
terminal has not been successfully changed after it 1s generating information indicating a difference between a
recognized that the soiftware installed 1n the configu- configuration of the first terminal of the plurality of
ration change verification terminal has been success- 35 terminals and a configuration of the second terminal of
fully updated or the configuration of the software the plurality of terminals 1n response to determining
installed 1n the configuration change verification ter- that the soitware installed 1n the second terminal has
minal has been successiully changed. not been successtully updated or the configuration of
8. A method for updating software or for changing con- the software installed 1n the second terminal has not
figuration of software installed in a plurality of terminals, 40 been successtully changed atter it 1s recognized that the
comprising: software 1installed in the first terminal has been suc-
giving an instruction to update the soitware or to change cessiully updated or the configuration of the software
the configuration of the software installed 1n a first installed 1in the first terminal has been successiully
terminal of the plurality of terminals; changed.
recognizing that the software installed 1n the first terminal 45 9. The method of claim 8, further comprising:
has been successiully updated or the configuration of selecting, 1n response to the recognition that the software
the software installed 1n the first terminal has been installed 1n the first terminal has been successiully
successiully changed, wherein the configuration 1s updated or the configuration of the software installed in
determined to have been successfully changed by the first terminal has been successiully changed, a third
monitoring operation of the terminal for a predeter- 50 terminal of the plurality of terminals 1n a case where a
mined operation evaluation period without confirma- degree of similarity between the configuration of the
tion of an occurrence of trouble; first terminal and a configuration of the third terminal
selecting, 1n response to the recognition that the software 1s equal to or higher than a predetermined reference
installed in the first terminal has been successtully value; and
updated or the configuration of the software installed in 55 giving an instruction to update the software or to change
the first terminal has been successtully changed, one or the configuration of the software installed in the third
more terminals of the plurality of terminals 1n a case terminal.
where a degree of similarity between a configuration of 10. The method of claim 9, wherein the second terminal
the first terminal and a configuration of each of the one and the third terminal are selected 1n a case where a degree
or more terminals 1s equal to or higher than a prede- 60 of association between an installation place of the second
termined reference value, the one or more terminals terminal and an installation place of the third terminal
including a second terminal that 1s selected based on a satisfies a predetermined condition.
user of the second terminal having an I'T skill level that 11. The method of claim 9, wherein the second terminal
1s equal to or higher than a predetermined reference and the third terminal are selected 1n a case where a degree
value, wherein the I'T skill level 1s identified on the 65 of association between an installation place of the second

terminal and an installation place of the third terminal
satisfies a predetermined condition.
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12. The method of claim 8, further comprising:

recognizing that the software installed in a third terminal
of the plurality of terminals has been successiully
updated or the configuration of the software installed 1n
a third terminal of the plurality of terminals has been >
successiully changed;

selecting, 1n response to the recognition that the software
installed 1n the third terminal has been successtully
updated or the configuration of the software installed in
the third terminal has been successiully changed, a
fourth terminal of the plurality of terminals i a case
where at least any one of: a degree of similarity
between the configuration of the first terminal and a
configuration of the fourth terminal, and a degree of
similarity between a configuration of the third terminal 13
and the configuration of the fourth terminal 1s equal to
or higher than a predetermined reference value; and

10
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giving an instruction to update the software or to change

the configuration of the software installed in the fourth
terminal.

13. The method of claim 8, further comprising;:
generating information indicating a difference between a

configuration of a third terminal of the plurality of
terminals and a configuration of a fourth terminal of the
plurality of terminals, in a case where it 1s not recog-
nized that the software installed in the fourth terminal
has been successiully updated or the configuration of
the software installed in the fourth terminal has been
successiully changed after 1t 1s recognized that the
soltware installed in the third terminal has been suc-
cessiully updated or the configuration of the software
installed 1n the third terminal has been successtully
changed.
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