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PREVENTING COLLECTION OF SENSITIVE
INFORMATION BY ADVERTISERS USING
TARGETING CRITERIA

BACKGROUND

This invention relates generally to online advertising, and
in particular to preventing collection of sensitive informa-
tion by advertisers though targeting criteria.

Online advertising has become a profitable business,
allowing commercial and private entities to place advertise-
ments on websites and within native applications for pre-
sentation to viewing users accessing these websites or
applications. Advertisers may anonymously collect and ana-
lyze data associated with their viewing users to provide
additional advertisements that are more relevant to the
viewing users’ 1nterests. This may allow advertisers to
obtain sensitive information about viewing users.

For example, a problem may arise if an advertiser
attempts to target an advertisement to users based on par-
ticularly sensitive information, such as political afliliation or
sexual orientation. By putting a tracking pixel in the adver-
tisement capable of recording the user’s exposure to the
advertisement in a cookie, advertisers can track whether the
advertisement has been served to the user. This allows
advertisers to associate the sensitive information with those
users, which may be particularly undesirable where adver-
tisers have personally 1dentifiable information for the users.

SUMMARY

To prevent advertisers from obtaining sensitive informa-
tion about users using specific targeting criteria, a social
networking system determines whether targeting criteria
associated with an advertisement for presentation to a view-
ing user includes sensitive criteria. When the social net-
working system receives a request for advertising from a
viewing user, the social networking system identifies an
advertisement for presentation to the viewing user. Targeting
criteria associated with the selected advertisement 1is
retrieved, and the social networking system determines
whether the targeting criteria associated with the selected
advertisement 1ncludes criteria determined to be sensitive.
For example, the social networking system determines
whether the targeting criteria includes criteria based on
sexual orientation, religious afliliation, political athliation,
and/or health status. If the targeting criteria includes sensi-
tive criteria the social networking system prevents recorda-
tion of information regarding the viewing user’s exposure to
the advertisement. For example, the social networking sys-
tem prevents a data collection mechanism from updating
files (e.g., cookies) on the viewing user’s client device to
indicate the viewing user’s exposure to the advertisement or
prevents a data collection mechanism from directing the
viewing user’s client device to a landing page associated
with the advertisement. In one embodiment, if the social
networking system determines that the targeting critena
does not include sensitive criternia, the social networking
system allows recordation of information regarding the
viewing user’s exposure to the advertisement.

By preventing recordation of sensitive information, social
networking systems prevent advertisers from collecting cer-
tain sensitive information associated with users. As a result,
user privacy 1s enhanced by preventing sensitive information
from being captured by advertisers.

10

15

20

25

30

35

40

45

50

55

60

65

2
BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

FIG. 1 1s a high level block diagram of a system envi-
ronment suitable for operation of a social networking sys-
tem, 1n accordance with an embodiment of the invention.

FIG. 2 1s a block diagram of various components of a
social networking system, in accordance with an embodi-
ment of the mvention.

FIG. 3 1s a tlow chart of a process for preventing collec-
tion of sensitive information, 1n accordance with an embodi-
ment of the mvention.

The figures depict various embodiments of the present
invention for purposes of illustration only. One skilled 1n the
art will readily recognize from the following discussion that
alternative embodiments of the structures and methods 1llus-
trated herein may be employed without departing from the
principles of the invention described herein.

DETAILED DESCRIPTION

Overview

Online social networking systems allow users to provide
information about themselves in user profiles. For example,
social networking systems enable users to mput biographic,
demographic, and/or other types of descriptive information
about the users. Social networking systems additionally
enable users to associate themselves and establish connec-
tions with other users of the social networking system. When
two users become connected, they are said to be “friends,”
“contacts,” “connections,” or “associates’ within the context
of the social networking system. Generally, users connected
to each other 1n a social networking system have access to
more information about each other than would be available
to unconnected users. Likewise, becoming connected within
a social networking system may allow a user greater access
to communicate with another user, such as by email (internal
and external to the social networking system), instant mes-
sage, text message, phone, or any other communicative
interface. Finally, being connected may allow a user access
to view, comment on, download or endorse another user’s
uploaded content items. Examples of content 1tems include
messages, queued messages (e.g., email), text and short
message service (SMS) messages, comment messages, mes-
sages sent using any other suitable messaging techmque, a
hypertext transier protocol (HTTP) link, hypertext markup
language (HI'ML) files, images, videos, audio clips, docu-
ments, document edits, calendar entries or events, and other
computer-related {iles.

Users of social networking systems may interact with any
object (e.g., an object representing a content 1tem, an object
representing a user action, etc.) within the social networking
system. This interaction may take a variety of forms, such as
by commumnicating with or commenting on a content item or
action object, clicking a button or link associated with
approval (such as a “like” button), sharing a content 1tem or
user action with other users, downloading or merely viewing
a content i1tem, or any other suitable form of interaction.
Users of social networking systems may also interact with
other users by establishing a connection with them, by
viewing their profile, by communicating with them, or by
being connected to common objects or users within the
social networking system. Further, a user of a social net-
working system may form or join groups, or may become a
fan of a fan page.

A social networking system user may also interact with
content items, websites, other users or other information




US 10,699,308 Bl

3

outside of the context of the social networking system that
are connected to or associated with the social networking
system. For instance, an article on a news web site might
have a “like” button that users of the social networking
system may access to express approval of the article. Like-
wise, a company’s website may provide the ability to join a
social networking system group dedicated to the company
directly from the company’s website.

In some mmplementations, a social networking system
selects and displays advertisements to one or more viewing
users. Advertisements may be selected based on specific
targeting criteria associated with various advertisements.
Thus, an advertisement may be selected for a viewing user
if demographic or other attributes of the viewing user satisty
one or more of the advertisement’s targeting criteria. The
demographic or other attributes of the viewing user may be
determined based on the user profile of the viewing user
and/or the interactions performed by the viewing user within
the social networking system. Some advertisements pro-
vided to viewing users may include data collection mecha-
nisms, such as view tags (e.g., links indicating server
redirects to specific universal resource locators). In various
embodiments, an individual data collection mechanism
comprises 1nstructions that, when executed by a client
device, cause the client device to perform an action that can
be recorded. For example, a data collection mechanism may
update a cookie stored on a client device of the viewing user.
The cookie stores information anonymously indicating the
viewing user has been exposed to an advertisement. For
example, a cookie stored on the client device of a viewing
user 1s updated by the data collection mechanism to include
an 1dentifier for the advertisement presented to the user, the
time and date of the presentation, and may include additional
information.

In one embodiment prior to providing an advertisement to
a viewing user, a social networking system determines
whether targeting criteria associated with the advertisement
includes sensitive criteria. For example, the social network-
ing system stores a listing identifying sensitive critena.
During operation, the social networking system selects an
advertisement to be provided to a viewing user. The social
networking system determines whether targeting criternia for
the selected advertisement targets users based on sexual
orientation, religious athhation, political afiliation and/or
health status using the listing. If one or more sensitive
criteria are included in the advertisement’s targeting critenia,
the social networking system prevents a data collection
mechamism associated with the advertisement from record-
ing the viewing user’s exposure to the advertisement. For
example, the data collection mechamism associated with the
advertisement 1s disabled. If the targeting criteria does not
include sensitive criteria, the advertisement’s data collection
mechanism 1s enabled to record the viewing user’s exposure
to the advertisement.

System Architecture

FIG. 1 1s a high level block diagram illustrating a system
environment 100 for operation of a social networking sys-
tem 101. The system environment 100 includes one or more
client devices 102, one or more third-party websites 103, the
social networking system 101, and a network 104. While
FIG. 1 shows three client devices 102 and a single third-
party website 103, any number of these entities (including
millions) may be included. In alternative configurations,
different and/or additional entities may be included 1n the
system environment 100.

The client devices 102 include one or more computing
devices capable of receiving user mput as well as transmiut-
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ting and/or receiving data via the network 104. For example,
the chient devices 102 may be desktop computers, laptop
computers, tablet computers (pads), smart phones, personal
digital assistants (PDAs), or any other device including
computing functionality and data communication capabili-
ties. The client devices 102 are configured to communicate
via the network 104. The client devices 102 allow various
users can communicate with the social networking system
101.

The network 104 may be any wired or wireless local area
network (LAN) and/or wide area network (WAN), such as
an intranet, an extranet, or the Internet. The network 104
provides communication capabilities between one or more
client devices 102, one or more third-party websites 103,
and the social networking system 101. In various embodi-
ments the network 104 may use standard communication
technologies and/or protocols. Examples of technology used
by the network 104 include FEthernet, 802.11, 3G, 4G,
802.16, or any other suitable communication technology.
Examples of protocols that may be used by the network 104
include transmission control protocol/Internet protocol
(TCP/IP), hypertext transport protocol (HT'TP), sitmple mail
transier protocol (SMTP), file transter protocol (TCP), or
any other suitable communication protocol. The third party
website 103 1s coupled to the network 104 in order to
communicate with the social networking system 101.

The social networking system 101, further described
below 1n conjunction with FIG. 2, includes a computing
system that allows users to communicate or otherwise
interact with each other and access content as described
herein. In one embodiment, the social networking system
101 stores user profiles describing users of a social network,
including biographic, demographic, and other types of
descriptive mformation, such as work experience, educa-
tional history, hobbies or preferences, location, and the like.
The social networking system 101 additionally stores other
objects, such as fan pages, events, groups, advertisements,
general postings, etc.

FIG. 2 1s an example block diagram of various compo-
nents of the social networking system 101. In alternative
configurations, different components can be included 1n the
social networking system 101.

Each user of the social networking system 101 1s associ-
ated with a user profile, which 1s stored 1n the user profile
store 205. A user profile includes declarative information
about the user that was explicitly shared by the user, and
may also include profile information inferred by the social
networking system 101. In one embodiment, a user profile
includes multiple data fields, each data field describing one
or more attributes of the corresponding user of the social
networking system 101. The user profile information stored
in user profile store 205 describes the users of the social
networking system 101, including biographic, demographic,
and other types of descriptive information, such as work
experience, educational history, gender, hobbies or prefer-
ences, location and the like. A user profile may also store
other information provided by the user, for example, 1images
or videos. In certain embodiments, 1images of users may be
tagged with 1dentification mnformation of users of the social
networking system 101 displayed 1n an 1mage. A user profile
in the user profile store 205 may also maintain references to
actions by the corresponding user performed on content
items 1n the content store 210 and stored in the interaction
data store 220.

While user profiles 1n the user profile store 205 are
frequently associated with individuals, allowing people to
interact with each other via the social networking system
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101, user profiles may also be stored for enfities such as
businesses or organizations. This allows an entity to estab-
lish a presence on the social networking system 101 for
connecting and exchanging content with other social net-
working system users. The entity may post information
about 1tself, about its products or provide other information
to users of the social networking system using a brand page
associated with the entity’s user profile. Other users of the
social networking system may connect to the brand page to
receive mformation posted to the brand page or to receive
information from the brand page. A user profile associated
with the brand page may include information about the
entity itself, providing users with background or informa-
tional data about the entity.

The content store 210 stores content items associated with
a user profile, such as images, videos and audio files.
Content 1tems from the content store 210 may be displayed
when a user profile 1s viewed or when other content asso-
ciated with the user profile 1s viewed. For example, dis-
played content 1tems may show 1mages or video associated
with a user profile or show text describing a user’s status.
Additionally, other content 1tems may facilitate user engage-
ment by encouraging a user to expand his connections to
other users, to invite new users to the system or to increase
interaction with the social networking system 101 by dis-
playing content related to users, objects, activities, or func-
tionalities of the social networking system 101. Examples of
social networking content 1tems include suggested connec-
tions or suggestions to perform other actions, media pro-
vided to, or maintained by, the social networking system 101
(e.g., pictures or videos), status messages or links posted by
users to the social networking system, events, groups, pages
(e.g., representing an organization or commercial entity),
and any other content provided by or accessible via the
social networking system.

The data logger 215 recerves communications about user
actions on and/or off the social networking system 101,
populating the interaction data store 220 with information
about user actions. Such actions may include, for example,
adding a connection to another user, sending a message to
another user, uploading an 1mage, reading a message from
another user, viewing content associated with another user,
attending an event posted by another user, among others. In
some embodiments, the data logger 215 identifies interac-
tion between a social networking system user and a brand
page within the social networking system 101. In addition,
a number of actions described in connection with other
objects are directed at particular users, so these actions are
associated with those users as well. These actions are stored
in the iteraction data store 220.

The interaction data store 220 may be used by the social
networking system 101 to track user actions on the social
networking system 101, as well as external websites that
communicate information to the social networking system
101. Users may interact with various objects on the social
networking system 101, including commenting on posts,
sharing links, and checking-in to physical locations via a
mobile device, accessing content items 1n a sequence or
other interactions. Information describing these actions 1s
stored 1n the interaction data store 220. Additional examples
ol interactions with objects on the social networking system
101 included in the interaction data store 220 include
commenting on a photo album, communications between
users, becoming a fan of a musician, adding an event to a
calendar, joiming a groups, becoming a fan of a brand page,
creating an event, authorizing an application, using an
application and engaging in a transaction. Additionally, the
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interaction data store 220 records a user’s interactions with
advertisements on the social networking system 101 as well
as other applications operating on the social networking
system 101. In some embodiments, data {from the interaction
data store 220 1s used to infer interests or preferences of the
user, augmenting the interests included 1n the user profile
and allowing a more complete understanding of user pret-
erences.

The interaction data store 220 may also store user actions
taken on external websites. For example, an e-commerce
website that primarily sells sporting equipment at bargain
prices may recognize a user of a social networking system
101 through social plug-ins that enable the e-commerce
website to 1dentity the user of the social networking system
101. Because users of the social networking system 101 are
umquely 1dentifiable, e-commerce websites, such as this
sporting equipment retailer, may use the information about
these users as they visit their websites. The interaction data
store 220 records data about these users, including webpage
viewing histories, advertisements that were engaged, pur-
chases made, and other patterns from shopping and buying.

The web server 250 links the social networking system
101 via the network 104 to one or more of the client devices
102, as well as to one or more third party websites 103. The
web server 250 may include a mail server or other messag-
ing functionality for receiving and routing messages
between the social networking system 101 and the client
devices 102 or third party websites 103. The messages may
be instant messages, queued messages (e.g., email), text and
SMS messages, or any other suitable messaging technique.
In one embodiment, the web server 250 receives user
requests for content, where an advertisement 1s to be pro-
vided with the content, and sends a request for an adver-
tisement to the advertisement engine 240. Similarly, the web
server 250 may receive a request for an advertisement and
send the request to the advertisement engine 240 to identily
an advertisement. In some embodiments, the web server 250
includes advertisements and sends advertisements to a view-
Ing user responsive to a user request for content or respon-
sive to a request for an advertisement.

The data logger 260 receives communications from the
web server 250 describing different interactions between
users and a number of different types of social networking
objects 1n the social networking system 101.

In one embodiment, an edge store 230 stores the infor-
mation describing connections between users and other
objects on the social networking system 101 in edge objects.
Some edges may be defined by users, allowing users to
specily their relationships with other users. For example,
users may generate edges with other users that parallel the
users’ real-life relationships, such as iriends, co-workers,
partners, and so forth. Other edges are generated when users
interact with objects 1n the social networking system 101,
such as expressing interest 1n a page on the social network-
ing system, sharing a link with other users of the social
networking system, and commenting on posts made by other
users of the social networking system. The edge store 230
stores edge objects that include information about the edge,
such as athnity scores for objects, interests, and other users.
Afhmty scores may be computed by the social networking
system 101 over time to approximate a user’s ailinity for an
object, interest, and other users in the social networking
system 101 based on the actions performed by the user.
Multiple interactions between a user and a specific object
may be stored 1n one edge object 1n the edge store 230, n
one embodiment. In some embodiments, connections
between users may be stored 1n the user profile store 205, or
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the user profile store 205 may access the edge store 230 to
determine connections between users.

In one embodiment, the social networking system 101
stores advertisements 1n an advertisement (“ad”) store 235.
Advertisements are retrieved from the ad store 2335 for
presentation to social networking system users. In one
embodiment, when an advertisement 1s received from an
advertiser, an advertisement data structure 1s generated and
stored 1n the ad store 235. The advertisement data structure
includes a umque identifier associated with the advertise-
ment, targeting criteria associated with the advertisement,
data collection mechanisms associated with the advertise-
ment, content presented via the advertisement, or other
suitable information.

The advertisement engine 240 selects advertisements for
presentation to a viewing user ifrom the ad store 235 and
prevents the recording of sensitive information by data
collection mechanisms associated with advertisements. In
one embodiment, the advertising engine 240 determines
whether an advertisement selected for presentation to a
viewing user includes sensitive criteria 1n 1ts targeting cri-
teria. Examples of sensitive criteria include criteria related to
sexual orientation, religious afhiliation, political athliation,
and/or health status. In one embodiment, the advertisement
engine 240 includes a listing of sensitive criteria. Targeting
criteria associated with an advertisement 1s compared to this
listing of sensitive criteria to determine whether the target-
ing criteria includes data or data types that the social
networking system 101 classifies as sensitive. IT targeting
criteria associated with an advertisement includes sensitive
criteria, the advertisement engine 240 disables data collec-
tion mechamisms associated with the advertisement to pre-
vent recordation of information about the viewing user’s
exposure to the advertisement.

Process for Preventing the Collection of Sensitive Informa-
tion

FIG. 3 illustrates one embodiment of a process 300 for
preventing collection of sensitive information about a social
networking system user. The process 300 may be performed
by any suitable component of the social networking system
101, such as the advertisement engine 240. In one embodi-
ment, the advertisement engine 240 receirves 305 a request
for content including an advertisement, or receives a request
for an advertisement from a viewing user of the social
networking system 101. For example, a viewing user
requests a particular page maintained by the social network-
ing system 101, such as a user profile page, a fan page, a
newsleed page, etc. The requested page may specily display
ol one or more advertisements as well as the page content.

Based on the recerved request, the advertisement engine
240 selects 310 an advertisement for presentation to the
viewing user. In one embodiment, the advertisement 1s
selected 310 from a set of candidate advertisements
retrieved from the ad store 235 or from another suitable
source ol advertisements. The candidate advertisements may
have been previously received from various third party
advertisers and/or other suitable entities.

In selecting an advertisement, the advertisement engine
240 considers the targeting criteria for each candidate adver-
tisement and may consider other suitable factors. A candi-
date advertisement’s targeting criteria specifies certain char-
acteristics or attributes for a viewing user to satisty to be
cligible to be presented with the candidate advertisement.
Hence, the advertisement engine 240 may not select an
advertisement unless the viewing user meets one or more of
the advertisement’s targeting criteria.
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For example, an advertisement’s targeting criteria speci-
fies that the advertisement 1s only presented to users having
certain demographic characteristics, such as being within a
certain age range, having certain stated interests, etc. The
advertisement’s targeting criteria may additionally or alter-
natively limit presentation of the advertisement to users
associated with certain social signals, such as based on
certain user social network connections, online actions, etc.
For instance, an advertisement’s targeting criteria may limait
presentation of the advertisement to viewing users that
previously “liked” or *“qjoined” a fan page for a product
promoted by the advertisement over the social networking
system. Accordingly, the advertisement engine 240 selects
310 an advertisement associated with targeting criteria sat-
isfied by the viewing user.

The advertisement engine 240 may determine whether the
viewing user meets an advertisement’s targeting criteria in
any suitable manner. In one embodiment, the advertisement
engine 240 compares the targeting criteria to information 1n
the viewing user’s user profile. For example, an advertise-
ment may be targeted to viewing users athliated with a
particular political party. The advertisement engine 240 may
analyze the viewing user’s user profile 1n order to determine
whether the user 1s associated with the political party. The
advertisement engine 240 may also determine whether the
viewing user satisfies the advertisement’s targeting criteria
by evaluating various actions or interactions performed by
the viewing user and logged by the social networking system
101. For example, the advertisement engine 240 compares
data in the interaction data store 220 describing the viewing
user’s actions with the advertisement’s targeting criteria. As
a specific example, an advertisement may be targeted to
viewling users having a certain health condition. The adver-
tisement engine 240 may determine that the viewing user
satisfies the advertisement’s targeting criteria because the
viewing user previously joined a fan page associated with
the health condition. The advertisement engine 240 may
additionally use the viewing user’s connections to other
users to determine whether the viewing user satisfies an
advertisement’s targeting criteria. For example, an adver-
tisement may be targeted to viewing users having friends
that purchased a particular product. The advertisement
engine 240 may determine that the viewing user satisfies the
advertisement’s targeting criteria because a threshold num-
ber of the viewing user’s iriends have purchased the same
product.

In addition to selecting an advertisement based on target
criteria, the advertisement engine 240 also considers bids
associated with candidate advertisements. Other information
associated with the candidate advertisements may also be
used, such as the popularity of each advertisement 1n the set
of advertisements, the number of users who have been
provided with each advertisement, or other suitable infor-
mation. For example, the advertisement engine 240 selects
310 an advertisement associated with the highest bid from
an advertiser relative to other advertisements. As another
example, the advertisement engine 240 selects 310 an adver-
tisement having previously been presented to the fewest
number of users.

After selecting an advertisement from the set of candidate
advertisements, the advertisement engine 240 determines
320 whether the targeting criteria includes sensitive criteria.
For example, the advertisement engine 240 determines 320
whether the targeting criteria 1dentifies viewing users based
at least 1n part on the viewing user’s sexual orientation,
religious afliliation, political athliation, and/or health status.
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The advertisement engine 240 determines 320 whether the
targeting criteria includes sensitive criteria in any suitable
mannet.

In one embodiment, the advertisement engine 240 ana-
lyzes terms speciiying particular categories or groups of
users to which the advertisement 1s targeted (“targeting
terms””) and/or other parameters of the targeting criteria in
order to determine 320 whether sensitive criteria 1s included
in the targeting criteria. For example, the advertisement
engine 240 compares the targeting terms and/or other
parameters included in the targeting criteria to a listing of
keywords or terms stored in the advertisement engine 240
and associated with sensitive topics. The advertisement
engine 240 determines 320 the targeting criteria includes
sensitive criteria 1f the targeting criteria includes targeting
terms or other parameters matching, or related to, the stored
listing of keywords or terms associated with sensitive topics.
For example, the advertisement engine 240 determines an
advertisement’s targeting criteria includes terms matching
the stored keywords “Republican” and “Democrat,” so the
advertisement engine 240 determines 320 the targeting
criteria includes sensitive critena.

Alternatively, the advertisement engine 240 evaluates
various social signals 1 order to determine whether the
targeting criteria includes sensitive criteria. In one embodi-
ment, the advertisement engine 240 evaluates user profile
information, interactions and/or other information associ-
ated with those users that were previously exposed to or
presented with the selected advertisement to determine 320
whether the targeting criteria includes sensitive criteria. In
particular, the advertisement engine 240 determines whether
all or a threshold percentage/number of users that were
previously exposed to the selected advertisement are each
associated with a sensitive common characteristic based on
the users’ user profiles and/or interactions. If all or a
threshold percentage/number of users are associated with
such a common characteristic, the advertisement engine 240
determines that the targeting criteria for the advertisement
includes sensitive criteria. In this way, the advertisement
engine 240 can determine instances where targeting criteria
includes sensitive criteria even where the targeting criteria
does not explicitly specily known sensitive terms or param-
eters.

For example, an advertisement may have targeting criteria
that does not specifically mention the keyword “Demo-
crats.” However, analysis of the user profiles of the users
previously presented with the advertisement may indicate
that all or a high percentage of the users have explicitly or
implicitly identified themselves as Democrats. As a result,
the advertisement engine 240 determines 320 that the adver-
tisement’s targeting criteria includes sensitive targeting cri-
teria. As another example, an advertisement may have
targeting criteria that does not specifically mention the
keyword “Republican.” However, analysis of the user
actions of the users previously presented with the advertise-
ment may indicate that all or a high number of the users have
previously joined a group related to the Republican party. As
a result, the advertisement engine 240 determines 320 that
the advertisement’s targeting criteria includes sensitive tar-
geting critera.

In another embodiment, the advertisement engine 240
determines 320 whether an advertisement’s targeting criteria
includes sensitive criteria by applying one or more super-
vised machine learning techniques to the targeting critena.
For example, the advertisement engine 240 1s trained by a
system operator, or other suitable entity by providing the
advertisement engine 240 with a set of training targeting
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criteria. The system operator may also provide the adver-
tisement engine 240 with data indicating whether items of

targeting criteria 1n the set are sensitive. Using the traiming,
set and provided data, the advertisement engine 240 may
generate classifiers for recognizing sensitive targeting crite-
ria based on Bayesian decision techniques.

Responsive to determining 320 the targeting criteria
includes sensitive criteria, the advertisement engine 240
prevents 325 a data collection mechamism of the selected
advertisement from logging information about the viewing
user. Any suitable method may be used to prevent 325 the
selected advertisement’s data collection mechanism from
logging information.

In one embodiment, the advertisement engine 240
removes the data collection mechanism from the advertise-
ment before providing the advertisement to the viewing user.
For example, the advertisement engine 240 removes a view
tag embedded 1n or otherwise associated with the selected
advertisement. Removing the view tag or other data collec-
tion mechanism associated with the selected advertisement
prevents generation or modification of a cookie on the
viewing user’s client device when the selected advertise-
ment 1s presented to the viewing user. This prevents logging
information indicating the viewing user’s exposure to the
advertisement from being recorded. The advertisement
engine 240 may also prevent any action to be taken by an
advertiser that could be correlated with a user’s presentation
of an advertisement. For example, the advertisement engine
240 may prevent usage of landing pages associated with the
selected advertisement by disabling or removing a link to a
landing page included 1n a selected advertisement.

In another embodiment, the advertisement engine 240
provides an indication to the viewing user’s client device
that a data collection mechanism associated with the
selected advertisement should be disabled or removed. For
example, the advertisement engine 240 transmits a flag to a
web browser executed on the client device of the viewing
user. Based on receipt of the flag, the web browser does not
execute code associated with the data collection mechanism.

If 1t 1s determined 320 that the targeting criteria does not
include sensitive targeting criteria, the advertisement engine
240 allows 330 the data collection mechanism of the
selected advertisement to log information about the viewing
user. For example, the selected advertisement’s data collec-
tion mechanism 1s permitted to generate and/or update a
cookie stored on the viewing user’s client device when the
selected advertisement 1s presented to the viewing user. The
cookie may be modified to include an entry specitying the
viewing user has been exposed to the selected advertise-
ment.

After determining 320 whether the selected advertise-
ment’s targeting criteria includes sensitive criteria and con-
figuring operation of the selected advertisement’s data col-
lection mechanism accordingly, the selected advertisements
sends 335 the advertisement to the client device used by the
viewing user. In one embodiment, the advertisement 1s
presented to the viewing user i conjunction with other
content.

SUMMARY

The foregoing description of the embodiments of the
invention has been presented for the purpose of illustration;
it 1s not mtended to be exhaustive or to limit the mvention
to the precise forms disclosed. Persons skilled 1n the relevant
art can appreciate that many modifications and variations are
possible 1 light of the above disclosure.
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Some portions of this description describe the embodi-
ments of the invention 1n terms of algorithms and symbolic
representations of operations on information. These algo-
rithmic descriptions and representations are commonly used
by those skilled 1n the data processing arts to convey the
substance of their work eflectively to others skilled 1n the
art. These operations, while described functionally, compu-
tationally, or logically, are understood to be implemented by
computer programs or equivalent electrical circuits, micro-
code, or the like. Furthermore, 1t has also proven convenient
at times, to refer to these arrangements of operations as
modules, without loss of generality. The described opera-
tions and their associated modules may be embodied in
soltware, firmware, hardware, or any combinations thereof.

Any of the steps, operations, or processes described
herein may be performed or implemented with one or more
hardware or software modules, alone or in combination with
other devices. In one embodiment, a software module 1s
implemented with a computer program product comprising
a computer-readable medium containing computer program
code, which can be executed by a computer processor for
performing any or all of the steps, operations, or processes
described.

Embodiments of the invention may also relate to an
apparatus for performing the operations herein. This appa-
ratus may be specially constructed for the required purposes,
and/or 1t may comprise a general-purpose computing device
selectively activated or reconfigured by a computer program
stored 1n the computer. Such a computer program may be
stored 1n a non-transitory, tangible computer readable stor-
age medium, or any type of media suitable for storing
clectronic instructions, which may be coupled to a computer
system bus. Furthermore, any computing systems referred to
in the specification may include a single processor or may be
architectures employing multiple processor designs for
increased computing capability.

Embodiments of the invention may also relate to a prod-
uct that 1s produced by a computing process described
herein. Such a product may comprise information resulting,
from a computing process, where the information 1s stored
on a non-transitory, tangible computer readable storage
medium and may include any embodiment of a computer
program product or other data combination described herein.

Finally, the language used 1n the specification has been
principally selected for readability and instructional pur-
poses, and it may not have been selected to delineate or
circumscribe the iventive subject matter. It 1s therefore
intended that the scope of the invention be limited not by this
detailed description, but rather by any claims that issue on
an application based hereon. Accordingly, the disclosure of
the embodiments of the invention 1s intended to be illustra-
tive, but not limiting, of the scope of the invention, which 1s
set forth in the following claims.

What 1s claimed 1s:

1. A computer-implemented method comprising:

using a computer processor to perform steps comprising:

receiving a request for an advertisement from a viewing
user;

selecting an advertisement to provide to the viewing
user based on targeting criteria associated with the
advertisement, the advertisement associated with a
data collection mechanism including istructions for
causing a client device of the viewing user to per-
form an action that can be recorded;

identifying a plurality of users of a social networking
system who were previously exposed to the selected
advertisement:;
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evaluating a plurality of social signals associated with
a threshold number of the plurality of users of the
social networking system who were previously
exposed to the selected advertisement;

determining, based on the evaluated social signals,
whether the threshold number of the plurality of
users who were previously exposed to the selected
advertisement are associated with a common char-
acteristic relating to a sensitive topic, the sensitive
topic 1ncluding at least one of sexual orientation
related-criteria, religious afliliation related-critena,
or political atliliation related-criteria;

responsive to determining that the threshold number of
the plurality of users are associated with the common
characteristic relating to the sensitive topic, deter-
mimng that the targeting criteria associated with the
selected advertisement include information associ-
ated with the sensitive topic even though the target-
ing criteria did not explicitly specily terms of the
sensitive topic;

preventing the instructions of the data collection
mechanism from causing the client device of the
viewing user to perform an action that can be
recorded; and

sending the selected advertisement for display to the
client device associated with the viewing user.

2. The computer-implemented method of claim 1,
wherein the common characteristic 1s selected from a group
consisting of: a sexual orientation, a religious afliliation and
a political afhiliation.

3. The computer-implemented method of claim 1,
wherein the action 1s at least one of a group consisting of:
visiting a web page adapted to track presentation of the
selected advertisement to the viewing user and storing a data
file on the client device indicating that the selected adver-
tisement was presented to the viewing user.

4. The method of claim 1, wherein the plurality of social
signals 1include mformation included 1n user profiles of the
plurality of users.

5. The method of claim 1, wherein the plurality of social
signals include social interactions between the plurality of
users and other entities in the social networking system.

6. The method of claim 1, wherein preventing the instruc-
tions of the data collection mechanism from causing the
client device of the viewing user to perform an action that
can be recorded comprises removing the data collection
mechanism from the selected advertisement before sending,
the selected advertisement for display.

7. The method of claim 1, wherein the plurality of social
signals include one or more user actions performed by one
or more additional viewing users on objects maintained by
the social networking system.

8. The method of claim 1, wherein the plurality of social
signals include one or more connections between the view-
ing user and additional viewing users of the social network-
Ing system.

9. A computer-implemented method comprising:

using a computer processor to perform steps comprising:

receiving a request for an advertisement;

selecting an advertisement to serve to a viewing user
based on targeting criteria associated with the adver-
tisement and information associated with the view-
ing user stored by a social networking system, the
advertisement associated with a data collection
mechanism for logging information about the view-
Ing user;
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identifving a plurality of users of the social networking
system who were previously exposed to the selected
advertisement;

cvaluating a plurality of social signals associated with
a threshold number of the plurality of users of the
social networking system who were previously
exposed to the selected advertisement;

determining, based on the evaluated social signals,
whether the threshold number the plurality of users
who were previously exposed to the selected adver-
tisement are associated with a common characteristic
relating to a sensitive topic;

responsive to determining that the threshold number the
plurality of users are associated with the common

characteristic relating to the sensitive topic, deter-
mining that the targeting criteria associated with the
selected advertisement include information associ-
ated with the sensitive topic even though the target-
ing criteria did not explicitly specily terms of the
sensitive topic, the sensitive topic including at least
one of: sexual orientation related-criteria, religious
afliliation related-criteria, or political afhiliation
related-criteria;
preventing the data collection mechanism associated
with the selected advertisement from logging infor-
mation about the viewing user; and
sending the selected advertisement for display to a
client device associated with the viewing user.
10. The computer-implemented method of claim 9,
wherein the data collection mechanism 1s configured to log
information regarding the viewing user by generating an
entry 1n a cookie stored on the client device associated with
the viewing user.
11. The computer-implemented method of claim 10,
wherein the entry in the cookie indicates that the viewing
user has been exposed to the advertisement.
12. The computer-implemented method of claim 9,
wherein the data collection mechanism 1s a view tag.
13. The computer-implemented method of claim 9,
wherein selecting the advertisement to serve to the viewing
user based on the targeting criteria associated with the
advertisement and information associated with the viewing
user stored by a social networking system comprises:
determining whether the targeting criteria are satisfied by
information included 1n a user profile for the viewing
user maintained by the social networking system; and

responsive to a determination that the targeting criteria are
satisfied, selecting an advertisement associated with the
targeting criteria.

14. The computer-implemented method of claim 9,
wherein selecting the advertisement to serve to the viewing,
user based on the targeting criteria associated with the
advertisement and information associated with the viewing
user stored by a social networking system comprises:

selecting an advertisement associated with the targeting

criteria satisfied by one or more connections of the
viewing user in the social networking system.

15. The computer-implemented method of claim 9,
wherein selecting the advertisement to serve to the viewing
user based on the targeting criteria associated with the
advertisement and information associated with the viewing

user stored by a social networking system comprises:
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selecting an advertisement associated with the targeting
criteria satisfied by one or more observed actions of the
viewing user in the social networking system.

16. The method of claim 9, wherein the plurality of social
signals 1include mformation included 1n user profiles of the
plurality of users.

17. The method of claim 9, wherein the plurality of social
signals include social interactions between the plurality of
users and other entities 1 the social networking system.

18. The method of claam 9, wherein preventing the
instructions of the data collection mechanism from causing
the client device of the viewing user to perform an action
that can be recorded comprises removing the data collection
mechanism from the selected advertisement before sending,
the selected advertisement for display.

19. A computer-implemented method comprising:
using a computer processor to perform steps comprising:

selecting an advertisement to serve to a viewing user
based on targeting criteria associated with the adver-
tisement;

identifying a plurality of users of a social networking
system who were previously exposed to the selected
advertisement;

evaluating a plurality of social signals associated with
a threshold number of the plurality of users of the
social networking system who were previously
exposed to the selected advertisement;

determining, based on the evaluated social signals,
whether the threshold number the plurality of users
who were previously exposed to the selected adver-
tisement are associated with a common characteristic
relating to a sensitive topic, the sensitive topic
including at least one of sexual orientation related-
criteria, religious afliliation related-criteria, or politi-
cal athliation related-criteria;

responsive to determining that the threshold number of
the plurality of users are associated with a common
characteristic relating to the sensitive topic, deter-
mimng that the targeting criteria associated with the
selected advertisement include information associ-
ated with the sensitive topic even though the target-
ing criteria did not explicitly specily terms of the
sensitive topic;

preventing a data collection mechanism associated with
the advertisement from logging information to a data
file associated with the viewing user; and

providing the selected advertisement to a client device
associated with the viewing user.

20. The computer-implemented method of claim 19,
wherein the common characteristic 1s selected from a group
comprising: a sexual orientation, a religious afliliation and a
political athliation.

21. The computer-implemented method of claim 18,
wherein the data file 1s a cookie locally stored on the client
device associated with the viewing user.

22. The method of claim 19, wherein the plurality of
social signals include information included in user profiles
of the plurality of users.

23. The method of claim 19, wherein the plurality of
social signals include social interactions between the plu-
rality of users and other entities 1n the social networking
system.
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