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The embodiment of the present application provides a
method and apparatus for spectrum prediction in a cognitive
radio network. The method comprises: receiving a target
access request from a secondary user; obtaining real-time
occupancy nformation of bands through a subspace filter-
ing-based spectrum sensing approach; updating a spectrum
resource database of radio environment maps (REM)
according to the real-time occupancy information of hands;
establishing a prediction model for bands occupied by
primary users according to the updated spectrum resource
database of radio environment maps (REM); and allowing
an access of the secondary user to a target band according to
the prediction model for bands occupied by primary users.
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The method and apparatus provided by embodiments of the
present application allow a secondary user to have a targeted
spectrum access. The spectrum utilization e:
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FREQUENCY SPECTRUM PREDICTION
METHOD AND APPARATUS FOR

COGNITIVE WIRELESS NETWORK

The present application claims priority to Chinese patent
application No. 201710561832.4, filed with the China
National Intellectual Property Admuinistration on Jul. 11,
2017, and entitled “Frequency Spectrum Prediction Method
and Apparatus For Cognitive Wireless Network™, the con-
tent of which 1s incorporated into the present disclosure by
reference in 1ts entirety.

TECHNICAL FIELD

The present application refers to the field of cognitive
radio networks, and in particular, to a method and apparatus
for spectrum prediction 1n a cognitive radio network.

BACKGROUND

Spectrum sensing 1s a key technology 1n present cognitive
radio networks, and would also be crucial 1n future smart
antenna systems, military communication and interference
countermeasure. As a kind of radio technology which aims
to 1improve utilization rate of spectrum resources, cognitive
radio mainly provides solutions for two challenges. One
challenge 1s that wireless spectrum resources available for
allocation are scarce and decreasing continuously. Another
challenge 1s the rather low utilization rate of authorized
spectrum. A survey from Federal Communications Commis-
sion reveals that, 1n most cases, the utilization rate 1s around
10%. This 1s a huge waste of spectrum resources.

For the reasons above, cognitive radio 1s developed and
promoted. Cognitive radio 1s a form of wireless communi-
cation i which a radio capable of spectrum sensing can
temporarily use vacant authorized channels for communi-
cation without interference on normal communication of
primary users (1.¢., authorized users). In this way, utilization
rate of spectrum can be improved. Therefore, the prediction
of spectrums occupied by primary users 1s important 1n
cognitive radio networks and remains a pressing 1ssue to be
solved.

In prior art, 1n the case where a primary user has accessed
to cognitive radio network, a secondary user typically scans
the whole hand. This kind of spectrum access 1s aimless and
its accuracy 1s very low.

SUMMARY

Embodiments of the present application provide a method
and apparatus for spectrum prediction in a cognitive radio
network, which allows a secondary user to have a targeted
spectrum access. As such, the spectrum utilization rate of the
radio network can be improved.

Specifically, the following aspects are disclosed in the
present application.

A method for spectrum prediction 1 a cognitive radio
network 1s provided, comprising:

receiving a target access request from a secondary user;

obtaining real-time occupancy information of bands
through a subspace filtering-based spectrum sensing
approach;

updating a spectrum resource database of radio environ-
ment maps (REM) according to the real-time occupancy
information of bands:
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2

establishing a prediction model for bands occupied by
primary users according to the updated spectrum resource
database of radio environment maps (REM); and

allowing an access of the secondary user to a target band
according to the prediction model for bands occupied by
primary users.

Furthermore, obtaining real-time occupancy information
of bands through a subspace filtering-based spectrum sens-
ing approach comprising:

obtaining a detection probability P (e, T) and a false alarm
probability P[e, t) of a band through a subspace filtering-
based spectrum sensing approach; wherein,

I, is an expectation for the spectrum sensing, and p,=0, *;
0,” is a variance for spectrum sensing, and 0,°=c */N; 0~
1s a variance of noise; Q(X) 1s a complementary cumulative
distribution function 1n a standard normal distribution, and

Q(x) = % f mexp(—rz/z);

t 1s an energy of a signal received by the secondary user; N
1s the number of samples of primary users; H, indicates a
case where a main signal s(t) exists; H, indicates a case
where a radio band 1s not occupied by the primary users;
y(n) 1s a signal observed after being sampled by a receiver;
n 1s the number of samples at a signal receiving end; v 1s a
ratio of a variance of the signal to a variance of subspace-
filtered noise; € 1s a preset energy threshold; T 1s duration for
spectrum sensing; 1 1s a sampling frequency of the second-
ary user; and u,(n) 1s residual noise after the subspace
filtering; and

obtaining real-time occupancy information of a band with
the detection probability and false alarm probability.

Further, establishing a prediction model for bands occu-
pied by primary users according to the updated spectrum
resource database of radio environment maps (REM) com-
Prises:

after a target primary user’s access to a band 1s allowed,
searching, in the updated spectrum resource database of
radio environment maps (REM), for all users whose access
time 1s 1n proximity to that of the target primary user, and
recording all the users as found mto a set A wherein the
spectrum resource database comprises names, access time,
access bands, geographical locations, access routines and
band occupation of all users;

training all the users 1n the set A, determining accessing
users that best accord with normal access behavior of the
target primary user according to proximity in time, and
recording the accessing users into a set B;

determining whether access behaviors of users 1n the set
B obtained through training accord with the access behavior
of the target primary user;
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if access behaviors of users in the set B do not accord with
the access behavior of the target primary user, proceeding,
back to the step of after a target primary user’s access to a
band 1s allowed, searching, in the updated spectrum resource
database of radio environment maps (REM), for all users
whose access time 1s 1 proximity to that of the target
primary user;

il access behaviors of users 1n the set B accord with the
access behavior of the target primary user, searching, in the
set B, for users whose geographlc location difference with
the target primary user 1s less than a preset value, recording,
these users into a set C, and calculatmg time 1ntervals
between the access band of the target primary user and
access bands of the users 1n the set C;

correcting the users 1n the set C according to a correction
rule and users according with an access regularity of the
target primary user;

predicting an access routine ol the target primary user
according to the corrected users in the set C; and

establishing the prediction model for bands occupied by
primary users according to the predicted access routine of
the target primary user.

Furthermore, allowing an access of the secondary user to
a target band according to the prediction model for bands
occupied by primary users comprises:

determining, according to the prediction model for bands
occupied by primary users, whether the target band 1is
occupied by any user at access time contained 1n the access
request;

if the target frequency 1s not occupied, allowing the access
of the secondary user to the target band; and

if the target frequency 1s occupied, returning to step of
determining, according to the prediction model for bands
occupied by primary users, whether the target band 1is
occupied by any user at access time contained 1n the access
request.

In addition, an apparatus for spectrum prediction 1n a
cognitive radio network 1s provided, comprising:

a request access module, configured for receiving a target
access request from a secondary user;

a spectrum real-time occupancy information obtaining
module, configured for obtaining real-time occupancy infor-
mation of bands through a subspace filtering-based spectrum
sensing approach;

a resource library establishing module, configured for
updating a spectrum resource database of radio environment
maps (REM) according to the real-time occupancy informa-
tion of bands;

a model obtaining module, configured for establishing a
prediction model for bands occupied by primary users
according to the updated spectrum resource database of
radio environment maps (REM); and

an access behavior module, configure for allowing an
access of the secondary user to a target band according to the
prediction model for bands occupied by primary users.

Furthermore, the spectrum real-time occupancy informa-
tion obtaining module comprises: a detection and false alarm
probability obtaining sub-module, configured for obtaiming,
a detection probability P (&, T) and a false alarm probabaility
P (e, t) of a band through a subspace filtering-based spec-
trum sensing approach; wherein,

b

| N
Pyle, 1) = P[EZ y(R)|* > e| H
n=1
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-continued

(&N

L, is an expectation for the spectrum sensing, and pu,=o, ;
2 : : 2 o4 . 2
O, 1s a variance for spectrum sensing, and o,"=0, " /N; O, -,
1s a variance of noise; Q(X) 1s a complementary cumulative
distribution function 1n a standard normal distribution, and

Q(x) = % f ij~~a'-:;q:-'(—r2/2);

t 1s an energy of a signal received by the secondary user; N
1s the number of samples of primary users; H, indicates a
case where a main signal s(t) exists; H, indicates a case
where a radio band 1s not occupied by the primary users;
y(n) 1s a signal observed after being sampled by a receiver;
n 1s the number of samples at a signal recerving end; v 1s a
ratio ol a variance of the signal to a variance of subspace-
filtered noise; € 1s a preset energy threshold; T 1s duration for
spectrum sensing; 1 1s a sampling frequency of the second-
ary user; and u,(n) 1s residual noise after the subspace
filtering; and

a real-time occupancy information obtaining sub-module,
configured for obtaining real-time occupancy information of
a band with the detection probability and false alarm prob-
ability.

Furthermore, the model obtaining module comprises:

a user searching sub-module, configured for, after a target
primary user’s access to a band 1s allowed, searching, in the
updated spectrum resource database of radio environment
maps (REM), for all users whose access time 1s 1n proximity
to that of the target primary user, and recording all the users
as found mto a set A, wherein the spectrum resource
database comprises names, access time, access bands, geo-
graphical locations, access routines and band occupation of
all users:

a user coniirmation sub-module, configured for training
all the users 1n the set A, determining accessing users that
best accord with normal access behavior of the target
primary user according to proximity in time, and recording,
the accessing users 1nto a set B;

a first determining sub-module, configured for determin-
ing whether access behaviors of users 1n the set B obtained
through training accord with the access behavior of the
target primary user; if not accord with, activating a first
returning sub-module, and if accord with, activating a cal-
culation sub-module;

a first returning sub-module, configure for, proceeding
back to the step of after a target primary user’s access to a
band 1s allowed, searching, in the updated spectrum resource
database of radio environment maps (REM), for all users
having access time 1n proximity to that of the target primary
user;

a calculation sub-module, configured for, searching, 1n the
set B, for users whose geographlc location difference with
the target primary user 1s less than a preset value, recording
these users into a set C, and calculating time 1ntervals
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between the access band of the target primary user and
access bands of the users 1n the set C;

a correction sub-module, configured for correcting the
users 1n the set C according to a correction rule and users
according with an access regularity of the target primary
user;

a prediction sub-module, configured for predicting an
access routine of the target primary user according to the
corrected users 1n the set C; and

a prediction model establishing sub-module, configured
for establishing the prediction model for bands occupied by
primary users according to the predicted access routine of
the target primary user.

Furthermore, the access behavior module comprises:

a second determining sub-module, configured for deter-
mimng, according to the prediction model for bands occu-
pied by primary users, whether the target band 1s occupied
by any user at access time contained 1n the access request;
i not occupied, activating a secondary user access sub-
module, and 1 occupied, activating a second returming
sub-module;

a secondary user access sub-module, configured ifor
allowing the access of the secondary user to the target band;
and

a second returning sub-module, configured for proceeding,
back to step of determining, according to the prediction
model for bands occupied by primary users, whether the
target band 1s occupied by any user at access time contained
in the access request.

In another aspect of the present application; embodiments
provide a computer readable storage medium having mnstruc-
tions stored thereon which, when executed by a computer,
cause the computer to perform any of the methods for
spectrum prediction 1n a cognitive radio network as
described above.

In yet another aspect of the present application, embodi-
ments provide a computer program product having instruc-
tions which, when executed by a computer, cause the
computer to perform any of the methods for spectrum
prediction 1n a cognitive radio network as described above.

In the method for spectrum prediction 1n a cognitive radio
network as provided by embodiments of the present appli-
cation, real-time occupancy information of bands can be
obtained through a subspace filtering-based spectrum sens-
ing approach. A spectrum resource database of radio envi-
ronment maps (REM) can be updated according to the
real-time occupancy information of bands. A prediction
model for bands occupied by primary users 1s established
according to the updated spectrum resource database of
radio environment maps (REM). The secondary user can
thus access to a target band according to the prediction
model for bands occupied by primary users. As such, a
secondary user has a targeted spectrum access. The spectrum
utilization efliciency of the radio network can thus be
improved. Of course, 1t 1s appreciated that any product or
method provided in embodiments of the present application
does not necessarily have all the advantages described
above.

BRIEF DESCRIPTION OF THE DRAWINGS

in order to more clearly describe the technical solutions in
embodiments of present application and prior art, accompa-
nying drawings that need to be used in embodiments and
prior art will be briefly described below. Obviously, accom-
panying drawings depict only some embodiments of the
present application. Those skilled in the art may also obtain
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other accompanying drawings based on these accompanying

drawings without any creative eflorts.

FIG. 1 1s a flowchart of a method for spectrum prediction
in a cognitive radio network according to an embodiment of
the present application;

FIG. 2 1s a flowchart of a subspace filtering-based spec-
trum sensing according to an embodiment of the present
application;

FIG. 3 1s a flowchart of predicting a primary user’s
spectrum access according to an embodiment of the present
application;

FIG. 4 1s a flowchart of another method for spectrum
prediction 1n a cogmtive radio network according to an
embodiment of the present application;

FIG. 5 1s a schematic diagram of an apparatus for spec-
trum prediction 1 a cognitive radio network according to an
embodiment of the present application; and

FIG. 6 1s a schematic diagram of an electronic device
according to an embodiment of the present application.

DETAILED DESCRIPTION

To make the objectives, technical solutions, and advan-
tages of the present application more comprehensible, a
detailed description of the present disclosure 1s provided
below 1n association with examples and with reference to
drawings. Obviously, the described embodiments 1llustrate
only some but not all the implementations of the present
application. Any other embodiment obtained therefrom by
those skilled 1n the art without any creative eflorts falls
within the scope of the present application.

A detailed description of the present disclosure i1s pro-
vided below 1n association with examples and with reference
to drawings. Obviously, the described embodiments illus-
trate only some but not all the implementations of the
present application. Any other embodiment obtained there-
from by those skilled in the art without any creative eflorts
talls within the scope of the present application.

FIG. 1 1s a flowchart of a first method for spectrum
prediction 1n a cogmtive radio network according to an
embodiment of the present application. The method com-
prises the following operations.

At S101, a target access request 1s received from a
secondary user.

A primary user 1s a user authorized to utilize a specific
band 1n a cognitive radio network, A secondary user 1s a user
not authorized to utilize a specific band 1n the cognitive radio
network.

It should be noted that the method of the present appli-
cation may be implemented on a base station.

At S102, real-time occupancy information of bands 1is
obtained through a subspace filtering-based spectrum sens-
ing approach.

The real-time occupancy information may comprise
access time, access bands and geographical locations.

Specifically, 1n this step, the real-time occupancy infor-
mation of bands can be obtained through a subspace filter-
ing-based spectrum sensing approach according to the
received target access request of the secondary user.

A cognitive user may acquire knowledge of spectrum
usage 1n a cognitive radio network through various signal
detection and processing means. Among the functional
layers of a radio network, the spectrum sensing technology
generally relates to the physical layer and the link layer. In
physical layer, interest 1s primarily placed on various spe-
cific local detection algorithms. In link layer, however,

interest 1s primarily placed on user collaboration, and some
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other aspects such as local awareness, collaboration aware-
ness, and optimization of awareness mechanism.

For clanty, a brief description of the subspace filtering-
based spectrum sensing approach 1s provided below.

Subspace filtering 1s an active noise reduction approach,
the essence of which 1s decomposing, after construction of
a linear estimator H, a received signal r(n) into two orthogo-
nal subspaces: a signal noise subspace Hy(n) and a noise
subspace (I-H)r(n) wherein, y(n) 1s a signal (including
signal and noise) as observed after sampling by a recerver.
I 1s a unit matrix having the same dimension as H, and is
composed by the signal noise subspace and the noise sub-
space. Therefore, the noise subspace can be represented as
(I-H). The noise subspace contains only noise, while the
signal noise subspace contains segmented noise and the
entire signal, n 1s the number of samples at a signal receiving
end. After the removal of all the noise 1n the noise subspace
and the signal noise subspace, an optimal subspace filtering
y(n) that can be represented as:

Pn)=Hyn) (1)

Therefore, the optimal subspace filtering 1s primarily
directed to obtain an optimal linear estimator H_,,. The
optimal linear estimator H_ ,, may minimize signal distortion
and make the residual noise smaller than a preset threshold,
that 1s

[ mine? (2)

2
. EH

< Al‘h

wherein, ¢_ is a distorted signal, £.°, is an average power
of the distortion signal, and A, 1s a preset threshold.

As background noise 1s white noise, covariance matrix R,
of the recerved signal can be expressed as a sum of a signal

covariance matrix R and a noise covariance matrix R
R =R A+R, (3)

R, and R  has the same eigenvector matrix V. Theretore,
matrix R may be eigen-decomposed as:
R.=VAV* (4)

wherein, A, 1s a vector matrix composed of eigenvalues

Mooy A A=diaglh,, ..., A, ... Ay] and comprises all
eigenvalues of the matrix R . If the eigenvalues are arranged
in a descending order of A,z . . . 2.z . .. 2A,\, A, >0, wWe
have A, >0”, then k=1, 2, ..., K, and A, = ... =h,=0".

A,>0~ represents a signal subspace, the rest represents a
noise subspace. Therefore, the signal covariance matrix R_
and the noise covariance matrix R 1n equation (3) can be
respectively expressed as:

R. = VAV (3)
o
O
=V A Vr
0 ]
R, =VA V! (0)
K
_v Ak 11 v,
O
Ay
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Therefore, H__.may be equivalently expressed 1n approxi-

mation as:
H__=VA(A+pA )17

opl

opt

(7)

wherein, u 1s Lagrangian constant.

In practical applications, the above covariance matrix R,
cannot be obtained. Therefore, the matrix can be replaced by
a covariance matrix of samples:

(8)
R, ~

1 N
(i)

wherein, 1 1s the numeral of each sample, N 1s the total
number of samples, 1 and N are both natural numbers.

In theory, after removal of background noise through the
subspace filtering approach, the remaining portion can be
expressed as:

{ Fn) + Hoper(n) = s(n), Hy (9)

?‘(H) 2 0, H{)

Assuming that energy E_ of the signal s(n) 1s defined as
E =E(ls(n) |2==E(|Hﬂﬁt5(ﬂ) ) (10)

then the corresponding detection probability P, and false
alarm probability P.can be expressed as:

P=P(E(H (1) 12)>01H ) (11)

P=PE(H,,#(#)5)>01H) (12)

The spectrum sensing 1s a binary hypothesis problem. A
signal recerved by the receiver can be expressed as:

Hr(O)=s(t)+ul(l)
Hyr(H=ul(t)

wherein, H, indicates the case where a main signal s(t)
exists, and H, indicates the case where a radio band of
interest 1s not occupied.

After bemng sampled at the receiving end, signals as
observed 1n the above two cases can be rewritten as:

Hr(m)=s(n)+u(n)
Hyrin)=u(n)

Under the i1deal case where background noise 1s com-
pletely removed through the subspace filtering, equations
(11) and (12) provide good outcomes. However, there may
be some ambient noise 1n the residual signal after subspace
filtering. Therefore, equations (11) and (12) may produce
errors 1n the estimation of the detection probability and false
alarm probability.

According to central limit theorem, we assume that
residuals after subspace filtering still obey an independent
and 1dentically distributed Gaussian distribution. As distri-
bution of subspace-filtered noise is related to the variance
and average value of Gaussian distribution, a corrected
detection probability P (e, T) can be expressed as:

”‘ (13)

[
Pyle, 1) = P[EZ y(r)|* > & | Hy
n=1

A
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-continued

Q(x) = % f mexp(—rz/z)

(14)

wherein, T represents a duration for spectrum sensing, t 1s
the energy of the signal recerved by the secondary user, 1 1s
sampling frequency of the secondary user, N=ti_ 1s the
number of samples of primary users, vy 1s a ratio of the
variance of the signal to the variance of subspace-filtered
noise, € 1s a preset energy threshold,

and o, is the variance of subspace-filtered noise.
Accordingly, the false alarm probability P{e, T) can be
expressed as:

| N ) (15)
Prie. 1) =P = > b (wl* > £ Ho
n=1

= 0((e ~p0) [\ |

/

wherein, L, 1s the expectation for spectrum sensing, and
u,=0,”; O, is the variance for spectrum sensing, and
0,°=0,*/N; u,(n) is residual noise after subspace filtering,
and o, ~ is the variance of noise.

The detection probability and the false alarm probability
indicate, to some extent, a sensing error that the system can
tolerate. In case of different detection probabilities and false
alarm probabilities, the system has diflerent sensing accu-
racies. The purpose of spectrum sensing 1s to maximize the
detection probability for a certain false alarm probability,

that 1s, to detect a band occupied by a primary user as
accurately as possible.

As shown 1n FIG. 2, the process of a subspace filtering-
based spectrum sensing comprises the following steps. A
signal observed by a secondary user 1s inputted. The

observed signal 1s filtered with a band-pass filter so as to
obtain a band-pass signal. An enhanced signal 1s obtained
through subspace filtering with a sampler. A determination 1s
made, by a decision maker, as to whether current radio
network band 1s being occupied. If 1t 1s occupied, the current
radio network band 1s stored and REM database 1s updated.
I1 1t 1s not occupied, the secondary user 1s allowed to access
to the band, and the detection proceeds to the next band.

FIG. 2 describes process of a subspace filtering-based
spectrum sensing. The subspace filtering corresponding to
the equations (1) to (7) 1s represented by the blocks 1n the
dotted box. Decision of the decision maker 1s based on the
mathematical analysis 1n the equations (11) to (15). It 1s
noted that, if the decision maker determines that current
band of the cognitive radio network 1s being occupied, the
system proceeds to perform spectrum sensing on another
band within a certain period.

Specifically, through the subspace filtering-based spec-
trum sensing approach, the detection probability P (e, T) and
talse alarm probability P{e, t) of a band are obtained as

b

| N
Pyle, 1) = P[EZ y(R)|* > e| H
n=1
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-continued

(&N

1, is the expectation for spectrum sensing, and p,=o,>;
0, is the variance for spectrum sensing, and o,°=c,*/N; 0~
1s the variance of noise, Q(x) 1s complementary cumulative
distribution function of the standard normal distribution, and

Q(x) = % f ij~~a'-:;q:-'(—r2/2);

t 1s the energy of signal received by the secondary user; N
1s the number of samples of the primary users; H, indicates
that a main signal s(t) exists; H, indicates that radio band 1s
not occupied by the primary user; y(n) 1s a signal as
observed after being sampling by the receiver; n 1s numeral
of each sample at the signal receiving end; v 1s a ratio of the
variance of signal to the variance of subspace-filtered noise;
€ 1s a preset energy threshold; T 1s duration for the spectrum
sensing; 1 1s a sampling frequency of the secondary user;
and u,(n) 1s residual noise after subspace filtering.

The real-time occupancy information of bands 1s obtained
based on detection probabilities and false alarm probabilities
of the bands.

S103, updating a spectrum resource database of radio
environment maps (REM) according to the real-time occu-
pancy information of the bands.

A spectrum 1ndicates the distribution of signal energy to
frequencies. A band 1s a range of the spectrum that is
calculated and observed as containing a majority of signal
energy. A band can be determined by calculation and visual
observation of the spectrum. In other words, a band 1s a
frequency range.

The spectrum resource database of radio environment
maps (REM) comprises names, access time, access bands,
access routines, geographical locations, and band occupa-
tion of users.

It should be noted that the spectrum resource database of
radio environment maps (REM) 1s a database that has been
established, 1n other words, the spectrum resource database
of the REM 1s a preset database.

In addition, by querying and accessing radio environment
maps, environmental awareness of cognitive radio network
may be enhanced. The cognitive radio network can be
trained with past experiences and monitoring results to have
self-learning and reasoning abilities. This may facilitate the
cognitive radio network’s identification of more specific
scenar1os, so that user-specific and global requirements can
be satisfied. The content of the radio environment maps
needs to be updated 1n real time to adapt to changes 1n radio
environment.

A secondary user may obtain a global radio environment
map ol a base station through network, and then acquire
information on positions of nearby signal towers, terrains of
the towers’ areas, prohibited bands, general distribution of
recervers, and available channels, etc. These information can
assist the secondary users to select the best spectrum oppor-
tunity at optimal transmission power.
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Position information and geographic environment infor-
mation are mmportant components of a radio environment
map. Position awareness enables a cognitive radio network
to estimate 1ts absolute geographic position (or a relative
location relative to a reference node) and determines the
accuracy of the position estimation. For implementation of
position awareness, a conceptual model of a position aware-
ness engine needs to be established.

Environment awareness enables a cognitive radio net-
work to know the geographical environment of the area
where 1t 1s located, such that the cogmitive radio network 1s

L] [

applicable to different application scenarios, such as target
recognition, environment recognition, line of sight recogni-
tion, non-line of sight recognition, and seamless positioning,
ctc. Furthermore, the capability of environment awareness
can also allow a cognitive radio network to provide location-
based services for active spectrum access of a secondary
user.

5104, establishing a prediction model for bands occupied
by primary users according to the updated spectrum resource
database of radio environment maps (REM).

A band occupied by a primary user refers to a range
between the lowest frequency point and the highest fre-
quency point of the primary user signal.

In order to describe the spectrum access behavior of the
primary user in more detail, detailed processing steps thereof
are first described with reference to FIG. 3.

First, upon a primary user’s access to spectrum, a search
1s made 1n stored REMs for all users whose access time 1s
in proximity to that of the target primary user.

Second, all the users whose access time 1s 1n proximity are
used for learming. Access users who best accord with the
normal access behavior of the primary user are determined
according to the proximity 1 time. A failure in search
indicates that the behavior of the primary user are not
sufliciently covered, and learning shall be continued to
improve the prediction through auto regression.

Then, a nearest neighbor of the user who best accords
with the normal access behavior of the primary user i1s
identified. A time 1interval between these two users are
calculated.

The user as 1dentified 1s then corrected according a
correction rule and the user according with an access regu-
larity of the primary user to obtain a similarity solution of a
target problem (the target problem 1s, a primary user occu-
pies a certain band for a specific period).

In the end, the user as 1dentified 1s reviewed, revised, and
assessed for the necessity of retention.

The access behavior of a primary user may be understood
as the primary user’s access to band 1n a certain period; and
the access regularlty of a prlmary user may be understood as
the primary user’s routine 1n access to bands 1n a specific
period.

Specifically, after a target primary user’s access to a band
1s allowed, a search 1s made in the updated spectrum
resource database of radio environment maps (REM) for all
users whose access time 1s 1n proximity to that of the target
primary user. All these users as found are recorded into a set
A. The spectrum resource database of radio environment
maps (REM) comprises names, access time, access bands,
access routines, geographical locations, and band occupa-
tion of all users.

All the users 1n set A are subject to training. Users who
best accord with the normal access behavior of the target
primary user are determined according to proximity in time,
and are recorded into a set B.
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The above normal access behavior of a user User may be
described with a structure set U:U={Feature,Relation} that
1s constituted by a feature set Feature and a relation set
Relation. The structure set may also comprise other attri-
butes. For example, depending on the regularity of the
primary user’s access behavior, the structure set may contain
weight  coeflicients, i.e., U:U={FeatureRelation,W},
wherein, W represents a set of weight coeflicients. Access
teatures of the primary user are collected.

A determination 1s made as to whether access behavior of
a user 1 set B obtained through training accords with the
access behavior of the primary user.

For clanty, description 1s provided with reference to the
following example.

In the example, 1f all features of a user Userl match with

those of user User2, then U,=U.,, 1.¢., sets of the two users
are the same. If some of features are not the same, then the
two users are partially similar. The similarity between the
two users can be characterized by a similanity degree Sim.

S1m 1s defined as a ratio of the matched features of the two
users to all their features, thus, Sim&[0,1]. The larger the
ratio, the higher the similarity degree between the two users.
A ratio equal to *“1” indicates that the users are i1dentical,
while a ratio equal to “0” indicates that the users are totally
different.

A set of any two users may be defined as V =1a,.L.aL,
a;}, Vg=1b;,L,b,L,b,}. Behavior similarity between the
two sets can be expressed as:

Stm(A, B) = 5111(.111

J”J’

'Mh

1
L4

If spectrum access behavior of the user 1s not stable, then
corresponding weights may be set. Weight coetflicients w,
can be introduced into the equation of the behavior similar-
ity as follows:

L
Z sin(a;, b;)w

J=1

Sim(A, B) = ”
2 W
J=1
wherein,
' 1,. ﬂj = bj
sin(a;, b;) = { . "
, Qj F O

wherein, ] represents the numerals of accessing primary
users 1n a day, and L represents the total number of accessing
primary users in the day, o represents accessing primary
users during the day, 5, represents accessing primary users
corresponding to a specific period stored in REM. It a~=b,,
it 1s 1ndicated that a current accessing primary user 1s the
same as a primary user stored in the REM, 1.e., sin(a,b,)=1;
or otherwise, sin(a;b,)=0. In addition, the user may tlexibly
set the weight w; as required 1n practice.

If access behavior of the user 1n set B obtained through
training do not accord with the access behavior of the
primary user, the method proceeds back to perform step of,
alter a target primary user’s access to a band 1s allowed, a
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search 1s made 1n the updated spectrum resource database of
radio environment maps (REM) for all users whose access
time 1s 1n proximity to that of the target primary user.

If access behavior of the user in set B obtained through
training accord with the access behavior of the primary user,
a search 1s made 1n set B for users whose geographic
location difference with the target primary user is less than
a preset value. These users are recorded 1nto a set C. Time
intervals between the target primary user and access bands
of users 1 set C are calculated.

Specifically, the calculation of time intervals between the
target primary user and access bands of users 1n set C may
be calculation of time intervals between access band of the
target primary user and access band of the user 1n set C.

The users 1n set C are corrected according to a correction
rule and users according with the access regularity of the
target primary user.

It should be noted that, the correction rule may be
understood as determining a user in set C that 1s closest in
time to the access band of the target primary user.

An access routine for the target primary user 1s predicted
according to the corrected users in set C.

A prediction model for the bands occupied by primary
users 1s established according to the predicted access routine
of the target primary user.

The access routine of a primary user described above may
be understood as consideration 1n terms of time proximity,
that 1s, which primary user 1s occupying which band.

It should be noted that, as shown 1n FIG. 3, the above
description may also be described as:

searching, according to previous spectrum access features
of primary users, for all users whose access time 1s 1n
proximity to that of the target primary user 1n the updated
spectrum resource database of radio environment maps
(REM), and recording all these users into a set A, wherein
the spectrum resource database comprises names, access
time, access bands, geographical locations and band occu-
pation of all users, and names, access time, access bands,
geographical locations and access routines of multiple pri-
mary users;

training all the users in set A (also referred to as autore-
gressive enhanced prediction), collecting spectrum access
features of the target primary user according to proximity in
time, and recording users whose spectrum access features
are similar to those of the target primary user nto a set B;

determining, according to the spectrum access features of
the primary user, whether there 1s a user who 1s “1dentical”
to the target primary user;

if there 1s no such user, proceeding back to the step of
searching, according to previous spectrum access lfeatures,
in the updated spectrum resource database of radio environ-
ment maps (REM) all users whose access time 1s 1n prox-
imity to that of the target primary user aiter a target primary
user access the band;

if there 1s such user, searching, in set B, for a user whose
geographic location 1s closest to that of the target primary
user, and calculating a time interval between access band of
the target primary user and access band of the closest user
in set C;

correcting the users in set B according to a correction rule
and users according with access features of the target
primary user;

predicting an access routine ol the target primary user
according to the corrected users in set B; and

establishing a prediction model for the bands occupied by
primary users according to the predicted access routine of
the target primary user.
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S103, allowing an access of the secondary user to a target
band according to the prediction model for the bands occu-
pied by the primary user.

Specifically, a determination 1s made, according to the
prediction model of the band occupied by the primary user,
as to whether the target access band 1s occupied by any user
at access time contained in the access request.

If the target frequency 1s not occupied, the secondary
user’s access to the target band 1s allowed.

If the target frequency 1s occupied, the method proceeds
back to perform step of determining according to the pre-
diction model of the band occupied by the primary user, as
to whether the target access band 1s occupied by any user at
access time contained in the access request.

In the method for spectrum prediction 1n a cognitive radio
network as provided by embodiments of the present appli-
cation, real-time occupancy information of bands can be
obtained through a subspace filtering-based spectrum sens-
ing approach. A spectrum resource database of radio envi-
ronment maps (REM) can be updated according to the
real-time occupancy information of bands. A prediction
model for bands occupied by primary users 1s established
according to the updated spectrum resource database of
radio environment maps (REM). The secondary user can
thus access to a target band according to the prediction
model for bands occupied by primary users. As such, a
secondary user has a targeted spectrum access. The spectrum
utilization etliciency of the radio network can be improved.

In addition, with the aid of the radio environment map, the
secondary user may know environment information of the
cognitive radio network. This can not only effectively reduce
secondary users’ interference on primary users, but also
avold influence of hidden nodes and exposed nodes. As
such, the overall performance of the entire cognitive radio
network 1s 1improved.

FIG. 4 1s a flowchart of a second method for spectrum
prediction 1n a cogmtive radio network according to an
embodiment of the present application. The method com-
Prises:

S201, receiving a target access request ol a secondary
user;

5202, obtaining a detection probability P (¢, T) and a false
alarm probability P{e, T) of a band through a subspace
filtering-based spectrum sensing approach; wherein

b

[N
Pyle, 1) = P[EZ y(R)|* > e| H,
n=1

A

I, is an expectation for the spectrum sensing, and p,=0, *;
0, is a variance for spectrum sensing, and o,°=0,*/N; o, ~
1s a variance of noise; Q(X) 1s a complementary cumulative
distribution function 1n a standard normal distribution, and

Q(x) = % f mexp(—rz/z);
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1s an energy value of a signal received by the secondary user;
N 1s the number of samples of primary users; H, indicates a
case where a main signal s(t) exists; H, indicates a case
where a radio band 1s not occupied by the primary users;
y(n) 1s a signal observed after being sampled h a receiver; n
1s the number of samples at a signal receiving end; v 1s a ratio
ol a variance of the signal to a variance of subspace-filtered
noise; € 1s a preset energy threshold; T 1s duration for
spectrum sensing; 1. 1s a sampling frequency of the second-
ary user; and u,(n) 1s residual noise after the subspace

filtering.
S203, obtaiming real-time occupancy information of a

band with the detection probability and false alarm prob-
ability.

S204, updating a spectrum resource database of radio
environment maps (REM) according to the real-time occu-
pancy mformation of bands.

5205, establishing a prediction model for bands occupied
by primary users according to the updated spectrum resource
database of radio environment maps (REM).

5206, allowing an access of the secondary user to a target
band according to the prediction model for bands occupied
by primary users.

It can be seen that, 1n the second method for spectrum
prediction 1 a cognitive radio network provided by an
embodiment of the present application, spectrum sensing
and radio environment maps (REM) are used 1in combination
to enable a secondary user to have a targeted spectrum
access. The spectrum utilization efliciency of the radio
network can thus be improved.

In correspondent with the method for spectrum prediction
in a cognitive radio network, an embodiment of the present
application further provides an apparatus for spectrum pre-
diction 1n a cognitive radio network.

FIG. 5 1s a schematic diagram of an apparatus for spec-
trum prediction 1n a cogmitive radio network according to an
embodiment of the present application. The apparatus com-
Prises:

a request access module 301, configured for receiving a
target access request from a secondary user;

a spectrum real-time occupancy information obtaining
module 302, configured for obtaining real-time occupancy
information of bands through a subspace filtering-based
spectrum sensing approach;

a resource library establishing module 303, configured for
updating a spectrum resource database of radio environment
maps (REM) according to the real-time occupancy informa-
tion of bands;

a model obtaiming module 304, configured for establish-
ing a prediction model for bands occupied by primary users
according to the updated spectrum resource database of
radio environment maps (REM); and

an access behavior module 305, configure for allowing an
access of the secondary user to a target band according to the
prediction model for bands occupied by primary users.

Specifically, the spectrum real-time occupancy informa-
tion obtaining module 302 comprises:

a detection and false alarm probability obtaining sub-
module, configured for obtaining a detection probability
P e, T) and a false alarm probability P{e, t) of a band
through a subspace filtering-based spectrum sensing
approach; wherein

b

| N
Pyle, 1) = P[EZ y(R)|* > e| H
n=1
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-continued

(&N

L, is an expectation for the spectrum sensing, and pu,=o, ;
5 . - 2 AN o~ 2.
O, 1s a variance for spectrum sensing, and o,“=0,,"/N; 0, ~;
1s a variance of noise; Q(X) 1s a complementary cumulative
distribution function 1n a standard normal distribution, and

Q(x) = % f ij~~a'-:;q:-'(—r2/2);

t 15 an energy value of a signal received by the secondary
user; N 1s the number of samples of primary users; H,
indicates a case where a main signal s(t) exists; H, indicates

a case where a radio band 1s not occupied by the primary
users; y(n) 1s a signal observed after being sampled by a
receiver; n 1s the number of samples at a signal receiving
end; v 1s a ratio of a variance of the signal to a variance of
subspace-filtered noise; € 1s a preset energy threshold; T 1s
duration for spectrum sensing; 1 1s a sampling frequency of
the secondary user; and u,(n) 1s residual noise after the
subspace filtering; and

a real-time occupancy information obtaining sub-module,
coniigured for obtaining real-time occupancy information of
a band with the detection probability and false alarm prob-
ability.

The model obtaining module 304 comprises:

a user searching sub-module, configured for, after a target
primary user accesses to a band, searching, 1n the updated
spectrum resource database of radio environment maps
(REM), for all users whose access time 1s 1 proximity to
that of the target primary user, and recording all the users as
found 1nto a set A, wherein the spectrum resource database
comprises names, access time, access bands, geographical
locations, access routines and band occupation of all users;

a user confirmation sub-module, configured for training
all the users 1n set A, determiming accessing users that best
accord with normal access behavior of the target primary
user according to proximity in time, and recording the
accessing users 1mnto a set B;

a first determining sub-module, configured for determin-
ing whether access behaviors of users 1n set B obtained
through training accord with the access behavior of the
target primary user; if not accord with, activating a first
returning sub-module, and if accord with, activating a cal-
culation sub-module;

a first returning sub-module, configure for, returning to
the step of after a target primary user accesses to a band,
searching, in the updated spectrum resource database of
radio environment maps (REM), for all users having access
time 1n proximity to that of the target primary user;

a calculation sub-module, configured for, 11 access behav-
1ors of users 1n set B accord with the access behavior of the
target primary user, searching, in set B, for users whose
geographic location difference with the target primary user
1s less than a preset value, recording these users into a set C,
and calculating time 1ntervals between the access band of the
target primary user and access bands of the users in set C;
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a correction sub-module, configured for correcting the
users 1n set C according to a correction rule and users
according with an access regularity of the target primary
user;

a prediction sub-module, configured for predicting an
access routine of the target primary user according to the
corrected users 1n set C; and

a prediction model establishing sub-module, configured
tor establishing the prediction model for bands occupied by
primary users according to the predicted access routine of
the target primary user.

The access behavior module 305 comprises:

a second determining sub-module, configured for deter-
mimng, according to the prediction model for bands occu-
pied by primary users, whether the target band 1s occupied
by any user at access time contained 1n the access request;
i not occupied, activating a secondary user access sub-
module, and 1 occupied, triggering a second returming
sub-module;

a secondary user access sub-module, configured ifor
allowing the access of the secondary user to the target band;
and

a second returning sub-module, configured for returming
to step of determining; according to the prediction model for
bands occupied by primary users, whether the target band 1s
occupied by any user at access time contained in the access
request.

An embodiment of the present application provides an
clectronic device. As shown in FIG. 6, the device comprises
a processor 401, a communication interface 402, a memory
403 and a communication bus 404, wherein the processor
401, the commumnication 1nterfaces 402 and the memory 403
are communicatively connected with each other via the
communication bus 404.

The memory 403 stores a computer program.

The processor 401 executes the program stored on the
memory 403 to perform the following steps:

receiving a target access request from a secondary user;

obtaining real-time occupancy information of bands
through a subspace filtering-based spectrum sensing
approach;

updating a spectrum resource database of radio environ-
ment maps (REM) according to the real-time occupancy
information of bands:

establishing a prediction model for bands occupied by
primary users according to the updated spectrum resource
database of radio environment maps (REM); and

allowing an access of the secondary user to a target band
according to the prediction model for bands occupied by
primary users.

It can be seen that, with the electronic device provided by
an embodiment of the present application, spectrum sensing
and radio environment maps (REM) are used 1in combina-
tion. This allows a secondary user to have a targeted
spectrum access. The spectrum utilization efliciency of the
radio network can thus be improved.

Obtaining real-time occupancy information of spectrum
by utilizing spectrum sensing approach of subspace filtering
described above may be: obtaining, according to the
received target access request of the secondary user, the
real-time occupancy information of spectrum by utilizing
the spectrum sensing approach of subspace filtering.

The implementation of the above related spectrum pre-
diction method for cognitive radio network 1s the same as the
spectrum prediction and promotion method provided by the
foregoing method embodiment, and 1s not described here.
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The communication bus atorementioned 1n the electronic
device may be a peripheral component interconnect (PCI)
bus or an extended industry standard architecture (EISA)
bus and the like. The communication bus can comprise an
address bus, a data bus, a control bus, or the like. For ease
of depiction, only one thick line 1s shown in the figure.
However, this does not mean there 1s only one communi-
cation bus or one type of communication bus.

The communications interface 1s used for communication
between the aforementioned electronic device and other
devices.

The memory may be a random access memory (RAM), or
a non-volatile memory (NVM), for example, at least one
disk memory. Optionally, the memory may also be at least
one storage device remote from the processor described
above.

The processor described above may be a general-purpose
processor, such as a central processing unit (CPU), a net-
work processor (NP); or a digital signal processor (DSP), an
application specific integrated circuit (ASIC), field-pro-
grammable gate array (FPGA) or other programmable logic
devices, discrete gate or transistor logic devices, discrete
hardware components.

An embodiment of the present application provides a
computer readable storage medium. The computer readable
storage has a computer program stored thereon which, when
executed by a processor, causes the processor to perform the
method steps:

recerving a target access request from a secondary user;

obtaining real-time occupancy information of bands
through a subspace filtering-based spectrum sensing
approach;

updating a spectrum resource database of radio environ-
ment maps (REM) according to the real-time occupancy
information of bands:

establishing a prediction model for bands occupied by
primary users according to the updated spectrum resource
database of radio environment maps (REM); and

allowing an access of the secondary user to a target band
according to the prediction model for bands occupied by
primary users.

It can be seen that, the application stored 1n the computer
readable storage medium provided by an embodiment of the
present application use spectrum sensing and radio environ-
ment maps (REM) in combination. This allows a secondary
user to have a targeted spectrum access. The spectrum
utilization efliciency of the radio network can thus be
improved.

The implementation of the above method for spectrum
prediction 1n a cognitive radio network 1s the same as the
methods for spectrum prediction 1 a cognitive radio net-

work provided by the foregoing embodiments. The detail of

which 1s thus omitted.

It should be noted that the relationship terms herein such
as “first”, “second” and the like are only used for distin-
guishing one entity or operation from another entity or
operation, but do not necessarily require or imply that there
1s any actual relationship or order between these entities or
operations. Moreover, the terms “comprise”, “comprise” or
any other variants thereof are mtended to cover non-exclu-
sive 1nclusions, so that processes, methods, articles or
devices comprising a series of elements comprise not only
those elements listed but also those not specifically listed or
the elements intrinsic to these processes, methods, articles,
or devices. Without further limitations, elements defined by

the sentences “comprise(s)a ... ” or “comprise(s) a...”
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do not exclude that there are other 1dentical elements in the
processes, methods, articles, or devices which comprise
these elements.

All the embodiments are described in corresponding
ways, same or similar parts 1in each of the embodiments can
be referred to one another, and the parts emphasized are
differences to other embodiments. In particular, for the
embodiments of the apparatus, the electronic device, and the
computer readable storage medium, since they are similar to
the embodiments of the method, the description thereof 1s
relatively simple; the relating parts could refer to the parts of
the description of embodiments of the method.

Embodiments described above are simply preferable
embodiments of the present application, and are not

intended to limit the scope of protection of the present
application. Any modifications, alternatives, improvements,
or the like within the spirit and principle of the present
application shall be included within the scope of protection
of the present application.

What 1s claimed 1s:
1. A method for spectrum prediction 1n a cogmitive radio
network, comprising:
receiving a target access request from a secondary user;
obtaining a detection probability P (€, T) and a false alarm
probability P, (¢, ©) of a band through a subspace
filtering-based spectrum sensing approach; wherein,

L, 1s an expectation for the spectrum sensing, and n,=o,;

0, is a variance for spectrum sensing, and o,"=0o, */N;
0,”, is a variance of noise; Q(X) is a complementary
cumulative distribution function in a standard normal
distribution, and

Q(x) = % f ije:«q:v(—r?/z);

t 1s an energy of a signal received by the secondary user; N
1s the number of samples of primary users; H, indicates a
case where a main signal s(t) exists; H, indicates a case
where a radio band 1s not occupied by the primary users;
y(n) 1s a signal observed after being sampled by a receiver;
n 1s the number of samples at a signal receiving end; v 1s a
ratio of a variance of the signal to a variance of subspace-
filtered noise; € 1s a preset energy threshold; T 1s duration for
spectrum sensing; {_ 1s a sampling frequency of the second-
ary user; and u, (n) 1s residual noise after subspace filtering;
obtaining real-time occupancy information of a band with
the detection probability and false alarm probability;
updating a spectrum resource database of radio environ-
ment maps (REM) according to the real-time occu-
pancy mformation of bands;
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establishing a prediction model for bands occupied by
primary users according to the updated spectrum
resource database of radio environment maps (REM);
and

allowing an access of the secondary user to a target band
according to the prediction model for bands occupied
by primary users.

2. The method of claim 1, wherein, establishing a predic-
tion model for bands occupied by primary users according to
the updated spectrum resource database of radio environ-
ment maps (REM) comprises:

alter a target primary user’s access to a band 1s allowed,
searching, 1n the updated spectrum resource database of
radio environment maps (REM), for all users whose
access time 1s 1n proximity to that of the target primary
user, and recording all the users as found 1nto a set A,
wherein the spectrum resource database comprises
names, access time, access bands, geographical loca-
tions, access routines and band occupation of all users;

training all the users 1n set A, determining accessing users
that best accord with normal access behavior of the
target primary user according to proximity in time, and
recording the accessing users mto a set B;

determining whether access behaviors of users 1n set B
obtained through training accord with the access behav-
ior of the target primary user;

11 access behaviors of users 1n set B do not accord with the
access behavior of the target primary user, proceeding,
back to the step of after a target primary user’s access
to a band 1s allowed, searching, in the updated spectrum
resource database of radio environment maps (REM),
for all users whose access time 1s 1n proximity to that
of the target primary user;

11 access behaviors of users in set B accord with the access
behavior of the target primary user, searching, 1n set B,
for users whose geographic location diflerence with the
target primary user 1s less than a preset value, recording
these users mto a set C, and calculating time 1ntervals
between the access band of the target primary user and
access bands of the users 1n set C;

correcting the users 1n set C according to a correction rule
and users according with an access regularity of the
target primary user;

predicting an access routine of the target primary user
according to the corrected users 1n the set C; and

establishing the prediction model for bands occupied by
primary users according to the predicted access routine
of the target primary user.

3. The method of claim 1, wherein, allowing an access of
the secondary user to a target band according to the predic-
tion model for bands occupied by primary users comprises:

determining, according to the prediction model for bands
occupied by primary users, whether the target band 1s
occupied by any user at access time contained in the
access request;

1 the target frequency 1s not occupied, allowing the access
of the secondary user to the target band; and

1f the target frequency 1s occupied, proceeding back to
step of determining, according to the prediction model
for bands occupied by primary users, whether the target
band 1s occupied by any user at access time contained
in the access request.

4. An electronic device comprising a processor, a com-
munication interface, a memory and a communication bus,
wherein the processor, communication interface and
memory are communicatively connected with each other via
the communication bus;
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the memory has a computer program stored thereon
which, when executed by the processor, causes the
processor to perform the method steps of claim 1.

5. An apparatus for spectrum prediction in a cognitive

radio network, comprising:

a request access module, configured for recerving a target
access request from a secondary user;

a spectrum real-time occupancy information obtaiming
module, configured for obtaining a detection probabil-
ity P e, T) and a false alarm probability PJe, T) of a
band through a subspace filtering-based spectrum sens-
ing approach; wherein,

L, 1s an expectation for the spectrum sensing, and u,=o,>;

0, is a variance for spectrum sensing, and o,"=o, */N;
o, 1s a variance of noise; Q(x) is a complementary
cumulative distribution function in a standard normal
distribution, and

Q(x) = % f mexp(—rz/z);

t 1s an energy of a signal received by the secondary user; N
1s the number of samples of primary users; H, indicates a
case where a main signal s(t) exists; H, indicates a case
where a radio band 1s not occupied by the primary users;
y(n) 1s a signal observed after being sampled by a receiver;
n 1s the number of samples at a signal recerving end; v 1s a
rat1o of a variance of the signal to a variance of subspace-
filtered noise; € 1s a preset energy threshold; T 1s duration for
spectrum sensing; {_1s a sampling frequency of the second-
ary user; and u, (n) 1s residual noise after subspace filtering;
and

obtaining real-time occupancy information of a band with
the detection probability and false alarm probability;

a resource library establishing module, configured for
updating a spectrum resource database of radio envi-
ronment maps (REM) according to the real-time occu-
pancy information of bands;

a model obtaining module, configured for establishing a
prediction model for bands occupied by primary users
according to the updated spectrum resource database of
radio environment maps (REM); and

an access behavior module, configured for allowing an
access of the secondary user to a target band according
to the prediction model for bands occupied by primary
users.

6. The apparatus of claim 3, wherein the model obtaining

module comprises:

a user searching sub-module, configured for, after a target
primary user’s access to a band 1s allowed, searching,
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in the updated spectrum resource database of radio
environment maps (REM), for all users whose access
time 1s 1 proximity to that of the target primary user,
and recording all the users as found into a set A,
wherein the spectrum resource database comprises
names, access time, access bands, geographical loca-
tions, access routines and band occupation of all users;

a user determining sub-module, configured for training all
the users 1n the set A, determining accessing users that
best accord with normal access behavior of the target
primary user according to proximity i time, and
recording the accessing users mto a set B;

a first determining sub-module, configured for determin-
ing whether access behaviors of users in the set B
obtained through training accord with the access behav-
ior of the target primary user; i not accord with,
activating a first returning sub-module, and 1f accord
with, activating a calculation sub-module;

a first returning sub-module, configure for, proceeding
back to the step of after a target primary user’s access
to a band 1s allowed, searching, in the updated spectrum
resource database of radio environment maps (REM),
for all users having access time 1n proximity to that of
the target primary user;

a calculation sub-module, configured for, searching, 1n the
set B, for users whose geographic location difference
with the target primary user 1s less than a preset value,
recording these users into a set C, and calculating time
intervals between the access band of the target primary
user and access bands of the users 1n the set C;

a correction sub-module, configured for correcting the
users 1n the set C according to a correction rule and
users according with an access regularity of the target
primary user;

a prediction sub-module, configured for predicting an
access routine of the target primary user according to
the corrected users 1n the set C; and

a prediction model establishing sub-module, configured
for establishing the prediction model for bands occu-
pied by primary users according to the predicted access
routine of the target primary user.

7. The apparatus of claim 5, wherein the access behavior

module comprises:

a second determining sub-module, configured for deter-
mining, according to the prediction model for bands
occupied by primary users, whether the target band 1s
occupied by any user at access time contained 1n the
access request; 1 not occupied, activating a secondary
user access sub-module, and 1f occupied, activating a
second returning sub-module;

a secondary user access sub-module, configured for
allowing the access of the secondary user to the target
band; and

a second returning sub-module, configured for proceeding,
back to step of determining, according to the prediction
model for bands occupied by primary users, whether
the target band 1s occupied by any user at access time
contained 1n the access request.

8. A non-transitory computer readable storage medium
having a computer program stored therecon which, when
executed by the processor, causes the processor to perform
the method steps of claim 1.
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