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A first data center views a preset arbitration policy when the
first data center determines that communication between the

first data center and a second data center 1s interrupted, and an
arbitration device cannot perform arbitration

102

The first data center continues providing a service when the
first data center determines, according to the arbitration policy,
that the first data center 1s a preferred data center

103

The first data center stops providing the service when the first

data center determines, according to the arbitration policy, that
the first data center 1s not a preferred data center
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ARBITRATION METHOD, APPARATUS, AND
SYSTEM USED IN ACTIVE-ACTIVE DATA

CENTERS

CROSS-REFERENCE TO RELATED
APPLICATION

This application 1s a continuation of International Patent
Application No. PCT/CN2015/085591 filed on Jul. 30,
2015, which 1s hereby incorporated by reference in 1ts
entirety.

TECHNICAL FIELD

The present disclosure relates to the field of computer
technologies, and 1n particular, to an arbitration method,
apparatus and system that are used i1n active-active data
centers.

BACKGROUND

For a purpose of disaster recovery, generally, at least two
data centers are established, where one data center bears user
services, and the other data center backs up data, a configu-
ration, a service, and the like. Active-active data centers
refer to that two data centers bear a service at the same time
and perform mutual backup such that an overall service
capability and system resource utilization of the two data
centers are improved.

The two data centers of the active-active data centers send
a heartbeat packet to each other every set time, and if the
heartbeat packet 1s not received from each other within the
set time, the backup 1s mterrupted. In this case, 1f both data
centers continue bearing the service, a data inconsistency
problem may occur. An arbitration mechanism 1s currently
one of means used to avoid occurrence of the data incon-
sistency problem, and an implementation manner 1s as
follows. The two data centers separately send an arbitration
request to an arbitration device that i1s disposed to be
independent from the two data centers. The arbitration
device determines a victorious data center according to the
arbitration request, and the victorious data center continues
providing the service (namely bearing the service) while a
losing data center stops providing the service.

During a process ol implementing the present disclosure,
the inventor finds the following problems.

When the arbitration device encounters a fault, the arbi-
tration mechanism fails. In this case, 1f the two data centers
do not receive the heartbeat packet from each other within
the set time, a data center that continues providing the
service cannot be determined. In order to avoid the occur-
rence of the data inconsistency problem, the two data centers
stop the service at the same time, which causes a service
interruption.

SUMMARY

In order to resolve a problem of a service interruption
caused by a fault of an arbitration device, embodiments of
the present disclosure provide an arbitration method, appa-
ratus and system that are used in active-active data centers.
The technical solutions are as follows.

According to a first aspect, an embodiment of the present
disclosure provides an arbitration method used 1n active-
active data centers, where the arbitration method includes
viewing, by the first data center, a preset arbitration policy
when a first data center determines that communication
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between the first data center and a second data center 1s
interrupted, and an arbitration device cannot perform arbi-
tration, and continuing providing, by the first data center, a
service when the first data center determines, according to
the arbitration policy, that the first data center 1s a preferred
data center, or stopping providing, by the first data center, a
service when the first data center determines, according to
the arbitration policy, that the first data center i1s not a
preferred data center, where the first data center and the
second data center are the active-active data centers.

In a possible implementation manner of the first aspect,
the arbitration method further includes determining, by the
first data center, whether the first data center 1s 1n a set
abnormal state, and sending, by the first data center, a
notification message to the second data center when the first
data center 1s 1n the set abnormal state, and the communi-
cation between the first data center and the second data
center 1s not interrupted, where the notification message
istructs the second data center to replace the first data
center to provide the service.

In another possible implementation manner of the first
aspect, the arbitration device 1s a disaster recovery device,
where the disaster recovery device 1s configured to back up
data of the first data center and that of the second data center.

Optionally, the arbitration method further includes send-
ing, by the first data center using a data backup link, an
arbitration request to the arbitration device when the first
data center determines that the communication between the
first data center and the second data center 1s interrupted, and
the arbitration device can perform arbitration, where the data
backup link 1s configured to transmit backup data sent to the
arbitration device by the first data center.

Preferably, sending, by the first data center using the data
backup link, an arbitration request to the arbitration device
includes sending, by the first data center, the arbitration
request to the arbitration device first when the first data
center needs to send both the arbitration request and the data
of the first data center to the arbitration device, or sending,
by the first data center using an arbitration logic link, the
arbitration request to the arbitration device, where the data
backup link 1s classified into the arbitration logic link and a
data logic link, and the data logic link 1s configured to
transmit the backup data sent to the arbitration device by the
first data center.

In still another possible implementation manner of the
first aspect, the arbitration method further includes moni-
toring, by the first data center 1n real time, whether com-
munication between the first data center and the arbitration
device, and that between the second data center and the
arbitration device are interrupted, setting, by the first data
center, an arbitration device flag bit according to a moni-
toring result, where the arbitration device tlag bit indicates
whether the arbitration device can perform arbitration, and
determining, by the first data center according to the arbi-
tration device flag bit, whether the arbitration device can
perform arbitration.

Optionally, setting, by the first data center, an arbitration
device flag bit according to a monitoring result includes
setting, by the first data center, the arbitration device flag bit
to that the arbitration device can perform arbitration when
the first data center determines that the communication
between the first data center and the arbitration device 1s not
interrupted, or when the first data center determines that the
communication between the second data center and the
arbitration device 1s not interrupted, setting, by the first data
center, the arbitration device tlag bit to that the arbitration
device can perform arbitration when the first data center
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determines that the communication between the first data
center and the arbitration device 1s interrupted, and deter-
mines that the communication between the first data center
and the second data center 1s interrupted, and setting, by the
first data center, the arbitration device flag bit to that the
arbitration device cannot perform arbitration when the first
data center determines that the communication between the
first data center and the arbitration device 1s interrupted, and
determines that the communication between the second data
center and the arbitration device is interrupted.

In yet another possible implementation manner of the first
aspect, the arbitration method further includes viewing, by
the first data center, the arbitration policy when the first data
center determines that the communication between the first
data center and the second data center 1s interrupted, and the
arbitration device can perform arbitration, immediately
sending, by the first data center, an arbitration request to the
arbitration device when the first data center determines,
according to the arbitration policy, that the first data center
1s the preferred data center, and sending, by the first data
center, the arbitration request to the arbitration device after
a set time 1s delayed when the first data center determines,
according to the arbitration policy, that the first data center
1s not the preferred data center.

In st1ll yet another possible implementation manner of the
first aspect, the arbitration device 1s a cloud server.

According to a second aspect, an embodiment of the
present disclosure provides an arbitration apparatus used in
active-active data centers, where the arbitration apparatus
includes a first viewing module configured to view a preset
arbitration policy when communication between a first data
center and a second data center 1s interrupted, and an
arbitration device cannot perform arbitration, and a {first
service module configured to continue providing a service
when 1t 1s determined, according to the arbitration policy,
that the first data center 1s a preferred data center, or stop
providing a service when it 1s determined, according to the
arbitration policy, that the first data center 1s not a preferred
data center, where the first data center and the second data
center are the active-active data centers.

In a possible implementation manner of the first aspect,
the arbitration apparatus turther includes a state determining,
module configured to determine whether the first data center
1s 1n a set abnormal state, and a message sending module
configured to send a notification message to the second data
center when the first data center 1s 1n the set abnormal state,
and the communication between the first data center and the
second data center 1s not interrupted, where the notification
message mstructs the second data center to replace the first
data center to provide the service.

In another possible implementation manner of the second
aspect, the arbitration device 1s a disaster recovery device,
where the disaster recovery device 1s configured to back up
data of the first data center and that of the second data center.

Optionally, the arbitration apparatus further includes a
request sending module configured to send, using a data
backup link, an arbitration request to the arbitration device
when the communication between the first data center and
the second data center i1s interrupted, and the arbitration
device can perform arbitration, where the data backup link
1s configured to transmit backup data sent to the arbitration
device by the first data center.

Preferably, the request sending module 1s configured to
send the arbitration request to the arbitration device first
when the first data center needs to send both the arbitration
request and the data of the first data center to the arbitration
device, or send, using an arbitration logic link, the arbitra-
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tion request to the arbitration device, where the data backup
link 1s classified into the arbitration logic link and a data
logic link, and the data logic link 1s configured to transmuit
the backup data sent to the arbitration device by the first data
center.

In still another possible implementation manner of the
second aspect, the arbitration apparatus further includes a
monitoring module configured to monitor i real time
whether communication between the first data center and the
arbitration device, and that between the second data center
and the arbitration device are interrupted, a setting module
configured to set an arbitration device flag bit according to
a monitoring result, where the arbitration device flag bit
indicates whether the arbitration device can perform arbi-
tration, and an arbitration device determining module con-
figured to determine, by the first data center according to the
arbitration device flag bit, whether the arbitration device can
perform arbitration.

Optionally, the setting module 1s configured to set the
arbitration device flag bit to that the arbitration device can
perform arbitration when the communication between the
first data center and the arbitration device 1s not interrupted,
or when the communication between the second data center
and the arbitration device 1s not interrupted, set the arbitra-
tion device tlag bit to that the arbitration device can perform
arbitration when the communication between the first data
center and the arbitration device i1s interrupted, and the
communication between the first data center and the second
data center 1s interrupted, and set the arbitration device flag
bit to that the arbitration device cannot perform arbitration
when the communication between the first data center and
the arbitration device 1s mterrupted, and the communication
between the second data center and the arbitration device 1s
interrupted.

In yet another possible implementation manner of the
second aspect, the arbitration apparatus further includes a
second viewing module configured to view the arbitration
policy when the communication between the first data center
and the second data center 1s interrupted, and the arbitration
device can perform arbitration, and a second service module
configured to immediately send an arbitration request to the
arbitration device when it 1s determined, according to the
arbitration policy, that the first data center 1s the preferred
data center, and send the arbitration request to the arbitration
device after a set time 1s delayed when it 1s determined,
according to the arbitration policy, that the first data center
1s not the preferred data center.

In st1ll yet another possible implementation manner of the
second aspect, the arbitration device 1s a cloud server.

According to a third aspect, an embodiment of the present
disclosure provides an arbitration system used in active-
active data centers, where the arbitration system includes a
first data center configured to view a preset arbitration policy
when determining that communication between the first data
center and a second data center 1s interrupted, and an
arbitration device cannot perform arbitration, and continue
providing a service when determining, according to the
arbitration policy, that the first data center 1s a preferred data
center, or stop providing a service when determining,
according to the arbitration policy, that the first data center
1s not a preferred data center, and the second data center
configured to view the preset arbitration policy when the
communication between the second data center and the first
data center i1s mterrupted, and the arbitration device cannot
perform arbitration, and continue providing the service
when determining, according to the arbitration policy, that
the second data center 1s a preferred data center, or stop
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providing the service when determining, according to the
arbitration policy, that the second data center 1s not the
preferred data center, where the first data center and the
second data center are the active-active data centers.

Beneficial effects of the technical solutions provided in
the embodiments of the present disclosure are as follows.

A first data center views a preset arbitration policy when
the first data center determines that communication between
the first data center and a second data center 1s interrupted,
and an arbitration device cannot perform arbitration, and
continues providing a service when determining, according
to the arbitration policy, that the first data center 1s a
preferred data center, or stops providing a service when
determining, according to the arbitration policy, that the first
data center 1s not a preferred data center. In this way, when
the first data center determines that the communication
between the first data center and the second data center 1s
interrupted, and the arbitration device cannot perform arbi-
tration, only the preferred data center continues providing
the service, which resolves a problem of a service interrup-
tion caused by a fault of the arbitration device, and ensures
that an uninterrupted service 1s provided for a user.

BRIEF DESCRIPTION OF DRAWINGS

In order to describe technical solutions in embodiments of
the present disclosure more clearly, the following briefly
introduces accompanying drawings required for describing
the embodiments. The accompanying drawings in the fol-
lowing description show merely some embodiments of the
present disclosure, and a person of ordinary skill 1in the art
may still dertve other drawings from these accompanying
drawings without creative eflorts.

FIG. 1 1s a diagram of an application scenario of an
arbitration method used 1n active-active data centers accord-
ing to Embodiment 1 of the present disclosure;

FIG. 2 1s a flowchart of an arbitration method used in
active-active data centers according to Embodiment 1 of the
present disclosure;

FIG. 3 1s a diagram of information interaction in an
arbitration method used 1n active-active data centers accord-
ing to Embodiment 2 of the present disclosure;

FIG. 4 1s a flowchart of determining whether an arbitra-
tion device can perform arbitration according to Embodi-
ment 2 of the present disclosure;

FIG. 5 1s a flowchart of a processing process in an
abnormal state according to Embodiment 2 of the present
disclosure:

FIG. 6 1s a diagram of an application scenario of an
arbitration method used 1n active-active data centers accord-
ing to Embodiment 3 of the present disclosure;

FIG. 7 1s a diagram of an application scenario of an
arbitration method used 1n active-active data centers accord-
ing to Embodiment 4 of the present disclosure;

FIG. 8 1s a schematic structural diagram of an arbitration
apparatus used 1n active-active data centers according to
Embodiment 5 of the present disclosure;

FIG. 9 1s a schematic structural diagram of an arbitration
apparatus used in active-active data centers according to
Embodiment 6 of the present disclosure;

FIG. 10 1s a schematic diagram of hardware of an arbi-
tration apparatus used in active-active data centers according,
to Embodiment 7 of the present disclosure; and

FI1G. 11 1s a schematic structural diagram of an arbitration
system used 1n active-active data centers according to
Embodiment 8 of the present disclosure.
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0
DESCRIPTION OF EMBODIMENTS

In order to make the objectives, technical solutions, and
advantages of the present disclosure clearer, the following
further describes embodiments of the present disclosure 1n
detail with reference to the accompanying drawings.

The following briefly describes, with reference to FIG. 1,
an application scenario of an arbitration method used 1n
active-active data centers provided in an embodiment of the
present disclosure.

A first data center 1 and a second data center 2 are
disposed 1n the application scenario shown in FIG. 1, where
the first data center 1 and the second data center 2 are the
active-active data centers, that 1s, the first data center 1 and
the second data center 2 provide a service at the same time
and perform mutual backup. As shown 1n FIG. 1, the first
data center 1 1s connected to the second data center 2.
Further, the first data center 1 may be connected to the
second data center 2 through an optical fiber or a network
cable. The first data center 1 and the second data center 2
back up data using the optical fiber or the network cable, and
send, using the optical fiber or the network cable, a heartbeat
packet to each other every set time (for example, 1
second (s)) 1n order to determine whether the connection
between the first data center and the second data center 1s
interrupted.

In actual application, data backup between the first data
center 1 and the second data center 2 may be synchronous
replication. In order to implement the synchronous replica-
tion, 1n one aspect, backup data may be transmitted using a
link that has a fast transmission speed, for example, the
optical fiber. In another aspect, a distance between the {first
data center 1 and the second data center 2 may be limited to
a set distance (for example, 100 kilometers (km)), for
example, the first data center 1 and the second data center 2
are disposed 1n a same city.

Further, the first data center 1 and the second data center
2 may both include a storage layer, an application layer, and
a network layer. Part of nodes of one or more clusters (for
example, Oracle Real Application Clusters on the applica-
tion layer) are respectively set on a same layer (the storage
layer, the application layer, or the network layer) of the first
data center 1 and the second data center 2. The arbitration
method provided in this embodiment of the present disclo-
sure may be applicable to arbitration on a same layer of the
first data center 1 and the second data center 2, or may be
applicable to arbitration on a same cluster of the first data
center 1 and the second data center 2.

Optionally, an arbitration device 3 may further be dis-
posed 1n the application scenario shown 1n FIG. 1, where the
arbitration device 3 1s disposed to be independent from the
first data center 1 and the second data center 2, and the
arbitration device 3 1s separately connected to the first data
center 1 and the second data center 2. Further, the arbitration
device 3 may be a device especially set for implementing an
arbitration mechanism described in the background part.

It should be noted that, the application scenario shown 1n
FIG. 1 1s merely exemplary, and the present disclosure 1s not
limited thereto.

Embodiment 1

This embodiment of the present disclosure provides an
arbitration method used in active-active data centers. Refer-
ring to FIG. 2, the arbitration method includes the following

steps.
Step 101: A first data center views a preset arbitration
policy when the first data center determines that communi-
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cation between the first data center and a second data center
1s interrupted, and an arbitration device cannot perform
arbitration.

In this embodiment, the first data center and the second
data center are the active-active data centers.

In actual application, whether the commumnication
between the first data center and the second data center 1s
interrupted may be determined according to a heartbeat
packet mutually sent between the first data center and the
second data center every a set time (for example, 1s). The
first data center determines that the communication between
the first data center and the second data center 1s not
interrupted i1 the first data center receives a heartbeat packet
from the second data center within a set threshold time (for
example, 1 s or 5 s), or the first data center determines that
the communication between the first data center and the
second data center 1s interrupted 1f the first data center does
not recerve a heartbeat packet from the second data center
within the set threshold time. Likewise, the second data
center determines that the communication between the first
data center and the second data center 1s not interrupted 1f
the second data center receives a heartbeat packet from the
first data center within the set threshold time, or the second
data center determines that the communication between the
first data center and the second data center i1s interrupted 1f
the second data center does not receive a heartbeat packet
from the first data center within the set threshold time.

Optionally, the method may further include monitoring,
by the first data center, whether the communication between
the first data center and the second data center 1s interrupted.

Step 102: The first data center continues providing a
service when the first data center determines, according to
the arbitration policy, that the first data center 1s a preferred
data center.

Step 103: The first data center stops providing the service
when the first data center determines, according to the
arbitration policy, that the first data center i1s not the pre-
terred data center.

It should be noted that, that an execution body is the first
data center 1s used as an example for description i this
embodiment. In specific implementation, being the same as
the first data center, the second data center may execute the
following steps. The second data center views the preset
arbitration policy when the second data center determines
that the communication between the second data center and
the first data center 1s interrupted, and the arbitration device
cannot perform arbitration, and the second data center
continues providing the service when the second data center
determines, according to the arbitration policy, that the
second data center 1s a preferred data center, or the second
data center stops providing the service when the second data
center determines, according to the arbitration policy, that
the second data center 1s not the preferred data center.

In actual application, a user may select, 1n active-active
data centers, one data center as a preferred data center, and
set, 1 each data center according to a selection result, a tlag
bit used to indicate whether a data center 1s the preferred
data center. For example, 1 indicates that the data center 1s
the preferred data center, and 0 indicates that the data center
1s not the preferred data center. When the communication
between the first data center and the second data center 1s
interrupted, and the arbitration device cannot perform arbi-
tration, both the first data center and the second data center
determine, using a respective flag bit, whether the first data
center 1tself or the second data center 1tself 1s the preferred
data center. A data center that i1s the preferred data center
continues providing the service, and a data center that 1s not
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the preferred data center stops providing the service 1n order
to avoid a problem of data inconsistency caused when the
two data centers whose backup 1s interrupted provide the
service at the same time.

According to this embodiment of the present disclosure,
when a first data center determines that communication
between the first data center and a second data center 1s
interrupted, and an arbitration device cannot perform arbi-
tration, the first data center views a preset arbitration policy,
and continues providing a service when determining,
according to the arbitration policy, that the first data center
1s a preferred data center, or stops providing a service when
determining, according to the arbitration policy, that the first
data center 1s not a preferred data center. In this way, when
the first data center determines that the communication
between the first data center and the second data center 1s
interrupted, and the arbitration device cannot perform arbi-
tration, only the preferred data center continues providing
the service, which resolves a problem of a service interrup-
tion caused by a fault of the arbitration device, and ensures
that an uninterrupted service i1s provided for a user.

Embodiment 2

This embodiment of the present disclosure provides an
arbitration method used in active-active data centers, and
this embodiment further describes 1n detail the arbitration
method used 1 the active-active data centers provided in
Embodiment 1. Referring to FIG. 3, the arbitration method
includes the following steps.

Step 201: A first data center monitors 1n real time whether
communication between the first data center and an arbitra-
tion device, and that between a second data center and the
arbitration device are interrupted.

In this embodiment, the first data center and the second
data center are the active-active data centers, and the arbi-
tration device 1s disposed to be imdependent from the first
data center and the second data center.

In actual application, whether communication between
the first data center and the second data center 1s interrupted
may be determined according to a heartbeat packet mutually
sent between the first data center and the second data center
every a set time (for example, 1s). The first data center
determines that the commumnication between the first data
center and the second data center 1s not interrupted if the first
data center receives a heartbeat packet sent by the second
data center within a set threshold time (for example, 1 s or
5 s), or the first data center determines that the communi-
cation between the first data center and the second data
center 1s mterrupted 1f the first data center does not receive
a heartbeat packet from the second data center within the set
threshold time. Likewise, 1f the second data center receives
a heartbeat packet sent by the first data center within the set
threshold time, the second data center determines that the
communication between the first data center and the second
data center 1s not interrupted, or the second data center
determines that the communication between the first data
center and the second data center 1s interrupted 11 the second
data center does not receive a heartbeat packet from the first
data center within the set threshold time.

In specific implementation, when the first data center
determines that the communication between the first data
center and the second data center 1s not interrupted, the first
data center may query the second data center about whether
the communication between the second data center and the
arbitration device 1s interrupted to determine whether the
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communication between the second data center and the
arbitration device 1s interrupted.

Whether the communication between the first data center
and the arbitration device and that between the second data
center and the arbitration device are interrupted may be
determined according to a heartbeat packet mutually sent
between the first data center and the arbitration device and
between the second data center and the arbitration device
every a set time (for example, 1s). The first data center (or the
second data center) determines that the communication
between the first data center (or the second data center) and
the arbitration device 1s not interrupted 11 the first data center
(or the second data center) receives a heartbeat packet from
the arbitration device within the set threshold time (for
example, 1 s or 5 s), or The first data center (or the second
data center) determines that the communication between the
first data center (or the second data center) and the arbitra-
tion device 1s interrupted 1f the first data center (or the
second data center) does not receive a heartbeat packet from
the arbitration device within the set threshold time.

Step 202: The first data center sets an arbitration device
flag bit according to a monitoring result.

In this embodiment, the arbitration device flag bit 1ndi-
cates whether the arbitration device can perform arbitration.

In this embodiment, referring to FIG. 4, step 202 may
include setting, by the first data center, the arbitration device
flag bit to that the arbitration device can perform arbitration
when the first data center determines that the communication
between the first data center and the arbitration device 1s not
interrupted, or when the first data center determines that the
communication between the second data center and the
arbitration device 1s not interrupted, setting, by the first data
center, the arbitration device flag bit to that the arbitration
device can perform arbitration when the first data center
determines that the communication between the first data
center and the arbitration device 1s iterrupted, and deter-
mines that the communication between the first data center
and the second data center 1s interrupted, and setting, by the
first data center, the arbitration device flag bit to that the
arbitration device cannot perform arbitration when the first
data center determines that the communication between the
first data center and the arbitration device 1s mterrupted, and
determines that the communication between the second data
center and the arbitration device 1s interrupted.

It may be understood that, when the first data center
determines that the communication between the first data
center and the arbitration device 1s not interrupted, or when
the first data center determines that the communication
between the second data center and the arbitration device 1s
not interrupted, the first data center sets the arbitration
device flag bit to that the arbitration device can perform
arbitration, that 1s, when one data center (the first data center
or the second data center) can use the arbitration device, 1t
1s determined that the arbitration device can perform arbi-
tration such that the arbitration device 1s fully used to
perform arbitration 1n order to avoid having a risk that, when
the arbitration 1s performed according to a preferred data
center (for details, refer to step 205a to step 205¢), the
preferred data center 1s a party that encounters a fault.

When the first data center determines that the communi-
cation between the first data center and the arbitration device
1s 1nterrupted, and determines that the communication
between the first data center and the second data center 1s
interrupted, the first data center sets the arbitration device
flag bit to that the arbitration device can perform arbitration,
that 1s, when 1t cannot be determined that the communication
between the second data center and the arbitration device 1s
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interrupted, the arbitration device 1s used to perform arbi-
tration by default in order to avoid occurrence of a data
inconsistency situation caused when the second data center
continues providing a service when the communication
between the second data center and the arbitration device 1s
not interrupted, and at the same time, the first data center
happens to be the preferred data center and also continues
providing the service.

Step 203: The first data center determines, according to
the arbitration device tlag bit, whether the arbitration device
can perform arbitration.

When the arbitration device can perform arbitration, step
204a to step 2044 are performed, when the arbitration device
cannot perform arbitration, step 205aq to step 205c¢ are
performed.

For example, when the arbitration device flag bit 1s 1, it
indicates that the arbitration device can perform arbitration,
and when the arbitration device flag bit 1s O, 1t indicates that
the arbitration device cannot perform arbitration.

Step 204a: The first data center sends an arbitration
request to the arbitration device when the first data center
determines that communication between the first data center
and the second data center 1s interrupted.

In this embodiment, step 204a may include viewing, by
the first data center, a preset arbitration policy, and 1imme-
diately sending, by the first data center, the arbitration
request to the arbitration device when the first data center
determines, according to the arbitration policy, that the first
data center 1s a preferred data center, or sending, by the first
data center, the arbitration request to the arbitration device
alter a set time 1s delayed when the first data center deter-
mines, according to the arbitration policy, that the first data
center 1s not a preferred data center.

In actual application, when the communication between
the first data center and the second data center 1s interrupted,
a user may expect that some data center can preferably
survive (a data center that continues providing a service).
Theretfore, the user may select, from the active-active data
centers, a data center as the preferred data center, and set, 1n
cach data center according to a selection result, a flag bit
used to indicate whether a data center 1s the preferred data
center. For example, 1 indicates that the data center 1s the
preferred data center, and 0 indicates that the data center 1s
not the preferred data center. When the communication
between the first data center and the second data center 1s
interrupted, both the first data center and the second data
center determine, using a respective tlag bit, whether the first
data center or the second data center 1s the preferred data
center. A data center that 1s the preferred data center imme-
diately sends the arbitration request to the arbitration device,
and a data center that 1s not the preferred data center sends
the arbitration request to the arbitration device after the set
time 1s delayed, thereby improving a survival probability of
the data center that 1s the preferred data center.

Step 204bH: The arbitration device determines an arbitra-
tion result according to the arbitration request.

In specific implementation, the arbitration device may
determine the arbitration result according to a time sequence
of receiving the arbitration request, that is, the arbitration
device determines that a sending party whose arbitration
request 1s first received 1s a victorious party (a data center
that continues providing a service). Further, the arbitration
device sets a flag bit, where 1 indicates that the arbitration
request 1s received (namely, the victorious party has been
determined), and O indicates that the arbitration request is
not received. When a data center sends the arbitration
request to the arbitration device, the arbitration device views
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the flag bit. When the flag bit 1s 0, the arbitration device
replies to the data center that the data center 1s the victorious
party, and changes the flag bit to 1, and i1 the flag bit 1s 1,
the arbitration device replies that the data center 1s not the
victorious party.

The arbitration device may also determine the arbitration
result according to a quantity of services bore by each data
center, that 1s, the arbitration device determines that a data
center that bears the most services 1s the victorious party 1n
order to save transition time required by the victorious party
for bearing all the services.

The arbitration device may further determine the arbitra-
tion result according to another criterion, which 1s not
limited by the present disclosure.

Step 204c¢: The arbitration device sends the arbitration
result to the first data center.

Step 204d: The first data center continues or stops pro-
viding a service according to the arbitration result.

Further, step 2044 may include continuing providing the
service by the first data center when the arbitration result
includes that the first data center 1s the victorious party, or
stopping providing the service by the first data center when
the arbitration result includes that the first data center 1s not
the victorious party.

It should be noted that, when steps 204a to 2044 are
performed, the first data center suspends the service 1n order
to ensure that data of the first data center 1s consistent with
that of the second data center.

Steps 201 to 2044 are optional. For arbitration performed
according to a preferred data center (for details, refer to step
205a to step 205¢), a victorious party (a data center that
continues providing the service) i1s specified 1 advance.
Theretore, there 1s a risk that the victorious party 1s a data
center that encounters a fault. In addition, because the data
center that encounters a fault cannot send the arbitration
request to the arbitration device, the arbitration performed
by the arbitration device does not have the risk that the
victorious party 1s the data center that encounters a fault.
When step 201 to step 204d are performed, the arbitration
device 1s preferably used to perform arbitration, and only
when the arbitration device cannot perform arbitration, the
arbitration 1s performed according to the preferred data
center. In one aspect, the risk that the victorious party 1s the
data center that encounters a fault can be avoided as much
as possible. In another aspect, it 1s ensured that the victorious
party can be determined when the arbitration device cannot
perform arbitration in order to ensure that the service i1s
uninterrupted. When step 201 to step 204d are not per-
formed, it may be avoided especially setting the arbitration
device that implements an arbitration mechanism, which
reduces an 1implementation cost.

Step 205a: When the first data center determines that
communication between the first data center and the second
data center 1s interrupted, the first data center views a preset
arbitration policy. When the first data center determines,
according to the arbitration policy, that the first data center
1s a preferred data center, step 2055 1s performed, or when
the first data center determines, according to the arbitration
policy, that the first data center 1s not the preferred data
center, step 205¢ 1s performed.

Step 20556: The first data center continues providing a
service.

Step 205¢: The first data center stops providing the
service.

As described above, a user may select, from the active-
active data centers, a data center as the preferred data center,
and set, 1n each data center according to a selection result,
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a flag bit used to indicate whether a data center 1s the
preferred data center. For example, 1 indicates that the data
center 1s the preferred data center, and 0 indicates that the
data center 1s not the preferred data center. When the
communication between the first data center and the second
data center 1s mterrupted, and the arbitration device cannot
perform arbitration, both the first data center and the second
data center determine, using a respective flag bit, whether
the first data center itself or the second data center 1tself 1s
the preferred data center. A data center that is the preferred
C
t

ata center continues providing the service, and a data center
nat 1s not the preferred data center stops providing the
service 1 order to avoid a problem of data inconsistency
caused when the two data centers whose backup is inter-
rupted provide the service at the same time.

In an 1implementation manner of this embodiment, refer-
ring to FIG. 5, the method may further include determining,
by the first data center, whether the first data center 1s 1n a
set abnormal state, when the first data center 1s not in the set

abnormal state, the method further includes monitoring 1n
real time whether communication between the first data
center and the arbitration device, and that between the
second data center and the arbitration device are iterrupted,
and when the first data center 1s in the set abnormal state, and
the communication between the first data center and the
second data center 1s not interrupted, sending, by the first
data center, a notification message to the second data center,
where the notification message instructs the second data
center to replace the first data center to provide the service,
replacing, by the second data center according to the noti-
fication message, the first data center to provide the service,
and stopping providing the service by the first data center.

In actual application, the first data center and the second
data center may pre-configure an arbitration policy, and the
first data center and the second data center can perform
self-inspection periodically according to the arbitration
policy 1n order to determine whether the first data center
itself or the second data center 1tself 1s 1n the set abnormal
state. When a data center determines that the data center
itself 1s 1n the set abnormal state, the data center sends a
notification message to the other data center, when receiving
the notification message sent by the data center, the other
data center replaces the data center to provide a service.

The first data center may stop providing the service after
receiving a message that 1s sent by the second data center
alter completion of a work handover for replacing the first
data center to provide the service, or may stop providing the
service after receiving a message that 1s sent by the second
data center after a start of a work handover for replacing the
first data center to provide the service, or may also stop
providing the service after the first data center completes
data backup, or may also stop providing the service when the
first data center cannot provide the service, which 1s not
limited by the present disclosure.

Optionally, the set abnormal state may 1include at least one
of a power outage, a battery fault, write-through running,
and a double disk failure. The double disk failure refers to
that a quantity of failed disks exceeds a quantity of disks that
can be verified, and 1n this case, data cannot be recovered
and used. The write-thorough running refers to that data 1s
written 1nto a disk in real time, and 1n this case, the data 1s
written at an extremely low rate. The battery fault refers to
that there 1s no backup power supply for writing data in a
memory 1nto a disk during a power outage, and 1n this case,
the write-through running 1s generally used. The power
outage refers to that there 1s no suflicient power to keep
backing up data.
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It may be understood that, when the first data center 1s 1n
the set abnormal state, overall running efficiency and per-
formance of the active-active data centers may be aflected,
and the first data center actively instructs the second data
center to replace the first data center to provide the service,
which can ensure that the active-active data centers provide
an optimal service.

In actual application, execution of the foregoing imple-
mentation manner and that of step 201 to step 203 has no
time sequence. Because the first data center 1s 1n the set
abnormal state, running efliciency and performance of the
first data center cannot satisfy a user need. Therefore, 1n a
case i which the second data center is not faulty (the
communication between the first data center and the second
data center 1s not interrupted), arbitration 1s not performed
by the arbitration device or according to a preferred data
center, and the second data center 1s directly determined as
a victorious party, which saves time required by the second
data center to replace the first data center to provide the
service, thereby improving efliciency. In a case 1n which the
second data center encounters a fault, it 1s possible that the
first data center can further continue providing the service
even though the first data center 1s 1n the set abnormal state.
In order to ensure that the service 1s uninterrupted, in this
case, the arbitration may be performed by the arbitration
device or according to a set survived data center, and the first
data center 1s determined as the victorious party.

It should be noted that, when the communication between
the first data center and the second data center 1s restored to
be connected after an iterrupt, the first data center and the
second data center may provide a service at the same time
and perform mutual backup again. Further, after determining
that the communication between the first data center and the
second data center 1s interrupted, the first data center and the
second data center may still send a heartbeat packet to each
other (in this case, an interval for sending a heartbeat packet
may be the same as that used when the communication
between the first data center and the second data center 1s not
interrupted, or may be longer than that used when the
communication between the first data center and the second
data center 1s not interrupted), and then, when a heartbeat
packet 1s received for a set quantity of consecutive times, it
can be determined that the communication between the first
data center and the second data center 1s restored, which
avoids a determining error caused by occasional restoration
ol the communication between the first data center and the
second data center, thereby ensuring accuracy of a conclu-
sion. The first data center and the second data center may
also determine, according to a connected signal (for
example, an optical signal) reported by a communication
device (for example, an optical module) after a connection
between the first data center and the second data center 1s
restored, that the communication between the first data
center and the second data center 1s restored.

According to this embodiment of the present disclosure,
when a first data center determines that communication
between the first data center and a second data center 1s
interrupted, and an arbitration device cannot perform arbi-
tration, the first data center views a preset arbitration policy,
and continues providing a service when determining,
according to the arbitration policy, that the first data center
1s a preferred data center, or stops providing the service
when determining, according to the arbitration policy, that
the first data center 1s not the preferred data center. In this
way, when the first data center determines that the commu-
nication between the first data center and the second data
center 1s 1interrupted, and the arbitration device cannot

10

15

20

25

30

35

40

45

50

55

60

65

14

perform arbitration, only the preferred data center continues
providing the service, which resolves a problem of a service

interruption caused by a fault of the arbitration device, and
ensures that an uninterrupted service 1s provided for a user.

Embodiment 3

This embodiment of the present disclosure provides an
arbitration method used in active-active data centers, and the
tollowing first brietly describes, with reference to FIG. 6, an
application scenario of the arbitration method used 1n the
active-active data centers provided 1n this embodiment.

Compared with the application scenario shown in FIG. 1,
a disaster recovery device 4 1s further disposed in the
application scenario shown in FIG. 6, where the disaster
recovery device 4 1s configured to back up data of a first data
center 1 and that of a second data center 2, and provide a
service when the first data center 1 and the second data
center 2 are both faulty. As shown in FIG. 6, the disaster
recovery device 4 1s separately connected to the first data
center 1 and the second data center 2.

In actual application, as described 1n an application sce-
nario part shown in FIG. 1, the first data center 1 and the
second data center 2 are generally positioned 1n a same city.
When a natural disaster such as an earthquake happens in the
city where the first data center 1 and the second data center
2 are positioned, 1t 1s possible that the first data center 1 and
the second data center 2 are faulty at the same time. In order
to ensure that the disaster recovery device 4 can provide a
service at the moment, the disaster recovery device 4, and
the first data center 1 and the second data center 2 may be
respectively set in two places whose distance exceeds a set
distance (for example, 100 km), for example, 1n different
cities (that 1s, two places with three centers). It 1s easy to
learn that, because the disaster recovery device 4 1s rela-
tively far from the first data center 1 and the second data
center 2, data backup between the disaster recovery device
4 and the first data center 1 and that between the disaster
recovery device 4 and the second data center 2 are asyn-
chronous replication.

Optionally, the disaster recovery device 4 and an arbitra-
tion device 3 may be two mdependent devices. In this case,
execution steps of the first data center, the second data
center, and the arbitration device are the same as those in
Embodiment 2, and details are not described herein.

Optionally, the disaster recovery device 4 and the arbi-
tration device 3 may be a same device, that is, the disaster
recovery device 4 implements functions of the arbitration
device 3. In specific implementation, independent storage
space may be divided from the disaster recovery device 4,
and stores arbitration information, for example, a program
for performing arbitration, a tlag bit indicating whether an
arbitration request i1s received. It may be understood that,
compared with specially setting the arbitration device 3,
implementing the functions of the arbitration device 3 using
the disaster recovery device 4 simplifies an architecture of
the active-active data centers, and greatly reduces an imple-
mentation cost.

When the disaster recovery device 4 and the arbitration
device 3 are a same device, the execution steps of the first
data center, the second data center, and the arbitration device
in this embodiment are the same as those in Embodiment 2,
and a difference lies 1n a setting of a communication link.

Further, that the first data center sends an arbitration
request to the arbitration device may include sending, by the
first data center using a data backup link, the arbitration
request to the arbitration device, where the data backup link
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1s configured to transmit backup data sent to the arbitration
device by the first data center.

It may be understood that, the arbitration request i1s
transmitted directly using the data backup link, which can
avoid separately laying a physical link for transmitting the
arbitration request, and further reduce the implementation
Cost.

In an implementation manner of this embodiment, send-
ing, by the first data center using the data backup link, the
arbitration request to the arbitration device may include
sending, by the first data center, the arbitration request to the
arbitration device first when the first data center needs to

send both the arbitration request and the data of the first data
center to the arbitration device.

In another implementation manner of this embodiment,
sending, by the first data center using the data backup link,
the arbitration request to the arbitration device may include
sending, by the first data center using an arbitration logic
link, the arbitration request to the arbitration device, where
the data backup link 1s classified into the arbitration logic

link and a data logic link, and the data logic link 1is

configured to transmit the backup data sent to the arbitration
device by the first data center.

For example, a bandwidth of the data backup link 1s 50
megabytes (MB), where 1 MB 1s assigned to the arbitration
logic link, and used for transmitting the arbitration request.

Further, a size of a bandwidth assigned to the arbitration
logic link may be set by a user according to an actual
situation (for example, a quantity of data centers on which
arbitration 1s performed), and details are not described
herein.

It may be understood that, both the foregoing two man-
ners can implement preferential transmission of the arbitra-
tion request, and avoid occurrence of a case 1 which
arbitration cannot be performed because an entire data
backup link 1s occupied by backup data.

According to this embodiment of the present disclosure,
when a first data center determines that communication
between the first data center and a second data center 1s
interrupted, and an arbitration device cannot perform arbi-
tration, the first data center views a preset arbitration policy,
and continues providing a service when determining,
according to the arbitration policy, that the first data center
1s a preferred data center, or stops providing the service
when determining, according to the arbitration policy, that
the first data center 1s not the preferred data center. In this
way, when the first data center determines that the commu-
nication between the first data center and the second data
center 1s interrupted, and the arbitration device cannot
perform arbitration, only the preferred data center continues
providing the service, which resolves a problem of a service
interruption caused by a fault of the arbitration device, and
ensures that an uninterrupted service 1s provided for a user.

Embodiment 4

This embodiment of the present disclosure provides an
arbitration method used 1n active-active data centers, and the
tollowing first brietly describes, with reference to FIG. 7, an
application scenario of the arbitration method used 1n the
active-active data centers provided 1n this embodiment.

Compared with the application scenario shown in FIG. 1,
in the application scenario shown 1n FIG. 7, functions of an
arbitration device 3 are implemented by a cloud server 5. As
shown 1n FIG. 7, the cloud server 5 1s separately connected
to a first data center 1 and a second data center 2.
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In specific implementation, a virtual machine may first be
applied for from the cloud server 5, and then a program for
performing arbitration 1s deployed on the applied virtual
machine. Then the cloud server S can perform arbitration.

Further, the cloud server 5 may be a free or low-cost

public cloud provided by a thurd-party provider, for example,
a public cloud provided by HUAWEI Technologies Co.,

Ltd., Amazon.com Incorporated, ALIBABA Group Holding
Limited Corporation, or MICROSOFT Corporation.

It may be understood that, implementing the arbitration
device 3 using the public cloud can greatly reduce an
implementation cost of the arbitration device 3.

It 1s easy to learn that, a core attribute of the public cloud
1s a shared resource service. In order to ensure security of
user data, 1n addition to steps that are basically the same as
steps performed by the first data center, the second data
center, and the arbitration device in Embodiment 2, this
embodiment further includes some settings used to improve
security data stored by a data center.

In an implementation manner of this embodiment, that the
first data center sends an arbitration request to the arbitration
device may include sending, by the first data center using a
virtual private network (VPN), the arbitration request to the
arbitration device.

In another implementation manner of this embodiment,
that the first data center sends an arbitration request to the
arbitration device may include sending, by the first data
center, the arbitration request to the arbitration device, where
a target port of the arbitration request 1s a set port number.

In actual application, a firewall may be set between the
first data center and the arbitration device, and a port number
of the cloud server that communicates with the first data
center 15 set using the firewall. When a source port and a
target port of a message transmitted to the firewall include
a port number except a port number of the first data center
and the set port number, the firewall may directly delete the
message, that 1s, terminate transmission of the message.

In still another implementation manner of this embodi-
ment, that the first data center sends an arbitration request to
the arbitration device may include sending, by the first data
center, a communication request to the arbitration device,
and sending, by the first data center, the arbitration request
to the arbitration device after receiving a communication
request reply sent by the arbitration device.

In actual application, a firewall may be set between the
first data center and the arbitration device, and communi-
cation between the cloud server and the first data center 1s
set, using the firewall, to be itiated only by the first data
center, that 1s, only a communication request sent by the first
data center can pass through the firewall and be transmaitted
to the arbitration device. IT the cloud server sends a com-
munication request to the first data center, the firewall may
directly delete the communication request. Therefore, the
communication request cannot be sent to the first data center,
and communication cannot be established.

According to this embodiment of the present disclosure,
when a first data center determines that communication
between the first data center and a second data center 1s
interrupted, and an arbitration device cannot perform arbi-
tration, the first data center views a preset arbitration policy,
and continues providing a service when determining,
according to the arbitration policy, that the first data center
1s a preferred data center, or stops providing a service when
determining, according to the arbitration policy, that the first
data center 1s not a preferred data center. In this way, when
the first data center determines that the commumnication
between the first data center and the second data center 1s
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interrupted, and the arbitration device cannot perform arbi-
tration, only the preferred data center continues providing,
the service, which resolves a problem of a service interrup-
tion caused by a fault of the arbitration device, and ensures
that an uninterrupted service 1s provided for a user.

Embodiment 5

Referring to FIG. 8, this embodiment of the present
disclosure provides an arbitration apparatus used 1n active-
active data centers, where the apparatus 1s disposed on a first
data center, and the arbitration apparatus includes a first
viewing module 501 configured to view a preset arbitration
policy when communication between the first data center
and a second data center 1s 1terrupted, and an arbitration
device cannot perform arbitration, and a first service module
502 configured to continue providing a service when 1t 1s
determined, according to the arbitration policy, that the first
data center 1s a preferred data center, or stop providing a
service when 1t 1s determined, according to the arbitration
policy, that the first data center 1s not a preferred data center,
where the first data center and the second data center are the
active-active data centers.

According to this embodiment of the present disclosure,
when a first data center determines that communication
between the first data center and a second data center 1s
interrupted, and an arbitration device cannot perform arbi-
tration, the first data center views a preset arbitration policy,
and continues providing a service when determining,
according to the arbitration policy, that the first data center
1s a preferred data center, or stops providing a service when
C etermmmg,, according to the arbitration policy, that the first
data center 1s not a preferred data center. In this way, when
the first data center determines that the communication
between the first data center and the second data center 1s
interrupted, and the arbitration device cannot perform arbi-
tration, only the preferred data center continues providing
the service, which resolves a problem of a service interrup-
tion caused by a fault of the arbitration device, and ensures
that an uninterrupted service 1s provided for a user.

Embodiment 6

Referring to FIG. 9, this embodiment of the present
disclosure provides an arbitration apparatus used in active-
active data centers, and this embodiment further describes in
detail the arbitration apparatus used in the active-active data
centers provided in Embodiment 5. The apparatus 1s dis-
posed on a first data center, and the arbitration apparatus
includes a first viewing module 601 configured to view a
preset arbitration policy when communication between the
first data center and a second data center 1s interrupted, and
an arbitration device cannot perform arbitration, and a first
service module 602 configured to continue providing a
service when 1t 1s determined, according to the arbitration
policy, that the first data center 1s a preferred data center, or
stop providing a service when it 1s determined, according to
the arbitration policy, that the first data center 1s not a
preferred data center, where the first data center and the
second data center are the active-active data centers.

In an implementation manner of this embodiment, the
arbitration apparatus may further include a state determining
module 603 configured to determine whether the first data
center 1s 1n a set abnormal state, and a message sending
module 604 configured to send a notification message to the
second data center when the first data center 1s 1n the set
abnormal state, and the communication between the first
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data center and the second data center 1s not interrupted,
where the notification message instructs the second data
center to replace the first data center to provide the service.

In another implementation manner of this embodiment,
the arbitration device may be a disaster recovery device,
where the disaster recovery device 1s configured to back up
data of the first data center and that of the second data center.

Optionally, the arbitration apparatus may further include
a request sending module 605 configured to send, using a
data backup link, an arbitration request to the arbitration
device when the communication between the first data
center and the second data center 1s interrupted, and the
arbitration device can perform arbitration, where the data
backup link 1s configured to transmit backup data sent to the
arbitration device by the first data center.

Preferably, the request sending module 605 may be con-
figured to send the arbitration request to the arbitration
device first, or send, using an arbitration logic link, the
arbitration request to the arbitration device when the first
data center needs to send both the arbitration request and the
data of the first data center to the arbitration device, where
the data backup link 1s classified mto the arbitration loglc
link and a data logic link, and the data logic link 1is
configured to transmit the backup data sent to the arbitration
device by the first data center.

In still another implementation manner of this embodi-
ment, the arbitration apparatus may further include a moni-
toring module 606 configured to monitor 1 real time
whether communication between the first data center and the
arbitration device, and that between the second data center
and the arbitration device are interrupted, a setting module
607 1s configured to set an arbitration device flag bit accord-
ing to a monitoring result, where the arbitration device flag
bit indicates whether the arbitration device can perform
arbitration, and an arbitration device determining module
608 configured to determine, by the first data center accord-
ing to the arbitration device tlag bit, whether the arbitration
device can perform arbitration.

Optionally, the setting module 607 may be configured to
set the arbitration device flag bit to that the arbitration device
can perform arbitration when the communication between
the first data center and the arbitration device 1s not inter-
rupted, or when the communication between the second data
center and the arbitration device 1s not mterrupted, set the
arbitration device flag bit to that the arbitration device can
perform arbitration when the communication between the
first data center and the arbitration device 1s interrupted, and
the communication between the first data center and the
second data center 1s interrupted, and set the arbitration
device tlag bit to that the arbitration device cannot perform
arbitration when the communication between the first data
center and the arbitration device i1s interrupted, and 1t 1s
determined that the communication between the second data
center and the arbitration device 1s 1nterrupted.

In yet another implementation manner of this embodi-
ment, the arbitration apparatus may further include a second
viewing module 609 configured to view the arbitration
policy when the communication between the first data center
and the second data center 1s interrupted, and the arbitration
device can perform arbitration, and a second service module
610 configured to immediately send an arbitration request to
the arbitration device when 1t 1s determined, according to the
arbitration policy, that the first data center 1s the preferred
data center, and send the arbitration request to the arbitration
device after a set time 1s delayed when it 1s determined,
according to the arbitration policy, that the first data center
1s not the preferred data center.
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In still yet another implementation manner of this
embodiment, the arbitration device may be a cloud server.

According to this embodiment of the present disclosure,
when a first data center determines that communication
between the first data center and a second data center 1s
interrupted, and an arbitration device cannot perform arbi-
tration, the first data center views a preset arbitration policy,
and continues providing a service when determining,
according to the arbitration policy, that the first data center
1s a preferred data center, or stops providing a service when
determining, according to the arbitration policy, that the first
data center 1s not a preferred data center. In this way, when
the first data center determines that the communication
between the first data center and the second data center 1s
interrupted, and the arbitration device cannot perform arbi-
tration, only the preferred data center continues providing
the service, which resolves a problem of a service interrup-
tion caused by a fault of the arbitration device, and ensures
that an uninterrupted service 1s provided for a user.

Embodiment 7

This embodiment of the present disclosure provides an
arbitration apparatus used 1n active-active data centers,
where the arbitration apparatus may be, for example, a
server or a personal computer. Referring to FIG. 10, arbi-
tration apparatus includes a network intertace 701, a
memory 702, and a processor 703 (for example, a central
processing unit (CPU)), which may be used to execute the
method in Embodiment 1, Embodiment 2, Embodiment 3, or
Embodiment 4.

The following describes each composition part of a sys-
tem 700 1n detail with reference to FIG. 10.

The memory 702 may be configured to store a software
program and an application module. By runming the soft-
ware program and the application module that are stored in
the memory 702, the processor 703 executes various func-
tional applications of the system 700 and performs data
processing. The memory 702 may mainly include a program
storage area and a data storage area, where the program
storage area may store an operating system, an application
program required for at least one function, and the like, and
the data storage area may store data (such as an advertise-
ment push policy and push record) created according to
processing performed by the system 700, and the like. In
addition, the memory 702 may include a high-speed random
access memory (RAM), and may further include a non-
volatile memory, for example, at least one disk storage
component, a flash memory component, or another volatile
solid state storage component.

The processor 703 1s a control center of the system 700,
and connects to each part of the overall system 700 using
various types of interfaces and lines.

Further, the processor 703 runs or executes the software
program and the application module that are stored in the
memory 702, and invokes data stored in the memory 702
such that the processor 703 may view a preset arbitration
policy when communication between a first data center and
a second data center 1s interrupted, and the arbitration device
cannot perform arbitration, continue providing a service
when 1t 1s determined, according to the arbitration policy,
that the first data center 1s a preferred data center, or stop
providing the service when 1t 1s determined, according to the
arbitration policy, that the first data center i1s not the pre-
ferred data center, where the first data center and the second
data center are the active-active data centers.
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In an implementation manner of this embodiment, the
processor 703 may determine whether the first data center 1s
in a set abnormal state, and send a notification message to
the second data center when the first data center 1s 1n the set
abnormal state, and the communication between the first
data center and the second data center i1s not interrupted,
where the notification message instructs the second data
center to replace the first data center to provide the service.

In another implementation manner of this embodiment,
the arbitration device may be a disaster recovery device,
where the disaster recovery device 1s configured to back up
data of the first data center and that of the second data center.

Optionally, the processor 703 may send an arbitration
request to the arbitration device using a data backup link
when the communication between the first data center and
the second data center 1s interrupted, and the arbitration
device can perform arbitration, where the data backup link
1s configured to transmit backup data sent to the arbitration
device by the first data center.

Preferably, the processor 703 may send the arbitration
request to the arbitration device, or send the arbitration
request to the arbitration device using an arbitration logic
link when the first data center needs to send both the
arbitration request and the data of the first data center to the
arbitration device, where the data backup link 1s classified
into the arbitration logic link and a data logic link, and the
data logic link 1s configured to transmit the backup data sent
to the arbitration device by the first data center.

In still another implementation manner of this embodi-
ment, the processor 703 may momitor 1n real time whether
communication between the first data center and the arbi-
tration device, and that between the second data center and
the arbitration device are interrupted, set an arbitration
device flag bit according to a monitoring result, where the
arbitration device tlag bit indicates whether the arbitration
device can perform arbitration, and determine, by the first
data center according to the arbitration device flag bat,
whether the arbitration device can perform arbitration.

Optionally, the processor 703 may set the arbitration
device tlag bit to that the arbitration device can perform
arbitration when the communication between the first data
center and the arbitration device 1s not interrupted, or when
the communication between the second data center and the
arbitration device 1s not interrupted, set the arbitration
device flag bit to that the arbitration device can perform
arbitration when the communication between the first data
center and the arbitration device 1s interrupted, and the
communication between the first data center and the second
data center 1s interrupted, and set the arbitration device flag
bit to that the arbitration device cannot perform arbitration
when the communication between the first data center and
the arbitration device i1s mterrupted, and when the commu-
nication between the second data center and the arbitration
device 1s interrupted.

In yet another implementation manner of this embodi-
ment, the processor 703 may view the arbitration policy
when the communication between the first data center and
the second data center 1s interrupted, and the arbitration
device can perform arbitration, immediately send an arbi-
tration request to the arbitration device when 1t 1s deter-
mined, according to the arbitration policy, that the first data
center 1s the preferred data center, and send the arbitration
request to the arbitration device aiter a set time 1s delayed
when 1t 1s determined, according to the arbitration policy,
that the first data center 1s not the preferred data center.

In still yet another implementation manner of this
embodiment, the arbitration device may be a cloud server.
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According to this embodiment of the present disclosure,
when a first data center determines that communication

between the first data center and a second data center 1s
interrupted, and an arbitration device cannot perform arbi-
tration, the first data center views a preset arbitration policy,
and continues providing a service when determining,
according to the arbitration policy, that the first data center
1s a preferred data center, or stops providing a service when
determining, according to the arbitration policy, that the first
data center 1s not a preferred data center. In this way, when
the first data center determines that the communication
between the first data center and the second data center 1s
interrupted, and the arbitration device cannot perform arbi-
tration, only the preferred data center continues providing
the service, which resolves a problem of a service interrup-
tion caused by a fault of the arbitration device, and ensures
that an uninterrupted service 1s provided for a user.

Embodiment &

Referring to FIG. 11, thus embodiment of the present
disclosure provides an arbitration system, where the system
includes a first data center 801 configured to view a preset
arbitration policy when determining that communication
between the first data center 801 and a second data center
802 1s interrupted, and an arbitration device cannot perform
arbitration, and continue providing a service when deter-
minming, according to the arbitration policy, that the first data
center 801 1s a preferred data center, or stop providing the
service when determining, according to the arbitration
policy, that the first data center 801 1s not the preferred data
center, and the second data center 802 configured to view the
preset arbitration policy when determining that the commu-
nication between the second data center 802 and the first
data center 801 is interrupted, and the arbitration device
cannot perform arbitration, and continue providing the ser-
vice when determining, according to the arbitration policy,
that the second data center 802 1s a preferred data center, or
stop providing the service when determining, according to
the arbitration policy, that the second data center 802 1s not
the preferred data center, where the first data center 801 and
the second data center 802 are active-active data centers.

According to this embodiment of the present disclosure,
when a first data center 801 determines that communication
between the first data center 801 and a second data center
802 1s interrupted, and an arbitration device cannot perform
arbitration, the first data center 801 views a preset arbitration
policy, and continues providing a service when determining,
according to the arbitration policy, that the first data center
801 is a preferred data center, or stops providing a service
when determining, according to the arbitration policy, that
the first data center 801 1s not a preferred data center. In this
way, when the first data center 801 determines that the
communication between the first data center 801 and the
second data center 802 1s interrupted, and the arbitration
device cannot perform arbitration, only the preferred data
center continues providing the service, which resolves a
problem of a service iterruption caused by a fault of the
arbitration device, and ensures that an uninterrupted service
1s provided for a user.

It should be noted that, for the arbitration performed by
the arbitration apparatus used in the active-active data
centers provided in the foregoing embodiment, division of
the foregoing functional modules 1s merely used as an
example for description. In actual application, the foregoing
functions may be allocated to different functional modules
for implementation as required, that 1s, an internal structure
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of the apparatus 1s divided into different functional modules
to implement all or a part of the functions described above.
In addition, the embodiment of the arbitration apparatus
used 1n the active-active data centers and that of the arbi-
tration method used 1n the active-active data centers that are
provided 1n the foregoing embodiments pertain to a same
concept. For a specific implementation process, refer to the
method embodiments, and details are not described herein.

The sequence numbers of the foregoing embodiments of
the present disclosure are merely for illustrative purposes,
and are not intended to indicate priorities of the embodi-
ments.

A person of ordinary skill in the art may understand that
all or some of the steps of the embodiments may be
implemented by hardware or a program instructing related
hardware. The program may be stored in a computer-
readable storage medium. The storage medium may include
a read-only memory (ROM), a magnetic disk, an optical
disc, or the like.

The {foregoing descriptions are merely exemplary
embodiments of the present disclosure, but are not intended
to limit the present disclosure. Any modification, equivalent
replacement, and improvement made without departing
from the spirit and principle of the present disclosure shall
tall within the protection scope of the present disclosure.

What 1s claimed 1s:

1. An arbitration method used in active-active data cen-
ters, comprising:

viewing, by a first data center, a preset arbitration policy

when the first data center determines that communica-
tion between the first data center and a second data
center 1s interrupted and when an arbitration device
cannot perform arbitration; and

continue providing, by the first data center, a service when

the first data center determines, according to the preset
arbitration policy, that the first data center 1s a preferred
data center,

wherein the first data center and the second data center are

the active-active data centers.

2. The arbitration method of claim 1, further comprising
stop providing, by the first data center, the service when the
first data center determines, according to the preset arbitra-
tion policy, that the first data center 1s not the preferred data
center.

3. The arbitration method of claim 1, further comprising:

determining, by the first data center, whether the first data

center 1s 11 a set abnormal state; and

sending, by the first data center, a notification message to
the second data center when the first data center 1s 1n
the set abnormal state and the communication between
the first data center and the second data center 1s not
interrupted,

wherein the notification message instructs the second data

center to replace the first data center to provide the
service.

4. The arbitration method of claim 1, wherein the arbi-
tration device 1s a disaster recovery device, and wherein the
disaster recovery device 1s configured to back up data of the
first data center and the second data center.

5. The arbitration method of claim 4, further comprising
sending, by the first data center using a data backup link, an
arbitration request to the arbitration device when the first
data center determines that the communication between the
first data center and the second data center 1s interrupted and
the arbitration device can perform arbitration, wherein the
data backup link 1s configured to transmit backup data sent
to the arbitration device by the first data center.
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6. The arbitration method of claim 5, wherein sending the

arbitration request to the arbitration device comprises:

sending, by the first data center, the arbitration request to
the arbitration device first when the first data center
needs to send both the arbitration request and the data
of the first data center to the arbitration device; or

sending, by the first data center using an arbitration logic
link, the arbitration request to the arbitration device,

wherein the data backup link 1s classified into the arbi-
tration logic link and a data logic link, and

wherein the data logic link 1s configured to transmit the
backup data sent to the arbitration device by the first
data center.

7. The arbitration method of claim 1, further comprising:

monitoring, by the first data center 1n real time, whether
communication between the first data center and the
arbitration device, and communication between the
second data center and the arbitration device are inter-
rupted;

setting, by the first data center, an arbitration device flag
bit according to a monitoring result, wherein the arbi-
tration device flag bit indicates whether the arbitration
device can perform arbitration; and

determining, by the first data center according to the
arbitration device flag bit, whether the arbitration
device can perform arbitration.

8. The arbitration method of claim 7, wherein setting the

arbitration device flag bit comprises:

setting, by the first data center, the arbitration device flag
bit such that the arbitration device can perform arbi-
tration when the first data center determines that the
communication between the first data center and the
arbitration device 1s not interrupted or when the com-
munication between the second data center and the
arbitration device 1s not interrupted;

setting, by the first data center, the arbitration device flag
bit such that the arbitration device can perform arbi-
tration when the first data center determines that the
communication between the first data center and the
arbitration device and the communication between the
first data center and the second data center are inter-
rupted; and

setting, by the first data center, the arbitration device flag
bit such that the arbitration device cannot perform
arbitration when the first data center determines that the
communication between the first data center and the
arbitration device and the communication between the
second data center and the arbitration device are inter-
rupted.

9. The arbitration method of claim 1, further comprising:

viewing, by the first data center, the preset arbitration
policy when the first data center determines that the
communication between the first data center and the
second data center 1s interrupted and the arbitration
device can perform arbitration;

immediately sending, by the first data center, an arbitra-
tion request to the arbitration device when the first data
center determines, according to the preset arbitration
policy, that the first data center 1s the preferred data
center; and

sending, by the first data center, the arbitration request to
the arbitration device after a set time 1s delayed and
when the first data center determines, according to the
arbitration policy, that the first data center i1s not the
preferred data center.

10. A computer program Product comprising a non-

transitory computer readable storage medium storing pro-
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gram code thereon for use 1n active-active data centers, the
program code comprising instructions for executing an
arbitration method that comprises:

viewing a preset arbitration policy when communication
between a first data center and a second data center 1s
interrupted, and when an arbitration device cannot
perform arbitration; and

continue providing a service, according to the preset
arbitration policy, when the first data center 1s a pre-

ferred data center, wherein the first data center and the
second data center are the active-active data centers.

11. The computer program product of claim 10, wherein

the program code further comprises mstructions for execut-
ing the arbitration method that comprises stop providing the
service, according to the preset arbitration policy, when the
first data center 1s not the preferred data center.

12. The computer program product of claim 10, wherein

the program code further comprises mstructions for execut-

>0 1ng the arbitration method that comprises:
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monitoring 1n real time whether communication between
the first data center and the arbitration device and
communication between the second data center and the
arbitration device are interrupted;

setting an arbitration device tlag bit according to a moni-
toring result, wherein the arbitration device flag bit
indicates whether the arbitration device can perform
arbitration; and

determiming, using the first data center according to the
arbitration device flag bit, whether the arbitration
device can perform arbitration.

13. The computer program product of claim 10, wherein

the program code further comprises mstructions for execut-
ing the arbitration method that comprises:

setting the arbitration device tlag bit such that the arbi-
tration device can perform arbitration when the com-
munication between the first data center and the arbi-
tration device 1s not interrupted or when the
communication between the second data center and the
arbitration device 1s not interrupted;

setting the arbitration device flag bit such that the arbi-
tration device can perform arbitration when the com-
munication between the first data center and the arbai-
tration device and the communication between the first
data center and the second data center are interrupted;
and

setting the arbitration device flag bit such that the arbi-

tration device cannot perform arbitration when the
communication between the first data center and the
arbitration device and the communication between the
second data center and the arbitration device are inter-
rupted.

14. The computer program product of claim 10, wherein

the program code further comprises instructions for execut-
ing the arbitration method that comprises:

viewing the preset arbitration policy when the communi-
cation between the first data center and the second data
center 1s interrupted and when the arbitration device
can perform arbitration;

immediately sending an arbitration request to the arbitra-
tion device, according to the preset arbitration policy,
when the first data center 1s the preferred data center;
and

sending the arbitration request to the arbitration device
after a set time 1s delayed, according to the preset
arbitration policy, when the first data center 1s not the
preferred data center.
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15. An arbitration apparatus used in active-active data
centers, comprising:

a network interface;

a memory configured to store a computer execution

instruction; and

a processor coupled to the network interface and the

memory, wherein the computer execution instruction

causes the processor to be configured to:

view a preset arbitration policy when communication
between a first data center and a second data center
1s interrupted and when an arbitration device cannot
perform arbitration; and

continue providing a service, according to the preset
arbitration policy, when the first data center 1s a
preferred data center,

wherein the first data center and the second data center
are the active-active data centers.

16. The arbitration apparatus of claim 15, wherein the
computer execution mnstruction further causes the processor
to be configured to stop providing the service, according to
the preset arbitration policy, when the first data center 1s not
the preferred data center.

17. The arbitration apparatus of claim 15, wherein the
computer execution mnstruction further causes the processor
to be configured to:

determine whether the first data center 1s 1n a set abnormal

state; and
send a noftification message to the second data center
when the first data center 1s 1n the set abnormal state
and when the communication between the first data
center and the second data center 1s not interrupted,

wherein the notification message 1nstructs the second data
center to replace the first data center to provide the
Service.

18. The arbitration apparatus of claim 15, wherein the
computer execution instruction further causes the processor
to be configured to:

monitor in real time whether communication between the

first data center and the arbitration device and commu-
nication between the second data center and the arbi-
tration device are interrupted;
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set an arbitration device flag bit according to a monitoring
result, wherein the arbitration device flag bit indicates
whether the arbitration device can perform arbitration;
and
determine, according to the arbitration device flag bit,
whether the arbitration device can perform arbitration.
19. The arbitration apparatus of claim 18, wherein the
computer execution instruction further causes the processor
to be configured to:
set the arbitration device flag bit such that the arbitration
device can perform arbitration when the communica-
tion between the first data center and the arbitration
device 1s not interrupted, or when the communication
between the second data center and the arbitration
device 1s not interrupted;
set the arbitration device flag bit such that the arbitration
device can perform arbitration when the communica-
tion between the first data center and the arbitration
device and the communication between the first data
center and the second data center are interrupted; and
set the arbitration device flag bit such that the arbitration

device cannot perform arbitration when the communi-
cation between the first data center and the arbitration
device and the communication between the second data
center and the arbitration device are interrupted.

20. The arbitration apparatus of claim 135, wherein the
computer execution mnstruction further causes the processor
to be configured to:

view the preset arbitration policy when the communica-

tion between the first data center and the second data
center 1s interrupted and when the arbitration device
can perform arbitration;
immediately send an arbitration request to the arbitration
device, according to the preset arbitration policy, when
the first data center 1s the preferred data center; and

send the arbitration request to the arbitration device after
a set time 1s delayed, according to the preset arbitration
policy, when the first data center 1s not the preferred
data center.
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