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types, adjusting a working threshold based on the set budget,
wherein adjusting the working threshold 1s done by defining
an reference threshold for an alert, providing a history of

recorded risk scores within a budget sliding interval window
and adjusting the working threshold such that a number of
alerts which would have been provided by the recorded risk
scores 1s calculated to stay within the set budget, and using
the adjusted working threshold to normalize and optionally
combine mcoming risk scores so as to determine whether an
incoming risk score should receive an alert.
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MANAGEMENT OF ALERTS USING A
BUDGET-DEPENDENT ADJUSTABLE
WORKING THRESHOLD

BACKGROUND

Systems that periodically emait alerts related to events that
occur over a particular analysis period generally attempt to
reduce false alerts while avoiding missing important events.
In a security system, false positives are generally tolerated
for the sake of avoiding a false negative (i.e. missing a
security event). However, the number of alerts that can be
ivestigated 1s limited. Moreover, there are often multiple
risk categories, or risk score types, which can trigger an
alert, which further contributes to the high volume of alerts
which may need to be followed up. There 1s thus a need for
a system which can limit the number of alerts to a manage-
able amount without missing important events.

SUMMARY

In one aspect of the invention, there i1s provided a method
for managing alerts 1n a system. The method includes setting
a budget of alerts for suspicious activity, defining a working
threshold based on the set budget, providing a history of
recorded top risk scores within a budget sliding interval
window, adjusting the working threshold such that a number
of alerts which would have exceeded the working threshold
by the recorded top risk scores 1s calculated to stay within
the set budget, receiving a set of risk scores for evaluation
of suspicious activity within the system during an analysis
period, using the adjusted working threshold to normalize
the received risk scores, and reporting an alert when any of
the normalized risk scores 1s above a reference threshold.

In embodiments of the present invention, the method may
turther include at predetermined 1ntervals iteratively repeat-
ing the step of adjusting the working threshold, wherein at
cach of the predetermined intervals, a new, more recent
history of recorded top risk scores 1s provided and wherein
the working threshold 1s updated based on the new provided
recorded top risk scores and the set budget, thus resulting in
a repeatedly adjustable working threshold. In additional
embodiments of the present invention, the budget may be set
for a single risk score type and adjusting the working
threshold 1s done for the risk score type, or the budget may
be set for multiple risk score types, and each of the multiple
risk score types receives a portion of the budget. The
received portions may be equal or may be different from one
another for each of the risk score types. In some embodi-
ments, when a combined risk score i1s used, a combined
score working threshold 1s used for the combined risk score,
wherein the combined score working threshold may be
different than the working thresholds used for each indi-

vidual risk score type.
In other aspects of the mvention systems and computer
program products embodying the mvention are provided.

BRIEF DESCRIPTION OF THE DRAWINGS

Aspects of the mvention will be understood and appreci-
ated more fully from the following detailed description
taken 1n conjunction with the appended drawings 1n which:

FIG. 1 1s a simplified conceptual 1llustration of a system
for managing alerts, constructed and operative in accordance
with an embodiment of the invention:
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2

FIG. 2 1s a simplified conceptual illustration of a working,
threshold adjustor from the system of FIG. 1, constructed
and operative 1 accordance with embodiments of the pres-
ent 1nvention;

FIG. 3A 1s a simplified conceptual 1llustration of a risk
score manager from a single risk score type of the system of
FIG. 1, constructed and operative i accordance with an
embodiment of the present invention;

FIG. 3B 1s a simplified conceptual illustration of risk
score manager from multiple risk score types of the system
of FIG. 1, constructed and operative in accordance with an
embodiment of the present invention;

FIG. 4 1s a simplified flowchart illustration of an exem-
plary method of operation of the system of FIG. 1 operative
in accordance with an embodiment of the invention;

FIG. 5 1s a simplified flowchart illustration of an exem-
plary method of operation of the working threshold adjustor
of FIG. 2 operative 1n accordance with an embodiment of the
imnvention;

FIG. 6 1s a flowchart illustration of an exemplary method
of the steps of logging historic scores to be used in the
working threshold adjustor of FIG. 2 operative 1n accor-
dance with an embodiment of the invention;

FIG. 7 1s a flowchart illustration of an exemplary method
of computing a normalized risk score for a single risk score

type as 1n the system depicted in FIG. 3A operative in
accordance with an embodiment of the invention;

FIG. 8 15 a flowchart illustration of an exemplary method
of computing a normalized risk score for multiple risk score
types as 1n the system depicted in FIG. 3B operative in
accordance with an embodiment of the invention;

FIG. 9 1s a simplified block diagram illustration of an
exemplary hardware implementation of a computing system,
constructed and operative 1n accordance with an embodi-
ment of the invention;

FIG. 10 1s a chart illustration of a first example of a
method 1n accordance with embodiments of the invention;
and

FIG. 11 1s a chart 1llustration of a second example of a
method 1n accordance with embodiments of the invention.

DETAILED DESCRIPTION

The following terms used herein are now defined:

User: an active entity within the system. Examples of a
user include a database user accessing a database
system, a software application process accessing a file
system, or the like.

Analysis period: A time period for which users’ behavior
1s analyzed for suspicious activity. An example of an
analysis period 1s an hourly period, wherein for the
given hour, all users’ activities within the hour are
analyzed for suspicious activities.

Risk Score: A measurement of an estimated risk corre-
sponding to one aspect of a user’s activities within an
analysis period.

Risk Score Type: A type or category of risk scores
associated with a particular aspect of user’s activities.
An example of a risk score type 1s a risk associated with
an accumulated length of time for accessing of a table
in the database. Another example of a risk score type 1s
a risk associated with a number of new tables accessed
by a user. Another example of a risk score type 1s a risk
associated with a number of times of accessing tables
overall. A system can have single or multiple risk score

types.
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Risk Estimator: Provides risk scores for single or multiple
risk score types of the user. The user’s risk scores for
cach risk score type are calculated based on the user’s
models for the particular risk score type, and an assess-
ment of how far the user’s activities within an analysis
period 1s from the models. A user behavior over an
analysis period will have a single score for each of the
available risk score types.

Alert: A notice 1ssued by the system to indicate that
suspicious activity of a user has taken place and
requires further investigation. Alerts are triggered for
the user based on the level of the user’s risk scores of
different types for a particular analysis period.

Alert Budget: A targeted average rate of alerts produced
by the system, e.g., 2 alerts per day or 1 alert per hour.

Budget sliding interval window: A historical time interval
used for adaptive selection of working thresholds to
match the targeted alert budget. For example, a budget
sliding 1nterval window of two weeks will tune param-

cters for the current analysis period using historical
scores from the last two weeks.

Working threshold: A threshold used to control rate of
alerts generation, wherein the higher the working
threshold, the lower the alert rate. The working thresh-
old 1s adjusted dynamically to match the alert budget.
The working threshold 1s determined for each risk score
type.

Combined score working threshold: A working threshold
used for combined risk score types. This working
threshold may be different than the working threshold
used for each individual risk score type.

Reference threshold: A minimal value of working thresh-
old. This value also corresponds to minimal value of
normalized scores to produce an alert.

Reference 1s now made to FIG. 1, which 1s a simplified
conceptual illustration of a system 10 for managing alerts,
constructed and operative in accordance with embodiments
of the present invention. System 10 includes a risk score
manager 12 for receiving and normalizing risk scores
received from a risk estimator 27. Risk estimator 27 1s
external to system 10 and i1s configured to generate risk
scores for a single risk score type or multiple risk score types
(e.g. volume, number of new events) based on comparison
ol current data related to the risk score type to predetermined
models of the risk score type (e.g. average volume, average
number of new events). There are many known methods for
generating risk scores. System 10 further includes a working
threshold adjustor 14, which 1s configured to adjust a work-
ing threshold used to normalize risk scores. In one embodi-
ment working threshold adjustor 14 1s dynamic, in that the
adjustment of the working threshold 1s done periodically, at
predetermined intervals, thereby constantly improving the
accuracy of system 10. System 10 further includes an alert
manager 16, which 1s configured to determine when an alert
should be 1ssued based on comparison of normalized scores
from risk score manager 12 to a reference threshold. System
10 further includes an alert output 18 for 1ssuing an alert as
determined by alert manager 16.

Reference 1s now made to FIG. 2, which 1s a simplified
conceptual illustration of working threshold adjustor 14,
constructed and operative in accordance with embodiments
of the present invention. Working threshold adjustor 14 is
configured to periodically adjust a working threshold 1n
order to normalize incoming risk scores. Working threshold
adjustor 14 includes a budget mput 20, a history log 22, a
working threshold calculator 24, and a working threshold
output 26. Budget mput 20 provides working threshold
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4

calculator 24 with a selected budget, set for a pre-determined
period of time (e.g., X number of alerts per day) for alerts
across all users for a particular risk score type. History log
22 records top scored past activity across the users, for a
pre-determined historical budget sliding interval window
(e.g., the previous two weeks) and for a pre-determined
number of top scores per hour (e.g., 10 top scores per hour),
and provides top historical scores to working threshold
calculator 24 over the pre-determined historical period of
time. Working threshold calculator 24 uses data from history
log 22 and uses the set budget as provided by budget input
20 to calculate a threshold above which a number of alerts
which 1s within the budget would have been 1ssued. Based
on this information, working threshold calculator 24 calcu-
lates an adjusted working threshold TH'. Adjusted working
threshold TH' 1s output via working threshold output 26 into
risk score manager 12, as depicted in FIG. 1. The entire
procedure 1s repeated periodically at a particular frequency
(e.g., once a day). In this way, system 10 1s optimized to give
increasingly accurate results. Although the working thresh-
old adjustor 14 described herein 1s used for adjusting work-
ing thresholds for single risk score types, a similar system
may be used for adjusting combined score working thresh-
olds as well.

Reference 1s now made to FIG. 3A, which 1s a simplified
conceptual illustration of risk score manager 12, constructed
and operative 1n accordance with an embodiment of the
present invention. In the embodiment shown herein, risk
score manager 12 1s configured to input data relating to a
single risk score type into alert manager 16. For example, the
single risk score type may be related to a number of events
per time period (1.e. volume), number of new events, number
of changes in types of events, or any other risk score type
associated with user behavior in system 10. Risk score
manager 12 operates periodically, where data from risk score
manager 12 1s processed via alert manager 16, and 1s used
to produce alerts. Risk score manager 12 includes a risk
score 1nput 28, a risk score normalizer 30, and a normalized
risk score output 32. Risk score input 28 inputs a risk score
associated with the single risk score type over an analysis
period. Risk score normalizer 30 receives an adjusted work-
ing threshold from working threshold adjustor 14, normal-
1zes the recerved risk score and provides the normalized risk
score via normalized risk score output 32 to alert manager
16.

Reference 1s now made to FIG. 3B, which 1s a simplified
conceptual illustration of risk score manager 12, constructed
and operative 1n accordance with another embodiment of the
present invention. In the embodiment shown herein, risk
score manager 12 1s configured to provide data relating to
multiple risk score types 1nto alert manager 16. For example,
the first risk score type may be related to volume of events
and the second risk score type may be related to number of
new events per time period. Risk score manager 12 operates
periodically (for each analysis period), where data from risk
score manager 12 1s processed via alert manager 16, and 1s
used to produce alerts. Risk score manager 12 includes a risk
score input 28, a risk score normalizer 30, a risk score
combiner 34 and a normalized risk score output 32. In the
embodiment shown 1 FIG. 3B, risk score mput 28 inputs
risk scores relating to diflerent risk score types (e.g. volume
and new events), including a first risk score S1 for the first
risk score type, a second risk score S2 for the second risk
score type, and scores associated with up to n risk score
types (Sn). Risk score input 28 inputs scores S1, S2, ... Sn
over an analysis period. Risk score normalizer 30 normal-
1zes each of the recerved scores (S1, S2, . .. Sn) based on
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a combined adjusted working threshold received from work-
ing threshold adjustor 14, and sends the normalized risk
scores (S1', S2', . . . Sn') to nisk score combiner 34. Risk
score combiner 34 1s configured to combine risk scores
S1 ... Sn mto a single combined risk score S*. The single,
combined, normalized risk score S*' 1s sent via normalized
risk score output 32 to alert manager 16. In some embodi-
ments, the normalized risk scores (S1', S2', . .. Sn') are sent
via normalized risk score output 32 to alert manager 16 as
well.

Any of the elements shown 1n FIGS. 1, 2, 3A and 3B are
preferably implemented by one or more computers 1n com-
puter hardware and/or 1n computer software embodied 1n a
non-transitory, computer-readable medium in accordance
with conventional techniques, such as where any of the
clements shown 1in FIGS. 1, 2, 3A and 3B are hosted by a
computer 70.

Reference 1s now made to FIG. 4, which 1s a simplified
flowchart illustration of an exemplary method of operation
of the system of FIG. 1 operative i accordance with an
embodiment of the invention. First, if the time for adjusting
the working threshold has passed (step 400), the working,
threshold 1s adjusted (step 402) based on a set budget and a
historical log of top risk scores. The time for adjusting the
working threshold may be any reasonable amount of time as
determined by the system or according to a pre-set deter-
mination. For example, the working threshold may be
adjusted every hour, every day, or at any suitable interval,
preferably an integer number of analysis periods. Generally,
cach time the working threshold i1s adjusted, a new analysis
period begins. For each user, risk scores are received (step
404) from a risk score estimator. The received risk scores are
normalized (step 406) wherein the normalization process
uses the current working threshold. Normalized risk scores
are then compared to a reference threshold (step 408), and
i the normalized risk scores are above the reference thresh-
old, then an alert 1s 1ssued (step 410). IT not, the system
continues to receive scores for the risk score estimator. This
can be done for a single risk score type or multiple risk score
types, and 1s generally performed for multiple users during
the analysis period.

Reference 1s now made to FIG. S5, which 1s a simplified
flowchart 1llustration of an exemplary method of operation
of the working threshold adjustor 14 of FIG. 2 operative 1n
accordance with an embodiment of the invention. First, a
budget B 1s set (step 500). This may be done by an external
entity, such as a human, or by an automated system. The
budget 1s generally described as X alerts per some desig-
nated time period (e.g. 2 alerts per hour; 5 alerts per day,
etc.) The overall budget B has to account for alerts for all
risk score types and as such 1s split per risk score type (and
designated as B1 where risk score type 1=1 . . . K) and as will
be explained with reference to FIG. 8 will be used collec-
tively for a combined score which accounts for all of the risk
score types. Next, scores are collected (step 502) from a
history log over a pre-defined budget sliding interval win-
dow. Next, an mitial working threshold TH' 1s set equal to
the reference threshold TH (step 504). The reference thresh-
old TH serves as a limit below which scores are 1gnored and
the low limit for working threshold TH'. The reference
threshold TH may be chosen based on knowledge of the risk
score types being used or on the basis of the problem
domain. To determine whether 1t 1s desirable to raise the
working threshold, the number of risk scores which would
have been above the current working threshold TH' 1s
compared to the budget (step 506). If the number of scores
which would have been above the current working threshold
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6

TH' 1s greater than the budget (step 508), the working
threshold TH' 1s adjusted (step 510) by increasing the
threshold to a new adjusted working threshold TH' which
would only allow for the budgeted number of scores to have
been reported. The new adjusted working threshold TH' 1s
then used going forward. In some embodiments, this 1s done
separately for each risk score type, where an mitial working
threshold TH1' 1s assigned using THi1'=TH for every risk
score type 1=1 . . . K. It should be apparent that reference
threshold TH will remain constant while the corresponding
working threshold THi' values will be selected depending on
the historical scores of each risk score type. In some
embodiments, a combined normalized score adjusted work-
ing threshold (TH*) will be used, as will be explained
turther hereinbelow. Periodically during operation of system
10, it may be desirable to adjust the threshold to match the
alert budget.

In essence, TH1' 1s set so that 1f 1t had been used through-
out the historic interval than the budget would have been
adhered to for risk score type 1 as much as possible.

It should be readily apparent that the method shown 1n
FIG. 5 1s an example of a method of dynamically adjusting
a working threshold based on a history log and a set budget,
but that the present invention 1s not limited to the example
depicted 1n FIG. 5. Other ways of adjusting the working
threshold are possible as well. In another example, all of the
risk scores are sorted from high to low, and the scores
matching the budgeted number of scores 1s directly selected.
The working threshold 1s then set at the average of the
selected scores. Many other methods can be used to deter-
mine the working threshold based on the budget and the
history log, all of which are included within the scope of the
present 1nvention.

Reference 1s now made to FIG. 6, which 1s a flowchart
illustration of an exemplary method of the steps of logging
historic scores. First, a budget sliding interval window 1s
chosen (step 600). For example, the window may be a
historical period of two weeks. Next, a number of top risk
scores to record per analysis period 1s chosen (step 602). For
example, 1t may be determined that a number of top scores
which 1s ten times the budgeted number of scores are kept
for the analysis period. Essentially, the number 1s deter-
mined such that 1t 1s large enough to accommodate a
maximum expected number of alerts, but not too large that
it would avoid a situation that one anomaly period with a
very large number of high scores will greatly influence the
budget. Risk scores and working thresholds are then defined
(step 604) 1n a monotonic function. In an exemplary embodi-
ment, this 1s done as {follows: Define the function

L(x)=-log(1-x). Let LS1 designate the value L(S1) for
1=1 . . . K. Call these the L-ed scores. Also define LTH=L
(TH) and LTH=L(TH')Y—the L-ed thresholds. Note that
since the scores and the thresholds are all between 0 and 1,
then the L-ed values are all non-negative. Then a historical
sliding window of the top L-ed scores 1s maintained (step
606) and provided to the working threshold calculator. In the
present embodiment, only L-ed scores that are greater than
L'TH need to be kept in the log, since the L-ed scores are
monotonic.

Once the working threshold 1s adjusted 1n accordance
with the history log and the chosen budget, the new working
TH' 1s set and used to normalize the incoming scores.

Reference 1s now made to FIG. 7, which 1s a flowchart
illustration of an exemplary method of computing normal-
1zed risk scores for a single risk type as in the system
depicted in FIG. 3A. Prior to operation of system 10, a score
S1 of risk score type 1 1s calculated for each user based on
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their activities over a particular analysis period. The risk
score type may be, for example, related to volume (i.e.
number of times a table 1s accessed over a period of time).
Alternatively, the risk score type may be, for example,
related to number of new events (1.¢., how many times a new
table 1s accessed within the database which had not previ-
ously been accessed). Other examples of risk score types
may be related to a number of accessed records, a number
of different tables accessed, or any other category or type of
activity related to users’” behavior. In embodiments of the
invention, the calculated score Si1s provided as or converted
to a value between O and 1, corresponding to a risk level or
probability (where 1 1s the most risky or probable and 0 1s
the least). In the present invention, the score S1 1s provided
(step 700) to risk score normalizer 30. A working threshold
TH1' 1 effect at the time 1s also provided (step 702) from
working threshold adjustor 14 to risk score normalizer 30.
The S1 score 1s then normalized (step 704) based on the
provided working threshold TH1' such that the normalized S1
score more accurately retlects the context. An example of a
calculation of the normalized Si score 1s as follows:

Given the working threshold TH1' that i1s 1n effect at the
time:

Si'=1-exp(~LSi *LTH/LTH:")

The above can also be written as:

Si'=1-exp(-L{(SI)*L(TH)/L(THi"))=
1-exp(-log(1-Si)*log(1-TH)/log(1-THi"))

This formula for Si' has the following properties:
It Si=TH1' then Si'=TH
It S1=0 then S1'=0

If S1 15 nearing 1 (the maximal score) Si1' will also near 1.
Other formulas with similar properties can also be used.

The normalized score S1' 1s then used for reporting (step
706) the score of property 1. This 1s better than reporting the
original S1, because S1 1s adjusted to its context. That 1s, the
same original score would be reported somewhat higher 11 1t
appears among much lower scores, or somewhat lower 11 1t
appears among much higher scores. The Si1' scores of the
various risk score types may also be used to compute a
combined score, as will be described.

Reference 1s now made to FIG. 8, which 1s a flowchart
illustration of an exemplary method of computing normal-
1zed multiple risk scores as 1n the system depicted 1 FIG.
3B. Prior to operation of system 10, a score S1, which 1s
related to a first risk score type is calculated, a score S2
which 1s related to a second risk score type 1s calculated, and
this 1s repeated until all relevant risk score types have a score
associated with them. Each of the calculated scores S1 . . .
Sn 1s provided (step 800) to risk score normalizer 30. A
working threshold TH1' 1n effect at the time 1s also provided
(step 802) from working threshold adjustor 14 to risk score
normalizer 30. The S1 scores are then normalized (step 804 )
based on the provided working threshold THi' such that the
normalized S1 scores more accurately reflect the context.
This may be done, for example, according to the formula
described above 1n reference to FIG. 7 to obtain Si'. After the
S1' scores have been computed for properties 1=1 . . . K, they
are combined (step 806) into a “combined” score S* as the
maximum of the Si' values. Note that S*, like the other
scores, 1s between 0 and 1 corresponding to the least and the
most risky or probable events respectively.

S* 1s now treated just like a score coming from any other
scorer. That 1s, a working threshold TH*' starts with TH and
1s adjusted along with the other working thresholds so that
the budget 1s kept for the logged interval as much as
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possible. The budget for the S* *“scorer” 1s the overall
budget—i.e. B. The S* score 1s normalized into S*' (step
808) with the same formula as defined above for the other
scorers, using the adjusted TH*' value 1n the place of TH1'.

While the working threshold TH*' 1s in effect, TH*' 1s
used as an alert threshold so that an alert 1s given for an event
only 1 its S* score 1s >=1TH*'. The S*' 1s a normalized S*
score using working threshold TH*. The S* values com-
puted for the new events are given as the “final” overall
score of the events. An advantage of having combined scores
1s that 1n a case where a single event has multiple high risk
scores, the budget will not be overly used up by repeat
instances. The normalized combined score S*' 1s reported to
alert manager 16 (step 810).

The following are examples using actual numbers to
illustrate features of the present invention.

Example 1: An Example of a Calculation for a

Single Risk Score Type 1s Provided

1) A budget 1s set as 2 alerts per hour.
2) A reference threshold TH 1s set at TH=0.9.

3) Each hour, the system keeps 2*budget (=4) top scores.

The scores which are kept over that time are logged for
two weeks (1.e. budget sliding interval window), and
sorted 1n order of highest score to lowest score. This step
1s shown 1n FIG. 10 1n table format. The current working
threshold TH' 1s computed as follows:
3a) The number of expected alerts 1 two weeks 1s
computed. nExp=2 (alerts per hour)*336 (hours 1n two
weeks)=672.

3b) The value of score nExp+1(=673rd) as 1s stored as
lowV(=0.92)

3¢) The minimal score which 1s higher than lowV 1s stored
as highV(=0.93)

3d) The working threshold TH'=max((lowV+highV)/2,
TH)(=0.925)

4) Using the computed working threshold TH', the normal-
1zed scores are then computed as follows:

(Given a score value S for user U, normalized score S' 1s

computed:

For S<1: S'(S)=1-exp(-L(S)*L{(TH)YL(IH))
For S=1: 5'(S)=1 where L(S)=—In(1-s)

$'(0.95)=1-exp(In(1-0.95)*In(1-0.9)/In(1-0.925))=
0.93

$'(0.925)=1-exp(In(1-0.925)*In(1-0.9)/In(1 -
0.925))= 0.9

$'(0.91)=1-exp(In(1-0.925)*In(1-0.9)/In(1-0.925) )=
0.88

5) With the normalized score S' and the computed TH', the
following rules may be used to determine whether to
generate an alert:

If a normalized score 1s above the reference threshold
(S">TH), produce an alert with score S'.

If S=0.95, 5'(0.95)=0.93>0.9 so generate an alert with a
score of 0.93

If S=0.91, S'(0.91)=0.88<0.9, so no alert 1s generated.

Example 2

An example of a calculation for multiple risk score types
1s provided.
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1) A budget 1s set as 4 alerts per hour (2 alerts per hour per
risk score type).

2) A reference threshold TH 1s set at TH=0.9.

3) Each hour, the system keeps 2*budget (=4) top scores for
cach risk score type. The scores which are kept over that
time are logged for two weeks (1.¢. budget sliding interval
window), and sorted i1n order of highest score to lowest
score. This 1s shown in FIG. 11 1n table format, for each
of scores S1 for the first risk score type and scores S2 for
a second risk type.

4) Scores S1 for the first risk score type, scores S2 for the
second risk score type are normalized as described above
for score S with respect to a single risk score type. As
shown in FIG. 11, a table with scores S1 and S2 and a
combined score S* may be used. Combined score S* 1s
computed as maximum between scores:

S1'=S1'(51);52/=52"(52)

S*=max(S1.52")

NA values indicate that the value of the corresponding
score was low and was not recorded. NA values will be
ignored for S*computation.

5) A combined threshold TH*' 1s calculated as follows:

Sa) The number of expected alerts i two weeks 1s

computed. nExp=4 (alerts per hour)*336 (hours 1n two
weeks)=1344.

5b) The value of combined score S* # nExp+1(=1345th)

1s stored as lowV(=0.97)
5¢) The minimal score which 1s higher than lowV 1s stored

as highV(=0.95)
5d) The working threshold for combined score TH*'=max
((lowV+highV)/2, TH)(=0.96)
6) Compute combined score S*=max(S1', S2'):

S*=max(0.98,0.91)=0.98
7) Compute normalized combined score S*'=S5*!(S*)
For S<1:5%'(S™)=1-exp(-L(S*)*L(IH)YL(IH*")) for
5<1
For S=1: S*'(S*)=1
where L(S)=-In(1-s)

S*0.98)=1-exp(In({1-0.98)*In(1-0.9)/In(1-0.96))=
0.94

8) Produce alert 1l combined score 1s above the reference
threshold S*'>=TH:

S*10.98)=0.94>=0.9=>produce alert with score 0.94

Referring now to FIG. 9, block diagram 900 1llustrates an
exemplary hardware implementation of a computing system
in accordance with which one or more components/meth-
odologies of the invention (e.g., components/methodologies
described 1n the context of FIGS. 1-8) may be implemented,
according to an embodiment of the invention. As shown, the
invention may be implemented 1n accordance with a pro-
cessor 910, a memory 912, I/0 devices 914, and a network
interface 916, coupled via a computer bus 318 or alternate
connection arrangement.

It 1s to be appreciated that the term “processor” as used
herein 1s intended to include any processing device, such as,
for example, one that includes a CPU (central processing
unit) and/or other processing circuitry. It 1s also to be
understood that the term “processor” may refer to more than
one processing device and that various elements associated
with a processing device may be shared by other processing,
devices.
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The term “memory” as used herein 1s intended to include
memory associated with a processor or CPU, such as, for
example, RAM, ROM, a fixed memory device (e.g., hard
drive), a removable memory device (e.g., diskette), flash
memory, etc. Such memory may be considered a computer
readable storage medium.

In addition, the phrase “mnput/output devices” or “I/O
devices” as used herein 1s intended to include, for example,
one or more mput devices (e.g., keyboard, mouse, scanner,
etc.) for entering data to the processing unit, and/or one or
more output devices (e.g., speaker, display, printer, etc.) for
presenting results associated with the processing unit.

Embodiments of the mvention may include a system, a
method, and/or a computer program product. The computer
program product may include a computer readable storage
medium (or media) having computer readable program
istructions thereon for causing a processor to carry out
aspects of the invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program 1nstructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the mvention may be assembler instructions,
instruction-set-architecture (ISA) 1nstructions, machine
instructions, machine dependent instructions, microcode,
firmware 1nstructions, state-setting data, or either source
code or object code written 1n any combination of one or
more programming languages, including an object oriented
programming language such as Java, Smalltalk, C++ or the
like, and conventional procedural programming languages,
such as the “C” programming language or similar program-
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ming languages. The computer readable program instruc-
tions may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone soiftware package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider). In some embodiments, electronic circuitry includ-
ing, for example, programmable logic circuitry, field-pro-
grammable gate arrays (FPGA), or programmable logic
arrays (PLA) may execute the computer readable program
instructions by utilizing state information of the computer
readable program instructions to personalize the electronic
circuitry, 1 order to perform aspects of the mvention.

Aspects of the invention are described herein with refer-
ence to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks 1n the
flowchart 1llustrations and/or block diagrams, can be 1mple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the tlowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified 1 the tlowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the mstructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified 1n the flow-
chart and/or block diagram block or blocks.

The tflowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
invention. In this regard, each block 1n the flowchart or block
diagrams may represent a module, segment, or portion of
instructions, which comprises one or more executable
instructions for 1mplementing the specified logical
function(s). In some alternative implementations, the func-
tions noted in the block may occur out of the order noted in
the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
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grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

The descriptions of the various embodiments of the
invention have been presented r purposes of illustration, but
are not intended to be exhaustive or limited to the embodi-
ments disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without depart-
ing from the scope and spirit of the described embodiments.
The terminology used herein was chosen to best explain the
principles of the embodiments, the practical application or
technical improvement over technologies found in the mar-
ketplace, or to enable others of ordinary skill in the art to
understand the embodiments disclosed herein.

What 1s claimed 1s:

1. A computer program product for managing cooperative
computer software applications, the computer program
product comprising:

a non-transitory, computer-readable storage medium; and

computer-readable program code embodied 1n the storage

medium, wherein the computer-readable program code

1s configured to

set a budget indicating a number of alerts for suspicious
activity by setting the budget equal to a selected
targeted average rate of alerts produced by the sys-
tem over a pre-determined period of time,

adjust a working threshold risk score by defining an
imitial working threshold risk score, providing a
history of recorded top risk scores within a budget
sliding interval window, and adjusting the initial
working threshold to an increased working threshold
such that a number of the recorded top risk scores
that exceed the 1mitial working threshold 1s calculated
to be less than or equal to the number of alerts
indicated by the set budget,

use the adjusted working threshold to normalize 1ncom-
ing risk scores, and

determine whether an mcoming risk score should
recelve an alert,

wherein the computer-readable program code 1s further

configured to set the budget for multiple risk score
types, wherein each of the multiple risk score types
receives a portion of the budget.

2. The computer program product according to claim 1
wherein the portion for one of the multiple risk score types
1s not equal to the portion for another of the multiple risk
score types.

3. A computer program product for managing cooperative
computer software applications, the computer program
product comprising:

a non-transitory, computer-readable storage medium; and

computer-readable program code embodied in the storage

medium, wherein the computer-readable program code

1s configured to

set a budget indicating a number of alerts for suspicious
activity by setting the budget equal to a selected
targeted average rate of alerts produced by the sys-
tem over a pre-determined period of time,

adjust a working threshold risk score by defining an
imitial working threshold risk score, providing a
history of recorded top risk scores within a budget
sliding interval window, and adjusting the initial
working threshold to an increased working threshold
such that a number of the recorded top risk scores
that exceed the 1mitial working threshold 1s calculated
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to be less than or equal to the number of alerts
indicated by the set budget,

use the adjusted working threshold to normalize incom-
ing risk scores, and

determine whether an incoming risk score should 5
recelve an alert,

wherein the computer-readable program code 1s further

configured to

include a first risk score for a first risk score type and
a second risk score for a second risk score type, said 10
first risk score and said second risk score normalized
and combined 1into a combined risk score, and

define the working threshold as a combined working
threshold, wherein the combined working threshold

1s combined score working threshold for combined 15
risk scores.
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