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(57) ABSTRACT

The mvention mtroduces a method for testing a storage unit,
performed by a processing umt, including at least the
following steps: after recerving a test write command from
a host device through a first access interface, directing a
second access 1nterface to receive a {first test pattern from a
test writer and program the first test pattern imnto a PBA
(Physical Block Address) of a storage unit; directing the
second access interface to read a second test pattern from the
PBA of the storage umit and output the second test pattern to
a test reader; receiving a test result from the test reader; and
generating a test message according to the test result and
replying with the test message to the host device.
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Recelve a test write command from a host

. S810
device
Direct a data dispatcher to send data from 3870
the host device to a test writer
Direct an access interface to read one or more
test patterns from the test writer and program 830

the test pattern(s) into a designated PBA of a
storage unit

Direct the access interface to read test pattern(s)
from the designated PBA and output the test S840
pattern(s) to a test reader

Recelve a test result from the test reader S850

Generate a test message according to the test
result and reply with the test message to the S860
host device

END

FIG. 8
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METHODS FOR TESTING A STORAGE UNIT
AND APPARATUSES USING THE SAMEL

CROSS REFERENCE TO RELATED
APPLICATIONS D

This Application claims priority of China Patent Appli-
cation No. 2016108795R80.5, filed on Oct. 8, 2016, the

entirety ol which 1s incorporated by reference herein.
10

BACKGROUND

Technical Field

The present invention relates to flash memory, and in 15
particular to methods for testing a storage unit and appara-
tuses using the same.

Description of the Related Art
20

Flash memory devices typically include NOR flash
devices and NAND flash devices. NOR flash devices are
random access—a host accessing a NOR flash device can
provide the device with any address on 1ts address pins and
immediately retrieve data stored in that address on the 25
device’s data pins. NAND flash devices, on the other hand,
are not random access but serial access. It 1s not possible for
NOR to access any random address in the way described
above. Instead, the host has to write into the device a
sequence of bytes which identifies both the type of com- 30
mand requested (e.g. read, write, erase, etc.) and the address
to be used for that command. The address 1dentifies a page
(the smallest unmit of flash memory that can be written 1n a
single operation) or a block (the smallest unit of flash
memory that can be erased 1n a single operation), and not a 35
single byte or word. In reality, a NAND flash device always
reads complete pages from the memory cells and writes
complete pages to the memory cells. After a page of data 1s
read from the array into a bufler inside the device, the host
can access the data bytes or words one by one by serially 40
clocking them out using a strobe signal.

With the increasing capacity of memory cells used in
NAND flash devices, which typically contain a multiple of
the capacity of a DRAM (Dynamic Random Access
Memory) of the host, 1t 1s very dithcult to find and test all 45
defective blocks of the memory cells. In order to raise the
reliability to an acceptable level, the host requires tens of
loops for programming, reading or erasing each NAND page
and verilying each data bit, so as to find and 1dentify all bad
blocks. However, the above test consumes excessive com- 50
putations and DRAM space of the host, and bus bandwidth
between the host and the NAND flash device. Accordingly,
what 1s needed are methods for testing a storage umt and
apparatuses using the same to reduce the testing cost of the
host. 55

BRIEF SUMMARY

An embodiment of the invention introduces a method for
testing a storage umt, performed by a processing unit, 60
including at least the following steps: after receiving a test
write command from a host device through a first access
interface, directing a second access interface to receive a
first test pattern from a test writer and program the first test
pattern into a PBA (Physical Block Address) of a storage 65
unit; directing the second access interface to read a second
test pattern from the PBA of the storage unit and output the

2

second test pattern to a test reader; receiving a test result
from the test reader; and generating a test message according
to the test result and replying the test message to the host
device.

An embodiment of the invention introduces an apparatus
for testing a storage unit contains at least a test writer, a test
reader and a processing unit. The processing unit, coupled to
the test writer and the test reader, directs a second access
interface to recerve a first test pattern from the test writer and
program the {irst test pattern mto a PBA of a storage umit
alter receiving a test write command from a host device
through a first access interface; directs the second access
interface to read a second test pattern from the PBA of the
storage unit and output the second test pattern to the test
reader; receives a test result from the test reader; generates
a test message according to the test result; and replies with
the test message to the host device.

A detailed description 1s given in the following embodi-
ments with reference made to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention can be fully understood by reading,
the subsequent detailed description and examples with ref-
erences made to the accompanying drawings, wherein:

FIG. 1 1s the system architecture of a flash memory
according to an embodiment of the invention.

FIG. 2 1s a schematic diagram 1llustrating interfaces to
storage units of a flash storage according to an embodiment
of the invention.

FIG. 3 1s a schematic diagram depicting connections
between one access sub-interface and multiple storage sub-
units according to an embodiment of the mvention.

FIG. 4 1s a block diagram 1llustrating a test writer accord-
ing to an embodiment of the mvention.

FIG. 5A 1s a schematic diagram of an output result of a
CRC encoder according to an embodiment of the invention.

FIG. 5B 1s a schematic diagram of an output result of a
scrambler according to an embodiment of the imnvention.

FIG. 5C 1s a schematic diagram of an output result of an
ECC encoder according to an embodiment of the invention.

FIG. 6 15 a block diagram of a test reader according to an
embodiment of the invention.

FIG. 7A 1s a schematic diagram of a test data read by an
ECC decoder according to an embodiment of the invention.

FIG. 7B 1s a schematic diagram of a test data read by a
de-scrambler according to an embodiment of the invention.

FIG. 7C 1s a schematic diagram of a test data read by a
CRC decoder according to an embodiment of the invention.

FIG. 8 1s a flowchart illustrating a method for testing a
storage unit according to an embodiment of the invention.

DETAILED DESCRIPTION

The following description 1s of the best-contemplated
mode of carrying out the invention. This description 1s made
for the purpose of 1illustrating the general principles of the
invention and should not be taken 1n a limiting sense. The
scope of the invention 1s best determined by reference to the
appended claims.

The present invention will be described with respect to
particular embodiments and with reference to certain draw-
ings, but the invention i1s not limited thereto and 1s only
limited by the claims. It will be further understood that the
terms “‘comprises,” “‘comprising,” “includes” and/or
“including,” when used herein, specily the presence of
stated features, integers, steps, operations, elements, and/or
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components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations,
clements, components, and/or groups thereof.

Use of ordinal terms such as “first”, “second”, “third”,
etc., 1n the claims to modily a claim element does not by
itsell connote any priority, precedence, or order of one claim
clement over another or the temporal order 1n which acts of
a method are performed, but are used merely as labels to
distinguish one claim element having a certain name from
another element having the same name (but for use of the
ordinal term) to distinguish the claim elements.

FIG. 1 1s the system architecture of a flash memory
according to an embodiment of the ivention. The system
architecture 10 of the flash memory contains a processing
unit 110. The processing unit 110 can be implemented in
numerous ways, such as with dedicated hardware, or with
general-purpose hardware (e.g., a single processor, multiple
processors or graphics processing units capable of parallel
computations, etc.) that 1s programmed using microcode or
soltware mstructions to perform the functions recited herein.
The processing unit 110 may contain one or more ALUs
(Arithmetic and Logic Units) and bit shafters. The ALU 1s
responsible for performing boolean operations (such as,
AND, OR, NOT, NAND, NOR, XOR, XNOR, etc.) and also
for performing integer addition and subtraction. The bit
shifter 1s responsible for bitwise shifts and rotations. The
system architecture 10 uses several electrical signals for
coordinating commands and data transfer between the pro-
cessing umt 110 and the storage umit 180, including data
lines, a clock signal and control lines. The data lines are
employed to transfer commands, addresses and data to be

written and read. The control lines are utilized to 1ssue
control signals, such as CE (Chip Enable), ALE (Address

Latch Enable), CLE (Command Latch Enable), WE (Write
Enable), etc. The access iterface 170 may communicate
with the storage unit 180 using a SDR (Single Data Rate)
protocol or a DDR (Double Data Rate) protocol, such as
ONFI (open NAND flash interface), DDR toggle, or others.
The processing umit 110 may commumcate with the host
device 160 through an access interface 150 using a standard
protocol, such as USB (Universal Serial Bus), ATA (Ad-
vanced Technology Attachment), SATA (Serial ATA), PCI-E
(Peripheral Component Interconnect Express) or others.
The storage unit 180 may contain multiple storage sub-
units and each storage sub-unit may be practiced in a single
die and use a respective access sub-interface to communi-
cate with the processing unit 110. FIG. 2 1s a schematic
diagram 1llustrating interfaces to storage units of a flash
storage according to an embodiment of the mvention. The
flash memory system 10 may contain j+1 access sub-
interfaces 170_0 to 170_j, where the access sub-interfaces
may be referred to as channels, and each access sub-
interface connects to 1+1 storage sub-units. That 1s, 1+1
storage sub-units may share the same access sub-interface.
For example, assume that the flash memory contains 4
channels (3=3) and each channel connects to 4 storage
sub-units (1=3): The flash memory 10 has 16 storage sub-
units 180_0_0 to 180_;_1 in total. The processing unit 110
may direct one of the access sub-interfaces 170_0 to 170_;
to program data 1nto the designated storage sub-unit. Each
storage sub-unit has an independent CE control signal. That
1s, 1t 1s required to enable a corresponding CE control signal
when attempting to perform a data write into a designated
storage sub-unit via an associated access sub-interface. It 1s
apparent that any number of channels may be provided in the
flash memory system 10, and each channel may be associ-
ated with any number of storage sub-units, and the invention
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should not be limited thereto. FIG. 3 1s a schematic diagram
depicting connections between one access sub-interface and
multiple storage sub-units according to an embodiment of
the mvention. The processing unit 110, through the access
sub-interface 170_0, may use independent CE control sig-
nals 320 0 0 to 320 0 ; to select one of the connected
storage sub-units 180_0_0 and 180_0_:, and then program
data into the designated location of the selected storage
sub-unit via the shared data line 310 0.

The processing unit 110 may use one of two modes to
direct the access iterface 170 to program data: One 1is
normal write; and the other 1s test write. A factory may
perform test writes 1n mass production for labeling all bad
blocks of the storage unit 180. Normal writes are performed
after the tlash memory system 10 leaves the factory. When
a write command CMDI1 1ssued by the host device 160
istructs a normal write, the processing unit 110 enters the
normal write mode. Specifically, in the normal write mode,
the processing unit 110 1ssues a control signal CTRL to
direct a data dispatcher 120 to send data DAT1 to the access
interface 170 and issues a command CMD2 to direct the
access 1nterface 170 to program the data DAT1 into a
designated address of the storage unit 180. When a write
command CMD1 issued by the host device 160 instructs a
test write, the processing unit 110 enters the test write mode.
Specifically, in the test write mode, the processing unit 110
issues a control signal CTRL to direct the data dispatcher
120 to send data DAT1 to a test writer 131. The test writer
131 generates test patterns DAT2 according to the data
DAT1 and dummy data output from a dummy-data generator
140. Exemplary generation of the test patterns DAT2 will be
described 1n the following paragraphs. Next, the processing
unit 110 1ssues a command CMD2 to direct the access
interface 170 to read one or more test patterns DAT2 from
the test writer 131 and program the test pattern(s) DAT2 into
a designated PBA (physical block address) of the storage
umt 180. The data dispatcher 120 may be practiced in a
de-multiplexer to couple the data line of the access interface
150 to erther the test writer 131 or the access interface 170
according to the control signal CTRL. In the test write mode,
the processing unit 110 further 1ssues a command CMD?3 to
direct the access interface 170 to read test pattern(s) DAT3
from the designated PBA and output the test pattern(s)
DAT3 to a test reader 133. The test reader 133 vernifies each
bit of the test pattern(s) DAT3 for determining whether the
read data DAT3 1s correct or has error bit(s) and outputs a
test result RT" to the processing unit 110. The processing unit
110 replies a test result RT to the host device 160 via the
access 1nterface 150.

FIG. 4 1s a block diagram 1llustrating a test writer accord-
ing to an embodiment of the mvention. A test writer 131
contains a CRC (Cyclic Redundancy Check) encoder 410, a
scrambler 430 and an ECC (Error-Correcting Code) encoder
450. The CRC encoder 410 may receive metadata DAT1
through the data dispatcher 120 and receive dummy data
DUM from the dummy-data generator 140. The CRC
encoder 410 encodes the dummy data DUM and the meta-
data DAT1 by adding a fixed-length parity for the purpose of
error detection and outputs a result DAT1' to the scrambler
430. The metadata DAT1 may be a PBA for a test write. In
order to optimize the efliciency of data write, the access
interface 170 distributes data with continuous LBAs (Logi-
cal Block Addresses) across diflerent physical regions of the
storage umt 180. Thus, the host device 160 stores a storage
mapping table, also referred to as an H2F (Host-to-Flash)
table, to indicate which location 1n the storage unit 180 data
of each LBA 1s physically stored in. That 1s, the host device
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160 has knowledge of converting LBAs to PBAs. FIG. 5A
1s a schematic diagram of an output result of a CRC encoder
according to an embodiment of the mvention. An output
result DAT1' contains dummy data 510, metadata 530 and a
parity 550. The scrambler 430 may use a well-known

algorithm to transform the dummy data DUM to random and
distinct scrambled data DUM' to ensure DC balance and
outputs a result DAT" to the ECC encoder 450. FIG. 5B 1s
a schematic diagram of an output result of a scrambler
according to an embodiment of the imvention. An output
result DAT1" contains scrambled data 510', the metadata
530 and the parity 550. The ECC encoder 450 encodes the
scrambled data DUM', the metadata DAT1 and the parity in
a redundant way by using an ECC. The redundancy allows
an ECC decoder to detect a limited number of errors that
may occur anywhere in the message, and often to correct
these errors without retransmission. FIG. 5C 1s a schematic
diagram of an output result of an ECC encoder according to
an embodiment of the mvention. An output result DAT?2
contains scrambled data 510", the metadata 530, the parity
550 and the ECC 570.

FIG. 6 1s a block diagram of a test reader according to an
embodiment of the invention. A test reader 133 contains an

ECC decoder 610, a de-scrambler 630 and a CRC decoder
650. The ECC decoder 610 reads the test data DAT3 from
the designated PBA via the access mterface 170. FIG. 7A 1s
a schematic diagram of a test data read by an ECC decoder
according to an embodiment of the invention. Input data

DAT3 may be segmented into parts including scrambled
data 710, metadata 730, a parity 750 and an ECC 770. An

ECC decoder 610 uses the ECC 770 to determine whether
the scrambled data 710, the metadata 730 and the parity 750
have any errors. When no error has been inspected, the ECC
decoder 610 transmits a message R11 to the processing unit
110 to indicate that the test data DAT3 has passed the ECC
examination. When an error has been inspected, the ECC
decoder 610 attempts to {ix the errors in the test data DAT3.
When the errors have been fixed successtully, the ECC
decoder 610 transmits a message R11 to the processing unit
110 to indicate that the test data DAT3 has been successtully
fixed. When the errors have not been fixed successiully, the
ECC decoder 610 transmits a message RT1 to the processing
unit 110 to indicate that the test data DAT3 contains un-
recoverable errors. Subsequently, the ECC decoder 610
drops the ECC 770 from the test data DAT3 and outputs the
error-corrected test data DAT3 to the de-scrambler 630. FIG.
7B 1s a schematic diagram of a test data read by a de-
scrambler according to an embodiment of the invention.
Input data DAT3' may be segmented into parts including the
(error-corrected) scrambled data 710", metadata 730" and
parity 750'. The de-scrambler 630 may use a well-known
algorithm to de-scramble the (error-corrected) scrambled
data 710' and outputs the de-scrambled data DAT3" to the
CRC decoder 650. FIG. 7C 1s a schematic diagram of test
data read by a CRC decoder according to an embodiment of
the invention. Input data DAT3" may be segmented into
parts including the de-scrambled data 710", the (error-
corrected) metadata 730" and parity 750'. The CRC decoder
650 uses the (error-corrected) parity 750" to determine
whether the de-scrambled data 710" and the (error-cor-
rected) metadata 730' have any errors. When no error has
been inspected, the CRC decoder 650 transmits a message
RT2 to the processing unit 110 to indicate that the test data
DAT3 has passed the CRC examination. When an error has
been detected, the CRC decoder 650 transmits a message
RT2 to the processing unit 110 to indicate that the test data
DAT3 hasn’t passed the CRC examination. The processing
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umt 110 generates an integrated message RT according to
the messages RT1 and RT12 and replies the integrated mes-
sage RT to the host device 160. In one example, the message
RT indicates that the programming of test data into the
designated PBA 1s successiul or has failed. In another
example, the message RT indicates that test data being
programmed 1nto the designated PBA has passed the ECC
and CRC examination. In still another example, the message
RT indicates that test data being programmed into the
designated PBA has passed the ECC examination but failed
to pass the CRC examination. The host device 160 deter-
mines whether a block corresponding to the designated PBA
of the storage unit 180 1s labeled as a bad block according
to the recerved message RT. For example, when receiving a
message RT indicating that the programmaing of test data into
the designated PBA has failed, the host device 160 labels a
block corresponding to the designated PBA of the storage
unit 180 as a bad block. Since the flash memory system 10
incorporates the functionalities of the test writer 131 and the
test reader 133, the host device 130 needs to transmit only
PBAs to the flash memory system 10 to complete compli-
cated test writes, resulting 1n the reduction of test cost.

FIG. 8 1s a flowchart illustrating a method for testing a
storage unit according to an embodiment of the invention.
The method 1s performed by the processing unit 110 when
loading and executing relevant micro-codes or software
instructions. After receiving a test write command from the
host device 160 through the access intertace 150 (step
S810), the processing unit 110 1ssues a control signal CTRL
to direct the data dispatcher 120 to send data DAT1 (includ-
ing a PBA) from the host device 160 to the test writer 131
(step S820). The processing unit 110 1ssues a command
CMD2 to direct the access interface 170 to read one or more
test patterns DAT2 from the test writer 131 and program the
test pattern(s) DAT2 into a designated PBA of the storage
unit 180 (step S830), and next, 1ssues a command CMD3 to
direct the access interface 170 to read test pattern(s) DAT3
from the designated PBA and output the test pattern(s)
DATS3 to the test reader 133 (step S840). The processing unit
110 recerves a test result RT' from the test reader 133 (step
S850), generates a test message RT according to the test
result RT" and replies with the test message RT to the host
device 160 (step S860).

Although the embodiment has been described as having
specific elements 1n FIGS. 1-3, 4 and 6, 1t should be noted
that additional elements may be 1ncluded to achieve better
performance without departing from the spirit of the imven-
tion. While the process flow described 1n FIG. 8 includes a
number of operations that appear to occur 1n a specific order,
it should be apparent that these processes can include more
or fewer operations, which can be executed serially or 1n
parallel (e.g., using parallel processors or a multi-threading,
environment).

While the mvention has been described by way of
example and m terms of the preferred embodiments, it
should be understood that the invention 1s not limited to the
disclosed embodiments. On the contrary, 1t 1s intended to
cover various modifications and similar arrangements (as
would be apparent to those skilled 1n the art). Therefore, the
scope of the appended claims should be accorded the
broadest interpretation so as to encompass all such modifi-
cations and similar arrangements.

What 1s claimed 1s:

1. A method for testing a storage unit, performed by a
processing unit, comprising:

alter receiving a test write command from a host device

through a first access interface, generating a control
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signal to control a test writer to generate a first test
pattern comprising first metadata from the host device
and dummy data, and directing a second access inter-
face to receive the first test pattern from the test writer
and program the first test pattern into a PBA (Physical
Block Address) of a storage unit;

directing the second access interface to read a second test
pattern from the PBA of the storage unit and output the
second test pattern to a test reader;

receiving a test result from the test reader; and

generating a test message according to the test result and

replying the test message to the host device.

2. The method of claim 1, wherein the host device
determines whether a block corresponding to the PBA of the
storage unit 1s labeled as a bad block according to the test
message.

3. The method of claim 1, wherein the dummy data are
generated from a dummy-data generator.

4. The method of claim 3, wherein the first metadata
contains the PBA.

5. The method of claim 3, wherein the first test pattern
further comprises scrambled data corresponding to the
dummy data, a parity and an ECC (Error-Correcting Code).

6. The method of claim 5, wherein the test writer com-
prises a CRC (Cyclic Redundancy Check) encoder, a scram-
bler and an ECC encoder, the CRC encoder encodes the
dummy data and the first metadata by adding the parity of a
fixed length, the scrambler transforms the dummy data to
random and distinct scrambled data and the ECC encoder
encodes the scrambled data, the first metadata and the parity
by adding the ECC.

7. The method of claim 3, wherein the test reader verifies
cach bit of the second test pattern and outputs the test result
to the processing unit.

8. The method of claim 7, wherein the second test pattern
comprises scrambled data, second metadata, a parity and an
ECC (Error-Correcting Code).

9. The method of claim 8, wherein the test reader com-
prises an ECC decoder, a de-scrambler and a CRC (Cyclic
Redundancy Check) decoder, the ECC decoder uses the
ECC to determine whether the scrambled data, the second
metadata and the parity have any errors, and 11 so, attempts
to fix the errors 1n the scrambled data, the second metadata
and the parity, the ECC decoder transmits a first result to the
processing unit, the de-scrambler de-scrambles the (error-
corrected) scrambled data, and the CRC decoder uses the
(error-corrected) parity to determine whether the
de-scrambled data and the (error-corrected) metadata have
any further errors and transmits a second result to the
processing unit.

10. The method of claim 1, wherein the host device stores
a storage mapping table to indicate which location 1n the
storage unit data of each LBA (Logical Block Addresses) 1s
physically stored 1n, and has knowledge of converting LBAs
to PBAs.

11. An apparatus for testing a storage unit, comprising:

a test writer, generating a {irst test pattern comprising first

metadata from a host device and dummy data in
response to a control signal;
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a test reader; and

a processing unit, coupled to the test writer and the test
reader, after recerving a test write command from the
host device through a first access interface, generating
the control signal, directing a second access 1nterface to
receive the first test pattern from the test writer and
program the first test pattern into a PBA (Physical
Block Address) of a storage unit; directing the second
access 1nterface to read a second test pattern from the
PBA of the storage unit and output the second test
pattern to the test reader; receiving a test result from the
test reader; and generating a test message according to
the test result and replying the test message to the host
device.

12. The apparatus of claim 11, wherein the host device
determines whether a block corresponding to the PBA of the
storage unit 1s labeled as a bad block according to the test
message.

13. The apparatus of claim 11, further comprising:

a dummy-data generator, generating the dummy data.

14. The apparatus of claim 13, wherein the first metadata
contains the PBA.

15. The apparatus of claim 13, wherein the first test
pattern further comprises scrambled data corresponding to
the dummy data, a parity and an ECC (Error-Correcting
Code).

16. The apparatus of claim 135, wherein the test writer
comprises a CRC (Cyclic Redundancy Check) encoder, a
scrambler and an ECC encoder, the CRC encoder encodes
the dummy data and the first metadata by adding the parity
of a fixed length, the scrambler transforms the dummy data
to random and distinct scrambled data and the ECC encoder
encodes the scrambled data, the first metadata and the parity
by adding the ECC.

17. The apparatus of claim 13, wherein the test reader
veriflies each bit of the second test pattern and outputs the
test result to the processing unit.

18. The apparatus of claim 17, wherein the second test
pattern comprises scrambled data, second metadata, a parity
and an ECC (Error-Correcting Code).

19. The apparatus of claim 18, wherein, wherein the test
reader comprises an ECC decoder, a de-scrambler and a
CRC (Cyclic Redundancy Check) decoder, the ECC decoder
uses the ECC to determine whether the scrambled data, the
second metadata and the parity have any errors, and 11 so,
attempts to {ix the errors in the scrambled data, the second
metadata and the parity, the ECC decoder transmits a first
result to the processing unit, the de-scrambler de-scrambles
the (error-corrected) scrambled data, and the CRC decoder
uses the (error-corrected) parity to determine whether the
de-scrambled data and the (error-corrected) metadata have
any further errors and transmits a second result to the
processing unit.

20. The apparatus of claim 11, wherein the host device
stores a storage mapping table to indicate which location 1n
the storage unit data of each LBA (Logical Block Addresses)

1s physically stored in, and has knowledge of converting
LBAs to PBAs.
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