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CROSS-CHANNEL DETECTION SYSTEM
WITH REAL-TIME DYNAMIC
NOTIFICATION PROCESSING

BACKGROUND

Network anomaly detection systems generate a large
number of alerts for transactional and non-transactional
events, and current systems sort alert messages based on
strategy and rule queues or product/channel specific queues.
Due to the large number of network anomaly alerts gener-
ated 1n real-time, a lack of prioritization causes impacts from
processing ol alerts and complete loss of alerts due to
bandwidth and processing speed constraints.

BRIEF SUMMARY

The following presents a simplified summary of one or
more embodiments of the mvention 1 order to provide a
basic understanding of such embodiments. This summary 1s
not an extensive overview of all contemplated embodiments,
and 1s mtended to neither identily key or critical elements of
all embodiments, nor delineate the scope of any or all
embodiments. Its sole purpose 1s to present some concepts
of one or more embodiments in a simplified form as a
prelude to the more detailed description that 1s presented
later.

Determining potential resource impact across multiple
channels can be challenging as users, entities, and channels
themselves have wide ranges of diversity in resource distri-
bution patterns, data points, interactions, transactions over
time, and the like. The system utilizes machine learning and
artificial intelligence (Al) modeling engines to identily
cross-channel anomalies and potential resource 1impact and
utilizes a graph database to visualize the relationship
between channels and potential etfects of 1dentified anoma-
lies.

In some embodiments, the invention uses cross-channel
data integration, analysis, and response to provide real-time
resource 1mpact prediction and prevention. Integration of
data from multiple channels 1s performed in real-time by
processing various associated data streams, and merging
data with respect to user identification characteristics, entity
identification characteristics, client 1identification character-
istics and the like across different on associated and shared
entities. The system may then implement cross-channel data
analysis by employing single channel and multi-channel
machine learning engines whereby multi-channel engines
may focus on both cross-channel and cross-entity relation-
ships and modeling. The system may then generate a cross-
channel response resulting in preemptive action to prevent
predicted resource immpacts. In some embodiments, alerts
may utilize bi-directional information sharing in order to
continuously update relevant data and further prevent nega-
tive resource impacts. Similarly if one alert 1n channel 1s
marked as high-priority, the associated transactions and
alerts 1n other channels as well as responses may be coor-
dinated to provide an instantaneous escalation of alert pri-
ority and response across channels.

In some embodiments, the invention uses predicted
resource 1mpacts associated with the processing of an alert,
or 1n some embodiments, a specific transaction, 1n a Cross-
channel optimization wherein the system may prioritize the
alerts based on predicted resource impact value. In this
context, the system may calculate and account for resource
impact amount, (quantified based on metrics such as
resource impact per transaction, resource impact per chan-
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2

nel, resource impact per account, resource 1impact per user,
and the like), the nature of the resource impacts (recoverable
or unrecoverable), the operational costs, the predicted down-
stream resource impacts, and any emerging patterns or
vulnerabilities that may be associated with the predicted
resource 1impacts. The system may also 1dentily alerts asso-
ciated with a specific device type, and may scale the
potential resource impact based on such device type char-
acteristics and access rights.

In some embodiments, the invention utilizes machine
learning of data patterns and behavior modeling to identity
normal resource distribution of a user across multiple chan-
nels. In this way, the system utilizes multiple processes for
identification of normal resource distribution of the user for
identification of authenticity of transactions or other
resource distributions 1n real-time to prevent misappropria-
tion at the point of resource transfer.

When a potential for misappropriation 1s i1dentified, the
system may generate pre-emptive alerts to prevent future
misappropriation at the point of resource transier. In some
embodiments, the system utilizes collective analysis across
channels for authenticity identification. In some embodi-
ments, the system utilizes neural network cross training for
authenticity i1dentification. In some embodiments, the sys-
tem utilizes hierarchical clustering for authenticity identifi-
cation. In some embodiments, the system utilizes misappro-
priation analysis for authenticity identification.

Accordingly, embodiments of the present invention pro-
vide a system, a computer program product, and a computer-
implemented method for cross-channel detection with real-
time dynamic alert processing and prioritization. The
invention may comprise receiving data from a plurality of
data channels, wherein the data channels represent disparate
streams ol data, integrating the disparate data streams from
the plurality of data channels 1n real-time, recerving refer-
ence data from internal and external databases, wherein the
reference data 1s categorized according to entity, user, and
transaction 1dentification characteristics, analyzing the inte-
grated data and the received reference data using single-
channel and multi-channel machine learning engines to
identify an anomaly 1n the integrated data, calculating a
resource 1mpact prediction for the identified anomaly, and
generating a cross-channel alert across plurality of data
channels with a prionty level determined by the resource
impact prediction.

In some embodiments, the system 1s further configured to
identily two or more anomalies occurring in a specified
channel within a predefined time period, determine that an
pattern of unauthorized activity 1s emerging in the specified
channel, 1dentily one or more potentially impacted users
within the specified channel, and transmit a pre-emptive
alert to the one or more potentially impacted users.

In some embodiments, the system further comprises ana-
lyzing the resource impact prediction 1n a second specified
channel for the one or more potentially impacted users, and
transmitting a second pre-emptive alert to the one or more
potentially impacted users over the second specified chan-
nel.

In some embodiments, the system further comprises 1den-
tifying a geographic region aflected by the emerging pattern
of unauthorized activity, receiving location data for the one
or more potentially impacted users via one or more of the
plurality of data channels, 1dentifying a number of poten-
tially impacted users as located within the geographic region
aflected by the emerging pattern of unauthorized activity,
and transmitting the pre-emptive alert to the number of
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potentially impacted users located within the geographic
region aflected by the emerging pattern of unauthorized
activity.

In some embodiments, the system further comprises com-
bining the data into an entity or user profile based on user
identification characteristics or transaction identification
characteristics.

In some embodiments, the resource 1mpact prediction 1s
calculated for a specific resource transfer, user, channel, or
entity, and wherein the resource impact prediction 1s cat-
cgorized as recoverable or unrecoverable.

In some embodiments, the system 1s further configured to
transmit the cross-channel alert to a plurality of affected
users, wherein the alert contains a description of the iden-
tified anomaly and a request for verification information,
receive responses Ifrom the plurality of aflected users,
wherein the responses contain a verification of the identified
anomaly, and resolve the cross-channel alert based on the
received verifications from the plurality of affected users.

The features, functions, and advantages that have been
discussed may be achieved independently in various
embodiments of the present mnvention or may be combined
with vet other embodiments, further details of which can be
seen with reference to the following description and draw-
Ings.

BRIEF DESCRIPTION OF TH.

L1l

DRAWINGS

Having thus described embodiments of the mvention in
general terms, reference will now be made to the accompa-
nying drawings, where:

FIG. 1 1llustrates a cross-channel detection system with
real-time dynamic notification processing system environ-
ment 100, 1n accordance with embodiments of the present
invention;

FI1G. 2 1llustrates a process flow map of machine learning
and artificial intelligence implementation at the entity level,
in accordance with embodiments of the present invention;

FIG. 3 illustrates a flowchart for alert resolution, 1n
accordance with embodiments of the present invention;

FIG. 4 1illustrates a chronological depiction of cross-
channel alert generation, 1n accordance with embodiments
of the present invention;

FI1G. 5 1llustrates a flowchart for cross-channel detection
system with real-time dynamic notification processing, in

accordance with embodiments of the present invention; and

FIG. 6 illustrates a high level flowchart of cross-channel
detection system with real-time dynamic notification pro-
cessing, 1n accordance with embodiments of the present
invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

Embodiments of the present ivention will now be
described more fully heremnafter with reference to the
accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the inven-
tion may be embodied in many different forms and should
not be construed as limited to the embodiments set forth
herein; rather, these embodiments are provided so that this
disclosure will satisty applicable legal requirements. Like
numbers refer to elements throughout. Where possible, any
terms expressed 1n the singular form herein are meant to also
include the plural form and vice versa, unless explicitly
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4

stated otherwise. Also, as used herein, the term “a” and/or
“an” shall mean “one or more,” even though the phrase “one
or more” 1s also used herein.

“Entity” as used herein may refer to an individual or an
organization that owns and/or operates an online system of
networked computing devices and/or systems on which the
continuous and competitive authentication system described
herein 1s implemented. The entity may be a business orga-
nization, a non-profit organization, a government organiza-
tion, and the like. “Entity system™ or “alert prioritization
system” as used herein may refer to the computing systems
and/or other resources used by the entity to collect data and
run the various processes needed to i1dentify a user and/or
anomalies and patterns in the collected data.

For the purposes of this mvention, a “communication”
may be any digital or electronic transmission of data,
metadata, files, or the like. The communication may be
originated by an individual, application, system within an
entity. Furthermore, an “external party” may be one or more
individuals, entities, systems, servers, or the like external to
the entity. This may include third parties, partners, subsid-
1aries, or the like of the entity. A resource distribution, as
used herein may be any transaction, fund transfer, credit card
transaction, payment, or another distribution of resources
from the user. Furthermore, a resource distribution may
further include user authentications, locations, device
usages, and the like.

“User” as used herein may refer to an individual who may
attempt to use or access the system resources from the entity
perspective, or may refer to any individual who 1s associated
with resource impact, alert, or transaction data. In some
embodiments, the user may be a customer, client, or pro-
spective client of the entity who 1s identified as being
exposed to a particular 1identified potential for misappropria-
tion or unauthorized access. In other embodiments, the user
may be an unauthorized and/or malicious individual who
may be responsible for creating the anomaly or potential
resource 1mpact perceived by the system.

“Computing system”™ or “computing device” as used
herein may refer to a networked computing device within
the entity system. The computing system may include a
processor, a non-transitory storage medium, a communica-
tions device, and a display. The computing system may
support user logins and inputs from any combination of
similar or disparate devices. Accordingly, the computing
system may be a portable electronic device such as a
smartphone, tablet, single board computer, smart device, or
laptop, or the computing system may be a stationary unit
such as a personal desktop computer or networked terminal
within an entity’s premises. In some embodiments, the
computing system may be a local or remote server which 1s
configured to send and/or recerve mputs from other com-
puting systems on the network.

“Channel” as used herein may refer to a source from
which an entity may receive data associated with a user or
a transaction. Accordingly, examples of channels may
include user applications (e.g., programs, applications, and
the like), voice communication lines (e.g., telephone, VoIP),
an entity website, physical sites associated with the entity,
call centers, and any number of transaction channels such as
credit transactions, debit transactions, deposit transactions,
automated teller machine (ATM) transactions, person-to-
person (P2P) transactions, online transactions, distributed
ledger transactions and the like.

Embodiments of the present invention provide a system,
computer program product, and method for a cross-channel
detection system with real-time dynamic notification pro-
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cessing. In particular, the system may continuously receive
and collect data (e.g., transaction data, network data, his-
torical data, user data, and the like.) through one or more
various channels. In an exemplary embodiment, user data
may be collected from a user each time a user places a
telephone call to the entity. Similarly, a biometric data on the
user’s facial features, fingerprint, and/or iris may be col-
lected each time the user connects to the enftity’s online
systems using an application on a user device (e.g., a mobile
application on a user’s smartphone). The collected data may
be related to a user, user habits, transaction details, network
details, and may be 1n the form of partial data (e.g., a sample
of voice data may be distorted or short in length); the
continuous collection and integration of said data may help
ensure that an accurate analysis of user data and network
attributes and may be constructed even with partial data.

In some embodiments, the collected data may be stored in
a historical database. In such embodiments, each time data
1s collected, said data may be compared to reference data
(c.g., historical data or data provided from an external
source) to detect patterns and generate a confidence score
with respect to historical data or expected patterns. The
entity system may, based on the comparison of collected
data to reference data and detected patterns, calculate a
confidence value which indicates the degree of consistency
of the data with the historical data or expected patterns.
Accordingly, 1f the active data 1s highly consistent (e.g., few
or no discrepancies or inconsistencies are detected between
the active and historical data or recogmized patterns), the
calculated confidence value may be high. Conversely, i1 the
active data 1s inconsistent (e.g., multiple or significant
discrepancies are detected), the calculated confidence value
may be low, and may be labeled by the system as an
anomaly. For example, a transaction performed on a specific
channel related to the user’s account with the entity may be
recognized by the system as a larger than a typical transac-
tion made by the user in that particular circumstance,
generating a low confidence score. Additionally, the system
may recognize that a certain transaction indicated by the
collected data indicates abnormal user behavior. In either of
these scenarios, the system may determine, using the con-
fidence score and data from multiple other channels, that the
transaction represents an anomaly, and may generate an
alert. Said confidence value may be calculated each time
data 1s collected, and the confidence value may be constantly
updated. In other embodiments, the confidence value may be
lowered based on other factors of interest to the entity, such
as a known threat with regard to a certain channel, geo-
graphic location, geographic region, user, or the like. For
instance, the entity may lower the confidence value associ-
ated with a particular user 1f the user’s profile has been
linked with prior unauthorized activity or if the user 1is
traveling overseas 1n an area where other anomalies have
been reported or detected.

In some embodiments, upon detecting that the confidence
level has dropped below a specified threshold such that an
anomaly 1s detected, the entity system may generate an alert
and initiate one or more alert resolution processes. These
alert resolution processes may include interaction with the
user to request more data, acquiring data from other chan-
nels or entities, collecting data from an external source,
utilizing machine learning and artificial intelligence engines
to predict potential for misappropriation or unauthorized
access, escalating the alert to an analyst or manager, and
generating pre-emptive alerts to other entities. As such, the
alerts generated by the system are not necessarily con-
strained to a particular channel, and may be transmitted
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across multiple channels. The multiple channels may com-
municate with the system to provide feedback based on the
alert, allowing the system to map and analyze data across the
multiple channels to detect emerging patterns and anomalies
in a cross-channel fashion. Similarly, pre-emptive action
may be taken to alert multiple channels of an anomaly
detected 1n one or more other channels, allowing the system
to prevent similar patterns from emerging elsewhere. Pre-
emptive action may be limited to istances where predicted
resource 1mpact associated with the anomaly meets a certain
threshold. For instance, the system may detect an anomaly
in a given channel that aflects a single user within that
channel. Using historical data about the user’s aflected
resources, the system may predict an resource impact value
for the anomaly within the identified channel. By applying
the emerging pattern analysis to other channels where the
user may be aflected, the system may determine that the
predicted resource impact for the same user 1 a second
channel may be substantial, and may pre-emptively alert the
user 1n order to request more information. In some embodi-
ments, the system may also take action autonomously by
limiting access within a given channel until the user pro-
vides more authenticating information. The system may also
alert the user or some associated entity to take preventative
action 1n order to prevent predicted resource impacts. In still
further embodiments, the system may transmit an alert to a
group ol users across multiple different channels upon
determining that the users have the potential to be aflected
by the anomaly. The system may make this determination
based on some commonality between the users, such as
regional location or susceptibility based on their channel of
communication or transaction.

The system may make a predicted resource impact cal-
culation associated with an anomaly based on a number of
factors (e.g., confidence score classification, monetary
impact calculation, emerging patterns), and prioritize the
alert with a potential resource impact score. In this way, the
system may quantily potential resource impacts related to
various anomalies, and may make a holistic determination
based on a sum of overall potential resource 1impact scores
when analyzed across multiple channels. In addition, the

potential resource 1mpact score may be scaled in a non-
linear fashion in situations where cross-channel anomalies
bearing a similar resource impact scores are detected, as this
may 1indicate a broader anomaly occurring over multiple
channels. Furthermore, potential resource impact scores
may be compounded in certain nstances where vulnerabili-
ties have been detected over multiple channels which may
have compromised a critical level of personal user informa-
tion or account access.

Arranging a cross-channel detection system 1n this way
addresses a number of technology-centric challenges com-
pared to current technology. In particular, the present inven-
tion not only analyzes and processes alerts based on multiple
channels to provide a more holistic view as compared to
current technology, but also continuously collects data to
positively identily patterns of transactions or user behaviors.
As such, alerts do not remain 1n siloes on the channel in
which they are created. Instead, the invention allows for the
detection of emerging patterns across multiple channels and
entities. This greatly increases the security of online systems
which monitor resources distribution. Furthermore, the
invention, by utilizing various forms of data from external
sources and multiple channels, may mitigate the amount of
damage that 1identified potential resource impacts may cause
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to the system, which may include financial impacts or other
resource related impacts, both recoverable and unrecover-
able.

FIG. 1 illustrates cross-channel detection system with
real-time dynamic notification processing system environ-
ment 100, in accordance with embodiments of the present
invention. FIG. 1 provides the system environment 100 for
which the distributive network system with specialized data
feeds extract information for information security vulner-
ability assessments for the user. FIG. 1 provides a unique
system that includes specialized servers and system com-
municably linked across a distributive network of nodes
required to perform the functions for cross-channel detec-
tion.

As 1llustrated 1n FIG. 1, the cross-channel detection and
alert prioritization system (the “system”™) 106 1s operatively
coupled, via a network 101 to the user device 104, and to the
third party entity systems 140. In this way, the system 106
can send information to and receive information from the
user device 104, and the third party entity systems 140. FIG.
1 1llustrates only one example of an embodiment of the
system environment 100, and i1t will be appreciated that 1n
other embodiments one or more of the systems, devices, or
servers may be combined into a single system, device, or
server, or be made up of multiple systems, devices, or
Servers.

The network 101 may be a system specific distributive
network receiving and distributing specific network feeds
and 1dentifying specific network associated triggers. The
network 101 may also be a global area network (GAN), such
as the Internet, a wide area network (WAN), a local area
network (LAN), or any other type of network or combina-
tion of networks. The network 101 may provide for wireline,
wireless, or a combination wireline and wireless communi-
cation between devices on the network 101.

In some embodiments, the user 102 1s may refer to an
individual who may use or access the system resources from
the entity perspective, or may refer to any individual who 1s
associated with resource impact, alert, or transaction data.
As such, the user 102 may be any individual performing a
transaction or resource distribution using a credit card, debit
card, cash, check, mobile wallet, or the like. In some
embodiments, the user may be a customer, client, or pro-
spective client of the entity who 1s i1dentified as being
exposed to a particular identified potential for misappropria-
tion or unauthorized access. In other embodiments, the user
may be an unauthorized and/or malicious individual who
may be responsible for creating the anomaly or potential
resource 1mpact perceived by the system. FIG. 1 also
illustrates a user device 104. The user device 104 may be, for
example, a desktop personal computer, business computer,
business system, business server, business network, a mobile
system, such as a cellular phone, smart phone, personal data
assistant (PDA), laptop, or the like. The user device 104
generally comprises a communication component 108, a
processing component 110, and a memory component 112.
The processing component 110 1s operatively coupled to the
communication component 108 and the memory component
112. The processing component 110 uses the communication
component 108 to communicate with the network 101 and
other devices on the network 101, such as, but not limited to
the third party entity systems 140, and the system 106. As
such, the communication component 108 generally com-
prises a modem, server, or other device for communicating,
with other devices on the network 101.

The wuser device 104 comprises computer-readable
instructions 114 and data store 118 stored in the memory
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component 112, which in one embodiment includes the
computer-readable instructions 114 of a user application
116.

As further 1llustrated 1n FIG. 1, the system 106 generally
comprises a communication component 120, a processing
component 122, and a memory component 124. As used
herein, the term “processing device” generally includes
circuitry used for implementing the communication and/or
logic functions of the particular system. For example, a
processing device may include a digital signal processor
device, a microprocessor device, and various analog-to-
digital converters, digital-to-analog converters, and other
support circuits and/or combinations of the foregoing. Con-
trol and signal processing functions of the system are
allocated between these processing devices according to
their respective capabilities. The processing device may
include functionality to operate one or more software pro-
grams based on computer-readable instructions thereof,
which may be stored in a memory device.

The processing component 122 1s operatively coupled to
the commumication component 120 and the memory com-
ponent 124. The processing component 122 uses the com-
munication component 120 to communicate with the net-
work 101 and other devices on the network 101, such as, but
not limited to the third party entity systems 140, and the user
device 104. As such, the communication component 120
generally comprises a modem, server, or other device for
communicating with other devices on the network 101.

As further 1llustrated in FIG. 1, the system 106 comprises
computer-readable instructions 126 stored in the memory
component 124, which in one embodiment includes the
computer-readable mstructions 126 of an application 128. In
some embodiments, the memory component 124 includes
data storage 130 for storing data related to the system
environment 100, but not limited to data created and/or used
by the application 128.

In one embodiment of the system 106 the memory com-
ponent 124 stores an application 128. Furthermore, the
system 106, using the processing component 122 codes
certain communication functions described herein. In one
embodiment, the computer-executable program code of an
application associated with the application 128 may also
instruct the processing component 122 to perform certain
logic, data processing, and data storing functions of the
application. The processing component 122 1s configured to
use the communication component 120 to communicate
with and ascertain data from one or more of the third party
entity systems 140 and/or user device 104. Additionally,
system 106 may include one or more machine learning or
artificial intelligence models or machine learning/ Al engines
configured to analyze received data and interact with other
system processes.

In some embodiments, the user 102 may be utilizing the
user device 104 to generate a communication. The commu-
nication may be a digital or electronic communication such
as email, text message, or the like. The communication may
further include information such as data, files, metadata, or
the like associated with the user or the entity. The commu-
nication may be imtiated by the user 102 with the desired
receiver of the communication being an mdividual outside
the enfity and associated with a third party entity systems
140. Upon generation of the communication, the user may
attempt to send the communication with the information to
the external party. The system 106 recognizes the generation
of the communication and performs a vulnerability assess-
ment of the communication to approve the communication
for a permit to send.
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The system 106 may operate to perform the authenticity
identification processes. In some embodiments, the system
106 may perform hierarchical learning of data and behavior
modeling to 1dentily normal resource distribution of a user
irrespective of the user lifestyle or resource distribution
habits. In this way, 1n some embodiments, the system 106
may perform phase-based characterization of interactions
and resource distribution for authenticity identification. In
some embodiments, the system 106 may perform collective
analysis across channels for authenticity identification. In
some embodiments, the system 106 may perform neural
network cross tramning for authenticity identification. In
some embodiments, the system 106 may perform hierarchi-
cal clustering for authenticity identification. In some
embodiments, the system 106 may perform misappropria-
tion analysis for authenticity identification. In some embodi-
ments, the system 106 may perform one or more of these
functions to perform authenticity identification using
dynamic hierarchical learning.

It 1s understood that the servers, systems, and devices
described herein illustrate one embodiment of the mnvention.
It 1s further understood that one or more of the servers,
systems, and devices can be combined 1n other embodiments
and still function 1n the same or similar way as the embodi-
ments described herein.

FIG. 2 illustrates a process flow map of machine learning,
and artificial intelligence implementation 200 at the entity
level, 1n accordance with embodiments of the present inven-
tion. As shown, the machine learning and artificial intelli-
gence models 208 recerve and integrate data from various
sources to detect cross-channel anomalies and generate
prioritized alerts. One such source i1s historical data 202,
which may contain data related to transactions, clients,
entities, network patterns, various resource impact data, and
past claims of intrusion or deception. Also shown are
transaction data 204 and non-transaction data 206. Transac-
tion data 204 may include features of a particular transaction
such as amount, iitiating user, receiving user, account
number, account amount, geographic location, pre-deter-
mined geographic region, and related entity information.
Non-transaction data may encompass any other data that 1s
not necessarily related to a transaction specifically (e.g., a
user’s change of address, change of phone number, and the
like.) that may be useful in determining whether or not a
cross-channel anomaly 1s present.

As shown, the machine learning/Al models 208 are con-
figured to interact with real-time 1mpact calculation engine
212. The real-time 1mpact calculation engine 1s designed to
aid 1n classification of system results as potential resource
impacts, and combines data from multiple sources to calcu-
late a quantified 1mpact score associated with identified
potential resource impact, both in an immediate sense as
well as related to downstream potential resource impacts.
Additionally the real-time i1mpact calculation engine may
incorporate metrics for potential impacts and emerging
misappropriation patterns to better provide an accurate clas-
sification result. The real-time impact calculation engine
may receive operational data 214 and vulnerability and
attack data 216. Operational data may comprise processing
and operational costs, deadlines for service level agree-
ments, and contract terms and obligations that may vary
between entity and third party entities or clients, thereby
allowing the system to foresee complications that may arise
downstream with regard to missed deadlines and other
possible operational costs.

Vulnerability and attack data 216 includes data that 1s
known to the entity, system, or users about real-time vul-
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nerability, real-time attack data, account takeover data, and
hotfiles (e.g., internet protocol (IP) addresses, phone num-
bers, usernames, and the like. associated with known decep-
tive tactics). The system may use this data to determine
scope of impact by more accurately quantifying the magni-
tude of impact and level of exposure to unauthorized access.
In addition, incorporation of vulnerability and attack data
may save time by allowing the real-time 1mpact calculation
engine to immediately 1dentily a potential resource impact
by similarity to known vulnerabilities and using this infor-
mation to anticipate downstream impact in multiple other
channels.

The real-time 1mpact calculation engine may also com-
municate and cooperate with monetary impact calculation
engine 210. The monetary impact calculation engine 1is
designed to quantily and categorize the potential impact of
detected anomalies 1in terms of potential resource impacts.
For instance, the monetary impact calculation engine may
receive mmiformation from the system as to particular users,
entities, and channels that may be affected by a detected
anomaly. Based on these characteristics, the monetary
impact engine may calculate the potential impact for a given
transaction, a particular account, or a particular user or
client. Additionally, the system may extrapolate a user-case
scenar1o and apply 1t to a broadened scenario of aflected
users and entities based on the data received from the
system. For imstance, the machine learning and Al models
may 1ndicate that the anomaly pattern exists throughout an
entity 1n a certain geographic location or pre-determined
geographic region, and that the anomaly 1s emerging as an
ongoing pattern that may affect a certain number of users
across multiple channels. In this case, the monetary impact
calculation engine will quantily the potential impact as 1t
applies to the entire collection of potentially affected users.
The real-time 1mpact calculation engine can then use this
information to calculate a potential impact score that the
system may ultimately rely on in part 1n the prioritization
and/or escalation of the generated alert. Additionally, the
monetary impact calculation engine may classity impacts as
recoverable or unrecoverable, further allowing the real-time
impact calculation engine to accurately prioritize various
potential impacts and anomalies and generate a prioritized
alert 218.

FI1G. 3 1llustrates a flowchart 300 for alert resolution, in
accordance with embodiments of the present invention. As
shown 1n block 302, the system produces or receives alert
streams which begin the process of alert resolution by being
sorted into preliminary alert resolution process of either
automated resolution 304 or user response 303. In this way,
the system can pare down the number of alerts that it
integrates and analyzes 1n the cross-channel analysis and
limit the amount of extraneous data entering the system
which may skew the impact scoring process. In some
embodiments, the system may attempt to resolve an alert by
cither or both of these methods, depending on the priority
level assigned. The automated response may be configured
to automate the resolution of certain alerts. For instance, a
user who manages the system may configure an automated
action to resolve a routine alert that the user expects to be
received or generated by the system, such as a planned
transaction that will be expected to be flagged as an anomaly
by virtue of its transaction characteristics. In other embodi-
ments, a user who 1s a customer of the managing entity may
configure their user preferences to include an automated
response to an alert generated by the system. Furthermore,
as shown in block 305, the system may also solicit a
response from a user, whereby the user might dictate how
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the alert should be resolved. For istance, the user may set
a preference to be alerted of an anomaly or resource impact
allecting their account if the expected resource impact 1s
above a certain threshold amount. In some embodiments, the
user may take a pre-emptive action to avoid potential
downstream resource impacts 1n various other channels.

As shown 1n block 306, some alerts will not be resolved
by either of the preliminary resolution methods, 1n which
case the system will analyze the alerts to detect cross-
channels anomalies and potential resource impacts. The
system may 1dentily these unresolved alerts and manage
them by using a number of additional tools and methodolo-
gies, as depicted by confidence scoring 307, data visualiza-
tion 308, machine learning/Al engine resolution 309, and
analyst decision making 310. Any and all of these tools and
methodologies may be interrelated with a number of other
data streams, as indicated by the surrounding illustrated
blocks such as machine learning/Al engine output 314,
internal database/storage 316, external database/storage 318,
and customer 1nteraction data 320. As shown, data received
by the system from internal database and external database
may be integrated with confidence scoring, and the system
may determine inconsistencies between the data. Internal
database storage may contain reference data from the man-
aging entity or historical data produced or utilized by the
system that has been stored for later reference. Additionally,
the system may also employ external data 1n some embodi-
ments, such as reference or historical data retrieved from
databases managed by third party entities. In some embodi-
ments, the system may also incorporate data from customer
interactions, such as data received during a phone call with
a customer. For instance, the system may detect an anomaly
across multiple channels and prompt a user of the system,
such as an analyst, to begin communication with an entity
customer to obtain verification of some variable, such as
location of a recent transaction. An aflirmation by the
customer as to the legitimacy of the recent transaction and
any other information from multiple channels may be incor-
porated by the system 1n the confidence scoring process.

As 1llustrated, the system may also visualize data 1n some
embodiments. The system may visualize relevant internal or
external data, scores from machine learning and Al engines,
and various rule or policy violations that may have been
identified by the system across one or more channels. In this
way, the system may assist in the decision making process
of a system analyst or user by visualizing cross-channel
anomalies and calculated potential resource 1mpacts. The
system may visualize data in a number of ways, including
using charts, tables, various graphical user interface outputs,
and the like. Additionally, the system may incorporate a
graph database approach 1n the visualization of relevant data
and relationships between data from various channels. The
analyst may use the visualization to better understand the
system data output and relationships identified by the sys-
tems machine learning and Al processes. As shown by
analyst decision making 310, the system may prompt a
decision by either a human analyst or some automated
process at this stage, with the ultimate goal of resolving the
alert, as depicted at alert decision//resolution 312.

FI1G. 4 1llustrates a chronological depiction 400 of cross-
channel alert generation, 1n accordance with embodiments
of the present invention. The system’s cross channel detec-
tion approach relies on potential resource impact estimates
and 1dentified anomalies and potential resource impacts
from cross-channel data and models to prioritize alerts 1n
real-time. In some embodiments, the multiple channels may
exist across multiple shared entities, and various alerts may
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be generated by the system as to events occurring in the
channels. These alerts may be generated at different points
in time, as shown by the time axis at the bottom FIG. 4. As
such, the system may identily a timing criticality and stagger
alerts based on the timing criticality of the alert with respect
to the 1dentified anomaly or known characteristics about a
user or entity. For mstance, an anomaly may be detected in
a channel associated with debit transactions for the user, in
which case the system might calculate a potential resource
impact prediction based on a full account takeover. The
system may also recognize or detect an anomaly 1n a channel
associated with the user’s credit card transactions, wherein
the system might calculate a lower impact prediction due to
the nature of potential resource loss being fully or partially
recoverable, whereas a full debit account takeover may be
totally unrecoverable. In this instance, the system may then
determine a timing criticality based on the potential resource
impact prediction and 1ssue an alert to the user 1n the debat
channel prior to 1ssuing the alert 1n the credit channel. In
some embodiments, the alert may be 1ssued simultaneously.
In some embodiments, the system may detect an emerging
pattern which indicates the potential resource impacts 1n one
or more channels. In this case, the system may 1ssue a
pre-emptive alert to potentially aflected users, and the sys-
tem may take into account the timing criticality with regard
to pre-emptive alerting as well. In some embodiments, as the
system generates the alerts associated various events occur-
ring in each channel, the system may 1dentify relationships
between channels and between upstream/downstream alerts.

As shown 1n 1n FIG. 4, the system may 1dentily an alert
assoclated with a transaction 1n a first channel 401, as
illustrated by transaction/alert 1 406. As time progresses
from t1 to 13, the system may 1dentily a related transaction or
event occurring 1n a second channel 402, and may generate
a transaction/alert 1 408, while simultaneously integrating
the data from both channels to predict downstream resource
impacts and potential resource impacts across multiple chan-
nels. This 1s further depicted 1n FIG. 4 by the third channel
403, and channel “n” 404 and corresponding transaction/
alerts 410 and 412 which are idenfified with respect to
shared entity B 409 and shared entity Z 411. It 1s understood
that the system may analyze any number of channels that
may produce data associated with a particular entity user,
account, transaction, or other identifying characteristic. In
some embodiments, the term shared entity may refer to a
point of sale system, ATM, or any other point of potential
contact between the enfity system and a client or user.
Shared entity may also refer to a third party entity that has
a relationship or partnership with the entity managing the
system such that system processes of the entities may be
interrelated or aflect one another in some way.

FIG. 3 1llustrates a flowchart for cross-channel detection
system with real-time dynamic notification processing, in
accordance with embodiments of the present invention. As
shown, the system process begins by monitoring streaming,
data from channels 1-N, as shown by block 502. The system
may use the streaming data to 1dentify an anomaly associ-
ated with a transaction, user, customer, or other identifying
characteristic, and may use this data to generate an alert, as
shown by block 504. At this point, the system may then
apply data from other sources, such as reference or historic
data from either internal or external data sources to calculate
estimated resource 1mpact associated with the alert, as
shown by block 506. In some embodiments, the system may
then calculate the timing criticality of the alert, as shown by
block 508, and store the calculation 1n an associated entity
profile as shown at block 510. For instance, the system may
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analyze the potential effects of the alert in terms of down-
stream resource impact in the same or multiple other chan-
nels. This calculation can be used as a determination of other
system action, such recommending a pre-emptive alert, or
updating the alert priority to a lower or higher priority level.
The determination of system action 1n this regard i1s inter-
related with the determination of the resource impact of the
alerted anomaly or situation in other channels, as shown by
block 516. This determination 1s based partly on the data
received from the user response, which may contain addi-
tional information needed to calculate an accurate resource
impact or potential resource impact for downstream events
in other channels. IT a pre-emptive alert 1s recommended,
either by automated system instructions or by human analyst
instructions, the system may send pre-emptive alerts to
associated entities across multiple other channels that may
be affected downstream, as shown by block 528 and block
534.

Whether or not a pre-emptive alert 1s recommended, the
system may update alert priority in the associated entity
profile and historical data stores, as shown by block 512. The
system may then initiate alert resolution, as shown by block
514. If the alert can be resolved by a user response, that is,
by either an entity user or some other user interacting with
the system, such as an entity customer or client, the system
returns to monitoring streaming data from the multiple data
channels, as shown by block 530. In some embodiments, the
system may instead or 1n addition move on to an alternative
alert resolution, such limiting access to an entity account,
contacting external entities, escalating the alert to an analyst,
or some other automated response, as represented by block
518, alternative alert resolution.

If the alert 1s resolved at this stage, the system may return
the system resources to the monitoring stage 502, as shown
by block 532. However, 1if the alert 1s not resolved, the
process may collect associated data 320 from an array of
sources, including internal and external data sources, and
stream any available data about the alert to the machine
learning and Al engines 522. The system may then visualize
the output signals from the machine learning and Al engines,
along with associated data obtained from other sources, and
any historical profile or reference data that the system may
have retained, as shown at block 524. At this point, an
analyst may use the visualized data to resolve the alert, or
cscalate the alert, as shown by block 526. Finally, the
visualized data and/or associated data 1s linked to the
associated entity profiles, as shown by the link between this
later stage of the process and the update associated entity
profile stage 510.

FIG. 6 1llustrates a high level flowchart 600 of cross-
channel detection system with real-time dynamic notifica-
tion processing, in accordance with embodiments of the
present invention. The process 1s mitiated at block 602 when
the system receives data streams from two or more disparate
data channels, meaning that the channels exist in separate
siloes of communication and did not previously cross-
communicate with one another. The data may contain 1den-
tifying characteristics (e.g., user identification, transaction
identification, account identification, entity identification,
and the like.) that may be used by the system to integrate the
data. In some embodiments, the system uses i1dentifying
characteristics of the data to integrate the data from the two
or more data channels 1n real-time, as illustrated by block
604.

As described previously, the system 1s also designed to
receive reference and historical data from internal and
external databases, as shown by block 606. In some embodi-
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ments, this data may be useful to the system’s analysis of the
integrated data from multiple channels to detect anomalies.
At this step, the system may use the integrated data from the
two or more data channels and the received reference data to
perform an analysis, as shown by block 608. The integrated
data and received reference data can be analyzed 1n a single
channel or multiple channel fashion to detect anomalies.
Once an anomaly 1s detected by the system, a potential
resource 1mpact value may be calculated as to the potential
cllect of the anomaly on downstream users, entities, and
channels, as shown by block 610. In addition to 1dentifying
the existence of an anomaly, the system may also calculate
a real-time resource impact prediction for the identified
anomaly, as shown by block 612, which may include both
recoverable and unrecoverable resource impacts, as well as
monetary and operational impacts. Finally, the system may
generate a cross-channel alert with a prioritized score, as
shown by block 614.

As will be appreciated by one of ordinary skill in the art,
the present mvention may be embodied as an apparatus
(including, for example, a system, a machine, a device, a
computer program product, and/or the like), as a method
(including, for example, a business process, a computer-
implemented process, and/or the like), or as any combina-
tion of the foregoing. Accordingly, embodiments of the
present invention may take the form of an entirely software
embodiment (including firmware, resident software, micro-
code, and the like), an entirely hardware embodiment, or an
embodiment combining software and hardware aspects that
may generally be referred to herein as a “system.” Further-
more, embodiments of the present invention may take the
form of a computer program product that includes a com-
puter-readable storage medium having computer-executable
program code portions stored therein. As used herein, a
processor may be “configured to” perform a certain function
in a variety of ways, including, for example, by having one
or more special-purpose circuits perform the functions by
executing one or more computer-executable program code
portions embodied 1n a computer-readable medium, and/or
having one or more application-specific circuits perform the
function.

It will be understood that any suitable computer-readable
medium may be utilized. The computer-readable medium
may include, but 1s not limited to, a non-transitory computer-
readable medium, such as a tangible electronic, magnetic,
optical, infrared, electromagnetic, and/or semiconductor
system, apparatus, and/or device. For example, in some
embodiments, the non-transitory computer-readable
medium 1includes a tangible medium such as a portable
computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM or Flash memory), a
compact disc read-only memory (CD-ROM), and/or some
other tangible optical and/or magnetic storage device. In
other embodiments of the present invention, however, the
computer-readable medium may be transitory, such as a
propagation signal including computer-executable program
code portions embodied therein.

It will also be understood that one or more computer-
executable program code portions for carrying out the
specialized operations of the present invention may be
required on the specialized computer include object-ori-
ented, scripted, and/or unscripted programming languages,
such as, for example, Java, Perl, Smalltalk, C++, SAS, SQL,
Python, Objective C, and/or the like. In some embodiments,
the one or more computer-executable program code portions
for carrying out operations of embodiments of the present
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invention are written 1n conventional procedural program-
ming languages, such as the “C” programming languages
and/or similar programming languages. The computer pro-
gram code may alternatively or additionally be written 1n
one or more multi-paradigm programming languages, such >
as, for example, F #.

It will further be understood that some embodiments of
the present invention are described herein with reference to
flowchart illustrations and/or block diagrams of systems,
methods, and/or computer program products. It will be
understood that each block included in the flowchart illus-
trations and/or block diagrams, and combinations of blocks
included 1n the flowchart illustrations and/or block dia-
grams, may be implemented by one or more computer-
executable program code portions. These one or more com-
puter-executable program code portions may be provided to
a processor of a special purpose computer for the authenti-
cation and instant integration of credit cards to a digital
wallet, and/or some other programmable data processing 20
apparatus 1n order to produce a particular machine, such that
the one or more computer-executable program code por-
tions, which execute via the processor of the computer
and/or other programmable data processing apparatus, cre-
ate mechanisms for implementing the steps and/or fun- 25
ctions represented by the flowchart(s) and/or block diagram
block(s).

It will also be understood that the one or more computer-
executable program code portions may be stored 1n a tran-
sitory or non-transitory computer-readable medium (e.g., a
memory, and the like) that can direct a computer and/or
other programmable data processing apparatus to function in
a particular manner, such that the computer-executable pro-
gram code portions stored in the computer-readable medium
produce an article of manufacture, including instruction
mechanisms which implement the steps and/or functions
specified 1n the flowchart(s) and/or block diagram block(s).

The one or more computer-executable program code
portions may also be loaded onto a computer and/or other 4
programmable data processing apparatus to cause a series of
operational steps to be performed on the computer and/or
other programmable apparatus. In some embodiments, this
produces a computer-implemented process such that the one
or more computer-executable program code portions which 45
execute on the computer and/or other programmable appa-
ratus provide operational steps to implement the steps speci-
fied 1n the flowchart(s) and/or the functions specified in the
block diagram block(s). Alternatively, computer-imple-
mented steps may be combined with operator and/or human- 50
implemented steps 1n order to carry out an embodiment of
the present invention.

While certain exemplary embodiments have been
described and shown 1n the accompanying drawings, 1t 1s to
be understood that such embodiments are merely illustrative 55
of, and not restrictive on, the broad invention, and that this
invention not be limited to the specific constructions and
arrangements shown and described, since various other
changes, combinations, omissions, modifications and sub-
stitutions, 1n addition to those set forth in the above para- 60
graphs, are possible. Those skilled 1n the art will appreciate
that various adaptations and modifications of the just
described embodiments can be configured without departing
from the scope and spirit of the invention. Therefore, it 15 to
be understood that, within the scope of the appended claims, 65
the invention may be practiced other than as specifically
described herein.
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What 1s claimed 1s:

1. A system for cross-channel detection with real-time
dynamic alert processing and prioritization, the system
comprising: a plurality of data channels configured to trans-
mit a plurality of data streams; and a controller for integrat-
ing the plurality of data channels, the controller comprising
a memory device with computer-readable program code
stored thereon, a communication device, and a processing
device operatively coupled to the memory device and the
communication device, wherein the processing device 1is
configured to execute the computer-readable program code
to: recerve the plurality of data streams from the plurality of
data channels, wherein the plurality of data channels pro-
duce disparate streams of data; integrate the disparate stream
of data from the plurality of data channels in real-time;
recerve reference data from internal and external databases,
wherein the reference data 1s categorized according to entity,
user, and transaction identification characteristics; analyze
the integrated data and the received reference data using
single-channel and multi-channel machine learning engines
to 1dentily an anomaly 1n the integrated data; calculate a
resource 1mpact prediction for the identified anomaly,
wherein the resource impact prediction 1s calculated for a
specific resource transier, user, channel, or entity, and
wherein the resource impact prediction 1s categorized as
recoverable or unrecoverable; and generate a cross-channel
alert across plurality of data channels with a priority level
determined by the resource impact prediction.

2. The system of claim 1, wherein the system 1s further
configured to: 1dentily two or more anomalies occurring in
a specified channel within a predefined time period; deter-
mine that a pattern of unauthorized activity 1s emerging in
the specified channel based on the identifies anomalies;
identily one or more potentially impacted users within the
specified channel; and transmit a pre-emptive alert to the one
or more potentially impacted users.

3. The system of claim 2, further comprising: analyzing
the resource impact prediction 1n a second specified channel
for the one or more potentially impacted users; and trans-
mitting a second pre-emptive alert to the one or more
potentially impacted users over the second specified chan-
nel.

4. The system of claim 2, further comprising: identifying
a geographic region aflected by the emerging pattern of
unauthorized activity; receiving location data for the one or
more potentially impacted users via one or more of the
plurality of data channels; identifying a number of poten-
tially impacted users located within the geographic region
allected by the emerging pattern of unauthorized activity;
and transmitting the pre-emptive alert to the number of
potentially impacted users located within the geographic
region aflected by the emerging pattern of unauthorized
activity.

5. The system of claim 1, wherein integration of data from
the plurality of data channels further comprises combining
the data into an entity or user profile based on user 1denti-
fication characteristics or transaction identification charac-
teristics.

6. The system of claim 1, wherein the system 1s further
configured to transmit the cross-channel alert to a plurality
of allected users, wherein the alert contains a description of
the 1dentified anomaly and a request for verification infor-
mation; receive responses from the plurality of affected
users, wherein the responses contain a verfication of the
identified anomaly; and resolve the cross-channel alert based
on the received responses from the plurality of aflected
users.
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7. A computer implemented method for cross-channel
detection with real-time dynamic alert processing and pri-
oritization, comprising: providing a computing system coms-
prising a computer processing device and a non-transitory
computer readable medium, where the computer readable
medium comprises configured computer program instruc-
tion code, such that when said instruction code 1s operated
by said computer processing device, said computer process-
ing device performs the following operations: receiving a
plurality of data streams from a plurality of data channels,
wherein the plurality of data channels produce disparate
streams of data; integrating the disparate steams of data from
the plurality of data channels 1n real-time; receiving refer-
ence data from internal and external databases, wherein the
reference data 1s categorized according to entity, user, and
transaction identification characteristics; analyzing the inte-
grated data and the received reference data using single-
channel and multi-channel machine learning engines to
identify an anomaly in the integrated data; calculating a
resource 1mpact prediction for the identified anomaly,
wherein the resource impact prediction 1s calculated for a
specific resource transier, user, channel, or entity, and
wherein the resource impact prediction i1s categorized as
recoverable or unrecoverable; and generating a cross-chan-
nel alert across plurality of data channels with a priority
level determined by the resource impact prediction.

8. The computer implemented method of claim 7, further
comprising: identifying two or more anomalies occurring 1n
a specified channel within a predefined time period; deter-
mimng that a pattern of unauthorized activity 1s emerging in
the specified channel; 1dentifying one or more potentially
impacted users within the specified channel; and transmit-
ting a pre-emptive alert to the one or more potentially
impacted users.

9. The computer implemented method of claim 8, further
comprising: analyzing the resource impact prediction 1n a
second specified channel for the one or more potentially
impacted users; and transmitting a second pre-emptive alert
to the one or more potentially impacted users over the
second specified channel.

10. The computer implemented method of claim 8, further
comprising: 1dentifying a geographic region aflected by the
emerging pattern ol unauthorized activity; receiving loca-
tion data for the one or more potentially impacted users via
one or more of the plurality of data channels; 1dentifying a
number of potentially impacted users as located within the
geographic region atlected by the emerging pattern of unau-
thorized activity; and transmitting the pre-emptive alert to
the number of potentially impacted users located within the
geographic region atlected by the emerging pattern of unau-
thorized activity.

11. The computer implemented method of claim 7,
wherein mtegration of data from the plurality of data chan-
nels further comprises combining the data into an entity or
user profile based on user i1dentification characteristics or
transaction 1dentification characteristics.

12. The computer implemented method of claim 7, further
configured to transmit the cross-channel alert to a plurality
of allected users, wherein the alert contains a description of
the 1dentified anomaly and a request for verification infor-
mation; receive responses from the plurality of affected
users, wherein the responses contain a verfication of the
identified anomaly; and resolve the cross-channel alert based
on the received responses from the plurality of aflected
users.

13. A system for cross-channel detection with real-time
dynamic alert processing and prioritization, the system
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comprising: a plurality of data channels configured to trans-
mit a plurality of data streams; and a controller for integrat-
ing the plurality of data channels, the controller comprising
a memory device with computer-readable program code
stored thereon, a communication device, and a processing
device operatively coupled to the memory device and the
communication device, wherein the processing device 1is
configured to execute the computer-readable program code
to: recerve data from a plurality of data channels, wherein
the data channels represent disparate streams of data; inte-
grate the disparate streams of data from the plurality of data
channels 1n real-time; receive reference data from internal
and external databases, wherein the reference data 1s cat-
cgorized according to entity, user, and transaction 1dentifi-
cation characteristics; analyze the integrated data and the
received reference data to i1dentily an anomaly in two or
more of the plurality of data channels; calculate a channel-
specific real-time dynamic resource impact prediction for
the 1dentified anomaly, wherein the resource impact predic-
tion 1s calculated for a specific resource transier, user,
channel, or enftity, and wherein the resource impact predic-
tion 1s categorized as recoverable or unrecoverable; generate
a channel-specific alert for each of the plurality of channels
aflected by the anomaly, wherein the channel specific alert
contains a priority level based on the channel-specific
dynamic resource impact prediction.

14. The system of claim 13, wherein the system 1s further
configured to: determine a timing criticality associated with
the channel-specific alert for each of the plurality of chan-
nels; and transmit the channel-specific alerts to an affected
user 1n a sequence determined by the timing criticality.

15. The system of claim 13, wherein the system 1s further
configured to: receive a response from the aflected user,
wherein the response contains a channel-specific verification
of the 1dentified anomaly; and update the timing criticality of
downstream alerts based on the received response from the
allected user.

16. A system for cross-channel detection with real-time
dynamic alert processing and prioritization, the system
comprising: a plurality of data channels configured to trans-
mit a plurality of data streams; and a controller for integrat-
ing the plurality of data channels, the controller comprising
a memory device with computer-readable program code
stored thereon, a communication device, and a processing,
device operatively coupled to the memory device and the
communication device, wherein the processing device 1is
configured to execute the computer-readable program code
to: recerve data from a plurality of data channels, wherein
the data channels represent disparate streams of data; inte-
grate the disparate streams of data from the plurality of data
channels 1n real-time; receive reference data from internal
and external databases, wherein the reference data 1s cat-
cegorized according to entity, user, and transaction identifi-
cation characteristics; analyze the integrated data and the
received reference data to identily an emerging pattern of
exposure within a specific channel at a known entity loca-
tion; receive location data for a user and determine that the
user 1s at the known entity location; and transmit a pre-
emptive alert to the user describing the 1dentified emerging
pattern of exposure, wherein a resource 1impact prediction 1s
calculated for a specific resource transier, user, channel, or
entity, and wherein the resource impact prediction 1s cat-
egorized as recoverable or unrecoverable.

17. The system of claim 16, wherein the system 1s further
configured to: determine a potential resource impact predic-
tion for the emerging pattern of exposure within the specific
channel; and generate dynamic potential resource impact
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score, wherein the dynamic potential resource impact score
1s updated 1n real-time as the system receives additional data
from the plurality of data channels.

18. The system of claim 17, wherein the system 1s further
configured to generate a channel-specific timing criticality
for the pre-emptive alert based on the dynamic potential
resource 1mpact score and received reference data, and
determine a staggered order for multiple pre-emptive alerts
across the plurality of channels, wherein the timing critical-
ity determines the staggered order for transmitting the
pre-emptive alerts to the user across the plurality of chan-
nels.
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