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APPARATUS AND METHOD FOR PROFILE
INSTALLATION IN COMMUNICATION
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 15/936,236 filed on Mar. 26, 2018, which 1s a
continuation of U.S. patent application Ser. No. 14/943,983

filed on Nov. 17, 20135, which claims priority under 35
U.S.C. § 119(a) to U.S. Patent Application No. 62/080,910
filed on Nov. 17, 2014, the disclosures of which are herein

incorporated by reference in their enftirety.

BACKGROUND

1. Field

The present disclosure relates to a method and apparatus
for selecting a communication service to perform commu-
nication connection by a User Equipment (UE) in a com-
munication system.

2. Description of Related Art

To meet the demand for wireless data traflic having
increased since deployment of 4G communication systems,
cllorts have been made to develop an improved 5G or
pre-5G communication system. Therefore, the 5G or pre-3G
communication system 1s also called a ‘Beyond 4G Net-
work’ or a ‘Post LTE System’. The 3G communication
system 1s considered to be implemented 1n higher frequency
(mmWave) bands, e.g., 60 GHz bands, so as to accomplish
higher data rates. To decrease propagation loss of the radio
waves and increase the transmission distance, the beam-
forming, massive multiple-input multiple-output (MIMO),
Full Dimensional MIMO (FD-MIMO), array antenna, an
analog beam forming, large scale antenna techniques are
discussed 1n 5SG communication systems. In addition, in 5G
communication systems, development for system network
improvement 1s under way based on advanced small cells,
cloud Radio Access Networks (RANs), ultra-dense net-
works, device-to-device (D2D) communication, wireless
backhaul, moving network, cooperative communication,
Coordinated Multi-Points (CoMP), reception-end interfer-
ence cancellation and the like. In the 3G system, Hybnd
FSK and QAM Modulation (FQAM) and sliding window
superposition coding (SWSC) as an advanced coding modu-
lation (ACM), and filter bank mult1 carrier (FBMC), non-
orthogonal multiple access (NOMA), and sparse code mul-
tiple access (SCMA) as an advanced access technology have
been developed.

The Internet, which 1s a human centered connectivity
network where humans generate and consume information,
1s now evolving to the Internet of Things (IoT) where
distributed entities, such as things, exchange and process
information without human intervention. The Internet of
Everything (IoE), which 1s a combination of the IoT tech-
nology and the Big Data processing technology through
connection with a cloud server, has emerged. As technology
clements, such as “sensing technology”, “wired/wireless
communication and network infrastructure”, “service inter-
face technology”, and “Security technology™ have been
demanded for IoT implementation, a sensor network, a
Machine-to-Machine (M2M) communication, Machine

Type Communication (MTC), and so forth have been
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recently researched. Such an IoT environment may provide
intelligent Internet technology services that create a new
value to human life by collecting and analyzing data gen-
erated among connected things. IoT may be applied to a
variety of fields including smart home, smart building, smart
city, smart car or connected cars, smart grid, health care,
smart appliances and advanced medical services through
convergence and combination between existing Information
Technology (IT) and various industrial applications.

In line with this, various attempts have been made to
apply 5G communication systems to IoT networks. For
example, technologies such as a sensor network, Machine
Type Communication (MTC), and Machine-to-Machine
(M2M) communication may be implemented by beamform-
ing, MIMO, and array antennas. Application of a cloud
Radio Access Network (RAN) as the above-described Big
Data processing technology may also be considered to be as
an example of convergence between the 5G technology and
the IoT technology.

A Umniversal Integrated Circuit Card (UICC) corresponds
to a smart card used while being iserted into a mobile
communication UE, etc., 1s also referred to as a UICC card.
The UICC may include an access control module for access
to a network of a mobile communication provider. Examples

of the access control module include a Universal Subscriber
Identity Module (USIM), a Subscriber Identity Module

(SIM), an IP multimedia Service Identity Module (ISIM),
etc. The UICC including the USIM may be generally called
a USIM card. Likewise, the UICC including the SIM
module may be generally called a SIM card. In the following
description of the present disclosure, the SIM card will be
used as a general meaning including a UICC card, a USIM
card, a UICC including an ISIM, etc. That 1s, when the SIM
card 1s mentioned, the technology can be identically applied
to the USIM card, the ISIM card or a general UICC card.

The SIM card stores private mmformation of a mobile
communication subscriber, and authenticates the subscriber
and creates a ftraflic security key when the subscriber
accesses a mobile communication network, thereby making
it possible to sately use the mobile communication.

In a proposal of the present disclosure, the SIM card 1s
generally manufactured as a dedicated card for a specific
mobile communication provider in response to a request of
the corresponding provider, and 1s released while authenti-
cation information for network access of the corresponding
provider, e.g., a USIM application, an International Mobile
Subscriber Identity (IMSI), a k value, an OPc value, etc., 1s
stored therein 1 advance. Thus, the corresponding mobile
communication service provider receives a delivery of the
manufactured SIM card to provide the same to the sub-
scriber, and thereafter performs the management, such as
installation, modification, deletion, and the like, of an appli-
cation 1n the UICC using technologies such as Over The Air
(OTA), etc. when necessary. The subscriber may insert the
UICC card into his/her mobile commumnication UE to use the
network and application services of the corresponding
mobile communication service provider, and when replacing
the UE, the subscriber may move and insert the UICC card
from the existing UE to a new UE to use the authentication
information, the mobile communication phone numbers, the
personal telephone number list, and the like, which are
stored 1n the UICC card, in the new UE as they are.

However, it 1s inconvenient for the SIM card to allow a
mobile communication UE user to receive a service of
another mobile commumnication provider. There 1s 1nconve-
nience in that the mobile communication UE user should
physically acquire the SIM card in order to receive a service
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from the mobile communication provider. For example,
there 1s inconvenience in that when travelling to other

countries, the mobile communication UE user should
acquire a local SIM card 1n order to receive a local mobile
communication service. A roaming service can solve the
inconvenience to some degree, but a fee thereof 1s expen-
sive. Further, when a contract between communication pro-
viders 1s not established, 1t 1s impossible to receive a service.

Meanwhile, when the SIM module 1s remotely down-
loaded to and installed 1n the UICC card, it 1s possible to
solve such inconvenience considerably. That 1s, a user can
download a SIM module corresponding to a mobile com-
munication service to the UICC card when necessary. Fur-
ther, such a UICC card can download and 1nstall a plurality
of SIM modules, and only one SIM module from among
them can be selected and used. Such a UICC card may fix
the SIM module to a UE or may not fix the SIM module to
the UE. In partleular the UICC, which 1s used while being
fixed to the UE, 1s called an embedded UICC (eUICC). In
general, the eUICC implies a UICC card which 1s used while
being fixed to the UE and can remotely download and select
the SIM module. In the present disclosure, the UICC card,
which can remotely download and select the SIM module, 1s
commonly called the eUICC. That 1s, the UICC card, which
1s fixed to or 1s not fixed to the UE, from among UICC cards
which can remotely download and select the SIM module, 1s
commonly called the eUICC. Further, information on the
downloaded SIM module 1s used as a term called an eUICC

profile.

SUMMARY

To address the above-discussed deficiencies, 1t 15 a pri-
mary object to provide an apparatus and method for receiv-
ing a service of a mobile communication provider by a user
of a UE 1n a wireless communication system.

A UE 1n a wireless communication system according to an
embodiment of the present disclosure includes a reception
unit for receiving a profile from a profile management
server, a display unit for displaying the communication
service mnformation, and a controller for receiving the profile
to be connected to a communication service.

A server for providing a profile in a wireless communi-
cation system according to an embodiment of the present
disclosure includes a controller for generating and encrypt-
ing a profile, and a transmission unit for transmitting the
encrypted profile to a server for managing a profile.

A server for managing a profile 1n a wireless communi-
cation system according to an embodiment of the present
disclosure 1includes a reception unit for receiving an
encrypted profile from a server for providing a profile, and
a transmission unit for performing transfer to a UE using the
eUICC.

A method of a UE 1n a wireless communication system
according to an embodiment of the present disclosure
includes receiving a profile from a profile management
server, displaying the communication service information,
and receiving the profile to be connected to a communica-
tion service.

A method of providing a profile of a server 1n a wireless
communication system according to an embodiment of the
present disclosure includes generating and encrypting a
profile, and transmitting the encrypted and generated profile
to a server for managing a profiile.

A method of managing a profile of a server for managing
a profile 1n a wireless communication system according to
an embodiment of the present disclosure includes receiving
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4

an encrypted profile from a server for providing a profile,
and performing transfer to a UE using the eUICC.

Further, 1n accordance with an embodiment of the present
disclosure, a method of providing a profile package by a
profile server 1s provided. The method includes generating a
profile package; dividing the profile package into a umt
installable 1n a UICC of an electronic device, reconfiguring
the divided profile information 1 an encryptable unit; and
transmitting the reconfigured profile information to the
electronic device.

Further, 1n accordance with an embodiment of the present
disclosure, a profile server for providing a profile package 1s
provided. The profile package includes a transmission/re-
ception unit that transmits/receives a signal, and a controller
that generates a profile package, divides the profile package
in a unit installable 1n a UICC of an electronic device,
reconfigures the divided profile information in an encrypt-
able unit, and transmits the reconfigured profile information
to the electronic device.

Further, 1n accordance with an embodiment of the present
disclosure, a method of downloading a profile package by an
clectronic device 1s provided. The method includes receiv-
ing, from a profile server, first profile mformation in an
encryptable unit, which constitutes a profile package; trans-
mitting the first profile information 1 an encryptable unit to
a UICC of the electronic device; decoding the first profile
information in an encryptable unit, which has been trans-
mitted to the UICC, acquiring first profile information in an
installable unit from the decoded profile information; and
installing the acquired first profile information 1n an 1nstall-
able unit.

Further, 1n accordance with an embodiment of the present
disclosure, an electronic device for downloading a profile
package 1s provided. The electronic device includes: a
communication unit that transmits/recerves a signal, a UICC
that downloads and 1nstalls a profile; and a controller that
makes a control to receive, from a profile server, first profile
information in an encryptable unit, which constitutes a
profile package, and transmit the first profile information in
an encryptable unit to a UICC of the electronic device,
wherein the UICC decodes the first profile information in an
encryptable unit, which has been transmitted to the UICC,
acquires first profile information 1n an installable unit from
the decoded profile information, and installs the acquired
first profile mnformation 1n an installable unit.

The technical problems to be achieved in the present
disclosure are not limited to the above-mentioned technical
problems, and other not-mentioned technical problems on
the basis of the following description could be easily under-
stood by those skilled in the art to which the present
disclosure pertains.

In accordance with the present disclosure, 1n a wireless
communication system, a profile, by which a communica-
tion service can be used, may be automatically installed 1n
a mobile communication UE.

Before undertaking the DETAILED DESCRIPTION
below, 1t may be advantageous to set forth definitions of
certain words and phrases used throughout this patent docu-
ment: the terms “include” and “comprise,” as well as deriva-
tives thereof, mean inclusion without limitation; the term
“or,” 1s inclusive, meaning and/or; the phrases “associated
with” and “associated therewith,” as well as derivatives
thereol, may mean to include, be included within, intercon-
nect with, contain, be contained within, connect to or with,
couple to or with, be communicable with, cooperate with,
interleave, juxtapose, be proximate to, be bound to or with,
have, have a property of, or the like; and the term *““control-
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ler” or “processor” means any device, system or part thereof
that controls at least one operation, such a device may be
implemented 1n hardware, firmware or software, or some
combination of at least two of the same. It should be noted
that the functionality associated with any particular control-
ler may be centralized or distributed, whether locally or
remotely. Definitions for certain words and phrases are
provided throughout this patent document, those of ordinary
skill 1n the art should understand that in many, if not most
instances, such definitions apply to prior, as well as future
uses of such defined words and phrases.

BRIEF DESCRIPTION OF THE

DRAWINGS

For a more complete understanding of the present disclo-
sure and 1ts advantages, reference 1s now made to the
following description taken in conjunction with the accom-
panying drawings, in which like reference numerals repre-
sent like parts:

FIG. 1 schematically illustrates a connection method of a
mobile communication network by a detachable UICC that
can be iserted into and detached from a UE and a connec-

tion method of a mobile communication network by an
embedded UICC (eUICC) embedded in a UE;

FIG. 2 1s a signal flow diagram illustrating a process of
installing a profile 1n a wireless communication network
according to an embodiment of the present disclosure;

FIG. 3 illustrates a process of transmitting a profile
package according to an embodiment of the present disclo-
Sure;

FIG. 4 illustrates a method of dividing and transmitting a
profile package according to an embodiment of the present
disclosure:

FIG. 5 1llustrates a method of transmitting divided profile
packages according to an embodiment of the present dis-
closure;

FIG. 6 illustrates a process of generating and encrypting
a profile package according to an embodiment of the present
disclosure:

FIG. 7 1s a flowchart illustrating a method of transmitting,
and installing a profile package according to an embodiment
of the present disclosure;

FIG. 8 1llustrates a method of activating a profile after
selecting the profile and a file structure of the profile;

FIG. 9 illustrates an AKA authentication process for
performing authentication of a USIM within an eSIM pro-
file:

FIGS. 10 to 13 illustrate an operation of transmitting
profile information according to an additional embodiment
of the present disclosure;

FI1G. 14 1s a signal flow diagram illustrating a process of
transmitting and installing an eUICC profile according to an
embodiment of the present disclosure;

FIG. 15 15 a signal flow diagram illustrating a process of
transmitting and 1installing an eUICC profile according to
another embodiment of the present disclosure;

FIGS. 16A and 16B 1illustrate a process of transmitting
and 1nstalling an eUICC profile according to another
embodiment of the present disclosure;

FIG. 17 1illustrates a profile server according to an
embodiment of the present disclosure;

and

FIG. 18 1llustrates a UE according to an embodiment of
the present disclosure.

DETAILED DESCRIPTION

FIGS. 1 through 18, discussed below, and the various
embodiments used to describe the principles of the present
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disclosure 1n this patent document are by way of illustration
only and should not be construed 1n any way to limit the
scope of the disclosure. Those skilled 1n the art will under-
stand that the principles of the present disclosure can be
implemented in any suitably arranged telecommunication
technologies. Hereinafter, an embodiment of the present
disclosure will be described in detail with reference to the
accompanying drawings.

In describing embodiments, descriptions of technical fea-
tures which are widely known 1n the technical field to which
the present disclosure pertains and are not directly related to
the present disclosure will be omitted. This 1s for more
clearly describing the subject matter of the present disclo-
sure without obfuscation by omitting unnecessary descrip-
tion.

Specific terms used in the following description are
provided to help understanding of the present disclosure,
and can be changed to various forms without departing from
the technical spirit of the present disclosure.

Further, terms 1n the present specification will be defined.

In the present specification, the UICC, which 1s a smart
card used while being mserted into a mobile communication
UE, implies a chip which stores private information of a
mobile communication subscriber, such as network access
authentication information, a phone number, and a Short
Message Service (SMS), and performs subscriber authenti-
cation and trailic security key generation when accessing a

mobile communication network such as Global System for
Mobile communications (GSM), Wideband Code Division

Multiple Access (WCDMA), and Long Term Evolution
(LTE), etc., thereby enabling safe use of mobile communi-
cation. The UICC has a communication application mounted
thereto, such as a Subscriber Identity Module (SIM), a
Universal SIM (USIM) and an IP Multimedia SIM (ISIM),
and can provide a high level security function for mounting
various applications such as an electronic wallet, ticketing,
and an electronic passport.

In the present specification, the eUICC 1s a security
module which 1s not a detachable type chip inserted into and
detached from a UE but 1s a chip embedded in the UE. The
cUICC can download and install a profile using the Over
The Air (OTA) technology.

In the present specification, a method of downloading a
profile 1n the eUICC using the OTA technology can be
applied even to a detachable type UICC which can be
inserted mto and detached from a UE.

In the present specification, the term “UICC” can be
mixedly used with the SIM, and the term “eUICC” can be
mixedly used with the eSIM.

In the present specification, the profile can imply a thing
obtained by packaging, 1n a software form, an application, a
file system, and an authentication key value, etc. which are
stored 1n the UICC.

In the present specification, the USIM profile can imply
the profile 1dentically or a profile obtained by packaging, in
a software form, information included 1 a USIM applica-
tion within the profile.

In the present specification, an operational profile can
imply a thing obtained by packaging, in a software form,
subscriber information of a mobile communication provider
to which a user of a UE 1s registered.

In the present specification, a provisioning proifile can
imply a profile pre-mounted to the eUICC, which 1s neces-
sary for allowing a UE to access a predetermined mobile
communication network of a predetermined country before
a user subscribes to a specific communication provider.
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In the present specification, a profile provision server can
be expressed as a Subscription Manager Data Preparation
(SM-DP), an off-card entity of a profile domain, a profile
encryption server, a proflle generation server, a Profile
Provisioner (PP), a Profile Provider, and a Profile Provision-

ing Credentials holder (PPC holder).

In the present specification, a profile management server
can be expressed as a Subscription Manager Secure Routing,
an ofl-card entity of an eUICC profile manager, or a Profile
Management Credentials holder (PMC holder).

In the present specification, an eUICC profile manager
can be expressed as an ISD-R, a Profile Managing Domain,
or the like.

The term “terminal” used 1n the present specification can
be called a mobile station (MS), a User Equipment (UE), a
User Terminal (UT), a wireless terminal, an Access Terminal
(A1), a terminal, a subscriber unit, a Subscriber Station (SS),
a wireless device, a wireless communication device, a
Wireless Transmit/Receive Unit (WTRU), a mobile node, a
mobile, or other terms. Various embodiments of a UE can
include a cellular phone, a smartphone having a wireless
communication function, a Personal Digital Assistant (PDA)
having a wireless communication function, a wireless
MOdulator/DEModulator (MODEM), a portable computer
having a wireless communication function, a photographing,
apparatus such as a digital camera having a wireless com-
munication function, a gaming device having a wireless
communication function, a music storage and reproduction
home appliance having a wireless communication function,
an Internet home appliance capable of wireless Internet
access and browsing, and a portable unit or UEs having a
combination of the functions. Further, the UE can include a
Machine-to-Machine (IM2M) UE and a Machine Type Com-
munication (MTC) UE/device, but the present disclosure 1s
not limited thereto.

In the present specification, an electronic device can
include a UICC embedded therein which 1s able to download
and 1nstall a profile. When the UICC 1s not embedded in the
clectronic device, the UICC, physically separated from the
electronic device, can be connected to the electronic device

while being 1nserted into the electronic device. For example,
the UICC can be 1nserted 1nto the electronic device in a form
of a card. The electronic device can include the UE. At this
time, the UE can be a UE including a UICC which can
download and install a profile. The UICC can be embedded
in the UE, and when the UE and the UICC are separated
from each other, the UICC can be 1nserted into the UE, and
can be connected to the UE while being inserted into the UE.
The UICC which can download and 1nstall a profile can be
called, for example, an eUICC.

In the present specification, a profile identifier can be
referred to as a factor matched with a Profile ID, an
Integrated Circuit Card ID (ICCID), and an Issuer Security
Domain-Profile (ISD-P). The Profile ID can indicate a
unique 1dentifier of each profile.

In the present specification, an eUICC ID can be a unique
identifier of an eUICC embedded in a UE and can be

referred to as an EID. Further, when a provisioning profile
1s mounted to the eUICC 1n advance, the eUICC ID can be

a profile ID of the corresponding provisioming profile. Fur-
ther, when the UE and an eUICC (or eSIM) chip are not

separated from each other as in an embodiment of the
present disclosure, the eUICC ID can be a UE ID. Further,
the eUICC ID can be referred to as a specific secure domain

of the eSIM chip.
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In the present specification, a profile container can be
named a profile domain. A profile container can be a security
domain.

In the present specification, an Application Protocol Data
Unit (APDU) can be a message for allowing a UE to
interwork with an eUICC. Further, the APDU can be a

message for allowing a PP or a PM to interwork with the
cUICC.

In the present specification, Profile Provisioning Creden-
tials (PPC) can be a means used for mutual authentication
between a PP and an eUICC, profile encryption, and a
signature. A PPC can include one or more of a symmetric
key, an RSA authentication certificate and a private key, an
ECC authentication certificate and a private key, and a Root
CA and an authentication certificate chain. Further, when
there are a plurality of PPs, a different PMC for each of a
plurality of PMs can be stored 1n the eUICC or can be used.

In the present specification, Profile Management Creden-
tials (PMC) can be a means used for mutual authentication
between a PM and an eUICC, transmission data encryption,
and a signature. A PMC can include one or more of a
symmetric key, an RSA authentication certificate and a
private key, an ECC authentication certificate and a private
key, and a Root CA and an authentication certificate chain.
Further, when there are a plurality of PMs, a different PMC
for each of a plurality of PMs can be stored 1n the eUICC or
can be used.

In the present specification, AID can be an application
identifier. This value can be an 1dentifier by which different
applications within the eUICC are 1dentified.

In the present specification, TAR can be a Toolkit Appli-
cation Reference. This value can be an 1dentifier by which a
Toolkit Application 1s 1dentified.

In the present specification, a Profile Package TLV can be
named a Profile TLV. The profile Package TLV can be a data
set which expresses mformation constituting a profile 1 a
form of a TLV (Tag, Length, Value).

In the present specification, AKA can indicate Authenti-
cation and Key Agreement, and can indicate an authentica-
tion algorithm for accessing a 3GPP and 3GPP2 network.

In the present specification, K corresponds to an encryp-
tion key value stored in the eUICC used for an AKA
authentication algorithm.

In the present specification, OPc corresponds to a param-
eter value stored 1n the eUICC used for the AKA authenti-
cation algorithm.

In the present specification, NAA, which 1s a Network
Access Application program, can be an application program
such as USIM or ISIM, which 1s stored in the UICC 1n order
to access a network. NAA can be a network access module.

In the present specification, AMF can be an authentication
management field value.

In the present specification, SQN can be a sequence
number value.

In the present specification, L. 1s a value which can be
stored in NAA, and can be a parameter used at a time of
SQN verification during an AKA authentication process.

In the present specification, a delta value 1s a value which
can be stored in NAA, and can be a parameter used at a time
of the SQN verification during the AKA authentication
Process.

Further, in the following description of the present dis-
closure, a detailed description of related known functions or
configurations mcorporated herein will be omitted when 1t
can make the subject matter of the present disclosure rather
unclear.
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FIG. 1 schematically 1llustrates a connection method of a
mobile communication network by a detachable UICC in the
art that can be inserted into and detached from a UE and a
connection method of a mobile communication network by
an embedded UICC (eUICC) embedded 1n a UE.

Referring to FIG. 1, a detachable UICC can be inserted
into a UE (as mdlcated by reference numeral 101). A profile
can be mounted to a detachable UICC in advance. The UE
can be connected to a mobile network using the mounted
profile (as indicated by reference numeral 102).

The UE has an eUICC embedded therein. An eUICC can
have a provisioning profile mounted thereto in advance. The
UE can access a mobile network for provisioning using the
mounted provisioming profile. The UE can download a
profile from a mobile network server by accessing a tem-
porary mobile network for provisioning. The temporary
mobile network 1s a mobile network for downloading a
profile. The UE can install the downloaded profile and can
be connected to the mobile network using the profile (as
indicated by reference numeral 105).

FI1G. 2 illustrates an embodiment of installing a profile in
a wireless communication network according to an embodi-
ment of the present disclosure. The profile server 210 can
include a PP and a PM. The eUICC 220 can include a profile
manager and a profile domain. Thus, an operation of a PP
and a PM, which will be described below, can be performed
by a profile server 210, and an operation of a profile manager
and a profile domain can be performed by an eUICC.

Referring to FIG. 2, 1n operation 250, the profile server
210 can request generation of a profile container from the
cUICC 220. PP can perform a profile container generation
request for a specific eUICC while communicating with the
PM. The profile container generation request can be a profile
download request command. Encrypted communication can
be used between the PP and the PM, and the encrypted
communication can be used by configuring a symmetric key
or can be used 1n an authentication certificate scheme. First,
as an example of the authentication certificate-based
encrypted communication, when the PP generates an
encryption symmetric key, encrypts the generated encryp-
tion symmetric key by a public key of the PM, and transmits
the encrypted symmetric key to the PM, the PM decodes the
encryption symmetric key by a private key of the PM, and
then commercially uses the corresponding symmetric key
for the encrypted key with the PP.

The Profile Container Create command can be transmitted
while being included 1n an HTTP message. The PM, which
has received the Profile Container Create command, can
request the Profile Container Create (or can be expressed as
Profile generation, Profile Domain generation, or the like)
while communicating with the eUICC. As an example, in
this process, the PM can use an SMS message in order to
communicate with the eUICC. In detail, the PM can allow
the eUICC to include APDU, which implies the Profile
Container Create, 1n an SMS-PP message. One example of
such an APDU message can include a PUSH APDU com-
mand. Another example of such an APDU message can be
a STORE message. Further, when generating the SMS-PP
message, the PM can encrypt the APDU message. At this
time, an encryption key to be used can be shared between the
PM and the eUICC and stored. The Profile Container

generation request can be firstly transmitted to a mobile
communication UE, and the mobile communication UE
generates an APDU message and transmits the APDU mes-
sage to the eUICC.

Further, the message transmission between the PM and

the eUICC can be performed using an HI'TP message. In
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detail, a TLLS communication channel 1s established between
the PM and the eUICC using a symmetric key or an
authentication certificate which 1s previously generated and
stored, and a message can be then transmitted using the
HTTP message. In this way, when not SMS but HT'TP 1s

used, there 1s an advantage in that IP communication using
a mobile communication network can be used or a commu-
nication between the PM and the eUICC can be performed
using an IP network which utilizes Wi-F1 or Bluetooth.

The Profile Container Create request message, which has
been transmitted from the PM, can be processed by an
cUICC Profile Manager within the eUICC. An eUICC
Profile Manager can decode a communication message
including the request to one value from among the PMCs
stored 1n the eUICC and verily the decoded value using a
configuration value, and when the verifying i1s passed,
generate a Profile Container within the eUICC. A memory
necessary lor generating the Profile within the eUICC, an
AID value, or the like can be allocated to a Profile Container.

Meanwhile, the PP can generate (as indicated by reference
numeral 260) and encrypt (as indicated by reference numeral
2635) the Profile Package TLV in order to install the Profile
in the Profile Container generated 1n the eUICC. The profile
server 210 can generate a profile package (operation 260).
The profile package can have a Tag Length Value (TLV)
torm. The profile package having a TLV form can be named
a profile package TLV. The profile server 210 can generate
a profile package divided into n pieces of information in an
installable unit. Further, the profile server can divide the
profile package into information 1n an installable unit after
generating the profile package. The information in an 1nstall-
able umt, which 1s information configured to be installed 1n
the eUICC even though the entire profile package 1s not
transmitted to the eUICC when the mformation 1s transmit-
ted to the eUICC 220, can imply a part of the entire profile
package imnformation.

The profile server 210 can encrypt the generated profile
package (operation 265). The profile server can encrypt a
profile package, configured by n pieces of information in an
installable unit, to m pieces of information 1n an encryptable
unit. The n and the m can be equal to each other or can be
different from each other. The profile server 210 can transmiut
the profile package configured 1n an encryptable unit, to the
clectronic device. The profile server can configure the profile
package, configured 1n an encryptable unit, 1n a transmit-
table unit, and then transmit the profile package to the
electronic device. At this time, the transmittable unit can
correspond to a size in which the electronic device having
received the profile package can transmit the received profile
package to a UICC of the electronic device. For example, the
transmittable unit can be a data unit of the APDU.

Heremaftter, a procedure of generating a Profile Package
TLV by a PP will be described.

However, the TLV form 1s merely an example of the
proflle package, and in an embodiment of the present
disclosure, a form of the profile package 1s not limited to the
TLV form. Table 1 illustrates a structure of the Profile
Package TLV. Here, a scheme of recording data in a Tag-
Length-Value form can be commonly called a TLV. The
Profile Package TLV can be named a Profile TLV. Referring
to Table 1, a Name field in the table corresponds to a name
of the TLV and i1s not a value actually included 1n data. In a
case of an M/O/C field, a value of M 1mplies that data 1s
necessarily included, a value of O implies that data can not
be included, and a value of C implies that data 1s condition-
ally included. The M/O/C field can not be a value actually
included 1n data. However, the M/O/C field can be stored in




US 10,609,549 B2

11

a source code within the eUICC and used to verily the
ellectiveness of the corresponding data.

TABLE 1

Profile Package TLV Structure

M/O/
Name C Tag Length Value
Profile Package M Al L1 Coded as in Table 1-1

In Table 1, a Tag value of the Profile Package TLV, which

1s a data value having a size of 1 byte, 1s expressed as Al 1n
Table 1. The Al value can adopt one selected from 256
values from “00” to “FF” i a hexadecimal form. For

example, the Al value can be “8E”.

In Table 1, a Length value of the Profile Package TLV 1s
a value indicating the length of data stored in a Value field
of the Profile TLV, and the length of the Length file can be
fixed or configured to be 2 bytes or 3 bytes. As an example,
when the length of the length field 1s fixed to 3 bytes, a value
of the Length field can have a value of “000000”-“FFFFFEF”
in a hexadecimal form, and thus, can represent maximally
the data length of 2°24-1 bytes or 16M-1 bytes. As an
example, a value of the Length field, which 1s “020001”,
indicates that the length of the Value field 1s 128K bytes.
Further, as an example, when the length of the length field
1s {ixed to 2 bytes, a value of the Length field can have a
value of “0000”-“FFFF” 1n a hexadecimal form, and thus,
can represent maximally the data length of 2°16-1 bytes or
64K-1 bytes.

The Value field of the Profile Package TLV 1n Table 1
includes various pieces of information for mstalling a pro-
file, and data 1s configured using the corresponding infor-
mation as 1n Table 1-1.

Referring to Table 1-1, the Value field of the Profile TLV
can include File Structure TLV data. The File Structure TLV
1s data for including a file structure, an attribute, and a file
content of the profile. A Tag value of the File Structure TLV,
which 1s a data value having a size of 1 byte, 1s expressed
as A2 1 Table 1-1. The A2 value can adopt one selected
from 256 values from “00” to “FF” 1n a hexadecimal form.
For example, the Al value can be “017.

TABL.

(Ll

1-1

Structure of value part of Profile Package TIV

M/O/

Name C Tag Length Value

File Structure M Ab ~n bytes Coded as in Table 2
NAA Parameters M ‘00°~‘FF”  1~n bytes Coded as in Table 3
NAA Parameters O ‘00°~*FF’ 1~n bytes Coded as i Table 3
. O ‘00°~*FLF’

Load File Package O ‘00°~*FF’ 1~n bytes Coded as in Table 4
Load File Package O ‘00°~*FF’ 1~n bytes Coded as in Table 4

REFU

In Table 1-1, a Length value of the File Structure Data
TLV 1s a value indicating the length of data stored 1n a Value
field of a File Structure TLV, and the length of the Length file
can be fixed or configured to be 2 bytes or 3 bytes. When the
length of the length field 1s fixed to 3 bytes, a value of the
Length field can have a value of “000000”-“FFFFFF” 1n a
hexadecimal form, and thus, can represent maximally the
data length of 2°24-1 bytes or 16M-1 bytes. For example,
a value of the Length field, which 1s “020001”, indicates that
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the length of the Value field 1s 128K bytes. Further, when the
length of the Length field 1s fixed to 2 bytes, a value of the
Length field can have a value of “0000”-“FFFF” in a
hexadecimal form, and thus, can represent maximally the
data length of 2716 bytes or 64K bytes. A Value of the File
Structure Data TLV can include various pieces ol File

information, and a structure thereof can be a data structure
as 1n Table 2.

TABLE 2
Structure of Value part of File Structure TLV
M/O/
Name C Tag Length Value
File M A6 1~3 bytes Coded as in Table 2-1 for MFE, DF, or
ADF
File O A6 1~3 bytes Coded as in Table 2-1 for DF, or ADF
and as in Table 2-2 for EF
File O A6  1~3 bytes Coded as in Table 2-1 for DF, or ADF

and as in Table 2-2 for EF

Referring to Table 2, a Value of the File Structure TLV can
include at least one or more pieces of File TLV data. Each

File TLV can include data of an MF file, a DF file, an ADF

file, or an EF file. Here, the MF file implies a Master File or
a Master DF file, and the DF file implies a Dedicated File,
and the ADF file implies an Application Dedicated File, and

the EF file implies an Elementary File. In one File Structure
TLV, there can be one File TLV including MF file informa-

tion or there can be no File TLV including MF file infor-
mation. A Tag value of the File TLV, which 1s a data value
having a size of 1 byte, 1s expressed as A6 1 Table 2. The
A6 value can adopt one selected from 256 values from “00”
to “FF” 1in a hexadecimal form. For example, the A6 value
can be “02”. The Length value of the File TLV can be used
while beimng fixed to 1 byte or 2 bytes or configured to be
another value. A Value part of the File TLV can be generated
in a data structure as 1n Table 2-1 or Table 2-2. When the File
TLV 1includes information on an MF file, a DF file, or an
ADF file, data of a Value part of the corresponding File TLV
can be configured as 1n Table 2-1, and when the File TLV
includes information on an EF file, data of a Value part of the
corresponding File TLV can be configured as in Table 2-2.

TABLE 2-1

Structure of Value part of File TLV including
information on MF file, DF file, and ADF file

Value M/O/C  Description Length

Ab M Tag: File 1 byte
Length of File (next byte to the end) l~n bytes

M FCP Template TLV coded as in TS l~n bytes

102.222 (see note)

A7 O Tag: File Path 1 byte
Length of File Path 1 byte
File Path Bytes (concatenation of File ID) 2 x n bytes

NOTE:

FCP Template TLV 1s exactly same one for CREATE command in ETSI TS 102,222, If
ME, File ID 1n FCP Template TLV shall be coded as *3F00” and File type bits of File
descriptor byte (1.e. b 6, b 5 and b 4) in FCP Template TLV shall be coded as “111°

Referring to Table 2-1, when the File TLV includes
information on the MF file, the DF file, or the ADF file, the
file TLV can include FCP Template TLV and File Path TLV
data below a Tag and Length field. The FCP Template TLV
can use a value including information on a File ID, etc. as

a File Control Parameter TLV having an ETSI TS 102.222
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standard. The File Path 1s a value indicating a file path of the
corresponding File TLV, and 1s, for example, a value
expressing a File ID. A File Path TLV can be included or not
included 1n the File TLV. When the File Path 1s not included,

the determination can be performed even without the File
Path of the corresponding file. For example, when a File
TLV corresponding to the DF file and a File TLV corre-
sponding to the EF file are connected to each other within
the File Structure TLV, and a File TLV corresponding to the
EF file does not include a File Path TLV, a File can be
generated 1n a state 1n which the corresponding EF file 1s
considered as the EF file included below the DF file. When
the File 1s generated using such a scheme, the size of profile
data to be transmitted can be reduced by reducing informa-
tion on the File Path.

TABLE 2-2

Structure of Valve part of File TLV
including information on EF file

Value M/O/C  Description Length

Ab M Tag: File 1 byte~n bytes

Length of File (next byte to the end) 1 bytes~n bytes
M FCP Template TLV coded as in TS 1~n bytes

102.222

A7 O Tag: File Path 1 byte~n bytes
Length of File Path 1 byte~n bytes
File Path Bytes (concatenation of File 2 x n bytes
ID)

A% C2 Tag: File Binary | byte~n bytes
Length of File Binary | byte~n bytes
File Binary | byte~n bytes

A9 C3 Tag: File Records Sequence | byte~n bytes
Length of File Records Sequence byte~n bytes
File Records Sequence | byte~n bytes

Bl C4 Tag: File Data byte~n bytes
Length of File Data | byte~n bytes
File Data | byte~n bytes

C2: File Binary TLV 1s used for transparent EFs.
C3: File Records Sequence TLV 1s used for linear fixed or c¢yelic EFs.
C4: File Data TLV 1s used for BER-TLV EFs.

Referring to Table 2-2, when the File TLV includes
information on the EF file, the File TLV can include an FCP
Template TLV and a File Path TLV below the Tag and
Length field, and can additionally include one of the fol-
lowing three TLVs without exception:

File Binary TLV;

File Records Sequence TLV;

File Data TLV.

When the EF file has a Transparent structure, the File TLV
includes a File Binary TLV from among the above three
TLVs, and a Value of the File Binary TLV can have a binary
form.

When the EF file has a Linear Fixed structure or a Cyclic
structure, the File TLV includes a File Records Sequence
TLV from among the above three TLVs, and a Value of the
File Records Sequence TLV can be a value concatenated by
attaching a sequence byte to Record data included 1n the EF
file. Table YY 1illustrates a structure of the File Records
Sequence TLV. In the File Records Sequence TLV, a Tag
value, a Length value, a Records Number byte, and Records
data are connected. Table 2-3 illustrates that three Records
are updated to the EF file. For example, when the EF file
corresponds to a linear {ixed type configured by 10 Records,
and only three Records from among the ten Records are
updated, the File Records Sequence TLV 1s configured as in
Table 2-3. At this time, Records Number can be a value
indicting an ordinal sequence of a specific record among the
total records.
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TABLE 2-3
Value  M/O/C  Description Length
A9 C3 Tag: File Records Sequence 1 byte~n bytes

Length of File Records Sequence 1 byte~n bytes

Records Number 1 byte
Records 1 byte~n bytes
Records Number 1 byte
Records 1 byte~n bytes
Records Number 1 byte
Records 1 byte~n bytes

When the EF file has a BER-TLV structure, the File Data
TLV from among the three TLVs i1s included, and the File

Data TLV can be data of which values are configured by a
1LV structure.

TABLE 3

Structure of Value part of NAA Parameter TLV

M/O/

Name C Tag Length Value

NAA lype M 1BD 1 bytes ‘017 USIM
"02°: ISIM
‘03°~: FFS

MILENAGE Cl1 TBD 1 byte~n bytes . ..

Parameter

TUAK C2 TBD 1 byte~n bytes . ..

Parameter

Native NAA O TBD 1 bytes ‘01°: Use NAA provided

Indicator by the eUICC platform
‘02°: Use NAA downloaded
in the Load File Package
TLV

REFU

Cl: If MILENAGE 1sn’t supported by the eUICC platform, the MILENAGE Parameter

TLV shall not be included.
C2: If TUAK 1sn’t supported by the eUICC platform, the TUAK Parameter TLV shall not
be included.

Referring back to Table 1-1, value data of the Profile
Package TLV can include one or more NAA Parameter

TLVs. A Tag value of such an NAA Parameter TLV can
adopt one selected from 256 values from “00” to “FF” 1n a
hexadecimal form.

Referring to Table 3, an NAA Type TLV can be mnserted
into a Value area of such an NAA Parameter TLV. A Value
of the NAA Type TLV corresponds to a value determining a
network access module type such as a USIM or an ISIM. As
an example, 1n a case of USIM, the Value can be “01”, and
in a case of ISIM, the Value can be “02”. Further, 1n a case
where the NAA supports a MILENAGE algorithm, a
MILENAGE Parameter TLV can be included. As an
example, the MILENAGE Parameter TLV can include a K
value, an OPc value, an rl-r5 value, and a cl-c5 value.
Further, 1n a case where the NAA supports a TUAK algo-
rithm, a TUAK Parameter TLV can be included. As an
example, the TUAK Parameter TLV can include a K value,

an OPc value, and an RES length value.

Meanwhile, the NAA Parameter TLV can include a Native
NAA Indicator TLV. This value notifies whether the network
access module 1s installed using a network access module
application program provided by an eUICC Platform or the
network access module 1s installed using a network access
application program transmitted while being included 1n a
Load File Package TLV described below, when the corre-
sponding profile 1s downloaded and the network access
module 1s then installed. In the former case (i.e., when the
profile 1s downloaded and the network access module 1s then
installed, the network access module application program 1s
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provided by the eUICC Platform.), only an AKA authenti-
cation logic provided by the eUICC Platform can be used.
However, 1n the latter case, (1.¢., the network access module
1s 1nstalled using the network access application program
transmitted while being included 1n the Load File Package
TLV), an AKA authentication mechanism can be down-
loaded while being included i1n an application program
included 1n the profile and 1nstalled. Meanwhile, 1n the latter
case, a core authentication function provided by an OS or a
platform of the eUICC can be used.

As an example, the latter has an advantage 1n that a
method of verifying a Sequence Number by a UICC during,
AKA authentication 1s included in an application program,
and different methods can be used according to business
operators. As another example, during the AKA authentica-
tion, an authentication algorithm and an authentication key
(e.g., a K value) can be differently configured and used
according to an AMF value.

Meanwhile, such a TLV can include a configuration value
for personalization of the NAA. Examples of such a con-
figuration value can include an encryption key value such as
a K value, an OPc value, etc., and an AKA algorithm
parameter value. The AKA algorithm parameter value can
include a configuration value such as an L value or a delta
value used when a SeQuential Number (SQN) value 1s
verified. Further, as an example of such a configuration
value, an algorithm identifier according to the AMF value,
an encryption value according to the AMF value, etc. can be
configured.

Referring back to Table 1-1, value data of the Profile
Package TLV can include a Load Files Package TLV. The
Load File Package TLV corresponds to a TLV including an
installation file and installation information for one or more
application programs executed by the eUICC. Table 4 1llus-

trates a structure of the Value part of the Load File Package
TLV.
TABLE 4

M/O/
Name C Tag Length Value
Load File O TBD 2 bytes~n bytes . . .
Application Install Info M TBD 2 bytes~n bytes . ..
Application Install Info O TBD 2 bytes~n bytes . ..

Referring to Table 4, a value of the Load File Package
TLV can include one Load File TLV and one or more
Application Install Info TLVs. The Load File TLV can
include one or more pieces of installation file information of
an application program. The Application Install Info TLV
includes mformation for installing an application program
using an installation file of the application program included
in the Load File TLV or an 1nstallation file previously stored.
As an example, this value can include an AID value of
Secure Domain.

Referring back to FIG. 2, the PP can generate the Profile
Package TLV and then encrypt the generated Profile Pack-
age TLV using the Profile Provisioning Credentials. Further,
the encrypted Profile Package TLV can be signed using a
symmetric key or an authentication certificate private key.
Then, the PPC holder can transmit an encrypted Profile TLV
and an encrypted signature value to the PMC holder, and the
PMC holder can transmit the same to the Profile Manager of
the eUICC 220 (as indicated by reference numeral 270). The
profile server 210 can transmit the profile package config-

ured by information encrypted 1n an encryptable unit, to the
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cUICC 220. The profile package can be configured as m
pieces of mformation encrypted in an encrytable unit. The
information encrypted in an encryptable unit can include

profile package information divided in an installable unait.
Then, the eUICC 220 Profile Manager can transmit the
same to the Profile Container. Then, the Profile Container

can receive the same, and then verily whether data 1is
modulated, using a signature value. When the verification 1s
passed, the Profile Container can decode an encrypted
Profile Package TLV. Next, the Profile Container generates
a File Structure inside the Profile Container using the File

Structure TLV within the Profile Package TLV. Further, the

Profile Container can store an installation file or Load files
in a storage place of the eUICC 220 using the Load File
Package TLV within the Profile Package TLV, and 1nstall the

stored Load files or an application from a Load module
previously stored in the eUICC 1n the interior of the Profile
Container using the Application Install Info TLV within the
Load File Package TLV. Further, the Profile Container can
install an NAA application using the NAA Parameter TLV or
generate an Instance of the NAA application.

The electronic device can receive the profile package
encrypted 1n an encryptable unit, from the profile server 210.
The electronic device can divide the received profile pack-
age 1n a unit transmittable to the eUICC 220 and transmit the
divided profile packages to the eUICC 220. The eUICC 220
can receive profile package information divided and
encrypted 1n a transmittable unit. The eUICC 220 can
combine the profile package information, divided 1n a trans-
mittable unit, in an encryptable or decodable umt. The
encryptable unit and the decodable unit can be 1dentical to
each other. That 1s, the eUICC 220 can decode the infor-
mation divided in a transmittable unit by combining the
information with the profile package information in an
encryptable umt before the division. The eUICC 220 can
decode the profile package information, combined 1n an
encryptable unit. The eUICC 220 can 1dentity the decoded
profile package information as information 1n an installable
unit and combine the information. The eUICC 220 can start
to install the profile package information 1n an installable
umt. That 1s, the eUICC 220 can start to preferentially install
the profile package with respect to the profile package
information 1n an installable unit when the profile package
information 1n an installable unit 1s included as a result of the
decoding. Remaining information, excluding the profile
package information in an installable unit, within the
decoded information can be stored 1n a bufler. The eUICC
220 additionally receives profile package information 1n a
transmittable unit, combines the profile package information
in a transmittable unit 1n an encryptable unit, and decodes
the combined information. The eUICC 220 combines the
decoded imnformation on the profile and the remaining profile
package information stored in the bufler and identifies the
proflle package information in an installable unit. The
cUICC 220 preferentially mstalls the profile package infor-
mation in an 1nstallable unit and stores the remaining profile
package information in the builer.

Further, the Profile Package TLV can include the NAA
application 1tself. In this case, the eUICC 220 can determine

whether a previously-stored NAA application 1s used or an
NAA application included 1n the Profile TLV 1s used. As an
example, when an NAA application 1s included in the Profile
Package TLV, the eUICC 220 can preferentially use the
corresponding NAA application. As another example, the
Profile TLV can include 1dentifier information by which the

NAA application can be selected, and the eUICC 220 can
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determine whether the NAA application included in the
Profile TLV 1s used or the previously-stored NAA applica-
tion 1s used, using the value.

Further, the eUICC 220 can perform additional Person-
alization using an additional TLV value 1n the Profile Pack- 5
age TLV. As an example, the eUICC 220 can configure a PIN
value and a PUK value using data within the Profile Package
TLV.

FIG. 3 1illustrates a process of transmitting a Profile
Package TLV according to an embodiment of the present 10
disclosure. First, the Profile Package TLV can be generated
in the profile server. For convenience, the size of data of the
Profile Package TLV 1is called N. As an example, N can be
several hundreds of kBytes. Thereatfter, the profile server can
encrypt the Profile Package TLV using the Profile Provi- 15
sioning Credential, and include a signature value for an
integrity check if necessary. In general, the size of encrypted
data can be equal to or slightly larger than the size of plain
text data. At this time, 1t 1s assumed 1n the present embodi-
ment that the sizes are equal to each other. Thereafter, the PP 20
transmits the encrypted Profile Package TLV to the PM.
Therealter, data i1s safely transmitted between the profile
server and the eUICC using encryption communication
using the PMC credential between the eUICC and the PM.
FIG. 3 illustrates this process as a PM tunnel. The eUICC 25
can store the Profile Package TLV 1n a storage place for
storing the encrypted Profile Package TLV. For convenience,
this 1s called eUICC buller 1. The size of the eUICC buitler]
1s minimally equal to or larger than N. Thereatter, the eUICC
decodes the Profile Package TLV, and then stores a plain text 30
Profile Package TLV 1n a temporary storage place. For
convenience, the storage place 1s called eUICC bufler 2. The
size of the eUICC bufler2 1s minimally equal to or larger
than N. Thereafter, the eUICC can install a Profile in the
Profile Container using the plain text Profile Package TLV. 35

Since the above-described method completely transmits
the entire Profile data to the eUICC and then decodes the
Profile data, 1t can be 1dentified that a bufller storage place
having the size larger than twice that of the storage place 1s
necessary in addition to the storage place. Further, even 40
when there 1s an error in the plain text Profile Package TLV
data, the eUICC can discover the error only after the entire
data 1s transmitted to the eUICC and 1s then decoded, so that
much 1inconvenience 1s predicted. As an example, a time of
several minutes 1s consumed to transmit the profile data to 45
the eUICC, and when the profile 1s downloaded, even if
there 1s an error in the corresponding Profile Package TLV,

a time of several minutes 1s consumed to discover the error
and transmit an error message by the eUICC.

FI1G. 4 illustrates a method of dividing and transmitting a 50
profile package according to an embodiment of the present
disclosure. Referring to FIG. 4, the Profile Package TLV can
be generated 1n the profile server. For convemence, the size
of data of the Profile Package TLV 1s called N. As an
example, N can be several hundreds of Kbytes. 55

The profile server can divide the Profile Package TLV nto
m parts to generate m Profile Package TLVs, and encrypt
cach of them using the Profile Provisioning Credential.
When dividing the profile package into m parts, the profile
server can divide the profile package into information 1 a 60
unit installable 1n the eUICC. The profile server can encrypt
the profile package, which has been divided into m pieces of
installable information, in a transmittable unit. For conve-
nience, the size of data of the encrypted and divided Profile
Package TLV 1s called n. As an example, when N 1s 100 65
Kbytes and m 1s 10, n can be 10 Kbytes. Thereatfter, the PP

can transmit the m encrypted and divided Profile Package
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TLVs to the PM. Then, the profile server can transmit the
encrypted and divided Profile Package TLVs to the eUICC

one by one or can transmit the Profile Package TLVs
together. When the Profile Package TLVs are transmitted
one by one, the size of the eUICC bufler 1 for storing the
encrypted Profile Package TLVs should be minimally equal

to or larger than n. Thereaiter, the eUICC decodes the Profile
Package TLV, and then stores a plain text Profile Package
TLV 1n a temporary storing place. For convenience, the
storage place 1s called eUICC bufller 2. Thereafter, the
cUICC acquires information on the divided plain text Profile
Package TLV. Thereafter, the eUICC can 1nstall a part of the
entire profiles using information on the divided Profile
Package TLVs, or can install the profiles after the divided
Profile Package TLVs are merged with each other to gen-
crate one Profile Package TLV. The eUICC can receive
profile package information divided 1n a transmittable unait,
and combine the divided profile package information in an
encrytable unit. The eUICC can decode the information
combined 1n an encryptable unit. When the profile package
information in an installable unit 1s included as a result of
decoding the profile package information combined in an
encryptable unit, the eUICC can install the profile package
information in an installable unit. Remaining information
excluding the profile package information in an installable
unmit can be stored in the bufler. The eUICC additionally
receives profile package information, divided in a transmit-
table unit, and combines and decodes the additionally-
received information 1n an encryptable unit as above. The
cUICC can combine the decoded profile package informa-
tion and the remaining information stored in the bufler and
identily the combined information as information in an
installable umt. The eUICC starts to install the profile
package information in an installable unit and stores the
remaining profile package information in the bufler. After
receiving the divided profile information, the eUICC verifies
the TLV information after receiving the imnformation on the
divided profiles. When an error i1s discovered in the TLV
information, the eUICC can select the entire Profile Package
TLVs or some of the divided Profile Package TLVs among
the entire Profile Package TLVs and request retransmission
thereof. As an example, such a method of venifying a TLV
can i1nclude the following methods:
When an unrecognized tag 1s included, 1t 1s recognized
that there 1s an error:;
When a Value area 1s short or large as compared with the
size of Length, 1t 1s recogmzed that there 1s an error;
When a range of Value corresponds to an unrecognized
value, 1t 1s recognized that there i1s an error.
Meanwhile, as illustrated in FIG. 4, when the Profile
Package TLV 1s divided and transmitted, the size of the
cUICC bufler 1 can be reduced as compared with a case
where the Profile Package TLV 1s transmitted while being

not divided as illustrated in FIG. 3. As an example, when
m=10, the size of the eUICC bufler 1 can be reduced to Vio.

As 1llustrated in FI1G. 4, when the Profile Package TLV 1s
divided and transmitted, the eUICC should be able to
recognize that the corresponding Profile Package TLV 1s
divided and be able to recognize the number by which the
Profile Package TLV 1s divided and an ordinal sequence of
the divided Profile Package TLV.

Referring to Table 1-2, in order to express information on
the divided Profile Package TLVs, 1n an embodiment of the
present disclosure, a Split Number TLV and a Split Total
Number TLV can be optionally added to a Value part of the
Profile Package TLV.
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The Split Number TLV mmplies the total number of the
divided Profile Package TLVs (m value 1in FIG. 4), and the
Split Number TLV indicates an ordinal sequence of a
specific divided Profile Package TLV including the corre-
sponding Split Number TLV from among the entire divided
Profile Package TLVs. When receiving the Split Number
TLV and the Split Total Number TLV, the eUICC can
recognize the same as the divided Profile Package TLVs and
process the same in the method of FIG. 4.

As an example, the eUICC can decode the encrypted and
divided Profile Package TLV, identily the Split Number TLV
within the divided Profile Package TLYV, store the 1dentified
Split Number TLV 1n the eUICC bufler 2, store the plurality
of divided Profile Package TLVs 1n the eUICC bufler 2, and
then merge them into the Profile Package TLV before the
dividing. The merging can include the following schemes:

Data contents can be simply and continuously attached to

each other;

Data contents can be simply and continuously attached to

cach other 1n an order of the Split Number TLYV.

As an example, the eUICC should recerve the m entire
divided Profile Package TLVs (i.e., when the Split Total
Number 1s m). At this time, when some of the divided Profile
Package TLVs are not received, the eUICC can request
retransmission of the corresponding TLV data to the PM.

TABLE 1-2

M/O/
Name C Tag Length  Value
Split Number O TBD TBD
Split Total Number O TBD TBD

FI1G. 5 1llustrates a method of transmitting divided profile
packages according to an embodiment of the present dis-
closure. rst, referring to 310 1n FIG. 5, as represented 1n
Table 1-2, the division number (Split Total Number TLV) of
the entire Profile Package TLV and the Split Order numbers
indicating ordinal sequences of the divided Profile Package
TLVs are included 1n the Profile Package TLV, and can be
transmitted to the eUICC using the APDU message. It 1s
possible that the division number and the Split order num-
bers are slightly changed and transmitted 1n a form of not the
APDU message but another message. For example, TLV
data can be transmitted using an HT'TPS protocol using BIP
communication.

Referring to 520 1 FIG. 5, the division number (Split
Total Number TLV) of the entire Profile Package TLVs and
the Split Order Numbers indicating ordinal sequences of the
Profile Package TLVs are not included in the Profile Package
TLV, and the corresponding information can be transmitted
together with the divided Profile Package TLVs while being,
included 1n a message for transmitting the Profile Package
TLV. As an example, when the APDU command 1s used, the
information can be transmitted while the Split Order Num-
ber and the Split Total Number are included 1n a P1 byte and
a P2 byte, respectively. As another example, 1t 1s possible
that the division number and the Split order numbers are
transmitted 1n a form of not the APDU message but another
message. For example, when the TLV data 1s transmitted
using the HT'TPS protocol using the BIP communication
while being included i1n the HTTP message, the division
information can be transmitted together with the TLV.

When the profile 1s completely installed, the eUICC can
store one or more profiles. At this time, when a specific
profile 1s activated, a mobile communication function can be
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used by a mobile communication UE having the eUICC
mounted thereto, using the corresponding profile.

FIG. 6 1llustrates a process of generating and encrypting
a proflle package according to an embodiment of the present
disclosure.

Referring to FIG. 6, reference numeral 610 corresponds to
a prolile package. Reference numeral 620 corresponds to a
set of profile package information divided in an installable
unit. In FIG. 6, the profile package 610 can be divided into
S pieces of profile package information 1n an 1nstallable unit.
A profile server can divide the profile package 610 into
profile package information in an installable unit. Profile
package information 621, 622, 623, 624, and 625 i an
installable unit can be 1nstalled 1n the eUICC independently
of other divided profile package information, respectively.
For example, when the eUICC receives the entirety of the
profile package mformation 621 and a part of the profile
package information 622, the eUICC can 1nstall the profile
package iformation 621 1n an installable unit regardless of
unreceived remaining information of the profile package
information 622.

In FIG. 6, reference numeral 630 1s a set of profile
package information 631, 632 and 633 configured 1n an
encryptable unit. The profile package information i1n an
encryptable unit can be configured by a combination of
proflle package information divided in an installable unait.
For example, the profile package mformation 631 i1n an
encryptable unit can include the entirety of the profile
package information 621 and a part of the profile package
information 622 from among the profile package iforma-
tion 1n an installable unit. The profile package information
632 1n an encryptable unit can include remaining informa-
tion not included in the profile package information 631
from among the profile package information 622 from
among the profile package information 1n an installable unit
and can include the entirety of the profile package informa-
tion 623 and a part of the profile package information 624.
The profile package information 633 in an encryptable unit
can 1nclude remaining information not included in the
proflle package information 632 from among the profile
package information 624 from among the profile package
information 1n an installable unit and can include the entirety
of the profile package information 623.

The profile server can encrypt and transmit the profile
package information 631, 632, and 633 in an encryptable
umt. The profile server can encrypt each profile package
information 1n an encryptable umit and transmit the
encrypted profile package information to the electronic
device including the eUICC.

The electronic device can receive the profile package
information 631, 632 and 633 transmitted in an encryptable
unit. The electronic device can divide, 1n a transmittable
unit, the recerved profile package information 631, 632, and
633 1n an encryptable unit, and transmit the divided profile
package imnformation to the eUICC. The eUICC can combine
the profile package information divided in a transmittable
umt to information i an encryptable unit. That 1s, the
eUICC can combine the profile package information divided
in a transmittable unit to the profile package information
631, 632, and 633, respectively. When the profile package
information 631, 632 and 633 has been encrypted, the
cUICC can decode the profile package information 631, 632
and 633. The eUICC can identily/combine the decoded
information as/to the profile package information in an
installable unit. When there 1s the profile package informa-
tion 621, 622, 623, 624, and 625 1n an installable unit, the

cUICC can start to preferentially install the acquired profile
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package information in an installable unit. The eUICC can
decode the entirety of the profile package information 621 1n
an installable unit and a part of the profile package infor-
mation 622 in an installable unait.

For example, when the profile package information 631 in
an encryptable unit 1s decoded, the eUICC can install
information corresponding to the profile package informa-
tion 621 from among the profile package information 1n an
installable unmit. Since the entirety of the profile package
information 622 1s not acquired and only a part of the profile
package information 1n an installable unit 1s acquired, the
cUICC can store, 1n the buller, information corresponding to
the profile package information 622 from among the
decoded information. Next, the eUICC can decode the
profile package imnformation 632. When the profile package
information 632 1s decoded, information not included 1n the
profille package mmformation 631 from among the profile
package information 622, the entirety of the profile package
information 623, and a part of the profile package informa-
tion 624 can be decoded. The eUICC can acquire the entirety
of the profile package information 622 and the entirety of the
profile package information 623 by combining a part of the
profile package mnformation 622 stored in the bufler and a
part of the profile package information 622 acquired through
the decoding. Since the entirety of the profile package
information 622 and the entirety of the profile package
information 623 are acquired, the eUICC can 1nstall the
profile package information 622 and 623. Since the entirety
of the profile package information 624 1s not acquired, a part
of the profile package information 624 acquired through
decoding profile package information 634 can be stored 1n
the bufler. In this way, the eUICC can receive information
divided and transmitted 1n a transmittable unit, combine and
decode the received information to information in an
encryptable umt, and identify/combine the decoded infor-
mation as/to information 1n an installable unit, thereby
installing a profile package.

FIG. 7 illustrates a method of transmitting and installing
a profile package according to an embodiment of the present
disclosure. In FIG. 7, a UE 1s an embodiment of an elec-
tronic device mcluding an eUICC or a UICC. In FIG. 7, the
UE corresponds to a UE including an eUICC or a UICC. The
following operation can be performed by the UICC or the
cUICC of the UE.

In operation 730, a profile server 710 can generate a
profile package. The profile package can be a profile pack-
age having a TLV form. A structure of the profile package 1n
an embodiment of FIG. 7 will be described with reference to
FIG. 6. The profile server 710 can generate profile package
information 621, 622, 623, 624 and 625 in an 1installable
unit. The profile server 710 can divide the generated profile
package mformation in an installable unit, and can division-
ally generate the profile package information 1n an 1nstall-
able unit when generating the profile package information.

In operation 735, the profile server can reconfigure the
profile package information 1n an installable unit as profile
package information in an encryptable unit. The profile
package information 631, 632, and 633 1n an encryptable
unit can be configured by a combination of profile package
information divided 1n an installable unit. The profile server
710 can encrypt and transmit the profile package informa-
tion 631, 632, and 633 1n a transmittable unit. The profile
server can encrypt each of the profile package imnformation
631, 632, and 633 1n an encryptable unait.

In operation 740, the profile server 710 can transmit the
profile package information to a UE 720. The profile server
710 can configure and transmit the encrypted profile pack-
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age mformation 631, 632 and 633 to an eUICC of the UE
720 1n a transmittable unit, in the UE 720. When the entirety
ol the profile package information 1s configured by m pieces
ol transmittable profile package imnformation, operation 740
can be performed until the entirety of m pieces of profile
package mformation 1n an encryptable unit 1s transmitted.

The UE 720 can receive profile package information. The

proflle package information can be encrypted. The UE 720

can transmit the received profile package information to the

eUICC of the UE 720. The UE can divide, 1in a transmittable
unit, the encrypted profile package information 631, 632,
and 633, and transmit the divided profile package informa-
tion to the eUICC.

The eUICC can combine the profile package information
divided 1n a transmittable unit and configure profile package

information in an encryptable unait.
In operation 743, the eUICC of the UE can decode the

encrypted profile package information 631, 632, and 633. In
order to 1nstall a profile 1n the eUICC, the profile server and
the UE 720 or the eUICC can perform a mutual authenti-
cation process lor key agreement. The profile package
information can include a parameter necessary for generat-
ing an encryption key used to decode the profile package
information encrypted by the eUICC. The eUICC can
extract a parameter necessary for generating an encryption
key from the profile package information, generate the
encryption key on the basis of the extracted parameter, and
then perform a decoding operation using the generated
encryption key.

When the received profile package information 631 1s
decoded, the entirety of the profile package information 621
in an 1installable umt and a part of the profile package
information in an installable unit can be decoded. In opera-
tion 750, the UE 720 can process the profile package
information in an installable unit using the decoded infor-
mation. When acquiring the profile package information in
an 1nstallable unit, the UE can 1nstall the acquired profile
package information in an installable unit. For example,
when the profile package information 631 1n an encryptable
unit 1s recetved and decoded, the eUICC can 1nstall infor-
mation corresponding to the profile package information 621
from among the profile package information 1n an 1nstallable
unit. The eUICC can store information corresponding to the
profile package information from among the decoded infor-
mation 1n the builer.

In operation 755, the UE 720 can determine whether the
profile package information 1s completely installed. When
the 1nstallation 1s not completely performed, the process can
proceed to operations 740, 745 and 750. The process can
proceed to operation 740 when the profile package infor-
mation 1s not completely received, proceed to operation 743
when the profile package information i1s not completely
decoded, and proceed to operation 750 when the profile
package information 1s completely recerved and decoded but
1s not completely installed. Meanwhile, when there 1s an
error 1n the received profile package information, the UE can
request the profile server 710 to retransmit the correspond-
ing information. In an embodiment of the present disclosure,
since the profile server 710 divisionally transmits the profile
package imformation in a transmittable unit, the profile
server 710 can retransmit only profile package information
in which an error has occurred and not the entirety of the
profile package information when there 1s an error 1n specific
information.

When the profile package information 1s completely
installed, the UE 720 can terminate an installation related
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operation. In operation 760, the UE can transmit, to the
profile server 710, a profile package 1nstallation completion

IMCSSALC.

FIG. 8 1llustrates a method of activating a profile after
selecting the profile, and a file structure of the profile. 5

Referring to FIG. 8, an individual profile can be installed
in an eUICC platform. At this time, the file structure of the
individual profile can include one MF file. The eUICC
plattorm can make a selection to show one profile from
among a plurality of profiles by a UE. The eUICC platiorm,
one of the profiles. When a
profile 1s selected by the UE, the eUICC can immediately
perform a command received from the UE. Otherwise, when

a UE, or an SM-SR can select

U

a profile 1s selected by the U.

=, the eUICC can venly a
signature value and perform a command received from the
UE without immediately performing the command. Such a
signature value can be processed the following scheme:
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In case of signature value using symmetric key, verily
signature value using symmetric key;

In case of signature value using private key of RSA

In case of |

ECC aut]

10

el

—

CC.

15

Item

CardProfile
Header
Template Information

Template Version

SIMCardProfileReterence
MobileCountryCode
MobileNetworkCode

CardBody
MF_ DF

File

File

Name

Type

ADF

File
File
EF

File

Name

Type

Name

Card Management
Authentication

Autl

nentication3G

Autl

hentication3GAlgorithm

Authentication3GSegNb

Authentication3GFreshness Test

Authentication3GAgeLimitTest

Authentication3GWrap Around
Protection

Authentication3GDeltaValue

Authentication3G__I. Value

TABL

L1
N

Function

This section describes all the
attributes that will capture
details about the skeleton

Reference according to which
skeleton version this file has

been produce.
Value: 1.0

Profile reference information
MobileCountryCode
MobileNetworkCode

Name of the MF or DF

ENUM value: 00’ for MF,
‘11’ for DF

Name of the ADF.

ENUM value: 00° for USIM

Name of the EF

Defines the requirements
needed for authentication

Authentication Algorithm:
ENUM value: ‘00” for
MILENAGE, ‘01’ for TUAK
Sequence number linked to
the Authentication activated
or not according to TS 33.102
Defines if the freshness test is
activated or not according to
TS 33.102

Defines if age limit test 1s set
or not according to TS 33.102
Defines if protection against
wrap around is set or not
according to TS 33.102

Value of Delta for wrap
around according to TS
33.102

Value of L for age limit
according to TS 33.102

Status

< <

<K

< W~

O/R

O/R

< <

O/R
O/R

Iable 5 describes contents of a profile package. T

proflle package can include the enfirety or a part of t.
contents of Table 5.

Value
Type

Variable
String

3 INT
3 INT

Variable
String
ENUM

Variable
String
ENUM

Variable
String

ENUM

Boolean
(Y or N)

Boolean
(Y or N)

Boolean
(Y or N)

Boolean
(Y or N)

Variable
Hex

Variable
Hex

authentication certificate, verity signature value using
RSA public key;
HCDSA signature value using private key of
_ nentication certificate, verily
ture using public key of ECC authentication certificate.
Meanwhile, a format of the profile stored in the PP can
have the following structure. The corresponding format can
be converted into a form of the Profile Package TLV or a
Remote APDU 1n order to download the profile to the

HCDSA signa-

1C

1C



US 10,609,549 B2

25 26
TABLE 5-continued
Value
[tem Function Status  Type
Authentication3G__SQN__Index Length of SQN Array C Variable
according to 33.102 (default: Hex
32)
Authentication3GRESLength Value of the RES length for C ENUM
TUAK
ENUM value: ‘00’ for 64, 01’
for 128 bits
Authentication3G__Ri_ Ci_ Value MNO Specific configurations C ENUM
Type for MILENAGE
ENUM value: “00° for default
Ri and Ci values according to
TS 35.206, ‘01’ for MNO
Specific Ri and Ci1 values
Authentication3G__R1 MNO Specific rl value O INT
Authentication3G_ R2 MNO Specific 12 value O INT
Authentication3G__R3 MNO Specific 13 value O INT
Authentication3G_ R4 MNO Specific 4 value O INT
Authentication3G__R5 MNO Specific 15 value O INT
Authentication3G_ Ci MNO Specific c1 values O 80 Hex
Values: concatenation with
cl, ¢2, ¢3, ¢4 and ¢5 1 Hex
format
Authentication3G__ TUAK Iteration Number of iterations of O INT
Keccak permutation
according to TS 35.231
Authentication3G__ K 128 bit for MILENAGE or M 16 Hex
TUAK
Authentication3G_ OP MILENAGE OP, according to  C 16 Hex
3GPP TS 35.206
Authentication3G_ OPc MILENAGE OPc, according C 16 Hex
to 3GPP TS 35.206
Authentication3G_ TOP TUAK TOP, according to C 32 Hex
3GPP TS 35.231
Authentication3G_ TOPc TUAK TOPc, according to C 32 Hex
3GPP TS 35.231
Applications To capture details about the M
applications installed on the
card, AID structure, applet
status.
REFM application O/R
TAR Toolkit application reference M 3 Hex
RAM application O/R
TAR Toolkit application reference M 3 Hex
Applets
Note:

Parameters should be further categorized and added mto this table to fully describe a profile.

Note:
Values for Status (M: Mandatory, O: Optional, C: Conditional, R: Repeatable).

The profile can include the type of a separate NAA
algorithm, a parameter of the NAA algorithm, and an NAA
Key value (e.g., K for USIM and K for SIM) according to
each AMF wvalue. In this case, the eUICC can execute an
NAA application program to correspond to the type of a
separate NAA algorithm, a parameter of the NAA algorithm,
and an NAA Key value (e.g., K for USIM and K for SIM)
according to each AMF value.

FIG. 9 illustrates an AKA authentication process for
performing authentication of USIM within an eSIM profile.

The AKA authentication process can be performed when
an NAA 1nstalled in the profile corresponds to a USIM.

The NAA can be transmitted while being included 1n the
profile or can previously exist in the eUICC platiorm.

When the NAA 1s included 1n the profile, the correspond-
ing NAA does not implement an {1 function, an 12 function,
an f3 function, and an {4 function of FIG. 9, and can be

50

55

60

65

implemented to call a function implemented in the eUICC

il

plattorm. Further, when calling the {1 function, the 12
function, the {3 function, and {4 function, the eUICC can
select and use a parameter corresponding to the AMF field
transmitted from the UE. For example, the eUICC can select
and use an authentication encryption key (K) value accord-
ing to the AMF value. As another example, the eUICC can
use different authentication algorithm configuration values
(e.g.,rl-r5, cl-c3, etc. of an MILENAGE algorithm) accord-
ing to the AMF value.

In FIG. 9, a logic for venifying whether the SQN 1s
included 1n a correct range can be downloaded while being
included 1n profile information. The corresponding logic can
be mncluded in the NAA application program excluding the
f1 function, the {2 function, the {3 function, and the 14
function.
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FIGS. 10 to 13 illustrate an operation of transmitting
profile information according to an additional embodiment
of the present disclosure.

Referring to FIG. 10, first, the profile server can configure
information constituting the Profile 1n a Profile Package TLV
form. The profile server can configure profile package
information by dividing the profile package information 1n
an 1nstallable unat.

The Profile Package TLV includes information by which
the profile can be 1nstalled in the eUICC after being trans-
mitted to the eUICC of the UE.

The profile server can include the Profile Package TLV in
a message having an APDU form. In general, data which can
be included in the APDU has maximally the size of 255
bytes, and the Profile Package TLV has the size of several
tens of kBytes to several hundreds of Kbytes. Thus, when
the Profile Package TLV 1s included 1n the APDU, the Profile
Package TLV 1s included 1n the individual APDU in a state
in which the Profile Package TLV 1s divided. The APDU can
be a transmittable unit for the profile package.

The divided APDU can be encrypted 1in a transmission
process or a previous step. The profile service can encrypt
the profile package information 1n a transmittable unit, and
then include the encrypted profile package immformation in
the APDU. The profile server can transmit the encrypted
APDU or the APDU including the encrypted profile package
information from the PP to the PM. At thus time, data can be
additionally protected using a communication channel secu-
rity scheme such as VPN and IPSEC. Further, the PP can
perform a mutual authentication process with the eUICC
before transmitting APDU data to the PM. Such a mutual
authentication process will be as follow:

Perform authentication on basis of ECC authentication

certificate;

Generate symmetric key through ECKA process on basis
of ECC authentication certificate and then perform
authentication on basis of generated symmetric key;

Perform mutual authentication on basis of RSA authen-
tication certificate;

When performing mutual authentication on basis of RSA
authentication certificate, generate symmetric key and
then perform authentication on basis of generated sym-
metric key;

Encrypt generated symmetric key on basis of RSA authen-
tication certificate, transmit encrypted symmetric key,
and then perform mutual authentication on basis of
mutual key, by PP.

The profile server can generate a TLS communication
channel through TLS handshaking with the eUICC. Such
TLS handshaking can be performed using the RSA authen-
tication certificate or a previously-stored symmetric key.

The profile server can transmit the encrypted Profile
Package TLV or the divided and encrypted Profile Package
TLV to the UE using the TLS communication channel in a
state 1n which the Profile Package TLV 1s included in the
HTTP message. At this time, the implementation that the
Profile Package TLV 1s transmitted while being included 1n
the HITP message merely corresponds to an example of
implementation, and the Profile Package TLV can be trans-
mitted while being included 1n another communication
protocol.

For example, the Profile Package TLV can be transmitted
to a MODEM unit of the UE. The MODEM umnit of the UE
can transmit a received IP packet to the eUICC 1n a state 1n
which the IP packet 1s included mm a TERMINAL
RESPONSE APDU message. To this end, the profile server

can generate a Bearer Independent Protocol channel with the
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cUICC using an SMS message 1n advance. The SMS mes-
sage can 1nclude an encrypted PUSH ADPU command. The
SMS message can be transmitted from the MODEM unit of
the UE to the eUICC while being included in ENVELOPE
APDU, and a PUSH APDU command can be processed after
the encrypted PUSH APDU command within the SMS
message mcluded 1n the ENVELOPE message 1s decoded.

The eUICC can generate a BIP channel using an OPEN
CHANNEL Proactive command after processing the PUSH
APDU. The TERMINAL RESPONSE can be an APDU
command by which an IP packet stored in a reception buller
of the MODEM unit of the UE can be transmitted to the
eUICC. At this time, the TERMINAL RESPONSE can be a
RECEIVE DATA Proactive command transmitted from the
cUICC. In general, since the size of data in TERMINAL
RESPONSE APDU 1s within 255 bytes, TERMINAL

RESPONSE APDU can be transmitted several times in order
to transmit data having a size larger than 255 bytes.

The eUICC can immediately process the data transmatted
by receiving the TERMINAL RESPONSE, and process

received data together after receiving a plurality of TER-

MINAL RESPONSESs. In detail, the HI'TP message can be
restored by aggregating data included in the plurality of

TERMINAL RESPONSEs. When the HT'TP 1s restored, the
eUICC extracts encrypted APDU commands 1n the body text
of the HT'TP message using an AID value or a TAR value 1n
a header area, and then transmits the encrypted APDU
command to a Security Domain, a Profile Domain, or an
Application corresponding to the AID value or the TAR
value. Then, the Security Domain (or the Profile Domain or
the Application) can decode and then process the encrypted

APDU command.

When the encrypted APDU message 1s included in the
HTTP message, 11 a user wants to express the encrypted
APDU message 1n a STRING form, the user can use the

following schemes:

Convert value, obtained by transforming APDU binary
data 1in hexadecimal form, into character string: In this
case, 1 byte of hexadecimal data 1s converted 1nto two
characters, the size of data included in a final http

message can be increased two times;

APDU binary data 1s Base-64-encoded to be converted
into character string: In this case, the size of data can
be increased by about 33%.

As above, when the APDU command 1s converted 1n a
STRING form and i1s transmitted, an amount of messages
transmitted between the Terminal and the eUICC 1s
increased two times, thereby greatly increasing a time period
during which the profile 1s downloaded. Thus, 1t can be
preferred that the APDU command 1s not converted into a
character string and 1s transmitted 1n a binary data form.

The eUICC decodes the received APDU. When profile
package information 1n an installable unit 1s included as a
result of the decoding, the eUICC can install the profile
package information in an installable unit. Remaining infor-
mation excluding the information on the profile package in
an stallable unit can be stored 1n the bufler. The eUICC can
additionally receive the APDU, and decode the APDU. The
cUICC can 1nstall the profile package information in an
installable unit using the decoded information of the
received APDU in addition to the remaining data stored in
the buller.

Referring to FI1G. 11, first, the profile server can configure
information constituting the Profile 1n a Profile Package TLV

form.
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The Profile Package TLV includes information by which
the profile can be installed in the eUICC after being trans-
mitted to the eUICC.

The profile server can encrypt the Profile Package TLV as
it 1s. Otherwise, the PP can divide the Profile Package TLV
into several parts and then encrypt the same. The profile
server can divide a profile package TLV 1nto profile package
information 1n an installable unit and/or a transmaittable unat,
and encrypt the divided profile package information.

The PP can transmit the encrypted Profile Package TLV to
the PM. At thus time, data can be additionally protected using,
a communication channel security scheme such as VPN and
IPSEC. Further, the PP can perform a mutual authentication
process with the eUICC before transmitting the encrypted
Profile Package TLV to the PM. Such a mutual authentica-
tion process will be as follow:

Perform authentication on basis
certificate;

Generate symmetric key through ECKA process on basis
of ECC authentication certificate; and then perform
authentication on basis of generated symmetric key;

Perform mutual authentication using RSA authentication
certificate;

When performing mutual authentication on basis of RSA
authentication certificate, generate symmetric key, and
then perform authentication on basis of generated sym-
metric key;

Encrypt generated symmetric key using RSA authentica-
tion certificate, transmit encrypted symmetric key, and
perform mutual authentication using transmitted sym-
metric key, by PP.

The PM can generate a TLS communication channel
through TLS handshaking together with the eUICC. Such
TLS handshaking can be performed using the RSA authen-
tication certificate or a previously-stored symmetric key.

The profile server can include one APDU message or a
plurality of APDU messages in the HI'TP message, and
transmit the HTTP message to the UE using the TLS
communication channel. For example, the Profile Package
TLV can be transmitted to a MODEM umit of the UE. The
MODEM unit of the UE can transmit a received IP packet
to the eUICC 1n a state 1n which the IP packet 1s included in
a TERMINAL RESPONSE APDU message. To this end, the
PM can generate a Bearer Independent Protocol channel
with the eUICC using an SMS message imn advance. The
SMS message can include an encrypted PUSH ADPU
command. The SMS message can be transmitted from the
MODEM unit of the UE to the eUICC while being included
in ENVELOPE APDU, and a PUSH APDU command can
be processed after the encrypted PUSH APDU command
within the SMS message included 1n the ENVELOPE mes-
sage 15 decoded. The eUICC can generate a BIP channel
using an OPEN CHANNEL Proactive command after pro-
cessing the PUSH APDU. The TERMINAL RESPONSE
can be an APDU command by which an IP packet stored 1n
a reception bufler of the MODEM unit of the UE can be
transmitted to the eUICC. At this time, the TERMINAL
RESPONSE can be a RECEIVE DATA Proactive command
transmitted from the eUICC. In general, since the size of
data in TERMINAL RESPONSE APDU 1s within 255 bytes,
TERMINAL RESPONSE APDU can be transmitted several
times 1n order to transmit data having a size larger than 2535
bytes.

The eUICC can immediately process the data transmitted
by receiving the TERMINAL RESPONSE, and process
received data together after recerving a plurality of TER-
MINAL RESPONSESs. In detail, the HI'TP message can be
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restored by aggregating data included in the plurality of
TERMINAL RESPONSEs. When the HTTP 1s restored, the

cUICC can extract encrypted Profile Package TLV 1n the
body text of the HI'TP message using an AID value or a TAR
value 1n a header area, and then transmit the encrypted
Profile Package TLV command to a Security Domain, a
Profile Domain, or an Application corresponding to the AID
value or the TAR wvalue. Then, the Security Domain (or
Profile Domain or Application) can decode the encrypted

Profile Package TLV, and then install the profile using the
decoded Profile Package TL.

When the Profile Package TLV 1s included in the HTTP
message, 1 a user wants to express the Profile Package TLV

in a STRING form, the user can use the following schemes:

Convert value, obtained by transforming APDU binary
data 1n hexadecimal form, into character string: In this
case, 1 byte of hexadecimal data 1s converted 1nto two
characters, and thus, size of data finally included 1n http
message can be increased two times;

APDU binary data 1s Base64-encoded to be converted
into character string: In this case, size of data can be
increased by 33%.

As above, when the Profile Package TLV 1s converted 1n

a STRING form and 1s transmitted, an amount of messages
transmitted between the UE and the eUICC 1s increased two
times, thereby greatly increasing a time period during which
the profile 1s downloaded. Thus, 1t can be preferred that the
Profile Package TLV 1is not converted into a character string
and 1s transmitted 1n a binary data form.

Referring to FIG. 12, first, the profile server can configure
information constituting the Profile in an APDU form. The
APDU can be a transmittable unit of a profile package and
can include the profile package information 1n an installable
unit.

The PP can encrypt the APDU 1n a transmission process
or a previous step. The profile service can encrypt the profile
package information 1n a transmittable umit, and then include
the encrypted profile package information in the APDU. The
proflle server can transmit the encrypted APDU or the
APDU including the encrypted profile package information
from the PP to the PM. At this time, data can be additionally
protected using a communication channel security scheme
such as VPN and IPSEC. Further, the PP can perform a
mutual authentication process with the eUICC before trans-
mitting APDU data to the PM. Such a mutual authentication
process will be as follow:

Perform authentication on basis

certificate;

Generate symmetric key through ECKA process on basis
of ECC authentication certificate, and then perform
authentication on basis of generated symmetric key;

Perform mutual authentication using RSA authentication
certificate;

When performing mutual authentication on basis of RSA
authentication certificate, generate symmetric key, and
then perform authentication on basis of generated sym-
metric key;

Encrypt generated symmetric key using RSA authentica-
tion certificate, transmit encrypted symmetric key, and
then perform mutual authentication using transmitted
symmetric key, by PP.

The profile server can generate a TLS communication
channel through TLS handshaking together with the eUICC.
Such TLS handshaking can be performed using the RSA
authentication certificate or a previously-stored symmetric
key.

of E

ECC authentication
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The PM can transmit encrypted APDUSs to an AP of the
UE. When the PM directly communicates with the eUICC,
a probability that the communication succeeds can be low-
ered, and thus, data 1s stably downloaded to the AP of the UE
through high speed communication such as 3G communi-
cation or LTE communication, and the APDU message 1s
then transmitted from the AP of the UE to the eUICC via a
MODEM or directly.

In this case, since an ETSI TS 102.226 Remote Applica-
tion Management (RAM) application or a Remote File
Management (RFM) application cannot process the message
to be transmitted to the UE, a dedicated profile installation
application for processing the message recerved from the UE
and installing a file system and an application 1s separately

needed 1n the eUICC. For convenience, the APDU for

installing the profile can be a Profile Download message. A
header of the Profile Download message can include a CLA
byte, an INS byte, a P1 byte, and a P2 byte.

Further, the UE can transmait a Profile Download APDU or
another APDU message to the eUICC before transmitting
the APDU including the profile information, and transmit
the APDU to the eUICC in a state in which the APDU
includes mformation on which Security Domain or Profile
Domain or Application the APDU including the profile
information 1s processed by. Further, the APDU message can
transmit the profile using a logical channel of a value
different from O using the CLA byte even when another
application program exists 1n the eUICC.

Meanwhile, the UE can transmit the profile information to
the eUICC using the Profile Download APDU, and then
additionally transmit a separate APDU command to the
cUICC, thereby installing the profile.

In the above method, since the APDU 1s not transmitted
while being included 1n the HI'TP message, 1t 1s unnecessary
to convert the APDU command into a character string, and
since the APDU message having a binary form 1s directly
transmitted, an efliciency thereof 1s increased by 33%-100%.

Referring to FIG. 13, first, the profile server can generate
and then encrypt a Profile Package TLV including informa-
tion constituting the Profile. Further, the Profile Package

TLV can be encrypted 1n a state 1n which the Profile Package
TLV 1s divided 1 a specific size. The profile server can
divide and generate the generated profile package informa-
tion into a plurality of pieces of profile package information
in an installable unit. Further, the profile server can encrypt
the profile package imformation 1 an encryptable unit,
which includes the profile package information 1n an install-
able unit.

Further, the profile server can encrypt the Profile Package
TLV 1n a transmission process or a previous step.

The profile server can transmit the encrypted Profile
Package TLV from the PP to the PM. At this time, data can
be additionally protected using a communication channel
security scheme such as VPN and IPSEC. Further, the PP
can perform a mutual authentication process with the eUICC
before transmitting the Profile Package TLV to the PM. Such
a mutual authentication process will be as follow:

Perform authentication on basis of ECC authentication

certificate;

Generate symmetric key through ECKA process on
basis of ECC authentication certificate, and then
perform authentication on basis of generated sym-
metric key;

Perform mutual authentication using RSA authentication

certificate;
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When performing mutual authentication on basis of RSA
authentication certificate, generate symmetric key, and
then perform authentication on basis of generated sym-
metric key;

Encrypt generated symmetric key using RSA authentica-
tion certificate, transmit encrypted symmetric key, and
then perform mutual authentication using transmitted
symmetric key, by PP.

The profile server can transmit the encrypted Profile
Package TLV to an AP of the UE. At this time, the profile
server can transmit the Profile Package TLV 1n a state 1n
which the Profile Package TLV 1s divided into APDUs, or
can transmit the Profile Package TLV using an application
protocol. An example of the Application Protocol can cor-
respond to an HTTP protocol. When the profile server
directly communicates with the eUICC, a probability that
the communication succeeds can be lowered, and thus, data
1s stably downloaded to the AP of the UE through high speed
communication such as 3G communication or LTE commu-

nication, and the APDU message 1s then transmitted from
the AP of the UE to the eUICC via a MODEM or directly.

In this case, since an ETSI TS 102.226 Remote Applica-
tion Management (RAM) application or a Remote File
Management (RFM) application cannot process the message
to be transmitted to the UE, a dedicated profile installation
application for processing the message received from the UE
and mstalling a file system and an application 1s separately
needed in the eUICC. For convenience, the APDU {for
installing the profile can be a Profile Download message. A
header of the Profile Download message can include a CLA
byte, an INS byte, a P1 byte, and a P2 byte.

Further, the UE can transmit a Profile Download APDU or
another APDU message to the eUICC before transmitting
the APDU including the proﬁle information, and transmit
the APDU to the eUICC in a state in which the APDU
includes mformation on which Security Domain or Profile
Domain or Application the APDU including the profile
information 1s processed by. Further, the APDU message can
transmit the profile using a logical channel of a value
different from O using the CLA byte even when another
application program exists 1n the eUICC.

Meanwhile, the UE can transmit the profile information to
the eUICC using the Profile Download APDU, and then
additionally transmit a separate APDU command to the
cUICC, thereby installing the profile.

In the above method, since the APDU 1s not transmitted
while being included 1n the HT'TP message, 1t 1s unnecessary
to convert the APDU command into a character string, and
since the APDU message having a binary form 1s directly
transmitted, an efliciency thereof 1s increased by 33%-100%.

FIG. 14 illustrates a process of generating and installing
a profile of an eUICC according to an embodiment of the

present invention.
Retferring to FIG. 14, 1in operation 1450, a Mobile Net-

work Operator (MNQO) 1410 can request an SM-DP 1420 to
prepare a large amount of profiles before the profiles are
installed 1n a specific UE 1440. In operation 1455, the
SM-DP 1420 can generate and store a profile. At this time,
the SM-DP 1420 can previously generate the profiles, store
a profile ID (e.g., an ICCID), an IMSI, a K, and an OPc
value, and provide the same to the MNO 1410. Then, the
MNO 1410 can store the corresponding information even 1n
an MNO server. Thereafter, the MNO 1410 can request the
SM-DP 1420 to download one profile among the profiles to
the specific eUICC. In this case, the MNO 1410 can trans-
mit, to the SM-DP 1420, an FID value by which the specific
eUICC can be classified and a profile ID or an ICCID value
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by which the profile can be classified. Further, the MNO
1410 can update a data value or configuration information of
the MNO server to allow access of the UE 1440 which
requests a network access using the corresponding profile,
using IMSI, a K value, an OPc value stored in the MNO
server. The information transmitted by the MNO 1410 to the
SM-DP 1420 can be transmitted in a form of the HTTP

message or the SOAP message.

Thereafter, the SM-DP 1420 can 1install the profile in the
cUICC through the process of downloading a profile as
described 1n each embodiment of the present disclosure. The
profile package can be transmitted to the UE 1440 on the
basis of operation 1460 and operation 1465. The eUICC of
the UE can install the received profile package. The above
method 1s stmilar to a procedure of previously preparing the
existing UICC card by allowing the MNO 1410 to order the
existing UICC card from an SIM manufacturer and provid-
ing the UICC card to a customer, thereby providing a
service. Meanwhile, unlike a physical SIM, an eSIM Profile
can be remotely downloaded, and thus, it can be eflicient to
not previously mass-product a profile and transmit informa-
tion in real-time. For example, when the MNO 1410 should
interwork with a plurality of SM-DPs 1420, 1t 1s better that,
when the profile 1s downloaded to an individual eUICC as
illustrated 1n FIG. 15, the profile 1s produced by transmitting
necessary information, as compared with a case where
profiles are previously produced 1n a plurality of SM-DPs.

Referring to FIG. 15, in operation 1550, the MNO 1510
can transmit a Profile downloading request message to the
SM-DP 1520, and the Profile downloading request message
can 1nclude IMSI, a K value, and an OPc value 1n addition
to an EID and a profile ID (e.g., an ICCID).

In operation 1555, the SM-DP 1520 can generate a profile
in real-time or at a configured time using the information to
download the profile 1n real-time or at the configured time.
An example relating to the MNO server and the SM-DP
1520 can correspond to a case where the operating method
of FIG. 6 and the operating method of FIG. 7 are mixedly
used. As an example, the SM-DP 1520 can generate a profile
using the corresponding information and download the
profille when the Profile downloading request message
recetved from the MNO 1510 includes IMSI, a K value, and
an OPc value, identily whether there 1s a previously-gener-
ated profile corresponding to the ICCID or the profile ID
when the Profile downloading request message receirved
from the MNO does not include IMSI, a K value, and an OPc
value and includes only a EID value and an ICCID value,
and download a profile using the corresponding profile when
it 1s 1dentified that there i1s the profile. Thus, in preparation
tor the massive release of specific UEs, a profile 1s produced
and downloaded 1n advance, or else, the profile 1s down-
loaded 1n real-time. As above, two types of profile informa-
tion transfer schemes can be used independently of each
other, and can be selectively operated according to a situa-
tion. On the basis of operation 1560 and operation 1565, the
profile package can be transmitted to the UE 1540. The
cUICC of the UE 1540 can install the received profile
package.

FIGS. 16A and 16B 1illustrate a process of transmitting
and 1nstalling an eUICC profile according to another
embodiment of the present disclosure.

Referring to FIGS. 16A and 16B, in order to install a
profile, a profile server 1610 and a UE 1620 can be provided,
and an eUICC 1625, which i1s included 1n or can be coupled
to the UE, can be provided.

In operation 16350, the profile server 1610 can prepare a
profile package. The profile server 1610 can generate a
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proflle package. The profile package can have a TLV form.
The profile package having a TLV form can be named a
profile package TLV.

In operation 1655, the profile server 1610 can divide the
prepared profile package 1nto information in an installable
unit. The profile server 1610 can prepare a profile package,
divide the profile package information 1n an installable unat,
and can divisionally generate the profile package informa-
tion 1n an installable unit when generating the profile pack-
age. The mformation 1n an installable unit, which 1s 1nfor-
mation configured to be installed 1n the eUICC 1625 even
though the entire profile package 1s not transmitted to the
cUICC 16235 when the imnformation in an installable unit 1s
transmitted to the eUICC 16235, can imply a part of infor-
mation of the entire profile package.

In operation 1660, the profile server 1610 can configure,
in an encryptable unit, the information divided 1n an 1nstall-
able unit. The encryptable unit can be a predetermined size.
The profile server can reconfigure a profile package, con-
figured by m pieces of information 1n an installable unit, as
n pieces of information 1n an encryptable unit. The n and the
m can be equal to each other or can be diflerent from each
other. With regard to data generated during encrypting for
cach encryptable unit, an integrity guarantee data for an
encryptable unit can be added to data obtained by encrypting
an encryptable data. The integrity guarantee data can be a
Message Authentication Code.

In operation 1665, the profile server 1610 can encrypt the
information reconfigured in an encryptable unait.

In operation 1670, the profile server 1610 can transmit the
encrypted information 1 an encryptable unit to the elec-
tronic device 1620. The electronic device can download n
pieces of the encrypted information. The profile server 1610

can divide the encrypted information into information in a
transmittable unit and transmit the divided mformation to
the electronic device 1620. At this time, the transmittable
unit can correspond to a size 1n which the electronic device
having received the profile package can transmit the
received profile package to a UICC of the electronic device
1620.

In operation 1675, the electronic device 1620 can transmit
the received profile package information to the eUICC 1625
embedded therein or coupled thereto. The electronic device
1620 can divide the received information into information 1n
a transmittable umit and transmit the divided information to
the eUICC 1625. When the profile server 1610 divides and
transmits the information 1n a transmittable unit, the
received information can be transmitted to the eUICC 16235
as 1t 1s.

In operation 1680, the eUICC 1625 can receive the profile
package information divided and encrypted 1n a transmit-
table unit. The eUICC 1625 can combine the profile package
information, divided in a transmittable unit, in an encrypt-
able or decodable unit. The encryptable unit and the decod-
able unit can be 1dentical to each other. That 1s, the eUICC
1625 can decode the information divided 1n a transmittable
unmt by combining the information with the profile package
information 1n an encryptable unit before the division.

In operation 1685, the eUICC 1625 can decode the profile
package information, combined 1n an encryptable unit. In
order to install a profile 1n the eUICC 1625, the profile server
and the electronic device or the eUICC 1623 can perform a
mutual authentication process for key agreement. The pro-
file package information can include a parameter necessary
for generating an encryption key used to decode the profile
package information encrypted by the eUICC. The eUICC
can extract a parameter necessary for generating an encryp-
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tion key from the profile package information, generate the
encryption key on the basis of the extracted parameter, and
then perform a decoding operation using the generated

encryption key.
In operation 1690, the eUICC 1625 can identily the

decoded profile package information as information in an
installable unit and combine the 1dentified information. The
cUICC 1625 can decode the encrypted information and
combine the decoded information with the information

stored 1n the buller, thereby acquiring profile package infor-
mation 1n an installable unit.

In operation 1695, the eUICC 1625 stores, 1n the butler,

remaining information except for the profile package infor-
mation in an installable unit. The information stored in the

builer can be used for acquiring profile package information

in an 1installable unit by combing the information stored 1n
the bufller and information to be decoded later.

In operation 1697, the eUICC 16235 can start to install the
proflle package information in an installable unit. In the
above method, the eUICC 1625 can firstly start to install
profile package information earlier acquired 1n an 1nstallable
unit.

When a profile package 1s not completely installed, the
process proceeds to operation 16735 and repeats the above
operation. For example, when the electronic device 1620
receives n pieces of encrypted information from the profile
server 1610, the process can repeatedly perform operation
1675 to operation 1697 n times. Meanwhile, the eUICC
1625 can shorten a profile installation time by performing
operation 1675 to operation 1697 1n parallel. In operation
16775 to operation 1697, the eUICC 1625 receives the profile
package information divided mn a transmittable unit and
combines the received information to information i an
encryptable umt. The combined information 1 an encrypt-
able unit can be decoded and the profile can be 1nstalled for
cach installable umit. Even while operation 1673 to operation
1697 are performed, operation 1675 to operation 1697 with
regard to newly-recerved mformation can be performed in
parallel. That 1s, after operation 1675 to operation 1697 with
regard to specific kth information are performed, operation
1675 to operation 1697 with regard to (k+1)th information
can be performed. Further, while operation 1675 to opera-
tion 1697 with regard to specific kth information are per-
formed, operation 1675 to operation 1697 with regard to
(k+1)th mformation can be performed.

Meanwhile, an operation of the parallel process can be
controlled according to an amount of information stored 1n
the bufler. For example, when the amount of information
stored 1n the builer 1s equal to or larger than a predetermined
value, in the parallel process, a decoding operation 1s
terminated and the profile package information 1n an install-
able unit, which 1s being processed 1n the bufler, 1s prefer-
entially performed, so that a bufler value can be reduced.
When the bufler value 1s lowered, the decoding operation 1s
restarted, so that a system can be efliciently operated.
Without terminating the parallel process, a control can be
performed to make a decoding speed slower, and make an
installation speed for the profile package information in an
installable unit faster. The above operation can control the
parallel process as described above when the profile package
information 1n an installable unit, stored i1n the bufler,
exceeds a predetermined threshold value. That 1s, the decod-
ing operation 1s terminated or the decoding speed 1s made to
be slower until the bufler value (the amount of information
stored 1n the bufler) becomes equal to or lower than a
predetermined reference value.
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FIG. 17 illustrates a profile server according to an
embodiment of the present disclosure.

Referring to FIG. 17, a profile server 1700 can include a
transmission/reception unit 1710 that receives a signal from
another node or transmits a signal to another node, a
controller 1730 that controls an overall operation of the
profile server, and a storage unit 1720 that stores a profile
and information on the profile.

According to an embodiment of the present disclosure,
the controller 1730 can make a control to generate a profile
package, divide the profile package 1n a unit mstallable 1n a
UICC of an electronic device, reconfigure the divided profile
information 1n an encryptable unit, and transmit the recon-
figured profile information to the electronic device.

Further, the controller 1730 can make a control to encrypt
the profile information 1n an encryptable unait.

The profile package can be configured by n pieces of
profile information divided in an installable unit, and the n
pieces of profile information can be reconfigured as m pieces
of profile information in an encryptable unit. Further, the
profile package can have a TLV form.

The controller 1730 can control an operation of the profile
server according to an embodiment of the present disclosure
as described through FIGS. 1 to 15.

FIG. 18 1illustrates an electronic device according to an
embodiment of the present disclosure.

Retferring to FIG. 18, an electronic device 1800 can
include a transmission/reception unit 1810 that receives a
signal from another node and transmits a signal to another
node, and a controller that controls an overall operation of
the electronic device 1800. Further, the electronic device
1800 can include a UICC 1820 that downloads a profile from
a prolile server and installs the downloaded profile. The

controller 1830 can control an operation of the UICC 1820.

The electronic device 1800 can be a UE. The UICC 1820 can

include a processor or a controller for mstalling a profile 1n
the UICC.

The controller 1830 can make a control to receive first
profile information in an encryptable unit, which constitutes
a profile package, from the profile server, and transmit the
first profile mnformation in an encryptable unit to the UICC
of the electronic device. The processor can make a control
to decode the first profile information 1n an encryptable unit,
transmitted to the UICC, acquire first profile information in
an 1nstallable unit from the decoded profile information, and
install the acquired first profile information in an installable
unit.

Further, the processor can make a control to store, in a
bufler, remaining profile information excluding the profile
information in an installable umt from among the decoded
profile information.

Further, the processor can make a control to receive
second profile information in an encryptable unit, which
constitutes the profile package, from the profile server,
transmit the second profile information 1n an encryptable
unit to the UICC of the electronic device, decode the second
profile information 1n an encryptable unit, transmitted to the
UICC, acquire second profile information in an installable
unit on the basis of the remaining profile information stored
in the bufler and the decoded second profile information,
install the acquired second profile information in an 1nstall-
able unit, and store, 1n the bufler, remaining profile infor-
mation from among the second profile information 1 an
encryptable unit.

Further, the controller 1830 can make a control to divide
the first profile information 1n a transmittable unit and transit
the divided first profile mformation to the UICC. The
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processor can make a control to combine the mformation
divided 1n a transmittable unit to the first profile information
in an encryptable unit and decode the combined information.

The profile package can be configured by the profile
information in a unit istallable 1 the UICC, and the profile
information 1 an encryptable unit can be reconfigured as
profile information divided in a umit installable in the UICC.
The profile package can be encrypted according to each
profile information 1n a transmittable unit and transmitted
from the profile server to the electronic device. The profile
package can have a TLV form.

The controller 1830 can control an operation of the
clectronic device (or eUICC) according to an embodiment of
the present disclosure as described through FIGS. 1 to 16.
Further, the processor can control an operation of the eUICC
according to an embodiment of the present disclosure as
described through FIGS. 1 to 16.

The controller 1830 can control an operation of the
processor of the eUICC 1820 and can be implemented to
perform an operation of the processor.

In the above-described embodiment of the present disclo-
sure, components included in the present disclosure are
expressed as a singular form or a plural form according to
the presented detailled embodiment. However, for conve-
nience of description, the singular expression or the plural
expression has been selected to be suitable only for the
presented situation, the present disclosure 1s not limited to a
singular or plural component, components expressed by the
plural form can be configured as a singular component, and
a component expressed by the singular form can be config-
ured as plural components.

Although the present disclosure has been described with
an exemplary embodiment, various changes and modifica-
tions may be suggested to one skilled 1n the art. It 1s intended
that the present disclosure encompass such changes and
modifications as fall within the scope of the appended
claims.

What 1s claimed 1s:

1. A method performed by an electronic device, the
method comprising:

receiving, from a profile server, profile package informa-

tion including a plurality of data which are segmented
from an unprotected profile package and are encrypted
based on a key, wherein the unprotected profile package
consists of at least one profile element and each of the
at least one profile element 1s to be processed indepen-
dently from other profile element;

obtaining at least one data unit from the profile package

information; and

delivering the at least one data unit to a universal inte-

grated circuit card (UICC) associated with the elec-
tronic device.

2. The method of claim 1, wherein the profile package
information includes a parameter associated with the key,
and

wherein a profile corresponding to the unprotected profile

package includes at least one of an application, or a file
system.

3. The method of claim 1, wherein a format of the at least
one data unit 1s an application protocol data unit (APDU),
and

wherein a format of the at least one profile element 1s a tag

length value (TLV) form.

4. The method of claim 1, wherein the at least one data
unit 1s obtained by dividing the profile package information
by a format for delivering the at least one data unit to the

UICC,
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wherein the at least one data unit 1s combined 1n a format

for a decryption by the UICC, and

wherein the plurality of data i1s segmented from the

unprotected profile package without considering a
structure for the at least one profile element.

5. A method performed by a universal integrated circuit
card (UICC) associated with an electronic device, the
method comprising:

obtaining, from the electronic device, at least one data

unit which 1s segmented from profile package informa-
tion, wherein the profile package information includes
a plurality of data which are segmented from an unpro-
tected profile package and encrypted based on a key,
and wherein the unprotected profile package consists of
at least one profile element;

obtaining the at least one profile element based on the at

least one data unit, wherein each of the at least one
profile element 1s to be processed independently from
other profile elements; and

installing the at least one profile element 1n the UICC.

6. The method of claim 5, further comprising;:

combining the at least one data unit to at least one data of

a format for a decryption;

decrypting the at least one data of the format for the

decryption; and

identityving the at least one profile element based on the

decrypted at least one data.

7. The method of claim 5, wherein the profile package
information includes a parameter associated with the key,
and

wherein a profile corresponding to the unprotected profile

package includes at least one of an application, or a file
system.

8. The method of claim 5, wherein a format of the at least
one data unit 1s an application protocol data unit (APDU),

wherein a format of the at least one profile element 1s a tag

length value (TLV) form, and

wherein the plurality of data i1s segmented from the

unprotected profile package without considering a
structure for the at least one profile element.

9. A method performed by a profile server for providing
proflle package mformation to an electronic device for a
umversal integrated circuit card (UICC) associated with the
clectronic device, the method comprising:

generating an unprotected profile package consisting of at

least one profile element, wherein each of the at least
one profile element 1s to be processed independently
from other profile element;

obtaining a plurality of data which are segmented from

the unprotected profile package without considering a
structure ol the at least one profile element and
encrypted based on a key; and

transmitting, to the electronic device, the profile package

information including the plurality of data.

10. The method of claim 9, wherein the profile package
information includes a parameter associated with the key,
and

wherein a profile corresponding to the unprotected profile

package includes at least one of an application, or a file
system.

11. The method of claim 9, wherein a format of at least
one data unit obtaimned from the plurality of data 1s an
application protocol data unit (APDU) for delivering the at
least one data unit to the UICC associated with the electronic
device, and

wherein a format of the at least one profile element 1s a tag

length value (TLV) form.
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12. An electronic device comprising:

a transceiver; and

a controller coupled with the transceiver and configured

to:

receive, from a profile server, profile package information

including a plurality of data which are segmented from
an unprotected profile package and are encrypted based
on a key, wherein the unprotected profile package
consists of at least one profile element and each of the
at least one profile element 1s to be processed indepen-
dently from other profile element,

obtain at least one data umit from the profile package

information, and

deliver the at least one data unit to a universal integrated

circuit card (UICC) associated with the electronic
device.

13. The electronic device of claim 12, wherein the profile
package information includes a parameter associated with
the key, and

wherein a profile corresponding to the unprotected profile

package includes at least one of an application, or a file
system.

14. The electronic device of claim 12, wherein a format of
the at least one data unit 1s an application protocol data unit
(APDU),

wherein a format of the at least one profile element 1s a tag

length value (TLV) form, and

wherein the plurality of data 1s segmented from the

unprotected profile package without considering a
structure for the at least one profile element.

15. The electronic device of claim 12, wherein the at least
one data umt 1s obtained by dividing the profile package
information by a format for delivering the at least one data

unit to the UICC,
wherein the at least one data unit 1s combined 1n a format
for a decryption by the UICC,
wherein the plurality of data 1s segmented from the
unprotected profile package without considering a
structure for the at least one profile element.
16. A umiversal mtegrated circuit card (UICC) associated
with an electronic device, the UICC comprising:
a controller configured to:
obtain, from the electronic device, at least one data unit
which 1s segmented from profile package informa-
tion, wherein the profile package nformation
includes a plurality of data which are segmented
from an unprotected profile package and encrypted
based on a key, and wherein the unprotected profile
package consists of at least one profile element,
obtain the at least one profile element based on the at
least one data unit, wherein each of the at least one
profile element 1s to be processed independently
from other profile elements, and
install the at least one profile element 1n the UICC.

5

10

15

20

25

30

35

40

45

50

40

17. The UICC of claim 16, wherein the controller 1s
further configured to:

combine the at least one data unit to at least one data of
a format for a decryption,

decrypt the at least one data of the format for the decryp-
tion, and

identily the at least one profile element based on the
decrypted at least one data.

18. The UICC of claim 16, wherein the profile package

information 1ncludes a parameter associated with the key,
and
wherein a profile corresponding to the unprotected profile
package includes at least one of an application, or a file
system.
19. The UICC of claim 16, wherein a format of the at least
one data unit 1s an application protocol data unit (APDU),
wherein a format of the at least one profile element 1s a tag

length value (TLV) form, and

wherein the plurality of data i1s segmented from the
unprotected profile package without considering a
structure for the at least one profile element.

20. A profile server for providing profile package infor-
mation to an electronic device for a universal integrated
circuit card (UICC) associated with the electronic device,
the profile server comprising;:

a transcelver; and

a controller coupled with the transceiver and configured

to:

generate an unprotected profile package consisting of at
least one profile element, wherein each of the at least
one profile element 1s to be processed independently
from other profile element,

obtain a plurality of data which are segmented from the
unprotected profile package without considering a
structure of the at least one profile element and
encrypted based on a key, and

transmit, to an electronic device, the profile package
information including the plurality of data.

21. The profile server of claim 20, wherein the profile
package information includes a parameter associated with
the key, and

wherein a profile corresponding to the unprotected profile

package includes at least one of an application, or a file
system.

22. The profile server of claim 20, wherein a format of at
least one data unit obtained from the plurality of data 1s an
application protocol data unit (APDU) for delivering the at
least one data unit to the UICC associated with the electronic

device, and
wherein a format of the at least one profile element 1s a tag

length value (TLV) form.
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