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MEDIA ERROR REPORTING
IMPROVEMENTS FOR STORAGE DRIVES

FIELD OF THE INVENTION

The present invention generally relates to systems and
methods for managing errors in solid state drives (SSDs).

BACKGROUND OF THE INVENTION

Storage drives (e.g., SSDs which stores data 1n units of
pages and blocks, and HDDs which stores data in units of
sectors and tracks) are normally comprised of one or more
memory controllers and non-volatile memory. A host sends
read commands to the storage drive requesting the return of
a number of data blocks which are stored on the storage
drive. In response to the read command, the memory con-
troller associated with the storage drive attempts to retrieve
the requested data blocks from the storage drive. Conven-
tionally, 1 response to a successiul read, the memory
controller returns the requested data and a status indicative
of a successiul read. In response to a failed read, which
results from a failure to read any of the requested blocks, the
memory controller returns no read data, and only returns a
status 1indicative of a failed read. If the failed read happened
alter a request to return a large number of data blocks, the
host 1s given no indication which of the requested data
block(s) were 1n error.

In this case, 1 response to receiving a failed status
indicator, the host must take further steps to determine the
location of the failed data. In conventional methods, the host
either requests all the read data from other redundant drives
and mechanisms such as RAID or attempts to identify the
tailing blocks by 1ssuing additional multiple read commands
with smaller read ranges. Alternatively, the host uses addi-
tional commands designed for drive health management to
retrieve locations of failing data. Conventional methods
require additional commands, extra storage space, process-
ing time, and power resources to retrieve the failed data
locations and complete the read command.

As data becomes more complex, read commands are
increasingly 1ssued for larger and larger packets of data,
consisting of blocks, which 1n turn yield a higher likelihood
of failure of the read command. Accordingly, there i1s an
unmet demand for storage drives to be capable of handling
falled read commands more efliciently.

BRIEF DESCRIPTION OF THE INVENTION

In an aspect, a method of managing errors in a plurality
of solid state drives (SSDs) includes recerving, at a memory
controller coupled to at least one storage medium 1n a
plurality of storage media, a read command from a host via
a host interface. The method also includes retrieving, from
the storage medium, read data corresponding to a plurality
of data chunks to be retrieved in response to the read
command, and determining, that at least one data chunk of
the plurality of data chunks 1s unable to be read due to errors,
the at least one data chunk corresponding to a failed data
chunk. And 1n response to determining the failed data chunk,
sending to the host interface the read data including the
talled data chunk or excluding the failed data chunk.

In another aspect, a system for managing errors in a
plurality of storage media includes a host interface, a
memory controller configured to be commumicatively
coupled to a host via the host interface, and at least one
storage medium communicatively coupled to the memory
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controller. The memory controller 1s configured to receive a
read command from the host interface, retrieve, from the at
least one storage medium, read data corresponding to a
plurality of data chunks to be retrieved 1n response to the
read command, determine that at least one data chunk of the
plurality of data chunks 1s unable to be read due to errors, the
at least one data chunk corresponding to a failed data chunk.
In response to determining the failed data chunk, send to the

host interface the read data including the failed data chunk
or excluding the failed data chunk.

BRIEF DESCRIPTION OF THE FIGURES

According to one or more embodiments, FIG. 1 shows a
block diagram of a storage system for managing errors in a
plurality of storage media;

According to one or more embodiments, FIG. 2 shows a
block diagram of three storage mediums with errors;

According to one or more embodiments, FIG. 3 shows a
block diagram of a data failure location determination using
a bit map;

According to one or more embodiments, FIG. 4 shows a
block diagram of a data failure location determination using
Run-Length encoding; and

According to one or more embodiments, FIG. 5 shows a
flow chart of a method for managing errors in a plurality of
solid state drnives.

DETAILED DESCRIPTION OF TH.
INVENTION

(L]

As referred to herein, a “data chunk™ can correspond, for
example, to a logical block of data formed by one or more
sectors of data 1n an SSD or an HDD. Also as referred to
herein, a storage medium 1s non-volatile memory that can
be, among other devices, a storage device such as an SSD or
an HDD, and storage media, also termed a storage array,
could be non-volatile memory that can comprise one or
more SSDs, one or more HDDs, or a combination of one or
more SSDs and HDDs or other storage devices.

In an embodiment, a storage device comprises a memory
controller that 1s communicatively coupled to storage media.
The storage device may communicate with a host interface
via the memory controller. The host 1ssues various com-
mands, such as write, read, or deallocate commands, via the
host interface, to a memory controller which handles the
commands accordingly. A host 1ssues read commands to the
memory controller, via the host interface, requesting data
stored on the storage media. The requested data may be
stored across multiple storage mediums in the storage media
or may be stored 1n 1ts entirety on one storage medium 1n the
plurality of storage mediums.

In one embodiment, read commands constitute a single
address range or multiple address range describing data
locations 1n the storage media which are to be read (i.e.,
returned to the host). In some cases, the address range or
ranges 1n a read command may refer to large portions of the
memory, which may be several GB 1n size.

In response to 1ssuing a read command, the host receives
a response from the memory controller, via the host inter-
face, indicating whether the read was successiul (1.e., a
pass/fail). In some instances, the memory controller return-
ing all of the requested data indicates a successiul read. In
some 1nstances, the memory controller returning the
requested data and sending a status bit (or bits) to the host
(via the host interface), where the status indicates success
(e.g., the status bit 1s set to 1, when 1 indicates a success and
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0 indicates a failure), mdicates a successiul read. In some
instances, a failed read 1s indicated by the status bit/bits
indicating a failure (e.g., the status bit 1s set to 0). The
memory controller sends to the host the read data including
or excluding the failed data chunk, as well as information
with the location of at least one data chunk that failed during
the execution of the read command. Data chunks may be
unable to be read when they contain errors and/or are
corrupted. The location information may be sent in the status
information in the form of a bitmap or the result of Run-
Length encoding.

Improved methods of media error reporting for storage
media improves the efliciency and speed of convergence for
read error recovery are described herein. In one or more
embodiments, the improved methods might not require the
storage space reserved in conventional systems for error
correction techniques used to fixed failed data chunks and
provide results with less delay and using less power. This
previously reserved storage space can be advantageously
used to store more data 1n combination with other redundant
storage drives. Reduced read latencies allow the operation of
the storage media at higher data throughput rates and
reduced power consumption can provides benefits in
reduced cooling requirements and electricity costs.

FIG. 1 shows one embodiment of a block diagram of a
storage system 100 for managing errors in a plurality of
storage media. Storage system 100 includes a host 102,
storage devices 104, 108, and 118, respectively, host inter-
taces 105, 107, and 109, respectively, memory controllers
106, 116, and 120, respectively, and storage mediums 110,
112, and 114, respectively. Storage devices 104, 108 and
118, may be any combination of local or remote storage. For
example, storage device 104 and storage device 108 may be
local storage (e.g., housed 1n the same data center), while
storage device 118 may be remote storage (e.g., housed 1n a
data center at a diflerent physical location). Memory con-
troller 106 1s communicatively coupled to storage medium
110, and can both send and receive communications from
storage medium 110. Host 102 1s communicatively coupled
to memory controllers 106, 116, and 120 and can both send

to and receive communications from memory controllers
106, 116, and 120 via respective host interfaces 105, 107,

and 109.

In storage system 100, memory controller 106 receives a
read command from host 102 via host interface 103 request-
ing one or more chunks of data from storage medium 110.
The read command comprises the single logical address
range or multiple logical address ranges describing the
requested data chunk locations 1n storage medium 110.
Memory controller 106 retrieves the requested data chunks
from the locations 1n storage medium 110 corresponding to
the single address range or multiple address ranges. Memory
controller 106 transmits the requested data chunks and status
information to host 102 via host interface 105.

In some instances, the requested data chunks may contain
errors that corrupt specific data, preventing the correct data
from being retrieved by memory controller 106 or transmit-
ted to host 102 via host interface 105.

In some embodiments, memory controller 106 may return
the requested read data with ‘holes” where the one or more
data chunks were unable to be read due to errors. Memory
controller 106 ‘returns’ the requested data by writing the
data 1nto a buller (not shown), as specified by host 102. As
the memory controller 106 1s writing the data into the butler,
the memory controller may write only the readable data into
the bufler, and not write data into the one or more locations
in the buller meant for the failed data chunks (e.g., creating
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‘holes’ 1n the requested data). Therefore, these one or more
locations 1n the bufler meant for the failed data chunks may
contain the previous data that was present in the bufler
before 1t was allocated by host 102 to store the requested
read data.

In some embodiments, memory controller 106 may return
the requested read data by writing the readable data chunks
in the locations specified by host 102, and by writing
placeholder data (1.e., dummy data) in the locations 1n the
bufler meant for the data from the failed data chunks. The
placeholder data, for example, may contain all zeros, all
ones, all ‘F’s 1n hexadecimal, or any other data in a fixed
pattern or a random pattern.

In some embodiments, memory controller 106 may return
the requested read data by writing the readable data chunks
in the locations specified by host 102, and raw errored data
(1.e. raw uncorrected data as read from the storage medium)
in the locations in the builer meant for the data from the
falled data chunks. For example, memory controller 106

may write the data with errors (or corrupted data) from the
failed data chunks 1n the one or more locations in the butler
mean for the data from the failed data chunks.

The memory controller 106 may determine the location of
the requested data chunks that contain errors during the read
process creating an error map, such as a bitmap where 1s or
Os may be used to indicate chunks with and without errors.
In some embodiments, this error map may be provided as a
field 1n a status which 1s used to indicate the result of the read
command. For example, the status may be provided within
a completion queue entry in response to an NVMe read
command, which the host may access. In some embodi-
ments, 1f the size of the bitmap exceeds the width of the field,
a bit 1n the status may indicate that the bitmap may be
provided in response to a separate command, for example a
Get Log Page command. In some embodiments, the error
map may be provided in response to a vendor specific
command which requests the memory controller to return an
error map for a read command previously 1ssued. To con-
serve space, the bitmap may be compressed using a com-
pression scheme, such as Run-length encoding. An error
map such as a bitmap or a Run-Length encoded compressed
bitmap are two exemplary error location methods described
in this specification, but any similar method may be
employed to determine the location of the failed data
chunks. FIGS. 3 and 4 describe particular embodiments for
determining the location of the one or more failed data
chunks in detail.

Memory controller 106 may update an error map concur-
rently when retrieving the requested data chunks. In some
embodiments, when memory controller 106 cannot retrieve
at least one failed data chunk in the plurality of requested
data chunks, memory controller 106 transmits the success-
tully retrieved data chunks, 11 any, and the location of the at
least one failed data chunk, 1dentified by the error map, to
host 102 via host interface 105.

In some 1nstances, the host 102 may use the raw, errored
data returned by the memory controller 106 for the failed
data chunks and use 1ts own ECC parity bits added to the
data chunks being stored to perform ECC decoding of the
errored data 1nto error free data.

In some 1nstances, host 102 may recover the one or more
falled data chunks from redundant storage drives. For
example, some storage systems may have multiple storage
drives for data redundancy; storage device 104 may have
storage mediums 108 and 118 as redundant storage medium.
In some instances, storage systems may have both local and
remote storage drives for data redundancy. When host 102
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retrieves the one or more failed data chunks from redundant
storage drives, host 102 may first attempt to retrieve the
falled data chunks from local storage media. For example,
host 102 may instruct memory controller 116 coupled to
redundant local storage medium 112 to retrieve the one or
more failed data chunks. If memory controller 116 cannot
retrieve the failed data chunks from redundant local storage
media 112 (e.g., the requested chunks of data are corrupt in
the redundant local storage as well), then host 102 may then
attempt to retrieve the failed data chunks from redundant
remote storage 114. The ordering of attempting to retrieve
the redundant data from local storage first and then remote
storage second 1s motivated by costs and etliciency. It 1s
more ellicient (e.g., uses less processing and power) to
retrieve redundant data from local storage than remote
storage.

In some 1nstances, host 102 may attempt to retrieve the
one or more failed data chunks using multiple redundant
storage devices.

FIG. 2 shows block diagram 200 of three storage medi-
ums of non-volatile memory with errors. Block diagram 200
includes storage medium 210, which includes data chunks
211-218, storage medium 220, which includes data chunks
221-228, and storage medium 230, which includes data
chunks 231-238. Data chunks 211, 212, 214, 216, 221, 222,
225-228, 231, 233-236, and 238 correspond to successiul
reads (1.e., these data chunks do not contain errors), and data
chunks 213, 215, 217, 218, 223, 224, 232, and 237 corre-
spond to data that 1s unable to be read due to errors (1.e.,
these data chunks contain errors and may be corrupt). Data
chunks 211-218, 221-228, and 231-238 may comprise only
a portion of the total data chunks in storage mediums 210,
220, and 230, respectively. Storage mediums 210, 220, and
230 may correspond to storage mediums 110, 112, and 114,
respectively.

For example, data chunks 211-218, 221-228, and 231-238
may each store 4 KB of data. If host 102 1ssues a 32 KB read
command for the data stored in storage medium 210, the
memory controller would not be able to retrieve data chunks
213, 215, and 217-218. Host 102 may attempt to retrieve the
falled data chunks (the locations determined from the error
map, for example, as described in relation to FIGS. 3-4)
from redundant data storage.

For example, storage mediums 220 and 230 may be a
local redundant storage medium and remote redundant stor-

age medium, respectively, for storage medium 210. Data
chunks 221-228 and 231-238 correspond to two sets of

redundant data chunks for data chunks 211-218. Host 102
may instruct a memory controller (e.g., memory controller
106), via a host mterface (e.g., host interface 1035) to first
attempt to retrieve failed data chunks from local redundant
storage medium 220. Memory controller 106 would be able
to retrieve data chunks corresponding to data chunk 2185,
217, and 218. However, memory controller 106’s attempt to
retrieve data chunk 223, the redundant data chunk corre-
sponding to data chunk 213, would fail, as data chunk 223
contains errors. Host 102 may then instruct a memory
controller (e.g., memory controller 120) to attempt to
retrieve data chunk 233 on remote redundant storage
medium 230. Memory controller 120 would be able to
successiully retrieve redundant data chunk 233 correspond-
ing to failed data chunk 213.

FI1G. 3 shows, for example, a block diagram 300 of a data
tailure location determination using a bit map 320. Block
diagram 300 includes storage medium 310 with data chunks
311-318. Data chunks 311, 312, 314, and 316 correspond to

successiul reads (1.e., these data chunks do not contain
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errors), and data chunks 313, 315, 317, and 318 correspond
to failed reads (1.e., these data chunks contain errors and may
be corrupt). Block diagram 300 also includes bitmap 320,
with bits 321-328 corresponding to data chunks 311-318,
respectively. Memory controller 106 updates bitmap 320
concurrently while attempting to retrieve the requested data
chunks. In some instances, a single bit may be assigned to
represent a single data chunk. As an exemplary embodiment,
because there are eight data chunks 311-318 1in storage
medium 310, eight bits are assigned to be the bitmap for
storage medium 310, with bit 321 representing data chunk
311, and bats 322-328 representing data chunks 312-318,
respectively. The value of each bit (e.g., either a 1 or 0O)
corresponds to whether each the read for each data chunk
was a success or a failure.

For example, memory controller 106 may return an eight-
bit bitmap (e.g., “11010100”) 1n the status information to
host 102 corresponding to memory controller 106 attempit-
ing to retrieve the requested data from storage medium 310.
Each “1” 1n the bitmap may represent a successiully read
data chunk and each “0” 1n the bitmap may represent a failed
data chunk. Bitmaps are conveniently employed as an error
location-determining method. However, bitmaps may limait
the read command size, as the amount of storage needed for
a bitmap increases linearly as the size of data requested 1n
the read command 1increases. Host 102 may determine the
memory addresses corresponding to the failed data chunks
by matching the bitmap to the data chunk memory location
addresses.

As shown 1n FIG. 3, which 1llustrates one embodiment, a
single bit represents a single data chunk. It 1s also within the
scope of the disclosure that a single bit may represent
multiple data chunks. This approach saves storage space by
requiring fewer bits per error bitmap for a given number of
data chunks, but sacrifices efliciency, as the exact data chunk
that failed 1s harder to identity.

FIG. 4 shows a block diagram which depicts one embodi-
ment of a data failure location determination using com-
pression of the error bitmap by Run-Length encoding. Block
diagram 400 includes storage medium 410 with data chunks
411-418. Data chunks 411, 412, 414, and 416 correspond to
successiul reads (i1.e., these data chunks do not contain
errors), and data chunks 413, 415, 417, and 418 correspond
to failed reads (1.e., these data chunks contain errors and may
be corrupt). Block diagram 400 also includes Run-Length
420 and Run-Length result 430. The Run-Length encoding
stores runs of data (1.e., sequences in which the same data
value occurs 1n many consecutive data elements) as a single
data value and count (e.g., an error burst). Run-Length 420
includes outcomes 421-428, which correspond to the pass/
fail status of data chunks 411-418, respectively. The out-
comes 421-428 are converted imnto Run-Length result 430.
Run-Length result 430 includes statuses 431, 433, 435, and
437, and lengths 432, 434, 436, and 438.

FIG. 4 1s an exemplary embodiment where the Run-
Length encoding can support four length pairs (e.g., 431 and
432, 433 and 434, 435 and 436, and 437 and 438). Ii, as
demonstrated in FIG. 4, the number of error bursts exceed
the number of length pairs, then the last length entry (e.g.,
length 438) returns a zero. For example, as storage medium
410 has six length pairs (e.g., a full Run-Length result of:
[pass, 2; fail, 1; pass, 1; fail, 1; pass, 1; fail, 2]), and the
Run-Length encoding only supports four length pairs, then
memory controller 106 would transmit Run-Length result
430 1n the status information as [pass, 2; fail, 1; pass, 1; fail,
0] to host 102 via host interface 105. Host 102 can deter-
mine, from the last length entry equaling “0,” that there may
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be more failed data chunks after the fifth data chunk (e.g.,
data chunk 415). Host 102 can issue a read command to
memory controller 106 to read the data chunks after data
chunk 415 to determine the position of any remaining passed
and failed data chunks.

For example, when host 102 receives Run Length result
430 from host interface 105 and Run-Length result 430 has
the last length entry set to zero, then host 102 determines that
there may be more passed and failed data chunks. In
response to determining that there may be more passed and
failed data chunks, host 102 transmits a read command to
memory controller 106 via host interface 105 to read the
remaining data chunks starting at the location of the data
chunk that triggered the last length entry to be set to zero.

Host 102 determines said location based on the summation
of the entries 1n lengths 432, 434, 436, and 438 (e.g.,

2+1+1+0=4).

Therefore, the exemplary embodiment in FIG. 4 has a
Run-Length result 430 corresponding to the results from
four data chunks (e.g., data chunks 411-414) before the
number of error bursts exceeded the number of supported
length pairs. Host 102 would then transmit a read command
to memory controller 106 via host interface 103 to read the
remaining data chunks starting at the location of the next
data chunk, for example the fifth data chunk (e.g., data
chunk 415) in exemplary FIG. 4. In response to receiving the
command from host interface 105, memory controller 106
returns a Run-Length result 430 corresponding to the results
from data chunks 415-418. In the exemplary embodiment 1n
FIG. 4, the Run-Length result 430 corresponding to data
chunks 415-418 would be: [fail, 1; pass, 1; fail, 2]. From this
result, host 102 determines that all failed data chunks have
been 1dentified, as the last length entry 1n Run-Length result
430 1s not a zero (e.g., the last length entry 1s a “2”). In the
cvent that the last entry 1n Run-Length result 430 1s a zero,
host 102 repeats the above method until the last entry in
Run-Length result 430 1s a non-zero.

Run-Length encoding 1s more eflicient than a bitmap, as
it requires less storage, but 1t 1s most eflicient when there are
a scarce amount of errors in the data chunks. The number of
Run Length pairs maybe defined on a per system basis,
which may depend, for example, on the number of status bits
available for storing the error map or its Run-Length
encoded version.

In one embodiment, FIG. 5 shows a flow chart 500 of a
method for managing errors 1 a plurality of solid state
drives. At step 502, the memory controller receives a read
command from the host. The read command may constitute
a single address range or multiple address range describing
data locations in the storage media which are to be read. At
step 504, the memory controller retrieves read data corre-
sponding to a plurality of data chunks to be retrieved 1n
response to the read command. The memory controller
retrieves the data based on the memory address locations
included in the read command.

At step 506, the memory controller determines those data
chunks of the plurality of data chunks that 1s unable to be
read due to errors and builds the error map. At step 507, the
host 1s informed of the location of the one or more failed data
chunks using a location-error map, such as the bitmap or
Run-Length encoded bitmap described in detail in FIGS.
34.

At step 508, the memory controller sends the host the read
data including the failed data chunk or excluding the failed
data chunk. The memory controller sends the data to the host
by writing the data into a bufler specified by the host. For
example, the memory controller may return the requested
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read data with ‘holes” where the one or more data chunks
were unable to be read due to errors. As another example, the
memory controller may return the requested read data by
writing the readable data chunks 1n the locations specified by
the host, and by writing placeholder data (1.e., dummy data)
in the locations in the builer meant for the data from the
falled data chunks. In yet another example, the memory
controller may return the requested read data by writing the
readable data chunks 1n the locations specified by the host
and by writing the raw errored data in the locations in the
bufler meant for the data from the failed data chunks.
Other objects, advantages and embodiments of the vari-
ous aspects of the present invention will be apparent to those
who are skilled 1n the field of the mmvention and are within
the scope of the description and the accompanying Figures.
For example, but without limitation, structural or functional
clements might be rearranged consistent with the present
invention. Similarly, principles according to the present
invention could be applied to other examples, which, even 1f

not specifically described here in detail, would nevertheless
be within the scope of the present mnvention.

What 1s claimed 1s:

1. A method for managing errors in a solid state drive
(SSD), the method comprising:

receiving, at a memory controller coupled to at least one

storage medium 1n storage media 1 the SSD, a read
command from a host interface;

retrieving, from the storage medium, read data corre-

sponding to a plurality of data chunks to be retrieved 1n
response to the read command;

determining that at least one data chunk of the plurality of

data chunks contains errors, the at least one data chunk
corresponding to a failed data chunk; and

in response to determining the failed data chunk, sending

to the host iterface the read data including the failed
data chunk or excluding the failed data chunk.

2. The method of claim 1, wherein the storage medium 1s
a first storage medium, further comprising:

retrieving only data corresponding to the failed data

chunk from a second storage medium.

3. The method of claim 1, wherein the read data includes
the failed data chunk, the failed data chunk comprising
placeholder data.

4. The method of claim 1, wherein the read data includes
the failed data chunk, the failed data chunk comprising raw
errored data.

5. The method of claim 1, further comprising providing to
the host interface a status.

6. The method of claim 5, further comprising;:

determining from the status that the read command failed;

and

determining, from the status, the at least one data chunk

contains errors.

7. The method of claim 1, further comprising determining,
the location of the at least one data chunk corresponding to
the failed data using a bitmap.

8. The method of claim 6, wherein the status comprises a
bit map conveying the location of at least one failed data
chunk within all the read data.

9. The method of claim 7, wherein the bit map 1s encoded
using Run-Length encoding.

10. A system for managing errors in a plurality of storage
media, the system comprising:

a host interface;

a memory controller configured to be communicatively

coupled to a host via the host interface; and
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at least one storage medium communicatively coupled to
the memory controller;
the memory controller configured to:
recelve a read command from the host interface;
retrieve, from the at least one storage medium, read
data corresponding to a plurality of data chunks to be
retrieved 1n response to the read command;
determine that at least one data chunk of the plurality

of data chunks contains errors, the at least one data
chunk corresponding to a failed data chunk; and

in response to determining the failed data chunk, send
to the host interface the read data including the failed
data chunk or excluding the failed data chunk.

11. The system of claim 10, wherein the storage medium
1s a first storage medium, and the host interface 1s configured
to:

retrieve only data corresponding to the failed data chunk

from a second storage medium.

12. The system of claim 10, whereimn the read data
includes the failed data chunk, the failed data chunk com-

prising placeholder data.
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13. The system of claim 10, wherein the read data
includes the failed data chunk, the failed data chunk com-
prising raw error data.

14. The system of claim 10, further in response to
determining the failed data chunk, provide the host interface
a status.

15. The system of claim 14, wherein the host 1s configured
to:

determine from the status that the read command failed;

and

determine, from the status, the at least one data chunk

contains errors.

16. The system of claim 10, wherein the host interface 1s
turther configured to determine the location of at least one
data chunk corresponding to the failed data using a bitmap.

17. The system of claim 15, wherein the status comprises
a bitmap conveying the location of at least one location of

a failed data chunk within all the read data.
18. The system of claim 16, wherein the bit map 1s

20 encoded using Run-Length encoding.

G s x ex e
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