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METHOD FOR IMPROVING
PROCESS/EQUIPMENT FAULT DIAGNOSIS

FIELD OF TH.

L1

DISCLOSURE

The present application generally relates to the detection
of equipment faults and, more particularly, to the implemen-
tation of parallel system fault detection.

BACKGROUND

A number of industrial and non-industrial applications use
error detection and/or fault diagnosis systems to determine
when equipment 1s damaged or otherwise exhibiting an error
condition. Typical model types include multivariate linear or
non-linear regression models, multi-regional linear regres-
sion models (or “piece-wise linear models™), principal com-
ponent analysis (PCA) or partial least square (PLS) based
models, discriminant analysis, and neural network based
models, to name a few. Generally speaking, in these models,
historical and/or live data generated under normal equip-
ment operating conditions are collected 1n order to build the
model characterizing the relationship between a process
input and a process output.

These models generally require a substantial amount of
time to perform designed experimental tests and collect data
while the equipment 1s online, thus impacting operating
clliciencies. Conversely, collecting and analyzing historical
data in an ofl-line manner 1s also time consuming and can
impact operating etliciencies. I the data collection 1s incom-
plete, or if an operational aspect of the actual process 1s
modified while 1n operation, subsequent operation of the
process model may be ineflective because the existing
process model may be incapable of distinguishing between
actual errors and false positives. For example, the process
model may be unable to determine a difference between an
equipment error and a normal scenario when a new, but
normal, process scenario 1s encountered that was not
reflected in previous historical data, or when information
regarding this normal operating condition was missed 1n the
original process model due to human error and/or time
constraints.

Variations 1n component quality can also have an impact
on asset outputs. As a non-limiting example, 1n a power plant
environment utilizing pulverizers, coal quality (e.g., heating
value, moisture content, etc.) can vary under diflerent con-
ditions. As a result, it may be diflicult to initially collect and
model data to cover every quality scenario. In this and other
examples, output deviations do not necessarily mean that the
unit 1s operating erroneously or 1s 1 danger of failure.
Because the process model data 1s typically the only source
of failure information, existing systems are limited 1n poten-
tial options for improvement.

SUMMARY

Methods and systems for improving process and/or equip-
ment fault diagnoses are provided for use in applications
where multiple processes and/or equipment of the same or
similar type operate in parallel. Generally speaking, the
methods and systems compare each of the actual outputs of
a particular set ol process equipment with 1ts predicted
output as generated by a process model to detect differences
between the actual outputs and the predicted outputs, to
thereby detect potential errors in the operation of the process
equipment. However, the methods and systems also com-
pare operational characteristics of the particular process
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2

equipment with the operational characteristics of the addi-
tional equipment operating in parallel with the particular
process equipment to detect variations within the operation
of sets of similar equipment to verily whether detected
anomalies 1n the particular equipment are also present 1n the
parallel equipment. As such, the systems and methods
described herein provide for the cross-validation of equip-
ment outputs to detect the presence of errors or anomalies as
well as to distinguish actual errors from false alarms. The
systems and methods described herein provide for process
operation validation across a number of process character-
istics to ensure the validity of a detected anomaly, and can
additionally be used to update the process model in real
time. By comparing detected issues or error conditions on
one asset of the plant with other assets running 1n parallel,
any “deviations” which may occur can be explored and
compared to see 1 these deviations are present 1n all similar
assets, and 11 so, the systems and methods can rule out the
possibility of component failure, thus reducing the possibil-
ity of Talse alarms. Still further, the systems and methods can
update the process model of the process equipment to retlect
or account for process conditions that led to the false alarm
in the first place, to thereby provide for a better process
model during future error condition detection.

In one embodiment, a technique for detecting errors 1n an
industrial asset operating synchronously with similar imndus-
trial assets includes obtaining a process model for each
industrial asset and synchronously executing a process using
the industrial asset and the process model for each industrial
asset. For a particular asset, the technique compares an error
value, calculated from a difference between an actual output
of the process and a predicted output of the process model.
Based on the comparison of the error value, the technique
then determines whether an input value of the particular
asset 1s similar to mput values of the plurality of similar
industrial assets and whether an output value of the particu-
lar asset 1s similar to output values of the plurality of similar
industrial assets. If the mput value of the particular asset 1s
similar to the input values of the plurality of industrial assets
and the output value of the particular asset 1s not similar to
the output values of the plurality of industrial assets, the
routine triggers an alarm indicating an error in the particular
asset. If the mput value of the particular asset 1s not similar
to the mput values of the plurality of industnial assets (e.g.,
an average mput value of the plurality of industrial assets),
the technique determines whether the mput value of the
particular asset (e.g., the process state defined by this input
value) was accounted for or considered when developing the
process model. If the mnput value of the particular asset was
accounted for when developing the process model, the
technique triggers the alarm indicating an error in the
particular asset. If the mput value of the particular asset 1s
not accounted for in the process model, the technique adapts
the process model to include operation of the process at the
input value of the particular asset. Finally, 1f the input value
of the particular asset 1s similar to the mput values of the
plurality of industnial assets (e.g., an average mput value of
the plurality of industrial assets) and the output value of the
particular asset 1s similar to the output values of the plurality
of industrial assets (e.g., an average output value of the
plurality of industrial assets), the technique adapts the pro-
cess model to include consideration of the process state
defined or represented by the iput value and/or the output
value of the asset. This approach may be completed for each
of the industrial assets operating 1n parallel to each other.

In some cases, the error value 1s compared to a threshold
value that may be based on any number of characteristics of
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the particular industrial asset. The threshold values may also
serve to tune the parameters of the asset. In many
approaches, the iput values of the plurality of industrial
assets can be calculated as average normal 1nput values and
the output values of the plurality of industrial assets can be
calculated as average normal output values. The calculated
average normal input values and the calculated average
normal output values can be calculated using input and
output values for the plurality of industrial assets while
excluding the particular asset that indicated an error. To
determine whether the error value 1s similar to the average
normal value, an 1put/output similarity test may be per-
formed over a specified period of time. Moreover, either or
both of the mput values and the output values may be
vectors, representing values of multiple inputs and/or mul-
tiple outputs.

In some cases, the system and technique triggers an alarm
depending on whether the iput value of the asset 1s recog-
nized as being part of a tramning class or set. In these
approaches, 1 the input value 1s recognized as being a part
of the training class, the system triggers the alarm to indicate
an alarm or error situation.

In other embodiments, a method for adapting a process
model 1n real time includes obtaining a process model for
cach of the industrial assets and synchronously executing the
process model and a corresponding process for each asset.
For a particular asset, the method compares an error value
based on a difference between an actual output of the process
and a predicted output produced using the process model.
Based on the comparison of the error value, the method
determines whether an input value of the particular asset 1s
similar to input values of the plurality of industrial assets and
whether an output value of the particular industrial asset 1s
similar to output values of the plurality of industrial assets.
If the input value of the particular asset 1s similar to the
average mput values of the plurality of industrial assets and
the output value of the particular asset 1s similar to the output
values of the plurality of industrial assets, the method adapts
or updates the process model to indicate the error value
should not trigger the alarm. In one example, the process
model can be adapted by appending the input value and the
output value of the particular asset to the training data used
to create the process model and running a process model
generation procedure to regenerate the process model.

In these examples, the threshold value 1s predefined and
1s based on any number of characteristics of the particular
industrial asset. The average normal value can be calculated,
for example, using average iput and output values for the
assets while excluding the particular asset that indicated an
error value exceeds the threshold value. To determine
whether the input/output value 1s similar to the average
normal value, an mput/output similarity test may be per-
formed over a specified period of time.

In these approaches, if the input/output value i1s not
similar to the average normal value, the method determines
whether an actual input of the process 1s similar to an
average 1mput of each of the plurality of industrial assets. If
the actual input of the process 1s similar to the average input
for each of the plurality of industrial assets, the alarm 1s then
activated. Conversely, 1f the actual input of the process 1s not
similar to the average iput for each of the plurality of
industrial assets, the method determines whether the actual
input of the process 1s a part of an existing training set.

In some forms, an error detection system includes a
plurality of industrial assets each having at least one input
and one output, and a control unit communicatively con-
nected to the plurality of industrial assets to control opera-
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4

tion thereol such that the plurality of industrial assets
operate 1n parallel to each other. The control unit also
operates to detect a discrepancy in the operation of a
particular industrial asset. Upon detecting the discrepancy in
the operation of a particular asset, the control unit deter-
mines whether an 1mput value of the particular industrial
asset 1s similar to mput values of the plurality of industrial
assets and whether an output value of the particular indus-
trial asset 1s similar to output values of the plurality of
industrial assets. These mput and output values may be
vectors 1ncluding values for multiple different mputs and
output, 1f desired. If the input value of the particular asset 1s
similar to the mput values of the plurality of industrial assets
and the output value of the particular asset 1s not similar to
the output values of the plurality of industrial assets, the
control unit 1s adapted to generate an alarm indicating an
error 1n the particular asset. In the event the mput value of
the particular industrial asset 1s similar to the imput values of
the plurality of industrial assets (such as an average input
value of the plurality of industrial assets) and the output
value of the particular industrial asset 1s similar to the output
values of the plurality of industrial assets (such as an average
output value of the plurality of industrial assets), the control
unit adapts the process model to include the process state or
process operating condition represented by the mput value
and/or the output value.

If the mput value of the particular industrial asset 1s not
similar to the mput values of the plurality of industrial assets
(e.g., an average mput value of the plurality of industrial
assets), the control unit operates to determine whether the
input value of the particular industrial asset (or the process
state represented by that input value) 1s accounted for or was
considered when developing or creating the process model.
If the mput value or process state of the particular industrial
asset was accounted for 1n the development of the process
model, the control unit then generates the alarm indicating,
an error 1n the operation of the particular industrial asset.
Conversely, if the mput value or process state of the par-
ticular industrial asset was not accounted for 1n the devel-
opment of the process model, the control unit operates to
adapt the process model to account for or to consider the
input value of the particular industrial asset as a new
possible process state 1n which the output of the particular
asset represents desired operation of the asset during that
new process state.

In examples, the control unit can 1include a process model
generator, a controller, and an error detection unit. The
process model generator operates to generate a process
model which can be used to produce a predicted output for
cach of the assets. For each asset, the controller operates to
generate a control signal for executing a process which
controls each of the assets. This control signal 1s produced
synchronously with the operation of the process model for
cach of the assets. The error detection unit 1s adapted to
calculate 1) an error value based on a difference between an
actual output of a particular process asset and the predicted
output of the process model for the particular process asset;
and 2) a representation of a combined (e.g., average) input
value and a combined (e.g., average) output value from the
input values for the plurality of industrial assets and the
output values of the plurality of industrial assets. The error
detection unit detects the discrepancy in the particular
industrial asset by comparing the error value to a threshold
value based on a plurality of characteristics of the industrial
asset, and also compares the input value of the particular
industrial asset to the combined input values of the plurality
of industrial assets and compares the output value of the
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particular industrial asset to the combined output values of
the plurality of industrial assets. In some examples, the error
detection unit can calculate the combined 1nput value for the
plurality of industrial assets and the combined output value
tor the plurality of industrial assets by calculating an average
normal 1nput value and an average normal output value for
the plurality of industnial assets. This calculation may be a
vector or a scalar calculation.

In many examples, the operational characteristics may
include asset puts, asset outputs, or other asset operating
parameters or characteristics. For example, the operational
characteristics of an asset may include flow rates, tempera-
tures, pressures (€.g., ilet and output pressures, intermedi-
ate pressures, etc.), tluid levels, and the like. Other examples
ol operational characteristics are possible.

So configured, the systems and methods described herein
can 1mprove ellectiveness and reliability of existing diag-
nostic procedures and can minimize the chances of signaling,
false alarms, thus reducing system downtime and operator
involvement. By performing such real-time comparisons,
the systems and methods can also collect data and update the
process model for on-line model adaptation. At periodic
time 1ntervals, the adapted model uses real-time mput data
to calculate a predicted output. If the difference between the
actual output and the predicted output 1s smaller than a
predetermined threshold, the equipment 1s regarded as nor-
mal. However, if the difference 1s larger than the threshold,
the equipment 1s regarded as potentially abnormal and wall
be subject to further investigation. The on-line adaptation of
the process model, however, makes the detection of errors
more accurate as the asset operates on-line or 1n an actual
plant or other industrial setting environment.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1llustrates a block diagram of a generalized envi-
ronment having a set of similar industrial assets operating in
parallel;

FIG. 2 illustrates a typical tlow chart for detecting faults
in an 1ndustrial system.

FIG. 3 1illustrates a block diagram of a detailed environ-
ment having a plurality of industrial assets operating in
parallel and having a fault detection system coupled thereto.

FIG. 4 illustrates a flow chart for detecting faults 1n a
plurality of industrial assets operating in parallel.

DETAILED DESCRIPTION

Generally  speaking, the systems and approaches
described herein include a multi-step process of fault or
error diagnosis and detection during the operation of process
equipment. During normal operation of an asset, such as a
piece of process equipment, a process model operating for
that asset operates to detect potential errors. Upon detecting,
the potential error, the error detection system then performs
subsequent mquiries using data obtained from other assets
that are operating in parallel with the particular asset to
determine whether the asset 1s 1n fact operating 1n error, or
alternatively, whether the process model must be adapted to
account for new or different process operating conditions. It
1s understood that the terms “industrial asset,” “asset,”
“unit,” and/or “equipment” are used interchangeably herein
and refer to a machine, component, and/or device being used
in a desired environment.

Generally speaking, the subsequent inquiries made by the
system after an mnitial or preliminary error detection include
a similarity test to determine whether the asset 1s operating
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in a comparable manner to one or more other parallel assets
which are presumed to be 1 proper operating condition. IT
the asset passes the similarity test, the process model (1n its
current state) may lack suflicient operational information
(e.g., mputs and/or outputs) to recognize that the asset was
not operating in error. In other words, the process inputs
and/or outputs that resulted 1n the indication of an error were
not 1n a range originally considered when making or devel-
oping the process model and thus may not be modeled
accurately. To remedy the lack of operational information,
the error detection system updates the process model based
on this new process operating information. If the asset fails
the similarity test, the asset 1s determined to be operating in
an error condition, which in turn warrants an alarm.

FIG. 1 illustrates a block diagram of a generalized process
or industrial environment 10 having a number of industrial
assets 12. The assets 12 can be any type of equipment such
as, for example, a primary air fan that supplies air to
additional components. In this environment 10, each of the
assets 12 1s coupled to a controller 14 that controls and
monitors operation of the asset 12. It 1s understood that, in
some examples, a single controller 14 can be coupled to all
or any number of the assets 12. While FIG. 1 illustrates a
single input asset 11 providing mnputs to all of the assets 12
and a single output asset 13 receiving outputs from all of the
assets, 1t 1s understood that the environment 10 can include
any number of input and output assets 11, 13.

While each of the illustrated assets 12 operates 1n parallel
in the environment 10, in prior systems, the assets 12 and
their corresponding controllers 14 operated on a one-to-one,
single-unit basis, meaning any form of error detection pro-
cess related to a single particular asset and the process
controllers 14 did not share typical operational information
between assets. Conversely, in the error detection system
described herein, the system shares operational information
between assets to determine and/or confirm whether the
assets (such as the assets 12) are operating properly.

FIG. 2 illustrates a block diagram of a typical prior art
single-unit fault error detection system 100 that may be
used, for example, to detect erroneous operation of industrial
assets operating 1n an industrial environment. The system
100 may include an mput 102 (e.g., real time data repre-
sented by variable “x”) fed to an actual process 104 and to
a process model 106 which models the process 104. In this
context, the process 104 may include one or more pieces of
equipment that operate together on the mput x (e.g., raw
material) to produce some product or component of a
product. Thus, for example, the actual process 104 may be
a process for controlling an industrial asset and/or equip-
ment. Moreover, the process model 106 may be any type of
process model that models the operation of the process 104
and/or that models the operation of the equipment within the
process 104. As examples only, the process model may be a
first principles model, a neural network model, a regression
model, etc.

In any event, the process 104 produces an output 105
(represented by a variable “Y™), and the process model 106
generates a predicted output 107 (represented by a variable
“Y,”). A comparator 108 calculates the difterence between
the output 105 and the predicted output 107 and generates an
error value 109. The error detection system 100 then deter-
mines whether the error value 109 is greater than a prede-
termined threshold value 110 at a step 111. This predeter-
mined threshold can be determined 1n a variety of ways,
such as, for example, by an operator. Other examples are
possible. IT the error value 109 1s larger than the threshold
value 110, an alarm may be triggered at a step 113. However,
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the process model 106 may be unable to determine a
difference between an equipment error and a normal opera-
tional status when a new, but normal, process scenario 1s
encountered that was not reflected 1n previous historical
data, and accordingly, the process 104 may erroneously
trigger the alarm.

Turning to FIG. 3, an exemplary industrial system 200 in
the form of a portion of a coal-fired power plant, as an
example, includes a control unit 202 and a furnace unit 203.
The control unit 202 can include any combination of hard-
ware and software elements selectively chosen to execute a
particular task, and may include, for example a process
model generator 204, a controller 206, and an error detection
unit 208. It 1s understood that the control unit 202 can
include any number of fewer or additional components than
illustrated. The system 200 further includes a furnace 209
that 1s fed by a number of industrial assets connected in
parallel with one another, each of the sets of parallel
connected equipment generally including the same or simi-
lar types of equipment therein for performing a particular
task. In this case, the sets of parallel equipment includes four
sets of pulverizer equipment providing mixed coal and air to
the furnace 209. More particularly, there are two sets of
equipment each including a primary air-fan 210a or 21056
and an air heater 212a or 2125 that provide air and heated
air to two parallel connected sub-sets of equipment, each
subset set of equipment including an air damper 211a-2114,
a mixer 213a-213d and a pulverizer 216a-216d. Thus, the
system 200 includes various parallel connected industrial
assets such as primary air fans 210a, 2105, air heaters 212a,
212b, air dampers 211a-211d, and mixers 213a-213d, coal
teeders (not shown) providing coal inputs 214a, 2145, 214c,
214d, and pulverizers 216a, 2165, 216c¢, 2164 which operate
in parallel to each other to produce the mixed coal/air
streams 217a-217d. In other words, the two air fans 210a,
2106 operate 1n parallel (that 1s, synchronously), the two air
heaters 212a, 2126 operate in parallel, the four mixers
213a-213d operate 1n parallel, the four airr dampers 211a-
211d operate 1n parallel, and the four pulverizers 216a, 2165,
216¢, 216d operate 1n parallel. Likewise, combinations of
various ones of these equipment also operate 1n parallel. It
1s understood that the system 200 can include any number of
additional industrial assets capable of operating in parallel to
cach other, and that the system 200 may further include any
number of additional components and/or assets. For
example, the system 200 may include any number of air
dampers 211a, 2115, 211c, 211d, air mixers 213a, 2135,
213¢, 213d, and any other components required for opera-
tion of the power plant. Each of these components may be
communicatively connected to any number of sensors which
measure operational information or characteristics of the
process. For example, the system 200 may include feed or
flow rate sensors, temperature sensors, pressure sensors, and
the like. Other examples are possible.

The control umit 202 1s communicatively connected to
some or all of the various industrial assets 209-216 to control
operation of the industrial assets 209-216 in a manner that
allows the assets 209-216 to operate in parallel to process
coal (e.g., burn coal) 1n the furnace unit 203. In the exem-
plary system depicted in FIG. 3, the primary air fans 210a,
2106 output air to the air heaters 212q, 2126 and the air
dampers 211a, 2115, 211c¢, 211d. Upon exiting the air
heaters 212a, 2125 and air dampers 211a, 2115, 211¢, 2114,
the heated and non-heated air then enters the mixers 213a,
213b, 213c, 213d, which mix the air to generate air at a
controlled temperature, which air 1s then output at a desired
temperature. The air 1s then sent to the pulverizers 216a,
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2160, 216¢, 216d. Coal inputs 214a, 2145, 214¢, 2144 trom
the feeders 1s also sent to the pulverizers 216a, 2165, 216c¢,
2164, respectively, whereupon the air and coal 1s mixed to

produce a controlled coal/air mixture or feed stream (217a,
217b, 217 ¢, 2177d), which 1s sent to and burned in the furnace

209.

As will be understood, the system 200 includes varying
numbers ol assets operating 1n parallel. For example, the
system 200 includes two primary air fans operating in
parallel (210a, 2100), two air heaters operating in parallel

(212a, 212b), four coal mputs from feeders operating in
parallel (214a, 214b, 214c¢, 214d), and four pulverizers

(2164, 216bH, 216c, 216d) operating 1n parallel. For the
purposes of clarity, the number of 1dentical or near-identical
assets 1s hereby denoted “n.” This number does not include
processes or equipment that are out of service or known to
exhibit problems. As noted above, the controller 206 of the
control unit 202 communicates with the various assets
within the furnace unit 203 to control the various controlled
process variables, such as air temperature from the air
heaters 212 and/or mixers 213, the positioning of the air
dampers 211, the speed of the fans 210, etc. The error
detection unit 208 of the control unit 202 can also be
configured to perform the steps of the process or routine 300
as will be described herein. While the control unit 202 1s
illustrated as communicating wirelessly with the furnace
unit, the control unit 202 can communicate with the assets
or with sensors on the assets of the furnace unit 203 via
wired communications using any standard or known com-
munications protocol, or with mixed wireless and wired
communications. Moreover, the process model generator
204 of the control unit 202 operates to generate and/or store
process models that model various aspects of or equipment
within the furnace unit 203. The process model generator
204 may for example, generate a process model for piece of
equipment or any combination of equipment within each of
the sets of parallel operated equipment described above.
Such process models may be, for example, the process
models used as the process models 106 1n the error detection
systems of FIGS. 2 and 4. Still further, the error detection
unmt 208 may operate to detect errors with individual equip-
ment (assets) or with groups of equipment within the parallel
operated equipment, such as that of FIG. 3.

FIG. 4 1llustrates a process 300 for detecting faults 1n a
plurality of industrial assets operating in parallel that may be
used 1n or implemented by the error detection unit 208 of
FIG. 3. Generally speaking, as the plant or process operates,
the error detection unit 208 also operates using, for example,
the process or routine 300 of FIG. 4, which models the plant
operation using one or more prediction process models to
determine the expected plant or asset operation. The routine
300 then compares the expected operation of the plant or
asset with the actual measured operation of the plant or asset
to determine if there 1s a significant diflerence between the
two, meaning that there may be an error in the operation of
the plant or asset. Such an error may be, for example, a
hardware error resulting from an improperly functioning
asset, may be a control error resulting from a control issue,
a communication error resulting from poor, lost, or improper
communications in the control system, etc. When a potential
error 1s detected 1n an asset or group of assets, the error
detection umit 208 then compares the operation of the
potentially faulty asset or group of assets to the operation of
one or more of the other assets runming 1n parallel with the
potentially faulty asset to determine if the potentially faulty
asset 1s operating similarly to the other parallel operated
assets. If non-similar operation 1s detected, e.g., when the




US 10,606,254 B2

9

inputs to the parallel assets are similar to the inputs to the
potentially faulty asset but the outputs of the parallel assets
are non-similar to the outputs of the potentially faulty asset,
then the error detection unit 208 may detect an error and set
an alarm or an alert to notify a user, operator, maintenance
person, or the like.

However, 11 a similar operation 1s detected (e.g., 1n which
the iputs to and/or the outputs from the other parallel
operated assets are similar to the inputs to and/or outputs
from the potentially faulty asset), then 1t 1s unlikely that an
error has occurred, and the error detection unit 208 may not
set or send an alarm to a user or operator. Moreover, 1f the
inputs to the potentially faulty asset are not similar to the
inputs of the other parallel operated assets, then the error
detection unmit 208 may determine 1f the inputs to the
potentially faulty asset (or the process conditions that lead to
those 1mputs) were within a range or process state that was
included as part of the training data or process conditions
that were used to generate the process model. IT the equip-
ment or process 1s operating 1n a range or process operating,
state that was not considered or used to create the process
model used to make the process prediction, then the error
detection unit 208 does not set an alarm, but instead may
provide the mputs and outputs of the process equipment to
the process model generator 204 to enable the process model
generator 204 to regenerate the process model with the new
process operating state data to thereby create a better or
more accurate process model. If, on the other hand, the
equipment or process 1S operating 1n a range or process
operating state that was considered or used to create the
process model used to make the process prediction, then the
error detection unit 208 may still detect erroneous operation
of the equipment and set an alarm or an alert.

More particularly for each asset or set of parallel operated
assets, the process 300 may be implemented or run to detect
errors during each of a number of cycles. Such cycles may
be tied to or correspond to controller execution cycles (such
as once per controller execution cycle, once every five
controller execution cycles, etc.) or may be tied to or
correspond with separate maintenance or error detection
timing cycles which are not tied with controller execution
cycles.

Generally speaking, the error detection system and
method of FIG. 4 first creates or builds a process model for
cach asset or group of assets 1n each set of parallel operated
assets. The error detection method and system then uses the
process model to detect potential errors 1n the operation of
assets, such as when the output or outputs of the asset or set
ol assets 1s significantly different than the predicted output
or outputs of the asset or set of assets as determined by the
process model for the asset or set of assets. I a potential
error 1s detected 1n a particular asset, the process 300 then
calculates average operational data relating to the particular
asset. This average operational data may include input
and/or output data. Next, the process 300 uses the average
operational data of the particular asset that indicated an error
to conduct a number of comparisons to corresponding
average operational data obtained from the remaining par-
allel operated assets. The process 300 uses the results of
these comparisons to determine 1) whether the particular
asset 1s 1n fact exhibiting an error which necessitates an
alarm; and 2) whether the process should adapt the predic-
tion model to include new data, thereby reducing the occur-
rence of false positives.

More particularly, at a step 302, for each asset or unit (for
example, for each of the pulverizers 216 of FIG. 3 or for
cach of the sets of pulverizers 216, mixers 213, air heaters
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212, and air fans 210 of FIG. 3) denoted as “1” 1n FIG. 4, the
routine 300 collects data (e.g., from an existing data histo-
rian, from the plant operations, etc.) and builds a prediction
model for that asset or set of assets. For each asset or set of
assets, the process 300 runs or executes the corresponding
actual process and the prediction model.

For the purposes of modeling, the step 302 may define a
set of mput and output variables for each asset or set of
assets. For example, mput variables may be tlow rates of
objects (e.g., coal or air) entering an asset, power consump-
tion, and the like, and outputs may be exit tflow rates,
temperatures, pressures, and the like. Other examples are
possible. The input variable set may be mathematically
represented as a vector “X.,” and the output variable set may
be mathematically represented as a vector “Y.” In some
examples, the prediction models being built are 1in a steady-
state framework, and thus the mput and output vanables can
be optionally obtained as instant measurements, delayed
measurements, average measurements over a specified
period of time, or a moving average over a specified period
of time, as examples only. These variables can be used 1n
their original engineering units or in a suitable format
derived from scaling or normalization. In any event, the
block 302 may collect the mput and output vector data for
a particular asset or group of assets over a particular period
of time or over a set of process operating conditions (process
states) and then generate a process model from the data.
Such a process model could be a neural network model, a
regressive model, such as a PLS model, etc. Of course, the
block 302 could generate or obtain a model for each of the
assets or sets of assets 1 any other manner, including
receiving such a model from a user, a process engineer, etc.

At a step 304, the error detection system 208 compares the
process and the prediction unit outputs for a particular
asset 1 1n real time. For example, as indicated 1n FI1G. 4, the
predicted process output Y, 1s compared to the actual
process output Y, and at a step 306, the process 300
determines whether the difference between the outputs, or
the error, exceeds a predetermined threshold value. If the
difference between these values 1s small and does not exceed
the threshold value, no error or fault 1s detected, and the
process 300 proceeds to observe the next asset via a step
320, where the process 300 determines whether there are
other remaining assets to analyze for potential errors. If there
are remaining assets, at a step 322, the process 300 sets the
particular asset 1 to the next value, and the process 300
proceeds to the step 304. It there are no remaining assets to
consider during this execution cycle of the error detection
system 208, the process 300, at a step 324, waits for the next
sampling time or execution time, and at a step 326, the
process 300 determines whether the waiting time has
expired. If the waiting time has not expired, the process 300
returns to the step 324. Conversely, 1f the waiting time has
expired, the process 300 resets the particular asset number to
the first value (e.g., 1) at a step 328, and the process 300
returns to the step 304. The sampling time may be a variable
and can depend on the particular environment. For example,
the sampling times for pulverizers may be between approxi-
mately five seconds and approximately five minutes. Other
examples are possible.

I1, at the step 306, the error 1s larger than the threshold, a
potential error 1s detected with the operation of the process
equipment or asset. Next, the routine 300 proceeds to
perform a similarity test to determine 11 the asset (or set of
assets) for which the potential error has been detected is
operating in a manner that 1s similar to the other parallel
operated equipment. As part of the similarity test, a step 308
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calculates the average normal input values (or vector) X and
the average normal output values (or vector) Y relative to the
current particular asset 1 using the following equations for
the input vector X and the output vector Y:

1 F
Z X; (i<n,and j%i)

L.
Il
| —

Y

(i <n,and j+i)

where n represents the total number of assets in consider-
ation (excluding those assets that are out of service and/or
have known operational problems). These average normal
values also exclude the current asset (1.¢., the asset for which
the potential error i1s detected) from the calculation.

A step 310 then determines whether the operation of the
particular or current asset 1s similar to the average normal
values of the remaining assets. In one case, t or a particular
asset 1, over a given timeframe H, the mput and the output
of the particular asset 1s similar to the average normal 1nput
if the following equations are true, respectively:

XX <e,

|¥;-Y[<e,

where X.. 1s the actual or measured mmput vector of the
current asset, where Y,. 1s the actual or measured output
vector of the current asset, and where €, and ¢, are threshold
parameters, variables, and/or values, and may also serve the
purpose ol tuning variables. These threshold parameters
may be predefined and may be based on any number of
characteristics of the asset. In many examples, the opera-
tional characteristics or data include at least one input value,
at least one output value, and/or other intermediate opera-
tional parameters of the asset. For example, operational
parameters of an asset can include tlow rates, temperatures,
pressures, fluid levels, and the like. Other examples of
operational characteristics are possible.

Thus, 11 the normalized difference between the input
vector of the particular asset and the average normal input
value of the remaining assets 1s less than the threshold €, the
input of the particular asset 1s considered similar to the
average 1nput. Moreover, 1 the normalized diflerence
between the output vector of the particular asset and the
average normal output vector value of the remaining assets
is less than the threshold €, the output of the particular asset
1s considered similar to the average output. I both the mnput
and the output of the particular asset are similar to the
average mput and output of the remaining assets, respec-
tively, the particular asset 1s deemed similar to the average
normal.

The format selection of this vector norm follows typical
mathematical conventions and can be tlexible (e.g., 1-norm,
2-norm, and/or infinite norm formats can be used). In some
examples, the similanty test criterion can be chosen by a
smoothed average over the specified timeframe H. Specifi-
cally, the smoothed average can be an arithmetic mean, a
weilghted average, a root-mean-squared average, or any type
of moving average scheme for previous samples within the
timelrame.

In order to utilize the average normal values, an assump-
tion must be made that a majority of the remaining assets are
operating 1n normal conditions, and that the average state of
the remaining assets can thus be used as a baseline for
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comparative purposes. The process 300 assumes that among
a given number of assets, there are a maximum number of
assets that may experience failure simultaneously, and this
maximum number of assets constitutes less than half of the
total units. The greater the number of assets exhibiting
errors, the less accurate the average normal value will be. As
a result, an “Assumed Failure Probability (AFP),” or a
quantification of the validity of the average normal may be
used. In one example, the AFP 1s equal to (n,, ~1)/(n-1),
where n represents the total number of units or assets, and
n, - represents the assumed maximum number of units or
assets that can exhibit errors simultaneously. This assumed

number may be obtained from past experience and historical
data, 1f desired, may be set by a user, or may be obtained 1n
any other desired manner. In the event that historical data 1s
not suflicient, the AFP can be selected as a tuning parameter
for the purposes of mitialization. As a result, the following
equation may be used:

1, ~inl(1+AFP*(n-1))

As an example, a starting point of the AFP can be selected
as 25%. If there are two assets (e.g., 11 n=2), n, =1; 1f n=3,
n,~1; 1t n=4, n, ~1; 1t n=5, n, ~2; and so on. The smaller
that the AFP value 1s, the more reliable the average normal
value will be, and thus the less likely that the process 300
will trigger or set off false alarms.

Returning to FIG. 4, 1if the step 310 of the process 300
determines that the particular asset 1s similar to average
normal (e.g., the asset passes the similarity test whereby the
differences between the input vector and the output vector of
the asset and the average normal for the input vector and the
average normal for the output vector, respectively, are less
than the respective threshold values), the operation of the
asset 1s similar to the average normal operation at this step,
and all of the remaiming assets, on average, are generating
similar inputs and outputs. In this scenario, the routine 300
detects no fault in the operation of the asset or set of assets
being analyzed and, mstead, control 1s provided to a step 312
that collects the mput and output data from the asset being
analyzed and uses this data to adapt the prediction model for
the asset. Upon adapting the prediction model, 11, at a later
time, the asset generates similar outputs as those sensed
based on similar inputs, the routine 300 will not deem these
values to be faults or errors, and thus the routine 300 will not
proceed to trigger an alarm or produce a false alarm. After
the prediction model 1s adapted, the process 300 proceeds to
the step 320 where the next asset 1s observed.

If the block 310 of the routine 300 determines that the
asset 1s not similar to the average normal, either because the
input value or the output value, or both of these values of the
particular asset are not similar to the respective average
normal values (i.e., they differ by a preset threshold valve),
then the asset may still be operating under an error condi-
tion. In this case, a step 314 determines whether the mput of
the particular asset 1s similar to the average normal input in
the manner previously described. If the input of the particu-
lar asset 1s similar to the average normal mput, the output of
the particular asset must not be similar to the average normal
output value and the particular asset 1s therefore operating
differently, based on similar inputs, than the other parallel
operated equipment. In other words, the asset being ana-
lyzed 1s recerving an input that 1s similar to the iputs of the
parallel operated equipment (on average), but is still pro-
ducing a non-similar output than the outputs of the parallel
operated equipment (on average). As a result, a fault or error
1s causing the output to be incorrectly produced and so a step
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318 then triggers an alarm. Control 1s then provided to the
step 320 to analyze the other assets during the current error
detection cycle.

If, on the other hand, at the block 314, the input of the
particular asset (or current asset being analyzed) i1s not
similar to the average normal input, there 1s a possibility that
the non-similar operation of the asset being analyzed 1s due
to an imncomplete model of the assets which may happen, for
example, 11 the real-time input of the asset 1s not represented
in the existing training data set that was used to create the
prediction model for the asset. Thus, 11 the block or step 314
determines that the iput of the current asset 1s not similar
to the average normal input of the parallel operated assets,
a step 316 performs a classification test on the current input
data to determine whether the input of the particular asset 1s
a part of the training class data used to train or create the
prediction model for the current asset. In other words, the
process 300 determines whether the mput value(s) or the
state of the process that 1s represented by the input values (or
the combination of input values) was considered when
creating the process model used as the prediction model for
the current asset. The classification test 1s conventional and
can be a vector distance calculation among input data, for
example. In other examples, the classification test can
include an unsupervised learning technique such as principal
component analysis (PCA), competitive neural networks,
self-organizing neural networks, k-mean classifications, and
the like.

If the mput value 1s a part of the traiming class, then the
model 1s presumably operating correctly because 1t has been
trained to consider the process state defined by the current
set of process mputs, and thus the routine 300 proceeds to
the step 318 which triggers the alarm or alert. The process
300 triggers the alarm at this stage because a fault 1s likely
to have occurred within the asset 1f the process model used
to analyze the operation of the asset was created considering,
or modeling the particular input value(s) and still results 1n
an error detection.

Conversely, 1f the iput(s) 1s/are not a part of the traiming,
class used to create the prediction model for the current
asset, the block 302 did not have all of the requisite data to
properly create the prediction model for the process opera-
tional state now being experienced, meaning that the pre-
diction model was not properly configured for the current
process state. Thus, 1n this case, the routine 300 incorporates
the new input/output data mto the model by adapting the
prediction model at the step 312. Importantly, because the
routine 300 and the block 312 1n particular 1s able to adapt
the prediction model, on the fly or 1n real time, the routine
300 does not need to be 1mtially configured to include all
possible process operational data points when creating a
prediction model, which 1n turn saves time at the process
initialization stage 302.

So configured, the routine 300 serves dual purposes of
detecting errors in parallel assets in the system 200 1n
addition to adapting the process prediction models used to
analyze process assets on the fly. Further, the routine 300
reduces the likelihood of false positives that generate alarms
in the system 200. Moreover, the routine 300 reduces the
overall time and complexity needed to build the process
prediction models for the various process assets.

Skilled artisans will appreciate that the routine 300 can be
implemented 1n any type of software or firmware i1mple-
mented on any type ol computer processor. When imple-
mented 1n software, any of the applications, routines, blocks,
services, and engines described herein may be stored in any
tangible, non-transitory computer readable memory such as
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on a magnetic disk, a laser disk, solid state memory device,
molecular memory storage device, or other storage medium,
in a RAM or ROM of a computer or processor, etc. Although
the example systems disclosed herein are disclosed as
including, among other components, software and/or firm-
ware executed on hardware, such as computer processors, 1t
should be noted that such systems are merely illustrative and
should not be considered as limiting. For example, it 1s
contemplated that any or all of these hardware, software, and
firmware components could be embodied exclusively in
hardware, exclusively 1n software, or 1n any combination of
hardware and software. Accordingly, while the example
systems described herein are described as being imple-
mented 1n software executed on a processor of one or more
computer devices, persons of ordinary skill 1n the art will
readily appreciate that the examples provided are not the
only way to implement such systems.

Skilled artisans will appreciate that elements 1n the figures
are 1llustrated for simplicity and clarity and have not nec-
essarily been drawn to scale. For example, the dimensions
and/or relative positioning of some of the elements 1n the
figures may be exaggerated relative to other elements to help
to 1improve understanding of various embodiments of the
present invention. Also, common but well-understood ele-
ments that are useful or necessary 1n a commercially feasible
embodiment are often not depicted 1n order to facilitate a
less obstructed view of these various embodiments. It will
turther be appreciated that certain actions and/or steps may
be described or depicted 1n a particular order of occurrence
while those skilled in the art will understand that such
specificity with respect to sequence 1s not actually required.
It will also be understood that the terms and expressions
used herein have the ordinary techmnical meaning as 1s
accorded to such terms and expressions by persons skilled 1n
the technical field as set forth above except where diflerent
specific meanings have otherwise been set forth herein.

Those skilled 1n the art will recogmize that a wide variety
of modifications, alterations, and combinations can be made
with respect to the above described embodiments without
departing from the scope of the invention, and that such
modifications, alterations, and combinations are to be
viewed as being within the ambait of the inventive concept.

What 1s claimed 1s:

1. A method for detecting an error 1n an industrial asset
operating synchronously with similar industrial assets, the
method comprising:

obtaining a process model for each of a plurality of

industrial assets:

synchronously executing a process using the plurality of

industrial assets and the process model for each of the
plurality of industrial assets;

for a particular asset, determining an error value from a

difference between an actual output of the particular
asset and a predicted output of the particular asset
produced using the process model for the particular
asset;

based on the error value, determining whether an 1nput

value of the particular asset 1s similar to input values of
the plurality of industrial assets and whether an output
value of the particular asset 1s similar to output values
of the plurality of industrial assets;

wherein 1f the input value of the particular asset 1s similar

to the mput values of the plurality of industrial assets
and the output value of the particular asset 1s not similar
to the output values of the plurality of industrial assets,
triggering an alarm indicating an error 1n the particular
asset.
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2. The method of claim 1, wherein 11 the input value of the
particular asset 1s not similar to the iput values of the
plurality of industnial assets, determining whether the input
value of the particular asset was accounted for i develop-
ment of the process model for the particular asset.

3. The method of claim 2, wherein 11 the input value of the
particular asset was accounted for 1n the development of the
process model for the particular asset, triggering the alarm
indicating an error in the particular asset.

4. The method of claim 2, wherein 11 the input value of the
particular asset was not accounted for in the development of
the process model for the particular asset, adapting the
process model based on the input value of the particular
asset.

5. The method of claim 1, wherein 11 the input value of the
particular asset 1s similar to the input values of the plurality
of industrial assets and the output value of the particular
asset 1s similar to the output values of the plurality of
industrial assets, adapting the process model for the particu-
lar asset based on the mnput value of the particular asset and
the output value for the particular asset.

6. The method of claim 1, wherein determining the error
value includes comparing the error value to a threshold
value.

7. The method of claim 1, wherein the input values of the
plurality of industrial assets comprise calculated average
normal input values and the output values of the plurality of
industnal assets comprise calculated average normal output
values.

8. The method of claim 1, wherein determining whether
the mput value of the particular asset 1s similar to the input
values of the plurality of industrial assets includes deter-
mimng an average normal mput value from the input values
of the plurality of industrial assets and wherein determining
whether the output value of the particular asset 1s similar to
the output values of the plurality of industrial assets includes
determining an average normal output value from the output
values of the plurality of industrial assets.

9. The method of claim 1, wherein determining whether
the input value of the particular asset 1s similar to the mnput
values of the plurality of industrial assets includes excluding,
the input value of the particular asset from the mput values
of the plurality of industrial assets and wherein determining
whether the output value of the particular asset 1s similar to
the output values of the plurality of industrial assets includes
excluding the output value of the particular asset from the
output values of the plurality of industrial assets.

10. The method of claim 1, wherein determining whether
the mput value of the particular asset 1s similar to the input
values of the plurality of industrial assets comprises per-
forming an input similarity test over a specified period of
time, and wherein determiming whether the output value of
the particular asset 1s similar to the output values of the
plurality of industrial assets comprises performing an output
similarity test over a specified period of time.

11. The method of claim 1, further comprising performs-
ing, for each of the plurality of assets as the particular asset,
the steps of (1) determining an error value from a difference
between an actual output of the particular asset and a
predicted output of the particular asset produced using the
process model for the particular asset, (2) based on the error
value, determining whether an mput value of the particular
asset 1s similar to mput values of the plurality of industrial
assets and whether an output value of the particular asset 1s
similar to output values of the plurality of industrial assets,
and (3) 1 the input value of the particular asset 1s similar to
the 1input values of the plurality of industrial assets and the
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output value of the particular asset 1s not similar to the
output values of the plurality of industrial assets, triggering
an alarm indicating an error 1n the particular asset.

12. The method of claim 1, wherein the input value of the
particular industrial asset 1s a vector and wherein the input
values of the plurality of industrial assets are vectors.

13. The method of claim 1, wherein the output value of
the particular industrial asset 1s a vector and wherein the
output values of the plurality of industrial assets are vectors.

14. A method for adapting a process model 1n real time,
the method comprising:

obtaining a process model for each of a plurality of

industrial assets:

synchronously executing a process using the plurality of

industrial assets and the process model for each of the
plurality of industrial assets;

for a particular industrial asset, determining an error value

from a difference between an actual output of the
particular asset and a predicted output of the particular
asset produced using the process model for the particu-
lar asset;

based on the error value, determining whether an 1nput

value of the particular asset 1s similar to input values of
the plurality of industrial assets and whether an output
value of the particular asset 1s similar to output values
of the plurality of industrial assets;

wherein if the mput value of the particular asset 1s similar

to the mput values of the plurality of industrial assets,
adapting the process model for the particular asset.

15. The method of claim 14, wherein adapting the process
model includes adapting the process model for the particular
asset based on the mput value of the particular asset and the
output value for the particular asset.

16. The method of claim 14, wherein 11 the input value of
the particular asset 1s similar to the mput values of the
plurality of industrial assets and the output value of the
particular asset 1s not similar to the output values of the
plurality of industnial assets, triggering an alarm indicating
an error in the particular asset.

17. The method of claim 14, wherein i1 the mput value of
the particular asset 1s similar to the mput values of the
plurality of industrial assets and the output value of the
particular asset 1s similar to the output values of the plurality
of industrial assets, adapting the process model for the
particular asset.

18. The method of claim 14, wherein i1 the mput value of
the particular asset 1s not similar to the mput values of the
plurality of industrial assets, determining whether a process
state defined by the mput value of the particular asset was
accounted for in development of the process model for the
particular asset.

19. The method of claim 18, wherein 1f the process state
defined by the input value of the particular asset was
accounted for in the development of the process model,
triggering an alarm 1ndicating an error in the particular asset.

20. The method of claim 18, wherein if the process state
defined by the mput value of the particular asset was not
accounted for in the development of the process model,
adapting the process model based on the mnput value of the
particular asset.

21. The method of claim 14, wherein determining the
error value includes comparing the error value to a threshold
value.

22. The method of claim 14, wherein the input values of
the plurality of industrial assets comprise calculated average
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normal input values and the output values of the plurality of
industnal assets comprise calculated average normal output
values.

23. The method of claim 14, wherein determining whether
the mput value of the particular asset 1s similar to the input
values of the plurality of industrial assets includes deter-
mimng an average normal mput value from the input values
of the plurality of industrial assets and wherein determining
whether the output value of the particular asset 1s similar to
the output values of the plurality of industrial assets includes
determining an average normal output value from the output
values of the plurality of industrial assets.

24. The method of claim 14, wherein determining whether
the input value of the particular asset 1s similar to the mnput
values of the plurality of industrial assets includes excluding
the input value of the particular asset from the mput values
of the plurality of industrial assets and wherein determining
whether the output value of the particular asset 1s similar to
the output values of the plurality of industrial assets includes
excluding the output value of the particular asset from the
output values of the plurality of industrial assets.

25. The method of claim 14, wherein determining whether
the mput value of the particular asset 1s similar to the input
values of the plurality of industrial assets comprises per-
forming an input similarity test over a specified period of
time, and wherein determining whether the output value of
the particular asset 1s similar to the output values of the
plurality of industrial assets comprises performing an output
similarity test over a specified period of time.

26. The method of claim 14, further comprising perform-
ing, for each of the plurality of assets as the particular asset,
the steps of (1) determining an error value from a difference
between an actual output of the particular asset and a
predicted output of the particular asset produced using the
process model for the particular asset, (2) based on the error
value, determining whether an mput value of the particular
asset 1s similar to mput values of the plurality of industrial
assets and whether an output value of the particular asset 1s
similar to output values of the plurality of industrial assets,
and (3) 11 the 1input value of the particular asset 1s similar to
the 1input values of the plurality of industrial assets and the
output value of the particular asset 1s similar to the output
values of the plurality of industrial assets, adapting the
process model for the particular asset.

27. The method of claim 14, wherein the mput value of
the particular industrial asset 1s a vector and wherein the
input values of the plurality of industrial assets are vectors.

28. The method of claim 14, wherein the output value of
the particular industrial asset 1s a vector and wherein the
output values of the plurality of industrial assets are vectors.

29. An error detection system comprising:

a plurality of industrial assets;

a control unit communicatively connected to the plurality
ol industrial assets to control operation of the plurality
of industrial assets such that the plurality of industrial
assets operate 1n parallel to each other; and

an error detection unit adapted to detect a discrepancy in
the operation of a particular industnal asset;

wherein upon detecting the discrepancy in the operation
of the particular industrial asset, the error detection unit
determines whether an mput value of the particular
industrial asset 1s similar to input values of the plurality
of industrial assets and whether an output value of the
particular industrial asset 1s similar to output values of
the plurality of industrial assets, wherein 1f the input
value of the particular industrial asset 1s similar to the
input values of the plurality of industrial assets and the
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output value of the particular industrial asset 1s not
similar to the output values of the plurality of industrial
assets, the error detection unit generates an alarm
indicating an error in the particular industrial asset.

30. The error detection system of claim 29, wherein 1f the
input value of the particular industrial asset 1s not similar to
the input values of the plurality of industrial assets, the error
detection unit determines whether the mput value of the
particular industrial asset was accounted for 1n development
ol a process model for the particular industrial asset.

31. The error detection system of claim 30, wherein i1 the
input value of the particular industrial asset was accounted
for 1n the development of the process model for the particu-
lar industrial asset, the error detection unit generates an
alarm indicating an error in the particular industrial asset.

32. The error detection system of claim 30, wherein i1 the
input value of the particular industrial asset was not
accounted for in the development of the process model for
the particular industrial asset, the error detection unit adapts
the process model based on the mnput value and the output
value of the particular industrial asset.

33. The error detection system of claim 29, wherein i1 the
input value of the particular industrial asset 1s similar to the
input values of the plurality of industrial assets and the
output value of the particular industrial asset 1s similar to the
output values of the plurality of industrial assets, the error
detection unit adapts a process model for the particular
industrial asset based on the input value of the particular
industrial asset and the output value of the particular indus-
trial asset.

34. The error detection system of claim 29, wherein the
error detection unit comprises a process model generator
adapted to generate a process model for one or more the
plurality industrial assets and wherein the error detection
unit detects the discrepancy 1n the particular industrial asset
by comparing an error value determined by the error detec-
tion unit to a threshold value.

35. The error detection system of claim 34, wherein the
error detection unit determines the mput values of the
plurality of industrial assets by calculating an average nor-
mal 1input value from measured 1input values of the plurality
ol industrial assets and wherein the error detection unit 1s
adapted to calculate the output values of the plurality of
industrial assets by calculating an average normal output
value from measured output values of the plurality of
industrial assets.

36. The error detection system of claim 34, wherein the
error detection unit 1s adapted to calculate the mput values
of the plurality of industrial assets by excluding the mput
value of the particular industrial asset and wherein the error
detection unit 1s adapted to calculate the output values of the
plurality of industrial assets by excluding the output value of
the particular industrial asset.

37. The error detection system of claim 29, wherein for
cach of the plurality of industrnial assets as the particular
industrial asset, the error detection unit performs the steps of
(1) determining whether an mmput value of the particular
industrial asset 1s similar to mput values of the plurality of
industrial assets and whether an output value of the particu-
lar industrial asset 1s similar to output values of the plurality
of industrial assets, and (2) generating an alarm indicating an
error 1n the particular industrial asset 1 the input value of the
particular industrial asset 1s stmilar to the mput values of the
plurality of industrial assets and the output value of the
particular industrial asset 1s not similar to the output values
of the plurality of industrial assets.
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38. A process model adaptation system comprising:

a plurality of industrial assets;

a control unit communicatively connected to the plurality
of industrial assets to control operation of the plurality
of industrial assets such that the plurality of industrial
assets operate in parallel to each other; and

an error detection unit adapted to detect a discrepancy in
a particular industrial asset;

wherein upon detecting the discrepancy 1n the particular
industrial asset, the error detection unit determines
whether an input value of the particular industrial asset
1s similar to mput values of the plurality of industrial
assets and whether an output value of the particular
industrial asset 1s similar to output values of the plu-
rality of industrial assets, wherein 11 the mput value of
the particular industrial asset 1s similar to the input
values of the plurality of industrial assets, the error
detection unit adapts a process model for the particular
industrial asset.

39. The process model adaptation system of claim 38,
wherein the error detection unit adapts the process model for
the particular industrial asset based on the mput value of the
particular industrial asset and the output value of the par-
ticular industrial asset.

40. The process model adaptation system of claim 38,
wherein 1f the mput value of the particular industrial asset 1s
similar to the mput values of the plurality of industrial assets
and the output value of the particular industrial asset 1s not
similar to the output values of the plurality of industrial
assets, the error detection unit triggers an alarm indicating an
error 1n operation of the particular industrial asset.

41. The process model adaptation system of claim 38,
wherein 11 the input value of the particular asset 1s similar to
the 1input values of the plurality of industrial assets and the
output value of the particular asset 1s similar to the output
values of the plurality of industrial assets, the error detection
unit adapts the process model for the particular asset.

42. The process model adaptation system of claim 38,
wherein 11 the input value of the particular industrial asset 1s
not similar to the mput values of the plurality of industrial
assets, the error detection unit determines whether the input
value of the particular industrial asset was accounted for in
development of the process model for the particular indus-
trial asset.

43. The process model adaptation system of claim 42,
wherein 1f the input value of the particular industrial asset
was accounted for in the development of the process model
for the particular industrial asset, the error detection unit
triggers an alarm indicating an error in the particular indus-
trial asset.
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44. The process model adaptation system of claim 42,
wherein 1f the mput value of the particular industrial asset
was not accounted for in the development of the process
model for the particular industrial asset, the error detection
unit adapts the process model based on the input value of the
particular industrial asset.

45. The process model adaptation system of claim 38,
wherein the control unit comprises a process controller
adapted to generate one or more control signals for execut-
ing a process which controls each of the plurality of indus-
trial assets, and wherein the error detection unit executes the
process model for each of the plurality of industrial assets
synchronously with the control unit controlling the process,
includes a process model generator adapted to generate the
process model for one or more of the plurality of industrial
assets, and detects the discrepancy in the particular industrial
asset by comparing an error value to a threshold value.

46. The process model adaptation system of claim 45,
wherein the error detection unit calculates the mput values
of the plurality of industrial assets by calculating an average
normal mput value from measured input values of the
plurality of industrial assets and wherein the error detection
unit 1s adapted to calculate the output values of the plurality
of industrial assets by calculating an average normal output
value from measured output values of the plurality of
industrial assets.

4'7. The process model adaptation system of claim 45,
wherein the error detection unit calculates the input values
of the plurality of industrial assets by excluding the input
value of the particular industrial asset and wherein the error
detection unit 1s adapted to calculate the output values of the
plurality of industrial assets by excluding the output value of
the particular industrial asset.

48. The process model adaptation of claim 38, wherein for
cach of the plurality of industrial assets as the particular
industrial asset, the error detection unit performs the steps of
(1) determining whether an mput value of the particular
industrial asset 1s similar to mput values of the plurality of
industrial assets and whether an output value of the particu-
lar industrial asset 1s similar to output values of the plurality
of industrial assets, and (2) adapting a process model for the
particular industrial asset if the input value of the particular
industrial asset 1s similar to the input values of the plurality
ol industrial assets and the output value of the particular
industrial asset 1s similar to the output values of the plurality
ol industrial assets.
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