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(57) ABSTRACT

A system for controlling automation includes a machine
which collects data generated by performance of an opera-
tion by the machine. A user device displays a machine
control mtertace (MCI) corresponding to the machine. The
MCI displays the collected data to a touch interface of the
user device, and defines at least one touch activated user
interface element (UIE) for manipulating the data. The user
device can be enabled as an automation human machine
interface (HMI) device for controlling an operation per-
formed by the machine, such that a touch action applied to
a UIE of the MCI controls the operation. A prerequisite
condition to enabling the user device as an automation HMI
device can include activation of an enabling switch selec-
tively connected to the user device. The MCI can be stored
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AUTOMATION INTERFACE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of PCT Application
PCT/US2015/029907 filed May 8, 2015, U.S. application

Ser. No. 14/705,421 filed May 6, 2015, U.S. Provisional
Application 61/990,148 filed May 8, 2014, U.S. Provisional
Application 61/990,151 filed May 8, 2014, U.S. Provisional
Application 61/990,156 filed May 8, 2014, U.S. Provisional
Application 61/990,158 filed May 8, 2014, U.S. Provisional
Application 61/990,159 filed May 8, 2014, U.S. Provisional
Application 61/990,163 filed May 8, 2014, U.S. Provisional
Application 61/990,169 filed May 8, 2014, U.S. Provisional
Application 61/990,170 filed May 8, 2014, and U.S. Provi-

sional Application 61/990,172 filed May 8, 2014, which are
cach hereby incorporated by reference in their entirety.

TECHNICAL FIELD

The present disclosure relates generally to operating and
managing automated equipment, including collecting and
capturing automation data using an automation controller 1n
communication with a computing device.

BACKGROUND

A Tacility may include multiple machines. Each machine
can be controlled by a programmable logic controller (PLC)
or similar controller connected to multiple machine ele-
ments, power sources and sensors of the machine, to operate
the machine 1n an automated mode. The controller 1n com-
munication with the sensors receives sensor inputs to the
controller indicating condition states of the various ele-
ments. The controller may be programmed to scan at a
predetermined frequency through a scan cycle, defined for
example, by a sequence of operations (SOP) to be performed
by the elements of the machine, and, based on the sensor
inputs and condition states received by the controller, selec-
tively energize the power sources to actuate the elements to
perform operations defined by the program. Each machine
and 1ts associated controller may be operated independently
from each other machine. A snapshot of machine operating
data, including timing data, collected at a historical point 1n
time, may be displayed for monitoring on a user interface,
for example, connected to the machine controller. The
machine can be controlled by the machine controller 1n one
of an automated mode and a manual mode, where operator
input to the machine controls are typically inputted by an
operator to a control panel which 1s physically attached to
the machine or the machine controller to restrict the location
of the operator when the machine 1s 1n operation.

SUMMARY

An automation operating and management system 1s
provided which consolidates and analyzes inputs from mul-
tiple machines within an automated enterprise, and displays
iputs received from the multiple machines using a user
interface of a user device. In one example, the user interface
can include a touch screen of a portable user device dis-
playing a machine control interface including one or more
graphical control elements. The machine control interface
can be a machine control interface for a specific station, a
specific element, a specific machine, a group of elements, a
group ol stations, a group of machines and/or a zone
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2

including multiple elements, stations and/or machines, etc.
The graphical control elements are arranged relative to the
machine control interface such that a user can intuitively
access data displayed for the machine operation and/or
control a machine operation by activation and/or manipula-
tion of one or more of the graphical control elements defined
by the machine control interface displayed on the touch
screen.

In one example, a system for controlling automation 1s
provided which includes a machine in communication with
a network. The machine collects data generated by perfor-
mance of at least one operation by the machine and transmits
the collected data to a network. A user device 1s in commu-
nication with the network to receive a machine control
interface (MCI) corresponding to the machine, where the
user device includes a touch interface for display of the
MCI. The MCI displays the collected data to the touch
interface, and defines at least one touch activated user
interface element (UIE) for manipulating the data displayed
by the MCI.

The operation performed by the machine can be one of a
sequence of operations (SOP) performed by the machine
such that the data collected can include at least one of a
baseline cycle time for the operation and an actual cycle time
for performance of the operation. In one example, the MCI
displays the sequence of operations including the at least one
operation, and further displays at least one of a baseline
cycle indicator displaying the baseline cycle time of the at
least one operation and an actual cycle 1indicator displaying
the actual cycle time of the at least one operation. The MCI
can display the baseline cycle indicator and/or the actual
cycle indicator in one of an SOP timeline display and a
machine heartbeat display. In one example, at least one UIE
defined by the MCI 1s defined by one of the operations
displayed 1n the sequence of operations. In another example,
at least one UIE 1s defined by the at least one of the baseline
cycle mdicator and the actual cycle indicator. The collected
data can be viewed and/or manipulated, and additional
information can be displayed by the MCI, by a touch 1mnput
to the UIE by a user of the user device.

In one example, the user device can be enabled as an
automation human machine interface (HMI) device {for
controlling at least one operation performed by the machine,
such that a touch action applied to at least one UIE defined
by the MCI controls the operation. The automation HMI
device can include an enabling switch connected to the user
device where activation of the enabling switch 1s a prereq-
uisite condition to enabling the user device as an automation
HMI device. The MCI can be stored in a memory of the
enabling switch such that the MCI 1s retrieved from the
ecnabling switch by the user device. In an 1illustrative
example, at least one UIE 1s defined by one of the baseline
cycle indicator and the actual cycle indicator, such that a
touch action applied to the UIE as a sliding pressure 1n a first
direction actuates performance of the operation to a conclu-
s1on or end condition of the operation, and such that a touch
action applied to the UIE as a sliding pressure in a second
direction opposing the first direction actuates performance
of the operation to a start of the operation. In one example,
the enabling switch 1ncludes a trigger and a connector for
connecting the enabling switch to a user device, such that the
user device 1s enabled as an automation human machine
interface (HMI) device for controlling the at least one
operation when the enabling switch 1s connected to the user
device and the trigger 1s manually activated by a user.

In one example, an enabled area 1s defined by the location
of the machine, and the automation HMI device 1s enabled
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to control the machine when the automation HMI device 1s
located within the enabled area. The automation HMI device

1s disabled from controlling the machine when the automa-
tion HMI device 1s located outside the enabled area. The
enabling switch can include a location device for determin-
ing a location of the enabling switch relative to the enabled
area. The system can 1include another location device for use
in determining the enabled area, and such that the location
device of the enabling switch can selectively communicate
with the other location device to determine the location of
the automation HMI device relative to the enabled area. In
one example, the location devices are each radio frequency
identification (RFID) devices. In another example, the loca-
tion device included in the enabling switch 1s a global
positioning system (GPS) device.

The machine can be selectively operated 1n an operating
mode which 1s one of an automated mode and a manual
mode. In one example, the automation HMI device 1s
enabled to control the machine when the machine 1s oper-
ated 1n the manual mode, and 1s disabled from controlling
the machine when the machine 1s operated 1n the automatic
mode. The automation HMI device can be in communication
with the machine to determine the operating mode of the
machine.

The above features and advantages, and other features and
advantages, of the present teachings are readily apparent
from the following detailed description of some of the best
modes and other embodiments for carrying out the present
teachings, as defined 1n the appended claims, when taken in
connection with the accompanying drawings.
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FIG. 1 1s a schematic view of an example of an automa-
tion operating and management system including first, sec-
ond, third and fourth level controllers;

FIG. 2 1s a schematic view of an example of a machine
including a first level controller and a second level control-

ler;

FIG. 3 1s a schematic illustration of an example of a
machine sequence of operations of a machine of the system
of FIG. 1;

FIG. 4 1s a schematic illustration of an example of a
machine heartbeat of the sequence of operations of FIG. 3;

FIG. 5 1s a schematic illustration of an example of a
machine control mterface showing the machine sequence of
operations of FIG. 3 displayed on a user device;

FIG. 6 1s a schematic illustration of an example of a
machine control mterface showing the machine heartbeat of
FIG. 4 displayed on a user device;

FIG. 7 1s a schematic illustration of an example of a
machine control interface of FIG. 5;

FIG. 8 1s a schematic illustration of an example of a
machine control interface of FI1G. 6;

FIG. 9 1s a schematic illustration of an example of a user
device of FIG. 1 including an enabling switch;

FIG. 10 1s a schematic of a facility management system of 55
the system of FIG. 1, showing a plurality of machines each
having an enabled area;

FI1G. 11 1s a schematic of a facility management system of
the system of FIG. 10; and

FIG. 12 1s a schematic illustration of an example of the
user device and enabling switch of FIG. 9 including a
machine control iterface.

35

40

45

50

60

DETAILED DESCRIPTION

63
Referring to the drawings wherein like reference numbers
represent like components throughout the several figures,

4

the elements shown in FIGS. 1-13 are not to scale or
proportion. Accordingly, the particular dimensions and
applications provided in the drawings presented herein are
not to be considered limiting. FIG. 1 shows an automation
operating and management system 10 for controlling sys-
tems, machines, and elements operating within an enterprise
12. The automation operating and management system 10
may be referred to herein as an automation operating system
(AOS). The enterprise 12 includes an enterprise server 1.4,
which may also be referred to herein as a fourth layer server,
for receiving and consolidating data from multiple facilities
14 (shown 1n the example of FIG. 1 as facilities 14A . . . 14x
and referred to herein collectively as facilities 14) within the
enterprise 12. Each of the facilities 14 includes a facility
server L3, which may also be referred to herein as a third
layer server, for receiving and consolidating data from
multiple facility systems SY (shown 1n the example of FIG.
1 as systems SY1 ... SYm and referred to herein collec-
tively as systems SY) withun each of the facilities 14. Each
facility server L3 1s 1n commumnication with the enterprise
server 4. At least one of the facility systems SY 1n each of
the facilities 14 (shown in the example of facility 14A as
system SY1) includes multiple machines 16 (shown in the
example of FIG. 1 as machines 16A . . . 16y and referred to
herein collectively as machines 16). The machines 16 can be
any machines that perform coordinated operations including
automated machines. In an illustrative and non-limiting
example described herein the machines 16 can be machines
such as automated machines performing operations 1n a
manufacturing plant and/or an assembly facility. The enter-
prise server L4 can be embodied as one or more computer
devices having a processor 94 and a memory 92, some of
which 1s computer-readable tangible, non-transitory
memory arranged on a printed circuit board or otherwise
available to the processor 94. Instructions embodying the
methods described herein may be programmed into memory
92 and executed as needed via the processor 94 to provide
functionality of the AOS 10 as described herein. The
memory 92 may include, by way of example, suflicient read
only memory (ROM), optical memory, flash or other solid
state memory, and the like. Transitory memory such as
random access memory (RAM) and electrically-erasable
programmable read-only memory (EEPROM) may also be
included, along with other required circuitry (not shown),
including but not limited to a high-speed clock, current/
voltage/temperature/speed/position sensing circuitry, ana-
log-to-digital (A/D) circuitry, digital-to-analog (ID/A) cir-
cuitry, a digital signal processor, and any necessary input/
output (I/0O) devices and other signal conditioning and/or
bufler circuitry. The enterprise server .4 can include a
communications interface 96 for communication with other
controllers and/or servers 1n the enterprise 12, including for
example, for communication with each of a third layer
server L3, a second layer controller L2 and a first layer
controller L1 of the enterprise 12. The fourth layer (enter-
prise) server L4, third layer servers L3, second layer con-
trollers .2 and first layer controllers L1 can be in commu-
nication with each other via a network 80, which may be a
wired or wireless network.

AOS 10 can include a data storage memory 90 which can
be used to store data recetved from one or more of the fourth
layer server L4, third layer servers L3, second layer con-
trollers .2 and first layer controllers 1. By way of example,
the data storage memory 90 may be accessed via the network
80 and/or may be external to the enterprise 12, for external
data storage. The data storage memory 90 can be accessible
via the enterprise server L4 and/or via the network 80. The
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data storage memory 90 can include, by way of example,
suilicient read only memory (ROM), optical memory, flash
or other solid state memory, and the like to store data
received from the enterprise 12. Transitory memory such as
random access memory (RAM) and electrically-erasable
programmable read-only memory (EEPROM) may also be
included, along with other required circuitry (not shown),
including but not limited to a high-speed clock, analog-to-
digital (A/D) circuitry, digital-to-analog (D/A) circuitry, a
digital signal processor, and any necessary input/output
(I/0) devices and other signal conditioning and/or builer
circuitry.

AOS 10 can further include one or more user devices
(shown 1n the example of FIG. 1 as user devices Ul ... Uw
and referred to herein collectively as user devices U) 1n
communication with the enterprise 12, via a wired connec-
tion or a wireless connection, for example, via the network
80. By way of non-limiting example, a user device U can be
a computing device such as a personal computer, tablet,
laptop, smart phone, personal digital assistant, or other
personal computing device for viewing information includ-
ing data related to and/or provided by the enterprise 12. In
one example, the user device U can display a machine
control 1nterface for one or more of the machines 16. The
user device U can include a user interface such as a touch
screen for interacting with the information and data of the
enterprise 12 and/or for controlling the machine 16 via the
machine control interface.

In the example shown, each of the machines 16 includes
a second layer controller L2 and one or more first layer
controllers 1. Each of the machine controllers 1.2 (shown
in the example of FIG. 1 as machine controllers L2A ... L2y
and referred to herein collectively as machine controllers
[.2) within a respective facility 14 are 1 communication
with the respective facility controller L3 for that facility 14.
A second layer controller L2 may also be referred to herein
as a machine controller. Each machine controller .2 of a
respective machine 16 1s 1n communication with the first
layer controllers L1 of that respective machine. A first layer
controller L1 may be referred to herein as a base layer
controller. The machine controllers L2 and the base layer
controllers L1 can each perform specific functions 1n con-
trolling and monitoring the operation of the machine 16.
Each machine controller L2 and each base layer controller
[L1 can be embodied as one or more computer devices
having a processor and memory, some of which 1s computer-
readable tangible, non-transitory memory arranged on a
printed circuit board or otherwise available to the processor.
Instructions may be programmed 1nto the memory of each of
the machine controllers L2 and each of the base layer
controllers L1 and executed as needed via the processor of
the respective controller L2, L1 to provide the control
functionality over the machines 16 and/or elements E within
the control of each respective machine controller L2 and/or
cach respective base layer controller L1. The memory of
cach machine controller L2 and each base layer controller
L1 can include, by way of example, sufficient read only
memory (ROM), optical memory, flash or other solid state
memory, and the like. Transitory memory such as random
access memory (RAM) and electrically-erasable program-
mable read-only memory (EEPROM) may also be included,
along with other required circuitry (not shown), including
but not limited to a high-speed clock, current/voltage/tem-
perature/speed/position sensing circuitry, analog-to-digital
(A/D) circuitry, digital-to-analog (D/A) circuitry, a digital
signal processor, and any necessary input/output (1/0O)
devices and other signal conditioning and/or bufler circuitry.
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Each machine controller L2 and each base layer controller
L1 can include one or more monitoring, measuring and/or
control devices for monitoring, measuring and/or controlling
the machines 16 and/or elements E within the control of each
respective machine controller L2 and/or each respective
base layer controller L1.

Each machine 16 includes a plurality of stations ST
(shown in the example of FIGS. 1 and 2 as stations
ST1 ... STn and referred to herein collectively as stations
ST) for performing an operational cycle of the machine 16,
where the operational cycle includes operations of the
machine 16 performed in a predetermined sequence con-
trolled by the base layer controller L1 and/or the machine
controller L2 of the machine 16. The predetermined
sequence 1n which the operations 1n the operational cycle 1s
performed can be defined by a sequence of operations 39
and/or a portion of a sequence of operations 39 defined for
that machine 16 by the machine controller .2 of the machine
16. It would be understood that the machine 16 would, 1n
operation, repeatedly perform the operational cycle com-
prising the sequence of operations 39 under control of the
machine controller L2 and/or the base layer controller L1.

Each of the base layer controllers L1 (shown 1in the
example of FIGS. 1 and 2 as base layer controllers
L1A ... L1z and referred to herein collectively as the base
layer controllers LL1) controls operations performed by at
least one of the stations ST in communication with the
respective base layer controller L1. As shown 1n FIG. 2, each
station ST includes one or more elements E (shown 1n the
example of FIG. 2 as elements F1 . . . Ep and referred to
herein collectively as elements E), for performing various
operations and/or tasks of the respective station ST. Using an
illustrative example of a manufacturing and/or assembly
enterprise 12, examples of elements E used to perform the
various operations of a manufacturing and/or assembly
operation performed by a machine 16 and/or station ST can
include clamps, cylinders, collets, pins, slides, pallets, etc.,
where the examples provided herein are non-limiting.

Each station ST further includes one or more power
sources P (shown 1n the example of FIG. 2 as power sources
P1 ... Prand referred to herein collectively as power sources
P), for providing power to one or more elements E and for
selectively energizing a respective element E 1n response to
a signal from the base layer controller 1. Each station ST
further includes one or more sensors S (shown in the
example of FIG. 2 as sensors S1 .. . Sq and referred to herein
collectively as sensors S), for sensing a state of at least one
of the elements E and the power source P of the station ST
and providing an mput to the base layer controller L1
indicating the state sensed by the sensor S.

A state, which may be referred to as a condition state or
as a condition, as used herein, refers to a state of the object,
a condition, a status, a position, or other property being
monitored, measured and/or sensed. Non-limiting examples
of condition states including cycle start time, cycle stop
time, element start time, element travel, element stop time,
position of an element or object, a dimensional measurement
ol an object which can include a dimensional measurement
of a feature of an element E, a feature of a machine 16, a
feature of a workpiece (not shown) to which an operation 1s
being performed by a machine 16 or an clement E, a
condition of one or more of an element E, machine 16 or
workpiece, or a condition of the environment within the
facility 14. A condition state could further include {for
example, operating conditions such as on, off, open, closed,
auto, manual, stalled, blocked, starved, traveling, stopped.,
faulted, OK, good, bad, in tolerance, out of tolerance,
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present, not present, extended, retracted, high, low, etc., and
can 1nclude for example, a measure of a physical property
such as chemistry, temperature, color, shape, position,
dimensional conditions such as size, surface finish, thread
form, functional parameters such as voltage, current, torque,
pressure, force, etc., such that it would be understood that

the terms state, condition and/or condition state as describ-
ing inputs to the AOS 10 are intended to be defined broadly.
By way of non-limiting example, a sensor S may be con-
figured as a limit switch, a proximity switch, a photo eye, a
temperature sensor, a pressure sensor, a flow switch, or any
other type of sensor which may be configured to determine
i one or more states are met during operation of the
automated system 10, and to provide an output to the at least
one automation controller, such as the base layer controller
L1 and/or the machine layer controller .2, which 1s received
by the controller L1, L2 as an input corresponding to the
state determined by the sensor S. The sensor S output may
be configured, for example, as a signal provided to the base
layer controller L1 and/or to the machine layer controller L2,
and recerved by the base layer controller L1 and/or to the
machine layer controller L2 as an input including input data.
The sensor S may be configured to provide a discrete or
bit-form output. The sensor S may be configured as an
analog sensor and may provide an analog output signal
corresponding to one or more of multiple states of a element
E or a group of elements E associated with the sensor S, or
one or more of multiple states of an environment of the
machine 16 and/or the environment of the facility 14 includ-
ing the machine 16.

The predetermined sequence of operations 1n the opera-
tional cycle can be defined by a sequence of operations 39
and/or a portion of a sequence of operations 39 defined for
that machine 16 by the machine controller .2 of the machine
16. In one example, the machine controller .2 can perform
the functions of the machine controller .2 and the base layer
controllers L1, such that the machine 16 can be configured
without the base layer controllers L1. In this example, the
machine 16 would, 1n operation, repeatedly perform the
operational cycle comprising the sequence of operations 39
under the independent control of the machine controller L2.

In another example, the controller functions may be
divided between the base layer controllers L1 and the
machine controller L2, with the base layer controllers L1
functioning as low level controllers and the machine con-
trollers L2 functioming as a high level controller coordinat-
ing the operation of the base layer controllers L1 within the
machine 16. In this example, the machine 16 would, in
operation, repeatedly perform the operational cycle com-
prising the sequence of operations 39 under the control of
the machine controller L2 and the base layer controllers L1,
where the machine controller L2 acts as a data collector
collecting the condition state data for each of the elements
E of the machine 16 from each of the respective base layer
controllers L1, and acts as a local area controller to coor-
dinate and control the interaction of the base layer control-
lers L1 with each other. In this example, each base layer
controller L1 within the machine 16 1s in communication
with each other base layer controller .1 within the machine
16 and with the machine controller L2 to communicate
condition states of each of the elements E controlled by that
respective base layer controller L1, such that each base layer
controller L1 can execute control actions of the respective
clements E under the control of the respective base layer
controller L1 in response to the condition state data received
from the other base layer controllers L1 1n the machine 16.
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For illustrative purposes and by way of non-limiting
example, the enterprise 12 shown 1n FIGS. 1 and 2 may be
a production enterprise including a plurality of manufactur-
ing and/or assembly facilities 14, such as facilities 14 A, 14B
and 14C. In one example, the facilities 14A, 14B and 14C
may be co-located within the production enterprise 12, for
example, each of the facilities 14A, 14B and 14C may be
sub-factories or assembly lines co-located 1n a larger build-
ing defining the production enterprise 12. In another
example, each of the facilities 14A, 14B and 14C may be a
stand-alone factory which may be geographically separated
from each other and 1n communication with each other and
the enterprise server 12, for example, via the network 80.
Facility 14 A, for 1llustrative purposes, 1s shown 1n additional
detail in FIGS. 1 and 2, and includes a facility server L3A
which 1s 1n communication with multiple systems SY such
as systems SY1, SY2 and SY3 operating 1n the facility 14A.
In the example shown, system SY1 includes manufacturing
and/or assembly operations consisting of multiple machines
16 such as machines 16A, 16B, 16C, 16D and 16E.

In the illustrative example, machine 16A 1s shown 1n
additional detail in FIG. 2, consisting of multiple stations ST
such as stations ST1 through ST10. Machine 16A includes
a machine controller L2A 1n communication with multiple
base layer controllers L1 such as base layer controllers L1A,
[L1B and L1C. Each of the base layer controllers L1A, L1B
and L1C acts to control multiple stations ST according to
istructions received from the machine controller [L.2A, to
perform operations, for example, defined by a sequence of
operations 39 stored in the machine controller L2A. For
example, as shown 1n FIG. 2, base layer controller L1A can
control the operations of stations ST1, ST2, ST3, ST4 by
selectively activating the power sources P1, P2 and P3 to
selectively actuate elements E1, E2, E3 and E4. The base
layer controller L1A receives sensor outputs from the sen-
sors S1, S2, S3 and S4 which indicate condition states, for
example, of the elements E1, E2, E3 and E4. The base layer
controller L1A 1s 1n communication with base layer con-
trollers L1B and L1C 1n the present example, and receives
condition state mput from base layer controllers L1B and
L1C mdicating the condition states of elements ES through
E10. The base layer controller L1A selectively actuates the
clements E1, E2, E3 and E4 according to mstructions stored
in the memory of the base layer controller L1A, mnputs and
instructions received from the machine controller L2A and
in response to the condition states of the elements Fl
through E10, in the present example, received by the base
layer controller L1A. The examples described herein and
shown m FIGS. 1 and 2 related to machine 16A are
illustrative and non-limiting. For example, each of the
machines 16 controlled and/or managed by AOS 10 could
include a machine controller L2, however could differ in
including a base layer controller L1 and/or the number of
base layer controllers L1 included in the machine 16, and
could differ 1n the number, arrangement, function, etc. of the
stations ST, elements E, sensors S and power sources P from
the 1llustrative example of machine 16 A shown in FIGS. 1
and 2.

In the present illustrative example, facility systems SY2
and SY3 shown 1in FIGS. 1 and 2 can operate in the facility
14A and can be operated and/or managed using the AOS 10
in a manner and/or to provide outputs which can affect the
operations of system SY1 in facility 14 A, including aflecting
the efliciency and/or downtime of the machines 16 included
in the system SY1. Each of the systems SY2, SY3 includes
one or more servers (not shown, referred to herein as a SY
server) which can be embodied as one or more computer
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devices having a processor and memory, some of which 1s
computer-readable  tangible, non-transitory memory
arranged on a printed circuit board or otherwise available to
the processor. Instructions may be programmed into the
memory of each SY server and executed as needed via the
processor of the SY server to provide monitoring and/or
control functionality over the facility operations within the
control of the respective SY system. The memory of the SY
server can include, by way of example, suflicient read only
memory (ROM), optical memory, tlash or other solid state
memory, and the like. Transitory memory such as random
access memory (RAM) and electrically-erasable program-
mable read-only memory (EEPROM) may also be included,
along with other required circuitry (not shown), including
but not limited to a high-speed clock, current/voltage/tem-
perature/speed/position sensing circuitry, analog-to-digital
(A/D) circuitry, digital-to-analog (D/A) circuitry, a digital
signal processor, and any necessary input/output (1/0O)
devices and other signal conditioning and/or bufler circuitry.
Each of the systems SY2, SY3 can include one or more
monitoring, measuring and/or control devices and/or sensors
for momitoring, measuring and or sensing a state of the
tacility operations within the control of the respective SY
system.

In the present illustrative example of a production enter-
prise 12, system SY2 can be a facility management system,
which may be referred to herein as a facility infrastructure
system SY2, for monitoring, measuring and/or controlling
various factors of the infrastructure and operating environ-
ment of facility 14A, such as electrical power supply pro-
vided to the various power sources P, water supply provided
to hydraulic and/or coolant systems within the facility 14A
and/or coolant systems related to the machines 16, com-
pressed air supply provided within the facility 14A, for
example, to pneumatic systems of the machines 16, to
pneumatically operated elements E, and/or to pneumatically
controlled manual tools such as pneumatic torch wrenches
which may be used 1in manufacturing and/or assembly
operations within the facility 14A. It would be understood
that variability 1n each of the electrical power supply, water
supply, and compressed air supply could affect the opera-
tion, efliciency and downtime of one or more of the
machines 16 and/or elements E. For example, a decrease in
the pressure of the compressed air supply provided to a
pneumatically controlled element E such as a cylinder may
decrease the speed at which the cylinder element E travels,
increasing the cycle time required for the cylinder element
E to travel when performing an operation of a machine 16.
For example, an increase in temperature of cooling water
circulating 1n a cooling water jacket of a machine 16 such as
a welding machine, may change the efliciency of heat
transier from a work area of the machine 16, aflecting the
tool life of the welding elements E in the machine 16 and/or
the cooling rate of the welds being formed 1n a product
welded by the machine 16. For example, variability in the
voltage level of the incoming power supply provided to a
power source P can affect the response time of a clamp
clement E activated by the power source P, thereby atl

ecting
the cycle time of the operation performed by the clamp
clement E. By way of example, system SY2 can monitor,
measure, and/or control ambient conditions within the facil-
ity 14A, or within a portion of the facility 14A, such as
temperature, humidity, etc. For example, the facility 14A
may be portioned into multiple zones, where at least one of
the machines 16 1s located in each zone. By way of example,
one of the zones can include machines 16 which are per-
forming operations sensitive to ambient temperature and/or
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humidity conditions, such as an electronics fabrication
operation or a painting operation, such that variability in the
ambient temperature and/or humidity 1n that zone may aflect
the quality of the product produced by the machines 16 in
that area. These examples are non-limiting and for illustra-
tive purposes, and 1t would be understood that varniability
within facility controlled systems and conditions such as
power supply, water supply, compressed air supply, tem-
perature, humidity, etc. can aflect the operation of the

machines 16, elements E and/or can afl

ect the quality and/or
condition of the products produced by and/or the services
provided by the machines 16 1n multiple ways too numerous
to include herein. System SY2 can transmit signals (inputs)
to the facility server L3 A indicating condition states of the
various factors of the operating environment of facility 14 A
being monitored, measured, and/or controlled by the facility
server L3A.

In the present illustrative example of a production enter-
prise 12, system SY3 can include production control and
product assurance operations and can monitor, measure
and/or control various factors of the production control and
product assurance operations which impact the operation of
manufacturing and production system SY1 of facility 14A.
For example, the production control operations of system
SY3 can monitor inventory levels (on order, in transit, in
stock) of machine parts for the machines 16, which may
include replaceable service parts (motors, etc.) sensors S
(limit switches, etc.) and/or elements E which can include
durable (reusable) elements such as clamps, cylinders, etc.
and/or consumable (replaceable) elements E such as drills,
taps, clamp pads, etc. required for a station ST to complete
an operation and/or for the machine 16 to operate. In another
illustrative example, the production control operations of
system SY3 can monitor inventory levels (on order, 1n
transit, 1n stock) of vendor supplied (purchased) components
and/or material which are provided to the machines 16, for
example, as raw material or work pieces on which opera-
tions are performed by the machines 16, or are provided to
the machines 16, for example, as components to be
assembled with other components to form a finished assem-
bly. The product assurance operation, for example, can
monitor the condition of vendor supplier (purchased) com-
ponents and/or materials and indicate the acceptance or
rejection of the vendor supplied materials, which could
alflect the availability of that inventory to the machines 16.
In another illustrative example, the product assurance opera-
tion can measure and output a condition state ol a compo-
nent or raw material to the facility server L3 and/or to a
machine controller L2 of a machine 16 processing the
component or raw material, such that the machine 16 1n
response can adjust settings based on the measured condi-
tion state of the mcoming component or raw material. For
example, a machine 16 may be an oven to temper compo-
nents made from raw material. The machine 16 via the
tacility controller L3 can receive hardness data for the raw
material from the product assurance system SY3 and adjust
the tempering temperature of the oven based on the hardness
of the raw maternial. These examples are non-limiting and for
illustrative purposes, and 1t would be understood that the
condition of components and/or raw material monitored
and/or measured by the product assurance operations of the
system SY 3, the inventory levels of components and/or raw
material and the availability of machine parts for the
machines 16 and elements E controlled and monitored by
the production control operations of the system SY3 can
aflect the operational efliciency and/or downtime of the
machines 16 and/or elements E and/or can afl

ect the quality
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and/or condition of the products produced by and/or the
services provided by the machines 16 in multiple ways too
numerous to mnclude herein. System SY3 can transmit sig-
nals (inputs) to the facility server L3 A indicating condition
states of the various factors of the operating environment of
tacility 14A being monitored, measured, and/or controlled
by the facility server L3A.

In the present illustrative example, the facility server L3A
acts as a data collector within the AOS 10 for collecting the
inputs received from the systems SY1, SY2 and SY3, and
can analyze and use the accumulated data and inputs to
identily and respond to operating conditions throughout the
tacility 14A, including implementing preventive actions to
mimmize downtime, efliciency losses and/or productivity
losses, by controlling and modifying the operations within
the facility 16 A, which can include outputting commands to
the machine controllers L2A through L2E and outputting
commands to systems SY2 and SY3, for example, 1n
response to condition states and inputs received from the
machine controllers L.2A through L.2E and systems SY2 and
SY 3, to modily the operating conditions within the facility
14 A, the sequence of operations 39 performed by the various
stations ST, the machines 16 and/or stations ST used to
perform one or more operations, etc., to improve efliciency,
decrease and/or optimize power consumption within the
facility, increase productivity, reduce or avoid downtime,
etc. 1n response to the analysis of the data by the facility
server L3A. The AOS 10 1s advantaged by accumulating the
data and inputs from multiple production (SY1) and non-
production (SY2, SY3) systems and multiple machines
within a facility 14, analyzing the accumulated data and
inputs using a facility server L3 to identify 1ssues which may
not be identifiable by the mdependent machine controllers
[.2, for example where such 1ssues may result from inter-
actions ol multiple mputs which are outside the scope of
inputs controlled by any one of the machine controllers 1.2,
and/or which may be i1dentifiable only by combination of
inputs from multiple sources (multiple machines 16, a
machine 16 and system input from one or more of systems
SY2, SY3, etc.), and using the AOS 10 to identify, action
responses to, manage and/or prevent 1ssues using the col-
lective resources of the facility 14.

In the present illustrative example, the enterprise server
[.4 acts as a data collector for the inputs and data received
from the facility servers L3A, L3B and L.3C. The enterprise
server L4 can analyze and use the accumulated data and
inputs to control and modily the operations within one or
more of the facilities 16 A, 16B, 16C, 16D and 16F, includ-
ing implementing preventive actions to minimize downtime,
elliciency losses and/or productivity losses, by controlling
and modifying the operations of one or more of the facilities
16A, 16B, 16C, 16D and 16E, 1n response to an 1ssue or
condition identified in one or more of the facilities 16A,
168, 16C, 16D and 16E, which can include, for example,
transierring production between facilities 16 1 anticipation
of or 1n response to a downtime event, to 1increase efliciency
based on the operational condition of a machine 16 1n one
tacility 14 as compared to an 1dentical and/or substantially
similar machine 16 1n another facility 14, to respond to
inputs recerved from the non-production systems SY2 and/
or SY 3 indicating for example, a facility power supply 1ssue
or mcoming material issue, etc. The AOS 10 1s advantaged
by accumulating the data and inputs from {facilities 14,
analyzing the accumulated data and 1nputs using the enter-
prise server L4 to 1dentily 1ssues which may not be 1denti-
fiable by the independent facility servers L3, for example
where such i1ssues may result from interactions of multiple
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inputs which are outside the scope of inputs controlled by or
received 1nto any one of the facility servers L3, and/or which
may be identifiable only by a combination of mputs from
multiple facilities L4, and using the AOS 10 to identily,
action responses to, manage and/or prevent 1ssues using the
collective resources of the enterprise 12.

The examples described herein and shown 1 FIGS. 1 and
2 related to facility 14 A are 1llustrative and non-limiting, and
it would be understood that the facilities 14 other than
facility 14 A included 1n the enterprise 12 can each include
at least one machine 16 configured similar to machine 16 A
to include a base layer controller L1 and a machine con-
troller L2, however the number and configuration of each of
the machines 16 may vary within a facility 14 and from one
facility 14 to another facility 14, and each of the machines
16 may include elements E and sensors S arranged in
stations ST other than those described for the example of
machine 16A to perform operations other than those per-
formed as described for machine 16A.

The example of an enterprise 12 including facilities 14
such as manufacturing plants and/or assembly facilities 1s
not itended to be limiting. An AOS 10 as described herein
can be applied to the control and management of any type of
enterprise 12 including machines 16 performing coordinated
operations, and as such 1t would be understood that the terms
enterprise 12, facility 14, machine 16, element E and sensor
S are intended to be defined broadly. By way of non-limiting,
example, an enterprise 12 can be an amusement park includ-
ing an AOS 10, where the facilities 14 and machines 16 are
defined by different areas of the amusement park and the
systems SY can include, for example, a security system for
the amusement park and an infrastructure system (water,
power, waste disposal, etc.) of the amusement park. In such
an example, an amusement ride facility 14A can include
machines 16 forming the amusement rides, an admission
ticketing facility 14B can include machines 16 for receiving
and securing payment for tickets, a dining facility 14C can
include machines 16 for providing food service, a parking
facility 14C can include machines 16 for receiving parking
fees and monitoring and patrolling the parking area, etc. In
another non-limiting example, an enterprise 12 including an
AOS 10 may be a property development, such as an oflice
building complex, where each facility 14 includes one or
more buildings within the complex, and the machines 16
operating in each facility 14 include, for example, elevators,
security cameras, heating and ventilation equipment, etc.

Referring now to FIGS. 3 and 4, timing data collected
from one or more of the elements E, stations ST and/or
machines 16 within the enterprise 12 can be displayed as
shown 1n FIG. 3 1n a traditional sequence of operation (SOP)
display format 33, and/or 1n a heartbeat display format 35
shown 1n FIG. 4. The SOP display format 33 may be referred
to as a SOP timeline display or as a SOP display. In the SOP
display 33 shown in FIG. 3, the sequence of operations 39
corresponding to the data being displayed 1s listed vertically
(as shown on the page), and 1n the present example includes
operations Opl through Op9, with operation Opl being
performed by elements E1 and E2 of a machine 16, opera-
tion Op 2 being performed by elements E3 and E4, and so
on. A baseline cycle, e.g., the design intent cycle, for each of
the operations Opl . . . Op9 1 the SOP 39 1s graphically
shown by a baseline cycle indicator 29. The actual cycle for
cach of the operations Opl . . . Op9 1s graphically shown by
an actual cycle indicator 31. Each of the actual cycle
indicators 31 may be color coded, e.g., displayed 1n a color
defining the status of the cycle of that operation. In the
example shown, the actual cycle indicators 31 are displayed
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in either a red or green color, with red indicating the actual
cycle time 1s outside of a predetermined tolerance for the
cycle of that operation, and green indicating the actual cycle
time 1s within tolerance.

In the heartbeat display 35 shown in FIG. 4, the sequence
of operations (SOP) 39 corresponding to the data 1s dis-
played on the horizontal axis (as shown on the page) with the
actual cycle time of each operation Opl . . . Op9 shown 1n
heartbeat display format by an actual cycle time indicator
31, which may be color coded as previously described for
FIG. 3, to indicate whether the cycle time for each respective
operation 1s within tolerance. FIG. 4 further displays the
heartbeat 88 of the sequence of operations 39, where the
heartbeat 88 1s determined, for example, as described in U.S.
Pat. No. 8,880,442 B2 1ssued Nov. 14, 2014 to the inventor
and incorporated by reference herein.

As shown 1n FIGS. § and 6, the SOP display 33 and the
heartbeat display 35 can each be displayed on a graphical
user interface 74 of a user device U and each can be
embodied as a machine control interface (MCI) 84 including
one or more user iterface elements (UIE) 86, also referred
to herein as graphical control elements (GCE) or GCEs. The
user device U can be one of a plurality of user devices U
(shown 1n the example of FIGS. 1 and 2 as user devices U
... Uw and referred to herein collectively as user devices U)
connected to the network 80 and 1ncluded in the AOS 10 to
receive data from the enterprise 12. In one example, the user
device U can be a portable computing device such as a
personal computer, notebook, tablet, smart phone, personal
data assistant, etc., including, as shown i FIG. 9, a proces-
sor 76 and memory 78, some of which 1s computer-readable
tangible, non-transitory memory arranged on a printed cir-
cuit board or otherwise available to the processor 76. The
memory 78 may include, by way of example, suflicient read
only memory (ROM), optical memory, flash or other solid
state memory, and the like. Transitory memory such as
random access memory (RAM) and electrically-erasable
programmable read-only memory (EEPROM) may also be
included, along with other required circuitry (not shown),
including but not limited to a high-speed clock, location
sensing circuitry, analog-to-digital (A/D) circuitry, digital-
to-analog (ID/A) circuitry, a digital signal processor, and any
necessary 1put/output (I/0) devices and other signal con-
ditioning and/or bufler circuitry. The user device U can
include a connector port 72 for connecting the user device U
to a peripheral device. In the example shown 1n FIG. 9, the
user device U 1s connected to an enabling switch 50 such
that the user device U 1s enabled as an automation human
machine interface (HMI) device 173, also referred to as an
HMI control device.

The user device U includes a communications interface
which can be a wireless or wired interface, for connection of
the user device U to the network 80 for communication with
one or more of the controllers .1, .2, the servers 1.3, 14,
another of the user devices U, and/or the data storage
memory 90. In one example, the user may subscribe to
receive alerts for one or more elements E and/or machines
16 being monitored by the user, where the alerts may be
received by the user on the user device U as one or more of
a text message, instant message, e-mail, or other alert
indicator. The user device U includes a graphical user
interface (GUI) 74, which i a preferred example 1s a
graphical touch screen or other touch-sensitive display, such
that a user can provide haptic and/or tactile (touch) input to
the user device 74, including commands, via the GUI 74
and/or standard tool bars 82. The GUI 74 can also be

referred to herein as a touch screen 74. A touch 1nput can be
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provided, by way of non-limiting example, by a touch action
including user contact with touch screen 74, where user
contact with the touch screen 1s typically, but not necessarily,
made by a portion of the user’s hand such as a finger or
fingers, or portions thereof such as one or more fingertips or
knuckles, and/or by a surface of the hand such as the side of
the hand or heel of the palm. A touch action, by way of
non-limiting example, can be a touch pressure, a touch
motion, and/or a combination touch action including a touch
pressure action and a touch motion action. A touch pressure
action, which may be referred to as a touch pressure, can
refer to a point pressure applied to a localized area of the
touch screen 74, and typically, but not necessarily, applied
by a fingertip or knuckle. A touch pressure can be charac-
terized by a predetermined minimum pressure force which
must be exerted on the touch screen 74 to be recognized by
the MCI 84 and/or the touch screen 74 as an intentional
touch action, e.g., where sensing the mimmum pressure
force diflerentiates the touch pressure from an incidental
contact with the touch screen 74. The touch pressure can be
a “touch and hold” action characterized by a point pressure
which 1s sustained for a predetermined minimum hold time
such that the touch and hold action can be recognized by the
MCI 84 and/or the touch screen 74 as an intentional touch
action, e.g., where sensing the minimum hold time difler-
entiates the touch pressure from an incidental contact with
the touch screen 74. The touch pressure can be a “touch and
tap” action characterized by a point pressure applied 1n a
predetermined pattern or sequence of multiple touches, such
as a double tap, triple tap, etc., where the sequence of taps
must be accomplished within a predetermined time interval
such that the sequence of taps can be recognized by the MCI
84 and/or the touch screen 74 as an intentional touch action,
¢.g., where sensing the sequence of taps occurring within the
predetermined time interval differentiates the touch pressure
action from multiple incidental contacts with the touch
screen 74. A touch motion can be characterized by a pattern
ol continuous contact across a predetermined area or along
a predetermined path which must be exerted on the touch
screen 74 by a user to be recognized by the MCI 84 and/or
the touch screen 74 as touch action. In one example, a touch
motion may be a slide motion along a path defined by a UIE
86, where the MCI 84 may display an indicator associated
with the UIE 86. In an illustrative example shown in FIG. 7,
UIE 86C defines a slide path which 1s associated with the
baseline cycle indicator 29 and the actual cycle indicator 31
of operation Op5 displayed by the MCI 84. In the illustrative
example, a touch motion along the path defined by UIE 86C
activates a command, when the user device U 1s enabled to
control the machine 16 performing the SOP 39 associated
with the MCI 84, to actuate element E7 performing Op 3 to
a position 1n the cycle of Op 5. For example, a slide motion
in the direction of arrow 136C activates UIE86C to actuate
clement E7 to condition, for example, a position, earlier 1n
the cycle of operation Op5, as determined by the length or
duration of the slide motion 1n the direction of arrow 136C.
For example, the length or duration of the slide motion 1n the
direction of arrow 136C can be continued until element E7
1s returned to the start condition of operation Op5S, for
example, to a starting position for operation Op5. The
example shown 1s non-limiting, and 1t would be understood
that touch motions 1ncluding linear and/or non-linear pat-
terns and/or paths may be used to define a touch action. By
way of example, a touch motion may include a broader
motion, such as a swipe motion across the touch screen 74,
to provide a user input to the MCI 84.
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Data collected by AOS 10, including data collected from
clements E, sensors S, machines 16, systems SY, etc. in the
enterprise 12 can be displayed on the user device U using
one or more machine control interfaces (MCI) 84, where
cach machine control interface 84 can be generated by
and/or stored in the memory of one or more of a machine
controller L2, a facility server L3, the enterprise server L4
and/or the data storage memory 90, and can be accessed, for
example, by a user device U wvia the network 80, f

for
downloadmg of the MCI 84 to the user device U such that
a user can view data from the AOS 10 via the MCI 84 and/or
interface with the MCI 84 to monitor and/or control one or

more machines 16 as described herein. As shown in FIGS.
5-8, an MCI 84 can be embodied as one of the SOP display

33 of FIG. 3 and/or the heartbeat display 35 of FI1G. 4. These
examples are non-limiting, and 1t would be understood that
the MCI 84 can include any arrangement of data accessible
from the AOS 10 which can be displayed, and which may be
enabled with one or more UlEs 86 to allow a user to
interface with the MCI 84 to manipulate the data displayed
on the touch screen 74 using one or more of the UlIEs 86
and/or the tool bars 82. For example, MCI 84 can be a
machine control interface for a specific station ST, a specific
clement E, a specific machine M, a group of elements E, a
group of stations ST, a group of machines M and/or a zone
98 including multiple elements E, multiple stations ST
and/or multiple machines M, a sequence ol operations
(SOP) 39 or a portion thereot, a production line, a facility 14,
etc. The UlEs 86 can be arranged relative to the MCI 84 such
that a user can intuitively interface with the MCI 84, for
example, to activate the UlEs 86 to display additional
information provided by the AOS 10. By way ol non-
limiting example, one or more UlEs 86 can be configured
such that a user touch mnput to the UIEs 86 can activate the
display of additional information 1 a pop-up window or
another screen, can activate the display of a menu which
may include additional UlEs 86 for selecting information,
display options and/or other MCls 84, can activate modifi-
cation of the current display to show an alternate view of the
MCI 84 (for example, to toggle an MCI 84 between the SOP
display 33 shown in FIG. 5 and the heartbeat display 35
shown 1n FIG. 6) and/or can activate modification of the
current display to shown condition states (such as on, off,
OK, out of tolerance, etc.) or status indicators (such as
stopped, blocked, starved, etc.) using one or more differen-
tiating display features such as color coding, selective light-
ing and/or highlighting of portions of the MCI 84, etc.

In an illustrative example described herein, the MCI 84
and/or the UIEs 86 can be configured and/or enabled and an
automation human machine interface (HMI) device 175 (see
FIGS. 9 and 12) such that the user, via a touch mput to the
UlEs 86 of the MCI 84, can activate, manipulate and/or
control a motion, action and/or operation of an element E,
station ST, and/or machine 16 corresponding to the MCI 84
displayed on the touch screen 74. One or more preconditions
can be required prior to enabling the user device U and the
MCI 84 displayed on the user device U for use as an
automation HMI device 175, which can include, {for
example, one or more of restricting operation of the machine
16 corresponding to the enabled MCI 84 to operating 1n
manual mode, authenticating the user as an authorized user
such as a qualified operator/programmer of the machine 16
corresponding to the enabled MCI 84, connecting an
enabling switch 50 to the user device U and activating the
enabling switch 50 by user contact with the enabling switch
50, etc. The automation HMI device 175 can also be referred
to as an HMI control device.
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In the non-limiting example shown 1 FIG. 9, the user
device U can include at least one location device 80, such as
a global positioning system (GPS) transmitter/receiver and/
or a radio frequency i1dentification (RFID) transmitter/re-
ceiver, Tor detecting the absolute location of the user device
U and/or the location of the user device U relative to, for
example, another location or another location device such as
a location device 60 located on a machine 16 (see FIG. 10).
The location device 80 can be used to authenticate the user
device U to the enterprise 12 or a portion thereof prior to
allowing access by the user device U, for example, to AOS
10 and/or to the data storage memory 90 and data stored
therein. In one example, the location device 80 can be used
to control geographic access to AOS 10 by the user device
U by allowing access by the user device U to AOS 10 only
when the user device U 1s located within a facility 14 and/or
within a predetermined space, such as an enabled area 91 of
a machine 16. The location device 80 can be used to
authenticate the user device U to another device including a
location device, such as an enabling switch 50 including a
location device 56 (see FI1G. 9) and/or a machine 16 includ-
ing a location device 60 (see FIGS. 10 and 11).

As shown 1 FIGS. 5 and 6, each of the SOP display 33
and the heartbeat display 33 1s shown as an MCI 84, which
can be viewed by a user to momtor the operations of the
machine 16, stations ST and/or elements E performing the
operations shown 1n the SOP 39. As shown in FIGS. § and
6, cach of the SOP display 33 and the heartbeat display 35
MCIs 84 can be enabled with multiple UIEs 86 to allow a
user to control and/or manipulate functions of a machine 16
via the MC1 84 of the user device U, and such that the touch
screen 74 provides both an output interface and an 1nput
interface between the user and the user device U. The UlIEs
86 respond to haptic and/or tactile (touch) contact from the
user, and can be configured such that a UIE 86 can be
activated by touch pressure of a user, touch motion of a user
such as a sliding motion, and/or a combination of these. In
the 1llustrative example shown, each of the operation steps
Op1 through Op9 of the SOP 39 1s enabled as a UIE 86, and
cach of the base cycle mdicators 29 and/or actual cycle
indicators 31 are enabled as a UIE 86.

In addition to viewing and monitoring the conditions of a
machine 16 and/or an SOP 39 being performed by the
machine 16, and as shown in an illustrative example in
FIGS. 7 and 8, a user can control operations of a machine 16
via the touch screen 74 by manipulating one or more of the
UlIEs 86. One or more preconditions can be required to allow
the user to access the MCI 84 for the machine 16 and/or to
control operations of the machine 16 via an MCI displayed
on the touch screen 74. In one example described 1n further
detail herein, a precondition for using the user device U to
control operations of a machine 16 can include connecting
an enabling switch 50 to the user device, to provide an
automation HMI device 175 which requires the user to
occupy both hands 1n the use of the HMI control device 175,
¢.g., with one hand activating the enabling switch 50 and the
other hand manipulating the user device U and/or the MCI
84 displayed on the touch screen 74 of the user device U. In
another example, the user can be required to authenticate the
user as an authorized user qualified to access the MCI 84 to
monitor and/or to control operations of the machine 16, via
a log in procedure and/or other authentication procedure
which may be accomplished, for example using the user
device U. The authentication procedure may determine the
level of access the user 1s provided via the user device U. For
example, the user’s access can be limited to accessing the
MCI 84 for a machine 16 only for viewing and/or monitor-
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ing data related to the machine 16 including the operating
condition of the machine 16, such that the user’s access does
not allow the user to control and/or modily operations of the
machine 16, as could be the case when the user 1s authen-
ticated to view data related to the machine 16 however 1s not
qualified to control operations of the machine 16 and/or 1s
otherwise restricted from controlling operations of the
machine 16. A user, via the authentication process, can be

grven access to the MCI 84 and the UIEs 86 enabled to allow

the user to control and/or modily operations of the machine
16, where, 1in an 1llustrative example, the user 1s authenti-
cated as a service person, engineer, machine programmer or
other person qualified to control the machine 16.

The machine 16 can be configured, for example, via the
machine controller .2 of the machine 16, such that the
machine can be controlled via the MCI 84 and the user
device U only when the machine 16 1s being operated 1n
manual mode. As a precondition to control operations of the
machine via the touch screen 74, the user device U may be
required to be within a predetermined area of the machine
16. The predetermined area can be referred to hereimn as a
control enabled area 91 (see FIG. 10), which may vary 1n
s1ze and/or configuration (as shown in FIG. 11 for enabled

areas 91C and 91D) for each machine 16. The control
enabled area 91 defines an area in which a user device U can
be enabled to control operations of a machine 16 in the
cnabled area 91. In one example, the enabled area may be
enabled using a location device 60 installed on or 1n and/or
otherwise located proximate to the machine 16, station ST,
and/or element E being enabled for control via a user device
U, where the location device 60 1n communication with, for
example, a location device 80 on the user device U and/or
a location device 56 on a peripheral device such as an
enabling switch 50 connected to the user device U, defines
the enabled area 91 1n which the user device U can control

[ 1

the respective machine 16, station ST, and/or element E
associated with the respective location device 60. For
example, as shown 1n FIG. 10, a location device 60A can be
configured to define an enabled area 91A for a machine 16 A,
the location device 60B can be configured to define an

enabled area 91B for a machine 16B, and so on.

In one example, the location device 80 of the user device
U in communication with the location device 60 of the
machine can prompt a machine controller L2 of a machine
16 to provide access to and/or display an MCI 84 for that
machine 16 or a menu including an option to select the MCI
84 for that machine 16 when the user device U 1s within a
predetermined distance of that machine 16, which can be
defined by the enabled area 91 and/or can be defined by the
location of the user device U, for example, mn a facility
and/or a portion of the facility including the machine 16. For
example, referring to FIGS. 11 and 12, FIG. 11 shows a floor
plan of a facility 14A including the location of various user
devices Ul . .. U4 1n the facility 14A at a given point 1n time.
FIG. 12 shows an MCI 84 displaying a machine layout
display 116 showing for example, the floor plan of a facility
14 A including machines 16A . . . 16F. In one example, the
MCI 84 shown in FIG. 12 may be displayed to any user
device U located 1n the facility 14A, and a user can access
an MCI 84 for each of the machines 16A . . . 16G 1 the
facility 14A by touching and/or pressing a corresponding
one of the UIEs 86G . . . 86N of the MCI 84 shown in FIG.
12. The MCI 84 for the selected machine 16A . . . 16G may
be displayed, for example, as an SOP display 33 (see FIG.
5) or a heartbeat display 35, or a menu may be displayed to
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the user on the user device U to enable the user to select from
multiple MCI 84 display formats available for the selected
machine 16.

In another example, where the user and/or the user device
U 1s authenticated or otherwise enabled for controlling one
or more of the machines 16 via an MCI 84 displayed on the
user device, the MCI 84 shown 1n FIG. 12 may indicate on
the display those machines which are enabled for control via
the user device U. For example, referring to FIGS. 11 and
12, when a user device U2 1s located in a control enabled
area 91 of a machine 16 for which control of that user
machine 16 by user device U2 has been authorized, the
machine icon on the display shown in FIG. 12 may be
differentiated on the display to indicate to the user that the
user device U2 1s 1n a control enabled area 91 for that
machine 16, and the user can, from that location, control
operations of that machine. In an illustrative example, the
user device U2 1s shown 1n FIG. 11 as being located within
two overlapping enabled areas 91C and 91D defined respec-
tively for machines 16C and 16D. While the user device U2
1s located at this location, the 1cons representing the enabled
areas 91C, 91D are differentiated to indicate to the user of
the user device U2 that control of the machines 16C and 16D
1s enabled from that location. In the i1llustrative example, the
icons for machines 16C and 16D are differentiated on the
display in FIG. 12 by a double ring, however it would be
understood that any form of graphical differentiation could
be used. For example, the control enabled areas 91C, 91D
could be differentiated in the display by color, highlighting,
etc.

Referring again to FIGS. 5 and 6, each MCI 84 of the SOP
display 33 and the heartbeat display 35 can be enabled with
multiple UIEs 86 to allow a user to the activate and/or
mampulate the UIEs 86, and such that the touch screen 74
provides both an output interface and an input interface
between the user and the user device U. Each of the UIE 86
can respond to haptic and/or tactile (touch) contact from the
user, which may be applied 1n a predetermined pattern to
provide an input to the touch screen 74. For example, an UIE
86 can be activated by a touch pressure (point pressure or
press and hold) applied by, for example, a finger of a user on
the area of the touch screen 74 where the UIE 85 1s located,
by a touch motion of a user such as a sliding motion of the
user’s finger across the area of the touch screen 74 defining
the UIE 86, and/or a combination of a touch pressure and a
touch motion. In an 1llustrative example shown 1n FI1G. 5, the
user can apply a touch pressure on a UIE 86, such as UIE
86D corresponding to operation Op8 1 SOP 39, to activate
the UIE 86D to display additional information about opera-
tion Op8. In one example, applying a touch pressure on the
UIE 86D can activate the user device U and/or the MCI 84
to display detailed information about the operation Op8,
including listing the names and details of each of the
clements E1, E2 performing the operation Op8, which can
be displayed, by way of non-limiting example, in a pop-up
window (not shown) imposed on the MCI 84 and/or in a new
screen display. In another example, applying either of a
touch pressure or a touch motion such as a sliding motion to
the UIE 86E corresponding to the baseline cycle indicator 29
and/or the actual cycle indicator 31 of the operation Op8 can
activate the user device U and/or the MCI 84 to display
additional information about the operation Op8, which may
include, for example, the baseline (design intent) start time,
cycle time and stop time for the operation Op8, the actual
start time, cycle time and stop time of operation Op8 1n the
operational cycle displayed 1n FIG. 5, and any preconditions
which may be required before operation Op8 1s started. For
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example, completion of operation Op5 may be a precondi-
tion to starting operation Op8 and such information may be
displayed 1n response to the user activating the UIE 86E with
a touch action. The additional information can, by way of
example, be displayed 1n a pop-up screen, 1n another screen,
ctc. FIG. 5 shows the actual cycle indicator 31 for operation
Op8 1s colored “RED”, and the remaining actual cycle
indicators 31 for the other operations Opl . Op7 and Op9
are colored “GREEN”, indicating, 1n the illustrative
example, that a fault alert or alarm has been set for operation
Op8. By touching the UIE 86F in a predetermined manner,
the user can activate the user device U and/or the MCI 84 to
display additional information about the fault alert or alarm,
such as the condition state generating the fault alert and/or
one or more condition states of the machine 16 and/or the
clements E1 . . . E7 which can be related to the fault alert.
In a non-limiting example, the condition state generating the
fault alert could be one of the elements E1, E2 1n one of a
blocked, starved, stopped, etc. condition and/or could

include mput from one or more sensors S which are 1n
communication with at least one of the elements E1, E2 to
determine a condition state of the elements E1, E2, where
the input from the sensors S 1s displayed to the user in
response to the user touching the UIE 86D 1n the predeter-
mined manner. The additional fault alert information can be
displayed 1n a pop-up screen or another screen, and/or the
user device U can direct the user to another area of the AOS
10, for example, to an 1ssue tracking system included 1n the
AOS 10, to view additional information such as causal
information, corrective action status, and/or a countermea-
sure plan to assist 1n resolving the faulted condition. The
examples provided herein are illustrative and non-limiting,
and 1t would be understood that various UIEs 86 can be
defined by the MCI 84 which can be activated by a touch
action to display and/or provide additional information
related to the machine 16 and/or SOP 39 being displayed on
the touch screen 74. For example, a UIE 86 could be defined
by the legend and actuable by a touch action to display the

criteria for designating an operation Op as “RED” or
“GREEN.” It would be understood that UIEs 86 defined 1n
the MCI 84 shown 1n FIG. 6 could be similarly activated by
a touch action to provide a user with access to additional
information related to the operation Op and/or the cycle
indicators 29, 31 associated with the UIE 86.

FIGS. 7 and 8 show an illustrative example of controlling
and/or mampulating functions of a machine 16 via the MCI
84 of the user device U. In the example shown, each of the
operation steps Opl through Op9 of the SOP 39 1s enabled
as a UIE 86, and each of the base cycle indicators 29 and/or
actual cycle indicators 31 1s enabled as a UIE 86. As
described herein, one or more preconditions can be required
to enable the use of the MCI 84 and/or the user device U to
control the machine 16, which can include user authentica-
tion, locating the user device U including the MCI 84 1n an
cnabled area 91 defined by the machine 16 associated with
the MCI 84, connecting an enabling switch 50 to the user
device U, activating the enabling switch 50 and/or restrict-
ing operation of the machine 16 to manual mode, e.g.,
disabling automated operating mode while the MCI 84 and
user device U are enabled to control the machine 16. In an
illustrative non-limiting example shown in FIG. 7, where the
MCI 84 and user device U has been enabled to control the
machine 16, a user can control operation of the machine 16
associated with the MCI 84. In the example shown, a SOP
39 is performed by the machine 16 including operations
Opl . .. Op9. Non-limiting examples of control which can

be executed using the enabled user device U and MCI 84 are
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illustrated by the corresponding touch actions required to
execute the control. For example, a touch action 136A
applied to UIE 86A can be configured as a touch pressure
such as a press and hold action, where a user pressing and
holding pressure on UIE 86A will trigger, e.g., actuate,
performance of operation Opl by machine 16, and specifi-
cally be elements E1, E2. Operation Opl, once nitiated by
the application of the touch pressure, will continue to its
conclusion so long as the user continues to hold pressure on
the UIE 86A. If the touch action 136 A 1s interrupted prior to
the conclusion of operation Opl, for example, by the user
removing the user’s hand from touch screen 74, then opera-

tion Opl ceases without concluding. The location of UIE
86 A corresponds to the display of “Op1 (E1,E2)” 1n the SOP

39 displayed by the MCI 84 on touch screen 74, such that the
location of UIE 86A and the command to actuate operation
Opl1 1s intuitive to the user.

In another example, touch actions 136B and 136C,
applied respectively to UIE 86B and UIE 86C, can be
combination touch actions requiring a press and slide
motion, where a user applying pressure and sliding, for
example, a fingertip 1n a generally horizontal direction (as
shown on the page) along the timeline corresponding to the
respective timelines of operations Opl and Op3, i the
example shown, actuates the respective operation Opl, Op5
corresponding to the activated UIE 868, 86C. The direction
and duration of the touch action 136B, 136C corresponds to
the actuation of the operation. For example, operation Opl,
once 1mitiated by applying the touch action 136B as a sliding
pressure to UIE 86B 1n the direction of the arrow represent-
ing touch action 1368, will continue from the start of
operation Op1 to the conclusion of operation Opl so long as
the user continues to apply a sliding pressure on UIE 86B.
IT the touch action 136B 1s interrupted prior to the conclu-
sion of operation Opl, for example, by removing the user’s
hand from touch screen 74, then operation Opl ceases
without concluding at the imterrupted point 1n the operational
cycle of operation Opl. Continuation of operation Opl from
the interrupted point to the conclusion of operation Opl can
be reinitiated by remnitiating and applying the sliding action
1368 1n the direction of the arrow indicating sliding action
136B. The location of UIE 86B corresponds to the display
of the base cycle indicator 29 and/or the actual cycle
indicator 31 displayed by the MCI 84 on touch screen 74,
such that the location of UIE 86B and the command to
actuate operation Opl 1s intuitive to the user. Similarly, use
of a sliding pressure 1 a horizontal direction along the
timeline and/or cycle mdicator 31 of the SOP display 33 as
a form of touch action required to activate a corresponding
UIE 86, such as UIE 86C for operation Op3, 1s ntuitive to
the user.

Application of a touch action 136B 1n a direction oppos-
ing the direction shown by the arrow representing touch
action 136B actuates the machine 16 to return the event or
motion to 1ts starting position, €.g., actuates elements E1, E2
in the present example to return to a start position for
operation Opl and/or to a start condition defined by opera-
tion Opl. It the touch action 136B 1n the opposing direction
1s 1nterrupted prior to the return of elements E1, E2 to the
start position, for example, by the user removing the user’s
hand from touch screen 74, then operation Opl ceases at the
point of iterruption of the touch action 136B without
returning the elements E1, B2 to the start position and/or
start condition of the operational cycle of operation Opl. It
would be understood that a user could apply the touch action
1368 1n a generally horizontal motion and/or in different
directions along the timeline of operation Opl, with inter-
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mittent interruptions in the touch action 136B, to evaluate
the performance of operatlon Op1 and/or for observatlon of
the operation Opl at various points 1n the operation cycle of
operation Opl at and between the start and stop (finish)
positions and/or conditions.

Similarly, as shown for operation Op 3 in the present
example, applying a touch action 136C as a sliding pressure
to UIE 86C and 1n the direction of the arrow representing,
touch action 136C, actuates the machine 16 to return the
event or motion to its starting position, €.g., actuates element
E7 1n the present example to return to a start position for
operation Op5 and/or to a start condition defined by opera-
tion OpS. Element E7 will continue to return to the start
position and/or start condition of operation Op5 so long as
the user continues to apply a sliding pressure on UIE 86C in
the direction of the arrow indicating touch action 136C. IT
the touch action 136C 1s mterrupted prior to the conclusion
of operation Op5, for example, by removing the user’s hand
from touch screen 74, then operation Op3 ceases without
concluding. The location of UIE 86C corresponds to the
display of the base cycle indicator 29 and/or the actual cycle
indicator 31 displayed by the MCI 84 on touch screen 74 for
operation Op5, such that the location of UIE 86C and the
command to actuate operation Op5 1s intuitive to the user.
Application of a touch action 136C in a direction opposing,
the direction shown by the arrow representing touch action
136C, as discussed related to touch action 136B, actuates
clement E7 to continue from the start of operation Opl1 to the
conclusion of operation Opl so long as the user continues to
apply a sliding pressure on UIE 86B. It would be understood
that a user could apply the touch action 136C 1n a generally
horizontal motion and/or 1n different directions along the
timeline of operation Op3, with intermittent interruptions in
the touch action 136C, to evaluate the performance of
operation Op3 and/or for observation of the operation Op3
at various points in the operation cycle of operation Op3 at
and between the start and stop (finish) positions and/or
conditions.

Referring now to FIG. 8, another example of a MCI 84 1s
shown, where the MCI 84 provides a heartbeat display 35 of
the SOP 39 shown 1n FIG. 7. In the example shown, UIE 86F
can be actuated as by a touch action 136A, as described for
FIG. 7, to actuate operation Opl by applying a touch action
which 1n the example shown 1s a press and hold action.
Operation Opl will continue to conclusion so long as the
user maintains the touch action 136A on the UIE 86F.
Likewise, a user can apply touch actions 136D and 136F 1n
a manner similar to that described for touch actions 1368
and 136C of FIG. 7. In the example shown 1n FIG. 8, the
touch actions 136D and 136E, applied respectively to UIE
86G and UIE 86H, can be combination touch actions requir-
ing a press and slide motion, where a user applying pressure
and sliding, for example, a fingertip 1n a generally vertical
direction (as shown on the page) along the actual cycle
indicator bar 31 (see FIG. 4) of the heartbeat display 35
displayed by the MCI 84 which corresponds the respective
operations Op4 and OpS, in the example shown, actuate the
respective operations Opd, Op5 corresponding to the acti-
vates UlEs 86(G, 86H. The direction and duration of the
respective touch action 136D, 136E corresponds to the
actuation of the respective operation Op4, Op5 1n a vertical
direction corresponds with the performance direction of the
touch action 136D, 136E, and where, as described for FIG.
7, an 1nterruption 1n the respective touch action 136D, 136F
interrupts performance ol the respective operation Opd,
Op3. For example, application of the sliding pressure touch
action 136D to the cycle indicator bar 31 for operation Op4
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in a direction shown by the arrow indicating the touch action
136D, e.g., 1n a vertical direction upward (as shown on the
page) actuates element E6 to progress toward conclusion of
operation Op4. Likewise, application of the sliding pressure
touch action 136E to the cycle indicator bar 31 for operation
Op3 1n a direction shown by the arrow indicating the touch
action 136E, e.g., mn a vertical direction downward (as
shown on the page) actuates element E7 to progress toward
the start of operation Op4. It would be understood that a user
could apply the touch actions 136D and 136F 1n a generally
vertical motion and/or 1n different directions along the
vertical bars (actual cycle indicators 31) of the heartbeat
display 35, with intermittent interruptions in the touch action
136D, 136F, to evaluate the performance of the correspond-
ing operations Opd, OpS and/or elements E6, E7, and/or for
observation of the operations Op4, Op5 and/or elements E6,
E7 at various points 1n the operation cycle of operations
Opd, Op35 at and between the start and stop (finish) positions
and/or conditions. The location of UlEs 86G and 86H
corresponds to the display of the actual cycle indicator 31 1n
the heartbeat display 335 displayed by MCI 84 on touch
screen 74, such that the location of UIFs 86G and 86H and
the commands to actuate operations Opd and Op5 are
intuitive to the user. Similarly, use of a sliding pressure 1n a
vertical direction along the cycle indicator bar 31 of the
heartbeat display 35 as a form of touch action required to
activate a corresponding UIE 86, such as UIE 86G {for
operation Op4, 1s intuitive to the user.

Still referring to FIGS. 7 and 8, with the user device U
enabled such that the MCI 84 can be used to control
operations of a machine such as operations Opl . . . Op9
shown mm SOP 39 displayed by MCI 84, 1t would be
understood that additional touch actions 136 (not shown)
could be used as described for FIGS. 5 and 6. The form of
the touch action used for specific function, for example, the
form of a touch action used to activate a UIE 86 to display
additional information related to an operation, may be
different when the user device U 1s enabled. For example, as
previously described for FIG. 7, applying a touch pressure
136 A to activate UIE 86 A when the user device U 1s enabled
as a HMI control device (such that MCI 84 can be used by
a user to control operation Opl) actuates elements E1,E2 to
perform the operation Opl. Applying the same touch pres-
sure 136 A to activate UIE 86 A when the user device U 1s not
enabled, as previously described for FIG. 5, causes MCI 84
to display additional information related to operation Opl.
Accordingly, a different form of touch action can be used
when the user device U 1s enabled to activate UIE 86A to
display additional information related to operation Opl. For
example, a double tap touch action could be used to activate
UIE 86A to display additional information related to opera-
tion Opl when the user device U 1s enabled as an HMI
control device. Other touch actions can be used to manipu-
late mmformation displayed by the user device U. In one
example, a user can transition between MCI 84 shown 1n
FIG. 7 and MCI 84 shown in FIG. 8, by applying a swipe
action across the touch screen 74, such that the user can
alternate between the SOP display 33 and the heartbeat
display 35 of the SOP 39 when monitoring and/or control-
ling the machine 16 performing the operations of SOP 39.

It would be understood that various combinations of touch
actions 136, UIE 86 arrangements, and MCI 84 display
configurations can be used to view, monitor and/or manipu-
late information displayed by an MCI 84 on the user device
U, including information accessible via AOS 10, and that
various combinations of touch actions 136, UIE 86 arrange-
ments, and MCI 84 display configurations can be used to
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control operations Op performed by a machine 16 via an
MCI 84 using the user device U 1n an enabled state, e.g.,
enabled as an HMI control device to control operations of
the machine 16, and as such the examples provided herein
are provided for illustrative purpose and are non-limiting.

In one example, the response of the MCI 84 and/or the
user device U to a touch action provided by a user to a UIE
86 can be determined by the MCI 84 and/or the user device
U using additional criteria which can include, for example,
the authentication level of the user of the user device U. In
one example, the user of the user device U can be authen-
ticated, for example, via a login system, as having “viewer
only” access, such that the MCI 84 would be non-responsive
to touch actions reserved for controlling the machine asso-
ciated with the MCI 84, and would only be response to touch
actions, for example, requesting viewing of additional infor-
mation. In this way, the MCI 84 may appear the same to a
viewer only user and to a user with control authorization,
however the UIEs 86 would be limited 1n response to the
authority level of the user. In another example, the response
of the MCI 84 and/or the user device U to a touch action
provided by a user to a UIE 86 can be determined by the
MCI 84 and/or the user device U using additional criteria
which can include, for example, the location of the user
device U, and/or the location of the user device in combi-
nation with the authenticated authority level of the user. For
example, the control function response to a touch action
provided by a user to a UIE 84 may be deactivated unless 1t
1s determined, for example, using the location device 80 of
the user device U, that the user device U 1s located in an
enabled area 91 of the machine 16 associated with the MCI
84, as described related to FIGS. 10, 11 and 12.

In another example, the response of the MCI 84 and/or the
user device U to a touch action provided by a user to a UIE
86 can be determined by the MCI 84 and/or the user device
U using additional criteria which can include, for example,
detecting an enabling switch 50 connected to the user device
U, where the enabling switch 50 can be configured to
interact with the user device U and/or the MCI 84 such that
both hands of the user are occupied with activating the
enabling switch 50 and interfacing with the user device U
when controlling the machine 16 using the MCI 84. In one
example, the enabling switch 50 must be manually activated,
¢.g., the trigger 66 must be depressed by the user’s hand, to
use the UlEs 86 of the MCI 84 to control actions of the
machine 16 associated with the MCI 84. The criteria of a
connected and/or activated enabling switch 30 may be
combined with at least one other criteria to enable the
machine control functions of the UIEs 86. For example, the
control function response to a touch action provided by a
user to a UIE 84 may be deactivated unless it 1s determined,
for example, that the user device U 1s located in an enabled
area 91 of the machine 16 associated with the MCI 84, and
the user of the user device U has authenticated authorty to
control the machine 16.

Referring now to FIGS. 9 and 12, shown 1s a user device
U connected to an enabling switch 50 such that the user
device U can be enabled for use as an automation human
machine interface (HMI) device 175 for controlling a
machine 16, including controlling one or more of an element
E, station ST of the machine 16 and/or operation Op of a
SOP 39 performed by the machine 16. As a precondition for
controlling the machine 16 via the user device U and/or
enabling the user device U as an HMI control device 175,
operation of the machine 16 1n manual mode only can be
required, such that control of the machine 16 via the enabled
user device U, e.g., via the HMI control device 175, 1s
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limited to control 1n a manual mode only. The enabling
switch 50 may also be known as a “dead man switch,” a
“live man switch,” or an “operator presence control (OPC)”
as those terms are commonly understood related to automa-
tion control. The enabling switch 50, as shown 1 FIG. 9,
includes a switch connector 52 and switch cable 64 for
connecting the enabling switch 50 to the user device U, for
example, by connection of the switch connector 52 to a
connector port 72 of the user device U. In one example, the
switch connector 52 and the connector port 72 can each be
a Universal Serial Bus (USB) type connector, such that the
cnabling switch 50 and the user device U can be 1n com-
munication with each other. The length and/or configuration
of the switch cable 64 can be of a type which requires a user
to occupy both hands 1n the use of the HMI control device
175 when the enabling switch 50 1s connected to the user
device U. For example, the switch cable 64 should be limited
in length and/or non-extendable to prevent and/or avoid
concurrent use of the enabling switch 50 by one person and
mput to an MCI 84 displayed on the user device U by
another person when the enabling switch 50 1s connected to
the user device U. The illustrated example 1s non-limiting,
and other means of limiting the concurrent triggering of the
enabling switch 50 and input to the touch screen 74 of the
user device U by two different users could be used. For
example, the enabling switch 50 may be mounted to the user
device U by a bracket (not shown) configured to keep both
hands of a user occupied in the use of the HMI control
device 175 while retaining the enabling switch 50 1n close
proximity to the user device U to prevent and/or avoid
concurrent use of the enabling switch 50 by one person and
touch input to the touch screen 74 by another person. In this
example, the bracket may be selectively attachable to one or
both of the enabling switch 50 and the user device U such
that the enabling switch 30 can be disconnected from the
user device U when not required to enable the user device U
as a HMI control device 175. The enabling switch 50 can
include a power source, which can be a replaceable and/or
rechargeable power source such as a battery or power cell,

and/or can be powered by the power source of the user
device U via the connection established by the connector 52
and connector port 72.

The enabling switch 50 includes at least one trigger 66 for
manually triggering, e.g., switching or activating, the
enabling switch 50 to an enabled state. The trigger 66 can be
a two-way switch designed to close when a grasping pres-
sure 15 exerted on the trigger 66, for example, by a hand of
a user, and to open when the grasping pressure 1s relieved,
¢.g., when the hand of the user relaxes and/or 1s removed
from the trigger 66. The trigger 66 can be a three-way switch
designed to close when a grasping pressure 1s exerted on the
trigger 66 to place the trigger 66 1n a mid-position, and to
open when the grasping pressure of a user i1s relieved from
the trigger 66, and to open when the grasping pressure of a
user 1s icreased to fully compress, in the example shown,
the trigger 66, such that the enabling switch 50 1n a three-
way configuration requires the user to maintain a specific
triggering pressure on the trigger 66 to activate the enabling
switch 50. The enabling switch 50 can include a finger pad
68, which may be referred to as a grip pad or finger rest, for
use 1n grasping the enabling switch 50 and/or balancing the
triggering pressure exerted by the user’s hand on the trigger
66. The enabling switch 50 can include a switch indicator 62
to provide an output to the user indicating the condition
status of the enabling switch 50. For example, the switch
indicator 62 can be configured to change color to indicate
connection to a user device U, location of the enabling
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switch U 1n an enabled area 91, switch condition of the
trigger 66 (open or closed), etc. In one example, the enabling
switch 50 can include a locking mechanism including a
removable key 58 which must be installed to the enabling
switch 50 to unlock the enabling switch 30 to an operable
state. The locking mechanism and/or key 58 can be of any
suitable type, by way of example, including one of a
mechanical, magnetic, or electromagnetic key 58. In one
example, access to the key 58 may be limited to authorized
users, €.g., users who are qualified to control a machine 16
using the HMI control device 175 including the enabling
switch 50.

The enabling switch 50 includes a processor 70 and a
memory 34, some of which 1s computer-readable tangible,
non-transitory memory arranged on a printed circuit board
or otherwise available to the processor 70. Instructions
embodying the methods described herein may be pro-
grammed 1nto memory 54 and executed as needed via the
processor 70 to provide functionality of the enabling switch
50 as described herein. The memory 54 may include, by way
of example, suilicient read only memory (ROM), optical
memory, flash or other solid state memory, and the like.
Transitory memory such as random access memory (RAM)
and electrically-erasable programmable read-only memory
(EEPROM) may also be included, along with other required
circuitry (not shown), including but not limited to a high-
speed clock, current/voltage/position sensing circuitry, ana-
log-to-digital (A/D) circuitry, digital-to-analog (D/A) cir-
cuitry, a digital signal processor, and any necessary mput/
output (I/O) devices and other signal conditioning and/or
bufler circuitry. The enabling switch 50 can include a
location device 56 a location device, such as a GPS trans-
mitter/receiver or an RFID which can be used to authenticate
location of the enabling switch 50 and/or to communicate
with another location device such as a machine location
device 60 of a machine 16, a location device 80 of a user
device U, etc., to establish the location of the enabling
switch 50 relative to the other location device and/or within
an area, such as the location of the enabling switch 50 within
a facility 14 and/or within an enabled area 91 of a machine
16.

In an 1llustrative example, at least three prerequisite
conditions must be satisfied for a user device U to be enabled
as an HMI control device 175 using the enabling switch 50.
In this example, the first condition 1s connection of the
enabling switch 50 to the user device U, for example, by
connection of the connector 52 to the connector port 72. The
second condition 1s providing an MCI 84 for the machine 16
to be controlled by the HMI control device 175, e.g., by the
enabled user device U, to the user device U for display on
the touch screen 74 of the user device U and enablement of
the UIEs 86 required to control the machine 16 using touch
input to the displayed MCI 84. A third condition 1s activating
the enabling switch 50 to an enabled state by activating the

trigger 66 to close the switch of the enabling switch, as
previously described, where the MCI 84 and/or the UIEs 86

defined by the MCI 84 are only enabled for control of the
machine 16 when the trigger 66 1s activated by the user to
the enabled state.

In one example, an MCI 84 for controlling a specific
machine 16 can be stored 1n the memory 34 of the enabling
switch 50, such that the enabling switch 50 1s customized,
¢.g., configured, for use with only that specific machine 16,
and the MCI 84 1s retrievable by the user device U from the
MCI 84, for display by the user device U and control of the
specific machine 16, via the connection between the
enabling switch 50 and the user device U, e.g., via the
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connection established by connector 52 and connector port
72. The enabling switch 50 can be programmed with, e.g.,
can receive and store the MCI 84 to memory 54, from AOS
10, for example, from a facility server L3 and/or via con-
nection to the network 80. In another example, multiple
MCIs 84 corresponding to multiple machines 16 can be
stored 1in the memory 54 of the enabling switch 50, such that
the MCls 84 corresponding to the machine 16 to be con-
trolled by the HMI control device 175 can be selected from
the multiple MClIs stored on the enabling switch 50 and
retrieved by the user device U connected to the enabling
switch 50, for display on the touch screen 74 of the user
device U. In another example, the MCI 84 can be retrieved
from AOS 10 by the user device U, for example, from a
facility server L3 or data memory storage 90, for example,
via the network 80. In one example, connection of the
enabling switch 50 to the user device U can be required for
the user device U to retrieve an MCI 84 from AOS 10 via the
network 80. In one example, the enabling switch 50 can
provide an authentication code or password to the user
device U for retrieving an MCI 84 from AOS 10 which may
only be usable by the user device U while the enabling
switch 50 1s connected to the user device U, as a means of
authenticating the user device U to the AOS 10. In one
example, the user of the user device U can be required to
provide a user password or user authentication code to the
AOS 10 to access and retrieve the MCI 84 for download to
the user device U, where the user password or authentication
code can be used by the AOS 10 to authenticate the user as
an authorized user, €.g., a user who 1s qualified to control the
machine 16 corresponding to the MCI 84 being retrieved to
the user device U.

In an illustrative example, one or more supplemental
conditions may be required 1n addition to the three prereq-
uisite conditions, to enable the HMI control device 175 to
control a machine 16 via a MCI 84 displayed by the user
device U. In one example of a supplemental condition, the
HMI control device 175 must be located within an enabled
area 91 of the machine 16 to be controlled. Location of the
HMI control device 175 1n the enabled areca 91 can be
established, for example, by communication of the location
device 56 of the enabling switch 50 with the location device
60 of the machine 16 to be controlled, for example, where
cach of the location devices 36, 60 can be RFID type
devices. In another example, each of the location devices 56,
60 can be GPS type devices, where the location of the HMI
control device 175 relative to the location of the machine 16
can be established by GPS signals received from both
location devices 56, 60 via the network 80, to a server or
controller configured for that purpose, such as a facility
server LL.3. In this example, and referring to FIGS. 11 and 12,
the HMI control device 175C would satisty the supplemen-
tal condition for control of machines 16C and 16D by
establishing the location in the enabled areas 91C and 91D
defined for the respective machines 16C and 16D using the
location devices 60C, 60D and the location device 56 of the
enabling switch 50C. As shown 1n FIG. 12, a machine layout
display 116 displayed to a user on the user device U2 can be
differentiated (for example, by the double rings diflerenti-
ating areas 91C and 91D 1n FIG. 12) to indicate to the user
that machines 16C and 16D can be controlled by the user
device U2 based on the present location of the user device
U2 1n the overlapping area of the enabled areas 91C and
91D.

In another example of a supplemental condition, the
machine 16 to be controlled must be placed in manual
operating mode to enable control via HMI control device
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175. The placement of the machine 16 into manual operating
mode can be communicated by the machine controller L2 of
the machine 16 being controlled, via the machine controller
.2 1n communication with the facility server L3 and/or the
network 80, such that the status of the machine 16 1n manual
operating mode can be confirmed to and monitored by the
MCI 84 wvia the user device U in communication with
machine controller .2 and/or the facility server L3 via the
network 80. The examples provided are non-limiting and
illustrative, and other supplemental conditions could be
required. It would be understood that 1 any one of the
prerequisite conditions or any one of the supplement con-
ditions, where supplemental conditions are applied, are not
met, the control functions of the MCI 84 would be disabled
however the user device U including the MCI 84 could be
used to view and monitor data collected from and/or related
to the operation of the machine 16 corresponding to the MCI
84, as previously described.

The detailed description and the drawings or figures are
supportive and descriptive of the present teachings, but the
scope ol the present teachings i1s defined solely by the
claims. While some of the best modes and other embodi-
ments for carrying out the present teachings have been
described 1n detail, various alternative designs and embodi-

ments exist for practicing the present teachings defined in
the appended claims.

What 1s claimed 1s:

1. A system for controlling automation, the system com-
prising:

a machine including at least one element;

wherein the at least one element 1s controllable to perform

at least one operation;

a user device including a connector port;

an enabling switch comprising:

a trigger configured to switch the enabling switch to an
enabled state only when the trigger 1s manually
activated by a user;

wherein the trigger 1s manually activated only when a
continuous manual 1nput 1s applied to the trigger by
the user; and

a connector for selectively connecting the enabling
switch to the connector port of the user device; and

a machine control interface (MCI) defining at least one
touch activated user interface element (UIE);
wherei1n;

the MCI 1s stored in a memory of the enabling switch;

the MCI 1s retrieved from the enabling switch by the
user device;

wherein the MCI 1s received by the user device and
displayed on a touch screen of the user device; and

wherein the at least one UIE can be activated by a touch
input to the touch screen to control performance of the
at least one operation;

wherein the user device 1s selectively enabled as an
automation human machine interface (HMI) device for
controlling the at least one operation only when:

the enabling switch 1s connected to the user device via
the connector;

the MCI 1s displayed on the touch screen; and

the trigger 1s manually activated by the user such that
the enabling switch 1s in the enabled state;

wherein:

the at least one operation 1s one of a sequence of opera-
tions (SOP) performed by the machine;

the machine collects data;
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the data includes at least one of a baseline cycle time for
the at least one operation and an actual cycle time for
performance of the at least one operation;
wherein the MCI displays:
the sequence of operations including the at least one
operation; and
at least one of:
a baseline cycle indicator displaying the baseline
cycle time of the at least one operation; and
an actual cycle indicator displaying the actual cycle
time of the at least one operation; and
wherein:
the at least one UIE includes a path defined by the at

least one of the baseline cycle indicator and the
actual cycle indicator;
the touch mput applied to the at least one UIE as a
sliding pressure 1 a first direction along the path
actuates performance of an operation cycle of the at
least one operation to a conclusion of the operation
cycle;
the touch mput applied to the at least one UIE as a
sliding pressure 1n a second direction along the path
and opposing the first direction actuates performance
of the operation cycle of the at least one operation to
return to a start condition of the operation cycle; and
a selective interruption of the touch input along the path
interrupts performance of the operation cycle of the
at least one operation at a selected point in the
operation cycle;
wherein the selected point 1n the operation cycle 1s
between the start condition and the conclusion of the
operation cycle.
2. A system for controlling automation, the system com-
prising:
a machine in communication with a network;
wherein the machine 1s configured to perform a sequence
of operations (SOP);
wherein the machine collects data;
wherein the data 1s generated by performance of at least
one operation by the machine;
wherein the machine transmits the data to the network;
wherein the at least one operation 1s one operation of the
sequence of operations (SOP) performed by the
machine;
wherein the machine can be selectively operated 1n an
automated mode to perform the at least one operation;
wherein the data includes at least one of a baseline cycle
time for the at least one operation and an actual cycle
time for performance of the at least one operation;
a user device 1in communication with the network;
a machine control interface (MCI) corresponding to the
machine;
the user device including a touch interface;
wherein the user device 1s configured to receive the MCI
via the network and to display the MCI on the touch
interface;
wherein the MCI displays:
the sequence of operations including the at least one
operation;
the data generated by performance of the at least one
operation by the machine;
a first touch activated user interface element (UIE)
defined by the data displayed by the MCI; and
at least one of:
a baseline cycle indicator displaying the baseline
cycle time of the at least one operation; and
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an actual cycle indicator displaying the actual cycle
time of the at least one operation;

wherein the user device 1s enabled as an automation

human machine interface (HMI) device for controlling

MCI;

wherein a second touch action applied to the second UIE
controls performance of the at least one operation by
the machine.

30

a connector for selectively connecting the enabling

switch to the connector port of the user device; and

a machine control mterface (MCI) defining at least one
touch activated user interface element (UIE);

the at least one operation such that a first touch action 5 wherein the MCI is retrieved by the user device via the
?pphed to the first %1-1 ﬁontrolijperformance of the at network and displayed on a touch screen of the user
east one operation by the machine; device:
Al enthngt sw;tch connected j[o the user device; o wherein connection of the enabling switch to the user
wherein activation of the enabling switch 1s a prerequisite device via the connector is a prerequisite condition to
condition to enabling the user device as the automation 10 . . : _
M device: and the user device retrieving the MCI via the network; and
wherein: " wherein the at least one UIE can be activated by a touch
the ﬁI"S t UIE comprises a path defined by the at least input to the touch screen to control performance of the
one of the baseline cycle indicator and the actual at I?aSt One operatlop; _ _
cycle indicator: s Wheremn the user device 1s selectively enabled as an
the first touch action applied to the first UIE as a sliding automation human machine inter f:-;{ce (HMI) device for
pressure 1n a first direction along the path actuates COHHOHHE the at leflSt one operation only Whel_l3 |
performance of an operation cycle of the at least one the enabling switch 1s connected to the user device via
operation to a conclusion of the operation cycle; the connector;
the first touch action applied to the first UIE as a sliding 20 the MCI 1s displayed on the touch screen; and
pressure in a second direction along the path and the trigger 1s manually activated by the user such that
opposing the first direction actuates performance of the enabling switch 1s in the enabled state.
the operation cycle of the at least one operation to 9. The system of claim 8, further comprising:
return to a start condition ot the operation cycle; and an enabled area defined by a machine location of the
a selective interruption of the first touch action along 25 machine;
the path interrupts performance of the operation wherein the automation HMI device is enabled to control
?YCLQ of the at least ‘11"’11‘3 opderatlon at a selected point the machine when the automation HMI device 1s
in the operation cycle; an located within the enabled area:
wlfrem thehselected pg,”_lt 11 Iililehoperation‘ cyclfeﬁs wherein the automation HMI device i1s disabled from
emiff’mt © stlart condition and the conclusion ol the 30 controlling the machine when the automation HMI
OpCtiO €ILIE. device 1s located outside the enabled area; and
3. The system of claim 2, wherein the MCI displays the . . . : ’ .
. . wherein the enabling switch includes a first location
at least one of the baseline cycle indicator and the actual . .5 . . .
cycle indicator in an SOP timeline display device for determining a location of the enabling switch
4. The system of claim 2, wherein the MCI displays the 35 relative to the enab!ed dred. .
at least one of the baseline cycle indicator and the actual 10. The Systel:n of Cl:fllm . furtheri COMpIISIE.
cycle indicator in a heartbeat display. a second location device for determining the enabled area;
5. The system of claim 2, further comprising: and‘ | ‘ | .
a second touch activated user interface element (UIE) wherein ﬂ_le first location de:vwe Se}ectlvely comimuni-
defined by the at least one operation displayed by the 40 cates with the second location device to determine the

location of the automation HMI device relative to the
enabled area.
11. The system of claim 10, wherein the first and second

location devices are each radio frequency identification
(RFID) devices.

12. The system of claam 10, wherein the first location
device 1s a global positioning system (GPS) device.

6. The system of claim 2, 45
wherein connection of the enabling switch to the user
device 1s a prerequisite condition to the user device

receiving the MCI via the network.
7. The system of claim 2, further comprising:

13. The system of claim 8, wherein:
the machine can be selectively operated in an operating

an automation controller in communication with the net- 50 mode which 1s one of an automated mode and a manual
work: mode;
wherein the automation controller 1s configured to control wherein the automation HMI device 1s enabled to control
performance of the machine 1n the automated mode. the machine when the machine 1s operated i1n the
8. A system for controlling automation, the system com- manual mode;
prising;: 55  wheremn the automation HMI device 1s disabled from
a machine including at least one element; controlling the machine when the machine 1s operated
wherein the at least one element 1s controllable to perform in the automated mode; and
at least one operation; wherein the automation HMI device 1s in communication
a user device including a connector port; with the machine to determine the operating mode of
the user device in communication with a network; 60 the machine.
an enabling switch comprising: 14. The system of claim 8, wherein:
a trigger configured to switch the enabling switch to an the at least one operation 1s one of a sequence of opera-
cnabled state only when the trigger 1s manually tions (SOP) performed by the machine;
activated by a user; the machine collects data;
wherein the trigger 1s manually activated only when a 65  the data includes at least one of a baseline cycle time for

continuous manual input 1s applied to the trigger by
the user; and

the at least one operation and an actual cycle time for
performance of the at least one operation;
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wherein the MCI displays:
the sequence of operations including the at least one
operation; and
at least one of:
a baseline cycle indicator displaying the baseline
cycle time of the at least one operation; and
an actual cycle indicator displaying the actual cycle
time of the at least one operation.
15. The system of claim 14, wherein:
the at least one UIE comprises a path defined by the at
least one of the baseline cycle indicator and the actual
cycle indicator; and
the touch 1nput applied to the at least one UIE as a sliding
pressure 1n a first direction along the path actuates
performance of an operation cycle of the at least one
operation to a conclusion of the operation cycle; and
the touch input applied to the at least one UIE as a sliding
pressure 1 a second direction along the path and
opposing the first direction actuates performance of the
operation cycle of the at least one operation to return to
a start condition of the operation cycle; and
a selective interruption of the touch input along the path
interrupts performance of the operation cycle of the at
least one operation at a selected point 1n the operation

cycle;
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wherein the selected point in the operation cycle 1is
between the start condition and the conclusion of the
operation cycle.

16. The system of claim 8, further comprising:

an enabled area defined by a machine location of the
machine;

wherein location of the user device 1n the enabled area 1s
a prerequisite condition to enabling the user device as
the automation HMI device.

17. The system of claim 8, wherein a prerequisite condi-
tion to the user device retrieving the MCI via the network 1s
provision of at least one of a password and an authentication
code via at least one of the user device and the enabling
switch to the network.

18. The system of claim 17, wherein the enabling switch
1s configured to provide the at least one of the password and

the authentication code to the network.

19. The system of claim 18, wherein connection of the
enabling switch to the user device 1s a prerequisite condition
to the enabling switch providing the at least one of the
password and the authentication code to the network.
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