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MULTIPLE AUTHORIZATION MODULES
FOR SECURE PRODUCTION AND
VERIFICATION

This application 1s the National Stage of International
Application No. PCT/EP2016/070137, filed Aug. 25, 2016,
which claims the benefit of U.S. Provisional Application Ser.
No. 62/209,342 filed Aug. 25, 20135, the contents which are
herein incorporated by reference in its entireties.

The present mnvention relates generally to techniques for
marking products with secure 1dentification codes and veri-
tying of those codes, and more particularly to systems and
methods for obtaining the authorization to generate the
secure product identifiers. Existing methods for authenticat-
ing a secure product identifier or set of configuration instruc-
tions typically involve communicating with a single verifi-
cation server. There exists a need for an improved method
and apparatus for rapidly and securely authenticating a
secure product identifier or set of configuration instructions
in a distributed or complex environment. This invention
addresses these shortcomings.

Maintaining track of where and how a production run 1s
authorized or executed may be important, especially for
audit and recall purposes. The invention relates to a system
of obtaining authorization using multiple authorization mod-
ules and maintaiming a method of determining where a
specific authorization was provided. This invention provides
for a method of identifying which component, or compo-
nents provided an authorization. When an authorization 1s
provided by a module, it 1s combined with a security token
that can be a digital signature, specific encryption method,
such as a hash of the module’s identification number, or
other information identifying which module provided the
authorization. To obtain a full authorization, multiple autho-
rization modules may be required and these modules can be
connected 1n parallel and or in series with each other.

The following embodiments of the invention are exem-
plary and are not intended to be limiting of the scope of the
invention. While one or more embodiments of the present
invention have been described, various alterations, addi-
tions, permutations and equivalents thereof are included
within the scope of the mvention. In the following descrip-
tion of embodiments, reference 1s made to the accompany-
ing drawings that form a part hereof, which show by way of
illustration specific embodiments of the claimed subject
matter. It 1s to be understood that other embodiments may be
used and that changes or alterations, such as structural
changes, may be made. Such embodiments, changes or
alterations are not necessarily departures from the scope
with respect to the intended claimed subject matter. While
the steps below may be presented 1n a certain order, 1n some
cases the ordering may be changed so that certain inputs are
provided at different times or in a diflerent order without
changing the function of the systems and methods described.
Various computations that are described below, such as those
within the code 1nitialization, generation, and authentication
procedures, need not be performed in the order disclosed,
and other embodiments using alternative orderings of the
computations could be readily implemented. In addition to
being reordered, the computations could also be decom-
posed 1nto sub-computations with the same results.

Embodiments of the invention will now be described, by
way of example, with reference to the accompanying draw-
ings, in which:

FIG. 1 illustrates an example multiple authorization con-
figuration.

10

15

20

25

30

35

40

45

50

55

60

65

2

FIG. 2 1illustrates an example method for code mitializa-
tion.

FIG. 3 1llustrates an example method for code generation.

FIG. 4 illustrates an example method for code authoriza-
tion.

According to an embodiment of the invention for authen-
ticating a production ol products, the method includes
clectronically storing configuration data for a production
run, wherein the configuration data for the production run
specifies parameters used in the production of products;
receiving a request for authorization at an authorization
module; forwarding the request for authorization to one or
more downstream authorization modules; at a downstream
authorization module, determining i the configuration data
for the production run 1s authorized; at the downstream
authorization module, if the production run 1s authorized:
generating a set of security tokens and associating one or
more of the security tokens with the configuration data;
digitally signing the configuration data by generating a
digital signature and associating the digital signature with
the configuration data; transmitting the digitally signed
configuration data and the digital signatures and the one or
more security tokens to the upstream authorization module
where the request for authorization was received from;
receiving the digitally signed configuration data and the one
or more security tokens at a production machine; at the
production machine, veritying the digitally signed configu-
ration data; calculating a set of secure product i1dentifiers
based on the digitally signed configuration data and the one
or more security tokens; producing products 1n a production
run according to the digitally signed configuration data; and
applying the set of secure product identifiers on the products
according to the digitally signed configuration data.

According to an alternative or additional embodiment, a
receiving authorization module 1s able to authenticate a
production ol products based on the configuration data
received wherein the production would be authorized by any
of one or more downstream authorization modules. Accord-
ing to an alternative or additional embodiment, the method
further comprises forwarding the request for authorization
from a first downstream authorization module to one or
more authorization modules downstream of the first down-
stream authorization module.

According to an alternative or additional embodiment, a
receiving authorization module determines 11 a production
run 1s authorized and further configuration data exists that
the recerving authorization module was not able to decipher
and there are one or more downstream authorization mod-
ules to the recerving authorization module, and the receiving
authorization module either: a) forwards the request for
authorization to a downstream authorization module without
associating a security token with the authorization prior to
forwarding; or b) digitally signs the configuration data by
generating a set of one or more security tokens and associ-
ating said one or more security tokens with the configuration
data deciphered and authorized by the receiving authoriza-
tion module and forwarding the request for authorization to
one or more downstream connected authorization modules
to determine 1f the run 1s authorized.

According to an alternative or additional embodiment, a
receiving authorization module receives an authorization
from a downstream authorization module, digitally signing
the configuration data by generating a set of one or more
security tokens and associating the one or more security
tokens with the configuration data authorized by the autho-
rization recerved from the one or more downstream autho-
rization module and transmitting the digitally signed con-
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figuration data and the one or more security tokens to an
upstream module from which the request was originally
received by the receiving authorization module prior to it
being passed to a downstream authorization module for the
first time.

According to an alternative or additional embodiment,
authorization modules are connected 1n parallel, forwarding
the request from an upstream module to the downstream
parallel authorization modules to obtain an authorization.

According to an alternative or additional embodiment, a
hardware security module which if tampered with, waill
destroy the mformation stored within 1t, to mclude encryp-
tion and decryption keys, stored security tokens and autho-
rizations.

According to an alternative or additional embodiment, the
digital signature 1s used as a security token.

According to an alternative or additional embodiment, a
method for verifying an authorization or a product com-
prises: receiving a verification request at a verification
module; the verification module extracting one or more of
configuration data from the received vernfication request,
one or more security tokens and one or more digital signa-
tures; forwarding the extracted configuration data to an
authorization module; said authorization module determin-
ing i1f the configuration data for the production run 1is
authorized based on the extracted configuration data
received by the authorization module; wherein the produc-
tion 1s not authorized, returning a negative authorization;
wherein the production run 1s authorized: wherein previ-
ously generated security tokens and digital signatures are
stored, returning a positive authorization to the verification
module and the verification module retrieving, as retrieved
security tokens and digital signature, the previously gener-
ated security tokens associated with the generated positive
authorization based on the extracted configuration data from
one or more databases where security tokens and digital
signatures are stored; wherein previously generated security
tokens and digital signatures are not stored, the authorization
module generating a set of security tokens and a digitally
signature and returning the generated security token and
digital signature to the module from which the request was
received as a retrieved security tokens and digital signature;
the verification module comparing the retrieved one or more
security tokens and digital signatures to the one or more
security tokens and digital extracted from the verification
request; wherein the extracted one or more security tokens
and digital signature match the retrieved one or more
security tokens and digital signature, returning a positive
verification, otherwise returning a negative verification.

According to an alternative or additional embodiment, a
receiving authorization module 1s capable of verifying any
authorization that was previously authorized by any autho-
rization module that 1s downstream of said receiving autho-
rization module.

According to an alternative or additional embodiment, a
tull authorization cannot be generated by a recerving autho-
rization module, and forwarding the request for verification
from said authorization module to one or more downstream
authorization modules as a verification request.

According to an alternative or additional embodiment, the
method further comprises receiving a returned verification
request at an upstream authorization module, the returned
verification request contamming a positive verification,
executing a verification request on the returned verification
request to further verily the request and returning a verifi-
cation answer to the module from which the request was
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4

originally received from based on the outcome of the
verification executed at the upstream authorization module.

FIG. 1 1illustrates serial and parallel connections and
upstream and downstream relationships of authorization
modules, according to one example embodiment. The
arrows point downstream, however, 1t 1s understood that
information can travel i both directions, upstream and
downstream, through these illustrative connections. FIG. 1.
illustrates example embodiments of the invention and are
not mtended to be limiting of the scope of the invention.
Various additional system modules capable of interfacing
with the authorization modules are described below. Any of
the modules can be co-located physically, or located
remotely from each other. Additionally, any of the modules
could be logically or physically combined into a single
module without departing from the scope of the invention.

Integration with Secure Production Systems

As used herein, an entity may refer to: 1) a person, such
as a consumer of a product; 11) a group, such as a group
having a common interest, such as retailers; 111) a computing
device; 1v) a computing node 1n a networked system; v) a
storage location, such as a memory storage unit storing a
document; vi1) a virtual point 1n a network, such as repre-
senting a business function within a business enterprise, and
the like. Additionally, an entity may represent a point in a
worktlow, such as for authorization, which may be per-
formed by a person responsible for that aspect of the
worktlow or a computing device which provides automated
processing. The term entity 1s not meant to be limited to any
one of these examples and may extend to other situations
consistent with the concepts described herein.

Control Module

With reference to FI1G. 2, the Control Module (also known
as the “Orchestrator”) (110) can receive mput from any of
the other modules or outside sources and can provide
instructions to the other modules 1n the system based on
pre-configured programs and/or the operator 1mputs to it. It
can also generate a dashboard summary of the system status.

Input to the Control Module can include any or all
configuration data (105). The supplied configuration data
can indicate any or all of the parameters including, but not
limited to, machine for production, production line, factory,
product to be produced, and volume of product. The con-
figuration data may indicate what items (for example, prod-
ucts) are to be marked with the secure identifiers and how
those 1tems may be produced. The configuration data may
indicate a range ol products, such as starting and ending
product identifiers. In some embodiments, the range can be
a set of product identifiers. The configuration data may be
provided by an operator of the system or be dynamically or
automatically generated. The configuration data can include
turther executable instructions or an interpretable algorithm.
The configuration data may be based on operator input or the
output of a manufacturing execution system, or other cen-
tralized system for instructing how and what to produce.

The Control Module (110) can transmit the configuration
data to any module, including but not limited to the Autho-
rization Module (130), the Identification Module (140), and
the Signature Module (145).

The Control Module can request authorization from the
Authorization Module to execute a production operation.
This process involves transmitting a request (including some
or all of the configuration data) to the Authorization Module
and receiving signed or encrypted configuration data. In
some embodiments, the Authorization Module can return the
configuration data to the Control Module, including a digital
signature applied to that configuration data. The Authoriza-
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tion Module determines whether to authorize the request
from the Control Module based on the data 1t receives. In
addition, the information returned by the Authorization
Module 1ncluded 1n the Configuration data can be used to
bound the codes generated with the authorization provided.
As the data 1s signed by the Authorization Module, the
system can be prevented from moditying the configuration
data. As a non-limiting example, a modification of a request
to produce one brand on in place of another may be
controlled, allowed, or denied.

Authorizations received from the Authorization Module
can also be transmitted to the Verification Module so that
verification requests can be subsequently processed against
those authorizations. The data transmitted to the Verification
Module can include a secure 1dentifier, as well as any of the
configuration data. In some examples, the configuration data
sent to the Authorization Module can 1nclude product range
information.

The signed or validated configuration data can be the
some or all of the set of mput parameters of the Control
Module, verified and validated by the Authorization Module,
which remains 1n force during a production. A security token
can be an output from the Authorization Module and/or an
input parameter of the Control Module. The security token
can be a proof that the product identifier corresponds to
validated configuration data and therefore to an authorized
production. The security token can be an input to the
Signature Module to generate a signature for a single
product identifier, or the signature of a single product
identifier, or a product identifier 1tself, or a range of products
or product identifiers. The security token can be a unique
code, arandom code, or a pseudo-random code. The security
token can be any numerical, or alphabetic, or combination of
numeric and alphabetic characters.

Authorization Module

The Authorization Module operates to validate requests
for authorization to take an action in the identification
system. In some embodiments, 1t can operate as a license
manager.

The Authorization Module can receive the configuration
data. The Authorization Module can also receive range
and/or algorithm information. In some embodiments, the
Authornization Module can receive input configuration data
from the Control Module. The output range can optionally
identily a range of products, machines, factories, ranges, or
product volumes that are authorized. The output can also
include range information and/or include an algorithm
which comprises a set of executable or interpretable mnstruc-
tions that will be used to generate the security token. The
Authorization Module can be centralized at the factory level
or be decentralized on each production line, or a combina-
tion of both.

The Authorization Module can store and/or generate one
or more encryption keys. In some embodiments, the key
stored by the Authorization Module can be a private public
encryption key according to a public key infrastructure
(PKI). In some embodiments, the Authorization Module
stores the only copy of the private key. In other embodi-
ments, the Authorization Module 1s distributed across sev-
cral instances which replicate the keys between them. In the
case ol PKI, the Authorization Module can output signed
configuration data. In some embodiments, the Authorization
Module can encrypt the configuration data and/or sign the
configuration data output.

In some embodiments, the system 1s configured so that
only the Authorization Module can read the secured 1nput
parameters of the Control Module, required for the genera-
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6

tion of the security token. In some embodiments, the key 1s
provided to the Authorization Module from another source.

The Authorization Module can be embodied as a hard-
ware security module (HSM), or another type of physical
computing device that safeguards and manages digital keys
for strong authentication and providing cryptoprocessing.
The Authornization Module functionality can be performed
by a computer with an embedded board with an encryption
key or PKI private key. The module can be equipped with
teatures such that attempts to access the data will result 1n 1t
being rendered unreadable or 1naccessible.

I1 the mput to the Authorization Module 1s a range and an
algorithm, the Authorization Module can output an identity
in the range of authorization and a security token of the
identifier. For example, the output i1dentity can be a range
from O to 1,000 with a security token for each item 1in the
range.

The Authorization Module can generate a key from any
parameter used in the Control Module. In some embodi-
ments, the Authorization Module may generate or derive a
key from an existing key from any parameter used in the
Control Module such that only a specific Authorization
Module can use this key. The equipment and software
implementing this public key technique can be embodied 1n
an asymmetric cryptosystem.

The output of the Authorization Module can be informa-
tion, such as the configuration data and, optionally, one or
more security tokens, with a digital signature provided by
the Signature Module. Alternatively, the output of the
Authorization Module can be the configuration data
encrypted to a key held by the Authorization Module. The
output of the Authorization Module can be provided to the
Control Module.

According to an embodiment, the method for authenti-
cating a production of products includes electronically stor-
ing configuration data for a production run, wherein the
configuration data for the production run specifies param-
eters used 1n the production of products; determining 11 the
configuration data for the production run i1s authorized; 1f the
production run 1s authorized: generating a security token and
associating the token with the configuration data; and digi-
tally signing the configuration data by generating a digital
signature and associating the digital signature with the
configuration data; receiving the digitally signed configura-
tion data and the digital signature at a production machine;
at the production machine, verifying the digital signature
associated with the digitally signed configuration data; cal-
culating a set of secure product identifiers based on the
digitally signed configuration data; producing products 1n a
production run according to the digitally signed configura-
tion data; and printing the set of secure product identifiers on
the products according to the digitally signed configuration
data.

In an alternative or additional embodiment, the configu-
ration data represents a range of products to be produced. In
an alternative or additional embodiment, the configuration
data represents a range of products, machines, factories,
ranges, or product volumes that are authonized. Alternative
or additional embodiments can 1nclude receiving a verifica-
tion request, the request comprising a product identifier and
determining 11 the configuration data for the production run
1s authorized by reference to a license manager. Alternative
or additional embodiments can include generating a security
token for a range of products; and associating the security
token with the range of products.

With reference to FIG. 1, the Authorization Modules can
exist 1n a serial or parallel or combination relationships as to
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one or more Control Modules. In a senal relationship, an
authorization request containing configuration data 1s sent
from a Control Module to a first Authorization Module. If
this module 1s able to decipher the configuration data and
return a proper authorization, 1t will do so and works as a
system with a single Authorization Module 1n this aspect.
However, 1f 1t 1s not, then 1t forwards the full authorization
request to a second Authorization Module which attempts to
decipher and return a proper authorization. If 1t 1s able to do
so, 1t returns the authorization to the Authorization Module
from which 1t recerved the request which 1n turn returns it to
the Control Module. Because each Authorization module
can have a umique key, 1dentifier, digital signature, security
token or encryption method, the system can keep track of
which Authorization Module provided the Authorization. In
this manner, multiple Authorization Modules can be linked.
The last Authorization Module 1n the series, 1t 1t 1s unable to
return an authorization, works the same as an Authorization
Module 1n a single Authorization system, and this response
1s passed back by each Authorization Module to the Control
Module.

In an alternative or additional embodiment, a part of an
authorization request can be deciphered by an Authorization
Module. In this embodiment the Authorization Module may
be able to decipher part of the authorization and execute
certain algorithms contained within it or decipher an embed-
ded authorization request within the original which 1t cannot
decipher. In either of these cases, or any other 1n which an
Authornization Module 1s unable to fully decipher an autho-
rization request and return an authorization, 1t can then pass
some or all of the remaining authorization request and
configuration data to the next Authorization Module 1n the
series, which can continue to attempt to decipher the remain-
der of the authorization data to return an authorization. This
can again be repetitive through the series until an authori-
zation 1s gained. Fach Authorization Module would again
provide 1ts own security token digital signature to the data it
was able to decipher and passes this data back up the stream
of Authorization Modules. Further 1n this embodiment, each
Authornization Module digitally signs or encrypts the data it
deciphered, or alternatively, each Authorization Module
digitally signs or encrypts all data 1t deciphers as well as all
data it receives from downstream Authorization Modules as
well and then continue to pass these authorizations upstream
to the Control Module.

In another series embodiment of the invention, the autho-
rization request 1s passed from the Control Module to the last
Authorization Module 1n the series of Authorization Mod-
ules prior to it that module attempting to decipher and return
an authorization. I1 it can, then the authorization 1s passed
straight up to the Control Module, unless the authorization
contains an algorithm that directs other actions.

In an embodiment 1 which the Authorization Modules
exist 1n a parallel relationship, an authorization request 1s
sent to all of the Authorization Module which exist 1n
parallel to each other 1n the first link to the Control Module.
Each of these would attempt to decipher the message. In one
embodiment, the first to decipher the message returns an
authorization to the Control Module and the Control Module
ignores all other authorizations 1t recerves for that request.
The Control Module can send a cancel request to the
Authorization Modules to stop any further work the Autho-
rization Modules may be doing on the Authorization, such as
if the system contains series components which are continu-
ing to work on the request.

Alternatively, the Control Module can receive all autho-
rizations and work with each authorization 1t receives. It can

10

15

20

25

30

35

40

45

50

55

60

65

8

also be set to only receive a certain number, such as the first
three authorizations, and then ignore later received authori-
zation requests or send a termination signal to the Authori-
zation Modules to discontinue attempting to decipher the
authorization request. In this embodiment, the Authorization
Modules that are connected 1n parallel can then be connected
in series to one or more Authorization Modules, each of
which also can be connected 1n parallel or series.

The connections between Authorization Modules can be a
physical connection or a logical connection. A logical con-
nection exists if two units are contained, for example, within
the same computing device, but there i1s an upstream/
downstream relationship such that authorization requests go
to one authorization module prior to being forwarded to the
second module. A unit that receirves an authorization request
1s considered downstream from the module, be 1t the Control
Module or another Authorization Module, from which the
authorization request was received, such as illustrated 1n
FIG. 1. The module which sends a request 1s considered
upstream from any module which receives the request.
Similarly, a unit which receives an authorization, or a
non-authorization, from a unit which has attempted to deci-
pher an authorization request, 1s upstream of the unit from
which it receives it from.

Units 1n parallel are considered on the same level, and are
similarly considered downstream of a unit from which they
receive an authorization request. They are upstream only to
the unit from which they receive messages that are down-
stream of them, as illustrated 1n FIG. 1. References to
sending upstream or downstream, may be understood to
only send it one level further 1n the said direction. Addi-
tionally, even 11 two units are on the same level, if they are
not laterally connected, they will not be considered in
parallel. An upstream unit may send an authorization request
to only one downstream authorization module even though
it 1s connected to multiple downstream modules. In this case
it 1s considered a series connection. An example of this 1s
shown between levels 2 and 3 of FIG. 1. This connection, 1t
the request 1s sent to both/all level 2 units 1s then considered
a parallel connection. The example of the connections
between levels 4 and 5 demonstrates a parallel only con-
nection. FIG. 1 can be part of a larger system such that Level
1 of FIG. 1 1s the n-th level, and additional levels can
continue from any of the levels or Authorization Modules.
Level 1 can be an Authonization Module 1f it 1s contained
within a larger unit, or it can be a Control Module 11 it 1s the
most upstream module. The labeling 1s of units 1s only
exemplary.

With respect to FIG. 1, connection between Levels 2 and
3 may be parallel or serial. If requests are only to U3-1 or
U3-2 1t 1s series, 1f sent to both, then parallel. Connection
between levels 4 and 5 represents a parallel only connection.
Connections from US5-2 represents a parallel and series
connection. U6-5 can be in series with US-2 but U6-3 and
U6-4 are 1n parallel only with U5-2. U6-3 can be 1n parallel
if requests are sent to all Modules U6-3, U6-4 and U6-5.

In any of the above embodiments, an Authorization Mod-
ule can pass the request 1t receives and rejection or autho-
rization and any accompanying information, such as algo-
rithms or security tokens to a Verification Module which can
store this information. As such, the Authorization Module
does not store any of the mnformation and there 1s a record
for later auditing or troubleshooting if any problems or
questions arise to authenticity, hacking or counterfeit codes,
counterfeit products or tampering with any part of the
system.
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Signature Module

With reference to FIGS. 2-4, the Signature Module can
receive the configuration data, an authorization key, a secu-
rity token or any combination of them, as well as a unique
product 1dentifier generated by the Identification Module. In
some embodiments, the Signature Module may receive, 1n
addition, one or more intrinsic machine and/or product
characteristics, and/or product 1tem characteristics. The Sig-
nature Module can create a digital signature based on any or
all of those mputs, generally referred to herein as configu-
ration data.

To generate the digital signature, in some embodiments,
the Signature Module can first generate a digest or other
representation of the configuration data. In some embodi-
ments, the digest can be generated by calculating a crypto-
graphic hash value of the configuration data according to a
digital signature algorithm provided by the Signature Mod-
ule executing the digital signature algorithm. As non-limit-
ing examples, the hash may be calculated according to MDS5,
SHA-1, SHA-2, SHA-3/Keccak functions. The digest can
then be encrypted using a private key obtained by the
Signature Module to generate the digital signature.

In some embodiments, a digital signature may use a
Public Key Infrastructure (PKI) technology to establish
authenticity of configuration data. PKI systems use certifi-
cates and keys to identily entities, individuals, or organiza-
tions. The Authentication Module uses a private key to sign
the configuration data and associates the configuration data
with a certificate including the public key used by the
Authentication Module.

A recipient module uses a public key to verily the digital
signature and, thereby, the authenticity of the signed con-
figuration data. Supporting technologies can be employed to
establish other non-repudiation features, such as the time of
signing and the status of the signing keys. The public key
may be provided to the recipient entity directly, or by
publication 1n an on-line repository or directory.

Identification Module

The Identification Module can receive the configuration
data and generate identifiers for items to be marked. The
Identification Module can receive a digital signature gener-
ated by the Signature Module that will be combined with the
unique 1dentifier to generate a compound unique identifier.

The 1dentifiers can include, or be based on, the date and/or
time of production of a product to be marked and the digital
signature received from the Signature Module. In some
embodiments, the secure 1dentifiers generated can be unique
or substantially unique. In some embodiments, the secure
identifiers can be the security token.

In the case of ranges, the Identification Module can
generate a range 1dentifier and a set of 1dentifiers within the
generated range.

The i1dentifiers created may be output to a print control
module for direct printing on to a product or may be input
to further processing to generate another code that 1s printed
on product packaging.

Verification Module

With reference to FIG. 4, the Vernification Module (150)
can receive the verified configuration data and, based on that
validated configuration data, validate a request for authori-
zation (305) for a factory, machine, product, or production
volume reported. The mputs to the Verification Module can
include any or all of the verified configuration data, output
from the signature module, 1dentifiers, security tokens, and/
or range information. The Verification Module can generate
information for an Authorization Module with these param-
eters 1 order to verify/validate a product i1dentifier.
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The Verification Module can generate a decryption (320)
of the request, which includes one or more identifiers or
ranges ol 1dentifiers (315) and signature data (310) including
one or more security tokens.

IT a security token 1s input to the Verification Module, the
Verification Module can return information relating to the
authorization, the configuration data, and/or ranges. If a
single security token 1s used for a range of products, the
security token can be provided to the Verification Module to
verily parameters associated with the range ol products,
rather than individual products. This embodiment may be
particularly useful 1n the context of export regulation.

System Processes

Identification Code Initialization

Identification Code Initialization can be performed to
validate the authorization and the parameters. In some
embodiments, for performance reasons, this can be per-
formed once at the beginning of the production. With
reference to FIG. 2, the Control Module (110) can access a
data store (115) for additional parameters, or additional
parameters can be provided to the module. The parameters
and the configuration data, once signed by the Authorization
Module (130), form the validated configuration data (135).
The Control Module receives verified configuration data as
described above, 1n response to 1ts request to the Authori-
zation Module (130).

The authorization can be an authorization to produce a
product, or to mark a product with a certain ID, or both. The
configuration data and the additional parameters are trans-
mitted to the Authorization Module and are used by the
Authorization Module to generate the security token. The
Authorization Module can sign the configuration data and
the additional parameters, forming the signed configuration
data. As discussed above, the configuration data can specity
a certain production run or other products and activities. The
Authorization Module can generate an authorization block
including a key, authorized 1dentifiers, and security token. In
some embodiments, the key may be generated by the Autho-
rization Module, or may be provided to 1t. The Authorization
Module can transmit the authorization block to the Control
Module. The Control Module can transmit the validated
configuration data and other information, such as a list of
identifiers, a range of 1dentifiers, and/or one or more security
tokens, to the Signature Module (145). The Signature Mod-
ule can sign the data and send the signed data and the
signature to the Control Module. The Identification Module
(140) can then recerve from the Control Module an 1nitial-
ization block including the identifiers and/or ranges of
identifiers for products.

An embodiment of the invention can include a method for
initializing a process for securely controlling a production
facility, comprising: electronically receiving configuration
data from an electronic data store; electronically storing the
configuration data for a production run, wherein the con-
figuration data for the production run specifies parameters
used 1n the production of products; transmitting the con-
figuration data to an authorization module; at the authori-
zation module: determining whether the production run 1is
authorized; generating validated configuration data compris-
ing a key, a representation of a plurality of authorized
product identifiers, and a security token; transmitting the
validated configuration data to a signature module; and at
the signature module, signing the validated configuration
data.

Alternative or additional embodiments can include deter-
mining 1f the configuration data for the production run 1s
authorized; 11 the production run 1s authorized: generating a




US 10,594,494 B2

11

security token and associating the token with the configu-
ration data; and digitally signing the configuration data by
generating a digital signature and associating the digital
signature with the configuration data.

Alternative or additional embodiments can 1include
receiving the digitally signed configuration data and the
digital signature at a production machine; at the production
machine, veritying the digital signature associated with the
digitally signed configuration data; and calculating a set of
secure product identifiers based on the digitally signed
configuration data.

Alternative or additional embodiments can include pro-
ducing products in a production run according to the digi-
tally signed configuration data; and printing the set of secure
product identifiers on the products according to the digitally
signed configuration data.

Alternative or additional embodiments can include deter-
mimng whether the production run 1s authorized further
comprises retrieving licensing data from a licensing server.

Identification Code Generation

With reference to FIG. 3 the Code Generation process
generates the codes during the production process. The
identification code generation process can begin with a
request to the Identification Module (140) for an 1dentifier or
a range ol identifiers, which are then returned to the Control
Module (110). The identifiers are then sent to the Signature
Module (145), which signs the identifiers and returns the
signed 1dentifiers to the Control Module. The Signature
Module can receive a security token. In some embodiments,
the Signature Module does not need to be controlled by
external instructions and i1f any 1dentification code 1s to be
counted, the code can be linked to a single security token.
The Signature Module can be controlled by the Authoriza-
tion Module. The Control Module can then send the output
data to print control 1n Printer Module (210). The output data
sent to the print control may be encrypted before transmis-
sion. The configuration data, can be transmitted to the
Verification Module (150) for the handling of subsequent
verification requests.

An embodiment of the invention includes a method for
generating a code for securely 1dentitying products produced
at a production facility, including electronically receiving
configuration data from an electronic data store; electroni-
cally storing the configuration data for a production run,
wherein the configuration data for the production run speci-
fies parameters used in the production of products; trans-
mitting the configuration data to an authorization module; at
the authorization module: determining whether the produc-
tion run 1s authorized; generating validated configuration
data comprising a key, a representation of a plurality of
authorized product identifiers, and a security token; trans-
mitting the validated configuration data to a signature mod-
ule; at the signature module, signing the validated configu-
ration data; at an i1dentification module, receiving a request
for a product 1dentifier and generating a product identifier 1n
response to the request; transmitting the product identifier
from the i1dentification module to a signature module; digi-
tally signing the product identifier at the signature module;
and transmitting the digitally signed product 1dentifier to a
printer module.

Alternative or additional embodiments can include elec-
tronically receiving configuration data from an electronic
data store; electronically storing the configuration data for a
production run, wherein the configuration data for the pro-
duction run specifies parameters used 1n the production of
products; transmitting the configuration data to an authori-
zation module; at an authorization module: determining
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whether the production run 1s authorized; generating vali-
dated configuration data comprising a key, a representation
of a plurality of authorized product identifiers, and a security
token; transmitting the validated configuration data to a
signature module; at the signature module, signing the
validated configuration data.

In alternative or additional embodiments, the request 1s
for a range of 1dentifiers. Alternative or additional embodi-
ments can include determining 1f the configuration data for
the production run i1s authorized; if the production run 1s
authorized: generating a security token and associating the
token with the configuration data; and digitally signing the
configuration data by generating a digital signature and
associating the digital signature with the configuration data.

Verification of Identification Code

As described above, the Verification Module (considered
here 1n the singular as the serial or parallel relationships of
multiple logical or physical Verification Modules) can
receive a request for verification. The request can include
one or more 1dentification codes. The verification module
can decrypt or otherwise deobfuscate the identifier code
received. The resulting information, having been decrypted,
can include a signature component and an identifier. The
resulting identifier can then be linked against the original
configuration data previously stored 1n association with the
identifier. The linked data can include other i1dentifiers in a
range, a security token, and other information stored in
connection with the production of the product bearing that
identification code.

Some embodiments can include additional functionality
for processing identifiers that are provided to the Verification
Module based on the party requesting the verification of the
code. Diflerent parties can be provided with different means
to access the Verification Module. For example, a retailer or
other form of merchant, may be provided with a different
portal or communication channel than a consumer. The
retailler may also be required to authenticate itself to the
Verification Module.

In some embodiments, the system can be configured so
that a verification by a consumer results 1n an 1dentifier being
marked as having been verified. The system can be further
configured to store those codes for which verification 1is
requested by a consumer. Any subsequent requests for
verification of those already-verified codes can be denied or
otherwise processed differentially.

Export Functions

Embodiments of the imvention can be applied in the
context of code export to third-parties. Those embodiments
can include an export function configured to generate a
separate code for this purpose. The exported code can be
generated by collecting one or more product identifiers
and/or security tokens, and signing those identifiers and/or
tokens. The 1dentifiers and/or tokens can be collected at any
point 1n the production process. The signed 1dentifiers and/or
tokens 1n the form of exported codes can be provided to a
third party who can store them and perform verification of
the validity of the i1dentifiers and/or tokens.

System Architectures

The systems and methods described herein can be imple-
mented in software or hardware or any combination thereof.
The systems and methods described herein can be 1mple-
mented using one or more computing devices which may or
may not be physically or logically separate from each other.
Additionally, various aspects of the methods described
herein may be combined or merged into other functions. In
some embodiments, the 1llustrated system elements could be
combined into a single hardware device or separated into
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multiple hardware devices. If multiple hardware devices are
used, the hardware devices could be physically located
proximate to or remotely from each other.

The methods can be implemented 1n a computer program
product accessible from a computer-usable or computer-
readable storage medium that provides program code for use
by or in connection with a computer or any instruction
execution system. A computer-usable or computer-readable
storage medium can be any apparatus that can contain or
store the program for use by or in connection with the
computer or instruction execution system, apparatus, or
device.

A data processing system suitable for storing and/or
executing the corresponding program code can include at
least one processor coupled directly or indirectly to com-
puterized data storage devices such as memory elements.
Input/output (I/0) devices (ncluding but not limited to
keyboards, displays, pointing devices, etc.) can be coupled
to the system. Network adapters may also be coupled to the
system to enable the data processing system to become
coupled to other data processing systems or remote printers
or storage devices through intervening private or public
networks. To provide for interaction with a user, the features
can be implemented on a computer with a display device,
such as a CRT (cathode ray tube), LCD (liquid crystal
display), or another type of monitor for displaying informa-
tion to the user, and a keyboard and an mput device, such as
a mouse or trackball by which the user can provide mput to
the computer.

A computer program can be a set of instructions that can
be used, directly or indirectly, in a computer. The systems
and methods described herein can be implemented using
programming languages such as Flash™, JAVA™_ C++, C,
C#, Visual Basic™, JavaScript™, PHP, XML, HTML, etc.,
or a combination of programming languages, including
compiled or interpreted languages, and can be deployed 1n
any form, including as a stand-alone program or as a
module, component, subroutine, or other unit suitable for
use 1n a computing environment. The software can include,
but 1s not limited to, firmware, resident software, microcode,
etc. Protocols such as SOAP/HTTP may be used 1n imple-
menting 1nterfaces between programming modules. The
components and functionality described herein may be
implemented on any desktop operating system executing in
a virtualized or non-virtualized environment, using any
programming language suitable for software development,
including, but not limited to, different versions of Microsoit
Windows™,  Apple™ Mac™, 108™,  Umx™/X-Win-
dows™, Linux™, etc.

Suitable processors for the execution of a program of
instructions include, but are not limited to, general and
special purpose microprocessors, and the sole processor or
one of multiple processors or cores, of any kind of computer.
A processor may receive and store instructions and data
from a computerized data storage device such as a read-only
memory, a random access memory, both, or any combination
of the data storage devices described herein. A processor
may include any processing circuitry or control circuitry
operative to control the operations and performance of an
clectronic device.

The processor may also include, or be operatively coupled
to communicate with, one or more data storage devices for
storing data. Such data storage devices can include, as
non-limiting examples, magnetic disks (including internal
hard disks and removable disks), magneto-optical disks,
optical disks, read-only memory, random access memory,
and/or flash storage. Storage devices suitable for tangibly
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embodying computer program instructions and data can also
include all forms of non-volatile memory, including, for
example, semiconductor memory devices, such as

EPROM,

EEPROM, and tlash memory devices; magnetic disks such
as internal hard disks and removable dlsks, magneto-optical
disks; and CD-ROM and DVD-ROM disks. The processor
and the memory can be supplemented by, or incorporated 1n,
ASICs (application-specific integrated circuits).

The systems, modules, and methods described herein can
be 1mplemented using any combination of software or
hardware elements. The systems, modules, and methods
described herein can be implemented using one or more
virtual machines operating alone or in combination with
cach other. Any applicable virtualization solution can be
used for encapsulating a physical computing machine plat-
form 1nto a virtual machine that 1s executed under the control
of virtualization soiftware running on a hardware computing
platform or host. The virtual machine can have both virtual
system hardware and guest operating system soitware.

The systems and methods described herein can be imple-
mented 1 a computer system that includes a back-end
component, such as a data server, or that includes a middle-
ware component, such as an application server or an Internet
server, or that imncludes a front-end component, such as a
client computer having a graphical user interface or an
Internet browser, or any combination of them. The compo-
nents of the system can be connected by any form or
medium of digital data communication such as a commu-
nication network. Examples of communication networks
include, for example, a LAN, a WAN, and the computers and
networks that form the Internet.

One or more embodiments of the invention may be
practiced with other computer system configurations,
including hand-held devices, microprocessor systems,
microprocessor-based or programmable consumer electron-
ics, minicomputers, mainirame computers, etc. The mmven-
tion may also be practiced in distributed computing envi-
ronments where tasks are performed by remote processing,
devices that are linked through a network.

While one or more embodiments of the invention have
been described, various alterations, additions, permutations
and equivalents thereof are included within the scope of the
invention.

What 1s claimed 1s:

1. A method for authenticating a production of products,
comprising;

clectronically storing configuration data for a production

run, wherein the configuration data for the production
run specifies parameters used 1n the production of
products;

recerving a request for authorization at an upstream

authorization module, the authorization module con-
figured to comprise a hardware security module which,
if tampered with, will destroy the information stored
within 1t;

forwarding the request for authorization to one or more

downstream authorization modules;

at a downstream authorization module, determining 1f the

configuration data for the production run 1s authorized;

at the downstream authorization module, if the production

run 1s authorized:

generating a set of security tokens and associating one
or more of the security tokens with the configuration
data;

digitally signing the configuration data by generating a
digital signature and associating the digital signature
with the configuration data;
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transmitting the digitally signed configuration data and
the digital signature and the one or more security
tokens to an upstream receiving authorization mod-
ule where the request for authorization was received
from;

receiving the digitally signed configuration data and the
one or more security tokens at a production machine;

at the production machine, veritying the digitally signed
configuration data;

calculating a set of secure product identifiers based on the
digitally signed configuration data and the one or more
security tokens;

producing products 1n a production run according to the
digitally signed configuration data; and

applying the set of secure product identifiers on the
products according to the digitally signed configuration
data.

2. The method of claim 1, wherein a receiving authori-
zation module 1s able to authenticate a production of prod-
ucts based on the configuration data recerved wherein the
production would be authorized by any of one or more
downstream authorization modules.

3. The method of claim 1, further comprising forwarding,
the request for authorization from a first downstream autho-
rization module to one or more authorization modules
downstream of the first downstream authorization module.

4. The method of claim 1, wherein a receiving authori-
zation module determines 1t a production run 1s authorized
and further configuration data exists that the receiving
authorization module was not able to decipher and there are
one or more downstream authorization modules to the
receiving authorization module, and the receiving authori-
zation module either:

a. Torwards the request for authorization to a downstream
authorization module without associating a security
token with the authorization prior to forwarding; or

b. digitally signs the configuration data by generating a set
of one or more security tokens and associating said one
or more security tokens with the configuration data
deciphered and authorized by the receiving authoriza-
tion module and forwarding the request for authoriza-
tion to one or more downstream connected authoriza-
tion modules to determine 1f the run 1s authonized.

5. The method of claim 1, wherein a receiving authori-
zation module receives an authorization from a downstream
authorization module, digitally signing the configuration
data by generating a set of one or more security tokens and
associating the one or more security tokens with the con-
figuration data authorized by the authorization recerved from
the one or more downstream authorization module and
transmitting the digitally signed configuration data and the
one or more security tokens to an upstream module from
which the request was originally received by the receiving
authorization module prior to 1t being passed to a down-
stream authorization module for the first time.

6. The method of claim 1, wherein authorization modules
are connected in parallel, forwarding the request from an
upstream module to the downstream parallel authorization
modules to obtain an authorization.

7. The method of claim 1, wherein the hardware security
module further stores encryption and decryption keys, stored
security tokens and authorizations.

8. The method of claim 1, wherein the digital signature 1s
used as a security token.

9. The method of claim 1, wherein:

when the upstream receiving authorization module 1s able
to decipher part of an authorization request but 1s
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unable to fully decipher the remainder of the authori-
zation request to return an authorization, the upstream
receiving authorization module passes some or all of
the remaining authorization request and configuration
data to a downstream authorization module; and
wherein determining 1f the configuration data for the
production run 1s authorized 1s performed by attempt-
ing to decipher the remaining authorization request.

10. The method of claim 1, wherein each authorization
module digitally signs or encrypts the data 1t deciphered, or
alternatively, each authorization module digitally signs or
encrypts all data it deciphers as well as all data 1t recerves
from downstream authorization modules as well and then
continue to pass these authorizations upstream to the control
module.

11. The method of claim 9, wherein the upstream receiv-
ing authorization module determines 1f a production run 1s
authorized and if further configuration data exists that the
upstream recerving authorization module was not able to
decipher and if there are one or more downstream authori-
zation modules to the receiving authorization module, and
the upstream recerving authorization module either:

a. forwards the request for authorization to a downstream
authorization module without associating a security
token with the authorization prior to forwarding; or

b. digitally signs the configuration data by generating a set
of one or more security tokens and associating said one
or more security tokens with the configuration data
deciphered and authorized by the receiving authoriza-
tion module and forwarding the request for authoriza-
tion to one or more downstream connected authoriza-
tion modules to determine if the run 1s authornized.

12. The method of claim 3, wherein when the first
downstream authorization module determines if a produc-
tion run 1s authorized and i1s able to decipher part of an
authorization request but determines that further configura-
tion data exists that the first downstream authorization
module was not able to decipher, and i1 there are one or more
further downstream authorization modules, downstream to
the first downstream authorization module, the first down-
stream authorization module either:

a. forwards the request for authorization to a further

downstream authorization module without associating,
a security token with the authorization prior to forward-
Ing; or

b. digitally signs the configuration data by generating a set
of one or more security tokens and associating said one
or more security tokens with the configuration data
deciphered and authorized by the first downstream
authorization module and forwarding the request for
authorization to one or more further downstream con-
nected authorization modules to determine if the run 1s
authorized.

13. A method for verifying an authorization or a product,

comprising:
receiving a verification request at a verification module;
the verification module extracting one or more of
configuration data from the received verification
request, one or more security tokens and one or more
digital signatures;

forwarding the extracted configuration data to an autho-
rization module; said authorization module deter-
mimng if the configuration data for a production run
1s authorized based on the extracted configuration
data received by the authorization module;
wherein the production 1s not authorized, returning a

negative authorization;
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wherein the production run 1s authorized:
wherein previously generated security tokens and
digital signatures are stored, returning a positive
authorization to the verification module and the
verification module retrieving, as retrieved
security tokens and digital signature, the previ-
ously generated security tokens associated with
the generated positive authorization based on
the extracted configuration data from one or
more databases where security tokens and digi-
tal signatures are stored;
wherein previously generated security tokens and
digital signatures are not stored, the authoriza-
tion module generating a set of security tokens
and a digitally signature and returning the gen-
erated security token and digital signature to a
module from which the request was received as
a retrieved security tokens and digital signature;
the verification module comparing the retrieved one or
more security tokens and digital signatures to the one
or more security tokens and digital signature
extracted from the verification request; wherein the
extracted one or more security tokens and digital
signature match the retrieved one or more security
tokens and digital signature, returning a positive
verification, otherwise returning a negative verifica-
tion.

14. The method of claim 13, wherein a receiving autho-
rization module 1s capable of verilying any authorization
that was previously authorized by any authorization module
that 1s downstream of said receiving authorization module.

15. The method of claim 13, further comprising where a
tull authorization cannot be generated by a receiving autho-
rization module, forwarding the request for verification from
said authorization module to one or more downstream
authorization modules as a verification request.

16. The method of claim 13, further comprising receiving
a returned verification request at an upstream authorization
module, the returned verification request containing a posi-
tive verification, executing a verification request on the
returned verification request to further verify the request and
returning a verification answer to a module from which the

request was originally received from based on an outcome of

the verification executed at the upstream authorization mod-
ule.
17. A method for authenticating a production of products,
comprising;
clectronically storing configuration data for a production
run, wherein the configuration data for the production
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products;
receiving a request for authorization at an authorization
module;
forwarding the request for authorization to one or more
downstream authorization modules;
at a downstream authorization module, determining 11 the
configuration data for the production run 1s authorized;
at the downstream authorization module, if the production
run 1s authorized:
generating a set of security tokens and associating one
or more of the security tokens with the configuration
data;
digitally signing the configuration data by generating a
digital signature and associating the digital signature
with the configuration data;
transmitting the digitally signed configuration data and
the digital signature and the one or more security
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tokens to an upstream authorization module where
the request for authorization was received from;

recerving the digitally signed configuration data and the
one or more security tokens at a production machine;

at the production machine, verifying the digitally signed
confliguration data;

calculating a set of secure product 1dentifiers based on the
digitally signed configuration data and the one or more
security tokens;

producing products 1n a production run according to the
digitally signed configuration data; and

applying the set of secure product identifiers on the

products according to the digitally signed configuration
data;

wherein a receiving authorization module determines if a
production run 1s authorized and further configuration
data exists that the recerving authorization module was
not able to decipher and there are one or more down-
stream authorization modules to the receiving authori-
zation module, and the receiving authorization module
cither:

a. forwards the request for authorization to a downstream
authorization module without associating a security
token with the authorization prior to forwarding; or

b. digitally signs the configuration data by generating a set
of one or more security tokens and associating said one
or more security tokens with the configuration data
deciphered and authorized by the receiving authoriza-
tion module and forwarding the request for authoriza-
tion to one or more downstream connected authoriza-
tion modules to determine 11 the run 1s authorized.

18. The method of claim 17, wherein a receiving autho-
rization module 1s able to authenticate a production of
products based on the configuration data received wherein
the production would be authorized by any of one or more
downstream authorization modules.

19. The method of claim 17, further comprising forward-
ing the request for authorization from a first downstream
authorization module to one or more authorization modules
downstream of the first downstream authorization module.

20. The method of claim 17, wherein a receiving autho-
rization module receives an authorization from a down-
stream authorization module, digitally signing the configu-
ration data by generating a set of one or more security tokens
and associating the one or more security tokens with the
configuration data authorized by the authorization received
from the one or more downstream authorization module and
transmitting the digitally signed configuration data and the
one or more security tokens to an upstream module from
which the request was originally received by the receiving
authorization module prior to 1t being passed to a down-
stream authorization module for the first time.

21. The method of claim 17, wherein authorization mod-
ules are connected 1n parallel, forwarding the request from
an upstream module to the downstream parallel authoriza-
tion modules to obtain an authorization.

22. The method of claim 17, wherein the hardware
security module further stores encryption and decryption
keys, stored security tokens and authorizations.

23. The method of claim 17, wherein the digital signature
1s used as a security token.

G o e = x



	Front Page
	Drawings
	Specification
	Claims

